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Abstract 
 
      Context: Today’s software development industry requires high-speed software delivery from the 

development team. In order to do this, organizations make transformation from their conventional 

software development method to agile development method while preserving customer satisfaction. Even 

though this approach is becoming popular development method, from security point of view, it has some 

disadvantage. Because, this method has several constraints imposed such as lack of a complete overview 

of a product, higher development pace and lack of documentation. Although security-engineering (SE) 

process is necessary in order to build secure software, no SE process is developed specifically for agile 
model. As a result, SE processes that are commonly used in waterfall model are being used in agile 

models. However, there is a clash or disparity between the established waterfall SE processes and the 

ideas and methodologies proposed by the agile manifesto. This means that, while agile models work with 

short development increments that adapt easily to change, the existing SE processes work in plan-driven 

development setting and try to reduce defects found in a program before the occurrence of threats through 

heavy and inflexible process. This study aims at bridging the gap in agile model and security by providing 

insightful understanding of the SE process that are used in the current agile industry. 

     Objectives: The objectives of this thesis are to identify and evaluate security activities from high-profile 

waterfall SE-process that are used in the current agile industry. Then, to suggest the most compatible and 

beneficial security activities to agile model based on the study results.  

      Methods: The study involved two approaches: systematic literature review and survey. The systematic 
literature review has two main aims. The first aim is to gain a comprehensive understanding of security in 

an agile process model; the second one is to identify high-profile SE processes that are commonly used in 

waterfall model. Moreover, it helped to compare the thesis result with other previously done works on the 

area. A survey is conducted to identify and evaluate waterfall security activities that are used in the 

current agile industry projects. The evaluation criteria were based on the security activity integration cost 

and benefit provides to agile projects. 

      Results: The results of the systematic review are organized in a tabular form for clear understanding and 

easy analysis. High-profile SE processes and their activities are obtained. These results are used as an 

input for the survey study. From the survey study, security activities that are used in the current agile 

industry are identified. Furthermore, the identified security activities are evaluated in terms of benefit and 

cost. As a result the best security activities, that are compatible and beneficial, are investigated to agile 

process model.  

Conclusions: To develop secure software in agile model, there is a need of SE-process or practice that 

can address security issues in every phase of the agile project lifecycle. This can be done either by 

integrating the most compatible and beneficial security activities from waterfall SE processes with agile 

process or by creating new SE-process. In this thesis, it has been found that, from the investigated high-

profile waterfall SE processes, none of the SE processes was fully compatible and beneficial to agile 

projects. 

        Keywords: Security Engineering, Agile projects, Security Activities, Secure Software Development. 
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1. Introduction 
 

           Security is an essential quality characteristic of software and it is the most important non-functional 

requirement of the system [1]. Relying on system functionality in security-critical environments may lead to 

huge amount of damages and risks if security weaknesses exist [1]. Currently, security is a serious problem 

and may become much worse in the future due to the increase in complexity, connectivity and extensibility [7, 

20]. Thus, software developers are enforced to produce more secure system. According to the Computer 

Emergency Response Team (CERT) statistics, there had been a considerable increase in security related 

software vulnerabilities reported over the last few years (1995-2008) as depicted in Fig. 1 [32]. As can be seen 
from the graph, the reported vulnerabilities are observed to start decreasing in the last two years after a 

continual increase for several years. This indicates that addressing and solving software security issues by 

developing new techniques and methods had been started. Furthermore, the National Institute of Standards and 

Technology report indicates that the United States of America spends billions of dollars per year due to the 

poor quality software products [20]. The cost is supposed to be reduced by minimizing the error rate at every 

stage in software design and development. As a result, the final product should cost less over its lifetime [20]. 

 

 

 
 

Figure 1: Vulnerabilities reported to the CERT coordination center. 

            

           Considering the statistics shown in Figure 1,there is a need to develop an approach for software development 

that could guarantee security at each phase of software life cycle [41]. However, securing software is usually 

considered as a post development activity and not much attention is given to it during the development of 

software [7]. In order to develop secure product, security must be integrated with software development life 

cycle from the start phase until the product is in use [1, 20, 30]. Since software grows up through its life cycle, 

software development methodologies should give special attention to security aspect of the product [1].  

For the past many years, waterfall development methodology was used as a software development method. 
However, this approach was characterised as a rigid, expensive and slow process involving large manual 

resources and resulting in a fixed version of the software. Often this methodology uses a sequential software 

development process involving requirement, design, implementation, testing and release [59]. One of the 

drawbacks of this approach is that it demands requirements to be well understood at the early stage of the 
development, which is usually too difficult to achieve. Moreover, the inflexible partitioning of the project in to 
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distinct stages results in difficulties to respond to changing customer requirements [59]. Regarding security, 

waterfall model tries to address security issues before software is released.  

Today’s software development business requires high-speed software delivery from the development team. In 

order to provide fast delivery of products, organizations make transformations from their conventional 

development approach to agile development method [3, 1]. Thus transformations are performed as an attempt 

to increase the effectiveness of software development and are also a result of more online distributed software 

products and platforms [59]. Agile software development has a huge impact on how software is developed 

worldwide [39]. A 2005 survey of the United States and Europe showed that 14% of companies were using 

agile methods and 49% of the companies, which were aware of agile methods, were interested in adopting 

them [39]. A recent survey by Forrester in 2009 shows that 35% of the organizations already have mature 
implemented agile methods, 33% were in midway of implementing agile, 17% have just started implementing 

agile, another 17% were still evaluating agile methods and have not begun to adopt it and only 4% have failed 

to implement agile methods [42]. The key aspect of agile development methodology is a flexible structure with 

short development increments that allow handling change to new requirements easier than the older rigid 

process [59]. 

Even though agile method is becoming a popular development approach in the current software industry, from 

a security point of view, this approach is reported to have disadvantages related to secure software 

development [4, 18, 38]. As stated in several literature studies, existing SE processes are difficult to implement 

in agile projects.  This is due to severe constraints such as lack of a complete overview of a product, higher 

development pace and lack of documentation imposed by agile model [2, 5, 15, 4]. Moreover, the literature 

studies highlighted that existing SE processes are designed for traditional/waterfall development approach, i.e. 

long-term processes that emphasise on documentation, which are qualitatively and quantitatively different 

from agile approach [33, 17]. However, the growing trend towards the use of agile techniques for building 

software and the immense increase in security breaches over the past few years means that it is essential that 

existing high-profile SE processes be integrated with agile process. Moreover, as there is no SE process 

developed specifically for agile model, organizations have been forced to use existing waterfall SE process in 

agile projects. However, the reliability of SE processes commonly used in the waterfall model is not evaluated 

in an agile development setting [59]. Thus, there is a need to evaluate these SE processes and their activities in 

agile industry setting.  

In this thesis, the basics of high-profile SE processes and their activities, which are commonly used in 
waterfall model, are identified through systematic literature review. Then, a survey is conducted on 
different agile projects. The main aim of the survey study was to identify and evaluate high-profile SE 
processes activities that are used in the current agile industry. The evaluation criteria were from two 
perspectives: integration cost and benefit provided to agile projects. Based on these evaluation results, 
comparisons among security activities are preformed. Finally, the most compatible and beneficial 
security activities for agile model are suggested. The conducted study is considered as a first step towards 

the identification and evaluation of security activities that are used in the current agile development industries. 

Specifically, in terms of empirical evaluation of those security activities, the contribution of this thesis is 
to fill the gap that is identified between agile model and security. Besides, it creates a new SE process, 

from existing waterfall SE process, for agile model that can provide high benefit with less integration cost.  

The remainder of the thesis is structured as follows. Section 2 presents brief background information on 

software security and agile development methodology. The previously done researches on the area are covered 

in section 3. In section 4, the research methodology used is discussed. Results and analysis of both the 

systematic literature review and survey study are presented in section 5. Discussion and validity evaluation of 

the whole study are explained in sections 6 and 7, respectively. Section 8 focuses on answering the research 

questions. Finally, in section 9,the possible future work is presented. 
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2. Background 
 
This section provides brief background information on the software security and agile development 

methodology. 

2.1. Software Security 
 
Nowadays, software is the biggest problem in computer security since software holes are common and the 

problem is growing. Moreover, the problem may become much worse in the future due to the fact that [26] 

 Modern software operates in a hostile networked environment. 

 Extensible systems such as Java virtual machines and .Net common runtime environments are 

becoming common and introduce mobile code risks. 

 System Complexity is rising. 

 

The fundamental way of solving computer security problem is by making software secure. However, the 

question here is “What is the most effective way to protect software from vulnerability?” 

 

The software/application security can be divided into two subfields: software security and application security.  

Software security is about building secure software. This subfield address critical issues such as software risk 

management, programming languages and platforms, software audits, designs for security, security flaws and 
security tests. It is mostly concerned with designing and implementing software to be secure as well as 

educating software developers, architects and users about how to build secure software [26, 27]. Thus, 

software security is the process of designing, building and testing software for security [27].  

 

Application security is about protecting software after development. This subfield address critical issues such 

as sandboxing code, protecting against malicious code, locking down executable, monitoring programs 

(especially their input) as they run, enforcing software use policy with technology and dealing with extensible 

systems. Application security is primarily based on finding and fixing known security problems only after they 

are exploited. However, this approach addresses security symptoms in a reactive way, ignoring the problem’s 

root cause.  

 
Both subfields are relevant to the idea of preventing software exploitation. Software security defends against 

exploitation by building the software to be secure in the first place, mostly by getting the design right and 

avoiding common mistakes. On the other hand, application security defends against software exploitation by 

enforcing reasonable policy about what kinds of things can run, how they can change and what software does 

as it runs. In other words, building secure software means to design and implement secure software while 
securing software means securing software after building it [26, 27]. 
 

In order to develop better software, building the software to be secure in the first place by solving problems 

that are found in the design and implementation stage of software is better than finding and fixing security 

problems after the software is built [26]. This will reduce the overall development cost of a product.  
 

2.2. Security Engineering Process 
 
Security engineering process can be defined as the set of activities performed to develop, maintain and deliver 

a secure software product; security activities may be either sequential or iterative [16]. The goal is to build 

better, defect-free software by using practices, processes, tools and techniques for addressing security issues in 

every phase of the software development life cycle (SDLC) [28].  

 

Software systems that are well developed in a secure software process are able to  

 Operate correctly in the existence of most attacks by either resisting the exploitation of weaknesses in the    

software or tolerating the failures. 

 Limit the damage from attack-triggered fault failures and recover quickly from those failures that the 

software was unable to resist or tolerate [28]. 
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In order to build secure software, security-enhanced processes and practices are needed [28]. In the current 

software development practices, most software products are produced with exploitable weaknesses. These 

weaknesses likely result from the fact that most organizations development processes use common knowledge 

and conventional practices to build software. Moreover, there is lack of security disciplines in today's software 

development processes [28].  

2.3. Software Vulnerability 
 
Software vulnerabilities are weaknesses in a software system design, implementation and configuration that 

could be accidental or intentional. Software vulnerabilities allow an attacker to reduce system’s information 

assurance. Most of the time, the world devote to computer security by generally covering basic public 

technology issues such as which firewall is best, what cryptography is, what anti-virus products are good or 

the issues involving on malicious attack and out of control virus. But behind every malicious attack and 

computer security problem there is insecure software [4]. If the developed software misbehaves, it might face 

reliability, availability, safety and security problems. Crackers do not create security holes they simply exploit 

them [40]. Most security related vulnerabilities arise from defects that are unintentionally inserted to the 

software during design and implementation phase of the development [40]. 

 

Common software vulnerabilities include buffer overflow [1,2,4,5,7], heap overflow [5], race condition [1,4], 

format string bugs [3,4], poor random number generator [1], SQL injection [2,4,8], denial of service (DoS) 
[3,6] and misplaced trust [1]. The definitions to these vulnerabilities are depicted in Appendix A. 

 

Figure 2 below shows how a programmer creates bugs in the software development processes and how an 

attacker exploits the vulnerability found in a program. 

 

 

 

 
 
 
 
 

 

 

 

 

 

 

 

 

   

Figure 2: Software defects. 

 Bug - fault committed by a programmer, e.g. going through a for-loop one time too much. 

 Vulnerability - bug or weakness of the system that is visible for an attacker, e.g. copying data to a 

buffer without bounds check.  

 Exploit - An attacker designed small program to exploit vulnerability, e.g. buffer overflow 

programmer source. 
 

2.4. Agile Development Methodology 
 
Software development is a complex task that requires communication and coordination between the 

developers, a project manager, customers and all the stakeholders of the project. Various methods are available 

to increase the success of software development process. There are two broadly classified practices: waterfall 

or the plan-driven approach and agile software development. Waterfall model, often used in software 

development process, is a sequential design process in which progress is seen as flowing steadily downwards 
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(like a waterfall) through the phases of planning, analysis, design, coding, testing, release and maintenance.  

On the other hand, agile model is “an iterative and incremental approach to software development which is 

self-organizing teams within an effective governance framework with “just enough” ceremony that produces 

high quality solutions in a cost effective and timely manner which meets the changing needs of its 

stakeholders” [29].  

Agile Manifesto defined agile model in contrast with waterfall model. In the waterfall practices, the plan-
driven approach, the focus is on the formal process, tools and documentations. On the contrary, in agile 

method the focus is on people and their interaction, software rather than documentation, active participation of 

the customer rather than contract negotiation, responding to change over following a plan [11].  

In the last few years, large parts of software industry have shifted software development method from a rigid 

waterfall to a more flexible agile software development process [5]. A number of agile software development 

methods are available such as extreme programming (XP), scrum, feature driven development (FDD), lean 

software development, crystal methodologies, dynamic systems development methodology (DSDM), etc. 

[2,24]. While there are many differences between these methodologies, they are based on some common 

principles [16]; most promote development, teamwork, collaboration and process adaptability throughout the 

life cycle of the project.  

The Agile Manifesto is backed up by the following twelve principles [11]: 

 Customer satisfaction through early and continuous delivery of valuable software  

 Welcome changing requirements, even late in development 

 Deliver working software frequently, from a couple of weeks to a couple of months, with a preference 

to the shorter timescale 

 Business people and developers must work together daily throughout the project 

 Build projects around motivated individuals, give them the environment and support their need and 

trust them to get the job done 

 Face-to-face conversation is the most efficient and effective method of conveying information to and 

within a development team 

 Working software is the primary measure of progress 

 Sustainable development - the sponsors, developers and users should be able to maintain a constant 
pace  indefinitely 

 Continuous attention to technical excellence and good design enhances agility  

 Simplicity - the art of maximizing the amount of work not done is essential 

 Self-organizing teams   

 At regular interval, the team reflects on how to become more effective, then tunes and adjusts its 

behavior accordingly 

 

These are features that distinct agile methodology from other seminal or integrated full-cycle processes 

(traditional or waterfall development method).  

The agile SDLC is highly collaborative, iterative and incremental development (see Figure 3). The role of 

agile project members is much robust than in waterfall project members [14].  In the waterfall development 
methods specialists of each development phase are responsible for their task and to transfer the artifacts to the 

specialists of the next development phase and it continues in this way. On the contrary, agile project 

developers work closely with their stakeholders to understand their needs. Moreover, they use pair 

programming to implement and test their solution. Then, the solution is shown to the stakeholder for quick 

feedback and thereby injecting defects at every stage along the way [14]. This means, agile developers have 

overall skills of the full project life cycle [14]. 
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Figure 3: Generic diagram of an agile methodology for software.   

The goal of agile development approach is to work with the customer to explore their requirements and deliver 
a final software product [63]. In agile development approach as shown in Figure 3, tasks are broken into small 

increments (1) with minimal planning and do not directly involve long-term planning. Iterations are short time 

frames that typically last from one to four weeks. Iteration involves a cross-functional team working in all the 

software development life cycle: planning/pre-requirement, requirements, design, coding, testing and release 

(2). At the end of iterations a working software product is demonstrated to stakeholders for feedback (3). This 

minimizes overall risk and allows the project to adapt to changes quickly. Although, iteration might not add 

enough functionality to warrant a market release, the goal is to have an available release with minimal bug at 

the end of iterations (4). Thus, in order to release a product or new features, multiple iterations might be 

required. 

2.5. Agile Security 
 
For competitive reasons, agile methods are widely used for web and network application development where 

security risks are obvious [2, 18] but theoretical analysts argue that agile methods are inadequate for security-

critical projects [18]. Regardless of security risks, the agile methods have few features specifically addressing 

security issues [2]. One reason why the agile methods ignore security issues may stem from a misconception 

that security delays the development process [13]. The second and the main reason is that no security 

engineering practices are developed specifically for agile process model.  As a result, agile industries have 
been forced to use existing waterfall SE processes for the development of secure software. However, these 

heavyweight SE practices are not as applicable as in waterfall development since they are designed 

specifically for a plan based waterfall development approach [18]. Researchers suggest that there is a clash or 

disparity between established SE processes and the ideas and methodologies proposed by the agile manifesto 

[4, 47]. This implies that agile methods work with short development increments that adapt easily to change, 

whereas existing SE processes rely on a waterfall development setting to reduce defects through heavy and 

inflexible processes. However, the growing trend towards the use of agile techniques for building software and 

the immense increase in security breaches over the past few years imply that it is essential to integrate the 

existing high-profile SE processes with agile process.  
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3. Related Work 
 
In response to increasing rate of damages to business caused by security vulnerabilities in software products 

and the increasing usage of agile methods in software industry, some efforts have been started to address the 

security problem in agile process model [1]. However with SLR, we have found that previous works in this 

area focused manly on literature work and few studies have used industry experience and empirical data to 
strengthen research results. 

 

Archana Singhal [19] proposes a new approach to measure degree of agility for different security activities. It 

determines the degree of compatibility of security activities with agile method i.e., the more agile degree of 

security activities is the more compatible with agile method it will be. In addition, using a risk removal 

efficiency factor, identifies which security activity can be integrated more efficiently than the others. H. 

Keramati and S. H. Mirian-Hosseinabadi [1] introduce a method to integrate security activities to agile 

methodology to enhance security of software product. The method works by defining agility degree for each 

security activity and applying activity integration algorithm with a tunable parameter named agile reduction 

tolerance (ART). Mikko Siponen et al. [2] describes the requirements for security techniques to integrate 

seamlessly into agile method. They demonstrate the selected requirements with an example of an approach for 

adding security into agile software development methodology. 
 

Xiaocheng Ge, et al. [25] integrates Feature-Driven Development and high-profile security methods, namely 

risk analysis to address the development of secure web applications. Dejan Baca and Bengt Carlsson [5,59], 

identifies security activities from three high-profile SE processes namely, Microsoft SDL, Cigital touchpoints 

and Common Criteria. Then, they compared those security activities with agile development process  (i.e. 

Scrum) that is used in industry, Ericsson AB. Finally, they produced a security enhanced an agile development 

process by integrating the most compatible and beneficial security activities with Scrum agile process. 

Konstantin and Philippe [4] identify some security techniques that fit well with agile development 

methodology and others that are clear mismatches. Howard Chivers et al. [17] describes how to grow security, 

gradually, within an agile project, by using an incremental security top-down architecture, which evolves with 

the code. Moreover, they stated that, instead of following the traditional security practices, an agile process 
must have its own security practices. 

 

Jaana Wäyrynen et al. [15] analyses the eXtreme Programming (XP) methodology from two SE standards; the 

Systems SE-Capability Maturity Model (SSE-CMM) and the Common Criteria (CC) to assess to what extent 

the method can be used for development of secure software. The result shows that XP lacks several activities 

that should present in secure software development. Finally, they propose an idea for a modified XP to better 

deal with the security requirements in the development of secure software. Bala Musa et al. [10] present an 

improved extreme programming framework for e-commerce application development by tightening security 

controls (checks and balances) across the lifecycle without extending it further.  

 

Zulkarnain Azham et al. [3] identifies a number of issues from different security aspects of security in Scrum 

methodology. Finally, they propose the idea of security Backlog that helps to deal with the security issues in 
Scrum methodology. Steffen Bartsch [18] presents a report on interviews with agile practitioners on the effects 

of agile development for developing secure software. They also study what implications the security awareness 

and expertise of developers have and how they employ security practices.  

 

The previous researches on the security issues in agile methodology are basis for this thesis work. Especially, 

the recent research done by Dejan Baca and Bengt Carlsson on the identification and integration of security 

activities with agile projects [59] is the basis for this thesis work. As they mentioned in their future work 

section of their paper, their study was done on a specific industrial setting and on particularly Scrum agile 

method. They also highlighted that further investigation is needed outside this area. As a result, from their 

findings and suggestions for further study, we are able to identify the uncovered research area on the topic. As 

mentioned above, little attention was given for empirical works on this interesting research area. Thus, this 
thesis aims at increasing the empirical work in this area and it is supposed to provide empirical evidence for 

practitioners as well as researchers on the area. This thesis in combination with other empirical studies on the 

area [5,18, 59], will bring one-step forward in addressing the security issues that are faced in agile 

development model as well as it will help researchers to identify new research area in the topic. 
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4. Research Methodology 
 
The thesis is done based on two main research approaches i.e. a qualitative research followed by a quantitative 

research method. From the Qualitative approach, Systematic Literature Review (SLR) is selected. Qualitative 

methodology is related to the collection and analysis of information in several forms mainly non-numeric [6]. 

From the Quantitative approach we have selected Empirical approach. Empirical studies are, mainly crucial for 
evaluation of processes and human-based activities [9]. It is also beneficial to use empirical studies when there 

is a need to evaluate the use of software products or tools. The quantitative investigations are appropriate when 

testing the effect of some manipulations or activities. An advantage is that quantitative data promotes 

comparisons and statistical analysis [9]. Survey is selected as quantitative empirical study.  

 
 
 
 
 
 
 
 
 
 
       

 

 

 

 

 
The research process we have used and its steps are described in detail in the following sub sections. The next 

section is Aims and Objectives of the thesis work. 

4.1. Aims and Objectives 
 
The aim of the thesis is to examine what security activities from high-profile SE processes are used in the 

current agile industry and identify the most compatible and beneficial security activities to agile projects and 

finally to suggest the most compatible security activities to an agile model.  

 

The aim is achieved by addressing the following objectives:  
 

1. Investigate state-of-the-art security in agile methodology 

2. Investigate state-of-the-art SE processes 

a. Identify high-profile SE processes  

b. Identify security activities performed by those SE processes  

3. Categorize the identified security activities into their recommended development phases.  

4. Prepare survey questionnaires based on the identified security activities 

5. Conduct survey 

6. Cost-benefit analysis of security activities for each development phase 

Qualitative 
Method 

Quantitative 
Method 

Research 
Method 

Mixed Methods 

Empirical 

Survey 
 

SLR 

 

Figure 4: Research design overview. 
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7. Identify the most compatible and beneficial security activities to agile process model 

8. Comparison analysis of the SE processes 

9. Suggest the most compatible security activities to agile model 

10. Provide suggestion for future improvement in the area 

4.2. Research Questions   
 
In order to investigate what security activities from high-profile waterfall model SE processes are used in the 

current agile industry, the following two main research questions have been formulated RQ1 and RQ2 as 

shown in Table 1. RQ1 addresses, the identification of high-profile waterfall model SE processes and their 

activities performed by them. RQ2 addresses, the investigation of security activities from waterfall SE 

processes that are used in the current agile industry. Based on the general RQ2 two sub-questions, RQ2.1 and 

RQ2.2 have been formulated. RQ2.1 deals with, on the comparisons of those identified security activities in 

terms of cost and benefit. Cost is measured by integration difficulty with agile process while benefit is 

measured by the value of continuously using an activity in agile projects. RQ2.2 addresses, on how those 

evaluated security activities that are both compatible and beneficial can be implemented in an agile process 
model.    

 

Table 1: Research questions. 

 

4.3. Expected Outcomes 
 
The expected outcomes of the thesis are 

 

 Detailed study result on the high-profile SE processes and their activities 

 Categorization of security activities based on the recommended development phase 

 Cost/benefit analysis result of security activities in agile projects 

 Comparison results of SE processes in agile projects 

 A new agile security process that encompasses both compatible and beneficial security activities to 

agile projects 

 

 

 

 

 

# Research Question Aim 
Research 

Method 

RQ1 

What are the existing high-profile security 

engineering processes for the development 

of secure software? 

To identify the high-profile SE 

processes and their security activities 

performed by them. 
SLR 

RQ2 

Which security activities, from high-

profile SE processes (RQ1), are used in the 

current agile industry? 

To identify security activities that is 

used in current agile industry.  

 

Survey 

RQ2.1 

From the identified security activities 

(RQ2) which activities are the most 

compatible and beneficial to agile 

projects? 

To identify the most compatible and 

beneficial security activities to agile 

projects, in terms of cost and benefit 

respectively.  

Survey 

RQ2.2 

How can the identified security activities 

(RQ2.1) be implemented in an agile 

industrial setting? 

 

To create an agile security process that 

implements the most cost effective 

benefits from the identified SE 

processes. 

SLR and 

Survey 
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4.4. Systematic Literature Review Design 
 
Kitchenham defines systematic literature Review (SLR) as “It is a means of identifying, evaluating and 

interpreting all available researches relevant to a particular research question, or topic area, or phenomenon 

of interest”. The individual studies contributing to a systematic review are called primary studies; a systematic 

review is a form of a secondary study [44]. The systematic literature review has been undertaken based on the 

guidelines proposed by Kitchenham [44]. In order to conduct the systematic literature review we have 

followed three main phases i.e., Planning the review, Conducting the review, Reporting the review.  

 

1. Planning 

a. Identification of the need for a review 
b. Development of a review protocol 

2. Conducting the review 

a. Identification of research 

b. Selection of primary studies 

c. Study quality assessment 

d. Data extraction and monitoring 

e. Data analysis 

3. Reporting the review is a single stage phase 

4.4.1. The Need for a Systematic Review 
 
The main reasons to conduct systematic literature review in this study are 

 To summarize the existing evidence concerning security in agile methodology.  

 To identify any gaps in current research areas for further investigation in relation to security in agile 

methodology.  

 To identify high-profile SE processes and their security activities. Those security activities are used to 

prepare the survey for further investigation on the area. 

 To summarize the survey findings in relation to the previously done research studies [64]. 

4.4.2. Development of a Review Protocol 
 
The main aim of review protocol is to reduce potential researcher bias and to permit a replication of the review 

in the future [44].  

4.4.3. Search Strategy 
 
To identify the articles, the search process depicted in Figure 5 is used. The selected databases and the 

respective number of retrieved articles from each database are shown in Figure 6. The keywords for the search 

are derived from the research questions. The search string is composed by the terms representing the 

population and intervention. The data sources are initially selected from available databases at BTH as shown 

in Figure 6. Three main databases are used: Compendix, Scopus and Inspec. Since both IEEE and ACM 

databases contents are already available in Inspec/Compendix database, we excluded these databases for use. 

In order to verify the quality of the search string, trial search are conducted using various combinations of 

search terms, derived from the research questions and against known primary studies. When the match is less 

than 90% the keywords are refined to carry out trial search again. Otherwise, the papers are stored for further 

refinement. 
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Table 2: Search terms. 

 
 

 
 
 
 
 
 

 

 
 

 

 
 

 

 
 
 
 
 
 
 
 

 
 

 
 

 
 
 
 
 
 

                                        

 

 

 

4.4.4. Search Process 
 
A search process may help to capture more relevant articles and save researchers’ time spent in literature 

search activities [65].  The systematic literature is conducted in two separate steps. Firstly, the set of search 
terms is provided to both researchers as shown in Table 2. Secondly, databases are divided between the 

researchers and then the researcher identified the potential articles individually based on the defined criteria. 

 

 

# Search Term 

1 Security Engineering Processes 

2 Secure Software Development Process 

3 Agile Process 

4 Scrum 

5 Extreme Programming 

6 Feature Driven Development 

7 3 OR 4 OR 5 OR 6 

8 1 AND 2 = RQ1 

9 2 AND 7  = Related Work 

Figure 5:  Search strategy.     

<90% match 
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Select Resources 

Select Keywords 

 

Trial Search 

Check against 
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Refine keywords 

Store Initial list of papers 

Stop 
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4.4.5. Bibliography Management 
 
Bibliographic packages, such as reference management system, are very useful to manage the large number of 

references that can be obtained from a thorough literature research [44]. Due to its integration capability to 
share and synchronize references, Zotero reference management system is selected on this thesis. 

4.4.6. Documenting the Search 
 
All search results are documented accordingly at each phase of the process to achieve a transparent and 

reversible search process. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

4.4.7. Study Selection Criteria 
 

The main objective of study selection criteria is to identify and select those articles, which are initially studied 

and are in fact useful for answering the research question. This study selection criterion helps in ensuring 

rightful and relevant primary studies became part of SLR. Besides, insignificant and irrelevant papers are kept 

out of the review. Both studies conducted in industry and academic environment are included. For the peer 

reviewed the following document types are selected: conference article, journal article and conference 

proceeding. Since the focus of this review is on the identification of high-profile SE processes and on the agile 

development and security, general discussions about agile adoption challenges are excluded. The selection 

criteria are depicted in Table 3. 

 

 

 

SCOPUS 
 (152) 
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(2,351) 

Primary studies (22) 

Primary Study 
Selection (1,820) 

Primary studies for 
Full-text reading (122) 

Non-English 
(120) 

 

Non-full-text 
(76) 

Duplicates 
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Excluded based on 
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() 
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 Full-text reading 

(100) 
 

 

Inspec 
 (970) 

Compendex 
 (1,229) 

Figure 6: Primary studies selection. 
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Table 3: Study inclusion criteria. 

 

 

 

 
 
 

 
 
 
 

 

4.4.8. Study Selection Procedure 
 
In order to establish a common interpretation of the selection criteria between the two researchers, the 

selection criteria are applied on the title and abstract and if necessary, on the introduction and conclusion of 
the publication. As shown in Figure 6, a three phased study selection procedure are followed. In the first phase, 

from the 2,351 retrieved papers, duplicates and non-English papers are discarded. In the second phase, based 

on inclusion/exclusion study selection criteria, a total of 1,622 papers and 76 non full-text papers are excluded. 

A total of 122 papers are left for full-text reading. In the final phase, after assessing the full-text, irrelevant 

papers are discarded. As a result, a total of 22 papers remained for primary studies.  

4.4.9. Reliability of Inclusion Decisions 
 
The inclusion as well as exclusion decision to select the studies are decided by the two researchers. Any 

disagreement during paper assessment are discussed and solved using the conflict resolving method [64]. As a 

result, reliable search results are obtained. 

4.4.10.  Study Quality Criteria and Procedure 
                  
The quality criteria are used as a checklist to measure the quality of search result on data extraction and each 
question is answered with Yes or No. The quality of selected study is measured using the quality criteria 

presented in Table 4. 

4.4.11. Data Extraction Strategy 
 
Similar to the study selection, the workload is distributed between two researchers. The 22 publications 

accepted for data extraction are randomly assigned to the extraction team (11 publications for each member).   

 
 
 
 
 

 
 

Search 

Process 
Selection Criteria 

 

Initial Phase 

The article is peer reviewed 

The article is non-duplicated  

The article is available in English 

 

Abstract level 

The article is available in full text 

The article seems relevant by title 

The article seems relevant by keyword 

The article seems relevant by abstract 

 

Detailed 
Review 

The article discusses security engineering process  

The article discusses security activities 

The article discusses both security and agile methods 
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Table 4: Study quality criteria. 

 
 
 
 
 
 
 
 
 
 

 

4.4.12. Question Related Information                  
 

From the SLR result, high-profile waterfall SE processes and their activities are investigated. Moreover, 

publications related to previously works on the area are investigated. The results from the SLR are shown in 

Appendix B, which presents High-profile SE-processes and their activities; Appendix F presents the retrieved 

papers for primary study. 

4.5. Survey Design 
 
Considering the objectives of the research and available resources, survey research method is used to 

understand practitioner’s perception on the current security practices of the agile development process. A 

survey research method is manly appropriate for gathering self-reported quantitative and qualitative data from 

a large number of respondents [58]. A web-based survey questionnaire is used as data collection instrument. 
Web-based survey questionnaire is selected in order to obtain the information from a relatively large number of 

practitioners around the world, many of whom we would not be able to contact personally. 

4.5.1. Target Population 
 
Obtaining accurate information requires identifying a population of industry professionals with agile 

development experience. The inclusion criterion was any practitioners involved in agile software development 

and who had security experience (i.e. security related responsibilities or activities) in agile software 

development. The study was voluntary and all the participants had been given the same briefing prior to the 

study in the introduction section of the survey. The respondents are divided into four groups depending on 

their experience in agile software development. This includes, less than 1 year, 1 to less than 3 year, 3 to 5 
years and 5+ years. In addition, specific knowledge group consisting of security experience are also examined. 

Since, specific knowledge is not measured in time; instead, respondents answer a simple yes or no question.  

4.5.2. Sampling Technique 
 
The study needed responses from likely time-constrained software engineers who are expected to be less likely 

to respond to an invitation from unfamiliar sources. This made it hard to apply random sampling. As a result, 

non-probabilistic sampling method is used. This includes availability sampling and snowball sampling. 

Availability sampling works by seeking responses from those people who meet the inclusion criteria and are 

available and willing to participate in the research. While, snowballing requires asking the participants of the 

study to nominate other people who would be willing to participate. The major drawback of non-probabilistic 
sampling techniques is that the results cannot be considered statistically generalizable to the target population 

[58] in this case, security experts in agile software development. However, the sampling error that exists 

between the sample and its population can be formally depicted through the use of statistical hypothesis test 

[60]. Moreover, considering the exploratory nature of the research, the sampling techniques are reasonable. 

# Quality Criteria 

1 Is security engineering processes discussed? 

2 Is security and agility discussed? 

3 Is research methodology clearly stated and appropriate 

for problem under consideration? 

4 Does research methodology map to study design? 

5 Does study design map to research questions? 

6 Does research questions map to conclusions? 

7 Are validity threats related to study result reported? 

8 Are the limitations on the result of study reported? 
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4.5.3. Survey Instrument Construction 
 
The survey instrument is designed on an online survey tool, FluidSurveys. This survey tool is selected, 

because it has some advanced features such as questions type, publication, text analysis, reporting and data 
exporting features. A survey instrument consisting of 20 questions is developed. From those questions, 4 of 

them were about the respondent information (e.g. agile project role, agile experience, security experience), 6 

questions were about the current or most recent agile development effort information in which the respondents 

are involved in, 7 questions were on the identification and evaluation of security activities that the respondent 

uses in the current or most recent agile development effort. The remaining 3 general optional questions were 

about agile and security issues. In addition, a coversheet explaining the purpose of the study and procedures 

and the description of each security activities are attached to the questionnaire. The promising confidentiality, 

anonymity and our promise to send the final survey result to the respondent helped us to get more respondents 

willing to answer the survey questions and to get more realistic responses. 

Combination questionnaires types are used.  From the total of 20 questions, 16 were close ended and 4 were 

open-ended questions. The open-ended questions were included to ask the respondent to describe some issues 

about agile methods, for instance, the most and least beneficial aspects of using agile methodology. While, the 
close-ended questions were provided to the respondents to get three main types of information: personal 

information of the respondent, current or most recent agile project information and to identify and evaluate 

security activities that are used in the current or most recent agile projects in which they are involved in. The 

answers to the questions related to the evaluations of security activities needed to be given on a five-grade 

scale ranging from 1 (low) to 5 (high) for both cost and benefit. The questions are placed in four different 

sections, namely respondent information, current or most recent agile project information, identification and 

evaluation of security activities, agile and security general question. The respondent information and open-

ended optional questions are designed for screening the respondents and identifying the datasets to be 

excluded from the final analysis. The survey questions are presented in Appendix I. 

4.5.4. Instrument Evaluation 
 
The survey instrument is reviewed by colleagues and practitioners from agile software development 

environment for the completeness and correctness of the questions, format, suitability of the scales, 

understandability of the wording, number of questions and length of time required to complete, etc. A formal 

pilot study is done to further test and refines the survey instrument. The pilot study is conducted with five 

people who are considered strongly representative of the potential participants of the survey research. The 

practitioners are from a large telecom company (Ericsson AB) with more than three years of experience in 
agile software development and security. Data from the pilot study is not included in the analysis of the main 

survey. The feedback from the pilot study helped to refine the questionnaire. 

4.5.5. Instrument Deployment 
 
An online web-based survey is used, as this is usually less expensive and more efficient in data collection [58]. 

In order to implement the survey, FluidSurveys tool is selected. FluidSurveys is a trusted survey tool by 

thousands of professional and organizations around the world. Participants accessed the survey through a 
URL. The survey is made available via the Internet for a period of nine weeks, i.e. from May 08/ 2012 – July 

14/2012.  

4.5.6. Invitation Mechanics 
 
The potential respondents are conducted using different means: personalized contact, professional Networks 

(such as LinkedIn, Academia, Twitter), professional referrals, the local chapters of the Software Engineering 

Institute’s, Software Process Improvement Networks (SPIN) and several similar organizations. Invite features 

of FluidSurveys as well as direct email is used to send the invitation and the hyperlink to the selected potential 

respondents. The invitees are requested to forward the invitation to others who were eligible for participation. 

Reminder features of the FluidSurveys are used to send reminder emails to the respondents who did not 
complete the survey. 
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4.5.7. Data Validation 
 
For access control and data validation purposes, the survey URL is sent via email and each subject is 

participated once in the survey. Moreover, the responses gathered in the survey provided another mechanism 
of checking the validity of the respondents as genuine agile software development practitioner. For example, 

most of the respondents had relevant job titles and a large number of respondents (73%) provided quite 

insightful and detailed comments to the open-ended optional questions.  

4.5.8. Variables in the Survey Study 
 
The survey study is designed to answer the main research question of the thesis, i.e. RQ2, RQ2.1 and RQ2.2. 

The variables to the survey study are formulated from these research questions and presented below. 

 

I) Dependent Variables are measured in order to determine if there is a significant difference between 

security activities in terms of cost and benefit provided to agile projects. Cost refers to the difficulty to 
integrate a security activity as part of agile process and benefit refers to the value of continuously using a 

security activity in an agile project.  

 

II) Independent Variables are the variables that are predicting something about [62] and, therefore, security 

activities, in which we need to determine if significant differences are exist or not between security activities 

in terms of cost and benefit. Security activities refer to the set of activities performed to develop, maintain and 

deliver a secure software solution. These include various tools, methods, practices, activities, etc.  

 

The variables, research question and their corresponding item on the survey are presented in table below. 

 

 

Table 5: Variables on the Survey Study. 

 

 
 

4.5.9. The Hypothesis 
 

Research hypothesis is derived from the research question RQ2.1. The nature of the research question is a 

single-direction question that means the comparison is to determine if one security activity has less integration 

cost with agile process against the other security activity. Similarly, for benefit if one security activity is 
beneficial to agile project against the other security activity. Consequently, a single-direction research 

hypothesis is derived [60]. For the formulation of the research hypothesis, we are imagining two security 

activities namely, Security Activity 1 (SA1) and Security Activity 2 (SA2) that are presented in the same 

Variable Name Research Question Item on Survey 

 

Independent Variables 

Security Activities 

 

RQ 2, RQ 2.1 and 

RQ 2.2 

 

See questions 11, 12, 13, 14, 15 and 16.  

 

Dependent Variables 

Cost RQ 2.1 and RQ 2.2 

See questions 11, 12, 13, 14, 15 and 16. The cost 

of integrating the security activities as part of 

agile process. Cost rating from 1 to 5, where 1 = 

easily integrated and 5 = difficult to integrate. 

 

Dependent Variables 

Benefit RQ 2.1 and RQ 2.2 

See questions 11, 12, 13, 14, 15 and 16. The value 

of continuously using the security activities 

(benefit). Value rating from 1 to 5, where 1 = 

least important and 5 = most important. 
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development phase. Thus, the appropriate research hypotheses is derived to answer the research question 

RQ2.1 using the survey study, which is presented as follows: 

 

 For cost:  

 

I. Null Hypothesis (H0): Security Activity 1 integration cost with agile process is not different from 
Security Activity 2, i.e., both are not different in terms of integration cost with agile process. 

                                       H0: Cost SA1 = Cost SA2 

 

II. Alternate Hypothesis (H1): Security Activity 1 has less integration cost with agile process compared 

to Security Activity 2 i.e., Security Activity 1 is easy to implement in agile project than Security 

Activity 2.   

                         H1: Cost SA1 < Cost SA2 

 

 For benefit:  

 

I. Null Hypothesis (H0): Security Activity 1 benefit provided to agile project is not different from that 

Security Activity 2, i.e., both are not different in terms of benefit provided to agile projects. 

                         H0: Benefit SA1 = Benefit SA2 
  

II. Alternate Hypothesis (H1): Security Activity 1 is beneficial to agile project compared to Security 

Activity 2 i.e., Security Activity 1 provides high benefit to agile projects than Security Activity 2.   

                        H1: Benefit SA1 > Benefit SA2 

 

Different types of risks can be associated while testing the hypotheses: 

 

 Type-I-Error: The conditional probability of rejecting the null hypothesis even though null 

hypothesis is said to be true [9]. 

P (type-I-error) = P (reject H0 | H0 true) 

 

 Type-II-Error: The conditional probability of not rejecting the null hypothesis even though null 

hypothesis is said to be false [9]. 

        P (type-II-error) = P (not reject H0 | H0 false) 

 

These errors are manly arises from the sampling errors associated with the survey study. In order to determine 
these errors, the statistical test is used. A test with very high power is chosen as possible. 

 

Power = P (reject H0 | H0 false) = 1 – P (type-II-error) 

4.5.10. Statistical Test 
 
RQ2 is on the identification of security activities that are used in the current agile industry and the sub 
question RQ2.1 is on the comparisons of those identified security activities with respect to the integration cost 

and benefit provided to agile projects. In order to answer this sub question a statistical test is conducted. The 

main aim of the statistical test is to determine if a significant difference exists, between the security activities 

in terms of cost and benefit, i.e. in order to determine if the null hypothesis (H0) can be rejected and thereby 

ascertain a statistically significant finding (H1).  

 

Statistical test is selected based on the following main criteria: 

 The nature of the research question 

 The number of independent and dependent variables 

 The number of variables controlled 

 The type of scores for independent/dependent variables 

 The distribution of the scores (i.e. normally or non-normally distributed) 

 The powerfulness of the statistical method 
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By considering those criteria the nature of research question RQ2.1 is on the comparison of a security activity 

to every other security activities that are presented in the same development phase in terms of both cost and 

benefit [60]. The independent variables are two; at a time the statistical test is applied in two security activities. 

The dependent variables are one; at a time one criterion is used, i.e. cost or benefit. Control variables do not 

used. On the types of scores the Likert scale is assumed equidistant and therefore, used as an interval data. The 

normality test result shows that, majority of the scores results are normally distributed and some of them are 
approximately normal, considering the sample size of each individual sample is sufficiently large. Thus, the 

distribution of overall sample scores is normal [60].  

 

These factors and assumptions in combination with the powerfulness of the statistical test method enabled us 

to determine the appropriate statistical test that suites for answering the research hypothesis. The selected 

statistical test is the independent sample t-test [60]. Moreover, since the chosen hypothesis is a single-

direction, a one-tail independent sample t-test is selected to test the difference between the security activities in 

terms of both cost and benefit [60].  In other words, the 95/99 percent confidence intervals shifts totally toward 

one side of the distribution and the entire 5/1 percent of the standard error is allocated to one tail, which 

means, the error can be made in one direction only. Microsoft Excel program are used to perform the testing 

calculations and to present the results in graphs and tabular form. 
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5. Results and Analyses 
 
This section presents the result of the SLR and the survey, organized according to the research question 

presented in Table 1. SLR results are presented in section 5.1 and survey results in section 5.2. 

5.1. Security Engineering Processes 
 
The systematic literature review (SLR) is manly designed to investigate high-profile waterfall SE process and 

their activities, that means to answer RQ1.These results are used for further analysis in the survey study. 
Furthermore, the SLR is also used to investigate previous works in agile methodology concerning security. 

This helps to see the gaps in the area and to make comparative study analysis with the survey findings. In the 

SLR, a total of 22 papers are selected for primary study, as shown in Figure 6. From those total papers, 8 

explain about high-profile SE-process and 12 explain about state of the art on the agile model concerning 

security and the remaining 2 explain both (see Appendix F). The SLR results are explained in sections 5.1.1 to 

5.1.4. 

 

Four high-profile SE processes for the development of secure software are investigated, namely Open Web 

Application Security Project’s Comprehensive, Lightweight Application Security Process (OWASP’s 

CLASP), Microsoft’s Security Development Lifecycle (SDL), Common Criteria (CC) and McGraw’s 

Touchpoints. From the total 10 papers that explain about high-profile SE processes, 1 paper explains CLASP, 
1 paper explains CC and 2 papers explain Microsoft’s SDL, Cigital Touchpoints and Common Criteria, 1 

paper explain Cigital Touchpoints and Common Criteria, 1 paper explain CLASP and Microsoft’s SDL, 1 

paper explain CLASP, Microsoft’s SDL and Cigital Touchpoints. The remaining 3 papers explain other 

common security activities that are commonly used in agile model. In addition, two main sites for CLASP and 

Microsoft’s SDL are used in order to verify the SLR result for the two processes.  

 

High-profile SE processes are selected based on the following main criteria’s:  

 

 SE process that covers most of the development life cycle: they all provide an extensive set of 

activities covering a broad spectrum of the development life cycle [23]. 

 

 Well-defined SE process: each of the SE processes and their activities are well defined. 

 

 High-profile SE process: the processes are recognized as the major players in the field and have also 

undergone extensive validation. For instance, Microsoft is using SDL internally (e.g. for the Vista 

project). CLASP has been contributed to and reviewed by several leading security companies of the 

OWASP consortium. The Touchpoints and CC works have been validated over time based on 

experience gained from several industrial projects [23].  

Moreover, a SE process introduced by Flechais [34] AEGIS, a methodology for developing secure systems, is 

investigated in the SLR. AEGIS starts after design phase of software development life cycle and tries to reduce 

vulnerabilities by means of risk analysis and mitigation. However, this process is not selected for further 

investigation since it does not fulfill the above criteria.  

Based on the obtained high-profile SE processes, initial lists of security activities are laid down. For some 
activities, interpretation of text and some clean up was necessary on these lists. Once the lists of activities are 

determined, they are merged and subsequently organized into different phases of a typical software 

development process, namely pre-requirement, requirement, design, implementation, testing and release. As 

SDL activities are already organized into stages, the activities are mapped into the above-mentioned phases. 

CLASP and CC activities are mapped into these phases by looking at the role that is responsible for the 

activities itself. Finally, Touchpoints provides a mapping of touch points to typical software development 

phases, which is used accordingly. This information is inserted in a matrix, which contains a section for each 

of the phases listed above, with each row representing a certain activity and each column representing one of 

the approaches (see Appendix C). The matrix is subsequently used to drive the comparisons and analyses of 

the four candidate approaches. 
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5.1.1. OWASP-CLASP  

CLASP originally defined by secure software, later denoted by OWASP is a lightweight process for building 

secure software [12, 22]. This process originally includes a set of 24 independent activities that have to be 

integrated in the development process and its operating environment [12, 22]. As Koen Buyens, et al. [43] 
suggests that CLASP activities can be integrated into any software development methodology and depending 

on the context, certain activities may be omitted.  Based on these suggestions, 8 security activities are excluded 

from the study, which we think are not well matched with agile development process. As a result 16 security 

activities are identified that cover most parts of the software development life cycle, except implementation 

phase (see Table 6). The descriptions of the security activities are presented in Appendix B.1. 

Key characteristics of CLASP includes [12, 22, 23]  

 
Security at the center stage: The primary goal of CLASP is to support the construction of software in which 

security takes a central role by including security into a software development process.  

Limited structure: The choice of the activities to be executed and the order of execution are left open for the 

sake of flexibility. Moreover, the execution frequencies of activities are specified per individual activity.  

Role-based: CLASP defines the roles based on the their impact on the security of the product. It also assigns 

activities to each role. 

Rich in resources: CLASP provides an extensive set of security resources that facilitate and support the 

implementation of the activities.  

Table 6: CLASP security activities. 

Security Activities 

Pre-Requirement Requirement 

Initial Education Identify Resources and Trust Boundaries 

Periodical Education Detail Misuse Cases 

Security Metrics Document Security-relevant Requirements 

Design Specify Operational Environment 

Perform Security Analysis of System 

Requirements and Design 

Identify User Roles and Resource 

Capabilities 

Apply Security Principles to Design Identify Global Security Policy 

Security Architecture Identify Attack Surface 

Testing Release 

Identify, Implement and Perform Security 

Tests 
Perform Code Signing 

Perform Source-level Security Review Operational Planning and Readiness 

 

5.1.2. Microsoft’s SDL 
 
Microsoft’s SDL experience in security of software products are collected and integrated as SDL process [1, 

22, 10]. It is a heavyweight and tight process to construct software that helps the organization to resist 

malicious attack by addressing security issues repeatedly in their products. This process includes a set of 16 

sequential activities that cover all parts of the software development life cycle [5, 22, 35, 54] (see Table 7). 

The descriptions of the security activities are presented in Appendix B.2. 

Key characteristics of SDL includes [23] 

 
Security as a supporting quality: The primary goal of SDL is to increase the quality of functionality-driven 

software by improving its security posture.                                          
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Well-defined process: The SDL process is well organized and related activities are grouped in stages. 

Although these stages are security specific, it is straightforward to map them to standard software development 

phases.  

Good guidance: SDL does a good job at specifying the method that must be used to execute activities which, 

on average, are concrete and often somewhat pragmatic.  

Management perspective: SDL takes a management perspective for the elicitation and description of many 
activities.  

Table 7: Microsoft’s SDL Security Activities. 

Security Activities 

Pre-Requirement Requirement 

Core Security Training Security Requirements 

Design Role Matrix 

Quality Gates Design Requirements 

Cost Analysis Implementation 

Threat Modeling Security Tools 

Attack Surface Reduction Coding Rules 

Testing Static Analysis 

Dynamic Analysis Release 

Fuzzy Testing Incident Response Planning 

Code Review (Attack Surface Review) Final Security Review (FSR) 

 

5.1.3. Cigital Thouchpoints 
 
Cigital touchpoints (CT) is a lightweight SE process [23] that helps developers to build security into any 
software development processes. To produce secure software, touchpoints includes set best practices that 

cover most parts of the software development life cycle [23, 35]. This process includes a set of 9 sequential 

activities that cover most parts of the software development life cycle, except pre-requirement phase (see 

Table 8). The description of the security activities is presented in Appendix B.3. 

Key characteristics of Cigital Thouchpoints include [23] 

 

Risk Management: Touchpoints acknowledges the importance of risk management when it comes to software 

security. It tries to bridge the gap by elaborating a Risk Management Framework (RMF) that supports the 

Touchpoints activities. 

Black vs. White: The touch points provide a mix of black-hat and white-hat activities, both of which are 

necessary to come to effective results. Black-hat activities are about attacks, exploits and breaking software 

(e.g., penetration testing). White-hat activities are more constructive in nature and cover design, controls and 
functionality (e.g., code review). 

Flexibility: The touch points can be tailored to the software development process already in use. To facilitate 

this, the documentation provides a prioritization of the different touch points. This allows companies to 

gradually introduce the touch points, starting from the most important ones. 

Examples: Touchpoints is rich in examples. For instance, when describing abuse cases, there is an example 

giving the reader a good feel about what they might look like in a particular situation. 

Resources: To further aid the execution of activities, Touchpoints provides links to resources and also 

explains how to use them.  
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Table 8: Cigital touchpoints security activities. 

Security Activities 

Requirement Design 

Security Requirements Risk Analyses 

Abuse Cases Assumption Documentation 

Implementation Testing 

Static Code Analyses Penetration Testing 

Release Red Team Testing 

External Review Risk Based Testing 

 

5.1.4. Common Criteria 
 

Common Criteria (CC) is international standards ISO15408 certified for computer security [5,55]. Common 

Criteria helps developers to specify the security attributes of the product and to evaluate if the products meet 

their claims [55]. This process includes a set of 7 sequential activities that cover most parts of the software 

development life cycle, except pre-requirement, implementation and testing phase (see Table 9). The 

descriptions of the security activities are presented in Appendix B.4. 
 

Table 9: Common criteria security activities. 

Security Activities 

Requirement Design 

Security Requirements Risk Analyses 

Agree on Definitions Critical Assets 

Release UMLSec 

Repository Improvement Requirements Inspection 

 

5.1.5. Others 
 
Some common knowledge security activities that are often recommended [5, 56, 57] but not included in any of 

the four SE processes are provided in Table 10 below. The security activities are described in Appendix B.5. 

 

Table 10: Others security activities. 

Security Activities 

Design Implementation 

Countermeasure Graphs Pair Programming 

 

In summary, a total of 50 security activities are identified: 16 CLASP, 16 Microsoft-SDL, 9 Cigital 

Thouchpoints, 7 Common Criteria and 2 others. After analyzing the similarities between SE processes, by 

looking activities having different name with the same meaning, 9 common security activities are identified as 

duplicate and, hence, removed from the list. In total of 41 security activities are identified which are used for 

the survey study for further investigation as presented in Appendix C. As a result of the comprehensive and 

systematic literature review, RQ1 is answered. 
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5.2. Survey Findings 

5.2.1. Demographic Data 
 
Survey invitations are sent to many practitioners through direct contact, via LinkedIn and many other research 

sites. A total of 67 responses are received out of which, 26 responses are excluded from the analysis as they 

are incomplete or the respondents did not meet the inclusion criterion, as mentioned in Section 4.2.1. As a 

result, a total of 41 completed responses are found. The demographic data is presented in Table 11. 

 

Table 11: Demographic data. 

 

 

 

 

 

 

 

 
 

 

 

 
Figure 7: Distribution of the respondents based on years of development experience. 

Experience of the respondents in the agile and waterfall software development is summarized in Figure 7. The 

result shows that the respondents had a median of 3 to 5 years of experience in agile development. Moreover, 

majority of the respondents had also waterfall experience, i.e., a median of 5+ years of experience in waterfall 

development.  

 

In summary, the demographic data gives us confidence that the respondents are practitioners who are 

experienced in security and agile development. Although a systematic random sampling method is not used, 
because of the reasons described in Section 4.2.2, the results are representative of agile developers with similar 

characteristics.  

 

5.2.2. Non-Respondent Bias 
 
The confidence we have in the results depends on the quality of the data. In data collection, there are two types 
of non-response: item and unit non-responses. Item non-response occurs when a respondent does not answer 

certain questions in a survey.  Unit non-response takes place when a randomly sampled individual cannot be 

contacted or refuses to participate in a survey [60].  The bias occurs when answers to questions differ among 

the observed and non-respondent items or units. A general formula for measuring bias is  

     Bias = P (O-N), where: 
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Completion rate 61% 

Complete responses 41 

Average time taken 15:42 

Estimated time 16:40 

Oldest response May 8, 2012 

Newest response July 14, 2012 

Responses per day 1 
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                  P is the proportion of non-respondents from the targeted sample (i.e. non-response rate)  
                  O is the answer based on observed responses 

                  N is the answer based on non-respondents only  

 

In order to minimize response bias, non-response rate needs to be reduced. The first and most important step in 

reducing non-response bias is to create a properly designed survey [60]. Thus, a proper survey is designed. 

Moreover, email reminders are sent for the non-respondents who are directly contacted. Because of the 

anonymous nature of responses, participants who are not directly contacted are not approached again. This 

target group includes LinkedIn participants, SPIN, Academia, Twitter and other research site participants.  

5.2.3. Job Nature of the Respondents 
 
In the survey, the respondents are asked about their role in the current or most recent agile project in which 
they are involved. A summary of the agile roles and the percentages of respondents who perform those roles 

are shown in Figure 8. 

 

 
Figure 8: Distribution of the respondents based on their role in agile projects. 

Others include quality assurance, tester, security master, security analyst and architect and risk analyst. From 

the result, majority of the respondents have a development role in agile projects. 

5.2.4. Company Information 
 
In order to get company information, the respondents are asked about the name of the company in which they 

are working. The aim is to see how many of the respondents are working on large company and how many of 

them are working in a medium or small company. However, the question was optional. As a result, out of 41 

total respondents, only 18 of them have written their company names. Out of the 18 respondents, 9 work in 

large companies such as Ericsson, IBM, Microsoft, HP and ELC Technologies. The remaining 9 respondents 

are from small and medium companies. From thus results it can be observed that the result of the survey are 

combination of small, medium and large company experience regarding security in agile projects.  
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5.2.5. Respondents Location   
 
The respondent geographical distribution is presented in Table 12.  

 

Table 12: Geographical distribution of the respondents. 

 
 

 
 

 

5.2.6. Agile Project Information 
  
The result shows that the sizes of the agile projects under the investigation have a median of 5-10 people 

as shown in Figure 9.  

 

 

 

Figure 9: Distribution of the respondents based on agile project team sizes. 

 

As shown in Figure 10, the estimated duration of the agile projects under the investigation have a median of 3-

4 weeks. Although it is not directly possible to identify the size of the projects, from the development effort 

such as staffs, months, etc., this profile gives an indication of the relative size of the projects.  
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Figure 10: Distribution of the respondents based on estimated duration of agile project. 

The respondents are asked on the type of application they are developing in the current or most recent agile 

projects. The aim of the question is to see which applications are developed in agile projects. A summary of 
the application type and the percentage of respondents involved in developing those applications are presented 

in figure below. 

 

 

 
Figure 11: Distribution of the respondents based on application type. 

Others include human resource software and data warehousing.  

 
In addition, the respondents were also asked which agile method best describes their software development 

approach, namely Scrum, Extreme Programming (XP), Feature Driven Development (FDD), Lean software 

method, Crystal method or Dynamic Systems Development Method (DSDM). The aim of the question is to 

identify which agile methods are mostly used in the current agile industries. Moreover, it shows which agile 

methods are investigated in this thesis work. The result is presented in figure below. 
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Figure 12: Distribution of the respondents based on agile development methods. 

Others include behavior driven development, domain driven development and test driven development. From 

the result, 49% of the respondent selected Scrum. It is confirmed that Scrum is the predominant methodology 

in the current agile development industry.  

 

Another question given to the respondents is whether the current product has been started in waterfall or not. If 

their answer is yes, the question is raised to specify which SE processes they have used. The result is presented 

in the Figure 13. 

 

 
Figure 13: Distribution of the respondents based on waterfall SE-process type. 

Others include Oracle secures coding standards, IBM Blue Pages (LDAP), SAP R5, Ericsson Lean software 

development, no standard process followed. From the result it can be observed that majority of the agile 

projecs under investigation, 66%, are not started in waterfall process model. The proportion of agile projects 

that are started in waterfall include CC (15%), SDL (5%), CT (2%), other company specfic SE processes 
(12%) and no one choses CLASP.  

 

Finally, the respondents are asked about how distributed is the agile development effort in which they are 

involved in. Distributed means that development teams are distributed across multiple locations and work on 

the same development effort or product (at least 10% of the developers work not at the central site). The result 

shows that 73% are located at multiple locations and the remaining 27% are located at a single location. From 

the result, it is concluded that most of the agile projects in the current development industry are located in a 

multiple or distributed locations.  
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5.2.7. Identification and Evaluation of Security Activities  
 
The independent variables, security activities in the research are measured through the survey using close-

ended questions. In the questions, participants are asked to identify and evaluate security activities that are 
used in the current or most recent agile projects. In order to do so, Question 11 (Q11) to Question 16 (Q16) is 

designed (see Appendix I). All 41 professional agile project workers from different software industry areas 

participated in answering the survey questions.  

 

The evaluation is in terms of cost and benefit provided to agile projects as measured using Likert scale (i.e. for 

cost: 1-5, where 1= easy to integrate cost and 5= difficult to integrate and for benefit: 1-5, where 1= least 

important and 5= most important). The sample size is reasonable to use statistical test since the t distribution is 

an adjustment to the normal distribution to account for small sample size (i.e., less than sixty) [60]. From these 

evaluation results  (see Appendix G), comparisons of security activities are performed between groups of 

security activities of the same development phase; i.e. pre-requirement, requirement, design, implementation, 

testing and release. The comparison is performed using the selected powerful statistical testing method, called 

one-tail independent sample t-test as mentioned in Section 4.5.10 above. The main aim of doing the statistical 
test was to answer the research hypothesis, which is derived from the research question RQ2.1. 

 

For cost, only negative t score value and for benefit, only positive t score value is considered [60]. The 

comparison is made in absolute value terms in which calculated t scores with absolute values equal or greater 

than the one-tail critical t values indicating the null hypothesis (H0) can be rejected and the alternate 

hypothesis (H1) is accepted [60]. This means that, for instance, when comparing two security activities in 

terms of cost or benefit and if H0 is accepted in either case. It indicates that there is no significant difference 

between those security activities or the activities are in-between with respect to cost or benefit. On the other 

hand, if H0 is rejected and H1 is accepted, it indicates that the two security activities are not the same in terms 

of cost and/or benefit; which implies that either of the security activity is preferable to the other in terms of 

benefit and/or cost. In all the comparison of the security activities this interpretation is taken as a 
consideration.  

 

The reader is expected to be familiar with the concept of confidence intervals in the context of percentages 

(proportions). However, to make the one-tail independent t-test result easy to understand, a quick guide, as 

shown in Table 13, is provided. 

Table 13: Quick table for the one-tail t-test result interpretation. 

One Tail T-Test Result Interpretation 

Probability of Type I Error           

(α) 
0.05 to  > 0.01 0.01 to > 0.0025 0.0025 to 0.0005 

Equivalent Confidence Level 95 % to  < 99 % 99 % to < 99.75 % 99.75 % to 99.95 % 

Equivalent Sign + - ++ - - +++ - - - 

Cost/Benefit Preferred Disliked 
Strongly 

Preferred 

Strongly 

Disliked 

Extremely 

Preferred 

Extremely 

Disliked 

 

In order to accept any significant difference that are found between two security activities, there must be at 

least 95% level of confidence or a maximum of 5% probability of type 1 error is tolerated [60].  
 

In this section, the identified security activities associated with their one-tail independent sample t-test 

comparison result for each development phase is presented. 
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Figure 14: Cost/Benefit analysis of security activities in the pre-requirement phase (benefit positive highest 

mean value and cost positive lowest mean value). 

The pre-requirement phase is the first step where project stockholders gain awareness about the product and 

the whole development process. In this phase, three security activities are compared as shown in Figure 14. In 

terms of cost, the one-tail t-test results shows that Initial Education is strongly preferred to Security Metrics 

(0.01), whereas no significant difference is found in Periodical Education that means that H0 is accepted. As a 

result, from cost point of view, Initial Education is the most compatible security activity with agile process. 

For benefit, all the three security activities provide reasonable benefit to agile projects; however, no significant 
differences are observed between them. Accordingly, Initial Education is the preferred activity to others, i.e. it 

is cheap to introduce in agile model with reasonable payback in the pre-requirement phase. 

 

 
Figure 15: Cost/Benefit analysis of security activities in the requirement phase (benefit positive highest mean      

value and cost positive lowest mean value). 

The requirement phase is at the beginning of a project where the requirements of the stakeholder are gathered, 

analyzed, understood and specified. In this phase, nine security activities are compared as shown in Figure 15. 

In terms of cost, the one-tail t-test results shows that Design Requirements is disliked activity against Security 

Requirements (0.0025), Agree on Definitions (0.01), Role Matrix (0.0025), Identify Trust Boundary (0.01) and 

Specify Operational Environment (0.0025). Moreover, Identify Attack Surface is disliked activity against Role 

Matrix (0.05) and Specify Operational Environment (0.05). However, Abuse Cases and Identify Global 

Security Policy are not showing any significant difference. As a result, from cost point of view, Security 

Requirements, Agree on Definitions, Role Matrix, Identify Trust Boundary and Specify Operational 
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Environment are strongly preferred activities to others. This shows that these activities are the most compatible 

security activities with agile process.  

 

From benefit point of view, Security Requirements is preferred to Abuse Cases (0.0005), Agree on Definition 

(0.05), Role Matrix (0.005), Identify Trust Boundary (0.01), Identify Global Security Policy (0.05) and 

Identify Attack Surface (0.025). Design Requirements is preferred to Abuse Cases (0.005), Role Matrix (0.05) 
and Identify Trust Boundary (0.05). In addition, Specify Operational Environment is also preferred to Abuse 

Cases (0.025). According to the results, even though all the security activities provide reasonable benefit to 

agile project as shown in Figure 15, the one-tail t-test results indicates that, Security Requirements is extremely 

preferred, Design Requirement is strongly preferred and Specify Operational Environment is merely preferred 

security activities against others. This implies that these activities are the most beneficial security activities to 

agile project.  

 

Accordingly, in the requirement phase, Security Requirements and Specify Operational Environment are easy 

to introduce in agile process model and they give high payback to agile projects. Although Design 

Requirements gives high payback, it is difficult to introduce in agile model. In contrary, Agree on Definitions 

and Identify Trust Boundary are easy to introduce in agile model but they give little payback to agile projects. 

 

 
Figure 16: Cost/Benefit analysis of security activities in the design phase (benefits positive highest mean value 

and cost positive lowest mean value). 

The design phase is where, the requirements are mapped into architecture and a plan for the rest of the project 

is also finalized. In this phase, twelve security activities are compared as shown in Figure 16 above. In terms 

of cost, the one-tail t-test results shows that Attack Surface Reduction is disliked activity against Risk 

Analyses (0.025), Assumption Documentation (0.05), UMLSec (0.05), Quality Gates (0.025), Secure Design 
Principles (0.025), Countermeasure Graphs (0.005) and Requirements Inspection (0.025). Moreover, Security 

Architecture is disliked activity against Secure Design Principles (0.05) and Requirements Inspection (0.05). 

In addition, Threat Modeling is disliked activity against Risk Analyses (0.01), Assumption Documentations 

(0.025), UMLSec (0.025), Quality Gates (0.01), Secure design Principles (0.01), Countermeasure Graphs 

(0.0025), Requirements Inspection (0.01). However, Countermeasure Graphs is preferred activity against 

Critical Assets (0.025), Cost Analysis (0.05) and Security Architecture (0.025).  As a result, from cost point of 

view, Risk Analyses, Quality Gates, Secure Design Principles, Countermeasure Graphs and Requirements 

Inspection are strongly preferred and Assumption Documentation and UMLSec are merely preferred activities 

against others. This implies that these activities are the most compatible security activities with agile process.  

 

When we comeback to benefit, UMLSec is a disliked activity against Risk Analyses (0.025), Critical Assets 

(0.025), Quality Gates (0.05), Cost Analysis (0.05), Security Architecture (0.0025) and Secure Design 
Principles (0.005).  While, Security Architecture is preferred activity against Assumption Documentations 

(0.01), Countermeasure graphs (0.05), Requirements Inspection (0.01) and Threat Modeling (0.025). In 

addition, Secure Design Principles is preferred activity to Assumption Documentation (0.025), Requirements 

Inspection (0.05) and Threat Modeling (0.025). However, Attach Surface Reduction is not showing any 

significant difference. As a result, from benefit point of view, even though all the security activities provide 
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reasonable benefit to agile project as shown in Figure 16, the one-tail t-test results indicates that, Security 

Architecture and Secure Design Principles are strongly preferred and Risk Analysis, Critical Assets, Quality 

Gates and Cost Analysis are merely preferred activities against others this means that, these activities are the 

most beneficial security activities to agile project. 

 

Accordingly, in the design phase, Risk Analyses, Quality Gates and Secure Design Principles are easy to 
introduce in agile model and gives high payback. Although Critical Assets, Cost Analysis and Security 

Architecture give high payback to agile projects, they are difficult to introduce in agile model. Assumption 

Documentations, UMLSec, Countermeasure Graphs and Requirements Inspection are easy to introduce in 

agile model but gives little payback to agile project. 
 

 
Figure 17: Cost/Benefit analysis of security activities in the implementation phase (benefit positive highest 
mean value and cost positive lowest mean value). 

In the implementation phase, developers plan to write the source code and create the end product based on the 

requirements. In this phase, four security activities are compared as shown in Figure 17. The one-tail t-test 

results on cost shows that Coding Rules is preferred to Static Code Analyses (0.0025) and Pair Programming 

(0.05). Security Tools is preferred to Static Code Analyses (0.05). As a result, from cost point of view Coding 

Rules is strongly preferred and Security Tools is merely preferred activities against others.  This indicates that, 

these activities are the most compatible activities with agile process. For benefit, all the four security activities 

provide reasonable benefit to agile project. However, no significant differences were found between them. In 
summary, Security Tools and Coding Rules are easy to introduce in agile model with reasonable benefit in the 

implementation phase.  
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Figure 18: Cost/Benefit analysis of security activities in the testing phase (benefits positive highest mean value 

and cost positive lowest mean value). 

In the testing phase, the test team performs all verification steps. Figure 18 shows the comparison of seven 

security activities in the testing phase. According to the one-tail t-test results, there are no significant 

differences among all security activities as far as cost is concerned. However, in terms of benefit, Vulnerability 

and Penetration Testing is preferred to Red Team Testing (0.005), Fuzzy Testing (0.01) and Code Review 

(0.05). Moreover, Security Testing is preferred to Risk Based Testing (0.05), Dynamic Analysis (0.05), Fuzzy 

Testing (0.005) and Code Review (0.01). While, Red Team Testing is disliked against Risk Based Testing 

(0.05), Dynamic Analysis (0.05), Code Review (0.05) and Security Testing (0.0025). As a result, from benefit 

point of view, Vulnerability and Penetration Testing and Security Testing are strongly preferred activities 

against others. Therefore, these security activities are the most beneficial to agile projects, whereas Risk Based 

Testing and Dynamic Analysis are in-between. This is because both security activities are preferred to Red 

Team Testing while they are disliked against Security Testing with the same significant difference value. In 

general, Vulnerability and Penetration Testing and Security Testing give high payback to agile projects with 
reasonable integration cost in the testing phase. 

 

 
Figure 19: Cost/Benefit analysis of security activities in the release phase (benefit positive highest mean value 

and cost positive lowest mean value). 

The release phase is where the product is completed for public access. In this phase, six security activities 

were compared as shown in Figure 19. According to the one-tail t-test results, in terms of cost, External 

Review is disliked against Repository Improvement (0.025), Incident Response Planning (0.01), Signing the 

Code (0.0005) and Final Security Review (0.025). Moreover, Operational Planning and Readiness is disliked 

against Repository Improvement (0.05), Incident Response Planning (0.05) and Signing the Code (0.0025). 
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While, Signing the Code is preferred to Final Security Review (0.05). Based on these results, Signing the Code 

is extremely preferred, Incident Response Planning is strongly preferred and Repository Improvement is 

merely preferred to others. This shows these activities are the most compatible to agile process.  

 

For benefit, Operational Planning and Readiness is preferred to External Review (0.05), Repository 

Improvement (0.005), Incident Response Planning (0.025), Signing the Code (0.025) and Final Security 
Review (0.025). Even though all the six security activities provide reasonable benefit to agile projects, the one-

tail t-test results result shows that only Operational Planning and Readiness is strongly preferred activity 

against others. In summary, Operational Planning and Readiness gives high payback to agile projects in the 

release phase but it is difficult to introduce in agile model. Repository Improvement and Incident Response 

Planning are easy to introduce in agile model even though it gives little payback to agile project. 

 

In summary, a total of 41 security activities, which are taken from the original waterfall model SE processes, 

are presented for evaluation in agile projects in terms of both cost and benefit as shown in Table 14. In terms 

of integration cost with agile process, 18(44%) activities are preferred, 12(29%) activities are disliked and the 

remaining 11(27%) activities are in-between. While, in terms of the benefit provides to agile projects, 12(29%) 

activities are preferred, 19(46%) activities are disliked and the remaining 10(24%) activities are in-between. 
Moreover, the respondents also mentioned and evaluated some additional security activities that are not 

presented in the survey questionnaires. As a result, a total of 12 additional security activities are found which 

is presented in Appendix E. 

 

5.2.8. Experience Based Result Analysis  

In this section the result and analysis of different experience group of the respondents are presented. The 

comparison is made based on experience of the respondents in agile development. As discussed in Section 

5.2.1, the respondents vary in experience, i.e. less than 1 year, 1 to less than 3 years, 3 to 5 years and 5+ years. 

For comparison purpose, the Overall result (G0) is divided into two groups: Group1 (G1) and Group2 (G2). 

G1 includes results of respondents who have 3 and greater years of experience in agile development. G2 
includes results of respondents who have less than 3 years of experience in agile development. From the total 

41 respondents, 25 (60%) are in G1 and the remaining 16 (40%) are in G2. This shows that the two groups are 

not equivalent. Even if the groups are not equal, for comparison purpose the result analysis of the two groups 

are performed separately to see how the results are varying from each other and from the overall result. Table 

14 presents the one-tail t-test result analysis of the two groups as well as G0 result. This table is used in later 

section to drive the comparison and analysis of the four high-profile SE processes in agile industry setting. 
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Table 14: Experience based cost/benefit analyses of security activities in agile projects. G0: Overall results, 

G1: Group1 results and G2: Group2 results. C: CLASP, MS: Microsoft’s SDL, CT: Cigital Touchpoints, CC: 

Common Criteria and O: Others. 

 

 

 

 

 

 

 

 

 

 

 
 

 

 

 

 

 

 

 

 

 

 
 

 

 

 

 

 

 

 

 

 

 
 

 

 

 

 

 

 

 

 

 

 

 
 

 

 

 

 

 

 

 

 

Security Activities Cost Benefit 

Pre-Requirement G0 G1 G2 G0 G1 G2 

Security Metrics  (C) - -   - -       

Initial Education  (C, MS) + +   + +       

Periodical Education (C, MS)       

  Cost Benefit 

Requirement G0 G1 G2 G0 G1 G2 

Security Requirements (C, MS, CT, CC) ++   + +++ +++ ++ 

Abuse Cases  (C, CT)   -   - - - - - -   

Agree on Definitions (CC) ++ +   -   + 

Role Matrix   (C, MS) ++ + ++ - -   - 

Design Requirements (MS) - - - - - - - ++ ++ ++ 

Identify Trust Boundary (C) ++ +   - - + - - 

Identify Global Security Policy  (C)   -   -     

Specify Operational Environment  (C) ++ +++   + ++   

Identify Attack Surface   (C) - - -   - - + 

  Cost Benefit 

Design G0 G1 G2 G0 G1 G2 

Risk Analyses  (CT, CC) ++   ++ +   + 

Assumption Documentation (CT) +   ++ - - - -   

Critical Assets (CC) - - - + + +   

UMLSec (CC) +   ++ - - - - 

Quality Gates (MS) ++ ++ + +     

Cost Analysis (MS) - - - + +     

Attack Surface Reduction (MS) - - - - -         

Security Architecture  (C) - - -   ++ ++ + 

Secure Design Principles  (C) ++   ++ ++ + + 

Countermeasure Graphs   (O) ++ +++ + -     

Requirements Inspection  (CC) ++   + - - - -   

Threat Modeling  (C, MS) - - - - - - -   - 

  Cost Benefit 

Implementation G0 G1 G2 G0 G1 G2 

Static Code Analyses  (MS, CT) - -   - -       

Security Tools (MS) +   ++       

Coding Rules  (MS) ++   ++     + 

Pair Programming (O) -   +     - 

  Cost Benefit 

Testing G0 G1 G2 G0 G1 G2 

Vulnerability and Penetration Testing  (CT)   + - ++ ++   

Red Team Testing  (CT)       - - - - - - 

Risk Based Testing (CT)         -   

Dynamic Analysis (MS)         - - 

Fuzzy Testing  (MS)   - + - - - - - 

Code Review  (C, MS)       - - - - - 

Security Testing  (C)       ++   ++ 

  Cost Benefit 

Release G0 G1 G2 G0 G1 G2 

External Review (CT) - - - - - - -   - 

Repository Improvement  (CC) +   + - - - - 

Incident Response Planning (MS) ++ + + - -   

Signing the Code  (C) +++ ++ ++ -     

Operational Planning and Readiness  (C) - -   - - ++ + + 

Final Security Review (MS)   - + -   - 
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The one-tail t-test results for the respondent G1 in Table 14 show that, in the pre-requirement and 

implementation phases no significant differences are observed between the three security activities in terms of 

both cost and benefit. When we examine the results in the requirement phase in terms of cost, Agree on 

Definition, Role Matrix, Identify Trust Boundary and Specify Operational Environment are preferred to others. 

On the other hand, in terms of benefit Security Requirements, Design Requirements, Identify Trust Boundary 

and Specify Operational Environment are preferred to others. As a result Identify Trust Boundary and Specify 
Operational Environment are preferred in both cases. In the design phase, in terms of cost Quality Gates and 

Countermeasure Graphs are preferred to others whereas in terms of benefit, Critical Assets, Security 

Architecture and Secure Design Principles are preferred to others. In the testing phase, in both cost and benefit 

Vulnerability and Penetration Testing is preferred to others. In the release phase, in terms of cost Incident 

Response Planning and Signing the Code are preferred to others. In terms of benefit, however, only 

Operational Planning and Readiness is preferred to others.  

 

According to G1 results, from the total of 41 security activities that are presented for evaluation in agile 

projects, from cost perspective 9(22%) activities are preferred, 12(29%) activities are disliked and the 

remaining 20(49%) activities are in-between. Surprisingly, the same number of activities are selected from 

benefit point of view 9(22%) activities are preferred, 12(29%) activities are disliked and the remaining 
20(49%) activities are in-between.  

 

The one-tail t-test results for the respondent G2 in Table 14 show that, in the pre-requirement phase Initial 

Education is preferred to Security Metrics in terms of cost. However, no significant differences are found in 

terms of benefit. In the requirement phase Security Requirements and Role Matrix are preferred in terms of 

cost. On the other hand, with regard to benefit, Security Requirements, Agree on Definitions, Design 

Requirements and Identify Attack Surface are preferred to others. In the design phase Risk Analysis, 

Assumption Documentation, Critical Assets, UMLSec, Quality Gates, Cost Analysis, Secure Design 

Principles, Countermeasure Graphs and Requirements Inspection are preferred to others in terms of cost 

whereas with respect to benefit, Risk Analyses, Security Architecture and Secure Design Principles are 

preferred to others. In the implementation phase Security Tools, Coding Rules and Pair Programming are 

preferred to others in terms of cost, while in terms of benefit, only Coding Rules is preferred to Pair 
Programming.  In the testing phase Fuzzy Testing is preferred to Vulnerability and Penetration Testing in 

terms of cost. However, in terms of benefit, only Security Testing is preferred to others. In the release phase, 

while Repository improvement, Incident Response Planning, Signing the Code and Final Security Review are 

preferred to others in terms of cost, only Operational Planning and Readiness is preferred to others in relation 

to benefit.  

 

In summary, based on G2 results, from the total of 41 security activities that are presented for evaluation in 

agile projects, from cost perspective 20(49%) activities are preferred, 7(17%) activities are disliked and the 

remaining 14(34%) activities are in-between. While, from benefit perspective 10(24%) activities are preferred, 

12(29%) activities are disliked and the remaining 19(46%) activities are in-between. 

 

5.2.9. Waterfall SE Processes Evaluation  
 
In this section the evaluation of high-profile waterfall SE processes, CLASP, Microsoft’s SDL, Cigital 

Touchpoints and Common Criteria, in terms of activity coverage in agile projects are presented in Table 15. 

The evaluation is based on the overall result, G0, as presented in Table 14.  

 
Table 15: SE processes security activity coverage in agile project lifecycle (PRq- Pre-requirements, Rq-

Requirement, D-Design, I-Implementation, T-Testing and R-Release). 

SE- Process PRq Rq D I T R 
Overall 

Coverage 

CLASP 75% 58% 21% 0 30% 33% 34% 

Microsoft’s SDL 25% 19% 29% 63% 30% 33% 31% 

Cigital Touchpoints 0 8% 13% 13% 40% 17% 15% 

Common Criteria 0 14% 29% 0 0 17% 15% 

Others 0 0 8% 25% 0 0 5% 
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In the above table, the overall activity coverage shows that, from the total 38 security activities that showed 

significant difference, 34% are from CLASP, 31% are from Microsoft-SDL, 15% are from Cigital 

Thouchpoints, 15% are from Common Criteria and the remaining 5% are from Others group.  

 
Furthermore, SE processes are evaluated in terms of preferred/disliked security activity coverage for both cost 

and benefit as shown in figure below. The aim was to identify the most compatible SE processes to agile 

projects.  
 

 
 
Figure 20: SE processes preferred/disliked activities coverage. 

In the above figure, the overall preferred security activity coverage shows that, from the total 24 preferred 

activities in terms of cost, CLASP (30%) and Microsoft’s SDL (30%) are covering more compared to others. 

While, in terms of benefit from the total 16 preferred activities CLASP (38%) is covering more compared to 

others. As a result, in both cases more CLASP activities are preferred to others.  
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6. Discussion 
 

This section presents the major comparison analysis of the thesis results, which is used as a background for the 

final conclusion. 

6.1. Result Comparison of Different Experience Groups 
 
The overall result (G0) is classified into two groups based on respondent experience in agile development, i.e. 

three and more years of experience Group1 (G1) and less than three years of experience in agile development 

as Group2 (G2). And then a one-tail t-test is performed for both groups in order to evaluate security activities 

within their group in terms of both cost and benefit. The aim is to see how the different experience group 

evaluates the security activities in agile project and to evaluate their differences and/or similarities. Besides, 
these supposed to aid the decision-making on how the security activities can be implemented in agile project 

setting. After analyzing of these group results presented in Table 14, the following major differences and 

similarities are observed: 

 

In the pre-requirement phase for cost, G0 and G2 shows the same results, whereas in terms of benefit, in all 

the three groups no security activity is preferred to the others. This may arise from the fact that, in most agile 

projects pre-requirement phase is not included. Due to this, respondents may not have enough experience to 

effectively evaluate these security activities. In the requirement phase for cost, Role Matrix is preferred in all 

groups while Agree on Definitions, Identify Trust Boundary and Specify Operational Planning is preferred in 

both G0 and G1. Furthermore, Security Requirements is preferred in both G0 and G2, whereas Design 

Requirements is disliked in all groups. In terms of benefit, Security Requirements and Design Requirements 
are preferred in all groups while Specify Operational Environment is preferred in both G0 and G1.  

 

In the design phase for cost, Quality Gates and Countermeasure Graphs are preferred in all the three groups. In 

the contrary, Threat Modeling is disliked in all groups. For benefit, Security Architecture and Secure Design 

Principles are preferred in all groups while UMLSec is disliked in all groups. In the implementation phase for 

cost, no significant difference is observed in G1. However, in both G0 and G2 the same activities are preferred 

to others. In many organizations less experienced developers are assigned initially as a coder or tester [36]. 

This might be one of the reasons that the more experienced group results (G1) did not show any significant 

difference in the implementation phase. For benefit, in all groups no significant differences are found.   

 

In the testing phase in terms of cost, Vulnerability and Penetration Testing is preferred to Fuzzy Testing in G1. 

In contrary, Fuzzy Testing is preferred to Vulnerability and Penetration Testing in G2. In terms of benefit 
Vulnerability and Penetration Testing is preferred in both G0 and G1. In addition, Security Testing is preferred 

in both G0 and G2 and in-between in G1 while, Fuzzy Testing and Code Review are disliked in all groups. In 

the release phase for cost, Incidence Response Planning and Signing the Code are preferred in all groups. 

Response Planning is preferred in both G0 and G2. For benefit, only Operational Planning and Readiness is 

preferred in all groups whereas Repository Improvement is disliked in all groups.  

 

6.2. Waterfall SE Processes Comparison 
 

In this section, the evaluations of the four SE processes are discussed. As can be seen the SE processes 

evaluation results presented in Table 15 in the overall activity coverage, CLASP cover more than others 

(34%). Furthermore, Microsoft’s SDL cover large proportion (31%) compared to Cigital Touchpoints and 

Common Criteria. In addition, both Cigital Touchpoints and Common Criteria have equal activity coverage 

proportion (15%), while the remaining others cover 5% proportion. Moreover, when considering each phases 

of agile development life cycle, in the pre-requirement phase, although we cannot compare all SE processes, 

CLASP activities cover large proportion (75%) than Microsoft’s SDL (25%). Similarly, in the requirement 

phase, CLASP activities cover large proportion (58%) than others. Microsoft’s SDL (29%) and Common 
Criteria (29%) cover large proportion than others in the design phase. Besides, in the implementation phase, 

although we cannot compare all the SE processes in this phase, Microsoft’s SDL cover large proportion (63%) 

than Cigital Touchpoints. While Cigital Tochpoints (40%) covers large proportions than CLASP and 

Microsoft’s SDL in the testing phase, CLASP (33%) and Microsoft’s SDL (33%) cover large proportion than 

others in the release phase.  
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Accordingly, only Microsoft’s SDL cover all the phases of agile project life cycle. The remaining SE 

processes cover parts of agile project lifecycle while CLASP and Cigital Touchpoints covering more phases 

than Common Criteria.  

 

In addition, when considering the overall preferred security activities presented in Figure 20 in terms of cost 

and benefit. In terms of cost, more number of CLASP and Microsoft’s SDL activities is preferred than others. 
Furthermore, in terms of benefit more number of CLASP activities is preferred than others. As a result, in both 

cases CLASP activities are preferred to others. This may arise from the fact that CLASP activities are 

independent while others allow sequential stage of secure software development [22,23]. Thus, the flexibility 

of the CLASP activities is supposed makes easy to implement it in agile process model. In other words, 

CLASP activities can easily integrate with agile process model than others.  

 

Furthermore, although majority of the agile projects under the investigation are not started in waterfall, as 

mentioned before. From those agile projects that have been started in waterfall no one uses CLASP as SE 

process. This shows that, this process is difficult to implement in waterfall setting.  However, from the study 

result it is confirmed that it is preferable to use in an agile process model. While CC was chosen as SE process 

in waterfall, from the study findings CC activities are not as preferable as CLASP and SDL for agile model. 
 

6.3. Agile Compatible Security Activities  
 
In this section, the most compatible and beneficial security activities for agile process model are presented in 

Table 17. The goal is to create a new SE process, from existing waterfall SE process, for agile model that can 

provide high benefit with less integration cost. In other words, to answer research question RQ2.2. The 

selection criterion and procedures is depicted in Table 16. In the selection process group G0 and group G1 

results are considered. The two main reasons for preferring G1 results than G2 are: Firstly, the answers of the 

G1 are more reliable and trusted than group G2. Since G2 may not have enough experience to evaluate 

security activities effectively. Secondly, G1 respondent number is larger than group G2, means that 60% of the 

respondents are belongs to this group. This indicates that majority of the respondents are more experienced in 

agile development. As a result, G1 and G0 results are considered for the selection of compatible and beneficial 

security activities to agile process model.  
 

Three main selection criteria (C1, C2 and C3) are used in the selection of security activity for agile process 

model that is performed in sequence as shown in Table 16.  

 

 Table 16: Criteria for selecting the most compatible security activities to agile model. 

 

 

 

 

 

 

 
 

 

 

By considering the above selection criteria, 16 security activities are identified as both compatible and 

beneficial to agile process model, which is depicted in Table 17.  

 

 

 

 

 

 
 

 

 

    # 
Selection Criteria 

Benefit Cost 

C1 Preferred for Benefit in G0/G1 Preferred for Cost in G0/G1 

C2 Preferred for Benefit in G0/G1 In-between for Cost in G0/G1 

C3 In-between for Benefit in G0/G1 Preferred for Cost in G0/G1 
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Table 17:  Most compatible security activities for agile projects.  

 
 

 

 

 

 

 

 

 
 
 
 
 

In summary, as it mentioned before, originally a total of 50 security activities are identified from the four high-

profile SE processes namely, CLASP, Microsoft’s SDL, Common Criteria, Cigitel Touchpoints and 2 

activities from others. Then, 9 duplicate security activities are discarded. As a result, a total of 41 security 

activities are identified, which are used in the survey study. From the survey result, it is confirmed that from 

the total of 41 security activities, only16 security activities are identified as both compatible and beneficial to 
agile process model. Furthermore, these activities address all of the software development life cycle of a 

typical agile project. Accordingly, this set of security activities can be considered as a new SE process for agile 

process model.  

6.4. Result Comparison with Previous Study  

 
In this section, comparison between the overall result and previous doctorial study that was done by Dejan 

Baca [5] is presented. The main aim of his study was to evaluate three high-profile SE process activities in a 
real agile industry setting. As a result, to identify the most compatible activities with agile process and then 

combined those activities with agile process. The reasons for choosing this study were: Firstly, this study is the 

main base for our thesis work. Secondly, in both studies three common high-profile SE processes were 

investigated, namely Microsoft’s SDL, Cigital Touchpoints and Common Criteria. 

 

However, our work varies in many ways from his work, these differences include: Firstly, his study base was 

in one specific telephone company, Ericsson AB, while in this thesis participant from different location and 

companies, small to large companies, were participated. Secondly, for evaluating security activities he used 

interview method and small number of agile professionals, 12, were participated. While, in this thesis online 

survey is used and a total of 41 respondents were participated in answering the survey questions. Thirdly, three 

high-profile SE processes, namely Microsoft’s SDL, Cigital Touchpoints and Common Criteria are 
investigated in his study. While in this thesis in addition to these processes, CLASP process is also included. 

Another difference is that, his study address specifically Scrum agile method while this thesis addresses all the 

major agile methods such as, Scrum, XP, FDD, etc.  

 

The comparison is manly focus on the security activities that are identified as both compatible and beneficial 

to agile process model. In his study a total of 10 security activities while in this thesis result a total of 16 

security activities were identified as both compatible and beneficial to agile process model. Since CLASP 

process is not included in his study, activities that are selected from CLASP process, in this thesis work, were 

not included in the comparison. The final result of both studies is depicted in Appendix C. The comparative 

result analyses of both studies are presented below.  

 

In the pre-requirement phase, we cannot compare our result with his study, since this phase is not included in 
his study. In requirement phase, in both studies Security requirement and Role matrix are selected. In addition, 

Agree on Definitions, Identify Trust Boundary and Specify Operational Environment are selected in this thesis 

study. In the design phase, while Risk Analyses, Quality Gates and Secure Design Principles are selected in 

Pre-Requirement Requirement 

Initial Education  (C, MS) Security Requirements (C, MS, CT, CC) 

 Agree on Definitions (CC)  

Design Role Matrix (C, MS) 

Risk Analyses  (CT, CC) Identify Trust Boundary (C) 

Quality Gates (MS) Specify Operational Environment  (C) 

Secure Design Principles  (C)  

Counter Measure Graphs (O) Implementation 

 Security Tools (MS) 

Testing Coding Rules  (MS) 

Vulnerability and Penetration Testing  (CT)  

Security Testing (C) Release 

 Signing the Code (C) 

 Operational Planning and Readiness (C) 
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this thesis study Assumption Documentation, Abuse Cases and Requirements Inspection are selected in his 

study. Moreover, Countermeasure Graphs is selected in both studies. Although Coding Rules is selected in 

both studies in the implementation phase, in addition Security Tools is selected in this thesis study while Static 

Code Analyses is selected in his study. In the testing phase, in this study Security Testing and Vulnerability 

and Penetration Testing are selected. While, in his study only Dynamic analyses is selected. While, Signing the 

Code and Operational Planning & Readiness are selected in this thesis study only Repository Improvement is 
selected in his study in the release phase. Accordingly, the number of similar and different security activities, 

selected in both studies is summarized in Table 18.  

 

Table 18: Number of security activities selected in both thesis and previous study result.  

 
 

 

 

 

 

 

 

 

 

From the Table 18, it is observed that a total of 16 security activities are identified in this thesis work where as 

in his study a total of 10 security activities are identified as both compatible and beneficial to agile process 
model. Furthermore, four similar security activities are identified in both studies. In terms of difference, 12 

security activities are identified in this thesis study, which is not selected in his study. In the contrary, 6 

security activities are identified in his study, which is not selected in this thesis study. As it mentioned before, 

the major differences that exist between both studies are supposed the reasons for these result differences. For 

instance, since CLASP process is included in this thesis study, as a result 6 of the security activities are from 

this process, which is not presented in his study. 

 

  

 

 

 
 

 

 

 

 

 

 

 

 

 

 
 

 

 

 

 

 

 

 

 

 

 

SE Process 
No. of Security Activities 

Thesis Result Previous Study 

CLASP 6 0 

MS’ SDL, CT, CC, O 10 10 

Total 16 10 

Activities selected in both  4 4 

Differences 12 6 
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7. Validity Evaluation 
 

In this section, validity threats of the SLR and Survey study are discussed.  

7.1. Validity Threats for Systematic Literature Review 
For the Systematic Literature Review three major threats are identified [53], i.e. Publication Bias, Threats to 

the identification of Primary Studies and Threat to selection and data extraction consistency. 

7.1.1. Publication Bias 
 
Publication bias address to the general problem that positive research outcomes are more probable to be 
published than negative research outcomes [53]. In this systematic literature review, we had to consider the 

trade-off of considering peer-reviewed, articles taking the validity issues into consideration and at the same 

time accumulating reliable information. Accordingly, papers like, technical reports, work in progress, 

unpublished, or not peer-reviewed publications are not included in the study. 

7.1.2. Threats to the Identification of Primary Studies 
 
This threat is identified to make sure that researchers conclude the valid results through a transparent and 

unbiased data collection procedure [9]. In this systematic review, the data considered only peer-reviewed 

literature but this could have resulted in missing relevant articles. Thus, review protocol is formulated in 

collaboration with an experienced librarian to minimize the impact of “biasness” in this study. 

7.1.3. Threats to Selection and Data Extraction Consistency 
 
A well-defined protocol is reducing researcher bias [53] by defining explicit inclusion/exclusion criteria and a 

data extraction strategy. Hence, the inclusion/ exclusion criteria and data extraction strategy were explicitly 

formulated. In addition, the mutual agreement and understanding between the researchers is an important 

factor to obtain the most relevant and reliable results [53]. In order to build a common understanding between 

the researchers, both researchers initially identified and analyzed the selection criteria. Then, both researchers 

equally divide the research papers for reviews. In case of disagreements in decision about study selection, the 

decision was made according to the mutual agreement between both researchers and by applying the conflict 

resolving method [64].  

7.2. Validity Threat for Survey Study 
For the survey study we consider the four perspectives of validity and threats as presented in Wohlin et al. [9], 

i.e. Internal Validity, External Validity, Construct Validity and Conclusion Validity.  

7.2.1. Internal Validity 
 
Threat to internal validity is related to issues that may affect the causal relationship between the treatment and 

the outcome [9]. Factors that impact the internal validity include instrumentation, maturation and selection 
threats. In order to mitigate the threats related to instrumentation, a questionnaire that is easily readable and 

understandable was designed. These were done by improving the questionnaire format through efficient 

review by colleagues as well as by performing pre-test of the survey. The survey was pre-tested by sending the 

test survey link to the security professionals who are working on agile projects, form Ericsson AB. The main 

focus of the review was, to identify any particular problems with survey questions, formulations, explanation 

and positioning of questions. Based on their feedback the survey questionnaire was redesigned before the 

survey is published. In addition, the security activities definitions were added to each question as ‘Help’ link. 

Moreover, introductory about the aim and procedures of the survey was also included.  

 

Maturation threat is also mitigated, since each subject participated once, thus learning effect was small and the 

questionnaire took about 16 minutes in average to complete comparing to the size so there is no stress in filling 

the survey for the subject’s. In addition, the high completion rate of respondents (61%) indicates that the 
respondents took an interest in being thorough in their efforts to answer the questions.  
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Selection is also a threat to internal validity in our survey study. The subject is selected by using various 

professional networks manly via LinkedIn, Academia, Twitter and many other research sites. This indicates 

that, both researchers have no influence in the selection of the subjects for the survey. Furthermore, the 

sampling error associated with the selection of subject can be formally depicted through the use of statistical 

hypothesis testing [60]. From the internal validity threats we managed to reduce the effect of instrumentation, 
maturation and selection to some extent. 

7.2.2. External Validity 
 
Threats to external validity concern the ability to generalize the study results beyond the actual study setting 

[9]. The actual setting of the study was an environment known to the subjects. In other words, the respondents 

can participate in the survey from home or office using the web at any time. This indicates that, the researchers 
control and influence on answering survey questionnaires was minimal. The sample was very similar to the 

population; the selected samples for the study were developers with fairly heterogeneous experience in 

security, agile and waterfall development. Another evidence is that the samples selected for the study were 

from diverse agile industrial setting such as agile methods, application type, project size, project duration, 

companies and distribution of the development effort. Thus, this heterogeneity of distribution of the subjects as 

well as sufficiently large sample size shows, the possibility to generalize the survey findings beyond the 

selected sample. 

7.2.3. Construct Validity 
 
Construct validity concerns generalizing the result of the research to the concept or theory behind the research. 

[9].  The variables in our research are measured through the survey using close-ended questions. In which, the 

participants were asked to identify and evaluate security activities that are used in the current or most recent 

agile projects, in which they are involved in. Inadequate preoperational explication of constructs threat was 

avoided by designing the survey measurements in a way to clearly represent the objective of RQ2 and RQ2.1. 

These include how the independent variables, security activities, should be measured as well as the 

measurement criteria such as cost and benefit. In addition, the definition of each security activities are also 

linked to the survey questions. Besides, the research aim is clearly defined in the introduction section of the 

survey. Although this leads to another threat, which is hypothesis guessing by participants. Hypothesis 
guessing is a potential threat that the respondents try to guess what the researchers want. From the study 

results, majority of the respondents are experienced and professional in agile development. In addition, a large 

number of respondents, 73%, provided quite insightful and detailed comments to the open-ended optional 

questions. Based on these reasons, although this threat cannot be completely dismissed we feel confident about 

the respondents answers to the questions. Mono-operation bias is avoided by collecting data through SLR on 

the topic of the study. In other words, prior to the survey design, a SLR is conducted to gather data, which are 

used as an input for the survey study. The online survey responses were completely anonymous so the 

evaluation apprehension is mitigated. Another influential risk is the background of the subjects (e.g. 

experience). However, due to the sufficiently large sample size, the respondent’s level of experience in agile 

development and software security and respondents insightful answers for optional survey question we feel the 

risk associated with background of the subjects is limited.  

7.2.4. Conclusion Validity 
 
Conclusion validity concerns with the relationship between the treatment and the outcome, i.e. make sure that 

there is a statistical significance relationship. Threats to the conclusion validity are concerned with issues that 

affect the ability to draw the correct conclusion about relations between the treatment and the outcome of a 

study [9]. Low statistical power threat was avoided by choosing test with very high power as possible. The 
normality test was performed in order to see whether score results are normally distributed or not. As a result, 

majority of the score results fulfilled the normality assumption and some of them are approximately normal. 

Thus, due to these reasons as well as sufficiently large sample size we feel that the overall influence of the risk 

related to violation of assumption of statistical tests is limited. Fishing threat is naturally mitigated in the 

study, as researches had no preference in what the outcome of the study should look like. Furthermore, the 

conclusion will be purely based on independent analysis of the study outcome. When conducting multiple 

analyses, the error rate should be adjusted. In this case, each security activity is compared to other security 
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activities that are presented in the same development phase. Due to this, all the security activities that show 

significance difference with this activity are selected with the corresponding error rate. However, the lowest 

error rate is assigned to that activity as a significant level. This adjustment was taken in to consideration in all 

comparison analyses of the security activities. Thus, the error rate threat is mitigated.  

 

The reliability of measures threat is mitigated by doing an efficient review by colleagues as well as by 
performing pre-test of the survey, as it mentioned before. In addition, the security activities definition is linked 

to each question as ‘Help’ link button form in the survey, so that the respondents can easily see their definition 

and understand what the meaning is. In the introduction section of the survey, the respondents were asked to 

contact the researchers or the supervisor of the thesis if they have any question regarding to the survey 

question and the procedures. Hence, we feel confident that this risk is limited. Regarding subject influence, 

there can be a chance that some subjects interacted with other subjects such as, colleagues at a work place and 

that this interaction influenced some of the subjects’ answers. However, due to the response rate and from the 

guaranty that each subjects participated once in the survey, thus learning effect was small, as a result we feel 

that the overall influence of this threat is limited. 
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8. Conclusion 
 

Security is an important quality aspect of software product and to achieve this goal, we should attend to it 

during software development lifecycle. However, agile methods are inadequate for developing secure software 

product. The reasons include, due to sever constraints imposed by this model, existing waterfall SE processes 

are not suit with agile process model. In addition, although the significance of SE process is undisputedly 

accepted for both waterfall as well as agile development approach, no SE process is developed specifically for 

agile process model. As a result, agile industries have been forced to use traditional waterfall SE processes for 

developing secure software. The conducted study is considered as a one step forward towards the evaluation of 

waterfall SE processes and their activities that are used in the current agile industry.   
 

To investigate existing high-profile waterfall SE processes and their activities 10 papers are reviewed that are 

identified through the SLR. As a result, a total of 41 security activities are selected. From those, 39 activities 

are from four high profile waterfall SE processes namely, OWASP-CLASP, Microsoft’s SDL, Cigital 

Touchpoints and Common Criteria. The remaining two, are security activities that are commonly used in agile 

projects, which are not included in any of those SE processes. 

 

The identified 41 high-profile waterfall security activities have been investigated further, using survey study. 

The goal is to identify waterfall security activities that are used in the current agile industry. As a result, 

CLASP process activities cover more than others (34%). Furthermore, Microsoft’s SDL (31%) cover large 

proportion compared to Cigital Touchpoints and Common Criteria. Where as, Cigital Touchpoints (15%) and 
Common Criteria (15%) have equal activity coverage proportion and the remaining others covers 5%. 

Accordingly, out of the four investigated waterfall SE processes we found CLASP and Microsoft’s SDL being 

the most useful SE process in the current agile industry. Moreover, we also investigated that not all SE 

processes cover the whole agile development lifecycle, only Microsoft’s SDL covers all the software 

development phases.  

 

From the identified security activities that are used in the current agile industry, further evaluation is 

performed to identify the most compatible and beneficial security activities for agile model. As a result, from 

the total 41 investigated security activities that are used in the current agile industry in terms of cost, 18 

security activities are the most compatible with agile process model. This indicates that, these security 

activities are easier to introduce in agile project setting. However, 12 security activities are not compatible 

with agile process model. While, the remaining 11 security activities are in-between. From benefit point of 
view, only 12 security activities are beneficial to agile projects. This implies that, these security activities 

provide high payback to agile project. However, 19 security activities are not beneficial for agile projects and 

the remaining 10 security activities are in-between. When considering the SE processes in term of cost, 

CLASP and Microsoft’s SDL are preferred than both Cigital Touchpoints and Common Criteria. Where as for 

benefit, CLASP is preferred to others. In both cases, CLASP is the preferred SE process for agile projects. 

 

And lastly, from the found results, a set of security activities that are both compatible and beneficial to agile 

process model is selected. In the selection process both the overall (G0) as well as group 1 (G1) results are 

considered. As a result, a new SE process is created, which consists of 16 security activities, for agile process 

model. 

 
Developing secure software in agile model needs SE-process that can address security issues in every phase 

of the agile development lifecycle. However, any of the investigated SE processes was not fully compatible 

and beneficial to agile projects. Our suggestion in this area is that, it is necessary to develop SE process 

specifically for the agile model, which can be a totally new SE process or a combination of activities from 

existing waterfall SE processes that are both compatible and beneficial, similar to our suggested security 

activities for agile model. However, prior to use the existing SE processes in agile model, security activities 

might need some modifications. This supposed to help many organizations that already have implemented 

agile methods and for those that have the willingness to implement it in the future.  

 

 

 
 

 

 



 
 
 
 

 53 

9. Future Work 
 
In the thesis, the most compatible and beneficial waterfall security activities to agile process model are 

suggested without any support of conducting case study in the real agile industry setting. Hence, our finding is 

the start of trying to implement high-profile waterfall security activities in agile model. However, prior to 

implementing these security activities in real agile industry, there effectiveness should be tested in real agile 
industry setting.  In addition, since the selected activities are originally developed for waterfall approach, some 

of the security activities might need some modification in order to adapt with agile process model. Therefore, 

the directions for future work primarily include evaluate these security activities that are selected as 

compatible and beneficial to agile model in real agile industry setting. These steps will add value to the thesis 

and help the thesis in gaining acceptance in the real agile industry. 
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Appendix A:  Common Vulnerabilities 

Buffer Overflow: A buffer overflow attack intentionally enters more data than a program was written to handle. Buffer 

overflows have been inducing serious security problems for decades. A buffer overflow is attempting to execute machine-
level commands by overwriting the return address on the stack. The insecurity of low level programming language such as 
C/C++ are a consequence for not doing any bound checks on arrays or pointer references thus, programmers have to check 
the bounds. Though programmers must tack care not to store more data into a buffer because of a limited piece of memory 
than fit. If you put more data put into a buffer than it can hold, the extra data have to go somewhere and you may not 

always like where it goes. The problem is that the next contiguous chunk of memory is overwritten. 

Heap Overflows: In a heap overflow, the attacker attempts to overwrite dynamically allocated application variables by 

increasing the level of system privilege i.e., filenames, passwords and user identification in the heap. Heap overflows can 
change the logical execution path of a program by overwriting function pointers or important variables. The variables can 
hold information about authentication state or user permissions. 

Race Condition: Race conditions are only possible in systems that support multiple processes or multi threads running at 

the same time. A program that seems to work fine could still be vulnerable to race conditions i.e., hard to detect and 
difficult to correct even after they have been found. Most of the time, race conditions present robustness problems by 
sending a string of data before another is executed, but there are also plenty of times when race conditions affect security.   

Format string bugs: Low-level language like C/C++ is the most vulnerable language with respect to this problem. It 

occurs when the user is able to write completely the format string used in printf style family functions. Unfiltered user 
input can be used to overflow buffers in functions like printf and sprint. The result of a proper format string attack is that 
the program either crashes or executes arbitrary code. An attacker can overwrite arbitrary memory location, storage an 

integer (using %n to write to any address and %s to read any memory address).  For example, printf (input) is exploitable 

and printf ("%s", input) is not exploitable. 

Poor random number generator: A simple routine like generating a random number is a daunting task for a computer. 

True random number generators are impossible to guess based on the past knowledge. Developers use non-true random 
number calls where the results can be predicted and broken, for example, C: rand() and java : java.util.random(). From a 
security point of view, random numbers are essential when dealing with encryption. Poor random number generators can 
make the cryptography to be easily predictable and broken. 

SQL injection: SQL injection is a method often used to attack databases via a website. SQL injection attacks consist of 

injection of a SQL query through the input data from the client to the application. Programmer play on words by letting 
something that has a certain meaning in one context and another meaning in another context, in this case statement user 
input allow an attacker to alter the statement meaning and execute arbitrary SQL commands. The problem that causes this 

vulnerability is weak input validation and can be avoided by accepting input characters that conform to the corresponding 
white list. It is better to use static SQL rather than dynamic SQL. 

Denial of service: A denial of service (DoS) is a network attack, simply prevents access to a resource or service to a 

specific system. Attacker sends a single or small number of requests to initiate a computation that results in extraordinary 
consumption of an internal system resource for instance stack space or CPU time. DoS is an incident in which a user or 
organization is deprived of the services of a resource they would normally expect to have. 

 
Misplaced Trust: Misplaced trust creates many security risks and is often the base of exploitable code. There is always the 
question when developing new software like whom to trust and what safe input to consider. Most of the misplaced trust 
was founded in the input validation. The developers often consider input data from in-house software as safe and they may 
try to hide information inside the code, due to this the developers do not perform the input validation and this can result 
into security vulnerabilities. 

Institute Security Awareness Program (PRq): the purpose of this activity is, by providing security training and 

instituting accountability for security issues, to ensure that all project members consider security to be an important project 
goal and to have enough exposure to security. 
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Appendix B:  Waterfall SE processes Description 

 

Appendix B.1:  CLASP  

 
 Institute Security Awareness Program (PRq): the purpose of this activity is, by providing security 

training and instituting accountability for security issues, to ensure that all project members consider 

security to be an important project goal and to have enough exposure to security. 

               -   Initial Education (PRq):  everyone on a development project should be aware on the importance 
of security and basics of SE which includes teaching the basic security concepts, types of security 

breaches, possible solutions and so on. 

-   Periodical Education (PRq): as security is a rapidly evolving field, with new threats emerging   

frequently, people within the organization should receive training targeted to their role. 

-    Appoint a project Security Officer (PRq):  Assign a team member as a project security officer.  

 Security Metrics (PRq): the purpose of this activity is, to identify the metrics to collect and how 

those metrics will be used, to institute data collection and reporting strategy and to periodically 

collect and evaluate identified metrics. 

 Identify Resources and Trust Boundaries (Rq): describe the architecture of the system from the 

perspective of the network, identify data resources that may be used by a program and denote where 

trustworthy and untrustworthy entities interact.  

 Detail Misuse Cases (Rq): identify and describe misuse cases or the system’s behavior under attack, 

identify defense mechanisms for those misuse cases and evaluate results with stakeholders.  

 Document Security-relevant Requirements (Rq): document business-level and functional 

requirements for security. It is important both, to discover security issues early on the development 

lifecycle and to guide several security-specific construction activities later on. 

 Specify Operational Environment (Rq): document assumptions and requirements about the 

operating environment, so that the impact on security can be assessed.  

 Identify User Roles and Resource Capabilities (Rq): define system roles and the 

capabilities/resources that the role can access.  

 Identify global security policy (Rq): Provide default baseline product security business 

requirements and a way to compare the security posture of different products across an organization. 

 Identify Attack Surface (Rq): specify all entry points to a program in a structured way to facilitate 

analysis. 

 Perform security analysis of system requirements and design (D): assess likely system risks and 

identify high-level system threats that are documented neither in requirement or design documents by 

analysing those documents. 

 Apply Security Principles to Design (D): make the application design harder by applying security 

design principles and identify security risks in third-party components.  

 Security Architecture (D):  a security-augmented version of the software architecture, which implies 

annotating the class design with security properties. 

 Identify, Implement and Perform Security Tests (T): find security problems not found by 

implementation review and catching failures in design, specification and implementation.  

 Perform Source-level Security Review (T): find security vulnerabilities introduced into 

implementation. 

 Perform Code Signing (R):  provide the stakeholder with a way to validate the origin and integrity 

of the software. 

 Operational Planning and Readiness (R): This includes the writing of user manuals, documenting 

the security architecture and so on. 

Appendix B.2: Microsoft’s SDL  

 
 Core Security Training (PRq): project stakeholders who are directly involved with the development 

of software program must attend at least one unique security training class each year.  
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 Security Requirements (Rq): assign security experts, identify and enumerating security and privacy 

functionality for a given software project. 

 Role Matrix (Rq): Identifying all possible user roles and their access level to the software. 

 Design Requirements (Rq): creating and validating of security and privacy design specification and 

ensure that they are appropriate relative to the security requirements for a given software project. 

 Quality Gates (D): Create appropriate security and privacy quality measures for the entire software 
development project, including activities that need to be done for a fulfillment of requirement.  

 Cost Analysis (D): identify and analyses the cost implications of the different possible threats.  

 Threat Modeling (D): find and understand security threats to a system, determine risks from those 

threats and establish appropriate mitigations.  

 Attack Surface Reduction (D): reduce the design and end products attack surfaces, through analysis 

of overall product attack surface and by taking design consideration, including limiting entry points 

and simplifying interfaces.  

 Security Tools (I): define and publish a list of approved security tools to assist the project (i.e. 

commercially available, open source and in-house developed) and associated security checks. 

 Coding Rules (I): Determine the list of unsafe functions and replace those unsafe functions with 
safer alternatives. 

 Static Analysis (I): analyzing the source code prior to compile with predefined rules. 

 Dynamic Analysis (T): Use dynamic testing tools and monitor application behavior for memory 

corruption, user privilege issues and other critical security problems, triage the output, explain the 

results and develop a mitigation strategy for a given software program. 

 Fuzzy Testing (T): is a specialized form of dynamic analysis test tools. Monitor application behavior 

by deliberately introducing malformed or random data to an application, triage the output, explain the 

results and develop a mitigation strategy. 

 Code Review (Attack Surface Review) (T): Manual review of the source code to ensure any design 

or implementation changes to the system have been taken into account, that any new attack vectors 

created as a result of the changes have been reviewed and mitigated including threat model. 

 Incident Response Planning(R): A response checklist that provides clear guidelines of action in the 

case of a security emergency. 

 Final Security Review (FSR) (R): A final examination of all security activities performed on 

software prior to release, The FSR includes; reviews all threat models, validates security tool results, 

reviews all outstanding/deferred security bugs, reviews all exception requests as part of the security 

program 

Appendix B.3: Cigital Touchpoints  

 
 Security Requirements (Rq): cover both overt functional security and emergent characteristics that 

are best captured by Abuse Cases and attack patterns. 

 Abuse Cases (Rq): similar to use cases; describe the system’s behavior under attack; building Abuse 

Cases requires explicit coverage of what should be protected, from whom and for how long. 

 Risk Analyses (D): Security analysts find and prioritize architectural flaws so that appropriate 

mitigations can begin. Disregarding risk analysis at the early phases leads to costly problems down 

the road. 

 Assumption Documentation (D): Designers, architects and analysts should identify possible attacks 

and clearly document assumptions, so that the impact on security can be assessed. 

 Static Code Analyses (I): Static analysis tools scan the source code and discover common 

vulnerabilities.  

 Penetration Testing (T): provides a good understanding of fielded software in its real environment. 
It does this by simulating real world working conditions and attack patterns. 

 Red Team Testing (T): testing security functionality with standard functional testing methods. 

 Risk Based Testing (T): risk-based security testing based on attack patterns. 

 External Review(R): External reviewers (i.e. people not involved in the original design and 

implantation) review existing touch points 
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Appendix B.4: Common Criteria 
 
 Security Requirements (Rq): Identifying and documenting security and functionality for a given 

software project. 

 Agree on definitions (Rq): The first task for the organization is to define the stakeholders and to agree 

upon a common set of security definitions, along with the definition of the organizational security 

policies and the security vision of the IS. It is in this activity when the Vision Document artifact is 

created and should follow one of the available ISO standards. 

 Risk Analyses (D): Risk must normally be determined from application to application. The final goal to 

achieve is the 100% risk acceptance. This is captured in the Risk Assessment Document, which is refined 

in subsequent iterations. 

 Critical Assets (D): This is where the Security Readiness Review (SRR) is used for the first time. It 

consists of the identification of the different kinds of valuable or critical assets as well as vulnerable 

assets by the requirements engineer. 

 UMLSec (D): Each asset is targeted by threat’s that can prevent the security objective from being 

achieved. First of all, it is necessary to find all the threats that target these assets with the help of the 

SRR. In addition, it could be necessary to develop artifacts such as misuse cases or attack trees diagrams 

or UMLSec use cases and classes or sequence/state diagrams to develop new specific or generic threats 

or requirements.  

  Requirements Inspection (D): Requirements Inspection is carried out in order to validate all the 

generated artifacts and it is generated as a Validation Report. Its aim is to review the quality of the team’s 

work and deliverables as well as assess the security requirements engineering process. 

 Repository Improvement (R): The new model elements found throughout the development of the 

previous activities and which are considered as likely to be used in forthcoming applications and with 

enough quality, according to the Validation Report, are introduced into the SRR. Furthermore, the model 

elements already in the repository could be modified in order to improve their quality. Thereby, all these 

new or modified model elements/artifacts, which have been introduced into the SRR, altogether 

constitute a baseline. 

Appendix B.5: Others 
 
 Countermeasure Graphs (D): A risk analyses method that focuses on identifying security features and 

prioritizing them. 

 Pair Programming (I): programmer in a pairs which is working side-by-side at one computer on 
collaborating on Solving and reviewing problems directly as the code is written. 
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Appendix C:  Identification of Similar Activities between 

SE processes 

 

 
    

Security Activities CLASP 

 

Microsoft’s 

SDL 

 

Cigital  

Touchpoints 

 

Common 

Criteria 

Pre- Requirement Phase     

Security Metrics     

Initial Education     

Periodical Education     

Requirement Phase     

Security Requirements     

Abuse Cases     
Agree on Definitions     

Role Matrix     

Design Requirements     

Identify Trust boundary     

Identify Global security policy     

Specify Operational Environment     

Identify Attack Surface     

Design     

Risk Analyses     

Assumption Documentation     

Critical Assets     

UMLSec     

Quality Gates     

Cost Analysis     

Attack Surface Reduction     

Security Architecture     

Secure Design Principles     

Countermeasure Graphs  Others 

Requirements Inspection     

Threat Modeling     

Implementation     

Static Code Analyses     

Security Tools     

Coding Rules     

Pair Programming Others 

Testing     

Vulnerability and Penetration Testing     

Red Team Testing     

Risk Based Testing     

Dynamic Analysis     

Fuzzy Testing     

Code Review     

Security Testing     

Release     
External Review     

Repository Improvement     

Incident Response Planning     

Signing the Code     

Operational Planning and Readiness     

Final Security Review     
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Appendix D: Result Comparison with Previous Study 
 

Security Activities Thesis Result Previous Study Result 

Pre-Requirement Cost Benefit Cost Benefit 

Security Metrics  (C) - -   X X 

Initial Education  (C, MS) + +   X X 

Periodical Education (C, MS)   X X 

Requirement Cost Benefit Cost Benefit 

Security Requirements (C, MS, CT, CC) ++ +++ +++ +++ 

Abuse Cases  (C, CT)   - - -   + 

Agree on Definitions (CC) ++ - - - - 

Role Matrix   (C, MS) ++ - - ++ ++ 

Design Requirements (MS) - - ++ -  - 

Identify Trust Boundary (C) ++ - - X X 

Identify Global security policy  (C)   - X X 

Specify Operational Environment  (C) ++ + X X 

Identify Attack Surface   (C) - - X X 

Design Cost Benefit Cost Benefit 

Risk Analyses  (CT, CC) ++ +     

Assumption Documentation (CT) + - - ++   

Critical Assets (CC) - + +   

UMLSec (CC) + - - - - -   

Quality Gates (MS) ++ + -   

Cost Analysis (MS) - + - - - - - - 

Attack Surface Reduction (MS) - -       

Security Architecture  (C) - ++ X X 

Secure Design Principles  (C) ++ ++ X X 

Countermeasure Graphs   (O) ++ - +   

Requirements Inspection  (CC) ++ - - ++ +   

Threat Modeling  (C, MS) - - - -    

Implementation Cost Benefit Cost Benefit 

Static Code Analyses  (MS, CT) - -   +   

Security Tools (MS) +   -   

Coding Rules  (MS) ++   +   

Pair Programming (O) -       

Testing Cost Benefit Cost Benefit 

Vulnerability and Penetration Testing  (CT)   ++     

Red Team Testing  (CT)   - -     

Risk Based Testing (CT)         

Dynamic Analysis (MS)       + 

Fuzzy Testing  (MS)   - - -   

Code Review  (C, MS)   - -   - - 

Security Testing  (C)   ++ X X 

Release Cost Benefit Cost Benefit 

External Review (CT) - - - - - - -   

Repository Improvement  (CC) + - - +++ + 

Incident Response Planning (MS) ++ - + - 

Signing the Code  (C) +++ - X X 

Operational Planning and Readiness  (C) - - ++ X X 

Final Security Review (MS)   -   + 
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Appendix E: Others Security Activities 

                    

Security Activities Scale 1 - 5 (where 1: low & 5: high) 

Pre-Requirement Cost Benefit 

DOD Orange Book Guidelines 2 4 

Quarterly Internal Corporate Automated Audits 3 4 

Meets Existing Security Framework 1 5 

Re-design of the Development Internal Process (for Security) 5 5 

Secure OS (for extreme compartmentalization) 5 5 

Requirement Cost Benefit 

Adaptive monitoring 5 5 

Design Cost Benefit 

Acceptance Criteria 3 5 

Vulnerability Assessment 5 5 

Risk Metrics 2 4 

Security Measurement Based on risk Indicators 2 4 

Implementation Cost Benefit 

Automated Acceptance and Unit Tests 3 5 
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Appendix F: Articles Selected from the SLR 

 

 

 
 
 

 

 

 

Reference 

Number 
Study Title 

 Related Work 

[1] Integrating software development security activities with agile methodologies 

[2] Integrating security into agile development methods 

[3] Security backlog in Scrum security practices 

[4] Towards agile security assurance 

[5] Agile development with security engineering activities 

[10] Improved extreme programming methodology with inbuilt security 

[13] User-centered security 

[15] Security engineering and eXtreme programming: An impossible marriage? 

[17] Agile security using an incremental security architecture’ 

[18] Practitioners’ Perspectives on Security in Agile Development 

[25] Agile development of secure web applications 

[47] Building secure software: how to avoid security problems the right way 

[59] Developing secure software in an agile process 

[19] Integration Analysis of Security Activities from the Perspective of Agility 

 RQ1 

[5] Agile development with security engineering activities 

[22] On the secure software development process: CLASP and SDL compared 

[23] On the secure software development process: CLASP, SDL and Touchpoints compared 

[34] Bringing security home: a process for developing secure and usable systems  

[35] Software security: building security in 

[43] Process activities supporting security principles 

[55] A comparison of the Common Criteria with proposals of information systems security 

requirements 

[56] Prioritizing Countermeasures through the Countermeasure Method for Software Security            

(CM-Sec) 

[57] Strengthening the case for pair programming 

[59] Developing secure software in an agile process 

[12] CLASP Activity -OWASP: https://www.owasp.org/index.php/Category: CLASP 

Activity. 

[54] SDL process: http://www.microsoft.com/security/sdl/discover/default.aspx. 
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Appendix G: Security Activities Identification and 

Evaluation Result 

*Q11. Which security activities do you use in the pre-requirement phase? | Set the cost of integrating an 

activity as part of agile process (cost: 1-5, where 1 = easy to integrate and 5 = difficult to integrate) 

 

 1           2           3           4           5           Total 

Responses 

Mean Median Variance 

Monitor 

Security 

Metrics 

1 4 3 8 3 19 3.4 4.0 1.4 

Initial 

Education 

5 12 8 4 1 30 2.5 2.0 1.1 

Periodical 

Education 

5 7 7 3 5 27 2.9 3.0 1.9 

 

*Q11. Which security activities do you use in the pre-requirement phase? | Set the value of continuously 

using an activity in agile project (benefit: 1-5, where 1 = least important and 5 = most important) 

 

 1           2           3           4           5           Total 

Responses 

Mean Median Variance 

 

Monitor 

Security 

Metrics 

1 1 4 11 2 19 3.6 4.0 0.9 

Initial 

Education 

0 4 7 7 12 30 3.9 4.0 1.2 

Periodical 

Education 

0 2 11 7 7 27 3.7 4.0 0.9 

*Q12. Which security activities do you use in order to collect, analyze and document security 

requirements? | Set the cost of integrating an activity as part of agile process (cost: 1-5, where 1 = easy 

to integrate and 5 = difficult to integrate) 
 

 1           2           3           4           5           Total 

Responses 

Mean Median Variance 

Security 

Requirements 

3 9 20 4 0 36 2.7 3.0 0.6 

Abuse Cases 3 4 4 9 1 21 3.0 3.0 1.4 
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Agree on 

Definitions 

2 5 13 1 1 22 2.7 3.0 0.8 

Role Matrix 3 6 13 3 0 25 2.6 3.0 0.7 

Design 

Requirements 

1 6 8 14 4 33 3.4 4.0 1.1 

Identify 

resources and 

trust 

boundaries 

2 9 9 3 1 24 2.7 3.0 0.9 

Identify 

Global 

security policy 

3 6 6 4 4 23 3.0 3.0 1.7 

Specify 

Operational 

Environment 

3 12 5 3 1 24 2.5 2.0 1.0 

Identify 

Attack Surface 

2 5 5 10 1 23 3.1 3.0 1.2 

 

*Q12. Which security activities do you use in order to collect, analyze and document security 

requirements? | Set the value of continuously using an activity in agile project (benefit: 1-5, where 1 = 

least important and 5 = most important) 

 

 1           2           3           4           5           Total 

Responses 

Mean Median Variance 

Security 

Requirements 

1 2 5 17 11 36 4.0 4.0 0.9 

Abuse Cases 1 6 10 1 3 21 3.0 3.0 1.1 

Agree on 

Definitions 

1 2 8 8 3 22 3.5 3.5 1.0 

Role Matrix 0 2 14 7 2 25 3.4 3.0 0.6 

Design 

Requirements 

0 3 11 9 10 33 3.8 4.0 1.0 

Identify 

resources and 

trust 

boundaries 

0 5 10 5 4 24 3.3 3.0 1.0 

Identify 

Global 

security policy 

0 5 6 7 5 23 3.5 4.0 1.2 

Specify 

Operational 

Environment 

1 2 7 6 8 24 3.8 4.0 1.3 
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Identify 

Attack Surface 

2 1 10 5 5 23 3.4 3.0 1.3 

 

*Q13. Which security activities do you use in order to prevent design level security flaws? | Set the cost 

of integrating an activity as part of agile process (cost: 1-5, where 1 = easy to integrate and 5 = difficult 

to integrate) 

 

 1           2           3           4           5           Total 

Responses 

Mean Median Variance 

Risk Analyses 3 7 14 6 4 34 3.0 3.0 1.2 

Assumption 

Documentation 

2 6 7 4 3 22 3.0 3.0 1.4 

Critical Assets 0 2 11 6 1 20 3.3 3.0 0.5 

UMLSec 1 2 7 1 1 12 2.9 3.0 1.0 

Quality Gates 1 5 10 6 1 23 3.0 3.0 0.9 

Cost Analysis 1 4 4 10 1 20 3.3 4.0 1.1 

Attack Surface 

Reduction 

0 3 4 10 2 19 3.6 4.0 0.8 

Security 

Architecture 

3 4 4 11 6 28 3.5 4.0 1.7 

Secure Design 

Principles 

4 9 8 7 4 32 2.9 3.0 1.5 

Countermeasure 

Graphs 

0 8 1 1 1 11 2.5 2.0 1.1 

Requirements 

Inspection 

0 4 14 3 1 22 3.0 3.0 0.5 

Threat Modeling 1 0 3 9 3 16 3.8 4.0 1.0 

 

*Q13. Which security activities do you use in order to prevent design level security flaws? | Set the value 

of continuously using an activity in agile project (benefit: 1-5, where 1 = least important and 5 = most 

important) 

 

 1           2           3           4           5           Total 

Responses 

Mean Median Variance 

Risk Analyses 0 3 9 13 9 34 3.8 4.0 0.9 

Assumption 

Documentation 

0 3 7 9 3 22 3.5 4.0 0.8 

Critical Assets 0 0 7 8 5 20 3.9 4.0 0.6 
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UMLSec 1 1 7 2 1 12 3.1 3.0 1.0 

Quality Gates 1 1 5 11 5 23 3.8 4.0 1.0 

Cost Analysis 1 3 3 4 9 20 3.9 4.0 1.7 

Attack Surface 

Reduction 

1 2 1 12 3 19 3.7 4.0 1.1 

Security 

Architecture 

0 2 5 5 16 28 4.2 5.0 1.0 

Secure Design 

Principles 

1 1 9 5 16 32 4.1 4.5 1.2 

Countermeasure 

Graphs 

0 1 3 6 1 11 3.6 4.0 0.7 

Requirements 

Inspection 

0 1 9 10 2 22 3.6 4.0 0.5 

Threat Modeling 0 4 4 6 2 16 3.4 3.5 1.1 

*Q14. Which security activities do you use to detect and prevent the vulnerabilities from being added to 

the source code? | Set the cost of integrating an activity as part of agile process (cost: 1-5, where 1 = easy 

to integrate and 5 = difficult to integrate) 

 

 1           2           3           4           5           Total 

Responses 

Mean Median Variance 

Static Code 

Analyses 

4 5 9 12 5 35 3.3 3.0 1.5 

Security Tools 4 6 12 7 0 29 2.8 3.0 1.0 

Coding Rules 7 12 15 0 3 37 2.5 2.0 1.1 

Pair 

Programming 

3 6 8 10 1 28 3.0 3.0 1.2 

 

*Q14. Which security activities do you use to detect and prevent the vulnerabilities from being added to 

the source code?  | Set the value of continuously using an activity in agile project (benefit: 1-5, where 1 = 

least important and 5 = most important) 

 

 1           2           3           4           5           Total 

Responses 

Mean Median Variance 

Static Code 

Analyses 

1 1 12 13 8 35 3.7 4.0 0.9 

Security Tools 1 1 7 14 6 29 3.8 4.0 0.9 

Coding Rules 1 4 7 11 14 37 3.9 4.0 1.3 



 
 
 
 

 68 

Pair 

Programming 

2 2 7 15 2 28 3.5 4.0 1.0 

*Q15. Which security activities do you use in order to find security flaws in the software? | Set the cost 

of integrating an activity as part of agile process (cost: 1-5, where 1 = easy to integrate and 5 = difficult 

to integrate) 

 

 1           2           3           4           5           Total 

Responses 

Mean Median Variance 

Vulnerability 

and 

Penetration 

Testing 

4 2 12 4 6 28 3.2 3.0 1.7 

Red Team 

Testing 

1 1 6 4 1 13 3.2 3.0 1.0 

Risk Based 

Testing 

1 5 6 9 0 21 3.1 3.0 0.9 

Dynamic 

Analysis 

0 6 8 7 3 24 3.3 3.0 1.0 

Fuzzy Testing 1 4 5 7 1 18 3.2 3.0 1.1 

Code Review 1 4 19 7 5 36 3.3 3.0 0.9 

Security 

Testing 

0 7 13 11 3 34 3.3 3.0 0.8 

 

*Q15. Which security activities do you use in order to find security flaws in the software? | Set the value 

of continuously using an activity in agile project (benefit: 1-5, where 1 = least important and 5 = most 

important) 
 

 1           2           3           4           5           Total 

Responses 

Mean Median Variance 

Vulnerability 

and 

Penetration 

Testing 

1 1 4 10 12 28 4.1 4.0 1.1 

Red Team 

Testing 

0 6 2 4 1 13 3.0 3.0 1.2 

Risk Based 

Testing 

0 2 6 10 3 21 3.7 4.0 0.7 

Dynamic 

Analysis 

0 3 6 11 4 24 3.7 4.0 0.8 

Fuzzy Testing 2 2 6 6 2 18 3.2 3.0 1.4 
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Code Review 0 3 18 6 9 36 3.6 3.0 0.9 

Security 

Testing 

0 1 4 21 8 34 4.1 4.0 0.5 

*Q16. Which security activities do you use at the time of release to identify any remaining security flaws 

and gain confidence over the software? | Set the cost of integrating an activity as part of agile process 

(cost: 1-5, where 1 = easy to integrate and 5 = difficult to integrate) 
 

 1           2           3           4           5           Total 

Responses 

Mean Median Variance 

External 

Review 

0 2 8 9 4 23 3.7 4.0 0.8 

Repository 

Improvement 

1 3 12 2 2 20 3.0 3.0 0.9 

Incident 

Response 

Planning 

1 5 9 5 1 21 3.0 3.0 0.9 

Signing the 

Code 

6 3 12 4 0 25 2.6 3.0 1.1 

Operational 

Planning and 

Readiness 

0 1 8 7 1 17 3.5 3.0 0.5 

Final Security 

Review 

1 4 14 6 1 26 3.1 3.0 0.7 

 

*Q16. Which security activities do you use at the time of release to identify any remaining security flaws 

and gain confidence over the software? | Set the value of continuously using an activity in agile project 

(benefit: 1-5, where 1 = least important and 5 = most important) 

 

 1           2           3           4           5           Total 

Responses 

Mean Median Variance 

External 

Review 

1 1 8 10 3 23 3.6 4.0 0.9 

Repository 

Improvement 

0 5 8 4 3 20 3.2 3.0 1.0 

Incident 

Response 

Planning 

1 5 4 8 3 21 3.3 4.0 1.3 

Signing the 

Code 

2 2 6 13 2 25 3.4 4.0 1.1 

Operational 

Planning and 

0 0 5 6 6 17 4.1 4.0 0.7 



 
 
 
 

 70 

Readiness 

Final Security 

Review 

0 0 18 3 5 26 3.5 3.0 0.7 

 

Q17. Do you think the security activities you have selected in the above questions are sufficient to 

prevent your software from vulnerability? In that case how would you rate your software product 

security level? (Rating: 1-5, where 1=low secure and 5 = high secure) 

 

 1           2           3           4           5           Total 

Responses 

 1 (2%) 8 (20%) 18 (44%) 8 (20%) 6 (15%) 41 
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Appendix H: Open-Ended Survey Question Response 

Q18. What do you think is the most beneficial aspect of using an agile development process? 

 

# Response 

1. Internal customers get to see what the project will offer much earlier. 

2. Creates great communication among the team. 

3. Quick feedback of functionality from customers. Easy to change requirements to fit the market. 

4. Short time from Product Owner to deployment enables fast feedback, which means less waste due to 

context switching. 

5. Little waste and effective use of developer time. 

6. Agile provides many benefits; easy for requirement change, quick delivery of working software to 

customer, etc. 

7. Elimination of wasted work, frequent feedback from customer to ensure you are on track, a very high 

quality bar that places an emphasis on very disciplined processes and building quality in from the start 

instead of trying to test it in at the end (which is impossible anyway). 

8. Less time to market, rapid response time to change, high quality code, easier for new people to learn and 

adapt. 

9. Conformance to the requirements, in time delivery and reduction of software development risks. The 

important is to take feedback on regular basis from customer rather emphasis on planning. 

10. The agile development process Reduces the time and the help to reach the objectives clearly. 

11. 1) Fast feedback. 2) Less guessing on the front end. (To pretend everything is designed). 

12. Ongoing engagement of team members. 

13. Having the flexibility to change designs as implementation uncovers blockers, bad assumptions, limitations 

in technology, or other flaws in the design process. 

14. Delivery of early business value, through the understanding of what business value is and developing it in 

such a way that allows it to be delivered as early as is possible.   

15. Work on the most important features first. (Potentially) not implement least important features. Early 

working products allow earlier testing. 

16. Agile development, in its simplest form, offers a lightweight framework for helping teams, given a 

constantly evolving functional and technical landscape, maintain a focus on the rapid delivery of business 

value.  

17. All phases work on the same requirement at the same time or the right time, requirements are in smaller 

pieces and not "the hole scoop at the same time “concentrate on one (or many) tasks only not like waterfall 

everything should be done at the same time ready date for each component instead of the hole 

project/product. 

18. By focusing on the early value delivered to the customer is possible to discover soon possible problems in 

the requirements or in the architecture of the developed application. 
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19. It dramatically increases the chances of success while bringing out the best your team has to offer. 

20. Short development cycles. 

21. High speed, short iteration, quick feedback, better flexibility, more communication between testers and 

programmers. 

22. The Adaptableness. 

23. Efficiency and quick turnaround. 

24. Time to market. 

25. Better code quality (tested and readable above all). 

26. High responsiveness to modifications and new features. 

27. - Test-driven approach helps quality of deliverables - Short iterations (Scrum) ensure features of most value 

to customer, are prioritized  - Continuous integration (Jenkins server) ensure production build always 

available. 

28. Quick development focused on completing features. 

29. Enable fast feedback and good communication among developers. 

30. Less time in market, high quality code.  

Q19. What do you think is the least beneficial aspect of using an agile development process? 

 

# Response 

1. De-emphasis of documentation greatly reduces the ability to assess security risks and overall risk 

assessment of the project. Lack of visibility into the project from the security team. Security team does not 

have the resources to sit in on agile projects. Risks cannot be approved in a timely manner within each 

scrum (higher the risk -higher you need to go for management approval) - assessment starts too late within 

the scrum. 

2. Poses organizational challenges. 

3. There is no time to do anything other then features. Constant feature press. 

4. Short time from Product Owner to deployment, risk of "throwing stuff under the rug", where it will be 

forgotten. 

5. Having to defend it to idiots who think it's just 'do what ever you want' cowboy programming.  The agile 

dives I've worked with are far better craftsperson’s using far more discipline and good process than the any 

of the ones I worked with doing waterfall which was generally haphazard and 'don't worry, finding bugs is 

QA's job…' 

6. Less consideration for largely distributed teams. 

7. Security issues. 

8. I don't expect get a good documentation. 

9. Scrum time boxes. 
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10. Difficult to choose - I think what I've encountered most is acting as if "Agile" is not a process at all, or that 

it means discarding all process, design, metrics and discipline. Generally Agile is wildly overrated and I 

don't think I've seen its benefits truly quantified. 

11. Inability to have it works decently with the funding model for most corporate projects in fortune 100 

companies. 

12. Adoption within a corporation can be difficult, as the problems it exposes tend to put blame on the process. 

13. Changing requirements and problems with late integration. 

14. Planning requirement dependencies in different phases. 

15. The development team must be very skilled if they want to use agile methodologies. 

16. Customers need changes a lot and some iteration get 'wasted'. 

17. Team coordination. 

18. Insufficient planning and designing before hand. 

19. The waste of time in formalizing things.  

20. Too many changes - Requirement volatility and increased cost of production. 

21. Sometimes it is difficult to embed security modifications into a "good" code without total refactoring that 

often bother developers. Difficult of create security tests. 

22. Little documentation is produced and new team members take some time to understand the systems. 

23. - Unclear requirements since little documentation exists - Difficulties in bringing new team members up to 

speed: lot of implicit knowledge needed. 

24. The focus on features and time management can make security difficult. Many developers consider security 

to be a time sink instead of an implicit requirement. 

25. Team coordination. 

26. Less attention to security. 

Q20. What would you recommend regards to security in Agile development process? (Optional) 
 

# Response 

1. I am struggling how to find a balance - less security transparency is inevitable with Agile methodology - 

Risk management process in waterfall just got to a point where everything flowed and risk was understood 

by management - now in Agile that is lost - dangerous and a shift in focus to reactive security assessments 

towards the end of the process prior to allowing accreditation into production. Certification also gets a bit 

fuzzy. I am using the classical InfoSec definitions for accreditation and certification. In the process of 

canvasing other professionals in the security community. Agile is a challenge that has not been successfully 

addressed with respect to security (also academic papers are very! lacking in quality and depth). 

2. Agile is here to stay, because it enables us to produce more value in less time. The trick is teaching people 

how to program without causing security holes. We need to get better at trying to break each others code (I 

will never find any bugs or security holes in my own code - I wrote it, therefore it works :-). Rapid 

feedback here too is important! Suggestion for automated tools? 
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3. If it is important (will vary from product to product) then it's going to be thought about all the way along, 

not some after the face 'and oh yeah we need to make this secure' requirement that most folks ignore.  The 

key is to know what your risks and vulnerabilities are as early as possible and addressing them right from 

the start.  

4. Security is a body of knowledge that you must invest in if you want to do security projects.  You apply 

security methods in an Agile way, but you must already have security expertise. Every security project I 

have been on leverages previous security projects.  Much of the architecture is assumed.  It is not difficult 

to make Agile adaptions to the secure architecture.  I cannot imaging how you would do your first security 

project without a waterfall like design process. 

5. Agile development methodologies intrinsically carry more risk than design-first methodologies because 

you can't count on design decisions or implementation techniques remaining stable enough to perform 

reliable security analysis. 

6. Need to have specialist better trained in security measures working with team members to bring them up to 

knowledge of best practices. 

7. Collaborate with the business owners to understand what security means to the business.   In that way, the 

business and the team can negotiate on what is important to be developed.  

8. Agile security process will make it more reliable, for this I will recommend that, as the positive 

reinforcement accumulates from iteration to iteration, the team becomes more cohesive. Ambient levels of 

trust, camaraderie, empathy, collaboration and job satisfaction increase. Software development becomes 

fun again. These outcomes are not guaranteed, but they are much likelier in well-managed agile projects 

than elsewhere.   

9. May not have sufficient time to do better plan and design (regarding security) during initial stage due to 

high speed. 

10. The use of adaptive and evolvable techniques in lieu of overburdening the activities with formalities. 

11 Security measures of independent of Development Methodology, Agile / Waterfall. Each sprint can have a 

security review as a planned activity, which will increase sensitivity to security initiatives. 

12. To customize it. You have to take a process and tailor it, in order to make it fits your (security) budget 

approval process, 3rd party services and developing, acceptable risk level, maturity level of your general 

countermeasures, …No customization implies failing in development of SECURE software (while the 

standard process you choose will still let you produce good software in less time... bringing you false sense 

of security, sometimes).  

13. - OWASP 10 ten- performs security review for each major release- educates the developers working on the 

product in secure coding practices - penetration testing. 

14. Designate someone on the team as the security person. That person should get security requirements 

included in the backlog for each sprint. Just because agile is so different from waterfall does not mean 

security shouldn't be baked in to every step. 

15. Security is very important. 
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Appendix I: Survey Question 
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Appendix J: Acronyms and Abbreviations 

 
 

 

 
 

BTH              Blekinge Institute of Technology 

C                   CLASP 
CC                Common Criteria 

CERT Computer Emergency Response Team  

CLASP         Comprehensive, Lightweight Application Security Process 

CPU              Central Processing Unit 

CT                Cigital Touchpoints 

D                   Design 

DoS             Denial of Service 

DSDM          Dynamic Systems Development Methodology 

FDD              Feature Driven Development 

FSR              Final Security Review 

G0 Group 0  

G1                 Group 1  
G2                Group 2  

MS SDL  Microsoft’s Security Development Lifecycle 

HP                Hewlett-Packard 

H0                  Null Hypothesis 

H1                  Alternate Hypothesis 

I                      Implementation 

IBM              International Business Machines 

IS                  Information Security 

ISO               International Organization for Standardization 

O                   Others 

OWASP        Open Web Application Security Project’s Comprehensive 
P                    Power 

PRq              Pre-requirement  

R                   Release 

RMF             Risk Management Framework 

Rq                  Requirement 

RQ                Research Question 

SA1              Security Activity 1  

SA2              Security Activity 2 

SE                 Security Engineering  

SDL              Security Development Lifecycle  

SDLC           Software Development Lifecycle 

SLR              Systematic Literature Review 
SPIN             Software Engineering Institute’s Software process Improvement Networks 

SRR              Security Readiness Review 

SSE-CMM    Systems Security Engineering-Capability Maturity Model 

SQL              Structured Query Language  

T                    Testing 

UMLSec             Unified Modeling Language security 

URL              Uniform Resource Locator 

XP                Extreme Programming 

Benefit SA1  Mean benefit value of Security Activity 1 

Benefit SA2  Mean benefit value of Security Activity 2 

Cost SA1  Mean cost value of Security Activity 1 

Cost SA2  Mean cost value of Security Activity 2 
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