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Abstract 

Our assignment was to present a report to the radiology clinic at the County Hospital in 
Blekinge, evaluating the risks inherent in transferring patient information via Internet between 
the radiologist’s home and the hospital and presenting suggestions to the clinic for 
mechanisms by which the privacy and personal health of the patient can be ensured. 
 
Our aim was to investigate how to maintain an acceptable level of security to ensure that the 
patient’s privacy and security are not threatened. We wanted to present a list of measures that 
the clinic should take to ensure that security is maintained. 
 
We have used several different methods during our investigation: literature studies; a case 
study at Blekinge County Council’s x-ray clinic that includes interviews with the head of the 
clinic, the System Manager and System Administrators and e-mail interviews with other 
relevant personnel.  
 
Using these methods, we have concluded that the present working method does not fulfil the 
requirements stated in the theories concerning medical security. To ensure a level of computer 
security in accordance with the recommendations made in this thesis, it is necessary to take 
certain measures, which we have listed here. These include the introduction of single session 
login, the formulation of explicit security policies, a program for user education, the 
encryption of transmissions, and the use of the audit trail to track system use. 
 
All of these measures concern the intended new working method with the introduction of an 
outside connection; some of them concern the existing system and working method. A system 
fulfilling these measures will however always encompass risks, even in the safest distributed 
system. With today’s technologies is there always a risk that could threaten the patient’s 
privacy or security. 
 
This does not mean that a sufficient security level cannot be reached. By following the 
recommendations presented in this thesis, the x-ray clinic can maintain an acceptable level of 
security, when the radiologists on back-up duty are viewing x-rays and making diagnoses 
from home. 
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Sammanfattning 

Vår uppgift var att presentera en rapport till röntgenavdelningen på Blekingesjukhuset, som 
undersöker vilka risker som uppstår när patientinformation skickas mellan röntgenpersonalens 
hem och sjukhuset via Internet. Vi ville presentera ett förslag till kliniken innehållande 
mekanismer för att skydda patientens personliga integritet och fysiska säkerhet. 
 
Vårt mål var att undersöka hur en acceptabel säkerhetsnivå kan upprätthållas, för att 
säkerställa patientens integritet och säkerhet. För att göra detta ville vi presentera en 
åtgärdslista som kliniken måste vidta för att upprätthålla säkerheten. 
 
Vi har använt oss av flera metoder i vår undersökning: litteraturstudier; en Case Study på 
Blekinge Sjukhusets röntgenklinik, med tillhörande intervjuer med klinikchefen, systemägare 
och systemadministratörerna samt e-postintervjuer med andra nyckelpersoner. 
 
Genom att använda dessa metoder har vi kommit fram till att det nuvarande arbetssättet inte 
uppfyller kraven som ställs enligt teorier gällande medicinsk säkerhet. För att säkerställa en 
nivå i enlighet med rekommendationerna som vi presenterar i denna uppsats är det nödvändigt 
att vidta vissa åtgärder som vi har listat här. Denna inkluderar införande av engångslösenord, 
formulering av en explicit säkerhetspolicy, ett program för användarutbildning, kryptering av 
kommunikationer samt användandet av loggade filer för att spåra systemanvändandet. 
 
Alla dessa åtgärder gäller det föreslagna nya arbetssättet, som introducerar en koppling utåt 
från landstingets intranät till röntgenpersonalens hem via Internet; vissa av de gäller det 
befintliga systemet och arbetssättet. Även om alla krav är uppfyllda så kommer ändå, med 
dagens teknologi, vissa risker att kvarstå. 
 
Detta innebär emellertid inte att tillfredsställande säkerhet inte kan uppnås. Genom att följa 
rekommendationerna som vi har presenterat i detta arbete kan röntgenkliniken ändå uppnå 
tillräcklig säkerhet när röntgenpersonalen med jour i hemmet undersöker röntgenbilder och 
ställer diagnoser hemifrån. 
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Introduction 

1.1 Background 

1.1.1 Communicating with the radiology clinic via Internet 

The County Hospital organization in Blekinge has radiology clinics in Karlskrona and 
Karlshamn, where 90 000 examinations are made every year. The clinics have used 
computerized time booking and radiology journal handling for five or six years using a 
Radiology Information System called RADOS1. Both clinics use modern digital equipment in 
the examination rooms and they have recently implemented a system called SECTRA PACS 
used to store digital x-rays. Almost all x-ray examinations are performed with digital 
equipment.  
 
The x-ray clinic wants to extend the existing radiology working method, to include enabling 
radiologists on back-up duty to be able to work directly from home, avoiding the necessity of 
travelling to the hospital to give second opinions on radiological examinations. Primarily they 
want to be able to view patients’ x-rays and make diagnoses by using a laptop computer 
dedicated to this type of work, plus a separate screen. Secondly, the System Administrators 
want to be able to perform administrative operations from home. This involves 
communicating with the hospital via Internet. This new working situation is an interesting 
area where there are many features worth studying. Our task is to examine the area of 
computer security, with regard to problems arising through the new extensions to the working 
method.2 

1.1.2 An introduction to computer security 

The first question to ask may be: What is computer security? It is hard to answer that question 
since the term “security” is hard to define, and even harder to quantify. Security is a “thing 
that guards or guarantees” according to the Oxford English Dictionary. Dieter Gollmann gives 
computer security a broad definition: 
 

“Computer security deals with the prevention and detection 
of unauthorized actions by users of the computer system.” 

 
He makes a rough classification of protective measures and distinguishes between: Prevention 
– take measures that prevent your assets from being damaged, Detection – take measures that 
allow you to detect when an asset has been damaged, how it has been damaged, and who has 
caused the damage and Reaction – take measures that allow you to recover your assets or to 
recover from damage to your assets. 3 
 
Another way of expressing the relevant field is IT-security. Rolf Oppliger defines IT-security 
as the special field of Information Technology that deals with security related issues and 

                                                 
1 See Appendix 4. 
2 See Appendices 5 and 6. 
3 Computer Security, Dieter Gollmann. 
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encompasses both communication security and computer security. IT-security illustrates the 
fact that security in stand-alone systems makes different demands than security in networks 
and distributed systems. 
 
There are at least three reasons why networked computer systems are more vulnerable than 
stand-alone systems, according to Oppliger. Initially, a person cannot attack a computer 
unless he or she has physical access or connection to the computer. Secondly, System 
Administrators often lose a degree of control when a network extends a system’s physical 
perimeter. Finally, networked systems often use complex software prone to bugs. Intruders 
often learn about bugs before Systems Administrators do.4 
 
Many of today’s networks are becoming increasingly dependent upon Internet technologies. 
Even in networks never actually connected to the Internet, this type of technology is probably 
used in the internal network. The private network is almost as vulnerable as the public 
network according to Matt Blaze and Steve Bellovin, authors of Firewalls and Internet 
Security.  
 
At the Computers, Freedom, and Privacy Conference in March 1998, Matt Blaze got the 
question - “How many bombs would you have to plant to bring down the Internet?” His 
answer was - “None”.  There are in fact several ways for an individual to bring down the 
worldwide network from his or her home. Blaze and Bellovin are not alone in pointing out 
that the Internet is vulnerable. In May 1998, a group of computer security experts known as 
L0pht Heavy Industries testified before the US Senate Governmental Affairs Committee that 
they could bring down the Internet service in 30 minutes.5 

1.1.3 Computer security in the field of medicine 

It may be important to state here that there are clear security gains to be made in the 
computerization of patient records. Much greater confidentiality can be gained by transmitting 
records in an encrypted form, compared to sending via the postal service. Audit systems can 
discover and log intrusions and misuse of the system. It is however still important to study the 
risks inherent in this computerization. 
 
Computer security in the medical field obviously raises the same questions as computer 
security in general, but it also raises several special issues. Anderson claims that the 
likelihood that a resource will be abused depends on its value and the number of people who 
have access to it. An aggregation of personal information, such as collections of electronic 
medical records, increases both of these risk factors. This may not be of the same magnitude 
in a country such as Sweden, when compared to the USA or Great Britain, where the size of 
the population and the extent of computerization is greater than here, but is still a factor to 
take into account.  

 
The problem of protecting a patient’s personal privacy is not only a case of stopping 
unauthorized insight into and the spreading of individual records. There are also risks attached 
to the legitimate spreading of patient data, for e.g. research purposes, which may still be a 

                                                 
4 Internet and Intranet Security, Rolf Oppliger. 
5 Inside Internet Security, Jeff Crume. 
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threat to an individual’s privacy, even though there are standard methods of removing 
patient’s names and addresses from records, in order to make them anonymous. 6 

 
A lack of security has several implications, and can be harmful to both the patient and the 
organization involved. In an article in the British Medical Journal a report is cited which lists 
problems such as risks for patients’ personal safety, infringement of personal privacy, loss of 
public confidence in the organization, failure to meet legal obligations, financial loss and 
disruption of activities. 

 
It is seen that risks concerning privacy are not the only factors to take into account, nor are 
they necessarily the most important ones. Unlike other personal information stored in 
databases, medical information, by its very nature, concerns the physical well being of the 
patient. Insufficient protection of medical data leads to the risk of incorrect or manipulated 
data, leading to injury or harm to the patient.7 

1.2 Our assignment 

Our assignment is to present a report to the x-ray clinic at the County Hospital in Blekinge, 
evaluating the risks inherent in transferring patient information via Internet between the 
radiologist’s home and the hospital. We are to present suggestions to the clinic for 
mechanisms by which the privacy and security of the patients can be ensured, whilst the work 
of the radiologist on back-up duty in the home is made easier. 

1.3 Our Goals 

Our goal in writing this thesis is to present a list of recommendations to the x-ray clinic of the 
Blekinge County Hospital. The recommendations concern requirements that the x-ray clinic 
should fulfil in order to achieve an acceptable level of security when the radiologists on back-
up duty are viewing patient’s x-rays and making diagnoses from the home. 

1.4 Hypothesis 

By transferring digital x-rays across the Internet to the radiologist’s home, the Blekinge 
County Council can facilitate the radiologist’s work, and if a properly designed system is 
used, this will not endanger the patients’ privacy and security. 

1.5 Limitations 

The area of computer security is extremely large, and in our report, we will be concentrating 
on a limited part of the field. Our prime area of interest is medical security, and we will be 
studying aspects of an existing medical information system that are affected when the system 
is extended by a new working method that allows the radiologist to access the radiology 
systems via the Internet. We will therefore not be studying aspects of the system that are not 
affected by the new situation. This includes physical risks to stored data or computer 
equipment. We will not be studying aspects regarding system availability in any depth. 
Neither will we be studying risks to patient privacy inherent in the spreading of medical data 
                                                 
6 Security Engineering, Dr. Ross J Anderson. 
7 British Medical Journal, Volume 381. 
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for legitimate purposes of, for example, research, or legal aspects concerning computer 
security. 

1.6 Target Group 

Our report is primarily intended for the head of the x-ray clinic at the County Hospital in 
Blekinge. It should also be of interest to the System Manager and the System Administrators 
at the clinic, and the IT-division of the County Council. Other interested parties could be other 
clinics within the hospital, and at other hospitals, that have plans for introducing similar 
working methods. We believe that our report serves to illustrate an area that is of general 
interest for all areas within health care, and we hope that our findings can be applicable in 
many areas. 
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2. Theories regarding medical computer security 

2.1 Computer security in general 

As we mentioned in our introduction, computer security deals with the prevention and 
detection of unauthorized actions by users of the computer system. It consists of protective 
measures for Prevention, Detection and Reaction, concerning threats to information assets. In 
our study, we will be concentrating on the first two points, even if certain aspects concern the 
third area too. 
 
There are a number of ways to compromise information assets within a networked computer 
system. The question is how these information assets can be protected. According to 
Gollmann, this primarily involves three aspects: confidentiality, integrity, and availability. 
Confidentiality concerns how to prevent unauthorized disclosure of information; integrity 
concerns how to prevent unauthorized modification of information and availability concerns 
prevention of unauthorized withholding of information or resources. 
 
Gollmann argues that at least two more points could be added to this list: accountability and 
authenticity. Accountability ensures that the actions of a principle are traceable to the unique 
individual and authenticity is verifying the claimed identity of a principal. Due to different 
uses of terminology, authenticity is sometimes defined as authentication. 8 
 
These aspects are explained in detail below. 
 
Confidentiality  

Aspects regarding stopping unauthorized users from reading or learning sensitive information 
are classified as confidentiality. The terms privacy and secrecy are sometimes used to 
distinguish between the protection of personal data (privacy) and the protection of data 
belonging to an organization (secrecy).9 
 
Anderson defines the terms confidentiality, privacy, and secrecy. He states that these terms 
overlap but are not the same: 
 

∗ Secrecy is a technical term referring to the effect of mechanisms used to limit the 
number of individuals who can access information, e.g. cryptography or computer 
access controls. 

∗ Confidentiality is an obligation to protect individuals or organization’s secrets, if 
you have access to them. 

∗ Privacy is the ability and right to protect your personal secrets. This concerns 
individuals and even their families, but does not extend to legal persons. 
 

According to the definitions clarified above, privacy is secrecy for the benefit of the 
individual; confidentiality is secrecy for the benefit of an organization. 10 

                                                 
8 Computer Security, Dieter Gollmann. 
9 Computer Security, Dieter Gollmann. 
10 Security Engineering, Dr. Ross J Anderson. 
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Integrity  

It is hard to define integrity concisely. In general, it is about making sure that everything is as 
it is supposed to be. Within computer security, we may say that integrity deals with the 
prevention of unauthorized writing. Integrity has been defined as: the state that exists when 
computerized data is the same as that in the source documents and has not been exposed to 
accidental or malicious alteration or destruction (US trusted computer system evaluation 
criteria). Other properties of security are also dependent on integrity – it is for example 
necessary to protect the integrity of the operating system, or the integrity of the access control 
list, to protect confidentiality. 
 
Availability  

Availability has been defined as: the property of being accessible and usable upon demand by 
an authorized entity (The international standard ISO 7498-2). This is to a great degree beyond 
the traditional boundaries of computer science, but as far as we are concerned it may deal with 
preventing denial of service, where an attacker can disable a server and thus prevent access to 
an application or service. 
 
Accountability 

These items so far have dealt with different aspects of controlling access to data. They 
concentrate on preventing unwelcome occurrences. This may not be enough, so we must also 
take into account the fact that authorized actions can lead to a security violation or that an 
attacker can find his way past our controls. Thus, it is necessary to include another 
requirement: Users should be held responsible for their actions. Audit information must be 
selectively kept and protected so that actions affecting security can be traced to the 
responsible party. An audit trail of security relevant events must be kept. To do this it is 
necessary to identify and authenticate users. 
 
Authenticity/Authentication 

Authenticity involves, according to Anderson, establishing that you are communicating with a 
genuine principal, not simply a replay of a previous message.11 This requires establishing 
integrity plus freshness. It involves measures used to verify the identity of a subject and the 
ability of that subject to access certain information. According to a classical definition, it can 
be verified by something you know, something you have or something you are.12 
 
To protect information it is necessary to formulate a security model. Oppliger states that the 
following five aspects must be taken into account in a generic security model for computer 
networks and distributed systems:13 
 

∗ Security policy 
A security policy must specify goals that should be achieved regarding the security of 
the network or distributed system. Management must specify it without taking into 
account technical implementation and enforcement. Instead, it must be driven by 
requirements, not technical considerations. 

                                                 
11 Security Engineering, Dr. Ross J Anderson. 
12 Security Services Framework, Health Level Seven. 
13 Security technologies for the World Wide Web, Rolf Oppliger. 
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* Host security 
Host security is concerned with; securely authenticating users; effectively controlling 
access to system resources; securely storing and processing data within the system; 
making an audit trail. 
 

∗ Network security 
Network security concerns efficiently controlling access to computer networks and 
distributed systems, and how to transmit data securely between them. Here, we may 
distinguish between security services – qualities of a system present to satisfy a 
security policy – and security mechanisms, used to implement such qualities. We may 
distinguish between access control services and communication security services.  
Access control services are used to separate networks and to control access to 
Intranets. Communication security services are used to protect communication within 
and between these networks. 
 

∗ Organizational security 
Any technical solution must be backed up with organizational security controls. There 
is a danger in relying on technical security measures alone. Regarding security and 
safety, human behaviour is still the most important factor. This can be influenced by 
education and organizational security controls. These controls include instructions to 
define legitimate user behaviour. 
 

∗ Legal security 
Since it is possible that other security measures and controls will fail, and prove 
insufficient to stop attacks, it is necessary to have the possibility of prosecuting 
attackers. Thus, legal security is a major topic with regard to computer security. We 
will not, however, be examining this aspect in our study. 

2.2 Network security 

According to CERT/CC, “a network security incident is any network -related activity with 
negative security implications”. It could for example be an activity that violates an explicit or 
implicit security policy. A typical attack pattern consists of gaining access to a user’s account, 
gaining privileged access and using the victim’s system as a platform to launch attacks on 
other victims. 
 
The people who are behind these types of attacks are difficult to characterize. An intruder 
could be anyone with some computer skills; an individual seeking personal gain, or a spy paid 
by a company to seek information to gain economic advantage. It could also be a former 
employee or consultant who gained network information while working for the company. 
Entertainment, intellectual challenge, sense of power and financial gain is often reasons for 
system intrusion. 14 

                                                 
14 Security of the Internet, CERT Coordination Center. 
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2.2.1 Risks in networks 

Risks may progress into attacks directed against a computer network. Dieter Gollmann 
defines two types of attacks: passive and active attacks. A combination of these attacks could 
be used to gain access to a computer network. Usernames and passwords could be obtained 
via a passive attack and then used to access a system, making an active attack possible. 
Gollmann describes these types as following: 
 
A passive attack  threatens the confidentiality/privacy of data being transmitted. An intruder 
observes data transmitted from a sender to a receiver. This can happen in one of two ways, via 
passive wiretapping or traffic analysis. In passive wiretapping, the intruder can interpret the 
data and extract information from it. In traffic analysis, the intruder cannot extract 
information, but can only infer information from the characteristics of external traffic – this 
may occur in military or corporate environments. 
 
An active attack threatens the integrity or availability of the transmitted data. An intruder is 
able to observe and control data that is flowing between a sender and a receiver. The intruder 
can for example modify data, modify routing tables to redirect traffic, or can flood a receiver 
to cause denial of service.15 
 
There are a number of different types of risks16. Data communication becomes a security 
problem when the data is in plain text. This leads to security issues such as eavesdropping, 
modification of transmitted data, improper access to network resources, and replay attacks.17 

2.2.2 Recent risk trends 

According to CERT/CC, the following recent trends, shown in a report from April 2002, can 
affect the ability of organizations (and individuals) to use the Internet safely. 
 

∗ Trend 1 - Automation; speed of attack tools 
The level of automation in attack tools continues to increase.  

 
∗ Trend 2 - Increasing sophistication of attack tools.  

Today, attack tool developers use more advanced techniques than before. Attack tool 
signatures are more difficult to discover through analysis and more difficult to detect 
through signature-based systems such as anti-virus software and intrusion detection 
systems.  

 
∗ Trend 3 - Faster discovery of vulnerabilities 

The number of newly discovered vulnerabilities reported to the CERT/CC continues to 
more than double each year. It is difficult for administrators to keep up to date with 
patches. New classes of vulnerabilities are discovered every year and reviews of 
existing code for examples of the new vulnerability class often lead to the discovery of 

                                                 
15 Computer Security, Dieter Gollmann. 
16 See Appendix 1. 
17 Distansarbete och säkerhet, SIG-security. 
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examples in hundreds of different software products. Intruders are often able to 
discover these exemplars before the vendors are able to correct them. 

 
∗ Trend 4 - Increasing permeability of firewalls 

Firewalls are often relied upon to provide primary protection from intruders. However, 
technologies are being designed to bypass typical firewall configurations; for example, 
IPP (Internet Printing Protocol) and WebDAV (Web-based Distributed Authoring and 
Versioning). Some protocols marketed as being “firewall friendly” are in reality 
designed to bypass typical firewall configurations. 

 
∗ Trend 5 - Increasingly asymmetric threat 

Security on the Internet is, by its very nature, interdependent. Each Internet system's 
exposure to attack depends on the state of the security of the rest of the systems 
attached to the Internet. Because of advances in attack technology, a single attacker 
can easily employ a large number of distributed systems to launch devastating attacks 
against a single victim. As the automation of deployment and the sophistication of 
attack tool management both increase, the asymmetric nature of the threat will 
continue to grow. 

 
∗ Trend 6 - Increasing threat from infrastructure attacks 

Infrastructure attacks are attacks that broadly affect key components of the Internet. 
They are of increasing concern because of the number of organizations and users on 
the Internet and their increasing dependency on the Internet to carry out day-to-day 
business. Examples of infrastructure attacks are: distributed denial of service, worms, 
attacks on the Internet Domain Name System (DNS), attacks against or using routers. 
 
Potential impact of infrastructure attacks: 

o Denial of service: Because of the asymmetric nature of the threat, denial of 
service is likely to remain a high- impact, low-effort modus operandi for 
attackers. Most organization's Internet connections have between 1 and 155 
megabits per second (Mbps) of bandwidth available. Attacks have been 
reported in the hundreds of Mbps and up, more than enough to saturate nearly 
any system on the Internet. 
 

o Compromise of sensitive information: Some viruses attach themselves to 
existing files on the systems they infect and then send the infected files to 
others. This can result in confidential information being distributed without the 
author's permission (the Sircam virus is an example). 
 

o Misinformation: Intruders might be able to modify news sites, produce bogus 
press releases, and conduct other activities, all of which could have economic 
impact. 
 

o Time and resources diverted from other tasks: Perhaps the largest impact of 
security events is the time and resource requirements to deal with them. For 
instance, the total economic impact of Code Red was $2.6 billion. 
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As a conclusion, you can say that organizations relying on the Internet face significant 
challenges to ensure that their networks operate safely and that their systems continue to 
provide critical services even in the face of attack.18 

2.3 Overview of Internet security 

The Internet is a worldwide collection of loosely connected networks accessible by any 
individual with a computer and a network connection. Individuals and organizations can reach 
any point of the  web regardless of time or national or geographical boundaries. However, this 
accessible information creates new risks. Among these risks is the risk that valuable 
information or computer systems in insecure networks will be destroyed, stolen, corrupted or 
misused.  
 
Information available electronically is, according to CERT/CC, more vulnerable than the 
same information printed on paper and stored in a safe. Intruders working on the Internet do 
not need to break in and enter an office or home. They can steal the information without 
touching a piece of paper, and hide evidence of their unauthorized activity. Any computer 
could be a weak link allowing unauthorized access to the information system in the 
organization. It is remarkably easy for intruders to gain unauthorized access in insecure 
networked environments and it is often very hard to catch the intruders.  
 
Information that needs to be stored securely is information that intruders could find useful, for 
example which hardware and software are being used, system configurations and 
authentication procedures. Other security-related information could be passwords, access 
control files and keys, encryption algorithms, and information about personnel.   If information 
like this is accessible to intruders, the consequences could be tremendous.19 

2.4 Guiding principles for medical information 

There is a long tradition for the need to protect medical information concerning individuals. 
Two thousand five hundred years ago, the principle was formulated by Hippocrates, who  
wrote: “Whatever, in connection with my professional service, or not in connection with it, I 
see or hear, in the life of men, which ought not to be spoken of abroad, I will not divulge, as 
reckoning that all such shall be kept secret.” 20 
 
The principle has been formulated in many ways since then. It has been be expressed as: 
“Patients have a right to expect that you will not pass on any personal information which you 
learn in the course of your professional duties, unless they agree.” 21 
 
In a recommendation adopted in February 1997 by the Committee of Ministers in the 
European Council, it is stated that: 
 
“…it is desirable to regulate the collection and processing of medical data, to safeguard the 
confidentiality and security of personal data regarding health, and to ensure that they are 
                                                 
18 Overview of Attack Trends, CERT Coordination Center. 
19 Security of the Internet, CERT Coordination Center. 
20 Hippocrates. Hippocratic oath, 5th Century B.C. 
21 Security Engineering, Dr Ross J Anderson. 
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used subject to the rights and fundamental freedoms of the individual, and in particular the 
right to privacy;” 
 
It may be suitable to define some of the guiding principles regarding the security of medical 
data, with special reference to the questions raised in our study, based on the 
recommendations made in the above-mentioned report. 
 
In the recommendation, the expression “personal data” means any information that can be 
related to an identified or identifiable individual. An individual is not regarded as identifiable 
if identification requires an unreasonable amount of time and manpower. The expression 
“medical data” refers to data concerning the health of an individual. It also refers to data that 
have a close link to health as and to genetic data. 22 
 
It is stated that the respect of rights and fundamental freedoms, in particular, the right to 
privacy, shall be guaranteed when collecting and processing medical data, and that medical 
data must only be collected and processed if in accordance with appropriate safeguards.23  
 
Regarding the communication of medical data, it states that this shall not take place, unless in 
accordance with certain principles. These include that the data may only be communicated to 
a person who is subject to the rules of confidentiality incumbent upon a health-care 
professional. Data may be communicated if they are relevant and, amongst other things, if the 
communication is permitted by law and constitutes a necessary measure for public health 
reasons, or for the prevention of a real danger.24 Communication may take place if the data 
subject or his representative has given his consent to the communication, and if the data 
subject or his representative has not explicitly objected to any non-mandatory communication. 
Communication is also allowed if the data are collected in a freely chosen medical context, 
and if the purpose of the communication is not incompatible with the purpose, for which they 
were collected. Similar principles apply to the actual collection and processing of the data.25  
 
Concerning the security of personal data, the report states that appropriate measures, both 
technical and organizational, must be taken to protect the data against accidental or illegal 
destruction, accidental loss, and against unauthorized access, alteration, communication or 
other forms of processing. These measures must be reviewed periodically and must lead to: 
“…an appropriate level of security taking account, on the one hand, of the technical state of 
the art and, on the other hand, of the sensitive nature of medical data and the evaluation of 
potential risks.”  
 
Appropriate measures must be taken to ensure the confidentiality, integrity and accuracy of 
processed data, as well as the protection of patients. These methods include: 
 

∗ Control of the entrance to installations – preventing unauthorized access to 
installations used for data processing. 

 

                                                 
22 Recommendation R(97)5 of the Council of Europe, Committee of Ministers. 
23 Paragraph 3, Recommendation R(97)5, Committee of Ministers. 
24 Paragraph 7, Recommendation R(97)5, Committee of Ministers. 
25 Paragraph 4, Recommendation R(97)5, Committee of Ministers. 
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∗ Control of data media – preventing unauthorized reading, copying, altering or removal 
of data media. 

 
∗ Memory control – preventing unauthorized entry of data into the information system, 

or unauthorized consultation, modification or deletion of processed data. 
 

∗ Control of utilisation – preventing unauthorized use of data processing systems by 
means of data transmission equipment. 

 
∗ Access control – with a view to, on the one hand, providing selective access to data, 

and on the other hand the security of medical data, to enable the separation of different 
types of personal data – e.g. medical data, administrative data. 

 
∗ Control of communication – guaranteeing the possibility of checking which groups 

medical data can be transmitted to by means of data transmission equipment.  
 

∗ Control of data introduction – guaranteeing the possibility of checking who has had 
access to the system and what personal data have been introduced into the system, 
when and by whom. 

 
∗ Control of transport – controlling the unauthorized reading, copying, alteration or 

deletion of personal data during communication of personal data and the transport of 
data media. 

 
∗ Availability control – safeguarding data by making security copies. 

 
As can be seen from the above, this document provides extensive guidelines regarding the 
security of medical data, and can be taken as an overall guide when examining the questions 
raised in our study. 26 

2.5 Risks in medical systems 

According to the authors of For the record, concerns over privacy and security of electronic 
health information fall into two general categories.  
 
The first category is inappropriate releases of information from individual organizations. This 
can result from authorized users who intentionally or unintentionally access or spread 
information in violation of policy, or outsiders who break into an organization’s information 
system.  
 
The second category is systemic flows of information throughout the health care industry, and 
refers to the open disclosure of patient- identifiable data to parties that may act against the 
interests of a specific patient, or otherwise invade a patient’s privacy. These concerns arise 
from the many flows of data over health-care systems and problems associated with this 
category are outside the scope of our study. 

                                                 
26 Paragraph 9, Recommendation R(97)5, Committee of Ministers. 
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2.5.1 Capabilities of attackers 

The authors of For the record claim that health care services have little experience of 
protecting health information from technical attacks from outsiders since they have a short 
history of connection to public networks. They state that electronic records stored at 
individual organizations are vulnerable to two types of agents that seek to violate the security 
and confidentiality policies of an organization.  
 

∗ Internal agents are authorized system users who abuse their privileges by accessing 
information for inappropriate reasons or uses.  

 
∗ External agents are outsiders who are not authorized to use an information system or 

access its data, but who attempt to access or manipulate the data or to render the 
system inoperable.  

 
These agents are referred to as the organizational threat. Organizational threats take many 
forms and each type of threat has different motives, resources, initial access, and technical 
capabilities.  
 
Motives can be economic or non-economic. Patient records have economic value to insurers, 
employers and journalists. Non-economic motives can be curiosity about health status of 
friends, co-workers, celebrities; clandestine observation of employees; to find information 
about parties involved in interpersonal situations such as divorce.  
 
Possible attackers can range from persons with small financial and computing resources to 
well- funded agencies and organized crime. In between these are organizations with economic 
interest in gathering health data. The resources accessible to a likely attacker are those 
available to an individual or a small group according to For the record. 
 
Initial access considers the relationship of the attacker to the target data, before the attacker’s 
initiation of an assault. It can be divided into three categories: 
 

∗ Site access – the attacker does or does not have the capability to enter the premises 
where the data is available on a regular basis. 

 
∗ System authorization – the attacker does or does not have the authorization to use the 

information system. This can depend on site access – if an attacker does not have site 
access, it is probable he is not authorized to use the system. 

 
∗ Data authorization – the attacker does or does not have the authorization to access the 

desired data. This depends on system authorization; without system authorization, a 
person has no data authorization. 

 
Technical capability is usua lly not related to the outlined characteristics of access. The 
technical capabilities of potential attackers can be placed in three broad categories: 
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∗ Aspiring attackers – have little or no computer experience, but want to know more. 
They learn about attacks from popular literature. The techniques used are relatively 
unsophisticated, including: 

o Researching the target site by reading open literature and scouting the location 
o Masquerading as an employee to gain information or access 
o Guessing passwords, locating passwords, or watching users enter their 

passwords 
o Searching rubbish bins for information on security practices 
o Gaining entry to the desired premises as a temporary employee. 

∗ Script Kiddies – obtain standard scripted attacks and run them against informa tion 
systems. They have little or no real knowledge, and if the attacks fail, they can go no 
further. Most current scripts operate in standard Internet environments and this level 
can be directed against all products using the Internet. 

 
∗ Accomplished attackers – the worst risk, as they understand system vulnerabilities and 

can adapt attacks to situations where scripted attacks fail. An accomplished attacker 
gaining Internet access to an information system containing patient information is the 
worst possible scenario for a health care organization. 

 
The technical capabilities of attackers at each level are constantly evolving and improving and 
this means that methods of combating attacks must also evolve and develop. Techniques that 
once were the province of accomplished attackers are now available to script kiddies and will 
soon be available to aspiring attackers.27 

2.5.2 Organizational risks 

The authors of For the record discerned a number of distinct types of organizational threats. 
They are categorized with numbers 1 to 5, where five represents the most sophisticated. 
 

∗ Risk 1. Insiders who make “innocent” mistakes and cause accidental disclosures. 
This happens in many ways and is probably the most common source of breached 
privacy. It may be overheard conversations between care-providers, noticing test 
results for an acquaintance in a Lab report, information left on the screen of a terminal 
that is seen by a passer-by, misaddressed e-mails. 

 
∗ Risk 2. Insiders who abuse their record access privileges.  

Individuals who have access to health data and violate the trust associated with it. 
Health care workers are subject to curiosity in accessing information to which they 
have no right or need to know. Many cases have been uncovered where health care 
workers have accessed information about the health of family members or fellow 
employees. Information about public figures regularly finds its way into the media.  

 
∗ Risk 3. Insiders who knowingly access information for spite or profit. 

This arises when an attacker has authorization to some part of the system but not the 
desired data, and through some means gains access to that data. An example may be a 
secretary who uses the system to obtain access to a patient’s medical data. 

                                                 
27 For the record, National Academy Press. 
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* Risk 4. The unauthorized physical intruder. 

The attacker has physical entry to points of data access, but no authorization for 
system use or the desired data. This may be someone who disguises himself as a 
member of staff and uses a workstation or asks employees for health information. 

 
∗ Risk 5. Vengeful employees and outsiders, such as vindictive patients or intruders, 

who mount attacks to access unauthorized information, damage systems, and disrupt 
operations. 
This is the technical risk – an attacker with no authorization and no physical access. It 
may be someone who breaks into a system from an external network and extracts 
patient records. This is obviously dangerous only if medical records are accessed 
through an external network. Most health care providers are moving towards the use of 
networking, so this is a growing problem. This also encompasses the Denial of Service 
attack, installation of Trojan Horses in the system and infection by computer viruses.28 

2.5.3 Risks regarding confidentiality, integrity and availability 

Risks vary in their scope, which can be taken to mean the number of individuals affected. 
∗ Global risks to the privacy, integrity and availability of personal health information for 

a whole population already exist, such as the black market in personal health 
information.  

∗ Local risks affect the privacy, integrity and availability of clinical records kept by a 
health team. Such risks are equipment theft, fire, virus, and the disclosure of 
information to third parties by careless staff. These risks can mostly be contained by 
well-understood techniques such as staff training, offsite backup, and independent 
audit. Most of the security effort of a hospital will be devoted to these. 

 
At the policy level the priority is to assure that local risks do not develop into global ones, or 
aggravate existing global risks. 
 
Ross Anderson, plus many other authorities, maintains that the main threat regarding medical 
data comes from insiders. He also states that the present security of medical information is 
dependant on the fact that the record system is scattered and fragmented, but states that even 
now, systems are vulnerable to “social engineering” to gain information. The introduction of 
networking changes the risk profile. The danger created by aggregating records and the 
likelihood of abuse is confirmed by the experience of the USA.  
 
Anderson maintains that security is concerned with confidentiality, integrity and availability. 
Confidentiality is the privilege of the patient, who must consent to data sharing – if he allows 
the information to be kept on a computer system at all. Concerning the integrity of 
information, if information is corrupted, clinicians may make incorrect decisions, which may 
harm or even kill patients. If information is unreliable, in the sense that it may have been 
corrupted (even if it has not been), its value as a basis for medical decisions is diminished. 
Regarding availability, if information systems are unreliable, meaning that information may 

                                                 
28 Security in Clinical Information Systems, Dr. Ross J Anderson. 
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be unavailable because of system failure or sabotage, this also diminishes their value and 
restricts the use that may be made of them. He goes on to enumerate a number of threats. 
The likelihood of disclosure of information depends on its value and the number of people 
who have access to it. Aggregating data, in conjunction with the introduction of networking, 
increases both of these factors at the same time. This poses serious risks to the confidentiality 
of clinical information. 
 
In addition to risks regarding confidentiality, Anderson also lists other risks, concerning 
integrity and availability of clinical information. 
 

∗ Software bugs and hardware failures can corrupt messages. Failures in computer 
messaging systems are not always as obvious as failures in mail, fax and telephone 
systems. Studies indicate that without strong integrity controls, about one message in 
10 000 may be wrong; with poorly designed software, the figure could be much 
higher. 

∗ Higher error rates could result from the practice of sending lab results as unstructured 
email messages that are interpreted automatically. 

∗ A virus could destroy clinical information. It could also be used to make malicious 
changes to patient records. 

∗ Attackers might manipulate messages between two users. To intercept mail between 
users and modify it is possible and it is even easy to send emails apparently from 
someone else. 

∗ The greatest threat is from within the organization, and includes erasing records of 
misconduct, stealing information or committing fraud. 

∗ There will be greater motives for attacks on system integrity in cases such as if 
medical records are made available and used for the purposes of hiring and credit 
decisions. 

∗ If trust is eroded, some patients may suppress sensitive facts; this would lead to 
deterioration of the quality of input. 

 
Anderson maintains that a common mistake is to concentrate on “glamorous” but low 
probability risks, such as foreign intelligence agencies using techniques to detect 
electromagnetic radiation from computer monitors, or well-publicised hacking attacks on the 
Internet. Capable hackers can manipulate traffic and may log in to systems using password 
sniffing and address spoofing techniques. These attacks are rare, and the provision of a 
firewall will make them hard. A greater risk is that computers will be stolen from a surgery – 
over 10% of General Practitioners in Great Britain have experienced computer theft. Thus, it 
is important to make a distinction between vulnerabilities (things that could go wrong) and 
risks (things that are likely to go wrong).29 

3. Requirements according to Health Level Seven 

According to a framework produced by a working group within Health Level Seven (HL7), 
the following security services should be found in an overall security framework. This is 
based on a generalized definition of security, and security services, that has emerged during 

                                                 
29 Security in Clinical Information Systems, Dr. Ross J Anderson. 
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general work on Electronic data security, within many organizations, corporations and 
institutions.30 
 

∗ Identification and Authentication: This service supports the definition of entities (such 
as a person or system) and the corroboration that an entity is the one claimed.  
 

∗ Authorization and Access Control: This service supports the granting of rights, which 
includes the granting of access based on access rights and the prevention of 
unauthorized use of a resource.  
 

∗ Integrity: This service ensures that data or system software have not been undetectably 
altered or destroyed in an unauthorized manner or by unauthorized users. 
 

∗ Confidentiality: This service ensures that information is not made available or 
disclosed to unauthorized individuals, entities or processes. 
 

∗ Accountability: This service ensures that the actions of an entity can be traced. 
 

∗ Availability: This service ensures that information is accessible and useable upon 
demand by an authorized entity. 
 

∗ Non-repudiation: This service supports the provision of evidence that will prevent a 
participant in an action from convincingly denying his/her responsibility for the 
action. 
 

∗ Administration: Security policies must be managed. 

3.1 Security services for an overall security framework 

In this section, we are going to examine what has been stated in the literature on computer 
security about solutions for reaching a required level of security for medical information. We 
have chosen to divide the area according to the necessary security mechanisms proposed by 
HL7 in their framework for security services. There is at times a crossing of boundaries; if the 
several areas are seen as subsets of the set of computer security, it will be seen that many of 
the sets overlap, leading to the fact that certain measures belong to several sets. A mechanism 
for ensuring message integrity, such as a digital signature, can also be used to ensure 
confidentiality and non-repudiation. This leads to the fact that several of the points below 
appear under several headings. To illustrate this, see Figure 1, a table showing Security 
Services and Security Mechanisms, as shown in Health Level Seven’s Framework for 
security. 

                                                 
30 Security Services Framework, Health Level Seven. 
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Security Service Security Mechanism(s) 
Authentication (Peer and Data Origin) Digital Signature 
Authorization and Access Control Digital Signature, Access Control Lists 
Integrity Encryption, Digital Signature, Check Values 
Confidentiality Encryption 
Accountability Audit Trails, Logs, Receipts 
Non-repudiation Encryption, Digital Signature 

Figure 1, Security services and security mechanisms.31 

3.1.1 Identification and authentication 

Authentication regards verifying the identity of an entity that is the source of a request or 
response for information in a computing environment, and it is the central matter of concern 
for allowing access to health care information. 32 Ross Anderson states that strength of an 
authorization mechanism depends on whether outside access is possible. If a system supports 
Internet access, complex controls are needed.33  
 
The identity of a user can be proven with knowledge, as in the case of the user name and 
password, with possessions, such as a piece of hardware, or with personal attributes, such as 
fingerprints. The first category is normally favoured, as it does not require expensive 
hardware, nor physical objects carried by users. This knowledge must however be kept 
secret.34 The basic point here is that every individual must have a unique and individual user 
name/password for access and that these may not be transferred to any other person. 35 This 
allows individuals to be held accountable for all actions taken while logged on.  
 
The most important point to be taken into account here is that reusable passwords and ID:s are 
known to be weak and easily compromised in most organizations.36 Password authentication 
has several weaknesses: the password is transmitted in plain text; passwords are easy to guess; 
authentication is one way only.37 The greatest weakness is that anyone listening in on the 
communication path can get hold of the password that is sent from the user to the host. This 
can then be used in a replay attack. 
 
Authentication can be strengthened by requiring that a log on be facilitated with the help of 
physical possession of hardware, such as a smart card, or a device with a PIN-code that 
derives constantly changing passwords, such as used by the Internet bank. Authentication has 
been described as a recent verification of the identity of a principle, and it is said to have two 
components: identification and freshness. There are methods of ensuring the freshness of an 
authentication, by using cryptographic authentication.  

                                                 
31 Security Services Framework, Health Level Seven. 
32 For The Record, National Academy Press. 
33 Security in Clinical Information Systems, Dr Ross J Anderson.  
34 User Requirements, SEMRIC. 
35 Swedish Data Inspection Board report 2000:2. 
36 Security Services Framework, Health Level Seven. 
37 Report on Connection Methods, SEMRIC. 
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The basic idea here is to challenge the communicating partners to prove their identity by 
enciphering or deciphering some item with a private key known to be stored in some device. 
The private key changes infrequently, so the item to be enciphered/deciphered, called the 
challenge, must change for every execution. This challenge may be derived by using a real-
time clock reading, called a time stamp; from a counter that is incremented for every 
execution; from a random number generator (this is called a nonce). 
 
By using such techniques, a single-session login is achieved; even if network traffic is 
intercepted and recorded, the authentication data cannot be used again in a replay attack.38 

3.1.2 Authorization and access control 

Access control concerns the access a certain subject has to certain objects. This has been 
formulated by Ross Anderson as:39 
 

Principle 1: Each identifiable clinical record shall be marked with an access control list 
naming the people or groups of people who may read it and append data to it. The 
system shall prevent anyone not on the access control list from accessing the record in 
any way. 

 
The first problem regarding authorization and access control is deciding who shall be given 
access to clinical records. Some organizations allow broad access privileges to users, and 
make it clear that an audit trail is kept of each access, and that inappropriate use will be 
investigated and that sanctions will be applied for abuse.40 It is also stated that this approach is 
effective as a deterrent in organizations where the ethical background is strong. This approach 
is, however, a weak approach as far as outsider attacks are concerned, as outsiders are not 
deterred by organizational deterrents applicable within the organization. 
 
If a more restrictive approach is to be taken, there are different ways of defining the set of 
users that have access to clinical information. The commonest principle is that users may be 
given access to clinical information on a need to know basis. An example of this would be 
access control based on job role established at authentication. Health Level Seven 
recommends that both system function and content detail should be controlled by role.41 
 
Access to information may be given on the strength of membership of a group – meaning that 
all members of a certain category of staff at a certain clinic are given access to all records. 
This still means that records must be kept of which individual reads or alters a record, to 
avoid the harmful situation where it is not possible to attribute actions to individuals. A group 
should not be implemented by a shared password or by leaving a terminal permanently logged 
on.42 
 
The next problem is to decide how the authorization mechanism should work. Anderson states 
that in a heterogeneous distributed system, where cryptography is used as the primary control, 

                                                 
38 Report on Connection Methods, SEMRIC. 
39 Security in Clinical Information Systems, Dr Ross J Anderson. See Appendix 2. 
40 For The Record, National Academy Press. 
41 Security Services Framework, Health Level Seven. 
42 Security in clinical Information Systems, Dr Ross J Anderson. 
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access control could largely be embedded in the key management system.43 Keys are 
associated with a certain individual, and access rights can be based on the proved possession 
of a given key. This agrees with recommendations made by SEMRIC, where it is stated that 
local systems should verify all users before they are allowed access to resources, and that this 
verification should be based upon a verification of the digital signature of the health care 
professional. They suggest that the health care professional be granted some initial access 
rights to information and application resources, during log on and authentication to the local 
system. Each data item or function that the user can then reach will depend partly upon the 
initial authentication done.44 

3.1.3 Integrity 

The integrity of messages transmitted over a network is important. As we have written earlier 
in the report, integr ity has been defined as: the state that exists when computerized data is the 
same as that in the source documents and has not been exposed to accidental or malicious 
alteration or destruction. Regarding medical information, some messages are life critical, and 
it is therefore desirable in many cases to add an integrity check to messages.45  
 
Several sources suggest the use of electronic signatures to protect the integrity of messages. 
Health Level Seven state that electronic signatures should be used to sign submitted records 
and cryptographic digital signatures should be used when retrieving records, to ensure that 
records are not modified during the transmission process.46 This means that a record 
transmitted from a health care professional can be verified as having come from an identified 
principal, as it has been signed using that person’s individual key. The integrity of the 
message is also assured, as encryption enables integrity checks on messages. A record 
received by a health care professional can also be verified, by performing an integrity check 
based on the signature of the principal that sent the message. SEMRIC also suggest the use of 
digital signatures on messages, in order to protect the integrity of electronic health care 
records at all times.47  
 
The scope of the definition may also be expanded to include thoughts about the state of 
information within the storage system. It does not necessarily concern only the information 
that is transmitted over the network. Anderson states:48 
 

Principle 5. No one shall have the authority to delete clinical information until the 
appropriate time has expired. 

 
This concerns persistence and is primarily concerned with preventing the possibility of the 
traceless erasure of mistakes, as this would destroy the evidential value of a record. 
Information should be updated by appending, rather than deleting, and the most recent version 
should be brought to the attention of the clinician. Deletion should be reserved for records that 
are time expired. This also stops the possibility of an intruder to a system deleting records. 
                                                 
43 Security in clinical Information Systems, Dr Ross J Anderson. 
44 User Requirements, SEMRIC. 
45 Security in Clinical Information Systems, Dr Ross J Anderson. 
46 Security Services Framework, Health Level Seven. 
47 User Requirements, SEMRIC. 
48 Security in Clinical Information Systems, Dr Ross J Anderson. 
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3.1.4 Confidentiality 

This concerns the prevention of unauthorized disclosure of information, and this can be 
compromised in two ways. Our main interest is achieving confidentiality when transmitting 
data over public networks, but confidentiality can also be threatened by insiders. 
 
Encryption is the favoured method of protecting information transmitted over networks. The 
Swedish Data Inspection Board states that when sensitive data is transmitted via a data 
communication link, the data should be protected by encryption. 49 This is supported by Health 
Level Seven, 50 who state that all patient- identifiable data transmitted over public networks 
should be encrypted, and by SEMRIC,51 who state that the content of a message should be 
prevented from unauthorized disclosure at all times, and that messages can be encrypted to 
achieve this. 
 
Health Level Seven presents a use case scenario, largely equivalent to our case, where two 
trusted partners, or well-known sites, exchange messages. This means that communication is 
planned before hand and each system knows the network address and any other information 
about the other partner. They suggest the use of DES 52 or SSL53 to communicate between the 
partners. DES is suitable as only systems knowing the secret password would be able to 
communicate, and the exchange of keys is not a problem. SSL is suitable as each sender 
would know the certificate of who was supposed to send the message, and could check that 
the sender’s certificate agreed with that claimed in the message. 
 
Concerning internal threats to confidentiality, these can be accidental or deliberate, and may 
concern working over a network just as well as they concern working at the premises. 
Accidental disclosures are best countered by organizational measures to detect and deter 
abuse. These may be reminders about behavioural codes, confirmations of actions that may 
lead to disclosure, automatic log-outs, and screensavers.54 Deliberate abuse by insiders may 
be countered by appeals to ethics, education about what legitimate behaviour is, and meting 
out of punishment if abuse occurs. Strong user authentication, in conjunction with 
authorization mechanisms and audit trails are methods of preventing actions that may threaten 
patient confidentiality.55 One method to safeguard the confidentiality of stored information is 
local encryption, but access control to resources is considered more favourable.56 

3.1.5 Accountability 

Mechanisms for ensuring accountability should be in effect to allow the establishment of the 
identity of health care professionals involved in a transaction. This will gain importance, 
especially in cases where the granting of access to information is dependent on role and 

                                                 
49 Swedish Data Inspection Board report 2000:2. 
50 Security Services Framework, Health Level Seven. 
51 User Requirements, SEMRIC. 
52 See Appendix 3. 
53 See Appendix 3. 
54 For the Record, National Academy Press. 
55 For The Record, National Academy Press. 
56 User Requirements, SEMRIC. 
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context – assurance of the individual identity is very important for logging and accountability 
purposes.57  
 
Health Level Seven states that there should be retrievable audit trails that log all access to 
information, including time, date, and information accessed or function requested.. There 
should also exist a centralized audit facility for the entire software suite within the healthcare 
organization. They also state that over and above this, audit trails should be available for 
patient and clinician review on demand.58 The Swedish Data Inspection Board writ es that 
access to personal information should be logged. From the log it should be possible to see 
who had access to the data, time for the access and to which data the access was given. The 
contents of the log must be followed up to a requisite degree, and there must be routines for 
facilitating this.59 Ross Anderson writes: 
 

Principle 6. All accesses to clinical records shall be marked on the record with the 
subject’s name, as well as the date and time. An audit trail must also be kept of all 
deletions. 

This principle concerns attribution. When dealing with writing to a record, there must be an 
audit trail that allows the state of the record to be reconstructed as it was at any point in time, 
and all changes must be attributable. This can be achieved by making writing access append 
only and marking all write operations with the health care professional’s signature. All read 
accesses should also be logged, to enable tracing and punishment of breaches of confidence. 
If deletions are allowed, they must be logged, to enable attribution of deliberate destruction of 
material. This can also show the presence of an intruder to the system and his actions.60 
 
The authors of For the Record assert that among groups that are ethically motivated, such as 
health care providers, or among groups that can be influenced by sanctions such as job loss or 
legal action, the use of deterrents can be highly effective. They say that one of the most 
effective deterrents to abuse of patient information is the presence of the audit trail. The 
strongest factor influencing the effectiveness of the audit trail is having strong authentication 
of users with access to the system. Knowing that a health record has been retrieved 
improperly is of limited value if it is impossible to ascertain the identity of the individuals 
who have accessed the record. Further, it is important that the information in the audit trail is 
actually reviewed and analysed, and measures taken if abuse is discovered, even though the 
very existence of an audit trail, and the suspicion that the information in it may be analysed 
does have some benefits.61 

3.1.6 Availability 

Availability concerns the prevention of unauthorized withholding of information or resources. 
To ensure the accessibility of information, it is necessary to prevent Denial of Service, which 
often entails an attacker who prevents availability by disabling a server thereby stopping 
availability of an application or service.62 
                                                 
57 For the Record, National Academy Press. 
58 Security Services Framework, Health Level Seven . 
59 Swedish Data Inspection Board report 2000:2. 
60 Security in Clinical information systems, Dr Ross J Anderson. 
61 For The Record, National Academy Press. 
62 Security in Clinical information systems, Dr Ross J Anderson. 
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To prevent Denial of Service from threatening the system an Intrusion Detection System 
(IDS) should be installed. These types of systems have several active countermeasures such as 
logging, alerting, session disruption, and filter rule manipulation. A session disruption could 
be created to reset or close each ends of an attack session. This prevents the attacker from 
causing damage but it does not prevent the attacker from launching further attacks. To prevent 
continued attacks some IDS sensors are capable to interact the filter rule of a router or a 
firewall. The IDS adds a new filter rule to block all inbound traffic from suspect IP-addresses 
and the attacking system are blocked from transmitting additional traffic to the victim.63 

3.1.7 Non-repudiation 

This concerns the provision of evidence to prevent a participant in an action from denying 
his/her responsibility for the action. According to Health Level Seven, records should be 
electronically authenticated. An electronic signature should be used to “sign” submitted 
medical records.64 It is also recommended that there should be mechanisms for ensuring the 
non-repudiation of origin and receipt of messages. The process of encrypting a message and 
signing a message by the use of an individual and unique key assures that the participating 
actor cannot later deny having taken part in an action. Audit trails also support the non-
repudiation mechanism.65 

3.1.8 Administration 

Organizational measures help to protect health information in a number of areas, including the 
making of formal policies; the creation of formal organizational structures; user education and 
training; and the specifying of sanctions for breaches of confidentiality. Formal policies 
establish the goals that technical measures serve and are at least as important as technical 
measures for protecting patient information. 66 Inadequate policies and a lack of technical 
measures are said to be responsible for greater breaches of privacy than accidental breaches 
caused by individual employees.67 Policies define appropriate use of information, create 
mechanisms for preventing and detecting abuse, define rules for disciplining offenders, and 
are most useful in protecting resources from abuse by insiders, though they even give 
guidance regarding protection against outside attackers.68 
 
Policy documents are most effective when they are in the form of easily accessible reference 
materials. Formal policy documents may include:69 
 

∗ Security policies, describing aspects such as goals for authentication and access 
control, and the organization’s risk assessment. Anderson describes a security policy 
as a document that is driven by an understanding of threats, and in turn drives system 
design, and that expresses clearly and concisely what the protection mechanisms are to 

                                                 
63 Active Defence, Chris Brenton and Cameron Hunt. 
64 Security Services Framework, Health Level Seven. 
65 User Requirements, SEMRIC. 
66 For The Record, National Academy Press. 
67 User Requirements, SEMRIC. 
68 For The Record, National Academy Press. 
69 Security Engineering, Dr. Ross J Anderson. 
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achieve. He recommends a security policy model (a statement of the protection 
properties that a system must have), which he calls the BMA (British Medical 
Association) model, which can be found in Appendix 2. 

∗ Confidentiality policies, describing the overall approach taken to protect information. 
These let users know that actions will be recorded and reviewed and that abuse will be 
penalised, in order to deter such abuse. 

∗ Policies to protect sensitive information, covering such information as can be regarded 
as extra sensitive, such as; records of mental health; records of drug and alcohol 
treatment; records concerning celebrities. This may in part be achieved by improving 
the security of the complete medical record. 

∗ Patient-centred policies can be used to inform patients of their rights regarding health 
records, and the existence of electronic health records. If patients make greater 
demands on the organization, it is likely that the organization will develop practices 
that protect information.  

Organizational structures must exist to develop, implement and enforce policies. Policies may 
be developed via a process where mixed groups take part. Ensuring appropriate representation 
of interests, such as users, technical experts, lawyers and patient representatives, is an 
important part of developing sound policy. Structures must exist for translating policies into 
practice, with key figures responsible for design, implementation and evaluation of security 
policies. The key to maintaining security in the system is a structure for granting access 
privileges, including granting rights to new staff members, for changing access rights when 
work responsibilities change, and the revoking of rights when employment ends.70 
 
Education and training are critical to protecting patient information. Training schemes are 
used for educating users, making sure policies and practices are put into everyday use, and 
reinforcing ideas of patient privacy. They help users understand their responsibilities and 
learn procedures for protecting information. Training may consist of training programs for 
new employees and refresher courses for long-time users. A key factor is annual retraining. 
Educational tools, such as a screen that appears when a user accesses sensitive information, or 
a reminder of a confidentiality policy that appears when the user logs in to the system, can be 
used to educate users as to possible security breaches. Users can be required to sign 
confidentiality agreements, to show that the user has read and understood, and is bound to 
follow, the organization’s confidentiality policy. 
 
The application of disciplinary measures described in formal policies is claimed to be most 
effective response to violations of confidentiality policies. To strengthen confidence in 
security measures, penalties must be applied for violations of policy, in a consistent and even-
handed fashion. External violations may be dealt with via law-enforcement agencies, whilst 
internal violations may be dealt with through internal measures or through legal action. It is 
suitable to distinguish between intentional and accidental breaches, to acknowledge the 
difference between malicious behaviour and carelessness, but since the internal threat is said 
to be much more serious than the external threat, well understood and rigidly applied 
sanctions are important signals to employees.71 
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Examples of other measures are the enforcement of software discipline, and system 
assessment. Virus checking programs should be installed on all servers, and downloads from 
the Internet should be limited. Considering the fact uncontrolled software on machines in the 
organization may introduce viruses, Trojan horses or other programs that perform 
unauthorized functions, it is important to enforce software discipline. One way of managing 
this is employee education. Another way is disabling floppy and CD-ROM drives on 
workstations, or running software census programs that record versions, configurations and 
checksums of software loaded on distributed machines. Concerning system assessment, it is 
recommended that audits be performed every month to examine system vulnerabilities and to 
verify procedures implemented to detect system vulnerabilities.72 
 
A system may be said to consist of a “trusted computing base” – the set of hardware, software 
and procedural components that enforce the security policy. Anderson states that: 
 

Principle 9. Computer systems that handle personal health information shall have a 
subsystem that enforces the above principles in an effective way. Its effectiveness shall 
be subject to evaluation by independent experts. 

 
This principle concerns the trusted computing base, and means that it must be ensured that 
security measures are effective in practice as well as in theory. It is important that a competent 
third party checks mechanisms such as those for authentication and access control, restriction 
of access to information in transit over a network etc. The design of the trusted computing 
base is a matter for the system supplier, and the smaller it is, the better, as smaller systems are 
cheaper to evaluate and less prone to bugs that compromise security. There are schemes such 
as ITSEC, under which national computer security agencies license commercial laboratories, 
but they are oriented to military systems, and evaluations under them may be expensive. 
Anderson claims that the level of exposure determines the level of evaluation and states that a 
level equivalent to ITSEC E4 is to be recommended for systems containing over 50 000 
patient records.73 
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4. Methods 

4.1  Information gathering 

This project has been performed as an empirical study. We have approached the subject 
through literature studies, by performing a case study at the x-ray clinic in Karlskrona, and 
through interviews. Our methods are explained in detail in the following sections. 

4.1.1 Literature studies 

We have concentrated on finding information especially relevant to the area of security in 
medical systems. Other relevant literature used in researching this thesis is about computer 
security, and risks and threats concerning communicating information via the Internet. We 
have also searched for information concerning these areas in computer magazines and on the 
Internet. The sources used are to be found in the list of references. 

4.1.2 Case study 

The first phase of our case study was performed at the x-ray clinic in Karlskrona. During this 
first meeting, the head of the x-ray clinic, Torgil Toft, presented the systems used at the clinic. 
Nurse Gunilla Sandén, one of the System Administrators, was also present during the 
presentation. Using the information gathered during the presentation we then collected 
information regarding the area of concern and tried to understand the information systems 
used at the clinic.  
 
We have performed two separate interviews with personnel at the x-ray clinic.  
 
Our first interview took place at the x-ray clinic. The persons interviewed were System 
Manager Ulf Johansson and nurse/System Administrator Gunilla Sandén. 74 
 
During our second interview, we interviewed another System Administrator, Hans Härwell. 
After the interview, he demonstrated the radiological information system for us.75 
 
These interviews started with open questions derived from the presentation by the personnel 
at the x-ray clinic and from our own reflections from our literature studies, which led to the 
formulation of follow-up questions during the interview. The goal with these interviews was 
to gain information about the x-ray clinic, get an understanding about the systems they use 
and what their intentions with this assignment were. 
 
Some questions regarding additional information about the technical issues were sent to IT-
technician Mats Jakobsson. 76 
 

                                                 
74 See Appendix 5. 
75 See Appendix 6. 
76 See Appendix 7. 
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4.1.3 Complementary information 

We have also performed a written interview with Lars Johansson, the head of the x-ray clinic 
at Astrid Lindgren’s Children’s Hospital. The questions for this interview were sent to him by 
e-mail. These questions were mainly derived from our interviews with the personnel at the x-
ray clinic at the Hospital of Blekinge, but also from our own reflections from our literature 
studies.77 

                                                 
77 See Appendix 8. 
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5. Case study - The x-ray clinic at Karlskrona Hospital  

5.1 Background 

Our project has been performed at the request of Blekinge County Council. The main task of 
Blekinge County Council, about 80% of their total operations, is the provision of Health and 
Medical Care services.78 The County Hospital Organization has two hospitals, one in 
Karlshamn and one in Karlskrona and there is one x-ray clinic at each hospital. 
 
The x-ray clinic at Karlskrona County Hospital is interested in implementing a solution that 
would allow radiologists on duty in the home to examine x-ray pictures and make diagnoses 
without travelling to the hospital. This involves logging in to the council’s Intranet and 
logging in to the radiology systems that are used internally within the council’s health care 
operations. The council is interested in an investigation of security aspects regarding the 
transmission of patient information over the Internet, via ADSL or broadband communication 
links. The concern is to protect the privacy and safety of the patient when sensitive 
information is transmitted over the Internet. 
 
The x-ray clinic in Karlskrona has about 80 employees (doctors, nurses, assistant nurses and 
secretaries) and they perform about 60 000 x-ray examinations every year. All kinds of x-ray 
examinations are performed in Karlskrona including mammography, isotope-, magnet 
camera- and blood vessel examinations. At the x-ray clinic, they also carry out treatment of 
constricted blood vessels and thromboses, especially in the legs.  
 
In Karlshamn the x-ray clinic has about 30 employees and perform around 30 000 
examinations per year. The most common x-ray examinations (including mammography) are 
performed there, while isotope-, magnet camera- and blood vessel examinations are 
performed in Karlskrona. The clinic in Karlshamn is staffed during the daytime but at 
evenings and on weekends the personnel has back-up duty in their home so that they can 
come to the hospital to perform urgent x-ray examinations. 79 
 
About six years ago, the x-ray clinics at Blekinge County Council implemented a 
Radiological Information System (RIS) called RADOS80, purchased from WM-Data. During 
2001, the clinic started to view and store digital x-rays using PACS81 (Picture Archive 
Communication System) from SECTRA. The version used on the diagnostic workstations in 
the x-ray clinic is called IDS5 7.2. There is also an SSL-based web solution for viewing 
patient data, that offers reduced functionality compared to IDS5 7.2.82 

                                                 
78 Landstinget Blekinge, [http://www.ltblekinge.se]. 
79 Landstinget Blekinge, [http://www.ltblekinge.se]. 
80 See Appendix 4. 
81 See Appendix 4. 
82 See Appendixes 5 and 6. 
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5.2 Hierarchy of control 

There are several levels of usage in the system, according to the following division. 
∗ Clinic Manager (Torgil Toft) – responsible for the administration of authorization 

within the system. 
∗ System Manager (Ulf Johansson) 
∗ System Administrators (Gunilla Sandén, Hans Härwell) 
∗ Users 

o Radiologists/Doctors 
o Nurses 
o Assistant nurses 
o Secretaries 
o Staff within other clinics 

 
The first three categories could also be considered users of the radiology system. Different 
categories of users have different duties and authorizations within the system. 83 

5.3 Authorizations 

All members of staff at the radiology clinic are authorized to view all patient data in the 
systems (RIS/PACS).  See figure 2. 
 
Category Authorization 
Doctors - View all patient information 

- Examine all x-rays 
- Make diagnosis 
- Confirm other radiologists diagnosis 
- Sign an examination 

Nurses/assistant nurses - View all patient information 
- Register letters of referral 
- Make appointments 
- Carry out examinations 
- Delete x-rays 

Secretaries - View all patient information 
- Record results in health care records 
- Unlock an examination to make changes 
- Register examination as locked (after 2nd signature) 

System administrators  - Adjust records of examinations 
- Delete an examination 

Fig. 2 Authorizations for staff within the x-ray clinic. 
 
Members of staff belonging to other clinics within the organization are also permitted to view 
information regarding radiological examinations. Different types of staff have access to 
different types of systems and information. 
                                                 
83 See Appendix 5 and 6. 
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Now, doctors in the orthopaedic clinic at the hospital in Karlskrona have access to the 
radiology system via a Clinic Station with IDS5 7.2. In the future, it is planned that other 
clinics can also be given access to IDS5 7.2 via Clinic Stations. The clinics where future 
access via IDS5 7.2 is planned are Thorax, Lung medicine, and Emergency treatment. 
 
There is also a possibility to view data from the PACS via the web solution. This solution has 
limited functionality compared to IDS5 7.2. All doctors within the hospital premises can see 
all registered patients via the web solution, but it is possible to impose limitations on the 
information available to any individual. 
 
Doctors at district medical care centres can view digital x-rays via the web solution - but only 
patients for whom they are responsible and have written letters of referral for (the doctor can 
also delegate authority to a nurse to allow viewing patient information via the web solution). 
The staff member receives a password to the Web-solution after filling in an application form 
that is sent to the IT-division, who sends a password to the user by mail.84  

5.4 Passwords and user names 

When a member of staff is working at the hospital, the procedure for logging in is as follows: 
Each staff member must log in to the County Council’s Intranet with a user name and 
password. To work within the radiology systems, it is required to log in to RADOS, PACS 
and the web solution. Each separate system requires a separate password to login. 

 
User names are constructed as follows. A user name consists of the first two letters in the staff 
member’s first name, the first two letters in the surname, and an abbreviation of the clinic 
name. 
 
A user can choose his or her own password for RADOS, and the user must change the 
password every second month. There are no explicit rules for how a password should be 
formulated. The system will accept all chosen passwords. 
 
For PACS there are no rules that make users to change a password at any given time, and 
indeed, it is only possible for a staff member to change the password by asking the System 
Administrator to do it via WISE-tools. The system accepts all types of passwords.  
 
There are no limits for the number of unsuccessful logins that are allowed before a user is 
excluded from the system. 
 
There are plans to include PACS in a single password login that would include several other 
systems within the County Council’s Intranet.85  

                                                 
84 See Appendix 5 and 6. 
85 See Appendix 5, 6 and 7. 
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5.5 Administration and logging 

The personnel at the x-ray clinic claimed that they did not have: 
∗ Security policy 
∗ Handbooks in security 
∗ Education in computer security 
∗ Security agreement 

 
None of the persons we interviewed knew much about the log. We were informed that all 
operations within the system were logged but they did not have much knowledge about how 
the log was used. The only example of how to use the log was used was a purely technical 
application, when a disk failure occurred, a message automatically is sent to SECTRA. 86  

5.6 Scenario 1 – the work process at the x-ray clinic 

To illustrate the process of working within the radiology clinic at the present day, we will 
show the steps involved in the admission and treatment of patients as below:87 

1. A doctor writes a letter of referral. 
2. The patient gets an appointment for the examination via the time booking system in 

RADOS (no time booking if the cases of emergency). 
3. The patient arrives at the x-ray clinic. 
4. The letter of referral is scanned and a copy is inserted into PACS. 
5. X-rays are taken. When the letter of referral is scanned and the x-rays are taken, it is 

possible to see the letter of referral in PACS. 
6. A doctor examines the x-rays and makes his diagnosis. This is dictated so that a 

secretary can write the diagnosis in the patient’s health care record. 
7. The diagnosis has to be confirmed by another doctor to avoid the possibility of 

mistakes. When the diagnosis is confirmed, a signature is put on the letter of referral. 
This usually takes place the same day. 

8. A secretary receives the letter of referral and signs the case file in RADOS. This 
means that the examination is complete and now it can be filed in PACS. 

9. Now the status in PACS is set to “filed” and the examination is difficult to delete (the 
system administrators can delete an examination).  

10. Additions can be made to a “filed” examination. The doctor can dictate an addition, 
which is then added to the record by the secretary, who first has to “unlock” the case 
file. 

11. The examinations that take place during the working day are stored in a RAID file 
system. At night, all files are backed up to tape. After a certain amount of time, an 
examination is removed from the RAID storage, to be replaced by newer cases. 

                                                 
86 See Appendix 5 and 6. 
87 See Appendix 5 and 6. 
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5.7 Scenario 2 – working from home today 

Today, the head of the x-ray clinic and the System Administrators have laptop computers, so 
that they can work from home. This consists mainly of assistance when problems arise at the 
x-ray clinic and the staffs there needs help. These problems are not necessarily of a medical 
nature, they can also be problems with file cases, which need to be rectified by the System 
Administrators. The head of the x-ray clinic has software installed to enable the use of IDS5 
7.2. The System Administrators have access to administrative tools such as WISE-tools, to 
enable system administration to work from the home.88  
 
Connection to the County Council’s Intranet is via a Remote Access Service (RAS) 
connection. In the present system, no use is made of the encryption protocols that can be used 
in a RAS connection. The connection is made via PPP (Point to Point Protocol), and is 
therefore not encrypted. It is up to each department to decide whether the network traffic 
needs to be encrypted or not (there are no guidelines from the IT-division). Authorization 
within the system is based partly upon the individual user, partly upon an assigned IP-address, 
which is allocated by the IT-section of the County Council. 
 
To verify which programs are installed on the computer used whilst working from the home, 
and to see if the user installs new programs, there is a client program installed on the 
computer, which communicates with software on the organization’s servers, to check what 
has been installed. It is permitted to install programs but the system checks to see what has 
been installed. They are also permitted to surf the Internet from the laptop 89 
 
The laptop does not have a stand-alone virus program installed and no firewall of its own, but 
it uses the virus program at the County Council’s Intranet. This means that the computer is 
scanned for viruses using up to date virus signature files every time the user logs in. No 
information is stored on the laptop’s hard disk, all information is stored temporarily on the 
computer’s RAM memory, and disappears when the computer is turned off. 
 
After 30 minutes of inactivity, the user is automatically logged out of the hospital’s system. 
 
The process of working from home can be described as below:90 

1. The user starts and logs in to his laptop computer. 
2. By clicking on an icon on the desktop, a connection is made to the County Council’s 

Intranet, using a RAS connection. 
3. Access is given to the Intranet via a port opened in the County Council’s server, which 

is used for all traffic to the Intranet from outside sources. 
4. A login page appears where the user has to enter his user name and password to login 

to the Intranet. 
5. When access is gained to the Intranet, the user can perform all authorized actions 

within the County Council’s systems. Authorization is given in consultation with the 
senior doctor. 
∗ It is possible to login to PACS via the web-solution 

                                                 
88 See Appendix 5 and 6. 
89 See Appendix 7. 
90 See Appendix 5 and 6. 
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∗ The head of the x-ray clinic can login to PACS via IDS5 7.2 
∗ System Administrators can use WISE-tools to administrate the system 
∗ Users can login to RADOS. 

5.8 Scenario 3 – working from home in the future 

In the future, the County Hospital Organization wants to be able to use ADSL or Broadband 
connections for doctors on duty in the home. The staff wants to be able to work with IDS5 7.2 
instead of the web solution, which offers reduced functionality compared with IDS5 7.2.  
 
For example if a radiologist at the x-ray clinic examines a x-ray and is uncertain and needs to 
consult another radiologist it will be possible for the radiologist with back-up duty to give a 
second opinion from his/her home, without travelling to the hospital.91 This method of 
working has already been introduced at Astrid Lindgren’s Children’s Hospital.92 
 
The hospital is introducing a new method of gaining access to the network. This is facilitated 
by means of a hardware device that communicates with the server to create a single session 
password.93 

5.9 Details from policy documents 

According to policies written by the County Council, it is apparent that the Council is 
conscious of the risks that equipment used in the home is used for other purposes than work. 
 
It is stated that the resources to be made available from the home environment must be 
decided based on considerations regarding computer security and the technical prerequisites 
for fulfilling it. Decisions regarding which applications and which segments of the Council’s 
network are made available when working from the home are made by the County Council’s 
IT-division, as they are responsible for strategies concerning Computer communication and 
security. 
 
Employees are not allowed to use their own private equipment to connect to the Council’s 
Intranet. 
 
As a rule, the installation of any software on the computer provided by the Council for 
working from the home, apart from that provided by the employer is not permitted. 
 
It is stated that employees working from the home must sign an agreement where it is stated, 
amongst other things, that the equipment is not to be used for any other purposes than work, 
and that no other software than that provided by the Council may be installed on the 
equipment.94 
 

                                                 
91 See Appendix 5 and 6. 
92 See Appendix 8. 
93 See Appendix 5 and 6. 
94 Riktlinjer inom Landstinget Blekinge för arbete i och från hemmet. Rev 1996-06-10. 



 
VIEWING PATIENT’S X-RAYS IN THE RADIOLOGIST’S HOME 

 
 

 

34 

In a security policy approved by the County Council in 1995, it is stated that handbooks 
concerning computer security, which state rules regarding access to information, should be in 
existence and should be followed by all members of the organization. It is also stated that it is 
important that members of staff are given continual instruction and training in IT-security, to 
ensure that a balanced view and consciousness regarding security. 95 

                                                 
95 IT-säkerhets policy för landstingets informationssystem och datanät, LS §336/1995. 
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6. Results 

6.1 Analysis 

In this part of our analysis, we will analyse our findings regarding the requirements and 
solutions for computer security, together with the facts that have come forth in our case study 
of the x-ray clinic. Based on these findings and the comparison between the desirable 
situation and the present day situation, we will present suggestions to the clinic for points to 
be considered when implementing the new system for working from the radiologist’s home. 
We will split the area into the same divisions as we have used earlier in the report and 
compare area by area. 

6.1.1 Identification and authentication 

Suggested practices 
Mechanisms for controlling access to a system where outside access is supported must be 
complex. Individuals must have unique user identities which are proven in a reliable way. 
Correct identification of the individual involved and freshness of the attempt must be ensured. 
Reusable passwords have weaknesses and are not sufficiently reliable, so suggested practice is 
to authenticate a user with the help of cryptographic authentication, with the help of a 
hardware device to achieve a single session login. 
 
Current practices and recommendations for the future  
The present method of logging on to the Council’s Intranet from the home via user names and 
passwords transmitted unencrypted over the Internet.  
 
A new working method is in the process of being introduced, whereby users are authenticated 
via a single-session login, facilitated with the help of a hardware device using a private key. 
The new method will thereby fulfil the suggested requirements. 
 
We recommend that single-session login will be implemented for all users before the new 
working method is introduced. 

6.1.2 Authorization and Access Control 

Suggested practices 
Access to records should be based on an access control list. Anyone not on the control list 
must be prevented from accessing the record. Access rights may be based on membership of a 
group, such as job role established at authentication. Where cryptography is used as the 
primary control, this can be made on the strength of proven possession of a given key, 
associated with a unique individual.  Whatever a user has access to should be dependent on 
the initial authentication. Local systems should verify all users, based on the verification of 
the user’s digital signature. 
 
Current practices and recommendations for the future  
The present situation at the x-ray clinic is that users are given access to records, and have 
authorization to perform certain tasks, based on job role. Users belong to groups, and groups 



 
VIEWING PATIENT’S X-RAYS IN THE RADIOLOGIST’S HOME 

 
 

 

36 

have access lists and authorization. The authorization is performed based on user names and 
passwords.  
 
The introduction of the new working method with single-session login based on a private key 
stored in a hardware device should make possible the introduction of stronger authorization 
mechanisms based on the user’s private key. 
 
We recommend that the County Council implement a scheme where authorization within 
separate systems within the Intranet is based on the user’s private key, established at logon 
and authentication. 

6.1.3 Integrity 

Suggested practices 
Owing to the character of medical messages, and the fact that they may be life critical, digital 
signatures based on a key structure should used to protect the integrity of messages, and 
cryptography should be used when transmitting records. Digital signatures should be used to 
sign submitted records, and when retrieving records.  
 
Information stored within a system should be updated by appending, rather than deleting, to 
prevent the possibility of traceless erasure of mistakes. 
 
Current practices and recommendations for the future  
In the present situation, it appears that the IDS5 7.2-system does not support any of these 
recommendations. There is no key structure in operation within the radiology system. Digital 
signatures are therefore not used to sign messages; messages are not encrypted and cannot be 
verified by the use of checksums.  
 
According to our interviews, it appears to be the case that a System Administrator can delete 
records from the system. We were unable to ascertain if the record was permanently deleted 
from the whole system, or whether it was simply made unavailable to the users. If it really is 
the case that records can be permanently deleted, this would contravene the recommendation 
that amendments be made by appending rather than deleting. 
 
Bearing these factors in mind, we recommend that when the new working method is 
introduced that the technique enables the encryption and signing of messages, using a key 
structure. We also recommend investigations to be made into the possibilities of permanent 
erasure of records, and amending the system rules if this really is possible. 

6.1.4 Confidentiality 

Suggested practices 
All patient- identifiable data transmitted over public networks be encrypted. The use of DES 
or SSL96 is recommended as being appropriate in cases such as the one studied here. 
 

                                                 
96 See Appendix 3. 
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Threats from internal parties can be accidental or deliberate. Accidental disclosures are best 
countered by organizational measures such as reminders about behavioural codes, 
confirmations of actions that may lead to disclosure, automatic log-outs and screensavers. 
Deliberate disclosure is prevented mainly by appeals to ethics, training, and punishment for 
abuse. Strong authentication, coup led to access control and audit trails are effective measures 
to prevent wrongful actions. 
 
Current practices and recommendations for the future  
Transmissions over the Internet are not common in the present situation, but those that do 
occur are not encryp ted. There are possibilities to do this in the present system, by using the 
protocols available in the RAS connection, even though these do have certain limitations, but 
no use is made of them. It would appear to be up to the clinic itself to request this from the IT-
division, and this has obviously not been done. The use of the web based solution presently 
available for viewing x-rays makes use of the SSL protocol, and therefore offers encrypted 
communication, but this does not include the Radiology Information System RADOS, which 
also contains patient- identifiable data and which is also used in conjunction with the web 
based system. 
 
Regarding other measures, a user who is connected to the Intranet via the Internet is logged 
out of the system after thirty minutes of inactivity. Users do not appear to be given reminders 
concerning behavioural codes. Strong methods of authentication are not yet in use, although 
they are being introduced; access controls are in place, but we consider that they need to be 
strengthened; and audit trails are made, but according to our interviews, no-one really knows 
what is logged, or what use is made of them. We return to this in the next section. 
 
The most important measure here would appear to be the introduction of encryption for 
connections over the Internet, when the new working method is introduced. This can take 
many forms, and we have not studied this in detail, but it has been suggested that this can be 
achieved satisfactorily by the use of DES, SSL, or PGP 97, or by the use of some type of 
Virtual Private Network (VPN)98. Furthermore, we suggest that users are given information in 
everyday situations regarding the problems associated with confidentiality and 
communications over the Internet. 

6.1.5 Accountability 

Suggested practices 
Assurance of identity is important for logging and accountability purposes, especially where 
access to information is based on membership of a group, and is dependent on strong methods 
of authentication. Audit trails should be in effect, that log all access to data, with time, date, 
information accessed, and user. There should be a centralized audit facility for all software 
within an organization, and the contents of the log must be followed up to a requisite degree. 
Write accesses should be append only, to avoid deletions of information, and should be 
marked by the user’s signature. Read access should be logged, for tracing of and punishment 
for abuse. An audit trail can be a powerful deterrent to the abuse of information by insiders, 

                                                 
97 See Glossary of Terms. 
98 See Glossary of Terms. 
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but this is dependent on the fact that users know of the existence of the audit trail, know that 
the audit trail is reviewed and analysed and that abuse will be punished. 
 
Current practices and recommendations for the future  
According to our interviews, actions within the systems used in the radiology clinic are 
logged in an audit trail. There seemed to be, on the other hand, uncertainty as to what was 
logged, and what use was made of the log files. We could not get detailed information from 
the interviewed members of staff concerning what was recorded in the log files, or to what use 
they were put. The opinion seemed to be that most actions within the system were logged, but 
that little use was made of the audit trail. Strong authentication based on private keys is not 
supported by the present system, but the extended system should be able to support this type 
of authentication. 
 
One of the main purposes of a log file is to deter misuse of information. Our recommendation 
is that greater use is made of the audit trail, that procedures are formulated for analysis of the 
log files, and that users are informed of the fact that actions will be investigated, and that 
misuse will be penalised. If the audit trail is to be of any practical use, the users of the system 
must be convinced that the log files are examined, and that punishments will be meted out in 
case of abuse. This should be supported by the introduction of the new authentication system 
with single-session passwords, to ensure strong authentication and the ability to attribute 
actions to individuals. 

6.1.6 Availability 

Suggested practices 
This area is, as stated earlier in our report, somewhat outside our main area of study. We have 
therefore little to add here, apart from general recommendations regarding the installation and 
maintenance of anti-virus programs, the operation of an Intrusion Detection System, and other 
measures to enable the avoidance of the type of threats that are common within the Internet 
environment, such as those taken up by CERT/CC in their bulletins. 
 
Curre nt practices and recommendations for the future  
As we have stated earlier, we have little knowledge of the measures taken within the IT-
department to ensure availability, apart from the presence of virus detection software within 
the system. We can therefore not give any concrete recommendations for this field. 

6.1.7 Non-repudiation 

Suggested practices 
Digital signatures should be used to ensure non-repudiation. Records should be signed using 
digital signatures, so that a principal cannot deny involvement in a transaction. Messages 
should be encrypted and signed by the use of a digital key, to ensure non-repudiation of origin 
and receipt of messages. The audit trail also supports non-repudiation mechanism. 
 
Current practices and recommendations for the future  
The only mechanism in force today is the use of an audit trail to log actions within the system. 
There is no mechanism for encryption of messages with the use of private keys, or for digital 
signatures for messages. 
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The new single-session login based on the possession of a private key should facilitate the 
non-repudiation service, since strong authentication ensures that actions recorded in the audit 
trail are attributable to an individual. The introduction of a key management structure will 
ensure the capability to encrypt and sign messages, ensuring the non-repudiation mechanism. 

6.1.8 Administration 

Suggested practices 
This is probably the largest single section in this part of the report, and that should be seen as 
a direct confirmation of the fact that administrative measures are the foundation for the whole 
security system. If the administrative measures are insufficient, there is no stable foundation 
on which to build a secure system. This is especially true, since the majority of come from 
within an organization, and administrative measures are the most efficient way of regulating 
practice within an organization. 
 
Formal policies should be formulated, and made available to users in the form of easily 
accessible reference materials that are introduced to staff when employment starts, and are 
continually referred to in training and internal communications. These may include security 
policies, and confidentiality policies. Organizational structures must exist to develop, 
implement and enforce these policies. 
 
Education and training are critical to the protection of patient privacy and information 
security. Training schemes must be created, which consist of courses for new users and 
refresher courses for old users, to educate system users about policies and practices, and to 
raise the level of consciousness regarding patient privacy.  
 
Disciplinary measures must be described and applied in cases where abuse is detected. This is 
especially important, since the internal threat is considered more serious than the externa l 
threat, and rigidly applied sanctions are important signals to employees. 
 
Software discipline and system assessment should be enforced, including restricting the 
downloading of software to machines connected to the network. Programs should be installed 
to check the state of machines in the network, to see if software has been installed. Virus 
checking programs should be installed. The network should be scanned for unauthorized open 
ports. The system should be assessed regularly for vulnerabilities. 
 
The security of the working method should be assessed by independent experts, according to 
independent standards. A given level of security should be achieved, depending on the size of 
the system. 
 
Current practices and recommendations for the future  
The first thing to mention here is, we feel, the lack of explicit policies regarding computer 
security within the x-ray clinic. The information we have been given is that policies are 
formulated in conjunction with the introduction of new working method, so a policy should be 
formulated when the new working method for communication with the radiologist’s home is 
introduced. There is, however, already a system in existence, which facilitates outside access 
to the radiology systems, and there are no available policies regulating operations. Neither 



 
VIEWING PATIENT’S X-RAYS IN THE RADIOLOGIST’S HOME 

 
 

 

40 

does the staff have access to general policies regarding computer security in conjunction with 
their daily work, which involves computerized patient information. One of the interviewees 
expressed that the work within the clinic is guided by “common sense”. 
 
Policies in existence within the County Council state that handbooks regarding computer 
security, detailing rules regarding access to information, should be in existence and should be 
followed by all members of the organization. The importance of continual instruction and 
training to ensure a balanced view and consciousness regarding security is also stressed. 
There are no handbooks, and they can therefore not be followed by users. There are no 
structures for continual instruction and training of users regarding security. 
 
It is obvious that there is awareness within the County Council that risks are associated with 
the use of computer equipment in the home. Policies state the following things. Access to 
resources from the home must be decided based on security requirements and possibilities for 
fulfilling them. Employees are not allowed to connect to the Council’s Intranet using their 
own private equipment. Employees should sign an agreement that the equipment is not to be 
used for any other purposes than work, and that no other software other than that provided by 
the IT-division is to be installed. 
 
It is also obvious that not all of these principles are followed. According to our studies, users 
have not signed any agreements regulating the use of computers in the home. Users surf on 
the Internet using the work computer, and download software to their computers. There is a 
software census program installed on the Council’s system, which checks what has been 
installed on the computer used to connect to the system, but bearing in mind the fact that 
techniques available to intruders are often ahead of protection measures, it still seems to be a 
security risk to allow this practice.  

6.2 Recommendations to the County Council 

If the x-ray clinic within Blekinge County Council wants to ensure a level of Computer 
Security in accordance with the recommendations that we have collated here, when the new 
working method is introduced, it is necessary to take into account the following measures. 
These concern areas where the present systems does not fulfil the requirements stated.  
 
These measures are aimed especially at the new area of concern that an addition to the system 
will entail; some measures deal specifically with this area, the introduction of an outside 
connection to the system; some measures concern the everyday operations within the systems, 
but are made more important due to the fact that the system is being extended. The 
suggestions are not a model for a complete security policy for the whole system, but should be 
seen as a partial solution within the complete area.  
 
Our recommendations, not necessarily in order of importance, are: 
 

∗ Make sure the new working method uses a single-session login. 
∗ Make sure the device for password generation is kept in a safe place, and that the PIN-

code is kept secret.  
∗ Produce policy documents that are accessible and usable for all users. 
∗ Write handbooks in computer security. 
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∗ Make sure the users receive sufficient education and training in computer security, and 
raise levels of awareness regarding penalties for abuse. 

∗ Make use of audit trails and penalise those who misuse the system. 
∗ Make users sign a security agreement. 
∗ Stop users from installing programs on the computer used to connect to the system. 
∗ Create a system for key management and digital signatures. 
∗ Introduce encrypted communications between the radiologist’s home and the 

Council’s system. 
∗ Make sure that records are not actually deleted, that amendments are made by 

appending, not deletion. 
 

6.3 Validity of our hypothesis 

 
Our hypothesis “By transferring digital x-rays across the Internet to the radiologist’s home, 
the Blekinge County Council can facilitate the radiologist’s work, and if a properly designed 
system is used, this will not endanger the patients’ privacy and security” is not possible to 
prove. It is not possible to build such a system without threatening the security or privacy of 
the patient, not with the techniques that are available today, bearing in mind that techniques 
available to attackers are usually ahead of the measures to counter them, and the fact that 
crimes cannot ever be stopped, whether committed by insiders or outsiders. There will always 
be a residual risk, even in the safest networked system. We still believe that it is possible  to 
reach an acceptable security level by analysing the risks and designing solutions according to 
these. 
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7. Discussion 

 
Our goal in writing this thesis was to be able to present a list of recommendations to the x-ray 
clinic, regarding how to achieve the security of patient data communicated over the Internet. 
We wanted to present a list of requirements that the x-ray clinic should fulfil to achieve an 
acceptable level of security when the radiologists on back-up duty are viewing patient’s x-
rays and making diagnoses from the home. In this thesis, we believe that we have reached our 
goals, and we have presented a list of recommendations to Blekinge County Council, 
according to valid theories and recommendations within the Health Care area.  
 
We have chosen a high security level for our recommendations. There are several reasons for 
this choice: 

∗ It is of vital importance for the well being of patients 
∗ It is in accordance with recommendations made by authorities within the area 
∗ It is in accordance with recommendations from, amongst others, the Swedish Data 

Inspection Board and the EU-commission 
∗ It is in accordance with standards for Health Care, as for instance Health Level Seven 

and SEMRIC 
 

Our interview with Astrid Lindgren’s Children’s Hospital99 also supports our choice of 
security level. They are now introducing a safer system and working method than they 
initially implemented, with authentication and key management via a PKI (Private Key 
Infrastructure) server and login with single password completed with a VPN (Virtual Private 
Network) client. 
 
In our analysis we have presented some points where that the present system and working 
method does not fulfil the requirements stated. We do not believe it is necessary to amend all 
of these points immediately. Below follow the measures that we think should be introduced 
today and utilised in the new system: 

∗ Ensure that the new working method uses a single-session login 
∗ Produce an updated security policy especially for this working method 
∗ Prioritise user education and handbooks in security 
* Stop the downloading of software to computers used for work in the home (or permit 

downloading only in consultation with the IT department) 
∗ If RAS is used, use the existing protocols, Point-to-Point Tunnelling Protocol (PPTP), 

for hiding information content.  
∗ Make users sign a security agreement 
∗ Make sure that records are not actually deleted, that amendments are made by 

appending, not deletion 
 
In the future, we think that the following measures should be introduced: 

∗ Key management, Private Key Infrastructure (PKI) 
∗ Virtual Private Network (VPN) 

                                                 
99 See Appendix 8. 
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∗ Encryption, such as Secure Socket Layer (SSL), Data Encryption Standard (DES) or 
Pretty Good Privacy (PGP) 

 
It is one thing to introduce a raised security level but there are still some difficult problems to 
solve. How should a reasonable security level be maintained in a way that the staff members 
accept and do not try to circumvent? What should be done if the employees do not follow the 
existing “rules”? Which kinds of sanctions should be applied if the rules are breached?  
 
Monitoring staff actions by, for example, logging what employees do is a controversial and 
much debated question that has two perspectives - the employer perspective and the employee 
perspective. The employer wants to have high security in the systems and the employee wants 
to have some privacy at work and does not want to feel superintended and controlled. It is 
therefore a difficult task to find a reasonable balance between control and privacy. 
 
As recommendations for future study, we would suggest studying how the user apprehends 
this security system and how it works in practical everyday work. A further study could be 
how to develop methods for checking audit trails automatically and generating warnings when 
untoward actions are taken.  
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Glossary of terms 

Access control list  A list that stores information on users and what resources they are 
allowed to see. 
 
Asymmetric cryptography  A form of cryptography involving the use of two different keys 
so that a message encrypted with one key can only be decrypted with the other key. 
 
Audit system  Comprehensive system for analysis of Audit Trail. 
 
Audit trail  Logs, written documents, and other records that demonstrate the activity and 
usage of a particular system. Audit trails are of chief importance when conducting an 
investigation. Without at least a minimal audit trail, a system administrator has almost no 
hope of catching a cracker. An audit trail, in simple terms, is evidence. 
 
Checksum  Numbers summed according to a particular set of rules and used to verify that 
transmitted data has not been modified during transmission. 
 
CEN TC251 Working Group 6 (WG6)  WG6 is represented by the Directory of the 
European Standardisation Requirements for Healthcare Informatics and Telematics and in 
charged of managing the development of security and confidentiality standards for health 
information. WG6 has completed a pre-standard, Security Categorization and Protection of 
Healthcare information Systems (COMPUSEC), and a digital signature standard. 
 
Cipher text  The unreadable form of an original plain text message after it has been 
encrypted. 
 
Data Encryption Standard (DES)  Encryption standard by IBM, developed in 1974 and 
published in 1977. DES is the U.S. government standard tool for encrypting non-classified 
data. (See Appendix 3) 
 
Decryption  The process of converting unreadable cipher text back into its original, readable 
plain text form: a form of descrambling  
 
Denial of Service (DoS)  A type of attack that results in depriving legitimate users access to 
resources they are entitled to; the attacker typically gains nothing of value other than the mere 
satisfaction of disrupting normal operations on the target system. 
 
Digital certificate  An electronic credential consisting of a specially formatted message that 
can be used to authenticate the identity of a message sender or receiver over a computer 
network; X509v3 is a commonly used international standard for digital certificates which 
provides a means for binding the certificate owner's identity with that owner's public key. 
 
Digital signature  The electronic equivalent to a handwritten signature: typically this takes 
the form of a hash value calculated for a given message that has been encrypted with the 
sender's private key; the receiver can use this information to determine whether the message 
has been tempered with, and to verify that It cam from the expected sender. 
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Distributed Denial of Service (DDoS)  A Denial of Service (DoS) attack that emanates from 
many different locations on a computer network simultaneously; the multiplicative effect of 
this attack scenario is potentially more devastating than a typical DoS attack. 
 
Domain Name System (DNS)  A system of servers in an IP network that can convert 
alphanumerical domain names into their numeric IP address equivalents.  
 
Electronic signature  See digital signature 
 
Encryption  The process of converting an original plain text message to an unreadable cipher 
text form: a form of scrambling. 
 
Firewall  A combination of hardware and software used to make access control decision 
about traffic on a network to enforce a uniform policy at the point connecting the network to  
other networks. 
 
Health Level Seven (HL7)  The HL7-group is an organization that has specialized in 
messaging standard for exchanging information between applications within health care 
organizations. The group has focused on security services that ought to be expected in an 
overall security framework. 
 
Hyper Text Transfer Protocol (HTTP)  A protocol used to traffic hypertext over the 
Internet, and the World Wide Webs underlying protocol. 
 
Internet Protocol (IP)  The networking protocol that forms the basis of the Internet; other 
protocols such as TCP and UDP are carried over IP. 
 
Internet Service Provider (ISP)  An entity that offers, for a fee, a server computer and the 
software needed to access the Internet. 
 
Intrusion Detection System  An Intrusion Detection System (IDS) is a system used to 
prevent intruders from gaining access you a system. These types of systems are also capable 
to interact with firewalls and routers in order to block attacking hosts. 
 
Internet Printing Protocol (IPP)  A protocol that is designed to bypass typical firewall 
configurations. 
 
ITSEC  The United Kingdom, Germany, France and the Netherlands produced versions of 
their own national criteria which were published as the Information Technology Security 
Evaluation Criteria (ITSEC).  Criteria are "standards" against which security evaluation is 
carried out with degrees of rigour for testing and the levels of assurance that each confers. 
They also define the formal requirements needed for a product to meet each Assurance level.  
 
Layer Two Tunnelling Protocol (L2TP)  The L2TP focuses on creating a tunnel between 
two points and leaves the encryption task to the chosen encryption algorithm. 
 
Plain text  The original, readable message before encryption or after decryption. 
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Point-to-Point Protocol (PPP)  PPP is a communication protocol used between machines 
that support serial interfaces, such as modems. PPP is commonly used to provide and access 
dial-up services to Internet Service Providers 
 
Point-to-Point Tunnelling Protocol (PPTP)  PPTP is a special protocol, a specialized form 
of PPP. Its unique design makes it possible to encapsulate, or wrap, non-TCP/IP protocols 
within PPP. PPTP allows two or more Local Area Networks to connect using the Internet as a 
conduct. 
 
Pretty Good Privacy (PGP)  PGP is a high-security cryptographic software application that 
allows people to exchange messages with both privacy and authentication. (See Appendix 3). 
 
Private key  In asymmetric cryptography this is the key that must not be divulged to others 
 
Private Key Infrastructure (PKI)  A widely available and accessible certificate system for 
obtaining an entity’s public key with some degree of certainty that you have the “right” key 
and that it has not been revoked. 
 
Protocol  A set of rules for the exchange of data between a terminal and a computer or 
between two computers. 
 
Remote Access Service (RAS)  A feature of Microsoft’s operating systems Windows NT and 
Windows 2000. This provides a consistent user interface to a wide variety of protocols used to 
connect a machine in one place to a network in another place. RAS can be used to support 
modems and other low-level connections. It can also be used to build Virtual Private 
Networks over IP-connections, using Point-to-Point Tunnelling Protocol (PPTP) or, in 
Windows 2000, Layer 2 Transport Protocol 
 
Replay attack  Particular form of attack in which a portion of a network transmission is 
recorded and then “played back” at a later time. 
 
Router  A device that routes packets into and out of a network. Many routers are 
sophisticated and can serve as firewalls. 
 
Secure Socket Layer (SSL)  A protocol for securing transactions on the Internet. (See 
Appendix 3). 
 
Secure Transactions Special Interest Group (SIGSecure)  In 1996 the HL7-group formed 
the SIGSecure to address the development of secure HL7 transactions. This SIG focuses on 
communication environments where there is a need for authentication, encryption, non-
repudiation, and digital signatures. 
 
SEMRIC  The objective with the SEMRIC-project (Secure Medical Record Information 
Communication) is to design a method for secure communication of health care record 
information as a pre-standardisation activity relevant for CEN/TC251 work items 6.10 
(Framework for Security Protection of Health Care Communication), 1.8 (Electronic Health 
Care Record) and 3.18 (Messages for the Exchange of Patient Medical Record Information). 
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Transmission Control Protocol (TCP)  A connection-oriented protocol that runs over IP; 
TCP is the most common protocol in use on the Internet. 
 
Trojan horses  A Trojan is a program hidden in a legitimate program. The Trojan then gives 
access to unauthorized users who are trying to steal information from the computer. 
 
Virtual Private Network (VPN)  A means for communicating securely over a public 
network; typically the sender encrypts the message before sending it over the Internet and the 
receiver decrypts the message 
 
Viruses  A virus is a program that often is attached to e-mail messages. They are self-
replicating programs that usually need some kind of action to spread to other systems or 
programs. Serious data loss, downtime, and other types of security incidents are often results 
of this type of malicious code. 
 
WebDAV  Web-based Distributed Authoring and Versioning is a technology designed to 
bypass typical firewall configurations. 
 
Worms   A worm is a kind of virus. It is a self-replicating program that does not need human 
intervention to spread when they are activated. Serious data loss, downtime, and other types 
of security incidents are often results of this type of malicious code. 
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Appendix 1 

Network security risks 

Since CERT/CC began its operation in 1988, the number of security incidents has grown 
dramatically. Incidents of a more serious nature, such as root compromises, services outages, 
and packet sniffers, are increasing continuously. There are several different types of incidents 
that can be broadly classified as risks. We explain some of these risks below. 
 
Probe is when an intruder attempts to gain access to a system or discover information about 
the system. It could be an attempt to log on to an unused account. Probes are often results of 
the intruder’s curiosity or confusion and are sometimes followed by a more serious security 
events. 
 
Scan is a large number of probes accomplished by using automated tools. They are often a 
prelude to aimed attacks on systems where the intruder has found weaknesses. Occasionally 
they could also be results of misconfiguration or other errors.  
 
Account Compromise is when there is an unauthorized use of a computer account by someone 
other than the account owner. The intrusion is achievable without involving system-level or 
root-privileges. This type of attack might expose the victim to serious data loss, data theft, or 
theft of services.  
 
Root Compromise is similar to account compromise but the term root is derived from an 
account on UNIX systems that has unlimited privileges. These intruders can do almost 
anything on the victim’s system, including running programs and hiding traces of their own 
intrusion.  
 
Packet Sniffers are programs that capture data from information packets as they travel through 
the network. Data in these packets may include user names, passwords, and proprietary 
information that travel over the network in readable text. Intruders who launch widespread 
system attacks could use sniffers to acquire thousands of passwords.  
 
Denial of Service is when legitimate users are prevented from using a service due to a system 
attack. The attack may have many forms; for example, the attackers could “flood” a network 
with large volumes of data or deliberately use a limited resource to block the network 
connections. Disruption of physical components or manipulation of data in transit may be 
results of DOS-attacks. 
 
Exploitation of Trust concerns network hosts, which often have trust relationships with one 
another. If an intruder can forge the identity of a trusted computer, he may be able to gain 
unauthorized access to other computers in the network. 
 
Malicious Code is a classification of programs that, when executed, would cause undesired 
results on a system. System users are usually unaware of these kinds of programs until they 
discover the damages. Trojan horses, viruses, and worms are some examples. 
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Internet Infrastructure Attacks are rare but very serious. They are usually designed to attack 
network name servers, network access providers, and large archive sites on which many users 
depend. This type of widespread automated attacks could also threaten the infrastructure and 
affect a large section of the Internet. 100 
 

                                                 
100 Security of the Internet, CERT Coordination Center. 
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Appendix 2 

Nine principles for constructing a security policy 

Anderson presents a list of nine principles to be taken into account when constructing a 
security policy for a medical information system – a set of principles governing which subject 
can access which object in a computer system. He claims that they contain nothing new, but 
restate commonsense principles in the language of computer security. This is the BMA 
security model (BMA = British Medical Association). 
 

Principle 1: Each identifiable clinical record shall be marked with an access control list 
naming the people or groups of people who may read it and append data to it. The system 
shall prevent anyone not on the access control list from accessing the record in any way. 
Principle 2: A clinician may open a record with herself and the patient on the access 
control list. Where a patient has been referred, she may open a record with herself, the 
patient and the referring clinician(s) on the access control list. 
Principle 3: One of the clinicians on the access control list must be marked as being 
responsible. Only she may alter the access control list, and she may only add other health 
care professionals to it. 
Principle 4: The responsible clinician must notify the patient of the names on his record’s 
access list when it is opened, of all subsequent additions, and whenever responsibility is 
transferred. His consent must also be obtained, except in an emergency or in the case of 
statutory exemptions. 
Principle 5: No one shall have the authority to delete clinical information until the 
appropriate time has expired. 
Principle 6: All accesses to clinical records shall be marked on the record with the 
subject’s name, as well as the date and time. An audit trail must also be kept of all 
deletions. 
Principle 7: Information derived from record A may be appended to record B if and only 
if B’s access control list is contained in A’s. 
Principle 8: There shall be effective measures to prevent the aggregation of personal 
health information. In particular, patients must receive  special notification if any person 
whom it is proposed to add to their access control list already has access to personal health 
information on a large number of people. 
Principle 9: Computer systems that handle personal health information shall have a 
subsystem that enforces the above principles in an effective way. Its effectiveness shall be 
subject to evaluation by independent experts. 

 
Whilst all principles are relevant when creating a security policy for a complete system, the 
principles that are most relevant in our case are principles 1, 5, 6, and 9. This is because the 
additions to the existing system already in operation concern the possibility of unauthorized 
viewing or altering of the patient’s record in connection with access via network 
communication, and not the addition or deletion of clinicians on the access list, or the risks 
connected to the aggregation of data.101 

                                                 
101 Security in Clinical Information Systems, Dr. Ross J Anderson. 
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Appendix 3 

Encryption and solutions for encryption 

Cryptography is a set of techniques used to transform information into an alternate format that 
can later be reversed. This alternate format is referred to as the cipher-text and is typically 
created using a crypto algorithm and a crypto key. The crypto algorithm is simply a 
mathematical formula that is applied to the information you wish to encrypt. The crypto key is 
an additional variable injected into the algorithm to insure that the cipher text is not derived 
using the same computational operation every time the algorithm processes information. 
 
Since encryption uses mathematical formulas, there is a symbiotic relationship between:102 

∗ The algorithm 
∗ The key 
∗ The original data 
∗ The cipher text 

 
This means that knowing any three of these pieces will allow you to derive the fourth. The 
exception is when you know the combination of the original data and the cipher text. If you 
have multiple examples of both, you may be able to discover the algorithm and the key. 
Encryption can serve a number of uses in health care settings, including the following:  

∗ Being the basis of strong user and computer authentication and access control;  
∗ Protecting stored information or on- line communications against snooping or 

eavesdropping;  
∗ Validating information content against unauthorized and undetected modification; and  
∗ Validating the origin and content of physician orders, or other critical transactions and 

documenting the fact that they took place using digital signatures.  
 
Cryptography does not solve the security problem - cryptography transforms the access 
problem into a key management problem. (In other words, the problem of protecting a large 
volume of unencrypted information in transformed into the usually easier problem of 
protecting a much smaller volume of information, specifically the keys needed for encryption 
and decryption.) The foundation of strong, public-key-based user authentication is an 
infrastructure system by which unforgettable certificates are issued with public keys that are 
trusted and ensure that a key is associated with the stated person. The analogue to a notary in 
digital authentication is a “certification authority - some third party that signs a certificate 
containing the user's identity and public key. In turn, a higher- level certification authority 
must sign the third party’s key. This process of signing higher- level certificates continues 
until one reaches a trusted certificate known to everyone.103 
 
Data Encryption Standard (DES) 
DES is a mathematical algorithm used for the cryptographic protection of computer data. A 
DES connection between systems means that they share a static  key that is used as the basis 

                                                 
102 Active Defence, Chris Brenton & Cameron Hunt. 
103 For the record, National Academy Press. 
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for encryption of all traffic. This process assumes that the two sites first exchange the static 
key through some independent communication session. 
  
The main drawback of the DES approach is exchanging keys and keeping keys secure. This 
makes DES most useful for stable communications relationships, such as between the LAB 
and the Order Entry system, or between two fixed hospitals. DES is unsuitable for 
communicating with unidentified, untrusted parties.104 

  
Secure Socket Layer (SSL)   
SSL is available as a programming interface on top of (or augmenting) the sockets 
programming interface, which in turn is an interface to TCP. One can think of SSL as a layer 
between the application and TCP, not as a replacement for TCP. SSL offers the following 
benefits: 

∗ Eavesdroppers cannot read the data.  
∗ Either side can verify the identity of the other side. One side presenting a “Certificate” 

to the other accomplishes this.  
∗ Data integrity is assured. Any change to a byte will invalidate the checksum on each 

SSL chunk.  
 
SSL is useful for standard HL7 connections that use TCP today. It is also useful for the “HL7 
over HTTP“ profile. A crucial piece of technology is the digital certificate. The digital 
certificate proves that you know a per-user secret key. Because this secret key is never 
transmitted, it is operationally easier to actually keep the secret key secret. Thus, a recipient 
can place high reliance on the assumption that the holder of the certificate (and the secret key) 
is who the certificate says it is. It is difficult to forge certificates, or steal meaningful private 
keys; therefore, we allocate trust to the certificate authority. SSL appears to be a good choice 
to solve the problem of authentication and privacy between two sites us ing TCP.105 
 
Pretty Good Privacy (PGP)  
PGP (Pretty Good Privacy) is “…a high-security cryptographic software application that 
allows people to exchange messages with both privacy and authentication. Privacy means that 
only those intended to receive a message can read it. Authentication ensures that a message 
appearing to be from a particular person can have originated from that person only, and that 
the message has not been altered.“ The commercial and shareware implementations of PGP 
provide methods for file encryption, creation of public and private keys, key management and 
key escrow, and use of digital signatures.106 The flow of HL7 messages from multiple 
Providers to the Centres for Disease Control is use case example in which PGP might provide 
a secure communications solution. 107 The exchange of public and private keys would allow 
authentication of both parties in the transaction. The transmitted data would be protected 
through encryption; typically, the public-private key handshake would be used to transmit a 
one-time static key to be used for encryption of the main message.108 

                                                 
104 Security Services Framework, Health Level Seven. 
105 Security Services Framework, Health Level Seven. 
106 PGP, MIT [http://web.mit.edu/network/pgp.html] – 2002-05-13. 
107 Security Services Framework, Health Level Seven. 
108 PGP: Pretty Good Privacy, Simson Garfinkel. 
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Appendix 4 

Information systems used at the x-ray clinic 

RIS 
RIS stands for “Radiological Information System” and the x-ray clinic in Karlskrona uses a 
RIS called RADOS. This is an administrative text-based administrative system for handling 
the patient’s journal and the making of appointments. New patients have no personal 
information stored in the system. There is no connection between RIS and the journal system 
used within the rest of the hospital system, BMS. Information such as the patient’s address is 
retrieved from the national register. The x-ray clinic has used this system for approximately 
six years.109 
 
PACS 
SECTRA PACS (Picture Archiving and Communication Systems) is a medical system for 
managing, presenting and archiving digital medical images. The system is built in cooperation 
with radiologists from a number of hospitals worldwide and has been developed over more 
than a decade. PACS is designed for 24/7 operation and information on demand with no 
delay. The purpose with this system is to assist the radiologist’s and allowing them to provide 
good care for the patients.110 
 
DICOM 
The introduction of digital medicine image sources in the 1970s and the use of processing 
these images with computers led the American College of Radiology (ACR) and the National 
Electrical Manufacturers Association (NEMA) to form a committee in order to create a 
standard method for the transmission of medical images and their associated information. 
After numerous versions, the committee released DICOM, Digital Imaging and 
Communications in Medicine. The standard is specified to use the network protocol TCP/IP 
and permits the transmission of medical images, development and expansion of picture 
archiving and communications systems (PACS) and interfacing with medical information 
systems.  
 
The DICOM Standard is developed continuously since the purpose of the committee is to 
create and maintain the international standard for communication of medical information in 
disciplines that use digital images and related data. The goals of DICOM are to achieve 
compatibility and to improve workflow efficiency between imaging systems and other 
information systems in healthcare environments worldwide.111 

                                                 
109 Interview with Hans Härwell. See Appendix 6. 
110 Sectra PACS – [http://www.sectra.se] – 2002-04-22. 
111 NEMA - DICOM [http://medical.nema.org] – 2002-04-22. 



 
VIEWING PATIENT’S X-RAYS IN THE RADIOLOGIST’S HOME 

 
 

 

56 

Appendix 5 

Interview with Gunilla Sandén and Ulf Johansson 

Date: 2002-04-09 
Time: 11.00-12.30 

Gunilla Sandén, System Administrator and nurse at the x-ray clinic 
 Ulf Johansson, System Manager at the x-ray clinic 
Place: X-ray clinic at Blekinge County Council 
 
 
Questions: 
 

1. Lagras något på laptopen? Vad? Hur skyddas laptopen? 
 

2. Hur fungerar kopplingen mellan Internet och Landstingets intranät? 
 

3. Hur går loggningsprocessen till? Flerstegsinloggning? Engångslösenord? Kryptering? 
 

4. Hur fungerar kopplingen mellan RIS och BMS? 
 

5. Hur fungerar kopplingen mellan PACS och RIS? 
 

6. Vid inloggning hemifrån, har man fullständiga rättigheter? 
 

7. Hur fungerar loggningen och vad loggas? 
 

8. Får alla titta på allt eller finns det begränsningar för vissa 
personalkategorier/avdelningar? 
 

9. Vilka rutiner/regler finns kring lösenord? När skall de bytas? Får man ha vilket som 
helst? 
 

10. Utbildning i datasäkerhet? 
 

11. Handböcker i datasäkerhet? 
 

12. Hur används säkerhetspolicyn? Känner all personal till säkerhetspolicyn? 
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Appendix 6 

Interview with Hans Härwell 

Date: 2002-04-24 
Time: 10.00-13.00 

Hans Härwell, System administrator and nurse at the x-ray clinic 
Place:  X-ray clinic at Blekinge County Council 
 
 
Questions: 
 

1. Hur loggar man in i de olika system på sjukhuset när man arbetar på plats? 
 

2. Hur tilldelas och ändras lösenord i det befintliga systemet? 
 
3. Vilka personalkategorier finns det inom röntgenkliniken? 

 
4. Får alla anställda se all information om alla patienter? 

 
5. Vilka kategorier har vilka rättigheter? Vem får: 

 
a. Skriva 
b. Ändra 
c. Radera 

 
6. Finns alltid personal på plats på kliniken? 

 
7. Får de anställda någon utbildning gällande datorsäkerhet? 

 
8. Vilka policydokument har de anställda tillgång till? Finns det någon säkerhetspolicy? 

 
9. Hur jobbar man hemifrån nu? 

 
10. Vid vilka tillfällen sker hemarbete nu? 

 
11. Vilka program finns på den bärbara datorn? 

 
12. Finns virusskydd/brandvägg på den bärbara datorn? 
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Appendix 7 

Questions by e-mail to Mats Jakobsson 

Date: 2002-05-10 
Mats Jakobsson, IT-technician 

Work:  Blekinge County Council IT-division 
 
 
Vi skriver till dig angående vårt kandidatarbete angående säkerhet angående 
kommunikationer mellan röntgenavdelningen och läkaren i hemmet som har bakjour. Vi har 
blivit hänvisade till dig av Thomas Pehrsson. 
 
Det har uppkommit några frågor och vi undrar om du kan hjälpa oss med några svar. 
Vi undrar hur dagens distansarbete fungerar: 
 

1. Hur loggar arbetaren in till Landstingets intranät, hur autenticeras användaren? 
 

2. Används någon typ av engångsinloggningar? 
 

3. Används krypterade förbindelser? 
 

4. Hur skyddas distansarbetares dator mot virus/trojaner/maskar? 
 

5. Vilka typer av brandväggar används? 
 

6. Är tillgången begränsad efter IP-nummer? 
 

7. Har ni någon koll på om användaren installerar programvara på en dator som används 
i hemmet för uppkoppling mot landstingets intranät? 

 
8. Tillåter ni att distansarbetaren använder hemdatorn för att surfa på Internet? 

 
9. Måste distansarbetaren skriva på en ansvarsförbindelse angående arbete i hemmet? 

Om någon sådan finns, får vi se en kopia av den? 
 

10. Vad vi förstår använder ni av en RAS-uppkoppling. Kan du säga vilka protokoll som 
ni använder för kommunikation? 

 
11. Kan RAS-uppkopplingen användas i framtiden om ni övergår till ADSL eller 

bredband kommunikation? 
 

12. Har ni på IT-enheten några speciella tankar om vilka risker finns angående 
kommunikationerna mellan hemmet och röntgenavdelningen? 
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Appendix 8 

E-mail Interview - Astrid Lindgren’s Children's Hospital 

We performed an interview (via e-mail) with Lars Johansson, clinic manager at the children 
x-ray clinic at Astrid Lindgren’s Children Hospital. Below is a summary of the answers we 
received from him. 
 
At Astrid Lindgren's Children's Hospital, they use a system from SECTRA for storage and 
distribution of x-rays. This consists of client (product name IDS5 7.2) and server software 
(product name WISE - version 7.2). 
 
In 1998, a test was initiated, using broadband connections to workstations in the radiologist’s 
home for radiologists on back-up duty at the hospital. This pilot project was performed in 
cooperation with Telia Research. Relevant legislation and recommendations, which were 
applicable to the area of radiology, were taken into account. This included, for instance, 
Personal Data Act (PUL), Vårdregisterlagen, recommendations from the Swedish Data 
Inspection Board and European and international security standards. 
 
Before a workstation is installed in the home, the radiologist is required to sign a security 
agreement. The security agreement contains the following rights and obligations: 

∗ Never to leave the workstation logged on without supervision, or open to viewing by 
unauthorized persons. 

∗ Never reveal or write down personal usernames and passwords so that they may be 
accessible to unauthorized persons. 

∗ Never to save pictures or information classified as secret on the hard disk or on 
exchangeable data media. 

∗ Do not try to change settings in software for maintaining security. 

* Do not download or install unapproved software (must be approved by IT department 
or responsible x-ray engineer). 

* Never connect the equipment to an unapproved network. 

* Not to change the hardware configuration of the data equipment. 

* Immediately report errors or theft of hardware or passwords/usernames to responsible 
technical personnel. 

     
Only permanently employed specialists from the radiology clinic are eligible to install a 
workstation at home. When a workstation is ins talled in the home, the clinic manager (and 
sometimes the IT department) has a meeting together with the radiologist in question, 
concerning the security agreement and what it means in practise.  
 
In the doctor's home there is a stationary computer with 21”CRT monitor, or 18,1” LCD 
monitor. Furthermore, there is a network card installed in the computer and a broadband 
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modem. There is no physical protection for this equipment but no secret information is saved 
locally on the hard disk drive (all pictures are stored temporarily in RAM). 
 
There is virus protection installed on all workstations at home. The hospital network has been 
“extended” to the respective radiologist, and permanent IP addresses from the hospital series 
are allocated. All Internet access goes therefore via the hospital firewall. At present, there is 
no formal training focused on security for workstations at home. 
 
The logging in process from the home to PACS/RIS (at Astrid Lindgren's Children's Hospital) 
is in the following manner: first login to Windows 2000, and then login to PACS with another 
username and password. To access journal information (RIS) there is a separate login using 
another username and password. 
 
Today the password for access to pictures is defined manually. There is no time limit for 
passwords. On the other hand, the plan is for the system to implement the security solution 
that is implemented by the IT department. This involves authentication and key management 
via an existing PKI (Private Key Infrastructure) server and login with single-session password 
completed with a VPN (Virtual Private Network) client. This is being tested at present within 
other departments at the hospital. 
 
Today there are two methods for viewing digital x-ray pictures from the doctor’s home. The 
first method is via the complete x-ray application, using communication that is not protected 
by encryption. This will soon be protected, via a VPN client. The second method is via a web 
solution with limited functionality, using 128 bits SSL (Secure Socket Layers) encryption112. 
The daily work for the radiologist at the hospital is performed using the complete x-ray 
application, with network communication that is not encrypted.   
 
From a medical point of view, there is no increased patient risk when radiologists examine x-
rays in their home compared to if the work is done at the hospital, because the specialist is 
working with the same kind of equipment as at the clinic. If technical problems arise with the 
workstation at home or with the connection to Astrid Lindgren's Children's Hospital, the 
radiologist can be at the hospital within 30 minutes (call-out time for doctors on back-up duty 
or on duty from home e.g. “duty at home”). From a medical and radiological point of view, 
this does not involve any increased risk for the patient.  

                                                 
112 See Appendix 3. 


