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Abstract
There is no established standard for how Internet of Things devices are communicating with each other, every manufacturer uses their own proprietary software and
protocols. This makes it difficult to ensure the best possible user experience. There
are several projects that can become a standard for how devices discovering, communicating, networking etc. The goal for this thesis work was to compare such software frameworks in some areas and investigate how Inteno’s operating system Iopsys OS can be complemented by implement one of these frameworks. A literature
study gave two candidates for the comparison, AllJoyn and Bonjour. The result of
the comparison showed that AllJoyn was the most appropriate choice for Inteno to
implement into their OS. AllJoyn was chosen because it has a potential to become an
established standard and includes tools for easy implementation. To make a proof of
concept, an AllJoyn application was created. The application together with a JavaScript web page, can show and control options for an AllJoyn Wi-Fi manager application and AllJoyn enabled lamps.
Keywords
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Sammanfattning
Det finns ingen etablerad standard för hur enheter inom Internet of Things kommunicerar med varandra. När alla tillverkare använder sina egna programvaror och protokoll, försvårar det möjligheten att skapa bästa möjliga användarvänlighet. Det
finns flera projekt som utvecklar mjukvaruramverk, flera av dessa har möjligheten
att bli en standard för hur enheter upptäcker, kommunicerar mm. Målet med examensarbete var att jämföra sådana mjukvaruramverk inom vissa områden samt att
undersöka hur Intenos operativsystem Iopsys OS kan förbättras genom att implementera ett av dessa ramverk. En litteraturstudie gav två kandidater till jämförelsen,
AllJoyn och Bonjour. Resultatet av jämförelsen visade att AllJoyn var det lämpligaste
valet för Inteno att implementera i sitt operativsystem. AllJoyn valdes eftersom den
har potential att bli en etablerad standard och innehåller verktyg för enkel implementering. För att bevisa konceptet, skapades ett AllJoyn-program. Programmet
kan tillsammans med JavaScript generera en webbsida där användaren kan styra
Wi-Fi inställningar och styra lampor via AllJoyn.
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Mjukvaruramverk, AllJoyn, Bonjour, Internet of Things, standard.
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1 | INTRODUCTION

1 Introduction
1.1 Problem definition
The number of devices that is connected to the internet grows every day and this has
become known as Internet of Things (IoT) or Internet of Everything (IoE). IoT takes
everyday devices and connects them together or to the internet. These devices are
often fitted with sensors and functionality is added, for example a connected refrigerator can send a notification when the door has been open for too long. As long as
every manufacturer uses their own proprietary software and protocols, it will be difficult to make the best user experience possible. For example, why do you need one
remote for your TV, one for your DVD player and one for your radio, when they all
use the same technology for communication? It would be easier for the user to have
one remote to control everything in the house. There are companies and organizations that wants to improve the user experience by simplify connectivity and communication between devices. To accomplish this, they are developing software
frameworks that manufacturers can use to develop their own smart devices. These
frameworks covers the higher levels of the OSI network stack: session, presentation
and application layer. The company Inteno Broadband Technology AB wanted to
know which solution would be the most suitable choice to complement their routers,
therefor this thesis report investigated and compared software frameworks and summarized their advantages and disadvantages.
1.2 Goals
In this thesis work, the first goal was to compare software frameworks for local networks. These frameworks includes protocols and APIs that helps manufacturers to
develop IoT devices. This comparison was done by analyzing how these software
frameworks handles the following problems:








Discovery – How the devices discover each other on the local network.
Network and communication – An overview over the network and how devices
communicate.
Security – Is there any security to ensure secure data transfer and prevent
eavesdropping?
Connectivity awareness – How does the devices know if it is connected?
Power saving measures – Is there any methods to minimize power consumption,
like sleeping mode?
Implementation difficulty – How difficult it is to implement the framework for
the developer.
Remote access – How to get access to the local network remotely.

The second goal was to investigate how the chosen software framework could
complement Intenos operating system, Iopsys OS.
The final goal was to create a web page using JavaScript, which could monitor and
set options for a Wi-Fi application and display all instances for a specific service. The
user is able to use the service directly from the web browser.
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1.3 Delimitations
Only the following software frameworks for local networks were fully compared:



AllJoyn and
Bonjour.

There is more frameworks that could be a part of the comparison, but due to lack of
information and/or functionality, these were not cover. These frameworks and protocols were:






IoTivity - is an open source software framework project that aims to develop a
framework that can seamlessly connect billions of devices and work with multiple
operating systems and network protocols [1].
DeviceHive - is an open source Machine-to-Machine (M2M) communication
framework that includes cloud solutions [2].
OpenDevice - is a set of APIs and tools and focusing on the communication between hardware and software over the cloud [3].
MQTT - is an M2M connectivity protocol that has been used in IoT and lightweight solutions [4].

This project did not cover the Data-Driven API for AllJoyn.
Only two different services was used in the implementation.
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2 Theory and background
This chapter contains technical information about two software frameworks, AllJoyn
and Bonjour, and some of the standards and protocols they are using. AllJoyn and
Bonjour are both covers the three highest level in the OSI-model, session, presentation and application layer. A software framework may include APIs and libraries to
simplify the development of applications [5]. Frameworks often abstract low level
functionality into high level interfaces, for example instead of getting raw data from
a accelerometer you can get the actual acceleration in meter per second squared. A
software framework can be developed for different platforms, this enables applications to communicate with each other regardless of platform.
The encryption algorithm Advanced Encryption Standard (AES) and the discovery
mechanism Domain Name System-Service Discovery (DNS-SD), which is used by
these software frameworks, is covered in this chapter. The standard Universal Plug
and Play (UPnP), which is the predecessor to these software frameworks, and the
communication protocol Thread is also covered. In the implementation, a module
was created for the operating system Iopsys OS. D-Bus and U-Bus are covered because they are a vital part of internal communication in OSs.
To compare how discovery and connectivity awareness has been solved previously,
the comparison mentions how USB solves discovery and OSPF establish connectivity
awareness.
2.1 Background
The use of devices with an embedded system at home has increased during the last
year. To simplify the connection between these devices, a standardized software
framework for local networks is needed. This has driven companies and organizations to develop such frameworks. Inteno has overviewed one of these software
frameworks, called AllJoyn, they believe that it would simplify the discovery, communication, and management of connected network devices.
In previous work [6], a zero configuration network has been tested. The test was a
demo included techniques like DNS-SD, multicast Domain Name System (mDNS)
and self-assignment of link-local IPv4 addresses. The demo included three computers in different locations and allowed visitors to plug their laptops into the network.
The demo software was a service discovery mechanism using DNS-SD to discover
services. To discover visitors laptops that did not offer any services, a host discovery
mechanism programmed in Python script was used.
2.2 Advanced Encryption Standard
The AES is a cryptographic algorithm to protect electronic data. The standard is
based on the Rijndeal algorithm and was standardized by U.S National Institute of
Standards and Technology (NIST) in 2001 [7]. AES can process a key length of 128,
192 or 256 bits and data blocks of 128 bits. The algorithm may be referred to as “AESX” where X is the key length, for example “AES-128” means that the key length of
128 bits is used.
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The encryption process is divided into a number of cycles depending on the key
length, the cycle consist of four layers, byte substitution, shift row, mixed columns
and key addition. The mixed column layer is not used in the last cycle. Byte substitution is a simple substitution using a matrix called substitution box or S-box. In
shift row, all 16 bytes is arranged in columns of four, then the second, third and the
fourth row are shifted by one, two and three steps to the left. In the mixed columns
each columns is multiplied with a fixed polynomial.
According to [8] this algorithm will likely remain strong for some time to come but
eventually it may need changes to keep up with increasing threats. Two cryptographers, Courtois and Pieprzyk, claims that they have found an algorithm to crack AES
[9]. Although it might take years for a cryptographer to determine if the algorithm is
correct because the lack of computing power.
2.3 Domain Name System-Service Discovery
DNS-SD is designed to help clients to search for and discover a particular service,
either on the local network using mDNS or a distant service using unicast DNS [10].
When DNS-SD was developed there were three goals, the first goal was to be able to
find instances of a certain service on a certain logical domain. The second goal was
be able to get all information needed to use the service, given a named instance. Finally the last goal was that the instance name should be persistent, even if the device
changes IP address, the client doesn’t have to search for it again. When a client wants
to discover all devices on a domain that's providing a certain service, it sends out a
query for a DNS Pointer (PTR) record. The query has the name of the following structure:
<Service>.<Domain>
This query returns a set of zero or more PTR records which contains the names of
each record of that service. Each record has the name of the following structure:
<Instance>.<Service>.<Domain>
Where the <Service> and <Domain> is the same as in the query. An example of this
name could look like this:
Tommie’s Tune Studio._music._tcp.local
Figure 2.1 exemplifies the pattern of the name of a service instance.
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Figure 2.1: Pattern of a service name.
The <Instance> part contains a user-friendly name and this name is used to display
a list of devices for the user to choose from. An example of the <Instance> part could
look like this:
Tommie’s Tune Studio
The instance name is configurable by the user, but change it is not a requirement for
it to work. The <Service> part consists of two parts, the first part is an underscore
followed by the particular service name, and the second part is either “_tcp” for services that uses TCP or “_udp” for all other transport layer protocols. An example of
the <Service> part could look like this:
_music._tcp
The <Domain> part contain the top-level domain like:
local
Local is not really a domain, it is used to look up a name on the local network. All
service names are managed by Internet Assigned Numbers Authority (IANA) to
avoid coalitions between services with the same name but different services.
When a client wants to use a particular instance of a service (based on the names in
the PTR records) it sends a query to get the DNS Service (SRV) record and DNS Text
(TXT) record. These records contains further information about that instance of the
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service. The SRV record contains all information needed to connect and use the service. All SRV records must have a TXT record and if the service has no additional
data, the record contains only a single zero byte. When a service wants to specify
additional data it adds it to the TXT record by using key/value pair strings. The
strings are of the form:
key=value
The key must be at least one character and if the key is missing, the string must be
ignored. A string can only contain a key and is in that case used as a Boolean value,
for example:
passwordNeeded
This indicates that a password is needed. The value part of the string can be empty,
meaning that the value is unknown.
2.4 Universal Plug and Play
UPnP Forum was formed in 1999 and is an initiative by more than 1000 companies
in computing [11]. UPnP Forum was created through a common interest to create an
industry standard for easy connectivity between devices without any administration.
The universal part of UPnP is that it does not need any drivers, it uses a common
protocol instead. This enables implementation on any platform using any programming language if it supports IP communication.
When a device enters a network, it first needs an IP address. If a DHCP server is
present, the device must use the address that it is given by the DHCP server [12]. If
no dynamic allocation of addresses is available, an UPnP enabled device must generate a random local link address. When an address is generated, the device sends
out an ARP probe with the sender's IP address set to zeroes to make sure that the
address is not already in use. If the address is already in use, the device must generate
a new one and try again. If the device does not receive any response packages from
the IP address, it considers the address is available and broadcasts its existence on
the network. When a device has a working IP address, it sends out discovery packages containing information about its services. If a device requests to use a specific
service, it sends out a search message and any device hosting that specific service
must respond. UPnP contains a notification service that uses subscriptions and messages, these messages is built up in XML. UPnP uses XML for description, Simple
Object Access Protocol (SOAP) for control, Simple Service Discovery Protocol
(SSDP) for discovery and General Event Notification Architecture (GENA) for events
(see figure 2.2).
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Figure 2.2: UPnP device architecture.
Rapid7 has found a security problem with the implementation of the UPnP protocol
[13]. The protocol was only intended to be implemented inside the home network.
But many manufactures has also implemented it on the internet-facing systems and
rarely with any authentication. Rapid7 made a scanning program that sent UPnP
discovery request approximately ones a week to every routable IPv4 address from 1
June to 17 November, 2012. The result gave over 81 million unique IP addresses responded to a standard UPnP discovery request and 17 million of these were also exposed the SOAP service to the world. Rapid7 recommends disabling UPnP on internet-facing systems because it is vulnerable and a popular target for attacks.
2.5 Bonjour
Bonjour is a software framework that enables automatic discovery of devices, computers and services on IP networks [14]. The Rendezvous software was released in
2002 and the name was changed to Bonjour in 2005 [15]. Bonjour is Apple’s solution
for Zero Configuration Networking (Zeroconf) and Zeroconf Working Group defines
requirements for TCP/IP protocols that does not need user configuration or administration [16, 17]. The software is integrated into Apple’s iOS and OS X operating
systems and applications like iTunes and Safari. Bonjour can also be installed into
Windows and Linux operating systems. Bonjour is able to set up an ad-hoc network
between two devices, if any of the devices lacks its IP address, it generates its own
link-local IPv4 address.
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Discovery
Bonjour uses a service centric view of the network. This means that instead of discovering which devices exists on the network, a client can discover all instances of a
specific service using DNS-SD. When a client needs to use a specific service, it sends
out a query for all instances that support that service (see figure 2.3). All devices that
supports the service respond with its user friendly name PTR record. The use of
name makes it easy for the developer to display all these names in a list and the user
can then select which one to use. Even if the device gets a new IP address due to lease
time or reconnection, the name is usually still the same. When the client needs to
connect to the service, it asks for the connection information. To make sure that the
discover query is safely delivered, DNS-SD sends it several times. Bonjour adds a list
to all subsequent messages containing all previous responses. This means that all
services that has already been received, don't have to resend the response message.

Figure 2.3: Illustration when a client wants to find the service _music._tcp.
Network and communication
Bonjour uses the already existing network to communicate between the devices,
which means it primary uses Ethernet or Wi-Fi. Bonjour can also be used over Bluetooth on iOS 3.0.
Security
There is no security implemented in Bonjour, but this does not mean that all Bonjour
applications are insecure. The application developer can ensure security by implement authentication and/or encryption at the application layer, however, according
to [18], if there is only security at the application layer, it leaves the network open for
attacks.
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Connectivity awareness
When a Bonjour application is about to leave the network, it sends out a goodbye
message. All application that have a list of devices and that is providing a specific
service, can remove that device from the list. If a device leaves the network before it
has time to send out a goodbye message, it will remain in all lists until the Time To
Live (TTL) of its DNS record has expired.
Power saving measures
Bonjour includes the possibility for a device to send its interface to another device,
called sleep proxy, and go into sleep mode [19]. The proxy can then handle the incoming queries and wake up the sleeping device if the proxy cannot handle the query.
The device wakes up, delivers the service and goes back to sleep.
Implementation difficulty
Bonjour include APIs to help the developer to make secure connections to other applications [20]. When writing a Bonjour program there are several API layers for
service applications: NSNetService, CFNetServices and DNS Service Discover (see
figure 2.4). All layers has abstraction for advertising, browsing, discovering and resolving Bonjour services, and it handles the actual communication. Both NSNetService and CFNetServices are interfaces under Apple Core Services and are only
used on OS X and iOS devices. DNS Service Discover is a low level API used for applications that will run on more platforms than just OS X and iOS. NSNetService is
written in objective-C, CFNetServices and DNS Service Discover is written in C.

Figure 2.4: API layers for Bonjour network services.
Remote access
Bonjour includes advertising and discovering using unicast DNS for accessing remote devices, called wide-area Bonjour.
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2.6 AllJoyn
AllJoyn is a software framework that abstracts the discovery and communication between applications into APIs [21]. AllJoyn was originally developed by a small group
from Qualcomm. In December 2013 the project was signed over to the Linux Foundation and AllSeen Alliance was created to govern the project. AllSeen Alliance is
comprised of more than 50 companies including Microsoft, LG, Cisco, Sony and others. AllJoyn framework abstract all communication into a D-Bus object that serves
as a simple interface for communication over various transport layers.
AllJoyn framework is divided into applications and routers. An AllJoyn application
consists of application code, service framework and core library (see figure 2.5). AllJoyn provides a functionality to send notifications over the network, called sessionless signal. An application can subscribe to certain notifications and the router only
delivers these notifications to the subscribers.

Figure 2.5: AllJoyn software architecture.

Discovery
An AllJoyn application can be a provider and/or a consumer. A provider provides
one or more services that can be consumed by other application i.e. consumers. AllJoyn uses the DNS-SD protocol to discover services in the local network. When an
application needs a list of all devices that provides a specific service, it sends out a
query message over mDNS. All the devices that provides the specific service responds
back with a unicast response message.
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Prior to version 14.06, AllJoyn used the following method for discovery: when a provider joins a network, it send out an IS-AT message. This means that it sends a broadcast message containing all its interfaces and its Well-Known Name (WKN) to notify
consumers on the network. If a consumer needs to list all devices that provides a
certain service, it sends out a WHO-HAS message. All providers in the network that
provides that service, replies with an IS-AT message. Instead of services, WKN can
be used to search for devices with WHO-HAS messages.
Network and communication
The AllJoyn framework is divided into AllJoyn routers and AllJoyn applications. AllJoyn applications can only communicate with its designated router and the router
routes the messages through the network. An AllJoyn network is build up as a mesh
of stars, where the routing nodes are AllJoyn routers and the leaf nodes are AllJoyn
applications (see figure 2.6). AllJoyn supports communication over Ethernet, Wi-Fi
and Power Line Communication (PLC). The applications can select to use one or
more of these transport layers and can also choose between using TCP or UDP. The
application can also select to use any available transport protocols.

Figure 2.6: High level system architecture of AllJoyn network.
Security
All the security in AllJoyn is implemented at the application layer and AllJoyn includes tools to help to secure applications. An interface can be tagged as “secure” by
the application. This means that all methods calls, signals and set/get calls for properties is encrypted. When a device uses a secure interface, master and session keys
are used to encrypt AllJoyn messages with AES-128 CCM algorithm. All the keys are
stored in the application key store and the developer can provide their own key store
or use the one build-in AllJoyn Core. When a client interact with the proxy object of
a secure interface, it needs to be authenticated. There are four build-in authentication mechanisms:
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Pin-code Secure Remote Password protocol (SRP) – Single-use password.



Simple pin-code pairing – A simple pin-code used in Thin Core clients.



Logon SRP – Username and password is required for every connection.



Certificate-based – Public key authentication and it lasts as long as the
certificate is valid.

Connectivity awareness
Prior to version 14.06, which still can be used, AllJoyn periodically sends IS-AT messages every 40 seconds and the connection is declared lost after three consecutive
IS-AT messages missing. After version 14.06, AllJoyn introduced the Ping API that
can determine the presence state of the connection by sending unicast ping messages
and this API has to be triggered by the application.
Power saving measures
The service framework and core library exists in two variations, standard and thin
(see figure 2.7), where the thin is a reduced set of the standard functionality. The
AllJoyn Standard Core Library (AJSCL) is for non-embedded devices, like computers
and phones and the AllJoyn Thin Core Library (AJTCL) is for embedded devices, like
microcontrollers and sensors. Applications need a router to enable communication
with other applications. To reduce the code size on embedded devices, the router is
placed on a separate physical device and the AJTCL and thin service framework is
used.

Figure 2.7: The AllJoyn framework in two variants, standard and thin.
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Implementation difficulty
AllJoyn service framework contains libraries, which is a set of tools to perform common tasks. The AllJoyn service framework includes these following tasks:






Onboarding - a way for an application to add small devices with limited GUI
onto the Wi-Fi network.
Configuration - a simple and secure interface for a server to configuring base
settings on a client.
Notification - helps developers to send one way messages as unicast or multicast.
Control Panel - lets a device advertise a virtual control panel interface that can be
displayed on a different GUI device.
Audio Streaming - a way for applications to stream audio over the AllJoyn
network.

Remote access
If the AllJoyn network contains a gateway node, applications on the network can
connect to cloud services which can be remotely managed, for example by a mobile
device.
2.7 Thread
Thread is a communication protocol developed by a group of companies, including
ARM, Nest Labs and Samsung Electronics and has more than 100 member companies [22]. Thread group is an organization that has been created to advertise Thread
and to certify Thread products. The idea behind Thread is to create a standard for
how IoT devices communicate with each other. Thread is not a software framework,
it is therefore not included in all areas of the comparison.
A Thread network is built up as a mesh network with a designated router that dictate
the network structure [23]. When a routing capable device enters the network, it is
called an eligible router but acts as a leaf node. If the designated router decides that
it needs more routs through the network, it can convert an eligible router from a leaf
node to become a router. The end devices can be in a “sleeping mode”, that means
that the closest router, the parents, can hold messages and the device polls these
messages when it wakes up. The sleeping devices does not require to check in and
that leads to a lower power consumption. Thread uses the protocol Datagram
Transport Layer Security (DTLS) and AES encryption. Previous work [24] has determined that the security of DTLS is a feasible solution for the IoT.
2.8 Iopsys operating system
Iopsys is developed by Inteno Broadband Technology AB and started in 2010 [25].
Iopsys OS is based on the operating system OpenWrt combined with System on Chip
(SoC) [26]. It is used for gateway products such as routers and switches and enables
more control to the operator to integrate new applications to the CPE. OpenWrt is
an operating system for embedded devices [27]. It is easily modifiable for routers
and provides a framework to create an application for developers.
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2.9 D-Bus and U-Bus
D-Bus is a system for Inter-Process Communication (IPC) that rather uses messages
than byte streams [28]. D-Bus is used for peer-to-peer or client-server communication between two applications on the same machine. U-Bus is made for the OpenWrt
operating system, it enables applications to communicate between various daemons
and applications [29]. Both D-Bus and U-Bus are written in C and uses daemons that
offers paths that contains methods.
2.10 Universal Serial Bus - Discovery
USB uses drivers on the computer that identifies devices [30]. The USB protocol has
some standards that the device can follow. If the specific device does support these
standards, there is no need for a special driver installation. Otherwise a vendor-specific driver is needed for that device. The USB driver can support more than one type
of device, for example a keyboard from the same vendor. Vendor- and product ID is
used to match devices to drivers.
2.11 Open Shortest Path First – Connectivity awareness
The routing protocol OSPF uses hello packets for establishing and maintaining adjacency with other routers [31]. These hello packets are sent out from every interface
on the router periodically to maintain this relationship. There is an interval for how
often these hello packets will be sent, called hello interval. If a devices doesn’t get
any hello packets from a neighbour during a certain interval, the device considers
that it is lost and this interval is called dead interval.
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3 Methods and result
This chapter covers the methods and results of the comparison and implementation
of software frameworks. A survey of these frameworks for IoT networks includes a
case study of AllJoyn and Bonjour. A comparison between them and some non-software framework solutions is presented. The most appropriate software framework
was then compared to Iopsys existing method for discovering devices and how Iopsys
can be complemented with it. An application was made as a proof of concept for the
chosen framework.
3.1 Comparison of the software frameworks
AllJoyn and Bonjour was fully compared because they are completely developed software frameworks. The comparison was made by looking at all the following areas:








discovery,
network and communication,
security,
connectivity awareness,
power saving measures,
implementation difficulty and
remote access.

These areas were chosen to cover the primary functionality of these software frameworks. How applications discover each other in the local network is a main task for
an IoT network to be flexible and user friendly. How the network is built up can influence the efficiency of communication. The security in networks is important to
prevent message tampering, forgery and eavesdropping. Due to that connections between devices can be lost, the connectivity awareness is needed for devices to detect
if it happens. The power consumption for embedded devices should be low as they
are usually not connected to a power source. A software framework should make it
easy for the costumers and developers to implement and develop IoT networks. Remote access enables the user to log onto a network from a distant location, which is
useful to control devices remotely.
The comparison also includes non-software framework solutions like how:




USB discover devices,
OSPF maintaining adjacency with its neighbours and
Thread handles network and communication, security and power saving
measures.

USB, OSPF and Thread were selected to make a better comparison by looking at freestanding protocols and standards. USB is a standard that defines the communications protocols, cables and connectors used in a universal serial bus [30]. The comparison show how USB discovers the devices that connects to the computer. OSPF is
a routing protocol for IP networks and the comparison is covering the way OSPF
solves connectivity awareness [31]. Thread has recently been released and there is
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not much information, but Thread has solutions for some of the areas of the comparison. Another reason for including Thread in the comparison was because they
have more than 100 member companies which increases the chance for it to be an
IoT network standard [22].
The comparison was done using literature studies and the majority of all information
has been gathered from the developers website and Request For Comments (RFC)
publications by Internet Engineering Task Force (IETF).
Discovery
AllJoyn and Bonjour uses DNS-SD to discover services on the local network [14, 21].
This method is more convenient than USB, because USB devices need a specific
driver that needs to be written for all platforms. AllJoyn and Bonjour saves a list of
service instances they save the name, an advantage with names is that they are relatively persistent compared to IP addresses. The reason why AllJoyn changed from
IS-AT/WHO-HAS messages to DNS-SD was to reduce the network load. Bonjour includes a list of already received names in subsequent DNS-SD queries, which reduce
the number of responds messages.
Network and communication
Bonjour and Thread uses the already existing network to communicate between the
devices, which means that it primary uses Ethernet and Wi-Fi [22]. AllJoyn also supports communication over PLC, which removes the need for communication cables
to devices. AllJoyn has to build up as mesh of start and must have a router to enable
communication for communication between applications. It is more work to implement AllJoyn but it delivers a more cohesive solution. Support for Bonjour over Bluetooth was added in iOS 3.0. Thread’s designated router adds redundancy and balance the network load.
Security
Bonjour does not include any kind of security and it has to be implemented at the
application layer. AllJoyn and Thread uses AES to encrypt data over the local network, which likely will remain strong for some time [8]. AllJoyn applications has the
possibility of marking one or more interfaces as secure. This includes authentication
to prevent unwanted use of the device services and makes it easier to implement for
the developer. Thread uses DTLS to prevent message tampering, forgery and eavesdropping, which is a feasible solution for the IoT [24].
Connectivity awareness
Bonjour devices can send goodbye message to inform other devices that it is leaving
the network or detects that the connection is down when the TTL of the DNS record
has expired. AllJoyn uses ping messages to determine if the endpoints are alive, it is
similar to hello packets in OSPF except that a ping call only contains the name of the
destination. This means that the developer can balance the network load with the
network responsiveness.
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Power saving measures
AllJoyn and Bonjour has different methods for power saving measures. AllJoyn uses
AJTCL instead of AJSCL on embedded devices and this removes the complex router
from the device. By removing the router from the device, all unwanted messages
never reach the device. Bonjour and Thread uses ways to let end devices go into sleep
mode, which reduces their power consumption.
Implementation difficulty
Both AllJoyn and Bonjour includes APIs to help developers to connect applications
to other applications and hide the underlying communication. Bonjour is more targeted towards the Apple ecosystem, but includes low level APIs for other platforms.
Remote access
Bonjour includes advertising and discovering using unicast DNS for accessing remote devices, called wide-area Bonjour. If the AllJoyn network contains a gateway
node, applications on the network can connect to the cloud services which can be
remotely managed, for example by a mobile device.
Summary
Based on the result of the comparison AllJoyn was chosen for the implementation
thanks to its open community, tools for security and useful APIs.
3.2 Investigation of how the software framework could complement Iopsys
Inteno wants to be ready for a possible standardisation of a framework for how devices discover and work together. AllJoyn has a potential to be a standard [32-38]
and has all the functionality that the market is searching for. AllJoyn has also a more
open community than Bonjour and has more than 100 member companies that is
working to develop for AllJoyn. Today there are more than 50 products and services
under development [39]. AllJoyn does also include security tools which is recommended in networking applications to prevent message tampering, forgery and
eavesdropping.
Figure 3.1 is made by Qualcomm and shows the areas that AllJoyn, UPnP and Bonjour supports. They think that other platforms than AllJoyn is focusing more towards
their own ecosystem, like UPnP and Bonjour.
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Figure 3.1: Overview over AllJoyn, UPnP and Bonjour supported areas, by Qualcomm [40].
There is no meaning of having AllJoyn running on Iopsys routers if it is not a standard for IoT networking. If costumers does not make any use of AllJoyn, it takes unnecessary capacity and space on the router. According to Sukru Senil from Inteno,
they are currently using another software stack than Iopsys for detection and controlling connected sensors and plugs. The detection of cameras are done via checking
MAC address and detecting the services of network attached devices are done using
NetBIOS scan. If these network devices were programmed using AllJoyn and if AllJoyn is integrated into Iopsys, the router would be able to instantly detect what they
are and how they can be controlled. AllJoyn can also provide security tools that facilitates for the developers to add authentication between connected devices and access control to decide who can access what.
3.3 Implementation of the software framework as proof of concept
To prove the AllJoyn concept, an application module was developed and installed on
an AllJoyn enabled router running Iopsys OS (see figure 3.2). The router was
equipped with an AllJoyn application that could control the Wi-Fi settings called WiFi Manager. The JavaScript engine that generates the web GUI in Iopsys, uses U-Bus
calls to get the necessary information to display on the web page. The application
acts as an information channel between the AllJoyn router and the U-Bus.
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Figure 3.2: High level architecture. The coloured figures was developed in this
thesis work.
A path named alljoyn was posted on the U-Bus and contains methods for connecting
and controlling instances that implements one of these two interfaces:
org.allseen.WiFi
org.allseen.LSF.LampState
Figure 3.3 shows the methods existing on the U-Bus in the alljoyn path. These methods are:








listDevices – Lists all the connected devices with the chosen interface.
whoImplements – Searching for interfaces that matches with the input from the
user.
connect – Connecting to the chosen device.
setLampValues – Setting the input lamp parameters from the user.
getLampValues – Returning the current parameters of the lamp.
setWifiValues – Setting the input Wi-Fi parameters from the user.
getWifiValues – Returning the current parameters of the Wi-Fi.

Figure 3.3: The methods on the U-Bus in the alljoyn path.
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There are get/set options for interacting with the Wi-Fi manager, the options are:
SSID, password and channel. The options for interacting with the lamp are get/set
brightness and colour temperature. When one of the U-Bus methods is invoked, the
application performs the corresponding call on the AllJoyn bus and returns the necessary information. The main part of the application was written in C++ but the part
that connects to the U-Bus, was written in C.
AllJoyn enabled lamp
To have something to search for, an AllJoyn enable lamp was used (see figure 3.6).
The lamp is running on the Lighting Connectivity Module (LCM) platform powered
by LIFX. To make sure that all lamps can be easily controlled, the AllSeen Alliance
has created Lighting Service Framework (LSF). The LSF makes sure that all lamps
are using the same interface. This enables programmers to create applications that
can dynamically present controls for the user, based on the lamps functionality. The
lamp that was used in this project was able to change brightness and colour temperature.

Figure 3.4: Picture over the
lamp that was used.
The application
The application was designed to be a daemon running in the background on the
router and present functionality to the U-Bus. When the application is started, the
first thing it does is creating a bus attachment. The bus attachment is an AllJoyn
object that can be connected to the AllJoyn router. The bus attachment is connected
to the AllJoyn router and a listener is registered to handle incoming announcement
from other AllJoyn applications. A path containing the methods is posted on the UBus and the main loop for U-Bus is started. Now the application is in running mode
and ready to accept method calls from the U-Bus.
Figure 3.4 on the next page shows how the application is used. To find instances of a
service, the user must search for one of the two interfaces LampState or WiFi. The
next step is to display all found instances that implement that service. To interact
with one specific instance, a connection needs to be established. The user can interact with the instance using methods, for example if the user is connected to a lamp,
the set brightness method can be used.
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Figure 3.5: Flowchart over the application.
In figure 3.5, a test program is running to show how the application works. The application sets up the bus attachment and connects to the D-Bus (1). The user can
from a menu (2) choose to search for an interface, list all found devices or connect to
a device, in this case the user chose to search for an interface. The user writes in the
interface name to search for (3), in this case the following interface was searched:
org.allseen.LSF.LampState
The program searches for the interface and waiting for the user to choose from the
menu again (4), in this case the user chose to connect to a device. The program lists
all the connectable devices (5) and in this case the user chose to connect to the device
nr 0, which is LIFX LCM Engine. The devices joins the session and the program
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prints out its interface (6). In this case, the user can chose to change brightness (7)
and colour temperature (8).

Figure 3.6: Test program to show how the application works.
JavaScript page
To present the controls for the Wi-Fi and the lamp, a web page was created using the
standard template provided by the router. The page can dynamically show lamps and
Wi-Fi manager applications that implements one of these two interfaces:
org.allseen.WiFi
org.allseen.LSF.LampState
The user can select one instance and navigate to another page containing the appropriate controls. To get the information from the D-Bus, JavaScript uses a daemon
called RPC daemon. The web page was uploaded on the router and can be accessed
from a web browser. The web page was written in HTML with JavaScript, AngularJS
and the RPC returned JSON objects.
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When the user opens the web page the user can chose between the Wi-Fi interface
and the LampState interface, (see appendix A.1). If the user chose the Wi-Fi interface, a page shows the Wi-Fi manager page, where the user can change SSID, password and/or channel for the radios (see figure 3.7). If the user chose the LampState
interface, if there is only one lamp found the controls for that lamp is displayed. If
more than one lamp is found there are display in a list and the user can choose which
one to interact with. If there are no smart lamps on the local network, the page will
show a “No device found” label.

Figure 3.7: Print screen on the web page.
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4 Analysis and discussion
4.1 The choice of software frameworks
The number of software frameworks that were found and worthy to be compared was
less than expected. At the research phase, there were approximately eight projects
found (included the ones covered), but later on turned out to be only two fully software frameworks. The projects not covered were: IoTivity, DeviceHive, OpenDevice
and MQTT. They were not covered in the comparison because of lack of information
or because they did not meet the requirements.
AllJoyn and Bonjour seemed to be the most established frameworks mentioned in
this thesis work and they manages the problems that was set up in the goals. Bonjour
is actively used on iOS and OS X for services like iTunes and Safari, likely because
Bonjour and the services is made by Apple.
4.2 The comparison
Information about the software frameworks were only gathered from the developers
own websites because other websites may contain incorrect information. Further differences between AllJoyn and Bonjour could have been discovered if more information about Bonjour was found. The level of the comparison was based on the
amount of information about Bonjour, because the information about AllJoyn was
more plentiful. The result of the comparison would be better if more information
about Bonjour was found and used.
Because Bonjour is more associated with Apple services, we think that the chance of
it becoming a standard for other platforms than iOS and OS X is small. The result of
the comparison shows that AllJoyn and Bonjour uses DNS-SD for discovery, which
can mean that it is the best present solution. They differ at the rest of the areas, which
may indicate that they have a different views on which solution that is the best.
4.3 The implementation
The idea was to create an application using JavaScript binding with the AllJoyn
framework. AllJoyn binding uses a Firefox plug-in that converts JavaScript code to
AllJoyn calls. This method would have been a simpler solution because only one JavaScript application would have been needed. It turned out that there was not
enough documented information. This feature was not fully developed and this was
obvious because the plug-in was only made for Firefox.
The implementation turned out to be more challenging than expected, mostly because it was demanding to dig into Inteno’s systems and learn different programming languages. The result of the implementation was as expected, we reached the
goal in time with good result. The application development was de than estimated,
mostly because we had to change the solution method and make a conversion between D-Bus and U-Bus instead of directly work with D-Bus.
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4.4 Society implications
This thesis work was looking at ways to simplify discovery, connection and communication between devices. This means that less development time need to be devoted
to make sure that device can interoperate with other manufacturer’s devices. Furthermore these software frameworks strive towards a plug-n-play model, which reduce the need for installers.
Implementing a new framework drives peoples to upgrade their electronics to newer
technology which often is more power efficient. This is good for the environment
because the world still relies on environment hostile power plants. Although the old
electronics need to be recycled without harming the ecosystem.
Smart homes drives to make the homes more moulded around the peoples living
there. This can lead to more pleasant and relaxing home environment.
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5 Conclusions
In this thesis work a comparison of software frameworks has successfully been done.
AllJoyn was the reasonable choice for Inteno to implement among the ones that were
brought up in this thesis work. AllJoyn appears to have a proper chance to be a standard for IoT networking over various platforms. An investigation gave that AllJoyn
can complement Inteno’s platform Iopsys, because the routers would be able to control and automatically detect services.
A web page and an AllJoyn application has successfully been created. The application
solves all functionality for finding an interface and making a link between AllJoyn
and Iopsys. The web page can monitor and set options for a Wi-Fi application and
display all instances for a specific service.
In continued work, tests can be performed on the methods that the frameworks are
using. The test could be an implementation of the frameworks and analyse the results, for example how fast you can find and display all instances of a service and the
fastest way to send notifications. This would show the difficulty in implementing
Bonjour and AllJoyn on different operating systems. The tests can also consist of
network simulations to measure the power consumption, data traffic, efficiency of
the network etc. A wider research could uncover more possible candidates for the
comparison.
To know which software framework that suits Inteno most, a market research of
which framework that developers are prepared to implement into their products can
be done. To simplify how to get the information from AllJoyn to the website, the RPC
daemon could be rewritten by connecting it to AllJoyn instead of U-Bus.
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A.1 Images of the web GUI
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