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Abstract 
In the past few years, technology has been changing by leaps and bounds, within 

which a new topic has emerged as Internet of Things. These things serve as 

sensors/actuators, connected to the Internet and enabled to communicate with 

each other simultaneously in a P2P distributed manner. The sensors/actuators 

sense and generate contextual data in their surroundings in order to enable real-

time context-aware behavior that make them more personalized and intelligent. 

This contextual information may be useful for human purposes like environment 

monitoring, home surveillance, elderly care, safety, security surveillance, etc. 

Moreover, smart mobile devices with incredible features have become hugely 

popular, the use of the Internet of Things would be much handier using 

smartphones to interact with sensors and also to generate information with its 

decorated sensors. The main aim of this thesis work is to create an extension for 

an add-in layer of the Internet of Things (SensibleThings Platform) architecture 

that adds functionalities like querying UCI value within the platform, connecting 

different mobile devices regardless of programming language, which has been 

done using the REST protocol. Furthermore, the intention is to build a P2P 

connection between the Java coded SensibleThings platform to a non-Java 

platform, i.e. iOS, by creating an Objective-C library to support dissemination of 

contextual information between the discrete platform in a distributed manner 

using JSON. Two servers have been created using Apache web server and sockets 

to connect with the Objective-C library to compare the performance of extension 

and library. The thesis work also presents the implementation of the extension 

and an Objective-C library, integrated to create proof-of-concept applications by 

developing an iOS application and Mac OS desktop application that can easily 

interact with the SensibleThings platform by requests through the REST protocol 

and getting the UCI value in JSON message format. Moreover, to know the best 

possible solution for the SensibleThings platform, a hybrid application has also 

been developed by using PhoneGap and JQueryMobile within XCode, which is 

compared with the iOS web app, and an evaluation of mobile applications using 

extension and library with two servers has also been performed. According to the 

results between the web server and sockets, the sockets act scalable and more 

stable than the web server when interacting with the SensibleThings platform; 

when comparing between the iOS and Mac app for performance, there is not 

much difference. The results also suggest that a hybrid app would be a better 

solution for the SensibleThings platform; it could be developed with less effort 

and be useful for a variety of mobile devices, which might be the best solution 

for the IoT in the future. Lastly, the conclusions includes possible future work to 

be supplemented, to make the IoT better in future. 

Keywords: Internet of Things, distributed system, P2P, REST, JSON, Java, an 

Objective-C, iOS, web app, hybrid app, native app, evaluation and open source 
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1 Introduction 
The world has become more digitized with the improvements in the field of 

technology introducing smart devices such as smartphones and tablets with a 

multitude of sensors and actuators built-in. These smart devices use different 

applications developed by the developer that can access the features provided by 

the devices. Recently applications such as context-aware applications able to 

change behavior based on the context of the users, have had large market 

penetration around the world to date. To overcome such technology and the high 

expectation of the users, different methods have been applied. We have different 

smart devices with different OS (Operating Systems) like Android, iOS, 

Windows Phone, Blackberry, Symbian, Bada, etc. providing the native 

application for a user to use the features from particular device. But because of 

the users’ situation, the idea of application development has changed, introducing 

the concept of cross-platform application development. Users want a single 

lightweight app that is compatible with all existing OS and developers would not 

need to code the same application program for every device following the “write 

once, run everywhere” model.  

At the same time, a new idea for Internet of Things has evolved to facilitate for 

the Internet users with relevant and reliable services. This idea is the new 

generation of intelligent computing where context information from sensors and 

wireless sensor networks from numerous different sources, such as sensors and 

actuators attached to mobile phones or home gateways, can be disseminated in a 

distributed peer-to-peer manner. Many approaches have been established to 

produce and gather the context information from sensors and actuators that can 

be distributed via the Internet. One of the platform enabling the Internet of Things 

is the SensibleThings Platform which is an open source framework that connect 

sensors and actuators, to enable real-time and scalable context-aware applications 

to be disseminated. It can use the contextual information from sensors and 

actuators attached to different things providing intelligent and personalized 

behavior for a variety of situations such as environment monitoring (pollution, 

earthquakes, flooding, forest fires), safety (health care, elderly care), energy 

conservation (optimization), security (traffic, fire, surveillance), object tracking, 

intelligent homes and many more social comfort applications.  

The evolution of things in the environment using sensors and actuators connected 

to the Internet (Internet of Things), to provide ubiquitous context information that 

behaves intelligently, have penetrated the world leading to a new level of 

thinking. In addition, connecting the IoT with smart mobile devices has been 

discovered, and gained the attention of the developers. Smartphones offer 

sophisticated methods for interacting with objects in the surroundings. There are 

different smart devices using different OS such as Android, iOS, Windows 

Phone. Various approaches have been applied to connect these devices with the 

IoT, which can utilize the context information from the IoT platform using 

extensible Web API (Application Programming Interface). But there are some 

issues regarding repeatedly development of the same application for different 
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system, due to the variety of OS for different devices. So, the use of contextual 

information within any OS platform from the IoT infrastructure applying the 

proper protocol needs to be solved to access the ubiquitous behavior of the 

sensors. 

1.1 Background and Problem Motivation 

Currently, the approach of the SensibleThings platform, smart devices need to 

run Java to be a part of the system. The effort does not satisfy the user’s 

expectations of using a device independent platform. In order to promote sharing 

of sensor data, it would be advantageous if a well-known and common protocol 

was used.  But to come up with such rich applications, many obstacles would 

have to be overcome e.g. using programming languages simultaneously for every 

device to build external libraries to connect to the mobile devices. There is a 

variety of devices and platforms to create native, web and hybrid applications 

that could be compatible with the devices. Defining a middleware protocol would 

be helpful in assisting the sharing of information between the SensibleThings 

platform and the smart devices, i.e. an extension API for the SensibleThings.  

The thesis work includes fulfilling the required supporting architectures for the 

SensibleThings (IoT) platform to allow the multiple smart devices to use the 

same platform and the same API. Since there is no good way to solve the cross-

platform problem for the IoT, these issues needed to be solved. 

Therefore, the main aim of the thesis project is to implement an extension to the 

SensibleThings platform, enabling the devices (iPhone smartphones, Windows 

smartphones) that do not require Java, to participate in the SensibleThings 

platform in order to publish and retrieve sensor data. This can be achieved by 

developing and using the device independent API, i.e. the cross-platform API 

that helps the development of the next generation Internet of Things and their 

supporting architectures. 

1.2 Overall Aim 

The main aim of the project is to study and identify a suitable method to create 

the extension for the SensibleThings platform and develop an external library for 

smart mobile phones to have a ubiquitous connection between the 

SensibleThings platform and smart mobile devices. An aim is also to solve these 

issues and to have an easy interaction between IoT and smart mobile devices. A 

seamless connection between sensors/actuators and the IoT using different 

platforms will be needed in the future. Since we lack a solution for this problem, 

to secure the future of the IoT, connecting with the different platforms of mobile 

devices is an issue that needs to be solved. 

Therefore, the problem intended to be solved in this thesis is to enable mobile 

devices particularly for iPhone to access the sensor data through a device 

independent API from the SensibleThings (IoT) platform. 
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1.3 Concrete and Verifiable Goals 

The goal of this thesis is to improve the current architecture of the existing 

SensibleThings, open source platform. The thesis objective is to find and solve 

the following technical problems. 

i) To find at least 3 different mobile application development 

approaches for seamless interaction of mobile devices with the 

SensibleThings platform, regardless of their hardware and 

programming language, via literature reviews. 

ii) To create an extension for the current SensibleThings platform for 

external access of sensor/actuator information within the 

SensibleThings architecture, to support reading and publishing 

sensors values. 

iii) To create an external library to connect mobile devices with the 

IoT infrastructure using a different programming language than 

the platform itself, i.e. an Objective-C for iOS. 

iv) To implement and integrate a proof of concept application that 

utilizes the external library connecting via a created extension to 

access the SensibleThings platform using an Objective-C on an 

iOS device. 

v) To measure and evaluate the stability, scalability, and quality 

aspects for publishing and retrieving using the extension and 

external library via an Objective-C within an iOS device and 

evaluate the possible mobile application development approaches 

to address the better solution for the Internet of Things, i.e. the 

SensibleThings platform. 

The current SensibleThings platform is an open source platform. Therefore the 

solution should be open source, free of all external licensing. So project 

development code will be created from scratch. 

1.4 Scope 

The thesis project intends to implement the extensional Web API to the add-in 

layer of the SensibleThings platform and create a library to establish a reliable 

connection for mobile devices regardless of platform. In addition to these 

problems there are numerous issues like secure connection for data exchange, 

storage of data etc. which will not be presented in this project. Since there are 

various IOT platforms, the project considers only on the open source 

SensibleThings platform to communicate with external devices that uses the 

Objective-C language, i.e. iOS (iPhone). Because the SensibleThings platform is 

open source, the project work needed to consider being free of all external 

licensing targeting an open source project. The thesis work will not cover other 

devices that use OS such as Android, Windows Phone, BlackBerry, Symbian, etc. 
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1.5 Outline 

This thesis report is outlined as follows. Chapter 2 describes the theory of the 

technical area and background knowledge of the device independent platform for 

the SensibleThings platform and related work. Chapter 3 deals with the 

evaluation method of the thesis work and the methodology to conquer the 

predefined goal is presented. Chapter 4 describes the technical requirements and 

approaches for design and implementation. Chapter 5 includes the results 

obtained throughout the work with accurate tables, screenshots and graphs 

describing the project performance, also including the evaluation of the result and 

different mobile applications. Finally, Chapter 6 presents the conclusions, 

summarizing the overall project in brief with achieved goals alongside a 

discussion and future work. 

1.6 Contributions 

The source code has been contributed by the SensibleThings platform which is 

the property of Mid Sweden University, Sundsvall. The platform is still in the 

development stage and the thesis work contributed the platform with an extension 

that can help multiple mobile platforms to connect and access the 

sensors/actuators ubiquitous contextual information in a P2P distributed manner. 
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2 Theory  
This chapter presents the background study and the related work of the thesis. 

This includes the different mobile OS platforms, the Internet of Things platforms, 

distributed systems types and architecture, the protocols which could be useful 

for communication between devices, and the SensibleThings. The theory also 

includes available mobile application frameworks for Cross-platform 

applications. 

2.1 Brief History of Mobile Devices 

The mobile phone is a device used for making and receiving calls over radio link 

connected to the cellular network provided by the mobile phone operator within 

a wide geographical area. The first mobile phone was introduced by Motorola in 

1973, weighing around 1.1kg. The development of cellular devices was followed 

by Japan with the first commercial automated cellular network in 1979, and then 

the Nordic Mobile Telephone system by Denmark, Finland, Norway and Sweden 

and others in mid 1980s. These systems can only support calls and are ‘1G’ 

analog technology systems.  

In the early 90s Finland introduced the second generation digital cellular 

technology with Global System for Mobile Communication (GSM) standard. In 

2001, Japan launched the third generation Wideband Code Division Multiple 

Access (WCDMA) standard cellular technology, which was followed by 3.5G; 

3G+ is embracing the high-speed packet access (HSPA) with higher speed and 

capacity for data transfer. The 3G mobile phones are the modern cellular devices 

supporting features like Short Message Service (SMS), Multimedia Messaging 

Service (MMS), Camera, Internet, email, short range wireless (Bluetooth, 

infrared), games and many more applications; they are known as smartphones. 

4G technologies with enhancements over the 3G cellular phone has been offered 

by America with Worldwide Interoperability for Microwave Access (WiMAX) 

standard and Scandinavia offering LTE by TeliaSonera [3]. 

2.2 Types of Mobile Operating Systems 

Today smartphones with the ability of downloading and installing different 

applications from an app store have increased by leaps and bounds. Smart mobile 

OSs use features like camera, multimedia, Near Field Communication, GPS 

(Global Positioning System) navigation, touch screen, Bluetooth, WiFi, Infrared 

etc. These Smartphones contain two mobile OS main users, i.e. iOS and Android, 

and low-level real-time OS for software platform and radio and other hardware. 

Currently, the most common smartphone OSs are Android, iOS, Windows 

Phone, Symbian and BlackBerry. 

 

2.2.1 Android OS 

Android is a free and open source system introduced by Google Inc. Android has 

released a number of versions with successful outcomes on the smartphones 



Platform Independent Connections to the Internet of Things 

Sandeep K.C.                                                                                   2014-08-22 

 

6 

market, e.g. Cupcake (1.5), Donut (2.0), Ginger Bread (2.3), Jelly Bean (4.1, 4.2, 

4.3), Kit Kat (4.4), etc. After HTC developed smartphones using Android, there 

has been a tremendous increment developing mobile devices with Android OS; 

it now has the highest market share on the global smartphone market. For the 

Android mobile devices, the Linux kernel provides the common OS services. The 

Android OS provides an abstraction between the mobile device applications and 

mobile hardware. Android mobile applications can be developed using an 

Android mobile software development toolkit, which has been provided by 

Android. Each Android application run in its own virtual working space using 

the Dalvik virtual machine architecture (DVM) to provide each application with 

all the OS services. Java programming language is used to develop applications 

for Android OS [32]. 

2.2.2 Apple iOS  

iOS is the product of Apple Inc. as a closed source and heavily guarded 

proprietary. Since jail breaking allowed a third party to use the features provided 

by iOS, it was not officially supported before. The iOS includes features in its 

layered system architecture for advanced features like Voice over IP, unified 

mailbox, multitasking, gaming, threading and many others. Developers require a 

license for developing iOS applications, and the developed apps that are 

approved by Apple can be found in iTunes’ App Store. iOS hit the market as a 

leader with innovative design and technology in little time, but has now lost the 

attention of the users and developers. The programming language used is 

Objective – C, to build native iOS applications [32]. 

2.2.3 Windows Phone 

The Microsoft product Windows Phone is also closed source and proprietary. 

Microsoft uses the Metro Design Language for the new mobile OS with new 

overhauled user interface, which has the ability to integrate with Microsoft 

services like Microsoft Office, SkyDrive, Xbox Music and many others. 

Windows has upgraded its framework from the past strategies based on .NET 

compact framework to Windows Phone. Windows embrace the tile based user 

interface for the end user. It provides the Silverlight framework using Expression 

Blend for desktop application authoring tools and XNA framework based on 

.NET framework for developing games and entertainment along with the 

common base class libraries. For working with the Windows Phone OS, C# 

development can be used. Devices with Windows Phone OS has tough 

competition from the other smartphone giants on the market. 

2.2.4 Symbian 

Nokia and Accenture together introduced the Symbian OS. The first ever 

Symbian OS was version 6.0, on the market in early 2001 in mobile devices. 

Using the open public license, it had the highest share market in the past years. It 

has been adapted by different manufactures like Motorola, Nokia, Samsung, and 

Sony Ericsson. Symbian supports development of open standard based apps by 

providing open public license terms for portable devices to the application 

developer. Symbian OS can be considered as light weight OS, optimizing 
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performance of mobile applications by using less system architecture and 

providing features for navigation maps, messaging, music, calendar, media 

sharing, etc. Having been such good strategies, Symbian has been losing its 

position on the smartphone share market due to lack of clear goal and device 

fragmentation problems. C++ is used as application development language for 

Symbian OS. 

2.2.5 BlackBerry 

BlackBerry introduced the BlackBerry OS with closed source and proprietary. 

But now there is a new concept by BlackBerry, RIM (Research in Motion’s), 

with an open platform for developer to create applications. BlackBerry 

smartphones has integrated service between RIM, which is highly secure for 

communicating with email, multimedia, phone, etc. To develop native 

BlackBerry applications, the developer needs to use C/C++ programing language 

and the app can be found in the BlackBerry World store [4, 5]. 

2.3 Distributed Systems  

Distributed systems is a collection of computers that appears to its users as a 

single coherent system [24], and consist of an autonomous computer that needs 

collaboration to offer users or an application to communicate with a variety of 

other systems. A distributed system communicates while hiding the exact process 

between the systems from users or applications.  

To offer heterogeneity for computers and networks distributed systems use layers 

of software, i.e. high level layer as application, layers representing OSs and layers 

for communication facility for those layers serving as middleware as shown in 

Figure 2.3. 

 

Figure 2.3: Distributed system as middleware for 4 networked computers and 

applications 

Figure 2.3 shows a distributed system as a middleware component layer over 

multiple systems offering means of communication between existing computers 

within the network with the same interface for the applications on each computer. 

The distributed systems intended to provide the user access and share resources 

(printer, web page, files) efficiently using simple protocols, hiding the actuality 

of the resources that are distributed across different systems. This is in addition 
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to several other aspects like location, migration, failure and recovery, etc. It offers 

services through an interface to the users maintaining the rules standard 

describing the services’ syntax and semantics. It also makes it easy to configure 

the systems for different developers and add and replace components without 

interrupting other system components. Distributed systems offer scalable system 

referring the size and area to add new users within a large geographical area to 

share the resources, e.g. the Internet, an intranet, mobile and ubiquitous 

computing. 

2.3.1 Types of Distributed Systems 

Distributed Computing System: To provide high performance computing tasks 

it has a collection of similar computers running the same OS connected via high 

speed local area network parallel. Distributed computing systems even offer the 

user a high degree of heterogeneity by collaborating the group of people or 

institutions to form a virtual organization. So, the users belonging to a virtual 

organization have privileged access the resources offered like databases, servers, 

sensors, etc. e.g. cluster and grid computing systems [24].  

Distributed Information System: A distributed information system represents 

the integration of sophisticated applications at the lowest level using middleware 

solutions to offer communication between the client and servers. The applications 

also interact directly with each other. A remote client could request a specific 

operation which will be responded by executing the task by the server that runs 

the application. These systems are used for transaction processing and enterprise 

applications using RPC (Remote Procedure Call) between servers and clients 

maintaining the ACID properties [Atomic Consistent Isolated Durable] [24]. 

Distributed Pervasive System: Since the introduction of mobile and embedded 

devices, the use of distributed systems is not only popular for fixed nodes with 

permanent high quality network but also for the small low battery devices with a 

wireless connection. Distributed pervasive systems have become an important 

part of our lives, embracing the contextual changes, being aware of its 

surroundings to offer service to the users. The distributed pervasive system may 

encourage ad hoc composition by allowing users or devices to configure the 

application running on the device and also helps to recognize the default sharing 

during its intermittent connectivity of devices allowing devices to support 

adaptation of application to react efficiently by discovering the service at local 

environment. It is mainly used for home networks, sensor networks forming the 

ubiquitous computing environment i.e. even called the Internet of Things, which 

was discussed in Chapter 2.3, where different constrained devices are connected 

through wire or wireless for sharing contextual information between different 

nodes. The nodes represent the computer, smart mobile devices, audio video 

equipment, surveillance cameras, etc. which can generate contextual information 

from their surroundings and are connected to single distributed system [24]. 

2.3.2 Distributed Systems, Architectures 

Centralized Architecture: A centralized architecture maintains the complexity 

of a distributed system by using the client server model where the client setup 

connects to the server and sends requests for a service from the server and waits 
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for the server’s reply. The server implements services like file systems or 

database services which would be responded regarding the clients’ request. This 

interaction between client servers, also called a request-reply process, uses 

simple connectionless protocol efficiently within the local area network.  

 

Figure 2.3.2: Client-server interaction 

Decentralized Architecture (P2P): A decentralized architecture consists of a 

client and servers that may be physically split up but working with their own data 

set supporting peer to peer system. Each process establishing a peer to peer 

system serves as both client and server at the same time, communicating through 

connection channels, e.g. structured P2P - Chord, unstructured P2P. 

Hybrid Architecture: A distributed system uses both client server and P2P 

architecture, e.g. Edge Server System – ISP by serving the content to the client, 

Collaborative Distributed System – BitTorrent [24].  

2.3.3 Evolution of Peer-to-Peer Networking Systems 

The first generation P2P architecture [25] consists of a cluster of dedicated 

servers that maintain the index for the surrounding peers. The connection is in 

the P2P model to share the resources, e.g. Napster which has been used for 

sharing music files, SIP (Session Initiation Protocol), which is lightweight and 

aware of mobility between subnets. 

 

Figure 2.3.3a: The Napster principle [25] 
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The peers in the second generation architecture [25] have equal functionality, 

which makes the architecture a pure P2P architecture. The present peers have the 

ability to discover and query for resources. This prevents the use of dedicated 

servers as every peer acts as a server as well as client. So, the peers in the 

architecture can be called servents, e.g. Gnutella, Chord etc.  

 

Figure 2.3.3b: Operating principle of Gnutella [25] 

The structure and hierarchy from an earlier generation was used to develop the 

third generation protocol [25]. This architecture consists of peers and super peers, 

where peers indicate the end users, and the super-peers act as the gateway for the 

peers to find and connect the other peers holding the resources. The peers and 

super peers are like the servent but have different functions. The super peers help 

to support the NAT (Network Address Translation) and firewall traversal within 

the connected peers for communication, e.g. JXTA, an open source development 

framework. 
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Figure 2.3.3c: Operation principle of JXTA [25] 

2.3.4 Internet of Things 

The Internet of Things (IoT) is growing rapidly in the field of technology in 

modern wireless communication scenarios which are based on P2P distributed 

systems. The concept is pervasive in an environment signified by sensors, 

actuators, mobile phones, etc. that can communicate with each other through the 

Internet. Semantically, the Internet of Things can be explained as “a worldwide 

network of interconnected objects that are uniquely addressable, based on 

standard communication protocols” [6], [7]. The IoT can be applied in different 

situations in various places including workplaces or at home to assist people 

providing e-health, security, automation, safety, industrial manufacturing, 

business management, intelligent transportation and many more, generating and 

consuming the context aware behavior information. The Internet of Things can 

be applied to different embedded devices and computers, connecting devices and 

web together for everyday life. The IoT uses a large number of sensors within a 

WSN (Wireless Sensor Network), communicating with each other via the 

Internet. For the IoT to be a successful paradigm, the key requirement that needs 

to be followed is the ability to integrate various embedded devices and 

technologies [8].  



Platform Independent Connections to the Internet of Things 

Sandeep K.C.                                                                                   2014-08-22 

 

12 

 

Figure 2.3.4: Definition of the Internet of Things [9] 

 

The IoT was introduced from the evolution of context aware computing and has 

been most popular as ubiquitous computing that advanced the use of desktop 

applications, web applications, mobile computing and pervasive computing. The 

main objective of the IoT is to create a better world for human beings making the 

things around us to act as needed without any explicit instructions. The term 

“Internet of Things” was conceived by Kevin Ashton: “The Internet of Things 

has the potential to change the world, just as the Internet did, maybe even more 

so” [10]. The vision for the IoT was driven by aggregating several technologies 

within itself. Moreover, the IoT helps people and things (sensors, actuators, 

smartphones, and embedded systems) to connect whenever and wherever desired 

by the user using network and any services as defined, as shown in Figure 2.3.4 

above. Nevertheless, the IoT design resides few issues like routing, media access 

control and Quality-of-Service which has been more difficult due to the 

heterogeneity of the system and the density of deployment of services [11].  

Connecting the IoT and Web 

Since the advent of the Web, the world has become smaller, allowing people in 

different applications, like a social network or cloud computing, to interact from 

anywhere at any time [12]. A current emerging technology that has penetrated 

the world is the “Internet of Things” having the ability to connect different 

embedded devices and enabling communication between them by allowing 

people to access device information. This makes the use of the Web better by 

integrating everyday objects that can be accessed through the Web. Using 

different web services like REST/CoAP to integrate the services offered by real 

world objects, such as household devices, wireless sensor networks, embedded 

devices can be accessed [13] defining a new breed of application, the “Web of 

Things”. The devices are able to speak the same language and connect to the 

Internet to inter-operate freely on the Web. The use of standards of the IoT and 

the Web has made the extension of the Internet within a constrained environment 

successfully define the vision of IoT [14]. For IoT applications to be ubiquitously 
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accessed, its advanced capabilities through the Web, a versatile user interface and 

development framework is required, which could be possible through web 

services that can leverage any embedded smart object. The Web of Things 

provides flexibility for different IoT applications to adapt and run on the web 

client by offering lightweight services, so that it can be used even through mobile 

devices [15].  

 

 
Figure 2.3.4a: Simplified component architecture of a Social Access Controller 

 
Figure 2.3.4b: Web and integration with smart gateways [16] 

 

Figure 2.3.4b above shows the integration of the Web and Internet using the smart 

gateway and direct interaction to offer the sensors information to the users. HTTP 

methods can be used by the web client to an appropriate protocol that is 

embedded within device for direct integration to query the services. Many social 

networks like Facebook, Twitter, Myspace, LinkedIn any many more can imply 

the use of the Web of Things to leverage their users, sharing and controlling 

access to resources offered by the IoT by the use of authenticated proxy between 
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client and smart objects i.e. a Social Access Controller [12]. An efficient interface 

with the use of web services can be achieved to access the smart object by 

applying a better encoding technique to the application transfer protocol level for 

minimizing payload and complexity of parsing, like XML encoding with W3C 

EXI. The Web of Things exploits challenges like naming and identification, 

routing scalability, security, privacy and manageability of the augmenting 

network [17]. Clients can benefit from integrating physical objects and a virtual 

world where the best choice would be the use of web technology to build the 

connection [18].  

Connecting the IoT and Mobile Devices 

The emergence of computing networks has proliferated the use of embedded 

devices within the Internet leading to the term Internet of Things. Different 

platforms can be used to access the services provided by the IoT, such as mobile 

devices, desktop computers, PDA (Personal Digital Assistant) etc. through the 

Web. Mobiles can be used anywhere and anytime within the Internet network, 

and has been useful in the daily life of human beings due to it being portable and 

easy to use. Combining mobiles with IoT, mobile interaction with the physical 

real world can be supported for dissemination and development within the mobile 

interaction concept [19]. So far mobile device providers have added seamless 

features like NFC (Near Field Communication), accelerometer, GPS (Global 

Positioning System), GeoLocation, Bluetooth, and media along with many more 

sensors, which are useful in the workplace and at home on an everyday basis [20]. 

With such features, the mobile device has evolved into a smartphone that can 

participate in the IoT architecture and fulfill the client’s requirements by 

providing interfaces to access the smart objects and wireless sensor network 

context aware information, or even by generating new information for the IoT 

[21]. Use of mobile devices to interact with the physical world can be defined as 

the mobile device being mediator or information generator through the physical 

object. To perform such features, mobile devices use RFID (Radio Frequency 

Identification), NFC or Bluetooth. Mobile devices can contribute the use of the 

IoT by enhancing the vision of the IoT interaction with the physical objects by 

sensing the environment, interacting with the public, smart environment 

interaction or used as a universal remote controller [22]. 
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Figure 2.3.4c: Mobile interaction with physical world [22] 

 

Figure 2.3.4c describes the interaction of mobile devices with smart objects in 

the physical world to participate in the IoT. In the near future, the use of mobiles 

with IoT will be preferred due to its remarkable features with more common 

technologies, as in IoT to connect smart embedded devices providing lightweight 

component for seamless interaction of ubiquitous context aware behavior [23]. 

Enhancing the interaction of physical objects with services has just been utilized 

by few proprietary solutions [19]. So, mobile devices can be used as a mediator 

between physical objects and universal clients for the propagation of context 

aware information generated by the intelligent physical objects bound within the 

physical world via the Internet. 

2.3.5 Sockets 

A mechanism between processes on the same or different machines, or simply 

client and server, to exchange messages [26]. To communicate with the processes 

or client within the same machine, pipes can be used, while using the Internet 

sockets, different machines communication is carried out. An end point 

connection provides the connection interface for different machines to 

communicate. Sockets consists of sockets address, which contains Internet 

address   and port number of 16 bit integer and denoted as address: port [27]. The 

communication between client and server is point-to-point, supporting full-

duplex and reliable communication. Where the client makes the request and the 

sockets address port will be assigned automatically by the kernel and called 

ephemeral port. But a well-known port default 80 for web servers, related with 

the service, is used for the server sockets port. Sockets interface helps the client 

server structure allowing to share resources between systems like files, disk 

space, processors etc. [28] and every machine running processor must follow the 
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mechanism so that every processor knows the process running on another 

machine’s network address while communicating. The principle of sockets 

communication is provided by the OS as an abstract data structure building the 

access of the process of sending and receiving data during the absence of 

correlation between processes. Sockets help communication of multi machine 

with assistance of TCP (Transmission Control Protocol) and UDP (User 

Datagram Protocol) protocols. Where TCP connection is the connection, where 

connection establishment before the exchange of data is carried out is needed and 

known as Connection-oriented service. During the connection-oriented service 

there is a connection establishment process for the completion of the data 

transmission mechanism. After finishing the transmission of data between 

processors the TCP protocol releases the connection. The communication using 

TCP can be reliable for transferring the byte stream offered by the transport layer 

within the connection-oriented machines [28]. Connection-oriented 

communication provides flow control between machines’ ports for end to end 

communication and verifies complete end to end check by controlling the 

receiving and sending data time. The UDP protocol, the transport layer protocol, 

is used for the connectionless-oriented service where establishment of connection 

for the exchange of data is not needed. Instead the UDP protocol uses a datagram 

protocol that can operate in connectionless communication. However, the 

datagram communication offers the fast and efficient exchange of data but lacks 

the security. Each exchanged message must include the source address and 

destination address. The use of UDP protocol for data transmission might be more 

costly than TCP. The communication is unreliable within the connectionless-

oriented service [28]. The use of sockets can help the client to easily access web 

defined multiplex servers and provides P2P communication in a distributed 

manner. 

2.3.6 Distributed Hash Tables 

Structured P2P using an overlay procedure to organize the process and construct 

networks using DHT (Distributed Hash Table), where it assigns a random key for 

data items from identifier space and assigns a random number of nodes for same 

identifier space. DHT offers a mapping technique for key of data items based on 

distance to the identifier of nodes requesting through routing for a particular data 

item to the responsible node [24]. 

Chord is a ring, like structured routing algorithm model of a P2P network based 

on DHT to find the key to a node. The node stores the value of the key and each 

node is assigned a random m bit identifier along with each key for better routing 

lookup, scalability and fault tolerance to indicate network accumulation up to 2m 

nodes. The nodes are arranged to form a chord ring referring to each node’s 

identifier value maintaining finger table having m table entries for each node. 

Steps have been taken to improve the Chord Routing Algorithm as Continuous 

Arc Chord as optimization, that can eliminate the redundant information and 

replace it with the node’s information within the finger table. The use of CA-

Chord helps to improve efficiency along with increasing routing information 

availability and allowing the query operation between nodes [29]. 
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Figure 2.3.6: An example of chord identifier with ten nodes storing five keys 

[30] 

A Chord protocol can be used to solve the problem in a decentralized manner and 

resolves the look up through O (log N) messages to other nodes, which maintain 

routing information for O (log N) [30]. A Chord is a valuable component for 

sharing files cooperatively, distribution of indices for documents within peer-to-

peer distributed applications. 

Distributed Context Exchange Protocol (DCXP), is an application level P2P 

protocol based on DHT, and also XML offers reliable communication for nodes 

within the P2P network. DCXP capable end devices sharing context information 

register with the P2P network and have the same naming scheme, similar to the 

SIP URI format. Universal Context Identifiers (UCIs) such as sensors 

information, i.e. Context Information (CI), are stored by the naming scheme of 

DCXP in DCXP network. Distributed Hash Table is used to map between UCIs 

and source address, utilized by Context Storage (CS) within the network that uses 

DCXP which helps the network to find the entries in log (N) times. CS maintains 

a source of UCI and acts as a context exchange mechanism allowing clients to 

query CS for UCI location which is responded by the CS with the address of CI. 

CS provides an operation similar to the Dynamic DNS resolving service for the 

client through DCXP and storing a mapping between an IP address of CI and 

domain name. Sources and sinks combine Context User Agent (CUA), whose 

context can be exchanged using DCXP. It imposes five primitives, e.g. 

REGISTER_UCI to register CI’s, UCI with DS, RESOLVE_UCI to find the CI 

location, GET to receive CI from resolved location, SUBSCRIBE to subscribe 

for CI when updated and NOTIFY to alert the subscribing CUAs (Context user 

agent) when an update occurs within the network. A fully qualified UCI within 

the DCXP has the following syntax and interpretation, i.e. 

//bootstrap@miun.se/weather/temp?unit=celsius. DCXP is a simple protocol 
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whose infrastructure enables and presents an alternative solution for search of 

context and real time ubiquitous access [31].  

2.4 Cross-Platform Application Frameworks 

Smartphones are currently not only used for making calls. Unlike previous 

mobile devices, smartphones provide some built-in features, like music, camera, 

video, GPS, accelerometer, etc. which makes them popular on the market. OS 

architecture and support of programming language of the smartphones differ. 

Android uses Java for programing, iPhone uses an Objective-C and Windows 

Phone uses C#. So application builds for one OS device cannot run on other 

because of the difference in programming language and other native features. 

Developers need to create the same application repeatedly to make it compatible 

with other OSs.  

A cross-platform framework can develop an application code that is compatible 

with all mobile devices. Web development programming languages wrapping 

with cross-platform framework native code can access the device’s features. 

HTML5 (HyperText Markup Language), JavaScript and CSS (Cascading Style 

Sheets) are the web development tools becoming popular that can use the features 

provided by the devices, like GPS, multimedia, camera, etc. There are different 

frameworks for developing an application that follow the code once and run 

everywhere rule. A general cross-platform mobile application development 

framework is shown in Figure 2.4 below. 

 

Figure 2.4: General cross-platform mobile application development architecture 

[35] 
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The first layer in Figure 2.4, application developed using web technologies, helps 

the developer to implement the business logic and functionalities. The user 

interface and storage facilities is provided by the cross-platform framework layer 

where device features like camera, sensors are allowed to interact with the 

JavaScript API, which is connected with the native mobile API. A separate 

application is built for different platforms which could be enabled by the API to 

generate respective executable apps which can be installed and run [35]. 

2.4.1 PhoneGap 

PhoneGap is an open source, cross-platform mobile application framework 

which uses HTML5, CSS3 and JavaScript web technologies, and using the 

functionalities of the SDK. PhoneGap enables the developer and companies to 

create free and open source application for a mobile device like iPhone, Android, 

Windows Mobile, Symbian, BlackBerry, etc. The application developed in 

PhoneGap is neither considered a pure web nor acts as a native app because it 

does not support certain HTML functions. Likewise, the layout rendering is done 

using WebView rather than native language and hence acts like a hybrid app. The 

applications developed for cross-platform are wrapped in native applications 

accessing the system features. 

To develop a cross-platform mobile application, developers need to execute the 

source code on different IDEs (Eclipse for Android and XCode for iPhone) since 

it does not provide its own IDE (Integrated Development Environment) for 

development. The application written in the PhoneGap Framework supports 

accelerometer, barcode, calendar, camera, compass, media and so on provided by 

the smart devices [33][34]. 

 

Figure 2.4.1: PhoneGap cross-platform architecture 

The top layer of the mobile application is where the application is created by the 

developers using source code. The middle layer of PhoneGap contains the 

JavaScript API and native API and is where PhoneGap provides the interface for 

developers allowing features of the device like camera, NFC, compass, calendar, 
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GPS, accelerometer, Bluetooth, etc. The middle layer connects the mobile 

application used by JS API and native API for the OS [33][34][35]. 

2.4.2 Rhomobile 

The Rhomobile is a cross platform mobile application for smartphone 

applications, which implements the MVC (Model View Controller) architecture 

using programming languages like HTML, JavaScript, CSS and Ruby for 

development of native applications. It is an open source Ruby based mobile 

application development environment consisting of integrated tools such as 

Rhodes (Develop), RhoConnect (Integrate), Rhohub (Deploy) and RhoGallery 

(Manage), which manages the transactional enterprise application and data. The 

Rhomobile application supports features like barcode, Bluetooth, NFC, camera, 

calendar, GPS, etc. and can be used on iOS, RIM, Android and Windows Mobile 

OS. The Rhodes uses the MVC architecture to build high level and portable 

mobile applications. An application written in HTML, CSS and JS is called 

Views, and a controller for backend support is written in Ruby.  

 

 

Figure 2.4.2: Rhodes architecture 

The Rhodes app generator is used for generating native applications with the 

logic of views and controller based on developing applications. RhoConnect 

enables the mobile app to connect and access the data from a backend data source 

using web services like REST, SOAP, XML and JSON. RhoHub makes it 

possible for the developer to create an application via a web browser without 

using the RhoMobile IDE, i.e, RhoStudio with the help of HTML and Ruby. 

Rhodes supports the application created in Eclipse, Visual Studio, Netbeans IDE 

which enables HTML and Ruby language [34][34]. 

2.4.3 DragonRad  

DragonRad is a cross-platform tool for developing mobile applications for 

mobile OSs such as iPhone, Android, BlackBerry and Windows Mobile. 
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DragonRad provides developers with drag and drop environment for creating 

logic and focusing database driven application. DragonRad enables features 

provided by the OS like camera, maps, calendar, contacts, etc. to integrate and 

synchronize with a database system [33]. 

 

Figure 2.4.3: DragonRad architecture 

DragonRad contains 3 components within its architecture, which are described 

below. 

DragonRad Designer supports the developer in designing the application and 

developing them using a drag and drop environment, which is to be published. 

DragonRad Host acts as intermediary between enterprise and application running 

on Linux or Windows. It has support for querying transactions when the network 

is unavailable and establishes synchronous connection with database access. 

Some features are: taking a data query from the device, run data query on specific 

targets, sending data back to the device based on request, handling data updates 

from the devices and updating databases, and compression and data checking of 

data packets 

The DragonRad Client component provides customized features like application 

name, DragonRad project, change icon and DragonRad host installation link and 

provides the feel of native applications to run on devices and interpret the code 

of the designed application. 

Your network supports a custom data connector for available web services and 

Tomcat/MapDataServer supports the database. BlackBerry Enterprise Server 

(BES) used for BlackBerry products to connect, build and deploy applications 

[33]. 
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2.4.4 Mosync 

An open source platform for developing native-like cross-platform mobile 

applications for Android, iOS, BlackBerry, Windows Phone and Symbian. The 

application developed in Mosync can support features like accelerometer, 

camera, compass, barcode, map, database, SMS, etc. provided by the OS. 

Mosync provide the SDK for the developer to build applications that can be 

simple or advanced. Components like libraries, compilers, runtimes, database, 

etc. are coupled tightly together in Mosync SDK providing Eclipse based IDE 

using C/C++ or Java bytecode. Application development is done by using the 

GNU Compiler Collection (GCC) and pipe-tool targeting the device profile. The 

building codes and analysis for optimization is performed by pipe-tool. 

 

 

Figure 2.4.4: Mosync runtime architecture 

Service layer supports networking, memory management, data I/O, threading and 

so on. The application framework manages the platform; event management, 

initialization and destruction during runtime. Syscalls provides support for the 

developer to implement built-in features like camera, compass, Bluetooth, audio, 

etc. The resource system manages resources like images, data etc. The internal 

extension helps to design and configure the features when the function is missing 

in any specific platform determining a non-universal API during runtime. Virtual 

Machine Core supports loads, interprets and runs Mosync byte code acting as a 

virtual machine. Recompiler Core loads Mosync bytecode to the compiler and 

recompiles the byte code for the particular platform efficiently, but has less 

support for debugging. The generated core exhibits interface with the native 

generated code on the platform and has zero overhead, which does not allow the 

developer to load code during runtime for low-end devices [33]. 

2.4.5 Appcelerator Titanium 

Appcelerator Titanium is a development tool for mobile cross-platform 

applications using open web standards following open source initiatives. 

Titanium provides Titanium Mobile SDK, which uses HTML, CSS and 

JavaScript to develop mobile applications compatible with Android, iOS, etc. It 

uses Eclipse like IDE and is able to write and test applications in Android 

Emulator. Appcelerator Titanium’s written application can support contacts, 

accelerometer, camera, database, etc. provided by smartphones. It has two 
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components UI API and Phone API, where UI API handles mapping the native 

UI from cross-platform code, and Phone API deals with mapping to native 

features [34][35].  

 

 

Figure 2.4.5: Appcelerator Titanium architecture 

2.4.6 Cider 

Cider is a compatibility architecture for different mobile OSs intended to run on 

different platform mobile applications in different mobile ecosystems developed 

by students of Columbia University. The architecture tricks iOS apps to run on 

Android OS under its Linux kernel as they do in Apple’s XNU kernel. Using 

several binary compatibility techniques, Cider enhances the mobile OS to mimic 

the foreign OS application. Cider helps the unmodified iOS binary code allowed 

by the compile time code adaptation to successfully run on Android and to 

interact with Android devices’ hardware and software. Cider includes diplomatic 

functions allowing iOS apps to tap on host libraries. While working on stream of 

instruction via the Android device, it uses virtualization altering related iOS apps. 

Due to incomplete OpenGL ES implementation, Cider do not support features 

like the phone’s camera, Bluetooth or GPS do support full features of the host 

device. Cider poses a few challenges while porting and re-implementing the code 

and function of one device’s system to another since the libraries and framework 

may be proprietary and closed and during the use of opaque kernel, and 

proprietary interface while accessing custom hardware providing actual 

functionality as cross-platform. Cider introduces the following categories 

working within its architecture as: 

Duct tape: A code adaptation layer at compile time for the foreign kernel code 

allowing compiling into the domestic kernel within the host OS. Use of duct tape 

helps the reuse of foreign code to reduce errors and efforts for implementation 

and coding within host kernel. 

Diplomatic function: Diplomatic function helps to access proprietary software 

and hardware interface enabling foreign apps to use domestic libraries on the 

device. It is the function help calling thread for execution of domestic code 
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switching the persona within the foreign app or vice-versa. The architecture of 

system integration is shown in Figure 2.4.6 below. 

 

Figure 2.4.6: System integration overview 

Figure 2.4.6 shows that launchd, notifyd and configd are the user-level services 

copied from the iOS device and core framework libraries from Apple’s 

development environment within XCode SDK. Cider introduces proxy service as 

a standard Android app called CiderPress, which integrates launch and execution 

to provide seamless system integration with the Android’s launcher and system 

services [54]. 

2.5 Cross-Platform Web Approaches 

This chapter describes a few web technologies that can be compatible for 

development of cross-platform mobile web applications to communicate with 

IoT platforms or other related platforms. 

2.5.1 SIP 

An open standard application level known as Session Initiation Protocol, a 

signaling protocol that helps to establish the connection between the hosts 

available in the network for communication. SIP can be used in mobile devices 

enabling support for P2P application to achieve super-networking. Super-

networking helps the user to send and receive multimedia messages within the 

wireless network providing simple but powerful tools. SIP is a first generation 

protocol that can be used in mobile devices for Internet conferencing, instant 

messaging purposes, for telephony and even for the event notification. SIP 

contains the HTTP features that can be used for developing P2P applications for 

mobile devices which acts as servers as well as clients.  

SIP Services are based on elements of the network that could be the redirect 

server, proxy server or the registrar. The Uniform Resource Locator (URL) for 

the SIP looks like an email-id, i.e. abc@organisationname.org.  



Platform Independent Connections to the Internet of Things 

Sandeep K.C.                                                                                   2014-08-22 

 

25 

To provide scalability and robustness communication, SIP proxy server goes 

through replication. The process of creating a session and managing it can be 

performed by SIP, which can even support mobility of the created session. 

 

Figure 2.5.1: Mobility awareness in SIP [36] 

Figure 2.5.1 describes the MIPv4 requirement to maintain its established session 

during mobility. As soon as it leaves the old subnet and connects to the new one 

it generates a SIP INVITE message and the new IPv4 number manages the newly 

created session and sends the packet to the new IPv4. 

While used on mobile, SIP may have problems regarding packet loss and delay 

at the network layer. Due to the presence of NAT and firewall on the application 

level, it might be difficult to extract the IP from mobile devices by SIP [25][36]. 

2.5.2 REST 

REST stands for Representational State Transfer and was introduced by Roy 

Fielding in his doctoral dissertation [37] as an abstract model for guiding the 

definition of URIs and HTTP web architecture. An abstraction of architectural 

elements for distributed systems includes RESTful web Services. The REST 

protocol offers lightweight services to the application running on a variety of 

devices providing simplicity and ignoring the details of components and protocol 

syntax. REST depends on the nature and state of data elements as key features. 

Data elements are like resources, resource identifier, resource and representation 

metadata, and control data. The resource can be a homepage of any web site 

which acts as object having an identity, state and behavior represented by 

resource metadata. The resource identifier is a form of URI used to identify the 

resource by a sequence of bytes or document representations that are described 

by representation metadata, e.g. media type: text/xml. The purpose of messages 

between entities is defined by the control data when the request action is 

triggered. Using REST architectural style unlimited size of data transferred can 

be supported along with caching components. Use of REST services is like using 

a search engine (Google), book ordering services (Amazon), Twitter etc. Due to 



Platform Independent Connections to the Internet of Things 

Sandeep K.C.                                                                                   2014-08-22 

 

26 

the use of URI upon the HTTP method, REST imposes the flexibility transferring 

resources from server to client that initiates the request. REST is more about a 

mindset rather than code, more about design rather than implementation [37]. 

REST has emerged as predominant Web API design model independent of 

deployment of components between client and server interaction.  

 

REST adopts the CRUD (Create, Read, Update, and Delete) operation provided 

by the HTTP protocol, such as GET, POST, PUT and DELETE and other features 

of the HTTP protocol [38]. 

GET – to retrieve a resource from a server by the client 

POST – Inserts and updates resources and may change the state of resources 

PUT – Creates, updates or replaces resources 

DELETE – Deletes resources 

An example of a GET request in the REST architectural style would be 

http://Host /ApplicaiotionPath/ResourceType/ResourceID.  

The REST architecture describes constraints such as [39]: 

Client server – separating interface between client server constraints from data 

storage improving the user interface and scalability of the server. 

Stateless – each client request carries the necessary information to understand 

the request keeping the session state on client defining the stateless nature 

Cacheable – cache constraints are added to improve network efficiency to form 

the client-cache-stateless-server style that requires a data response for a request 

to be labeled as cacheable or non-cacheable which can be used later. 

Layered system – constraining the component behavior to allow architecture to 

consist of hierarchical layers so that each component may not be able to see 

beyond the interacted layer. 

Code on demand – allowing extension of client functionality by downloading 

and executing code as applets and scripts that improves system extensibility. 

 

Uniform interface – which differentiates REST from other network based styles 

providing a uniform interface between components which helps to improve of 

visibility of interaction of the system. 

2.5.3 CoAP 

CoAP is a RESTful application layer web transfer protocol used between low 

power embedded wireless networks using HTTP interactions (client/server 

model). An open source and platform independent protocol that offers interaction 

and management of the resources between embedded devices dealing with 

machine-to-machine communication with low overhead and simplicity. For low 

power embedded networks, the RESTful paradigm has advantages such as less 
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parsing complexity, low overhead, better integration with HTTP and 

statelessness. Similar to the HTTP it uses request and response methods like GET, 

POST, PUT, DELETE and 2.xx (success), 4.xx (client error), 5.xx (server error) 

respectively. The message types are – confirmable, non-confirmable -> do not 

require ack, acknowledgement, reset. CoAP runs on top User Datagram Protocol 

(UDP). UDP binding can help the communication to escape from costly TCP 

handshakes. CoAP provides the client with capability of resource observation and 

discovery of the servers and support for large file transfer. Resource observation 

i.e. publish/subscribe, simple proxy and caching capabilities can be provided by 

using CoAP that is based on URI resource representation (i.e. 

coap://myhome.com/temp) and which uses Datagram Transport Layer Security 

for security binding. 

 

Figure 2.5.3: CoAP GET request with piggy-backed response [40] 

Figure 2.5.3 shows that the client sends a confirmable message by using HTTP 

GET request to retrieve the temperature and the response from the server is a 

piggy backed response where the acknowledgement response contains the 

information requested by the client with the response code 2.05 in first, indicating 

successful delivery, and second with code 4.04 indicating error in client showing 

request not found. 

The IoT was confused about the scalable interoperability application layer and 

common programming model idea. These challenges can be overcome using a 

RESTful architecture along with the features offered by CoAP (monitor, 

subscribe to resources) making it possible for the developer to develop the 

application separately from constrained devices which can be run in the cloud to 

save costs and maintain simplicity. The integration of WSN and the Web using 

REST/CoAP WSN with a web application (REST/HTTP) respectively through 

CoAP/HTTP proxy helps to visualize the measurements of WSN on the HTTP 

web browser based on CoAP. CoAP uses Electronic Product Codes (EPC) based 

URI to decide the nature of things connected to the IoT platform to monitor home 

appliances. CoAP uses the DNS-SD (Service Discovery) server for better 

scalability, since it helps to discover of port, IP address and service path 
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automatically and stores the service/host relationship unlike resource discovery 

processes. CoAP can be used to allow a single device to communicate, sharing 

similar features (e.g. temperature sensors) with different devices, which is 

possible by merging the CoAP with application layer protocols like BACnet, 

LON for building management, where data from protocol communication can be 

transferred, as payload, within CoAP messages.  

 

 Due to low power operation provided by CoAP, it is more efficient and 

suitable than HTTP for embedded wireless networks. (EXI/CoAP and at 

duty cycle level of ContikiMAC) 

 It works on top of UDP, tighter delay and reliable communication can be 

achieved  

 To offer web services for the constrained wireless networks SOAP-over-

CoAP binding can be used 

 Ease of use for users and developers can be achieved by integrating CoAP 

with web applications (Twitter, web browsers). 

 CoAP has with several limitations since it is still in development. 

 Reduces configuration efforts using the IPV6. 

  

CoAP is still not perfectly compatible with embedded wireless devices since it 

works with HTTP, the headers of which add much overhead. TCP does not 

support the multicast, and XML offers high parsing complexity [40][41]. 

2.5.4 HTML5  

HTML5 is a standard for web development [42] for a forthcoming web browser 

areas providing offline service capabilities for the browsers. The HTML5 

standard seems to remove the obstacles that hindered the development of web 

application limitation and is transforming into a real software platform [43]. 

Using HTML5 even helps to store mechanisms locally along with interactive 

graphics like 2D graphics for procedural. HTML5 stands as a better web 

technology that can support <audio><video> tags, play in the browser and 

allowing media files without the need of external browser plug-in components of 

a cross-platform web standard for hardware accelerated 3D graphics natively 

[44]. HTML5 can be used through various frameworks to create browser 

applications and mobile applications for the different browser platforms and 

mobile platforms. One of the most famous frameworks that uses HTML5 to 

create HTML5 application is PhoneGap. The application created using 

PhoneGap with the help of the HTML5 platform is called a hybrid or cross-

platform application. These applications can run to different mobile platforms 

and browsers that use web technologies like HTML, CSS and JavaScript. 

According to HTML5’s latest specification, few features are at risk and even 

considered to be removed due lacking implementation such as DataCue interface, 

<input type=time>, drag and drop and a new Ruby model. Upcoming major 

standardization will be established for more complete interactive web application 

which  could be referred to as HTML5+ or HTMLNext as next complete version 

with comprehensively virtualize OS capabilities with security mechanism added 

[43][44][57]. 
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2.5.5 SOAP 

SOAP stands for Simple Object Access Protocol based on XML to access web 

services [45]. It is a platform and language independent format, a communication 

protocol between applications sending messages via the Internet over HTTP 

(Hypertext Transfer Protocol). It is a W3C recommendation simple and 

extensible protocol that helps the user to get around firewalls. SOAP makes it 

possible for applications from different OSs to communicate regardless of 

technologies and programming languages. Applications can use SOAP because 

of its simple and lightweight mechanism in decentralized environments by using 

XML for the exchange of information [46].  The messages in SOAP is XML 

documents that have an Envelope element to recognize the XML document, and 

a Header element which contains the verified header information for the XML 

document. Elements like Body and Fault exist in SOAP messages that enclose 

request and response information and errors and status information respectively 

in a SOAP message. A verified SOAP message must be encoded using XML 

technology and uses the SOAP encoding namespace and SOAP Envelope 

namespace but without the XML processing instruction for the SOAP messages 

as shown in Figure 2.5.5 below.  

 

Figure 2.5.5: Simple SOAP message with XML [45] 

Generally, SOAP can process with different protocols like FTP, SMTP and POP 

etc. but the appropriate protocol would be HTTP, reducing the set of parameters 

for transferring through the firewalls [47]. SOAP using the XML descriptive 

nature enables universal communication between services and platforms 

transforming the content message into the application.  

2.5.6 XML 

XML is a W3C recommendation and stands for eXtensible Markup Language. It 

is similar to HTML and used as the most common tool for transporting and 

storing data into XML format for all kinds of applications [48]. XML allows the 

user to define their own tags for XML documents which can be used to carry 
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information. The class of data objects is described in the message and known as 

an XML document made of entities that store either parsed or unparsed 

information. XML supports a wide variety of applications due to the processing 

of the encoded description of documents forming a logical structure and storage 

layout [49]. For an XML document to be accessed and read by application users 

to the content and structure imposes by the XML document, the XML processor 

needs to be used by the software module. Use of XML helps data sharing between 

the applications, which is much easier as plain text format, and simplifies the 

platform changes and makes the information available for different platforms. A 

well-formed valid XML document must contain a root element with a closing tag 

which is case sensitive and must be nested and the values quoted properly as 

shown in Figure 2.5.6 below.  

 

Figure 2.5.6: Well-formed XML document [48] 

In addition, a well-formed document may not be a valid document, since to be a 

valid document an XML document must follow the rules of being well formed 

along with conforming as a document type. An application uses the different 

technologies of XML, like XPath, XSLT, XLink, and XPointer, to find the 

information, transform and link the XML document. It is a simple and flexible 

way to create an information format for data consumers on the Internet by 

distributing the format on the Internet. When requesting XML, the value will be 

returned as an XML format procedure executing within the server [47]. The XML 

document must be encoded in either UTF-8 or UTF-16 for 8 bits or 16 bits to 

represent characters in the ASCII set, but the default character encoding is UTF-

8 and mostly used in the XML document. Parsing of XML can be done by using 

an XML parser. 

2.5.7 JSON  

JSON stands for JavaScript Object Notation and is used as the syntax for light 

weight exchange of data and it is easier to store as an alternative to XML [50]. It 

is self-describing and independent of programming language and platform, using 

JavaScript syntax to carry requested data from a web server to the client 

application within the system online. Since using the standard JavaScript function 

JSON data can be parsed converting into native JavaScript object. Unlike XML, 

JSON does not use end tags and is much shorter than XML, providing quick 

solutions for reading and writing the information and it uses array. JSON uses a 

collection of name/value pairs like “firstName”:”John” to write JSON data, 

where value could be integer, float, double or true of false as a number, string or 

Boolean and even null respectively. One of the JSON text formats is shown in 

Figure 2.5.7 below, for an employee entity. 
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Figure 2.5.7: JSON example for employee object 

The JSON format is easy to generate and parse by the machine and is known as 

an ideal data-interchange language [51]. The default encoding format for JSON 

data is UTF-8 for 8 bits and it can also be encoded in Unicode, and designed to 

be portable, textual as a subset of JavaScript [52] and is a sequence of tokens 

which includes characters, strings, numbers and literal names.  

2.6 Comparison of the Cross-Platform Alternatives 

Referring to Chapters 2.2 and 2.4, this chapter presents the comparison table for 

the cross-platform development tools and frameworks 

Table 2.6.1: Cross-platform tools supporting different OSs [33][34]. 

Framework Android iOS Windows 

Phone 

Symbian BlackBerry 

PhoneGap      

Rhomobile      

DragonRad      

Mosync      

Appcelerator      

Cider   - - - 

 

Table 2.6.1 shows PhoneGap and Mosync can support almost all OSs and 

Android, iOS and BlackBerry can support most of the cross-platform 

frameworks, unlike Symbian. Symbian can only support PhoneGap and Mosync. 

Appcelerator is not supported by Windows Phone nor Symbian. 
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Table 2.6.2: Development scenario for cross-platform application [33][34]. 

Framework License Type Language IDE App 

PhoneGap Open 

Source 

Framework HTML, 

CSS, JS, 

C#/C++, 

an 

Objective-

C 

Eclipse/XCode Web/ 

Hybrid 

Rhomobile Open Platform HTML, 

Ruby, JS, 

CSS 

RhoStudio, 

RhoHub 

Web 

DragonRad Closed Framework D and D DragonRad 

Designer 

Native 

Mosync Open Platform C/C++, 

HTML, 

JS 

Based on 

Eclipse 

Native/ 

Hybrid 

Appcelerator Open Framework HTML, 

CSS, JS, 

PHP, 

Ruby and 

Python 

Titanium 

Studio 

Native 

Cider Closed Software   Hybrid 

 

Table 2.6.2 shows PhoneGap, Rhomobile, Mosync and Appcelerator provides an 

open source development framework using HTML, CSS and JS which are 

common in web development. In addition, PhoneGap includes C#/C++ and 

Objective-C, whereas Rhomobile and Appcelerator includes Ruby as a common 

programming language and PHP and Python is added with the Appclerator. 

Dragon Rad and Cider are the closed mobile app development frameworks and 

application compatibility software as explained above in Chapter 2.4.6. Cider is 

a software with compatibility to run iOS apps on Android or vice versa and has 

not yet been released on the market. PhoneGap can be used under Eclipse and 

XCode whereas Mosync is also based on Eclipse. Rhomobile, DragoRad and 

Appcelrator need their own IDE such as RhoStudio, DragonRad Designer and 

Titanium Studio. To build a web app, PhoneGap and Rhomobile can be used. 

Hybrid app development can be supported by PhoneGap and Mosync, while for 

native apps remaining frameworks are compatible, including Mosync. Since 

Cider can be run within both iOS and Android, it is a hybrid software.  
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2.7 The SensibleThings Platform 

The SensibleThings [1] platform, a clone of the MediaSense [2] platform with 

added function as an open source platform, offers sensors/actuators to 

communicate, enabling applications within its IoT infrastructures. A major 

breakthrough by Mid Sweden University, Sundsvall in the field of Internet of 

Things that can communicate and consume huge amounts of data and is able to 

display context aware behavior. The platform can be applied in various areas like 

environmental monitoring for pollution, earthquakes, flooding and forest fire 

detection; energy conservation (optimization), security (traffic, fire, and 

surveillance), safety (elderly care, health) and enhancement of social experience 

[1]. The data processed by the IoT connecting the things to communicate will 

consume large data stacks. To consider that information in a common platform 

with decentralized application big data would be crucial for storing the context 

aware information and global dissemination.  

The requirements for SensibleThings that need to be satisfied were:- 

a) Quick dissemination of information to end points with low overhead 

excluding unnecessary proxy of data. 

b) Platform must avoid central points of failure and be stable enough to 

handle the high churn rate of devices joining and leaving the system and 

heal itself in such situations. 

c) Must be lightweight enough to be run on small computers, mobile devices 

and sensors with limited resources. 

d) Platform poses to be adaptive and extensive possibly for a wide range of 

applications and devices adding new functions. 

e) Platform must be easy and open source. 

Figure 2.7.1a below describes the SensibleThings and its components showing 

the distribution of platforms over numerous entities via the Internet. Applications 

of the platform interact running as client interacts with other entities running the 

same SensibleThings platform to acquire sensors/actuators information. 

Supporting the decentralized bidirectional exchange of context information the 

platform even produces and consumes sensors/actuators information. 
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Figure 2.7.1a: Overview of the function of the SensibleThings platform 

The general architecture of the SensibleThings platform is shown in Figure 2.7.1b 

below. 

 

Figure 2.7.1b: Overview of SensibleThings platform architecture 

The SensibleThings platform includes the following layers in its architecture, 

shown in Figure 2.7.1b. 

Sensors and actuators layer: Provides information to the SensibleThing platform 

processed by its components like physical sensors and actuators enabling sensors 

and actuators to interact with the physical world to produce sensors/actuators 

information sensing its surroundings, e.g. GPS location, temperature, pressure, 

humidity etc. The sensor and actuator network will gather the physical sensor 

data and help to communicate to sensor and actuator abstraction directly or using 

gateways which translates the sensors specific information into common protocol 

communication. Lastly, sensor actuator abstraction enables the platform to access 

sensor actuator information and abstracts the sensor actuator into a standardized 

format. 

Interface layer: provides public interface and access to dissemination core for the 

applications in the platform. It enables the developer to create IoT applications 

providing a standardized API. 
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Add-in layer: Offers the developers the possibility to add functionality and it is 

optimized to meet the SensibleThings platform application requirements by 

posing two categories, extension e.g. search engines, semantics, query language 

etc. and optimization e.g. clustering of information, caching, decision making etc. 

Dissemination layer: Uses DCXP to enable distribution of information to entire 

entities connected with IoT. Supported by components like Dissemination Core 

– exposes the functions to the SensibleThings platform to publish/retrieve 

information, hiding the lookup service and communication technology in a P2P 

manner. The lookup service helps to find and resolve UCI to find the location of 

resources and communication – abstracts transport layer communication 

providing multiple communication protocols like TCP, UDP etc. 

Networking layer: helps to connect the different entities over IP. Components 

included are IP network e.g. IPV4, IPV6 and a physical network medium e.g. 

Ethernet, 802.11 b/g/n, broadband and fiber optic networks [1][2]. 
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3 Methodology 
This chapter presents the structure of the thesis working method, how the process 

will be carried out to achieve the prerequisite outcome, discussed as problems in 

Chapter 1. To access the sensors/actuator information from the IoT platform, an 

API needs to be created as an extension for smart devices, so that information 

from tagged objects can be retrieved by the smart mobile devices with the 

interoperability of the IoT and mobile devices. It is important to pay attention to 

how the information can be retrieved and published through smart devices using 

an external API for the SensibleThings platform. To accomplish the process, the 

top down method was applied, where the bigger problems are divided into 

smaller ones so that they can be solved easily with minimum effort. 

The thesis work is to enable platform independent connection with the Internet 

of Things, i.e. the SensibleThings platform which has been developed at the 

University, in collaboration with some reputed companies. The SensibleThings 

platform has already been discussed in Chapter 2. The problem statement 

explained above, was to create an extension that could help mobile devices to 

access the disseminated ubiquitous information from the constrained devices or 

sensors/actuators that participate in the Internet of Things platform. The chapter 

also explained possible approaches that could be utilized to offer a platform 

independent connection for mobile devices, which will be discussed and one of 

the approach to accomplish the seamless interaction of mobile devices with the 

IoT platform will be chosen.  

3.1 Possible Approaches 

Since the task is to connect the different platform devices running different OSs 

with the fully distributed SensibleThings platform, there is a greater 

responsibility on the end devices or an Objective-C to participate in 

SensibleThings platform. Certain requirements need to be fulfilled; developing 

an application that is lightweight enough, despite of heavy algorithms and it must 

be feasible for mobile devices with limited resources to be a part of the IoT 

platform. Although there are multiple other OS platforms that are completely 

different from each other and P2P protocols to connect both the OS and 

SensibleThings platform, this application will be able to request and receive a 

response of the contextual information from the SensibleThings platform that 

uses the Java programming language through the Objective-C, i.e. iPhone using 

mobile web service protocols. Since the thesis deals with solving the platform 

independent issue for the SensibleThings platform to connect with mobile 

devices to exchange data and information. Questions may arise, such as Do we 

need to build a dedicated separate app for different smart mobile devices with 

different OSs? Or are they supposed to use the native app or web app or a hybrid?  

There are different distinct format that work for mobile app development that 

helps to minimize the time and cost of development and it is a better mobile 

solution for developers and users to embrace. Here is the approached method for 

the mobile application solution that could be used to develop an application for 

the IoT platform. 
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3.1.1 Mobile Web Apps 

Mobile web apps are the browser based web application development for 

smartphones and tablets that can be used via a web browser in the devices and 

built on W3C technologies. To build such a web app there are different core 

technologies like HTML, CSS and JavaScript, where HTML helps to define the 

texts and images within the web app, the CSS presents the style of the web app 

and JavaScript helps with the animation and interaction of the app. Hence 

developing a web application using a mobile web app format is a better solution 

for platform and device independent application. The mobile web app 

development is a cheap and easy way to develop cross-platform compatibility 

application with the requirement of customization for some devices. The app 

developed offers simple ubiquitous access to the user through URL using a 

standardized mobile web browser and it is cheaper and easier to maintain. 

Mobile web apps also have demerits since they are still in development phase 

and have limited capabilities as they cannot support heavy graphics and do not 

have control over the hardware features like camera, GPS and software like 

calendar and contacts, etc. Mobile web apps need a proper connection to the 

Internet to work in the application. 

 

Figure 3.1.1: Mobile web Apps 

3.1.2 Mobile Native Apps 

Mobile native apps are the applications especially built for specific mobile 

devices targeting the particular OS, simply a platform specific solution with 

specific technology and development environment. Unlike mobile web apps, 

users need to download and install the mobile native application from the app 

store. The most used programming languages for developing richer mobile native 

apps for more compelling user experience are Java for Android, Objective-C for 

iOS, C# for Windows Phone, etc. The main advantage of mobile native apps over 

mobile web apps is that mobile native app takes advantage of features offered by 

the particular device integrating and controlling the hardware features like GPS, 

camera and software features like calendar and contacts. The application can run 

offline without using an Internet connection and restores when connected and the 

application developed is easier to monetize since the user buys the app from app 

store for the price set by the publishers.  
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Using the mobile native apps method a separate version of the app may have to 

be developed for different mobile devices, and that would be costly. It would be 

difficult and costly for developers to maintain and develop cross-platform 

application since mobile native apps need to be kept updated. 

 

Figure 3.1.2: Mobile native apps 

3.1.3 Hybrid Apps 

The hybrid apps include the native app with a web app facility where a native 

app wrapped in the user interface appearing in the browser window to offer 

additional functionality which is not possible through the browser. The hybrid 

app helps to combine web app with the native app to develop the application in a 

short time period following the “write once, run everywhere” principle reducing 

cost and code. The user perception of the hybrid app could be similar to the native 

app, but its process is easy for the developer because it is possible to reuse the 

code written once for other devices or platforms to blend the functions of the web 

and native app together seamlessly.

 

Figure 3.1.3: Mobile hybrid apps 

3.2 Chosen Approach 

The thesis work could be done developing a different Internet of Things platform 

rather than using the SensibleThings platform, regardless of using Java with 

different methods, but because of the thesis project’s time and criteria it would 

be unmanageable. So using the SensibleThings platform is ultimate choice for 
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the project working with the Internet of Things platform. Different applications 

that can feasibly interact with the SensibleThings platform using Android to 

access the sensors/actuators data have been developed. So the project aimed to 

use an Objective-C for iOS to interact with the SensibleThings platform, which 

needed to be solved and required a platform independent application to 

communicate between the Java oriented SensibleThings platform and an 

Objective-C as a cross-platform development. The project intended to develop 

an extension for the SensibleThings platform which uses Java to connect with the 

Objective-C for iOS developing an external library. To do so in a simple manner, 

REST technologies have been chosen, a simple architectural style for request and 

response resources, using HTTP methods in the SensibleThings platform for 

iPhone or an Objective-C. The response will be acquired in the JSON format by 

the client within the Objective-C. If had I used a protocol other than REST, it 

would be more complex, for an example using SOAP, which relies on XML to 

offer a response messages which sounds good for Web API and other 

applications. Writing an application using SOAP uses complex techniques and an 

additional messaging layer since you need to create an XML structure for the 

response every time. Since the project is for mobile devices which ought to have 

a lightweight feature to offer services to the client which would be fulfilled using 

REST and JSON, which is easier, fast and flexible to use with less expensive 

tools. So the choice for developing an appropriate application for iOS would be 

the web apps development method where the external library API needed to be 

developed along with developing Java extensions for the SensibleThings 

platform to interact via HTTP request and response. Also, the web app 

development would support the cross-platform interaction between different 

devices and uses less code and maintenance cost. Moreover, the work tends to 

develop a lightweight API which can be acquired by using REST to request the 

resources and JSON for response. So the process for initiating and completing 

the thesis work could be completed achieving all goals proposed. 

Goal 1 will be achieved by preliminary planning the working methods and study 

the related paper needed to build a concrete concept for the solution of the thesis 

work and analyzing the environment with 3 different approaches: mobile web 

apps, native apps and hybrid apps, to support the device independent API in the 

SensibleThings open source platform for interoperability. The major concepts for 

the project will be achieved by studying researched IEEE papers, online web 

material, e-books and other survey papers for the independent platform and the 

IoT. There will be regular meeting with Professor Tingting Zhang and supervisor 

Stefan Forsström for knowledge and feedback on the project in question. 

Goal 2 will be to develop the extension interface which will be used as a 

middleware between the SensibleThings platform and the mobile devices. The 

use of extension API assists the mobile devices to get and publish real time 

context aware information from the nodes with sensors in the SensibleThings 

platform. The extension will be able to register in the SensibleThings platform 

and resolve the required node’s UCI for the mobile device client and relay the 

information to the mobile devices. This will be acquired by using the REST 

(Representational State Transfer) protocol for the extension creating a web 

service that helps the smart mobile devices to consume the contextual data. 
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Goal 3 will be dealt with after publishing the context information from the 

extension; the mobile devices need to connect to the extension and demonstrate 

the information to the user by calling the Web API from Java language. Here, a 

class library using Objective-C will be developed to consume the data offered by 

the REST extensional API. This library uses the HTTP method to interact with 

the Web API and helps consume the resources offered by the SensibleThings 

platform for Objective-C. 

Goal 4 will be acquired by implementing and integrating the developed extension 

API and external library following all of the goals above with the iOS platform 

and SensibleThings platform to eventually access the required ubiquitous 

information from sensors/actuators through developed APIs to the Objective-C 

or iOS Simulator. 

Goal 5 will be solved by measuring and evaluating the stability, scalability and 

quality of extension and the library’s interconnection and the exchange of real 

time context information to scale the performance of the device independent API 

for IoT. Lastly, the evaluation of different approaches to support the Internet of 

Things (the SensibleThings platform) will be presented to verify the best and 

simplest mobile app solution for developing a hybrid app. Building native app is 

out of scope and the SensibleThings platform does currently not consider the 

native app as a solution. So to acquire knowledge on native apps, scientific papers 

related to native apps will be studied and an evaluation will be processed to get 

the desired results. 

Since the SensibleThings platform objective is to provide its services for free and 

open source, the coding will be created from scratch, free of all external licensing. 

3.3 Evaluation Method 

The thesis project will be carried out using the “divide and conquer” principle 

regarding the problem defined in Chapter 1 within the scope of the thesis. The 

thesis work has included the investigation and formulation of possible 

approaches which were specific enough to solve the platform independent 

connection with the SensibleThings platform issue, which will help the different 

device platforms to orchestrate and interact with the SensibleThings platform. 

There were no articles or books regarding the work and its problems available. 

So each goal was formulated by using a top-down spiral software development 

method by breaking down the bigger problems into smaller.  

The thesis work lead to new insights and facts which will be helpful to implement 

and organize better results. When I look back on my work, the goals I have 

formulated are concrete enough to describe the overall problem of the thesis. But 

the approaches chosen for implementing the project could be better, such as using 

hybrid apps, since during the comparison between the approaches hybrid was the 

best choice for developing an application.   

The investigation and method used for the thesis are suitable and sufficient for 

the completion of the work, to solve the platform independent connection to the 

SensibleThings platform issues with the use of REST protocol and JSON, which 
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offers lightweight features of the application to run on small devices. The chosen 

goal and approach are significant and original to support the problem statement 

with better methodological effort. The thesis work would be useful in practice 

and theory after meeting all the objectives, achieving all the goals within the 

scope of the work for the SensibleThings add-in layer adding the functionality 

for interoperability with other mobile devices using different Oss, e.g. iOS. 

Moreover, a few lessons have been learnt while forwarding a research to gain 

new insights. 

Eventually, the thesis work would be able to enable communication between 

multiple mobile devices and platforms to exchange contextual information in P2P 

distributed methods. Since the thesis works for the creation of extension and 

library which represent the bridge for the platform that uses Java programming 

language and the Objective-C language which could be a better solution for IoT 

to interact with different mobile platforms and which is able to solve the issue 

regarding platform independent connection in the IoT and mobile devices.  
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4 Implementation 
This chapter discusses the overall architecture and mechanism of the cross-

platform application connecting the SensibleThings platform. All the 

components discussed earlier in combination, provide the desirable service from 

the SensibleThings platform to the smart mobile users with different OS 

platforms and features. Figure 4 shows the complete approach to offer the service 

through the SensibleThings platform to mobile devices. 

 

Figure 4: Platform independent connection to the SensibleThings Platform 

architecture 

Here, in Figure 4, a SensibleThings platform with different nodes connected 

where a node is created as an API that uses a simple communication protocol to 

exchange the context of the SensibleThings platform with the Objective-C 

platform or iOS (iPhone). The communication between both the platforms is a 

client-server model communication. The detailed explanation of each component 

in Figure 4 is presented below.  

4.1 SensibleThings 

The SensibleThings platform is the platform that holds different kinds of 

embedded devices, forming ring-like structure that may be the sensors, actuators, 

computers, smartphones, smart homes, etc. These device communicate with each 

other using P2P protocols, and the platform can distribute the sensors/actuators 

information to end devices with low overhead and without any central point of 

failure. The SensibleThings platform is further discussed in Chapter 2.7. The 

developed API represents the new node of the platform which will join the ring 

with the help of the stable bootstrap node as in Figure 4.1 a) below.  
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                c)                                                                d) 

Figure 4.1: a) Joining new node in the SensibleThings platform, b) registering 

the UCI in the platform, c) resolving the UCI and d) getting the sensor values. 

After joining the platform it needs to register to the platform using the UCI 

(Universal Context Identifiers) that looks like a combination of an URL and email 

address, e.g. room@miun.se/temperature as in Figure 4.1 b). After registering, 

DHT will translate the UCI into a node address and any other node can resolve 

the UCI to find the particular node that contains the sensor/actuator as in Figure 

4.1 c) without any centralized servers. The new node can setup a P2P connection 

to get sensor values and set actuators after knowing the particular node that owns 

the UCI as in Figure 4.1 d). After the newly joined node is notified, it can 

exchange the values to the other connected interfaces or devices. To make use of 

the SensibleThings platform, a SensibleThingsBeta4.jar library was downloaded 

from the SensibleThings platform website, and the SensibleThingsListener class 

of the platform was used to create a platform in the extension for interoperation. 
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4.2 Java Extension Web API 

The implementation of the extension was forwarded with the use of REST 

protocol; to support REST in Java we need to include the Java Specification 

Request 311 (JSR) which is called JAX-RS (Java API for RESTful Web Services) 

to build API using the Apache web server, annotations are used to implement 

REST for Java classes. The project work uses Jersey, the reference 

implementation of the JAX-RS specification, within which dependencies 

libraries like asm-3.1.jar, jersey-core-1.17.1.jar, jersey-server-1.17.1.jar and 

jersey-servlet-1.17.1.jar was included to support the REST protocol. The 

extension work also implemented sockets using REST architecture for user 

access to the IoT information to compare better usability of extension between 

web server and sockets. 

This was one of the main components of the thesis work; creating an extension 

for the SensibleThings platform that adds the functionality connecting to other 

platforms rather than a Java language using platform independent protocol. Since 

the connection is to be made with a mobile device, we need to build an API that 

is lightweight and do not consume much power to load the resources into the 

device. The creation of extension will be developing a Web API that can get the 

values from the SensibleThings platform using Java programming language and 

implementing the SensibleThingsListener interface of the SensibleThings 

platform following the above mechanism, and the received values will be 

forwarded to the client application for other platform, i.e. invoked using the 

HTTP method by the client side of library.  

 

Figure 4.2: Extension as server 

The extension will serve as server to the application developed in Objective-C. 

The extension will use the REST protocol to exchange the values from the server 

to client and vice-versa. The extension is a simple REST API that uses the verbs 

of HTTP like GET, PUT, POST, DELETE.  
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Figure 4.3: REST using HTTP GET method 

The created API acts as a new node to the SensibleThings platform that joins the 

platform easily due to the bootstrap node in the platform, which provides the 

initial configuration information to the API. When a GET request is made by the 

client, the API registers itself in the platform and resolves the UCI and finds the 

resource according to the client and notifies the client with a response. The 

developed API can be used by other platforms like Objective-C, Android, 

Windows Phone, etc. to communicate with the SensibleThings platform, since it 

acts as extension within the add-in layer of the SensibleThings platform offering 

sensors/actuators information to the participating devices. So the development of 

extension will help the developer to create a different project for different OS 

platforms calling the REST API to consume the resources of the SensibleThings 

platform. Extension was used for the SensibleThings platform, Java 

programming language has been used to develop extension. 

4.3 Objective-C Library 

This is an external library that uses the HTTP method for the request/response 

process. A library with the file extension “.a” is created using an Objective-C that 

propagates the request and get the response to and from client and server and 

vice-versa. Since it uses the HTTP method, when a request is made by the 

user/client, the library triggers the GET request function, which will connect the 

Java REST API and collect the data which will then display on the user interface 

as a response with the required value. This library can be called by the method in 

the application developed in an Objective-C, i.e. desktop and iOS user 

applications, which will help the user to easily interact with the IoT platform. 

After the creation of this API, also other developers can use the API and develop 

their project for the SensibleThings platform in the iPhone. 

 

Figure 4.3: Calling REST API through Objective-C 

Figure 4.3 above shows that the REST API developed in Java can be called using 

Objective-C with the help of HTTP methods used by the library. The library 
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developed should be able to offer a friendly environment for applications to 

consume the resources provided by the SensibleThings platform. 

Since the library was targeting the iOS device and Mac OS X, to create it we need 

to set some configurations within the XCode showing the target, including the 

architecture of the target, base SDK, support platform and valid architecture. 

Both the platforms uses different target, to build a library for an iOS device. A 

“Cocoa Touch Static Library” was created, but for Mac OS X a “Universal 

Library” was created, which uses the file extension “.a”. A more detailed 

explanation about the creation of an Objective-C library and the way to use it 

within XCode is described in Appendix A.  

4.4 Client-Server interactions 

The API created will serve the Objective-C or iOS as server accepting the 

legitimate request and processing for the proper response through JSON format 

as shown in Figure 4.4 below. 

 

 

Figure 4.4: Client-server model 

Here, the library client of Objective-C sends a request for a certain UCI, which 

will be processed and responded to by the server side REST API by resolving the 

UCI from the SensibleThings platform with a JSON response message. 

Since the library uses the HTTP method to invoke the UCI from the 

SensibleThings using REST API call, it acts as a client for the SensibleThings 

and is developed with a different programming language platform. The HTTP 

GET method is used in for example GET/bootstrap@miun.se to get the UCI 

information from the SensibleThings platform, which will get a response in case 

of successful processing with success code, i.e. HTTP 1.1/ 200 Ok, which depicts 

the successful connection with the SensibleThings platform. 
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4.5 User Applications 

This application is written in Objective-C which uses a method to call the library 

to interact with the user and the SensibleThings resources. This is a user interface 

developed using Objective-C where the user will trigger the action which will 

call the method within an application that uses the function of library. This is a 

client application which will request the resource and wait until it gets the 

response from the server. The user application could be used to invoke the value 

for the desired UCI from the SensibleThings platform using a console application 

within the computer or mobile application within the iOS. 

4.5.1 Desktop Application 

The user application could be run on computers within the console mode where 

a required UCI, for example; example@miun.se will be entered using the GET 

method of the REST protocol from the application, to get the response value 

within the console of the computer. The response value will be displayed within 

the console application of the computer.  

4.5.2 Mobile Application 

After building the entire required component using Java and Objective-C, the 

main task is to integrate the application and components into iOS and make it 

invoke the desired resource regardless of the different programming language 

used. Since this is the user application, a user-friendly and understandable 

interface will be created for the users, with a field to enter the UCI, which will 

be resolved in the SensibleThings platform executing the response. The response 

will be parsed through the JSON message format.  
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5 Results 
This chapter shows the outcome after implementing the defined process in 

Chapter 4. An environment is created to build the Java Extension Web API 

through Eclipse (Java) in Microsoft Windows OS to support implementation and 

the SensibleThings library, i.e. the SensibleThingsBeta4.jar file, that helps to add 

the functionality in the SensibleThings architecture to access the required 

information of sensors/actuators from external applications regardless of 

programming language, i.e. Objective-C. To create an Objective-C library to 

connect the extension for retrieving and publishing the sensors/actuators 

information, an environment with XCode on top of Mac OS X OS within the 

VMWare Workstation in Microsoft Windows OS was created to work on an 

Objective-C programming language.  

5.1 Java Extension Web API  

Since two servers were used during implementation, i.e. Apache web server and 

sockets that helps to connect the client with the SensibleThings platform hosting 

the API into a local machine with port address, 8080 for Apache and 9999 for 

sockets. 

5.1.1 Application Using Web Server 

The extension API developed is able to resolve the UCI that is fed into the 

browser by the client and gets the response with the value of the UCI and node 

address. To implement the REST GET method in the Apache web server we need 

to provide the requested method within the path /rest/get along with the UCI 

parameter ?uci=bootstrap@miun.se/random. This would trigger @GET method 

of the REST protocol that would call the function platform.resolve(uci) to resolve 

the UCI within the SensibleThings Platform. Hence, using the web server, when 

the server is running it will listen for the localhost address, i.e. 127.0.0.1 with 

port address 8080, by default. After resolving the UCI the SensibleThings 

platform responds with the required value of the provided UCI from the 

SensibleThings platform as shown in Figure 5.1.1a below. 

 

Figure 5.1.1a: REST GET method fed into browser 

The response was outputted with JSON format, it will download the .json file 

containing the value and node address, since the API was tested in the Eclipse’s 

inbuilt browser. When the downloaded .json file opens in notepad, the file 

includes the response as in Figure 5.1.1b below. 
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Figure 5.1.1b: The .json file with response containing UCI value and node 

address 

When tested with the Chrome browser, the JSON message response will be 

outputted as below in Figure 5.1.1c, showing the requested UCI with response 

value and node address from the SensibleThings platform. 

 

Figure 5.1.1c: Web server response in browser 

When using a web server the response headers are not visible. To build the API, 

Java language was used, since the SensibleThings platform uses the same 

language to perform its task. 

5.1.2 Application Using Sockets Server 

The aim of this thesis was to build an API that could easily run on smartphones 

requiring limited resources to access information of sensor/actuator from the 

SensibleThings platform. So to retrieve and publish sensor/actuator values easily 

with low overhead, the alternative way is using sockets in the Java programming 

language. Where an extension opens sockets defining a port address that keeps 

listening for the client to connect and accept when UCI is received from the 

client, which needs to be resolved as well as output the response. The extension 

resolves the UCI by replying UCI with its node address and the required UCI 

value in JSON format as shown in Figure 5.1.2a below using Chrome browser. 

 

Figure 5.1.2a: Sockets response in web browser 
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Figure 5.1.2b: Sockets response with HTTP header in JSON format in console 

The response is replied in JSON format by the sockets server which we can see 

in Figure 5.1.2b. 

Here, server sockets listen in localhost, i.e. 127.0.0.1 IP address with port address 

“9999”, defined by the code for client connection requests. When the server gets 

a request it will accept the client connection request and create a thread object, 

then start the thread. The client will then be forwarded to that thread for the 

process of resolving and getting the UCI value from the SensibleThings platform 

and server sockets keeps listening to the same port for other clients.  

5.2 Objective-C Library 

The main problem of this work is to connect the Java API with the Objective-C 

library. That was accomplished using an HTTP GET request in Objective-C. UCI 

parameter, i.e. bootstrap@miun.se/random was added to the REST architecture 

URL as “http://hostcomputername:9999/ 

SensibleThings/rest/get?uci=bootstrap@miun.se/random”, which calls the Java 

extension API where the UCI will be resolved and responded with a value. An 

object was created in a GET request method which reads the JSON message when 

receiving a response from the server and translates it into a human readable reply 

in the iOS application by the use of a JSON parser. Hence the created library was 

able to interact with the extension and access the UCI value from the 

SensibleThings platform. 

5.3 Proof-of-Concept Applications 

The integrated proof of application shows the application for the iPhone 

Simulator (as web app and hybrid app) and Mac OS. The GET request from the 

iPhone Simulator client and Mac OS client via an Objective-C library are 

processed by the extension in Java within the SensibleThings platform and access 

the sensors/actuators information as a JSON response. 

5.3.1 iOS Mobile Application  

The iOS application that sends the GET request and receives the JSON response 

was completed by using an Objective-C library denoted as an “.a” extension file 

which targets for iOS devices. Here, the application contains touch buttons for 
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sending requests to the web server and the sockets. The main task of the project 

is to integrate the Java extension API with the Objective-C library connecting 

them to the SensibleThings platform and request and get the response in a human 

readable format in the client side of an iOS/Mac OS X application. Here, two 

buttons were created to check the scalability and quality of response from a web 

server and sockets. When the UCI such as bootstrap@miun.se/random is fed and 

press the “Get from Web Server” button as shown in Figure 5.3.1a below to 

request the web server which will process to the SensibleThings platform. The 

UCI will be resolved in the SensibleThings platform and the reply is processed 

in JSON through the Java API then to the iOS application using the HTTP GET 

method. 

 

              

a)                                                            b) 

Figure 5.3.1: a) Response from web server and b) Response from the sockets 

server 

Figure 5.3.1a) shows the response from the SensibleThings platform through the 

Apache web server with the required UCI value and node address. 

The project also tends to get the response through the sockets server, which can 

be accessed by clicking the button “Get from Sockets” as in Figure 5.3.1b. When 

the button is pressed the GET request will be triggered which will process the 

request via an Objective-C library to the Sockets server that is listening at port 

address “9999”. The request will be further processed by the Java API in the 

SensibleThings platform. The UCI will be resolved and notified to the API, 

which will output the JSON response. The JSON response will be accessed by 

the Objective-C library and displayed in the client iOS application as shown in 

Figure 5.3.1b. 
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5.3.2 Hybrid Mobile Application 

To evaluate the thesis work, web app and cross-platform app client application 

was created to send the sensor value request using the REST protocol, and using 

the TCP connection with the server gets the JSON response. Since writing fully 

featured web and cross-platform app and also developing a native app is beyond 

the scope of thesis work. To support the evaluation of the SensibleThings iOS 

web application which has been discussed in the above Chapter 5.3.1, a cross-

platform hybrid application that behaves as a native application using web 

technologies was created for the iPhone Simulator as in Figure 5.3.2 below.  

 

Figure 5.3.2: Hybrid app for the SensibleThings platform 

To create the hybrid app for iOS, Node.js was installed first, which offers fast, 

scalable network applications to support lightweight and efficient applications 

running across distributed devices. PhoneGap 2.9.1 was installed in XCode with 

dependency JQuery and JQuery mobile libraries in the HTML5 platform. The 

methods for sending requests and receiving responses is almost the same for both 

the web application and hybrid application but while receiving the response, the 

data fetched from the server side should be a JSON string, i.e. something like 

{“UCI”:”bootstrap@miun.se/random,”Value”:”23”,“Node”: ”193.10.14.192:90

09”}, as discussed in Chapter 2..6.7 along with the JSON HTTP response header, 

to be processed by the JQuery and Ajax for the user in a P2P distributed manner. 

The code used for iOS hybrid applications can also be used for Android hybrid 

applications in Eclipse using PhoneGap and needing particular libraries. To make 

this happen a proper setting needed to be configured to create an environment 

within Eclipse. The app created for iPhone Simulator uses common web 

technologies like HTML5, CSS3 and JQuery (JavaScript). This proves that the 

code written for a hybrid app follows the statement “written once, run 

everywhere” and performs similarly to an iOS hybrid app. 
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Moreover, for JSON response to be consumed by the hybrid app, it needs to set 

the request header with cross domain to “true” and the server response header 

needs to be set to “Access-Control-Allow-Origin : *” to support the cross domain 

application interaction. 

The quality of both web and hybrid application works well for sending the request 

for the SensibleThings value through the REST protocol in a P2P distributed 

manner and getting a response in JSON format. Both applications are efficient in 

communicating with the port on the TCP layer with a handshake connection and 

retrieving the sensor value in readable text. This is discussed in Chapter 5.4 with 

their measurements. 

5.3.3 Desktop Application 

The sending request from the Mac OS application to the SensibleThings platform 

is same as the iPhone Simulator and it also uses the “.a” extension universal 

library of Objective-C to use the HTTP GET request method to communicate 

with the extension in Java. The Mac OS application also contains two buttons for 

sending requests to sockets and web servers. So, when clicking the button to 

request for respective server, this will output the required value from the server 

within the client application as shown in Figure 5.3.3 below. 

 

a)                                                              b) 

Figure 5.3.3: a) Response for Mac OS from web server and b) Response for 

Mac OS from sockets server 

5.4 Evaluation 

This chapter presents the measurement and performance evaluation of the 

developed extension and library by the applications. Two servers, i.e. Apache 

web server and sockets have been used to connect with the applications, whose 

performance has also been compared to find the scalability. Most importantly, the 

comparison between different possible cross-platform mobile application 

developments has been evaluated. 

5.4.1 Measurement of the Applications 

Measuring the iPhone Simulator, Mac OS and hybrid applications it turns out that 

the response time for each application varies with the different servers i.e. Apache 

web server and sockets server. As the total number of 25 random request response 

time data were taken in milliseconds (ms) to achieve the measurement for mean 

and standard deviation (S.D.) for the iPhone Simulator (web and hybrid app) and 
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Mac OS response from web server and sockets server as shown in Table 5.4.1a 

below. Here, response from Eclipse represents the response of the developed 

extension and the response from XCode represents the response of the developed 

Objective-C library and finally the Objective-C response is the total 

request/response time between an Objective-C library and extension. A better 

picture for the response time between library and extension can be attained from 

Figure 5.4.1 below. 

 

Figure 5.4.1: Request/Response time for extension and library 

Here, total library transaction time is the request/response time from A to G which 

represents the request/response time for XCode in Table 5.4.1, B to F is the 

request/response time for REST extension which is represented by 

request/response for Eclipse and F to G is the total response time for an 

Objective-C library. From C to D is resolving the UCI and responding to the 

extension by platform, E to F represents the GET response from the platform to 

the extension. NSDate, a class for date and time in Objective-C in XCode is used 

to get the time in milliseconds (ms) between the period of sending the request 

during button click and response display. This time is the actual time of sending 

a request from application/library to the SensibleThings platform through 

extension API and getting a response after resolve of UCI from platform to 

extension API and finally to the applications/library which represents the 

response time for XCode in the above Table 5.4.1. The time for the Eclipse 

response is the time after the API process the GET request from library to the 

platform and get the response which is taken using the calendar class of Java in 

SimpleDateFormat. The time difference is taken from the initial and final time. 

Finally, an Objective-C library response time has been calculated from difference 

of response time of XCode and Eclipse as shown in Figure 5.4.1, i.e. from A to 

G with B to F. The original data table for response time in ms from both the web 

and sockets servers are shown in Appendix A. Through the data, mean and 

standard deviation have been calculated 
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Table 5.4.1a: iPhone Simulator response from web and sockets 

iPhone Simulator Response from Web Server 

 Request/Response 

for XCode (ms) 

Request/Response 

for Eclipse (ms) 

An Objective-C 

Library Response 

(ms) 

Mean 227.04 212.88 14.16 

S.D. 46.80 43.50 14.39 

iPhone Simulator Response from Sockets Server 

Mean 50.64 32.16 18.48 

S.D. 18.13 11.31 14.76 

As shown in Table 5.4.1a, individual response for library and extension seems 

more stable for sockets as both mean and S.D. is less than the response time from 

web server but the total response time for the Objective-C library is good for web 

server. Actual request/response time for sockets is more stable and do not vary 

much, since sockets do not use heavy request/response overhead. For total 

response time for the library with sockets is greater than the web server but the 

difference is not great. Table 5.4.1a also defines the total varying time for both 

the server libraries which is just around 14 ms. The mean and S.D. might vary 

due to my system running Eclipse with servers and also running VMware 

Workstation along with XCode and iOS simulator which delays the request 

response process. The same calculation process was carried to find the response 

time for the Mac OS X desktop application as shown in Table 5.4.1b below.  

Table 5.4.1b: Mac OS X response from web and sockets 

Mac OS X Response from Web Server 

 Request/Response 

for XCode (ms) 

Request/Response 

for Eclipse (ms) 

An Objective-C 

Library Response 

(ms) 

Mean 86.08 61.6 24.48 

S.D. 38.42 37.16 14.10 

Mac OS X Response from Sockets Server 

Mean 146.96 114.4 32.56 

S.D. 26.44 23.89 17.89 
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For the Mac OS X desktop application, the mean for extension and library is 

better from the web server but S.D. with the extension and library is better from 

sockets. However, Objective-C total response time for library shows mean and 

S.D. is better for a web server. Through this we can predict that the web server is 

more reliable and stable while processing the request response using extension 

and Objective-C library with a desktop application. 

Table 5.4.1c: Hybrid app response from web and sockets 

iPhone Simulator for Web Server 

 Request/Response 

for XCode (ms) 

Request/Response 

for Eclipse (ms) 

Hybrid App 

response (ms) 

Mean 93.64 65.08 28.56 

S.D 31.03 29.49 23.52 

iPhone Simulator for Sockets Server 

Mean 128 85.8 42.2 

S.D. 25.82 18.04 19.81 

 

A similar calculation process was followed to define the response time for hybrid 

app from the web and sockets server respectively. From Table 5.4.1c above it is 

clear that mean is large for sockets like Mac OS but the S.D. is less than web 

server showing request/response for extension and the hybrid app itself is better 

than the web using extension. But the hybrid app total response time mean is 

better for web and time varies less for sockets. Moreover, the hybrid app does not 

use an Objective-C library to communicate with the platform and just uses a 

simple REST architectural GET method to request and get a response in JSON, 

which might have resulted in good interaction with simple sockets for 

communication. 

5.4.2 Scalability 

The data for scalability was obtained by generating a number of nodes to request 

the SensibleThings data from the iPhone Simulator at the same time using the 

NSOperationThread class within Objective-C and the response was saved in a .txt 

file within the Mac OS X. The response time was measured from the period of 

sending the request clicking button until the response displayed. Firstly, 4 

iterations were performed for both the web server and sockets increasing 2 

request nodes in every iteration. From the 5th iteration until the 15th iteration, 5 

request nodes were added for every iteration. Sockets could not hold the 16th 

iteration requesting 70 request nodes at the same time. To check the exact 

breaking point for the sockets one request node was added until the TCP 
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connection broke down between the SensibleThings platform and an Objective-

C library from 65 request nodes. It was found that the breaking point for sockets 

while handling the high number of request was at 68 request nodes. But request 

nodes for the web server was in a continuous process until the 18th iteration, i.e. 

80 requests at the same time and the connection breaks down for the web server. 

 

Figure 5.4.2: Scalability graph for the web server and sockets server 

The above graph shows the client response time in milliseconds from a web 

server and sockets server respectively for various numbers of requests at a time 

for different iteration. The number of requests sent was 1 to 68 for the sockets 

server and 1 to 80 for the web server. The application sends the request to the 

servers through API, the API creates an instance of the SensibleThings platform 

to resolve and get the response, due to which the time elongates for by seconds 

normally, but using the Singleton pattern which creates a single instance 

throughout the application system of access to the SensibleThings platform’s 

object. It will help the API to use the same instance of class for every request 

response process without creating a new object for a new request within 

Multithread. There was some delay and loss of data between the SensibleThings 

platform and the iOS Simulator. The degrading response time delay for the 

sockets server when 50 and 60 requests were sent was because of loss of a few 

response data and same for the web server when 65 requests were sent for 

response. The sockets server could not respond to the request from the client 

exceeding 68 requests from the client iPhone Simulator and so the connection 

breaks down. The connection breaking point for the web server was 80 request 

nodes for the response data. 
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5.4.3 Comparing Native Apps, Web Apps and Hybrid Apps 

The comparison is made to describe which approach will be the best for what 

situation for the development of mobile applications for the IoT. Analyzing the 

created web app and cross-platform hybrid app for the SensibleThings platform 

and IEEE paper study about native apps, following Table 5.4.3 has been created.  

Table 5.4.3: Comparing native apps, mobile web apps and hybrid apps 

 Native Apps Hybrid Apps Web Apps 

Device Features 

Access 

Full Full Partial 

Speed Very Fast Fast Fast 

Development 

Language 

Native Native and Web Web Only 

Available on App Store App Store No 

Upgradability No No Yes 

Tools used Native HTML5, CSS, JS HTML, CSS, JS 

Monetization Yes Yes No 

Development 

Speed 

Slow Fast Fast 

Table 5.4.3 shows that native apps and hybrid apps are fast and able access to the 

hardware and software features offered by the mobile devices as opposed to than 

web apps. But the cost is less for the development of web apps and hybrid apps 

than for native apps with high upgrade flexibility. 

Native mobile apps can be developed using the native platform IDE that is 

provided by that particular mobile device provider, i.e. XCode for iOS, Java for 

Android and C# for Windows Phone, etc. Application creation and distribution is 

open source for Android mobile phones but Apple’s iOS needs to be paid to 

register as a developer and to deploy the app created in the app store. Also, one 

has to be certified by Apple, and the deployed app will be reviewed and has to be 

approved by Apple Inc. Due to use of native IDE or SDK for every mobile 

platform, the app created have full access to the device features like 

accelerometer, calendar, camera, file system, contacts, media, Bluetooth, barcode 

and all the features offered by the mobile devices. The mobile app created using 

the native language for that particular device performs very fast and gives the 

user a better feel and touch experience with better user interface. Native apps can 

be downloaded and installed from a particular app store for a particular mobile 
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device and for most of the apps for iPhone you have to pay to download and 

install, which is not the case for Android. When in need of upgrade, the native 

app the user need to re-download and re-install the upgraded app. Native apps 

have full access to device capabilities, but is biased towards the single platform, 

i.e. apps developed for Android can only be used in Android devices and Apple 

for iOS, etc. 

Hybrid apps can be created using different frameworks available on the Internet 

and most of them are free open source; PhoneGap is the most popular mobile 

cross-platform hybrid application development tool. To develop hybrid 

applications one needs to use the chosen framework on top of a particular IDE, 

i.e. to develop a hybrid app for iPhone, PhoneGap on top of XCode and for 

Android Eclipse with Android development plugins are needed. Since the app 

development tool is native with web technologies like HTML5, CSS3, and 

JavaScript, it can access almost all features of mobile devices like battery status, 

camera, console, contacts, media, geolocation, storage, compass, accelerometer 

etc. PhoneGap provides all possible devices API for the developer that can be 

used to access most of the device features. The app can be deployed in app store 

and can be downloaded and installed by the users once they have paid for it. 

When an app is in need of upgrade one has to re-deploy the same as the native 

app and the users need to re-download and re-install the app. The look and feel 

gives the user a native experience. Moreover, cross-platform hybrid apps created 

for one mobile platform can be migrated to another platform by creating an 

environment in the IDE for that particular mobile device. Which helps the hybrid 

app to be defined as a multiplatform application since the written language uses 

common web technologies like HTML5, CSS and JavaScript language. The 

hybrid app also runs natively when online and offline on various mobile devices.  

Web apps are mostly used for browsers, like Safari, Chrome, Opera, etc. on 

multiple mobile devices and even on computer browsers. They access the 

contextual data from a web server. The apps created using HTML, CSS and 

JavaScript are considered web apps and have no access to the devices’ APIs. Web 

apps can be found on the Internet. Since they are created using only web 

technologies, web apps are not as fast as native apps. The user does not need to 

download and install the app, as it is easily available on the Internet for free. 

When upgraded, all apps around the world connected online are upgraded within 

few seconds due to the centralization of apps on the web server.  

5.4.4 Analysis 

Analyzing the above Chapters 5.4.1, 5.4.2 and 5.4.3, evaluation of the web app, 

hybrid app and native app was performed. Building a native app is out of scope, 

so few scientific papers were researched to analyze the accessibility of native 

apps to hardware and software of mobile devices, performance, programming 

language to build etc. as shown in Table 5.4.3. 

When comparing the code written for web apps for SensibleThings an iOS 

application, the code for the hybrid app looks less code and is functional and 

works perfectly when sending requests and retrieving the sensor contextual value 

in JSON format. 
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Every things within the field of technologies have merits and demerits, just like 

every apps has merits and demerits when developers developing and deploying 

the app and users uses it happily. So if one would like to create an application 

that has a native feel and access to native APIs, the best choice would be a cross-

platform hybrid app, since one can migrate the development code from one 

platform to another and there is support for multi-device. But if the aim is online 

support such as portals or e-commerce, then the best choice would be a web app. 

Because it can only be used online, one needs Internet access to use the web app. 

But if the aim is to have full access to native APIs and only for a particular mobile 

device, then it is best to go with the native app which can provide the user with a 

better experience and feel. 

Both because of the technologies used and because it can be used for multiple 

devices, a cross-platform application would be the best choice. Since the user can 

have a better feel and experience with both the native and web app. Moreover, 

HTML5 is getting better with more features and popular increasing in popularity. 

Furthermore, it takes less time to develop and deploy in different mobile 

platforms and it is also efficient enough to work with to access data from the 

server. It may take the lead when it comes to application development in the time 

to come. So, using a cross-platform application for SensibleThings rather than a 

web application would be a better choice, since a cross-platform hybrid 

application gives better options for consuming devices’ APIs and a better look 

and feel for the end users. 
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6 Conclusions 
The emerging new technologies have paved the way for the evolution of the 

Internet of Things that explanations the sensors/actuators intelligent behavior 

generating contextual information to be disseminated globally. The ease of use 

of smartphones have addressed the flexibility of the use of the Internet of Things 

even better. There have been remarkable changes in mobile devices enabling 

users with multiple applications to perform various tasks in daily life. Multiple 

types of applications like web apps, native apps and hybrid apps have been 

offering the service to the users regardless of which one is better in what situation.  

The future breakthrough would be the use of mobile applications for the Internet 

of Things to interact with the sensors/actuators. To solve the issue of 

implementation of extension to the SensibleThings to enable a non-Java platform 

like an iOS device to access the information from the platform has been achieved 

targeting the goals presented in Chapter 1.  

Goal 1 was to plan the working method to meet the SensibleThings requirement 

finding 3 different mobile application development approaches to implement 

with the Internet of Things (the SensibleThings platform) for seamless interaction 

regardless of their hardware and programming language. This was achieved by 

analyzing the scientific papers found in legitimate online databases. I decided to 

work on native app, mobile app and hybrid app development approaches.  

Goal 2 was to create an extension for the existing SensibleThings platform 

architecture for external access of context aware information generated by 

sensors/actuators through the mobile devices to support reading and publishing 

sensors values. This was completed by creating an API using lightweight REST 

protocol to transfer client’s GET request and publish the real time context aware 

information for particular UCIs to the mobile devices. To support the response 

from the SensibleThings platform using REST to the mobile device, JSON format 

was chosen, which was easy to use and understand and the generated JSON 

response is disseminated to the requesting devices. Since the SensibleThings 

platform was based on the Java programming language, to build an extension 

API, Java was chosen. In addition, two APIs were created using sockets and 

Apache web server to accept and respond to the client request. 

Goal 3 was to create an external library to connect mobile devices within the IoT 

infrastructure using a different programming language than the platform itself. 

Objective-C as a programming language for iPhone Simulator was chosen and it 

created the library which is denoted by an “.a” file extension. It was used to send 

the HTTP GET request to the extension API at the SensibleThings platform, 

which can access the sensors/actuators information using the JSON message 

format to read and display.  

Goal 4 was to implement and integrate a proof-of-concept application that utilizes 

the external library connecting via the created extension to access the 

SensibleThings platform using Objective-C on an iOS device. This was 

challenging work to accomplished, which was achieved by making use of the 

created extension with the sockets and Apache web servers to keep listening for 
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the clients to join in different ports, i.e. 9999 and 8080 respectively, and it accepts 

if any HTTP request was forwarded. Resolving the requested UCI and responding 

the value to the client in JSON format was performed where the client uses the 

“.a” Objective-C library to request and read the response, which was displayed 

by the iPhone Simulator application connected to the Java based SensibleThings 

platform regardless of programming language using an Objective-C library 

containing HTTP GET request acting as a bridge between the Java extension and 

an Objective-C library. Even an additional Mac OS X application was created 

using the same Objective-C library to retrieve the value from the SensibleThings 

platform through the REST API. 

Goal 5 was to measure and evaluate the stability, scalability and quality aspects 

when publishing and retrieving sensor data using the extension and external 

library in the iOS and evaluating the possible mobile application development 

approaches to address the better solution for the Internet of Things, i.e. the 

SensibleThings platform. To achieve goal 5, each application was tested 

individually and the request/response time was calculated, where the actual 

request/response from sockets tends to be stable for extension and library with 

all the 3 apps, i.e. iOS, desktop and hybrid app, due to low overhead while 

requesting and getting response, and also being a lightweight feature of REST 

and JSON; sockets would be a better solution for the IoT. As 25 requests were 

sent from the iOS (web and hybrid application) and the Mac OS X application to 

each server and the response time calculated with mean and standard deviation 

from the server to the applications, which shows the web server is more stable 

for the total request/response of the Objective-C library than between extension 

and library. But still there was time variation, which might be caused by running 

different software within the system, which slowed down the request response 

time. Also, a few nodes were created using thread from 1 to 80 thread nodes and 

tested by requesting both the servers using only the iOS application to evaluate 

the scalability. The sockets server could not hold more than 68 nodes and the 

Apache web server stopped responding when 80 threads were sent. This 

concludes that web server tends to be scalable and provide quality to retrieve and 

publish the information between the SensibleThings platform and mobile 

application. Both the servers use REST and JSON to request and get response, 

but still there is a performance difference. Eventually, cross-platform hybrid 

application was created and tested without the use of the library to observe its 

performance using extension and with the web app that gives a similar result for 

the extension showing better with sockets and with less difference in response 

time compared to the web and desktop applications. In addition, a few scientific 

papers were researched to analyze and get information on the behavior of the 

native app to evaluate and compare a better solution between 3 approaches 

mobile application development methods for the IoT. Among which the hybrid 

app was concluded as a better solution due to its flexibility, speed and supporting 

multiple mobile platform and representing a more qualitative application that 

could offer better usability for the IoT. 

The problem statement of the thesis was to solve the issue of enabling non-Java 

mobile devices to access the sensor data through a device independent API from 

the SensibleThings (IoT) platform. This was achieved by creating a Java 
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extension API using lightweight REST protocols and connecting the iPhone 

Simulator through an Objective-C library that can consume JSON response, 

which offers less overhead providing the mobile device less load to display the 

retrieved value from the SensibleThings platform as concluded above. 

6.1 Discussion 

The aim of the thesis was to add an extension for the existing Internet of Things 

(the SensibleThings platform) developed and managed by Mid Sweden 

University in collaboration with certain Swedish renowned companies. The work 

meets all the deliverables as expected, using the extension project to implement 

the Objective-C library to request and access sensors data connected in the 

SensibleThings platform. The created extension and library, and the 

SensibleThings platform itself, are an open source. Any third developer can add 

more functionality to the extension and create their own application for other 

mobile devices or even add more functions to the iOS using the library.  

To enable the Internet of Things (the SensibleThings platform) context aware 

behavior, services for the mobile devices creating additional functionality 

extension using Java for the SensibleThings architecture and a library for iOS 

devices on an Objective-C was forwarded using GNUstep open source 

framework based on cross-platform with Linux OS due to lack of Mac OS. That 

was time-consuming and difficult to understand, but later the project work shifted 

towards XCode being the availability of Mac OS X through VMware 

WorkStation with a Microsoft Windows computer. This is easier to use for mobile 

application development for iOS and was straightforward. To compare the 

created web application for iOS, different applications have to be created. So the 

hybrid application was developed using the same extension using PhoneGap with 

dependent JQuery and JQuery mobile libraries with Ajax function to get JSON 

content type in the XCode iOS Simulator. Unlike previously, to support JSON 

message by the JQuery the server needed to respond with a JSON formatted 

message with JSON string content. Furthermore, while sending the GET request, 

the request header needed to confirm the server that the application has requested 

for CrossDomain by setting its value to true. In addition, the server needs to set 

its Access-Control-Allow-Origin within its response to “*” which represents 

accepting CrossDomain request to the server.  

As a result, enabling the iOS simulator as a web application and a hybrid cross-

platform application to access sensor values from the SensibleThings platform 

has been completed. All the goals have been implemented and achieved using the 

defined methods in Chapter 3. 

Since the work uses two servers to communicate with the developed applications, 

mobile phones may not be able to run the Apache web server due to less storage 

space and their lightweight nature. For example, when a participant supposes A 

from place AA asked about the temperature of place BB from B’s mobile device. 

It would be easy for them to communicate through REST using sockets rather 

than the Apache web server.  
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Hence, a new extension has been created for the SensibleThings platform, it 

would have a positive impact for interested developers to add more function to 

the extension and even create mobile applications for other mobile platforms 

using the open source extension API of the SensibleThings platform. Previously, 

the SensibleThings platform was only used by the Android mobile platform. Due 

to successful development of the Java extension API, it has enabled the other 

mobile platform to connect and access platforms sensor information. It has also 

broadened the use of the platform for other mobile devices, one of which is an 

Objective-C library for iOS, which has been implemented and verified as 

successful which has been a contribution by the thesis work for further 

development of the Internet of Things, i.e. the SensibleThings platform. 

Moreover, the developed extension can be used by a hybrid application, so it 

would be easier to copy the hybrid app code or the “www” folder made by the 

PhoneGap or index.html file to the particular IDE by configuring the needed 

settings. This could enable most of the mobile platforms, including Android, 

Windows Phone, etc. which supports common web technology to access the 

sensors/actuators value participating in the IoT platform enabling platform 

independent connection to IoT. We have also talked about Cider in Chapter 2.5.6, 

which can also be useful for Android apps in iOS and vice-versa, but it has not 

been tested for the IoT web application, which carries out the client-server 

communication mechanism in a distributed manner. 

6.2 Ethical Considerations 

Many complications could arise as a risk to the extension and the IoT platform 

itself. Since the platform is still in progress and open source, many malicious 

activities, like accessing values with different practice could halt the server. 

During the thesis work I mistakenly tried to register my own UCI, which got 

registered and acted as bootstrap node. So, at this point other users would try to 

access the sensor value by connecting to the main bootstrap, which they know 

from before, but the bootstrap node has been changed to the node I registered. So 

accessing SensibleThings will not be completed. The developed extension and 

library did not consider security issues while sending requests and receiving 

sensor information. A third party could access the response and read the 

important data, and this needs to be addressed by encoding and decoding the 

request and response using SSL/TLS or one of the many other standard security 

services available, like Advance Encryption Standard (AES).  

6.3 Future Work 

To make the extension and library more liable to the SensibleThings platform, a 

few additional functionalities are required. My thesis work could not include all 

of these important functions regarding the application and the IoT due to time 

constraints.  

Initially, the extension and library works fine with the HTTP GET request and 

displaying response. A possible function must be to add other HTTP methods like 

POST, PUT, UPDATE and DELETE, which would enhance the extension 

changing other related information within the platform. This could be achieved 

by the use of same REST architecture used in this work, where the developers 
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need to change the GET method to the other needed HTTP method, and must 

change codes within the client and server accordingly.  

The mandatory additional work would be addressing the issue of security, since 

thesis work did not practice security in the added extension and library for the 

platform. Use of HTTPS could be also a better solution to secure the 

communication between the application and platform (client-server), which uses 

Secure Sockets Layer (SSL) and Transport Layer Security (TLS), preventing 

malicious attacks like a man in the middle attack enabling public key certificate 

based authentication. This could be achieved by integrating SSL/TLS into an 

application which helps in a scenario such as where a client sending the message 

to a server and the server confirming the message sending back an 

acknowledgement with the server’s digital certificate, which includes the server’s 

certificate validity period, public key etc. After authentication of client using 

certificate, a session key will be established between client-server, enabling 

encryption and decryption of exchanged information between them. 

Other additional work that could be interesting is for example building a fully 

featured extension and library and using it in a real world scenario like in a smart 

home, accessing temperature values or controlling home appliances by the use of 

mobile devices enabling other HTTP methods into the application or generating 

and providing contextual data by the mobile itself to the IoT such as, current 

temperature of the surroundings, media information or current location. 

Moreover, the thesis work could not consider the use of NAT, since the 

application is only able to communicate with the platform participating within 

the same network. So other possible additional work could be to join the 

application with platform behind 3G or 4G by using proxy tunneling data through 

firewalls which would be possible using a NAT technique like TCP/UDP hole 

punching, Universal Plug and Play, etc. 
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Appendix A:  

This is a description of the development process of an Objective-C library and 

how to use it in the application. Also included are the measured data from web 

and sockets for an iOS web app, desktop app and hybrid app to find mean and 

S.D. of the Objective-C library for each app. 

Setting an Objective-C Library and Header File in the Project: 

After adding the library and header file into the particular project, we need to tell 

the application where the added header file is located by clicking Project 

Navigator>Project Target>Build Settings and search for Header Search Path and 

put $SOURCE_ROOT/include into it. We also need to tell the application where 

to find the library file. So to do that, following the same steps as above to the 

Project Target, now click Build Phase and search Link Binary with library and 

click add button and locate the “.a” library file in the project folder. Finally we 

need to add Linker Flag, which helps the application to include the needed code 

to load the Objective-C classes and library properly. This is done by clicking 

Build Setting tab and locate Other Linker Flags and add –ObjC and build and run 

the application. If the application is targeted for the iOS Simulator only, you need 

to set Build Settings as  

Architecture: Standard (armv7, armv7s) 

Base SDK: iOS SDK 

Supported Platforms: iOS simulator 

Valid architecture: armv7armv7s 

And since I also did build for desktop application, so the settings would be like 

Architecture: NATIVE_ARCH 

Base SDK: OS X SDK 

Supported Platform: OS X 

Valid Architecture: i386 X86_64 
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Measurements Data for the Objective-C Library: 

Table A1: iOS response from web server and sockets 

 

Table A2: Mac desktop app response from web and sockets 
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Table A3: Hybrid response from web and sockets 

     


