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Abstract 
This thesis is about the theory behind and software development of TDE View.  

The application produces a graphical presentation containing graphical objects, such as 

charts and tables, which display real time data derived from online and currently available 

services in Swedbank.  

TDE View is a long term replacement of the previous solution, TDE System Monitor, the 

purpose of TDE View is to provide the ability to preview the aforementioned features online 

instead of local deployment. Moreover, the thesis will cover aspects regarding concepts and 

ideas in transferring data from different hosts in a specific network. (This report is written in 

English.) 

  



 

Sammanfattning 
Denna uppsats innefattar den teori och utveckling av applikationen TDE View. Applikationen 
producerar en grafisk presentation som innehåller grafiska objekt, som t.ex. grafer och 
tabeller, dessa objekt visar information från realtid som är härledd från aktiva tjänster på 
Swedbank. 

TDE View är en applikation som skall ersätta den tidigare applikationen, TDE System 
Monitor, TDE View erbjuder möjligheten att se aktiva tjänster inom Swedbank istället för att 
installera programmet lokalt som tidigare applikation krävde. Utöver detta kommer 
uppsatsen att handla om aspekter och idéer gällande överföring av information mellan olika 
värdar på ett specifikt nätverk. (Rapportenärskrivenpåengelska.) 
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1.Background 
In this chapter of the thesis, the background of the previous solution, Transactional Data 

Encryption (TDE) System Monitor as well as the background to the new solution will be 

presented. 

1.1 Introduction 

The purpose of this thesis is to explore the theory and practices behind the development of an 

application named Transactional Data Encryption (TDE) View. TDE View is a dynamic 

solution representing statistical charts on a web page, satisfying an increased desire from all 

employees to access information displayed in real time.  

This thesiswill revolve around the development, it will cover aspects regarding and 

surrounding areas of interest with TDE View as the main point of view. This thesis is covered 

under Swedbank confidentiality policy regarding the code and the final product. As such 

there is no code available of the program in this thesis or any detailed information 

surrounding TDE View, which is currently owned by Swedbank. 

When unmotivated references occur in the thesis, one can assume that the selection has 

already been made by Swedbank and therefore not be told because of the aforementioned 

confidentiality agreement. 

1.2Swedbank requirements 

A definitive need has evolved in Swedbank to develop a new user client to let users gain 

access to statistical data and information. The foremost issue on developing this application 

is in fact a matter of efficiency, as previously mentioned.  

Several factors has to be taken into consideration. If a server-side application is to be 

implemented, a unique session for each user has to be established for each client connected. 

If the user accesses the application from a web browser with several unique sessions, the 

application must be able to handle each session independently from any other session.  

Similarly, each request to the network probe from the client has to be unique and there is a 

requirement of (locally) storing previous responses from the network probe in order to 

incrementally add new data to a chart. These calls must be handled by a backend application 

that retrieves and filters information; it creates an interface for the web browser to fetch 

information for the end user whenever a request call is made. 
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1.3Description of theTransactional Data Encryption System Monitor 

A previously predefined Swedbank framework has been used to construct TDE System 

Monitor application. The framework is a currently large congregation of different Java 

classes, spanning from the early development of the Swedbank IT infrastructure.  

In the TDE System Monitor platform, each Java class is an individual class that has a single 

purpose, which performs a set of objectives. Each package symbolizes a set of functions to be 

used for a specific purpose whenever called by the same or a differ rent project during 

runtime.  

The TDE System Monitor gathers information from an internal network probe; this is 

handled by multiple “Java Management Extensions” (JMX) agents from an agent server. 

These agents are in turn remotely controlled by the TDE System Monitor application through 

remote calls (see below).  

JMX agents are used to manage and monitor applications or devices in a network. Since each 

agent is an independent module on an agent server, they can (a)synchronously interact with 

available resources from a local (or global) network.[1] 

Resources used by JMX agents are called “Managed Beans”[2], abbreviated as “MBeans”. 

They are defined as Java objects using a so-called “management interface”. This interface 

contains necessary information for the JMX agent to operate successfully when it tries to 

access available method(s) inside of a managed bean.  

The management interface is what defines a managed bean and its purpose, it gives a JMX 

agent access to valued attributes, invoke operations, emit notifications and call the class 

constructor(s) of a managed bean. In addition, the above properties of a managed bean are 

inherently encapsulated [3], meaning there is a set of restrictions for a JMX agent to gain 

access to certain internal objects or methods inside of a managed bean. The purpose of these 

internal objects and methods are typically to preserve the current state after a transaction has 

been made between the JMX agent and managed bean. 

The TDE System Monitor performs remote calls to JMX agents from an agent server, so as to 

contact a JMX agent; the system monitor uses “Remote Method Invocation”[4] (RMI) 

interface methods to send parameters to the remote agent server. The agent server will 

execute a method using a JMX agent, which does a subset of tasks before returning a result 

back to the system monitor when method execution of the JMX agent is completed. The 

result from an RMI call may contain results from a set of operations or the current state of 

the JMX agent, if it was successful or not successful during execution. 
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Picture 1.Conceptual picture of Java Management Extensions. Source: Oracle documentation. 

The JMX levels shows the different levels and their own respective responsibilities. The client 

is connecting through a connector or adapter to an management bean server, which holds a 

collection of management beans that provides an encapsulated instance with a set of methods 

to be used for a certain purpose. The agent and probe level, as well as the connector or 

adapter communicate using a shared interface. 
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Besides remote calls via RMI interface, the use of calling Java Servlets [5] is prevalent when 

gathering and setting new data through so-called get and set methods in TDE System 

Monitor. 

In contrast to RMI, Servlets allow the monitor to retrieve and set objects through HTTP calls 

between different available servers. One example is the use of setting the current chart 

context using calls through servlets, where the system monitor will actively use a “doSet()” 

method of a servlet to set, for example,  previous data loaded by the system monitor and then 

use “doGet()” method of the same servlet to fetch the same information to be used again. 

After statistical data and other relevant information have been retrieved from the network 

probe, through an agent server and directly to the system monitor, the monitor will 

incrementally load additional components during runtime in the Java application. These 

components include event listeners and graphical components such as charts, tables of data, 

panels, frames etc. The system monitor will call different classes from several packages 

depending on certain factors, such as which view is the current view for the user, what panels 

have been selected to be displayed by the user, if any particular measurements are becoming 

abnormal etc. 

The intent of original TDE System Monitor was to create an application to be distributed 

among clients in the Swedbank network. While the system monitor has a solid structure with 

a rigid development pattern of ensuring a hierarchical structure between projects, packages 

and Java files, the problem that persists in this case is the issue of efficiency.  

Since the system monitor is not deployed on an application server, each individual computer 

client who wants to gain access to the system monitor has to individually download and 

launch the application. 

An application server[6] is a server that runs an application on a system that provides 

additional services for the developer to be used in conjunction with a certain programming 

interface. For example, a servlet requires an application server to the extent of referencing a 

local servlet to be accessed through a Uniform Resource Locator Location (URL) address on 

the server. 

If each computer client has to establish a unique session towards the agent servers along with 

the network probe, the situation of network congestion may arise due to each client having a 

unique session to the network probe, unnecessarily draining network bandwidth. 

Besides this, the TDE System Monitor has only been used on a handful of clients with each 

installation of the monitor being installed manually by employees of Swedbanks IT 

department. 
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Picture 2:Conceptual picture of the Transactional Data Encryption (TDE) View. 

The TDE System Monitor communicates to the network probe using RMI and Servlets to 

communicate with the network probe, which contains JMX technology to get the current 

instance of several services. The instances are presented as charts and tables in the TDE 

System Monitor, which is displayed as a locally installed Java application. 
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1.4 Hypothetical structure of the front and back-endapplication 

To create the backend application, a strongly typed, managed programming language like 

Java [7] should be used. This gives consistent performance and a high level of security and 

robustness[X]. This in contrast to loosely typed languages such as Python or JavaScript, and 

unmanaged languages like C++. 

While Java provides the ability to run multiple processes at the same time, parallelism 

has not been implemented because of the minimalistic approach in the code that filters 

JSON objects in the back-end application. 

After a back-end application has been developed, a frontend application is needed to be 

created in order to make calls towards the backend application to fetch statistical data or 

information. 

A front-end application has several requirements that need to be fulfilled when interacting 

with a user (in other words, employees of Swedbank). An established  and well-known 

scripting language, known as JavaScript[8], should be used to handles dynamic updates and 

a platform for the application to load, remove and manipulate so-called “DOM objects”[9] 

during execution of the main (and other) webpages when the user have entered the URL to 

any of these web pages.  

The purpose of the front-end application is to gather information from the back-end interface 

and display this information with different graphical means, including graphs and tables of 

data. 

Furthermore, the JavaScript code of the front-end application should be able to capture user 

input and let users engage in interaction with the application when it has been properly 

loaded. 

The JavaScript code is complemented by HTML markup and CSS style sheets to create the 

necessary elements of the User Interface, such as selections, drop-down lists etc. to handle 

and manipulate graphs in the web browser.  

Lastly, the ability to dock, resize, move around and display charts along with tables of data 

needs to be done in a manner that makes it easy and comfortable for the end-user. This also 

includes the option to have multiple web browser tabs open of the same webpage, with each 

webpage having a different, unique and active session with a connection between the front-

end and the back-end application. 

In pursuance of the above, a JavaScript framework, either custom or premade is needed to 

get a highly coherent structure with low coupling and no redundancy within the code. 
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Picture 3:Conceptual picture of the front-end application. 

This picture shows the communication between the network probe and the back-end 

application. The URL shows an actual URL from inside of the network probe from Swedbank, 

the filter implies what is filtered and the so-called layer is the set of services belonging to that 

specific name. 

Picture 4:Conceptual picture of the front-end application. 

This picture shows the communication between the front-end and back-end application, the 

provided URL shows the parameter and the value used to filter. The parameter is the 

selection of available services and value is the name of one specific service. The result is a list 

of filtered JSON objects belonging to a specific name, where each object is a running process 

of that service.  
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2. Theory 
Beyond the TDE System Monitor solution, other implementations have been created to 

monitor network resources in real time. These Java based platforms provide network 

monitoring of services or collecting data from resources located on internal or external 

network(s). 

As previously stated in the background section of this thesis, the need for a dynamic rather 

than a static solution is desirable when implementing a platform on a larger enterprise basis. 

Typically, a web server provides an online web-based interface for a client to be able to access 

the view of an application. Each instance of a view should, in best possible practice, be 

independent of other running instances when implementing a system monitor based on 

shared resources (assuming the possibility of aggregating different views during runtime is 

possible). 

A similar solution in the context of an online, dynamic view is the “openNMS” (open Network 

Monitoring System), an open-source Java[10] application which is a platform for monitoring 

network resources as well as performing data collection. It includes a subset of network 

protocols that can be used to fetch information about the performance of network services, 

including JMX agents[11]. It is able to customize and configure JMX agents to record 

information by running on different hosts. The hosts are in turn gradually providing 

information to an openNMS platform. When data have been collected, it can be stored, 

graphed and be compared to other numerical values.  A common practice of this is to 

compare values with defined threshold values in an IT infrastructure of a company. 

While openNMS” provides a standalone client to access network nodes that has been set up, a 

unique feature of “openNMS” in contrast to TDE System Monitor is the ability to use the 

platform through an HTTP connection, being set up by a Jetty run web server[12].  Such 

feature gives the user the ability to get a web based overview of the system monitor without 

having to install and establish a full Java project on each, local machine. 
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3. Analysis 
A transition from a static to a dynamic online web-based solution is a task that requires a set 

of programming requirements to be fulfilled, especially when addressing employee and 

ultimately employer satisfaction on a large enterprise scale within Swedbank.   

Apart from fulfilling past (inherent) requirements from the previous system, such as 

responsive user interface (UI), readable charts and access to necessary information from the 

network probe etc., additional requirements have evolved due to the nature of the new TDE 

View in comparison to the previous static solution with local deployment. 

These additional requirements, that were not included in the previous implementation, 

include performance efficiency from the connected client(s) and server, a well-structured 

communication between the client(s) and the server from an architectural point of view.  

3.1 Project methodology 

Before solving programming (requirements) of the TDE View, there needs to be a general 

plan on how development of the application is going to be performed. In this case, there are a 

number of known software development methods which includes the waterfall, prototyping, 

extreme programming, incremental development, spiral and rapid application development 

methods. 

The cited methods refer to a specific methodology framework which includes information 

about how to structure, plan and control the process of developing a system[13].  

Each of the above methods is categorized into one of three categories of project structure of 

how each individual process in each methodology is transitioned from one phase to the other. 

Those categories include linear, iterative and a combination of linear and iterative 

management of processes in a project cycle of a project methodology framework. 

The difference between a linear and iterative methodology is the completion of a software 

development project. In a linear methodology, each stage is completed before moving on to 

the next stage. In contrast, iterative methodology normally requires several iteration before 

the final product is finished.  Finally, the combination of these two methodologies ensures 

that a smaller version of a linear methodology is executed in each iteration of a project stage. 
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3.2 Architectural pattern 

While a project methodology provides a good overview of handling different processes in a 

linear and/or iterative environment, another fundamental section when developing a new 

dynamic application is selecting an architectural pattern and style.  

Architectural pattern provide a consistent standard of structuring code in different 

programming contexts for primarily solving recurring design issues, including refining the 

application as a whole, during development and when the development is finished. In 

comparison, an architectural style constrains architectural systems in the current 

programming context for the developer which is a general solution to the problem, rather 

than a specific solution to the problem as an architectural pattern provides.[14] 

Famous architectural pattern includes the model-view-viewmodel (MVVM) and the model-

view-controller (MVC) pattern designs. Those two designs are structured in different 

manners by delegating software code into roles and enforcing direct communication between 

different section(s) of code in the application.  

In the MVC model, the view is what the user is presented with when interacting with the 
application. The controller will listen to interactions from the view and update the model 
accordingly. If an update of the model occurs, the controller will automatically update the 
view. The MVVM model has similar roles with the view and model; however a big 
contrast is the viewmodel that provides the view of the model. It converts model 
information to the view which is passed through the viewmodel. 

Conceptually speaking, the flow of the code through a MVC model can be described as 
having similar to a triangular pattern. In contrast, MVVM model is a two way data 
binding and the model does not directly update the view without passing through the 
viewmodel. 

Since the interaction from the user will be through a web browser, the communication 

during interaction will be the front-end application, the front-end application in turn is 

communicating with back-end application and thereafter with the network probe. This 

type of structure is formally known as n-tier structure, where each interacting medium as 

described above is called a layer. The benefit of splitting layers into different tiers is the 

ability to rewrite code without writing the whole entire application.[15]
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Picture 5:Conceptual picture of Model-View-Controller (MVC). Source:Buschmann, Frank 

(1996) Pattern-Oriented Software Architecture 

This picture shows the communication between the front-end and back-end application, the 

provided URL shows the parameter and the value used to filter. The parameter is the 

selection of available services and value is the name of one specific service. The result is a list 

of filtered JSON objects belonging to a specific name, where each object is a running process 

of that service. 
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3.3 Architectural style 

With the architectural pattern design in mind, the choice of an architectural style must 

consist of solving, for instance, the issue of communication from the network probe, to the 

back-end application which is later transmitted to the front-end application by synchronous 

requests. These requests are made in order to fetch filtered information from the back-end 

application, which naturally sets the requirement, as described in the background section of 

this thesis, of handling calls efficiency on both the front-end and the back-end application. 

Typical architectural styles (or models) for systems which provide information or data to 

other applications known as a distributed system include (but not limited to) the 

representational state transfer (REST) style and the remote procedure call (RPC) style. The 

two mentioned styles add different mechanisms of handling transmission/reception of 

information from the distributed application via connected client(s) and vice versa.  

The REST model is a synchronous model that structure available resources for the client from 

the distributed application, known as a server, by implementing a request-response 

messaging pattern. This pattern is based on the notion that the client will make a request 

message through a network and in turn, the server will respond with the appropriate message 

back to the client when the server has received the message from the client. There is already a 

formalization of this kind of data-exchange through one or more networks as programmers 

have implemented application programming interfaces (APIs) located on both client and 

server side. Since access is abstracted by the implemented API, the model becomes 

automatically available on different operating systems because of the limited access to the 

server. [17] 

The main difference between RPC and REST style interfaces is the point of view; whereas 

REST focuses on the entities or objects that are exposed, RPC style focuses on the tasks or 

services to be carried out. Also, REST is tied closely to the http protocol, while RPC may use 

any type of transport.[18]  

Lastly, the representational state transfer (REST) model is a style with provided constraints 

on components, connectors and data elements in a distributed application. The focus of this 

model is to ignore hardware dependencies when communication is set between a distributed 

application and client.  [19] 

Another applicable and important architectural style is how to implement and structure the 

code inside of the back-end as well as front-end of the application. Although the MVC model 

provides an overall structure of designating files into different roles, the inside structure of 

each file in their own respective role has to optimally have code designs that establish the 

existence of software quality concepts, which includes low coupling, high cohesion and 

encapsulation for all files in the TDE View. 

This means each class has a designated task - a single area of concern - based on file/class 

name and they communicate with each other without having too much dependency of each 

other.[20]If one class is redesigned, it should have a minimal effect on the other class(es) it is 

associated with and still be able to function independently, as long as the external interfaces 

are retained.[21] 
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Coupling classes together means they have access to each other’s objects and methods as well 

as being well encapsulated from each other. Encapsulation means there is an explicit 

interface to allow access to certain methods and properties from other classes. By 

implementing this design, insignificant and irrelevant details for the programmer become 

concealed and an abstraction (simplification) manifests itself automatically. 

These concepts belong to what is informally known as the best programming practices. They 

have been applied to the TDE View in order to sustain aforementioned qualities which will 

improve the overall result of the code when applied appropriately.[22] 
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4. Description of selected methods 
In order to develop the TDE View in a consistent manner, a software development 

methodology, an architectural pattern and style along with a programming model and 

important concepts were specifically selected for this project. 

The chosen programming methodology is the extreme programming (XP) process model 

throughout the development of the TDE View. This methodology has a so-called lightweight 

process model where the scope of the project is towards a small production scale (of an 

enterprise application). The already mentioned methodology includes in particular a set of 

adaptations used in this project from the XP methodology, including small incremental 

improvements of the application, a consequent design and structure of the code based on a 

common design and style, continually refactoring the code to remove unnecessary complexity 

as well as increasing the effectiveness of the code.[23] 

Each iteration of the extreme programming process includes a direct line of communication 

with Swedbank when considering implementing additional code and features into the 

project. Moreover, it allows Swedbank to revise code and return useful feedback when 

improving the code. This is how the requirements engineering has been continually 

undergoing throughout the project. 

The initial presumption of the architectural pattern was to implement the same pattern in 

both the front-end and the back-end of the application for the sake of simplicity and being 

consistent with design of the application, and in order to let programmers (in the future) 

improve and/or extend code. Hence, as previously mentioned in the analysis section, the 

selected architectural pattern became the model-view-controller (MVC) pattern because it 

sets individual roles and thereby creating separation of concern between different classes in 

the application. 

The Representational State Transfer (REST) architectural style has been used in order to 

create a network communication from the network probe to the front-end application, while 

being filtered out dynamically on-demand by the back-end application. 

Lastly, the informal best common programming practices was resolved by implementing 

encapsulation, creating as high independency as possible among the classes along with a 

highly granularity, meaning, the code on the front-end and the back-end of the application 

are split into small files in order to create an easier overview of the application as a whole.  
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Picture 6: Conceptual picture of Extreme Programming (XP).Source: Kent Beck, “Extreme 

Programming Explained: Embrace Change”. 

This is the whole planning and feedback iteration using the extreme programming 

methodology. The meeting, acceptance and unit testing are the used phases in the 

development of the TDE View and each has the same hierarchical position as shown in the 

picture above. (Pair programming has been excluded.).  
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5. Construction 
The construction chapter will describe the final solution of the Transactional Data Encryption 

(TDE) View, detailing about features and libraries used to construct this application. 

5.1 Initial investigation 

In the beginning of the development of TDE View, the basic structural foundation of the 

application was laid out when a thorough examination of the previous project, the TDE 

System Monitor, gave an insight on how the system monitor worked and operated under the 

object oriented language Java. The lack of online availability of the application and structure 

of the application was constructed in such a manner that it relied on a large amount of 

(independent) modules which have been previously used in other services in Swedbank. 

As mentioned in the background section, information is being handled remotely as remote 

management with Java Management Extensions technology, whereby the communication 

between the system monitor and JMX agents provides information to the system monitor to 

be represented as charts. This type of connection between network devices is platform 

specific. However, since TDE View is hosted online on an web server rather than being 

manually and locally installed, the client-side aspect of the system retains platform 

independency. Thus, TDE View is accessible from any web browser on any operating system. 

After the investigation of the TDE System Monitor was completed, the foundational structure 

was created by dividing the responsibility between server (back-end) and the client-side 

(front-end) of the application. The server-side of the application is functioning as the filter 

that filters JSON objects from the network probe. The filter from the server-side is called 

subsequently on demand by the client-side of the application as it uses individual HTTP GET 

messages through REST to retrieve data from the network probe.  

Additionally, the server-side should retrieve parameters and values from the client-side in 

order to filter out the information appropriately by referring to the server-side through an 

URL. As a result, the server-side is technically available for anyone with the appropriate 

URLs to the server-side of the application when prompted through a web browser in a 

Swedbank network. As per requirements, there is no authorization or authentication 

mechanism in place, except on the network level.  

5.2 Theconstructionof front and back-end application 

With the client-side in mind, the application needs to structure and handle tables containing 

necessary data from the server-side application to be displayed appropriately. As such, every 

time the TDE View is accessed client-side inside of the Swedbank internal network, a new 

unique instance of the application is needed as to provide multiple instances without 

affecting any other running instance during runtime. 

Furthermore, each instance has also the desire to have a proper memory management; 

otherwise the program might shut down because of the excessive memory allocation during 

runtime of the TDE View application. Therefore, implementing a so-called garbage collection 

on the client-side of the application is crucial when showing active graphical presentations. 

The Java Virtual Machine running the server-side application already has implemented 

garbage collection, thus relieving the programmer from doing memory management. 
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5.3 Implementation of software libraries 

A set of external and necessary libraries has been considered and implemented into the TDE 

View. On the server-side of the application, the JSON organizations org.json library has been 

implemented into the project because it will create JSON objects and arrays to be used for 

filtering purposes on the server-side, as previously mentioned.  

The client-side has implemented the AngularJSJavascript framework. This framework is 

created by Google and provides a framework that splits responsibilities between different 

Javascript files. These files are split into roles, which (most commonly) includes directives, 

services and controllers. The directive communicates directly with HTML elements, which 

can provide additional functions to be appended to an HTML element.  

Controllers and services communicate with each other, the difference between the two roles 

is that the controllers have the possibility to have multiple instances of themselves whereas 

services can only have one instance of itself, hence they are inherently singleton. 

These above roles are known as modules, they can be individually dependency injected 

between different modules. It allows different modules to be loaded during runtime of the 

application when they are required to execute a function in another module. In turn, these 

modules are loaded into one application which is then loaded by a HTML file.[24] 

The AngularJS framework provides a so-called MV* pattern, meaning Model View Whatever. 

This pattern allows the third role to be anything the programmer desires to be. In this case, 

the MVC pattern has been selected as to be consistent about the software patterns in both 

server-side and client-side of the application. 

Lastly, the Google Charts library has been implemented to create graphical presentations of 

filtered parameters and values from the server-side of the application. Graphical 

presentations include charts and tables, where each column and row produces an XY dot on 

the chart plane. Iterating more rows (with each cell in the table of data producing an updated 

value) will create a dynamic chart. A table will have a set of rows and columns that displays 

with one additional column being the object number. 

(The mentioned libraries have all an open source license and are available for anyone to use 

on a private or enterprise scale application.) 
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Picture 7:Conceptual picture of Angular Javascript roles. Source:AngularJS Documentation. 

This picture displays three major roles in AngularJS. The template loads the Angular (ng) 

application invoice. This application also holds a controller named invoiceController, which 

uses a function from the service factory named finance in order to a function. 
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5.4 Development of the server-side application 

The development of the server-side application began with creating a Java class that retrieves 

raw output from the network probe. The previously mentioned org.json library was used to 

insert the raw output from the network probe into anJSONArray object. After the raw output 

has been inserted into an JSONArray object, this array can be used to filter out values by 

entering a parameter name through the get() method and the corresponding value is 

returned. By using for loops and if statements, an iteration of all JSON objects is filtered by 

name and all JSON objects of that name is put into a new JSONArray. 

When the filtering class of the server-side application was finally constructed, a filtering 

servlet (class) was implemented according to the previous statement in the beginning of this 

section of the thesis, which is supposed to retrieve a parameter and optionally a value. The 

parameter is represented as the service to be selected from the network probe, while the 

value functions as the name to be filtered out of the list of JSON objects belonging to the 

specific service in the list. 

With this design, the servlet is always available to respond to the client-side application. 

Since the servlet is only sending out filtered result (and no raw output) to the client-side 

application and no data is stored during runtime, each instance of the server-side application 

does currently have no issues of overloading the performance of the web-server. In addition, 

the servlets are stateless, giving the opportunity to scale out this layer over several web server 

without concurrency issues. 

Picture 8:Conceptual picture of Angular Javascript roles. Source:AngularJS Documentation. 

This picture displays three major roles in AngularJS. The template loads the Angular (ng) 

application invoice. This application also holds a controller named invoiceController, which 

uses a function from the service factory named finance in order to a function. 
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5.5 Development of the client-side application 

When the server-side was successfully producing filtered JSON objects from the network 

probe, the construction of the client-side began with creating a layout whereby each instance 

of a graphical presentation, such as a chart or a table, is unique from every other and also 

includes a unique session of communication with the server-side application. 

This means each session is controlled by a controller in terms of AngularJS roles. If each 

graphical presentation is going to be a unique instance, without being able to instantiate 

multiple instances of the same instance, everything related to the assembling and 

construction of a graphical presentation is in the model, which type is known as factories.  

A factory is able to create new instances of a function during runtime of the client-side of the 

application. This means controller calls a factory, a new instance of a specific function would 

have a unique session, assuming there are unique identifiers available in order to construct a 

graphical presentation during runtime. 

Moreover, in order to update an ongoing graphical presentation, it needs a set of code to be 

continually executing in a time interval in order to do asynchronous updates of each session. 

This is important to consider since there is a possibility of change when retrieving JSON 

objects from the server-side application. These changes could be, for example, the amount of 

JSON objects being retrieved from the network probe or some services might have the 

possibility to shut down within the internal network of Swedbank. 

Apart from the structure of the client-side controller and model, the view is crucial for the 

client-side application to retrieve input from the user. From an HTML document, where all 

JavaScript files are loaded, the user is able to select a link from a list of (predefined) URLs to 

the network probe (and each link has a value and each value holds a link towards the server-

side application).  

After the first URL has been selected, another drop down list is loaded with a list of all object 

names from the server-side application. Each name is a collection of JSON objects with the 

specific name, these objects belongs to a specific process within the network probe and 

represents an active service in Swedbank.  

When the first and second box has been selected by the user, a third and last drop down list 

will appear with a list of graphical objects to be used to present the ongoing gathering of 

information of that specific service in Swedbank. The input from the user is controlled by a 

separate controller which records the selected options and sends them to the other controller, 

as aforementioned, it handles the graphical objects.   

Additionally, all controllers and drop down lists are loaded as HTML templates into the main 

web page in order to maintain simplicity and high granularity. 

Each file (module) that belongs in the model role of the client-side application individually 

represents a specific functionality in order to present a graphical object on the webpage.  
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This includes one module for sorting and assembling a Google Chart data table dynamically, 

which uses size and length of the incoming JSON objects from the server-side application as 

reference. Other modules includes features such as handling a filtered list of JSON objects 

from the server-side application, appending graphical options such as height and another 

module to create the actual graphical object.  

Lastly, one module to abstract the use of variables which is a factory that gives the 

programmer the opportunity to get, set and remove variables at any given time as this factory 

is dependency injected amongst other factories. 

Each instance of an graphical object occurs when the “Create” button is pressed, the first 

module to be initialised (from the graphic controller) is the main module that handles the 

assembling of a Google Chart data table, it then calls the JSON factory to retrieve JSON 

objects to be structured accordingly to the chosen graphical object.  

After the data table has been constructed, the module that handles the creation of a data table 

will be called. Before the graphical object is presented, it calls the graphical options module 

to load necessary options for adjusting to the correct visualization of a chart or a table. When 

this module is finished, a list of options will be sent back to the previous module to present 

the graphical object. This process is repeated continually from the first module to the last in 

intervals, which can be adjusted according to user preferences. 

Since these modules intertwine with each other by their dependencies, they together can be 

portrayed as one (congregated) module that represents one instance when they are called 

from the graphical controller.  

Apart from these modules, there is one individual module known as a directive that handles 

the ability to move around graphical objects on the webpage. This directory is injected into a 

set of div elements which also loads necessary parameters to correctly display graphical 

objects from Google Charts library. 

Combining the above modules into one application, it can then be loaded by an HTML file 

which will be the view of the application, including all of the JavaScript names of the files. 

(The next page will show runtime of the front-end application)  
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Picture 9:Conceptual picture of the front-end application. 
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The following is the step-by-step execution of the front-end application during runtime: 

1. When opening the application for the first time, the HTML template files will be loaded, 

including all of the Javascript files.  

2. As user input is inserted to the Input HTML file, the options are loaded and a record of the 

selected options will be sent from this controller to the Graphical controller. 

3. The graphical controller will create a new, unique instance of the Main Factory module by 

giving an ID to each instantiation of this module. 

4. The main factory will dependency inject JSON Factory in order to dynamically append 

values to a data table from the Google Charts library. 

5. The JSON factory retrieves the appropriate information based upon previously selected 

values, originating from the input controller. With these values, a filtered list of  JSON 

objects can retrieved from the server-side application of TDE View and sent to the main 

factory.  

6. When the main factory sends a data table to this module, the graph factory will 

dependency inject graph options factory to append options and the data table to a new 

visualisation instance. (After the first graph is created, garbage collection as excessive 

memory allocation will destroy the runtime of the TDE View.) 

7. This factory will create appropriate options for the current instance of the graphical 

presentation. It includes adjusting height and width, as well as appending appropriate 

colours to the respective type of value in a chart, for example. 

8. The instance is presented on the webpage.  

9. Steps 4 to 8 will be repeated infinitely as it updates the chart continually under runtime. If 

the user produces another graphical object, steps 1-9 will be repeated again. 

(The variable factory will create an instance of itself in order to cache variables, it abstracts 

the use of variables and variables can be retrieved, set and removed at any time during the 

runtime of the application. 
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6. Conclusion 

6.1 Result 

The development of the TDE View consisted of the following conclusions which are logically 

derived from previous sections of this thesis. This includes the implementation of the main 

software design and pattern, as mentioned in the Analysis section of this thesis, the model-

view-controller (MVC) was implemented on both the client-side and server-side of the 

application. The communication between each side is through REST calls which transmits 

filtered JSON data from the server-side to the client-side of the application.  

In contrast to the TDE System Monitor, which uses JMX and RMI calls directly to the 

network probe to retrieve information, the TDE View provides an improved communication 

that is more abstract and generic in terms of platform dependencies. This includes a 

segregated responsibility of performance load between both end applications, instead of just 

one monolithic Java application. 

The code structure of the client-side application provides an AngularJS based framework 

which provides individual modules to handle and be dependency injected on demand. This 

framework setup provides the ability to extend and/or improve code without a complete 

redesign of the client-side application.  

Furthermore, the server-side code structure is implemented with a simple and minimalistic 

filter to rearrange and structure raw output from the network probe without affecting the 

content of the JSON object list. Both the client-side and the server-side follows the informal 

notion of best common practice in regards to the implementation of code in each file of the 

application. 

The TDE View is able to create a graphical presentation using Google Charts API. Each 

unique session is created from user input prior to the creation of charts and tables during 

runtime execution of the application. Therefore, the TDE View provides a real time update of 

JSON lists containing JSON objects, which displays the current situation of available and 

running services from Swedbank.  

Additionally, the ability to adjust changes to the graphical presentation with events occurring 

within the Swedbank network, these changes indirectly affects the behaviour of the network 

probe, including a change in the output of JSON objects of one or more services. The network 

probe has also the possibility of adding or removing services. 
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6.2 Summarization 

To summarize this thesis, the project was a success as the requirements set by Swedbank was 

fulfilled when creating this project. Given the background of the previous program, TDE 

System Monitor, the TDE View has implemented important features of the system monitor 

while still retaining a dynamic accessibility to employees in the internal network of 

Swedbank. 

Picture 10:Screenshot of Transactional Data Encryption View during runtime.  
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