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Abstract  

This research lays a foundation for automated acquisition of volatile data by 
presenting a prototype device which carries out the deeds of a forensic investigator, 
essentially making it a “forensic investigator on a stick”. The Teensy 3.0 device is 
programmed to interact with an external USB device for storage purposes. All 
interaction with a live target system must be documented thoroughly according to 
forensic best practices. Therefore quantitative measurements of system 
contamination related to the device actions are presented. The device is conclusively 
able to perform a memory dump and provide a warning of the existence of 
Truecrypt encrypted containers. 
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1  Introduction  

 
In an ever evolving digitalized world, traditional crime often involves the use of 
information technology (IT). As a consequence of digitalization, computer crimes 
have been defined by Swedish law. Examples of these are data breaching [BrB kap 4, 
9c §] and computer fraud [BrB kap 9, 1 §]. This indicates that there might be digital 
traces being left at a crime scene. 
 
The collection of these digital traces can be problematic, seen from many different 
views. Part of the problem relates to the police force first arriving at the scene. They 
may not be trained in forensic procedures related to IT. The sensitive nature of 
digital evidence when a system is found in a live state means that the collection of it 
must be swift as volatile data is being modified at all times, even on an idle system 
[1]. The best way to address this problem would be to have a knowledgeable person 
with the correct tools follow along on every raid. This can be difficult to accomplish 
for a number of reasons. For example, there might be a shortage of manpower or the 
nature of the crime might not initially warrant the use of such a person. Zhijun and 
Ning describe a growing need for forensic investigators [2]. 
 
The collection of volatile data also leaves little room for human error, as evidence 
can easily be contaminated following a mistake. 
 
Based on this, this thesis aims to investigate the possibilities of automation while 
conducting forensic extraction of volatile data on live Windows 7 systems. More 
specifically, there is a technical solution in the form of a programmable HID-chip 
that automatically extracts volatile data to an external USB storage device. 
 
This approach would be optimal for minimizing human interference with the 
system, as the only thing that investigators need to do is connect the chip and the 
corresponding USB-device to the system. 
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1.1 Problem Statement 

 
Swedish police has expressed a need for a live response tool which can be carried 
along and used by regular police as the need to call out an IT-forensic responder 
might not be warranted. More specifically they require a tool that is easy to use, 
performs a RAM dump, lists encrypted volumes on the fly and provides information 
on cloud resources and other connections on the target system, along with 
passwords used for these connections. This tool attempts to answer these needs, 
except the last topic of cloud resources that is beyond the scope of this paper. Some 
of the information regarding this topic can possibly be found through analysis of the 
memory dump.  
 
 
While there are current solutions for dealing with some of these needs, many of 
them lack the ease of use aspect and must preferably be handled by a trained 
computer forensic. In order to fulfill the apparent need for an easy to use tool, an 
entirely automatic solution could not be overlooked and the decision was made to 
investigate how this could be done.  
 
 
 
 
Questions to be answered 
 
 

 Is there a forensically sound and generic approach to automatically extract 
volatile data from a Windows 7 system. 

o How can a warning of the existence of mounted encrypted containers 
be provided during a live acquisition. 
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2 Background 

 

2.1 Traditional Live Acquisition 

 
Traditional is defined as all the means of extracting volatile data without the 
automation aspect. 
 
When you come across a running system on a crime scene, there might be volatile 
information on the system, which can’t be recovered once the system is taken 
offline. Aljaedi, et al. demonstrates two approaches on how to handle live response 
and a comparison between them [3]. One of them includes the use of software such 
as administrative tools, combined with trusted binaries located on an extraction 
media, commonly known as a toolbox. This extraction media is typically found in the 
form of a USB-device.  
 
The tools are programmed to execute via batch script and to send their output to a 
human readable text file, where volatile information such as currently running 
processes (pslist) and network listings (ipconfig) can be displayed. The second 
method of securing volatile data is by including a program that simply performs a 
memory dump and saves it to the extraction media. The dump can then be analyzed 
and carved by using tools such as the Volatility framework [4]. Recent advances in 
the field such as Volatility, has made the first approach somewhat obsolete, since 
you nowadays can obtain most of the same information through analyzing memory 
dumps. Although directly getting a text file with the information you have chosen to 
receive, through your toolset could be beneficial in some cases. 
 
These two approaches of gathering volatile data can be combined in the toolkit, but 
the distinction that separates them is of utmost importance. The reason for using 
trusted binaries in the toolkit is to avoid relying on the target systems own binaries, 
as they might've been tampered with. The word “trusted” shouldn't be completely 
trusted though, as the tools are still reliant on contacting the system environment, 
thus using code within it, in order to extract information. Another drawback is the 
fact that the newly initiated processes from the toolkit could potentially overwrite 
unallocated areas of memory and destroy potential evidence.  
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The experiments made in [3] concludes that memory dumps comparatively have 
less of an impact on the target system. One could however still argue in favor of 
using both methods combined. If the order of volatility [5] is followed and the 
memory dump is made before the other tools are used, the system wouldn't be 
affected by other tools until after the memory dump is taken. This choice would 
however still leave a larger footprint on the system, which is less desirable 
according to forensic best practice. 
 
These areas of live response had to be taken into consideration while developing the 
approach, since the tool at certain points is forced to use the binaries of the target 
system before conducting the dump of memory.  
 
The experiments made in [3] concludes that memory dumps comparatively have 
less of an impact on the target system. One could however still argue in favor of 
using both methods combined. If the order of volatility [5] is followed and the 
memory dump is made before the other tools are used, the system wouldn't be 
affected by other tools until after the memory dump is taken. This choice would 
however still leave a larger footprint on the system, which is less desirable 
according to forensic best practices. 
 
These areas of live response had to be taken into consideration while developing the 
approach, since the tool at certain points is forced to use the binaries of the target 
system before conducting the dump of memory. 

 

 

2.2 TrueCrypt 

 
With the help of Truecrypt, an open source encryption/decryption software, a 
password protected container for files can be created. Files stored in the encrypted 
drive when opened are decrypted and become encrypted once the file has been 
closed or saved again. This technique can be referred to as “on the fly 
encryption/decryption” [6].  
 
Since this process makes use of memory to perform encryption and decryption, no 
traces of the cryptographic algorithm can be found on disk. This is why live-
response, and more specifically acquisition of a memory dump, is pivotal in today’s 
digital forensic climate.  
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If no knowledge of the encryption algorithm is present, the last resort is brute force 
cracking. As shown by A. Abbas et al. [7] this can be a difficult, if not impossible task. 
S. Balogh and M. Pondelik [8] aswell as S. Lim et al. [9] both allude to a case 
involving child pornography, where the suspect computer, using a mounted 
encrypted container, was turned off prematurely, thus losing the advantage of 
possible cracking through use of a memory dump.  
 
When a computer loses power, the Truecrypt volume is un-mounted and must be 
mounted again with the correct password. The mistake of not knowing the fact that 
it was an encrypted container was made. Through the eye of Windows explorer “My 
computer”, a mounted Truecrypt volume is merely seen as a regular volume. 
Therefore, responders must have ways of determining if there are active encrypted 
containers on the target system, which is what will be included in the automatic live 
acquisition approach.  
 
After the discovery of a mounted volume, further decisions can be made, such as if 
the contents of the volume should be extracted before shutting down the computer. 
This can be done with live imaging tools such as FTK imager. Live imaging of an 
encrypted container might not be considered sound evidence in court, due to the 
hardships of verifying it against an original [10], but it still gives knowledge of what 
a suspect is up to and if decryption attempts of the offline image are to be 
prioritized. 

 

 

2.3 Previous Work 

 
Searching for previous work with the same goals as this thesis that are using an HID 
has not been successful. There have however been other kinds of products 
developed in the past that, at one point in time, were able to fulfill the same criteria 
as this thesis strives to fulfill.  
 
 
In 2005 M-Systems and Sandisk started selling USB devices that were using a new 
technology called U3 [11]. The OS saw these devices as both a CD-ROM and a USB 
storage device, because it had two different partitions [12]. The CD-ROM partition 
was read-only and used the autorun feature, and the USB partition was where you 
would store all your files.  
 
As a consequence, it would automatically run whatever the autorun.inf file was 
configured to run as soon as the device was connected to the system.  
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It was developed for the purpose of allowing users to take their data and portable 
applications with them and launch them automatically on any system running 
Windows XP.  
 
This could be used to quickly spread malware to any system you had physical access 
to, but it could also possibly be used by computer forensics to automate a live 
acquisition of information.  
 
 
At the 5th Australian Digital Forensics conference, Al-Zarouni and Al-Hajri from the 
Edith Cowan University published a paper describing the use of the U3 technology 
for automatic live acquisition purposes [13]. Their device was able to gather 
memory related data, network related data, system related data and log files, all 
with the help of tools that can be obtained from Microsoft.  
 
The lack of human interference was a big advantage for a tool such as this, as it 
made sure there was no requirement of expertise from the officer at the crime scene 
nor would he need to interfere with the process, reducing the risk of contamination. 
There were also disadvantages, such as lack of storage space and if the target system 
had autorun disabled the device would not work as intended. As of update 
KB971029 [14, 15], autorun was disabled and the U3 technology is no longer viable 
for the purpose of automatization. 
 
WindowSCOPE has developed a hardware product called CaptureGUARD. The 
express card version of CaptureGuard is capable of bypassing the Windows login 
screen and making a memory acquisition. It also comes in a PCI Express form factor, 
if the target system lacks an express card slot. As PCIe is not hot pluggable, the 
device requires pre boot insertion.  
 
This type of solution is reminiscent of the Tribble device which can also be used as a 
preemptive measure. This type of hardware based acquisition would be the least 
intrusive approach to acquiring a memory image. As this is a hardware solution 
which uses direct memory access, the digital evidence collected would not be 
tainted by software [16, 17]. The tribble device simply requires the flick of a switch 
which in turn freezes the target system and acquires the memory contents. 
Suspending the system while running a memory dump would ensure that the 
system isn't modified in any way, during the process. 
 
All previous descriptions has been of devices used in a forensic perspective. There is 
also the possibility of using the HID chip to attack or pen-test a system. Because of 
the low security that comes with a default installation of a Windows system, the HID 
chip is an excellent device when you want to attack a system.  
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The reason for this is the simple fact that a default system does not prevent HID 
drivers to be installed on the computer, which is explained later in chapter 3, 
“Teensy 3.0 programmable HID chip”. A lot of harmful activity can be done, such as 
creating a user on a system, opening backdoors, saving files to a thumbdrive and 
much more [18].  
 
 
Other than this, there’s also plenty of other miscellanious functions that can be 
added to aid in an attack, such as adding a timer when it’s supposed to activate or 
add a sensor that reads the light in a room to know when to activate. 
 
In another case, Offensive Security made their own version, calling it the “peensy”. 
They want it to act as a “Trojan dropper” that deploys payloads on Windows 2008 
servers [19]. There are some pen-testing devices as well, such as Kautilya [20] and 
SET [21]. All of these devices has the same thing in common, they exploit the 
currently low security revolving programmable HID devices. These devices can be 
written in different languages, such as Ruby [20] or Python [21]. 
 
While there are previous work on attacking systems using a programmable HID, no 
work has been found with a forensic perspective in mind. 
 

 

 

 

 

2.4 Methodology 

 
In order to solve the problem statement, an evaluation of the different approaches 
available had to be made, in order to choose the preferred method of automation. 
The evaluation is portrayed in the section ”Teensy 3.0 programmable HID”. As the 
problem statement implies, the chosen tool had to have the least amount of impact 
on the system of all the available methods of automation, to try and satisfy the goal 
of forensic validity.  
 
As memory is constantly changing, it is difficult to verify an acquired memory dump 
from a live system against the original memory unless the system is suspended 
through use of hardware acquisition. Hence there is a problem with live acquisition 
regardless of whether it’s handled in a traditional manner or an automatic manner.  
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Therefore true forensic soundness is hard to achieve during live acquisition, in the 
same way as an offline acquisition of non-volatile data from a hard-drive.  
 
 
 
Based on this, the definition of forensic validity becomes a measurement of change 
compared between a running idle system and this new automatic approach. 
Beforehand, the deduction that the automatic approach would most likely affect the 
system more could be made, hence the real question became, by how much the 
system changes and if the usefulness of automation outweighed the drawbacks of 
contamination.  
 
Techniques for comparing contamination of live acquisition methods has been 
portrayed by [22] and [3]. Both of these include quantitative measurements of the 
amount of changed memory pages between two dumps. This type of comparison has 
also been used in this research. 
 
The quantitative measurements continue by measuring the amount of memory 
utilized by the automatization process. 
 
As footprints left by the volatile acquisition process can also be present on the 
physical disk, responders must be able to justify their existence. A methodology for 
researching this area of contamination has not been explored due to lack of time, 
and will hopefully be dealt with in future work. 
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3 Teensy 3.0 Programmable HID Chip 

 
As described above, traditional live acquisition requires user interaction. In order to 
automate the process, a hot pluggable tool coupled with storage space for the 
acquired data that could inject the required automatic functionality, had to be found.  
 
Hot pluggable functionality is required since the system is running during live 
acquisition. Thus hardware based acquisition methods such as Tribble and 
CaptureGuard pciE solution can be excluded, since they require insertion pre boot. 
As mentioned above, the U3 option is obsolete due to patching [14, 15]. Larimer hint 
to the possibilities of programming USB device descriptors to manipulate the driver 
stack and in turn causing buffer overflows that allows code execution.  
 
An HID (Human Interface Device) is commonly known as a mouse or a keyboard for 
the average computer user, a device that communicates and gives input to the 
computer. When an HID-device is connected to a standard system there is no need 
for any sort of interference or agreement for the drivers to be installed (unless 
modifications of the system has been made) and your device will be ready for use 
directly.  
 
Every USB-device uses a VID and PID combination to identify itself for the system to 
know what kind of drivers it is supposed to install [23]. For the system to know 
what driver to install, every VID/PID combination is unique in a sense that the same 
combination uses the same drivers.  
 
A HID micro control chip exploits this weakness, and as they are programmable they 
can in theory do everything that can be done with a mouse and a keyboard. When 
the code is executed, the computer will think there is a person behind his display 
doing changes and not for what it really is, an external device running code. 
 
With the use of Arduino [24], an open source platform, the chip will be programmed 
for the purpose of making the live acquisition process automated. 
 
 
As the chip doesn’t read anything from the system, only gives input, it cannot be 
used in a way that it will execute code when a certain event has happened on the 
target system. Instead it uses delays. This means that a delays is programmed 
whenever there might be a few seconds or minutes of “downtime”, when there’s 
something that needs to finish before the next input should be made.  
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For example when the memory dump process has been activated, there’s no 
possibility to add code that says “do something after the process is done”. Instead 
there will be a hard-coded delay of X amount of seconds where the chip goes idle 
and waits exactly X amount of seconds before the next line of code is read and 
executed.  
 
 
There’s a few disadvantages with this kind of system. For starters, if an officer come 
across a very slow computer, the next line of code might not be executed properly as 
the previous action might not have been completed in time, as the computer slowed 
it down. Using the memory dump example again, the chip is programmed to execute 
a batch script through the command prompt found on the USB-device when the 
memory dump process is completed.  
 
This will not be done if the process hasn’t been completed, leading to the batch 
script not being executed. This means that if the amount of delay needed is 
misjudged, the batch script won’t gather the information it’s supposed to as it hasn’t 
been run properly. 
 
Analysis has to be conducted to find out how much time it takes to make a memory 
dump of a certain amount of size, and through this find a delay that will work on any 
given system. This is however out of scope for the thesis, but should be considered 
future work as it’s vital information needed for a fully working device. 
 
The advantage of a system like this is the ability to give an exact time frame needed 
for the device to be able to start and finish the live acquisition. 
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4 Finding a Way to the USB Storage Device 

 
Navigation to the storage device containing the memory dump program is key to 
being able to execute it.  
 
 
There are different methods or keystroke combinations available to navigate 
through a Windows system, in order to find the correct path to the USB-device, 
hence there are different ways of programming the device. Three different 
strategies or approaches were conducted in order to evaluate which would best suit 
the forensic needs for the device. 
 
 
As automation is the goal of this thesis, there should be no need for any human 
interference whatsoever after the USB-Device and control chip has been connected 
to the system. To do this one of the approaches does contaminate the system 
(approach 1), but it will be monitored using special software to monitor and prove 
what contamination has been done by us and whether or not this will force us to 
discard the evidence. 
 
All three approaches will be using an HID control chip and a USB storage device. The 
storage device will contain the necessary toolbox for this project, while the control 
chip will access the tools for use. 
 
 
The USB storage device contains: 
 
 

 A ”safe” command prompt 
 DumpIt - the software used to make the acquisition of RAM 
 A batch script with the necessary code to satisfy the goals 
 Required .exe and .dll files for the batch script to work 

 
 
 
 
In all three approaches, the information gathered will be saved on the USB-Device. 
The only difference between the approaches is how it’s able to reach the USB-device. 
The live acquisition will be the same on all of them 
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Approach 1: 
 
 
The first approach will be using the target systems own command prompt. Through 
the use of Windows run function, the chip will be able to reach and start the target 
systems cmd.exe file. Without knowing the drive letter the USB-device has been 
assigned (as this varies from system to system), WMIC (Windows Management 
Instrumentation Command-line) is used. WMI is a technology that comes with most 
Windows systems and can be used to manage both local and remote computers [25]. 
With the help of WMIC a variable %i is created that will be given a string equivalent 
to the drive letter that the USB-device has been assigned. The chip can then use this 
variable to find the exact path and will be able to access the USB-device.  
 
 
The contamination mentioned before is made because of the use of the target 
systems own command prompt and the use of WMIC. All other contamination will 
be the same as if a traditional live acquisition has been made. There is also a chance 
that the target system has had its command prompt disabled or tampered with in 
some malicious way and therefore might make this approach unviable. 
 
 
Pros: Deemed the most generic of all three approaches 
Cons: Contamination. cmd.exe on target system might be disabled. 
 
 
Approach 2: 
 
 
The second approach exploits the AutoPlay feature. Whenever a USB storage device 
is connected to a Windows 7 system with default settings, a pop-up window will 
appear asking whether or not you want to open and view files and folders. When 
this window pops up, the “open and view files and folders” option is always marked, 
and the only action required by the chip is to press enter to gain access to the USB-
Device. This approach offers little to no contamination other than the connection of 
the device to the system, but there are a few disadvantages.  
 
First of all AutoPlay might have been disabled on the target system, rendering this 
approach unviable. Second there is the possibility of another process being in the 
foreground on the target system, such as a browser window. When this is the case, 
the AutoPlay window will not pop-up as it doesn’t have priority over the currently 
running process.  
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Instead it will be forced to the folder icon on the system tray. As can be seen in 
figure 1, to the left the AutoPlay window popped up because there was no current 
process being in the foreground by the user, such as a web browser. To the right 
chrome was in focus and therefore the AutoPlay feature got forced to the system 
tray, as can be seen because the folder icon is orange, and while hovering your 
mouse over the icon the AutoPlay window is shown. 
 
 
Pros: low amount of contamination. Doesn’t use target systems own command 
prompt. 
Cons: AutoPlay might be disabled. AutoPlay window doesn’t have priority over 
processes in the foreground. 

 

 

(Figure 1. To the left is the pop-up window that will be seen when no other process is focused. 
To the right is the folder icon in the taskbar flashing orange because the window didn’t pop-up. 

When hovering the mouse over the folder icon, the AutoPlay window is shown.) 

 

 

Approach 3: 
 
 
The third and final approach is through the use of the search computer feature that 
can be found in the top right corner in the computer folder (See figure 2). As the 
chip works like a keyboard, it’s programmed to execute a combination of keystrokes 
to guide itself into the computer folder and mark the search window. From here it 
will search for the name that has been given to the USB-device (in this case 
Examens) and when found it will gain access to the device. 
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There are some problems with unindexed drives that potentially could disrupt the 
way in. A system with unindexed drives increases the search time needed to find the 
USB-device, and therefore the delay which have been pre-programmed will be off 
and the keystroke for entering the device will not happen when it’s supposed to. 
When the search for the USB-device is finished, the TAB key is used to find its way to 
and mark the device. An unindexed drive needs one more TAB-keystroke than an 
indexed drive. This means that on some systems, depending on whether the chip is 
programmed for indexed or unindexed drives, it will only find its way to the USB-
device depending on the state of the drive. 
 
 
 
 
Pros: Doesn't use target systems own command prompt, low amount of 
contamination. 
Cons: Different amount of delay needed depending on indexed or unindexed drives. 
Different amount of TAB-keystrokes needed depending on indexed or unindexed 
drives. 

 

 

 

 

(Figure 2. In the top right corner the Search Computer feature 
can be seen that is used in the third approach.) 
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5 Finding TrueCrypt Containers 

 
A reference to the Truecrypt containers on a Windows 7 system can be found in the 
registry subkey HKLM\System\MountedDevices. When a container is mounted, the 
data portion of the value “\DosDevices\X:” (where X is the volume drive letter of the 
encrypted container) will be the hexadecimal value 
“547275654372797074566F6C756D65” which, converted to ASCII is 
“TruecryptVolume” with an additional hex value at the end representing the 
corresponding drive letter. When the volume is un-mounted, it will still be listed in 
the subkey with a value name of its volume GUID, but it will not be mapped to a 
drive letter as “\DosDevices\X:”.  
 
This leads to the conclusion that since the registry can be queried from the 
command line, these registry entries can be extracted by issuing command line 
statements through the HID chip. To preserve the concept of volatility order, this 
statement has been set to occur after the memory is dumped.  
 
REG QUERY HKLM\System\MountedDevices | findstr 
"547275654372797074566F6C756D65" && echo ACTIVE TRUECRYPT VOLUME 
FOUND, CONTACT A FORENSIC INVESTIGATOR > %cd%:truecryptwarning.txt && 
START %cd%truecryptwarning.txt || echo NO ACTIVE TRUECRYPT VOLUMES 
 
The limitations of this method is that an encrypted system disk where you are 
required to insert a password on boot, does not show up as a Truecrypt volume in 
the MountedDevices subkey. There are however many other references in the 
registry with regards to Truecrypt installation artifacts on the system. One of them 
is the HKLM\System\CurrentControlSet\Services\truecrypt subkey, where the 
value start exists. The data portion of this value is set to 0 if truecrypt is set to run at 
startup and 1 if it isn't. The value automatically changes to 0 when encryption of the 
system disk is made, which can hint to the fact that the disk might be encrypted. 
Finding an active volume in this manner would only be speculative though, but it 
still warrants a warning being provided. 

 

 



 

20 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



Experiments 

21 

 

 

6 Experiments  

 

Experiment 1 

 
In order to measure the memory size allocated by the processes initiated from the 
HID chip, a native Windows 7 software called performance monitor were used. The 
working set of a process are the pages of that process resident in physical memory, 
which are of interest when measuring the impact of a process on physical memory.  
 
From Perfmon, two system diagnostics reports were generated and compared. The 
second report was generated while the HID was activate, and compared to the first, 
to determine the processes that were invoked.  
 

Using this diagnostic tool gives a static picture of maximum memory usage of each 
process during the time the tool was run. By looking under the memory tab of the 
resulting generated report, the statistics regarding allocated physical memory of 
each process could be determined. 
 
The shareable and private segments of each process together make up the total 
working set of that process. The private amount of memory the can only be used by 
the process itself and the shareable amount can belong to many processes or the 
process itself. Hence the true value of impact might not be received by simply 
adding together the working sets, because the shareable segment could possibly be 
counted twice if the processes depend on each other.  
 
The processes used by the tool might also use shared pages that were already 
present in memory before they were invoked, which is why the separation has been 
made to display both the private and the working set, as shown below in chart 1 [26, 
27]. 
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(Chart 1.) 

 
 
As can be seen in the chart, the total physical memory footprint of private is 19572 
kb. The theoretical total footprint can be seen in the Total Working Set, in this case 
59512 kb. 

 

 

Experiment 2  

 
Vmware workstation is a virtual machine manager which provides flexibility in a lot 
of areas. This experiment specifically relies on the fact that system states can be 
saved and reverted back too at a later point in time. A saved state is stored in a 
.vmem file which is a snapshot of memory taken at the point in time when the state 
was saved. This helps preserve the integrity of the baseline image used in the tests. 
 
 
The tests were conducted on a 64-bit Windows 7 system without any service pack, 
using 1024 MB ram. 
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The purpose of this experiment is not to measure the impact of the entire 
acquisition process on physical memory, but only the impact of the automatization 
features of the HID-tool. The definition of impact is in this case portrayed as the 
increase of volatility compared between an idle system and a system which uses the 
tool. 
 
As described in [3] which has been the guideline for this experiment, all memory 
dumps are made using the Vmware snapshot feature. The system is paused before 
snapshots are taken to freeze the state of the virtual machine. A resulting .vmem file 
is then produced. 
 
The experimental order is as follows. A baseline (base) image is first created 
following a reboot. The machine is resumed and kept running in an idle state for one 
minute, after which a new snapshot (idle) is taken. The virtual machine is then 
reverted back to the baseline, from which the HID tool combined with the USB 
storage up to the point where it opens cmdExamensarbete.exe, is run. This process 
also takes a minute, after which a snapshot(HIDsnap) is taken.  
 
This is repeated 5 times to increase the statistical accuracy of the results. 
 
By using Amer Aljaedis Perl script to measure how many memory pages differ 
between two dumps, an approximation of the change in memory over time can be 
made. A page in a 32 bit operating system consists of 4092 bytes. Each of these 
segments in both dumps are compared. If one byte differs, the page is marked as 
changed. The $summary output of the script gives us the percentage of change 
between the dumps. 
 

 

 

 

       Base compared to idle: 

       Total Pages Read               Total Different Pages Found        Percentage Difference 
262131 206151 78.64 
262131 206429 78.75 
262131 208600 79.57 
262131 207342 79.09 
262131 207934 79.32 

(Table 1.) 
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Base compared to HIDsnap: 

       Total Pages Read                Total Different Pages found        Percentage Difference 
262130 217368 82.92 
262130 215429 82.18 
262130 216271 82.50 
262130 216240 82.49 
262130 216637 82.64 

(Table 2.) 

 
 
The conclusion by looking at the results in Tables 1 and 2 is that changes to memory 
pages are very high even when a system runs idle. When comparing the snapshots of 
the idle system with the base snapshot, an average of 207291 different pages were 
found, while the comparison between the snapshots of the system after using the 
HID and the base showed an average of 216389 different pages found. As can be 
seen in chart 2 below, the average difference on the idle system were 79.07%, while 
the average difference on the system after using the HID were 82.55%.  As expected, 
the changes are higher when the tool is used, with an increased average of roughly 
3.5%. 
 

(Chart 2.) 
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7 Conclusions 

 
With regards to the three different approaches of locating the extraction media, they 
all have advantages and disadvantages. While the first approach has proven to be 
the most generic solution, the use of the systems own command prompt poses a 
huge risk. While the average user might not be concerned with anti-forensic 
measures such as renaming a malicious file into ”cmd.exe”, the chance to come 
across a more competent adversary still exists. 
 
Approaches 2 and 3 are too dependent on unpredictable variables, such as if a 
process is in the foreground or if a drive isn't indexed. Therefore they were deemed 
unreliable and not investigated further. 
 
The biggest downside of the chosen first approach is the fact that it will contaminate 
the target system a lot more than the other two approaches. Nigilant32 of the 
Sleuthkit framework only has a memory footprint of 1 MB while conducting a 
memory dump through traditional means, while the results indicate at least a 21 MB 
footprint of the automatization process leading up to the execution of the memory 
dump. 
 
Measurements of memory pages proved to be very different from [3] and [22] in the 
fact that changes in memory of the Windows 7 system seem to be more frequent 
than that of Linux and Windows 2000. While a 70 % average might seem like a lot, 
the fact that a single byte change marks an entire page as “changed”, might be 
considered misleading in how much memory changes over time. However the fact 
remains that the HID-tool shows an average 3.5% increase in page changes, while 
compared to if a system runs idle. Conclusively, this experiment confirms that 
memory acquisition is a sensitive process with regards to evidence integrity, due to 
the constantly changing state of Windows 7 systems.  
 
The strengths of this proof of concept lies in its potential for ease. Returning to the 
initial problem statement, the possibilities for automatically extracting volatile data 
exists through the use of HID “spoofing” can be confirmed. Regarding the question if 
the approach is generic enough would demand further research and is still a matter 
of opinion, the device might be sufficient enough to be used in the field, while 
coming across home environment scenes where the adversary is not initially a 
suspect of computer related crime. The real issue here is whether savings in time 
and money account for the potential loss of evidence, if an adversary programs 
malicious code in the cmd.exe file. 
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This fact segways to the topic of forensic soundness. While the results indicate that 
proof of the processes that have been initiated exists, and an average estimation 
concerning contamination of physical memory has been made, the intrusive manner 
in which the target system is approached doesn't cohere with good forensic practice.  
 
If truecrypt containers are used by adversaries, it would make more sense to choose 
the most secure option of system disk encryption, from which speculations can only 
be made as to whether an encrypted volume is active or not.   
 
In conclusion this thesis has laid a foundation for the automatic extraction of volatile 
data, yet a lot of work remains in order to make it an acceptable forensic practice. 

 

 

7.1 Future Work 

 
Analysis has to be conducted in order to determine which variables (such as CPU speed) a 

memory dump depend upon in order to figure out how much time is needed for different 

types of memory sizes. All of which would be used to calculate how much delay is needed to 

make sure the next line of code will be executed properly. 
 

 
As the Teensy has the option of soldering external devices to it, it might be possible to 

combine the storage with the HID-chip in to a single device, thus saving the trouble of 

inserting two devices. However, it seems difficult to merge two different USB classes (such 

as HID and Mass Storage Device) into a single usb port. Thus the option of possibly using an 

external USB hub to merge the devices might be the more pertinent option.  
 

 
As mentioned earlier, changes made to the disk area has not been mentioned, which is also a 

vital part of determining the overall contamination made by the device. This contamination 

could possibly be determined through use of process monitor which can monitor system 

activity in real time and filter out the relevant data such as writes to the registry. 

 
As of this moment, the device only accounts for truecrypt containers of the non-system 

encryption sort. A strategy for dealing with system encrypted disks could be further explored 

while traces of encryption software installation can be queried from the registry. Advances to 

the script can also possibly be made to account for more than one encryption program. 
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