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Abstract
The Internet of Things (IoT) utilizes trillions of uniquely identifiable smart objects to connect anything at anytime and anywhere. Radio frequency identification
(RFID) techniques are a powerful promising enabler for realizing the IoT. Around
how to build hierarchical networked RFID systems for the IoT, this dissertation formulates and addresses problems in three key areas, i.e., communication protocols,
simulation approaches, and RFID applications.
Communication protocols are essential for designing high-performance networked RFID systems. First, we propose to use time hopping pulse-position modulation (TH-PPM) impulse radio ultra wideband (IR-UWB) for the tag-to-reader
link. We analyze different parts of the system delay and propose relevant strategies to shorten the delay. Second, we give the concept of code division multiple
access (CDMA) UWB RFID systems. We analyze the asynchronous matched filter receiver and decorrelating receiver for multi-tag detection, and propose a new
communication process that fully exploits the multiple-access capability of the two
detection schemes.
Simulations are widely used to evaluate the performance of wireless networks.
We propose a new approach for simulating networked RFID systems with multiple
wireless standards within one case in OMNeT++. It is realized by partitioning and
modeling the protocol stacks of different standards and designing a multi-radio
module. Moreover, we propose a CO-Simulation framework with MATLAB and
OMNeT++ (COSMO). COSMO has the ability of self-validation. It combines the
strengths of MATLAB and OMNeT++ by compiling prebuilt models in MATLAB
to header files and shared libraries and integrating them into OMNeT++.
RFID technology gains popularity because it can be used to track and monitor objects in real time. We implement two typical networked RFID applications,
i.e., wide area RFID sensor network and item-level indoor RFID localization. We
design a two-layered wide area RFID sensor network for fresh food tracking. It
adopts GSM/GPRS for the communication between the server and master nodes,
and semi IR-UWB for the communication between master nodes and slave nodes.
We develop the control platform and implement the all-in-one sensor nodes. For
indoor RFID localization, we give insights about the influence of tag interaction
on tag antenna radiation pattern and localization accuracy. Two examples, i.e., the
k-NN algorithm and the Simplex algorithm, are taken to show how to utilize tag
interaction analysis to improve the design of localization algorithms.
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Chapter 1

Introduction
This chapter introduces the Internet of Things and networked RFID systems. It
highlights the design challenges of networked RFID systems. We give an overview
of the research presented in this thesis and outline the author’s contributions to the
appended papers.

1.1 Background
It is widely recognized that the next generation internet will be the Internet of
Things (IoT) which provides the infrastructure of ubiquitous wireless sensing and
identification systems with trillions of uniquely identifiable smart sensing devices
to connect anything at anytime and anywhere [1, 2]. Radio frequency identification
(RFID) is a compelling technology for creation of such pervasive sensor networks
because of its low-cost, small-size and low-maintenance features [3–6]. For example, the electronic product code class-1 generation-2 (EPC Class-1 Generation-2)
ultra high frequency (UHF) passive RFID protocol [7] allows low-cost tags and has
been widely used in supply chains [8].
Networked RFID systems are required due to the limit of reading range and
the simple structure of tags, and normally have a hierarchical structure as shown
in Figure 1.1 [9]. There are three main types of components: servers, readers and
tags. They are connected in three-hierarchy networks, i.e., an upper network, a
middle network and a lower network.
The upper network is between servers and readers. The middle network is
among readers. And the lower network is between readers and tags. In the upper
network, servers schedule reader clusters via wired (such as USB, RS-232, Ethernet, etc.) or wireless (such as Wi-Fi, GSM/GPRS, GPS, Zigbee, WiMAX, etc.)
1
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Figure 1.1. A Networked RFID System: Hierarchical View

connection. One reader cluster can have one reader or multiple readers. Servers
(Database servers and remote control servers) could be computers. They store and
process all information reported from readers. Servers are also gateways to external Internet, and can be accessed by mobile phones and other computers via
Web-based services. In the middle network, readers within a reader cluster can be
ad hoc connected. The aim of the middle network is to provide efficient cooperation of readers and deal with reader collisions. In the lower network, passive RFID
protocols, such as EPC Class-1 Generation-2 protocol, are adopted to mitigate tag
collisions and collect sensing information from tags.

1.2

Thesis Scope

In this thesis, we address three key issues in networked RFID system design, i.e.,
communication protocols, simulation approaches , and RFID applications.

1.2. Thesis Scope

1.2.1

3

Communication Protocols

EPC Class-1 Generation-2 protocol can only read the identifier (ID) information up
to a rate of 1000 tags per second. There are two main reasons for its low throughput: (1) Though EPC Class-1 Generation-2 protocol adopts the Q-algorithm, which
is one of the dynamic framed slotted ALOHA (DFSA) algorithms, to mitigate tag
collisions, it still suffers from severe tag collisions and lack multiple-access capability; (2) EPC Class-1 Generation-2 protocol utilizes backscatter modulation for
tag-to-reader communication, which limits the data rate to few hundred kilobits
per second (Kbps) and is vulnerable to dense multipath phenomenon and multiuser interference.
Code division multiple access (CDMA) techniques have been proposed to improve the performance of passive RFID systems by enabling multiple tags to be
detected simultaneously [10–12]. Due to the cost and power constraints of passive
tags, it is impractical to implement CDMA receivers and power control schemes
on passive tags [10]. As a result, CDMA can only be used in the backward link
from tags to readers. Also, without power control, reader detectors will suffer from
the near-far problem.
A passive RFID system with asymmetric wireless links is proposed [13], using
UHF radio for forward link and on-off keying (OOK) modulated impulse radio ultra wideband (IR-UWB) for backward link. UWB has the possibility of achieving
10 Mbps data rate [14] and is resistant to severe multipath fading and multi-user
interference [15]. UWB transmitters are extremely area and power efficient, but
UWB receivers are area and power hungry [16] which makes them impossible for
passive tags to be remotely powered at present. This RFID system provides high
speed transmission. However, it still suffers many tag collisions and reader collisions when a large amount of tags and multiple readers exist. Other modulation
schemes, such as pulse position modulation (PPM), can be considered and evaluated to improve the protocol design.
The key challenges of communication protocol design for networked RFID
systems need to be addressed, including: (1) proper modulation and transmission techniques; (2) efficient detection schemes; (3) tag anti-collision schemes and
reader cooperation strategies; (4) a formal analysis and optimization method to
evaluate system performance.

1.2.2

Simulation Approaches

Wireless networks, such as RFID and wireless sensor networks (WSN), are growing rapidly in both size and complexity. This leads to a great effort by researchers to

4
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design new protocols and algorithms for the wireless networks. Field experiments
with hardware prototype and embedded software are highly realistic and credible,
but cost too much time for designing the hardware, building up the wireless networks and running lots of experiments in a wide variety of settings. Additionally,
most measurements are not repeatable and require a high effort. Therefore, simulations are indispensable and employed by many researchers to solve the problems
of configurability and repeatability.
Network simulators, such as NS-2 [17], OPNET [18], OMNeT++ [19], etc.,
support a variety of communication protocols and wireless modeling of large-scale
networks with up to thousands of wireless nodes. However, they often assume that
signal propagation is a simple function of distance, and do not provide an approach
to simulate multiple wireless standards simultaneously. Extra time and effort are
required to build and validate the required new models in the network simulators.
MATLAB [20] has accurate physical models and lots of powerful functions, and
supports matrix operation for complex algorithms. However, MATLAB is discommodious for scheduling algorithms.
The key challenges of simulation approaches for networked RFID systems include: (1) the approach for simulating multiple wireless standards simultaneously
within one case; (2) fast design and credible simulations based on a co-simulation
approach.

1.2.3

RFID Applications

RFID techniques can be widely used to track, monitor and locate objects in real
time. For example, in the European market, about 10% of fresh fruits and vegetables coming from different parts of the world are damaged during transportation
[21]. This leads to an over cost of 10 billion Euros per year that can be somewhat
saved by finding problems involved in the logistic process as well as an appropriate
solution. It is invaluable that products would generally be of higher quality when
they reach shops and end consumers. Thus, products should be kept in suitable
environment in logistics and retail, and be tracked and monitored by some RFID
sensor networks continuously through entire logistic process over wide area.
A second example is indoor localization of item-level objects. It is essential
for many IoT applications, such as locating books in a library, medicine boxes in a
pharmacy and commodities in a supermarket. It can significantly reduce labor cost
for asset management. Compared with general-purpose wireless sensor nodes, the
relatively low cost of RFID technology makes it a popular candidate for indoor localization [22–24]. Because the item-level objects can be small in size and densely

1.3. Contributions and Outline
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deployed, the interaction between tags should be considered and RFID localization
systems are required to have high accuracy (order of tens of centimeters) [25].

1.3
1.3.1

Contributions and Outline
Author’s Contributions

The thesis is based on a collection of papers, which are all peer-reviewed except
Paper 7 that is under review. The papers are grouped into three blocks, namely,
Communication Protocols for Networked RFID, Simulations for Networked RFID,
and Networked RFID Applications. Each block is dedicated to one chapter in the
thesis. In each chapter, we introduce the basics and principles for each block,
discuss the challenges, and concentrate on the author’s contributions. The detailed
algorithms, equations, experiments, results and other related work are referred to
the papers. These papers are also listed in the references. In the following, we
summarize the enclosed papers and highlight the author’s contributions.
• Communication Protocols for Networked RFID
[Paper 1] Zhi Zhang, Zhonghai Lu, Zhibo Pang, Qiang Chen, Xiaolang Yan,
Li-Rong Zheng, “A Low Delay Multi-Reader Passive RFID System using
Orthogonal TH-PPM IR-UWB,” in Proceedings of the 19th International
Conference on Computer Communications and Networks (ICCCN 2010),
Zurich, Switzerland, Aug. 2-5, 2010.
This paper presents a low delay multi-reader passive RFID system using
UHF as the forward link and orthogonal TH-PPM IR-UWB as the backward
link. The asymmetric radio links overlap parts of the forward and backward
transmission and avoid reader-tag collisions. Readers cooperate via network
synchronization and a contention-based update strategy to acknowledge tags.
Author’s contributions: The author came up with the idea, analyzed the different parts of the system delay, provided corresponding strategies to shorten
the system delay, and wrote the simulation codes and the manuscript.
[Paper 2] Zhi Zhang, Zhonghai Lu, Qiang Chen, Xiaolang Yan, Li-Rong Zheng,
“Code division multiple access/pulse position modulation ultra-wideband radio frequency identification for Internet of Things: concept and analysis,”
International Journal of Communication Systems (Wiley), vol. 25, no. 9,
Sep. 2012.
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Chapter 1. Introduction
This paper analyzes asynchronous matched filter receiver and decorrelating receiver for multi-tag detection. For the matched filter receiver, a new
probability density function is proposed. For the decorrelating receiver, the
outputs of the matched filters are modified before applying the inverse of
the correlation matrix. A new communication process that fully exploits the
multiple-access capability of the two detection schemes are designed.
Author’s contributions: The author came up with the idea, analyzed asynchronous matched filter receiver and decorrelating receiver for multi-tag detection, designed the communication protocol, evaluated the system performance, and wrote the simulation codes and the manuscript.

• Simulations for Networked RFID
[Paper 3] Zhi Zhang, Zhibo Pang, Jun Chen, Qiang Chen, Hannu Tenhunen,
Xiaolang Yan, Li-Rong Zheng, “Two-Layered Wireless Sensor Networks
for Warehouses and Supermarkets,” in Proceedings of the 3rd International
Conference on Mobile Ubiquitous Computing, Systems, Services and Technologies (UBICOMM 2009), Sliema, Malta, Oct. 11-16, 2009.
This paper presents an approach for simulating hierarchical multi-standard
wireless networks within one simulation case in OMNeT++. A two-layered
RFID sensor network is simulated as a case study. IEEE 802.11b/g is employed for the high layer network among master nodes and the server, and
IEEE 802.15.4a for the low layer network between master nodes and slave
nodes.
Author’s contributions: The author came up with the idea, explored the approach for simulating hierarchical multi-standard wireless networks, built
the protocol stacks in OMNeT++, and wrote the manuscript.
[Paper 4] Zhi Zhang, Zhonghai Lu, Qiang Chen, Xiaolang Yan, Li-Rong Zheng,
“COSMO: CO-Simulation with MATLAB and OMNeT++ for Indoor Wireless Networks,” in Proceedings of the 53rd IEEE Global Telecommunications Conference (GLOBECOM 2010), Miami, USA, Dec. 6-10, 2010.
This paper proposes a new CO-Simulation framework based on MATLAB
and OMNeT++ (COSMO) for indoor wireless networks. COSMO provides
accurate indoor channel models and 3-D models, and has the ability of selfvalidation. It can achieve fast design and credible simulations. COSMO
surpasses other network simulators in terms of workload and validity.
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Author’s contributions: The author came up with the idea, wrote the MATLAB codes and C++ codes, built the co-simulation framework, conducted
the case study, and wrote the manuscript.
• Networked RFID Applications
[Paper 5] Zhi Zhang, Qiang Chen, Tobia Bergarp, Per Norman, Magnus Wikström, Xiaolang Yan, Li-Rong Zheng, “Wireless Sensor Networks for Logistics and Retail,” in Proceedings of the 6th International Conference on Networked Sensing Systems (INSS 2009), Pittsburgh, USA, Jun. 17-19, 2009.
This paper presents a system using a two-layered wireless sensor network to
track goods and monitor the supply chain from manufacturer to consumer.
It employs GSM/GPRS as the high layer network and semi impulse ultrawideband radio (IR-UWB) for the low layer communication. We implemented the all-in-one sensor node and developed the application software on
the server.
Author’s contributions: The author came up with the idea, defined the system
architecture, developed the hardware and application software, implemented
the first version of the system, and wrote the manuscript.
[Paper 6] Zhi Zhang, Zhonghai Lu, Vardan Saakian, Qiang Chen, Xiaolang Yan,
Li-Rong Zheng, “Item-level indoor localization with passive UHF RFID
based on tag interaction analysis,” Under second-round review by IEEE
Transactions on Industrial Electronics.
This paper proposes an analysis method for the influence of tag interaction
on tag antenna radiation pattern and localization accuracy. The tag interaction analysis guides us to improve the design of RSSI-based localization algorithms. We take the k nearest neighbor (k-NN) algorithm and the Simplex
algorithm as two examples. The experimental results show that the revised
k-NN and the revised Simplex algorithms are robust to different numbers,
spacings and materials of target objects, and they are superior to other RFID
localization schemes in consideration of cost, capability of simultaneous localization of multiple targets and location estimation error.
Author’s contributions: The author came up with the idea, proposed an analysis method of tag interaction, demonstrated how to utilize tag interaction
analysis to improve localization algorithms, conducted the experiments, and
wrote the manuscript.
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1.3.2

Chapter 1. Introduction

Thesis Outline

The thesis is organized as follows:
Chapter 2 introduces the IoT architecture. RFID system components can be
managed by a distributed RFID architecture for building the IoT. This chapter clarifies the term, networked RFID systems, and also discusses how the author’s researches match the IoT technology roadmap.
Chapter 3 presents communication protocols for networked RFID systems.
EPC Class-1 Generation-2 passive UHF RFID protocol is introduced first, including modulation and encoding in the physical layer and tag anti-collision and
reader anti-collision in the MAC layer. Then CDMA techniques are introduced
for RFID systems to enable the capability of identifying multiple tag simultaneously. CDMA codes and detection schemes are investigated. UWB techniques
are proposed for low-delay and high-throughput sensing RFID systems. Different
modulation schemes, such as OOK, TH-PPM and CDMA-PPM, are investigated
and compared. The challenges for UWB RFID are discussed. The author’s contributions to communication protocols for networked RFID systems are summarized
and discussed.
Chapter 4 introduces and compares different network simulation tools. The
challenges for simulating networked RFID systems are discussed. Co-simulation
frameworks and the approach for extending simulation to emulation and implementation are introduced and discussed. Then the author’s contributions to simulating hierarchical multi-standard RFID networks and co-simulation approach are
summarized.
Chapter 5 presents networked RFID applications. Wide area RFID sensor network and item-level indoor RFID localization are taken as two typical examples.
The author’s contributions to the system architecture, algorithms and implementations are then summarized.
Finally, Chapter 6 concludes the thesis and discusses the future work.

Chapter 2

Networked RFID Systems
This chapter introduces the IoT architecture. RFID is one promising technique
for the sensing layer of the IoT. A distributed RFID architecture is introduced for
managing RFID system components. A networked RFID system within a site in the
distributed RFID architecture is defined as the system with RFID tags, a network
of RFID readers and a server for reader scheduling 1 . The main research issues
for networked RFID systems include how to mitigate collisions in the communication protocol and how to use RFID network to implement specific IoT applications. The author’s researches address these issues and match the IoT technology
roadmap, including communication protocol design and simulation of RFID networks for efficient inventory, and applications of food traceability and ubiquitous
localization.

2.1

The IoT Architecture

The IoT will encode 50 to 100 trillion objects and follow the movement of those
objects [2]. Different technologies and standards which are currently in use will
be involved in building the infrastructure of the IoT [2]. With the emergence of
the IoT, novel IoT architectural models are required due to a large increase in the
heterogeneity of connected devices and services. The IoT architecture models have
two views [26]: the horizontal view and the vertical view. The horizontal view
focuses on deployment and management. The vertical view focuses on technical
implementation and characterize the IoT by comprehensive perception, reliable
1

The reader network can be ad hoc as well. In this thesis, we use a server to manage the reader
network.
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Figure 2.1. The IoT Architecture Model in the Vertical View (Figure adapted from
[26])

transmission and intelligent processing. Here, we focus on discussing the vertical
view architectural model.
A three-layer vertical view architectural model is proposed as shown in Figure
2.1 [26]. It consists of the sensing layer, the network layer and the application
layer.
(1) Sensing Layer
This layer considers data acquisition and collaboration. In the physical world,
the event or state of “things” such as temperature, humidity and gas concentration
has been acquired and monitored by sensing devices, e.g., sensors, RFID tags,
cameras, etc. Acquisition technologies include the design and implementation of
high-performance miniaturized sensors with low cost and low power consumption,
and short range radios, e.g., RFID, UWB, and near field communication (NFC).
Collaboration technologies refer to data transmission, massive information processing, context awareness, etc. The technologies include wireless sensor network
(WSN) and ad hoc network, covering physical layer technologies such as multipleinput and multiple-output (MIMO), code division multiple access (CDMA), or-
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thogonal frequency-division multiplexing (OFDM), data link layer and medium
access control (MAC) sublayer protocols, and relevant algorithms. Moreover, security issues should be addressed in this layer. It is not acceptable to implement
sophisticated security technologies on small perception nodes due to energy and
cost limitations. To achieve secure and reliable transmission in the IoT is a challenging problem.
(2) Network Layer
To transmit the data acquired from the sensing layer safely and reliably through
this layer, three problems should be solved to meet the new requirements of the IoT
applications. First is addressing to map each “thing” in the IoT to only one address
in the digital world. IPv4 should be evolved to IPv6 to meet this requirement, but
the conversion would be a long process and bring up compatibility problem. Second is network integration of various heterogeneous networks including Internet,
wireless local area network (WLAN), mobile communication network, satellite
communication network, etc. Different systems collaborate to realize coexist, cooperation, and competition to meet business requirements. Third is resource management. New topological structures or interactive ways are required to improve
the network resource utilization and the robustness for dynamical situations.
(3) Application Layer
This layer consists of the support sub-layer and the service sub-layer. The support sub-layer delivers information according to users’ requests. Distributed computing technologies, such as peer-to-peer (P2P) and cloud computing, are utilized
to intelligently process and analyze a vast array of data. General device finding,
quality of service (QoS), and security control are supported through middleware
and object name resolution. Massive data storage, cloud computing, data mining,
and intelligent information processing are some of the research topics on this sublayer. Based on the support sub-layer, the service sub-layer provides interfaces and
platforms from an extensible service structure. Typical applications include food
traceability, real-time localization, environmental surveillance, vehicle scheduling,
etc.
Some other IoT architectural models are proposed, such as the international
telecommunication union (ITU) model [27] and the EPCglobal model [28]. In
general, all the architectures remain essentially three keywords: perception, transmission and processing [26].
In this thesis, we adopt RFID and sensor network on the sensing layer of the
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Figure 2.2. Typical RFID System Components (Figure adapted from [32])

IoT, and discuss services on the application layer. In the next section, we will
introduce RFID and the related network management architecture.

2.2

RFID Network

According to the operating frequency band, RFID can be classified into low frequency (LF) (120-150 kHz), high frequency (HF) (13.56 MHz), ultra high frequency (UHF) (433 MHz, 860-960 MHz) and microwave (2.45 GHz, 5.8 GHz,
3.1-10.6 GHz) [3]. LF and HF passive RFID systems use near-field coupling [3].
For the majority of today’s UHF and microwave passive RFID systems, the technique of backscatter modulation is widely used [6, 29–31]. In this thesis, we focus
on far-field UHF RFID and microwave RFID.

2.2.1

Typical RFID System Components

As shown in Figure 2.2, a typical RFID system consists of the following six main
components [32]:

2.2. RFID Network
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• Tag (transponder): Tags are the identification devices attached to tracked
items. RFID tags can be classified into three types: passive tags, active tags
and semi-passive tags. Passive tags rely entirely on the reader as their power
source. Active tags use internal batteries to power their circuits and broadcast radio waves to a reader. In between, semi-passive tags use their internal
power supply to run the circuitry, while rely on the reader to supply power
for broadcasting. Passive tags have short reading distance but low production costs, meaning that they can be applied to less expensive merchandise.
Active and semi-passive tags are reserved for costly items and environments
that need longer and more reliable read ranges.
• Reader (interrogator): A reader is a device that is used to interrogate tags by
emitting radio waves through a reader antenna. Then it passes the collected
tag information to RFID middleware. Readers can also perform other functions, e.g., implementing anti-collision algorithms, writing data to a tag and
encrypting data information.
• Reader Antenna: A reader antenna can be either standalone or integrated
into the reader, enabling two-ways communication between the reader and
tags. Antenna gain, orientation and polarization of a reader antenna have an
impact on the read range of RFID systems. Tags, readers and reader antennas
compose the radio frequency subsystem.
• Middleware: RFID middleware captures data from readers and then intelligently filter and route the data to the appropriate destinations. It is the bridge
between the RFID architecture and the central data repositories, and hides
the implementation details of the radio frequency subsystem from the data
center. It can be a software or dedicated hardware. RFID middleware can be
interchanged by the term reader network controller (RNC).
• Back-end Service: Back-end service uses application programming interface (API) to integrate the data from middleware with existing enterprise
applications, such as supply chain management and warehouse management
system.
• Network Infrastructure: Network infrastructure connect readers, middleware and the back-end data center through wired (e.g., Ethernet) or wireless
(e.g., Wi-Fi) networks. It can be connected to web-servers and databaseservers as well. The middleware, back-end service and network infrastructure compose the enterprise subsystem.
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Figure 2.3. A Multi-Site Distributed RFID Architecture (Figure adapted from [32])

2.2.2

Distributed RFID Architecture

RFID systems are scaling up to accommodate massive tags, readers, sites and applications for building the IoT. Management challenges are likely to arise. RFID
systems for a multinational enterprise or a chain store may spread across multiple
geographical areas. There is a need to design and maintain a robust RFID architecture that enables RFID system administrators to remotely manage RFID operations
from a single operation center [32].
Figure 2.3 shows a hierachical multi-site distributed RFID architecture [32].
Readers in one site first collect tag information and then send the information up
to a reader network controller (RNC) via TCP/IP over wired Ethernet switches or
wireless access points. RNCs report the data information to enterprise data center
for data storage, analysis and process. Manager of reader network controller can
be used as a multi-site manager for enterprise-wide RFID system management. It
enables the distribution of RFID management tasks among multiple RNCs and provides a single location to view all enterprise-related RFID sites, alerts and events.

2.2.3

Multi-Reader RFID Network

We define a networked RFID system as the system with RFID tags, a network
of RFID readers and a server for reader scheduling [33, 34] within a site in the
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Figure 2.4. A Networked RFID System: Overlook

distributed RFID architecture. Figure 2.4 gives an example of the overlook of a
networked RFID system. The server schedules the reader network via wired or
wireless connections. The server can be regarded as a RNC in Figure 2.3. Moreover, the server can run a software program and/or provide network services for a
specific IoT application after obtaining the tag information throught the reader network. The reader network can have a topology, such as cellular, mesh, star, torus,
random, etc. It is determined by specific application requirements. The reader network with the help of the server deals with reader anti-collision problems. Each
reader manages tag anti-collision problems within its reading range. In this thesis,
we focus on discussing multi-reader RFID network within one site. The network
above reader management in the multi-site distributed RFID architecture in Figure
2.3 is beyond the scope of this thesis.
Efficient communication protocols between readers and tags are crucial in a
networked RFID system. Figure 2.5 [7] gives an example of the communication
procedure between readers and tags in EPC Class-1 Generation-2 protocol. Receiving an inventory command (Query, QueryRep or QueryAdjust) from the reader,
a tag randomly chooses a time slot and responds with a 16-bit random integer,
RN 16, in the relevant slot. If a single tag replies, the reader sends an acknowledgement (ACK), and then the tag responds with its identifier (ID). If multiple
tags reply simultaneously, the reader suffers a tag collsion. If no tags reply, the
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Figure 2.5. Communication Procedure of the Generation-2 Protocol (Figure adapted
from [7])

reader encounters an empty slot. At most one tag can be identified by the reader in
one time slot.
The above communication procedure is serial. However, in the IoT, trillions
of smart devices need to be identified and monitored in real time. The serial procedure limits the throughput and can be a bottleneck for processing in networked
RFID systems. Parallel communication procedure and reader cooperation strategies deserve deep study and analysis. Parallel communication protocol design and
simulation approach for evaluating the new protocols are two key parts of our researches. Additionally, another key part of our researches is to utilize networked
RFID systems to implement the IoT applications. In the next section, we will discuss how our researches match the IoT technology roadmap.

2.3

The IoT Technology Roadmap

Figure 2.6 shows the IoT technology roadmap [35]. The use of RFID in supply
chains has begun in around 2000. Cost reduction has led to diffusion into second
wave of applications, such as surveillance, food safety, healthcare, etc., by 2010.
Integration of RFID reader functions into smartphones could be common by 2015,

2.3. The IoT Technology Roadmap
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Figure 2.6. Technology Roadmap: the Internet of Things (Figure adapted from [35])

enabling people to interact with everyday objects electronically. Ubiquitous localization technology, such as accurate indoor positioning, could be available by
2017. After 2020, intelligent software may emerge that accepts and analyzes large
sets of data from connected everyday objects, and makes unsupervised decisions
on behalf of people.
During the author’s PhD period (2007 - 2012), the author’s researches tightly
match the IoT technology roadmap as indicated by the yellow ellipses in Figure
2.6.

2.3.1

Efficient Inventory

Emergence of RFID applications depends strongly on adoption by package companies, logistics organizations, and retailers. The first problem that need to be
solved at once is efficient inventory. Communications between readers and tags
for efficient tag inventory are the foundation stone for building the IoT with networked RFID systems. To speed up the inventory process and increase the system
throughput, we propose CDMA techniques and UWB techniques on the physical
layer to enable parallel communications. We also design the tag number estimation
and frame size adjustment algorithms on the medium access control (MAC) layer.
In this thesis, we focus on the physical layer and the MAC layer communication
protocol design for networked RFID systems in Chapter 3.
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To evaluate the proposed new protocols, simulations are very beneficial in
terms of time and cost. In networked RFID systems for the IoT, multiple wireless standards can coexist, e.g., RFID, Wi-Fi, Zigbee, GSM, GPS, etc. Simulating
multiple wireless standards in one case is desired. Moreover, different simulation
tools have their own advantages and disadvantages. Co-simulations can combine
the strengths of different simulators to achieve fast design and validation as well
as credible simulations. In this thesis, we will discuss simultaneous simulations of
multiple wireless standards and co-simulation approaches in Chapter 4.

2.3.2

Food Safety and Traceability

RFID-tagged food packaging is being adopted driven by people’s care of the food
they eat, especially its safety. RFID updates and manages information on food materials (e.g., product identity, serial number, or supplier) as they enter and move
through the farm-to-fork distribution chain. Distributors, grocers and customers
can have visibility into harvest time and shelf life, and recognize and refuse any
product where quality may have been compromised. It helps to reduce the opportunity for spoilage and loss of products.
Moreover, sensors integrated into RFID tags can monitor and control the environmental conditions of food, such as temperature, humidity, gas concentration
and vibration, and RFID readers can transmit the collected data using Wi-Fi, Ethernet, Bluetooth, etc. With existing cellular infrastructures in place, it is manageable
to trace and track food transportation and the whole supply chain through wide
area. In this thesis, we will discuss a wide area RFID sensor network for fresh food
tracking in Chapter 5.1.

2.3.3

Ubiquitous Localization

Ubiquitous localization describes technologies for locating objects that may reside
anywhere, including indoors and underground locations where global positioning
system (GPS) is unavailable or otherwise inadequate. It is one key benefit of the
IoT to locate misplaced, stolen, and loosely-organized things. Animal localization
technologies with RFID are currently practical and affordable for typical farmers
and pet owners. It can be regarded as the intermediate step between today’s location capabilities and the future applications, such as integrating miniature devices
into keys, eyeglasses, wallets, and jewelry to report their locations to owners.
Current localization technologies include GPS, cellular network, radar, sonar,
lidar, and etc. GPS satellites or cellular towers broadcast timing signals, and receiving devices calculate the amount of delay from each transmitter and use trian-
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gulation algorithm. Radar, sonar and lidar use the electromagnetic, acoustic and
optical properties to detect relative locations of things, respectively. In this thesis,
we focus on discussing another localization technology, i.e., RFID localization in
Chapter 5.2.

2.4

Summary

This chapter first introduces the IoT architecture in a vertical view in terms of
technical implementation. It is a three-layer architectural model, including the
sensing layer, the network layer and the application layer. RFID is one promising
technique for the sensing layer and can be used to create services for the application
layer.
Typical RFID system components are then introduced, including tag, reader,
reader antenna, middleware, back-end service and network infrastructure. A distributed RFID architecture is introduced for the management of RFID system components. Within a site in the distributed RFID architecture, tags, a network of readers and a server compose a networked RFID system. Communications between
readers and tags in networked RFID systems are the foundation stone for this hierarchical RFID architecture and the IoT. Current communication procedure between
readers and tags in EPC Class-1 Generation-2 protocol is serial, which limits the
throughput for networked RFID systems.
To address this problem, we propose parallel communication protocols and
reader cooperation strategies. We also design simulation approaches for evaluating
the new protocols. These researches match the IoT technology roadmap for efficient inventory. Moreover, we implement two IoT applications, a wide area RFID
sensor network for fresh food tracking and an item-level RFID localization system, which match the IoT technology roadmap for food safety and traceability and
ubiquitous localization. In the next three chapters, we will detail communication
protocols, simulation approaches and RFID applications.
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Chapter 3

Communication Protocols for
Networked RFID
Communication protocl is essential for networked RFID system design. This chapter presents EPC Class-1 Generation-2 passive UHF RFID protocol, CDMA techniques and UWB techniques for networked RFID systems. Our researches on passive RFID communication protocls are summarized, including an orthogonal THPPM UWB multi-reader RFID protocol (Appended Paper 1) [36] and a CDMAPPM UWB RFID protocol (Appended Paper 2) [37].

3.1

EPC Class-1 Generation-2 Protocol

Prior to 2003, EPC Global defined the Generation-1 tag air interface protocols,
which are commonly known as Class-0 and Class-1 and saw significant commercial implementation in 2002-2005. Approved by EPC Global in December 2004,
the Class-1 Generation-2 air interface protocol [7] establishes a single UHF specification, where previously there were several, including EPC Class-0, EPC Class-1,
and the International Standards Organization (ISO) 18000-6 Type A and Type B.
The EPC Class-1 Generation-2 standard was adopted with minor modifications as
ISO 18000-6 Type C in 2006. It was ratified as a response to the limitations of the
Generation-1 standards [38]. The Class-0 protocol was dropped. The Generation2 protocol offers significant performance enhancements over the first generation
protocols, including faster, more flexible read/write speed, higher reliability in tag
counting, enhanced security, robust performance of multiple readers and extensibility to higher-function systems. Running at the maximum data rate of 160 Kbps for
the forward link from readers to tags and 640 Kbps for the backward link from tags
21
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Figure 3.1. PIE Symbols (Figure adapted from [7])

to readers, Generation-2 systems have the theoretical potential to identify about
1000 tags per second, which is expected to be up to twice as fast as Generation-1
systems [38–41].

3.1.1

Physical Layer Protocol

(1) Reader-to-Tag Link
The reader-to-tag link uses double-sideband amplitude shift keying (DSB-ASK),
single-sideband amplitude shift keying (SSB-ASK), or phase-reversal amplitude
shift keying (PR-ASK) [7]. The data encoding format is called pulse-interval encoding (PIE). The length of Data-0 is 1 Tari , where Tari is the time reference unit
of the signaling and takes on values in the range [6.25μs, 25μs]. The length of
Data-1 can vary between 1.5 and 2 Tari . Figure 3.1 [7] shows the symbols used in
PIE encoding. The high value represents a continuous wave (CW) RF carrier and
the low value represents an attenuated CW. The reader-to-tag link and tag-to-reader
link must be half-duplex to adhere to regulations in certain parts of the world.
(2) Tag-to-Reader Link
For the tag-to-reader link, tag backscatter can use ASK or PSK modulation [7].
Tags shall encode the backscattered data as either FM0 baseband or Miller encoding of a subcarrier at the data rate. The reader commands the encoding format.
Figure 3.2 [7] shows the basis functions and a state diagram for FM0 encoding.
FM0 inverts the baseband value at the beginning of every bit period. The binary
value of zero has a transition in the middle of the bit period. The binary value of
one does not have a transition in the middle of the bit period.
Baseband Miller inverts its phase between two data-0s in sequence. Figure 3.3
[7] shows the basis functions and a state diagram for Miller encoding. The binary
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Figure 3.2. FM0 Basis Functions and Generator State Diagram (Figure adapted from
[7])

Figure 3.3. Miller Basis Functions and Generator State Diagram (Figure adapted
from [7])

value of zero does not have a transition in the middle of the bit period. The binary
value of one has a transition in the middle of the bit period. In addition, baseband
Miller inverts the baseband value between adjacent binary values of zero. Finally,
the resulting waveform is multiplied by a square wave of M subcarrier cycles per
bit, where M is two, four, or eight. The value of M is specified by the reader when
it reads tags.
FM0 encoding is for obtaining high read rates in low-noise environments and
the Miller-modulated subcarrier encoding is for isolating tag responses into side
channels of varying widths so that the reader can isolate responses.
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Medium Access Control Protocol

Medium access control (MAC) provides addressing and channel access control
mechanisms that make it possible for several nodes connected to the same physical
medium to share it. In passive RFID systems, MAC protocol deals with tag collisions and reader collisions [42–50]. A reader collision occurs when a tag hears
multiple readers at the same time or when the signal from a neighboring reader
interferes with the tag response signal being received at another reader. A tag collision occurs when multiple tags respond to the same reader at the same time. Due to
multiple signals arriving simultaneously, the reader may not detect any tag at that
moment. We give an introduction and a discussion about tag anti-collision schemes
and reader anti-collision schemes for the Generation-2 protocol in this subsection.
(1) Tag Anti-collision
The Generation-2 protocol utilizes a framed slotted ALOHA (FSA) based tag
anti-collision scheme [7] instead of tree-based schemes in the Generation-1 protocol [51–53]. In FSA [54–63], the reader sends information about the frame size
to tags, and each tag in the reading range randomly selects one of the slots in the
frame to transmit its ID and other information. The slots in a frame can be divided
into three types: empty slots, successful slots and collision slots. No tag replies
in empty slots. In successful slots, only one tag responds to the reader and can be
identified successfully. And in collision slots, more than one tag reply and collisions happen. Let F be the number of slots and N the number of tags. The number
of tags, i, in one slot is binomially distributed according to the following equation:
   i 

1 N −i
N
1
1−
P (i) =
i
F
F

(3.1)

The system efficiency, η, is the sum of successful slots over the frame size. Its
mathematical expectation is P (1) if every slot is of the same length:
a1
N
E(η) = P (1) =
=
F
F



1
1−
F

N −1
(3.2)

where a1 is the expected number of successful slots. Let ∂E(η)
= 0, and the
∂F
maximum expected efficiency can be achieved when the frame size equals to the
number of tags, and has a limit of e−1 (≈ 0.368).
In order to achieve the maximum expected efficiency, the number of tags should
be estimated and the frame size should be adjusted. The Generation-2 protocol employs an adaptive slot-count selection algorithm (Q-algorithm) [7] for tag number
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Figure 3.4. Q-Algorithm for Tag Anti-Collision (Figure adapted from [7])

estimation and frame size adjustment, and adopts unequal slot lengths to reduce
the cost of non-successful slots. Q is an integer in the range of [0, 15]. Each tag
has a slot counter which picks a random integer in the range of [0, 2Q − 1] after
receiving a Query command. A tag decreases its slot count by 1 in response to
a QueryRep command, and updates Q and reloads a random integer into its slot
counter after receiving a QueryAdjust command. One tag responds to the reader
with a 16-bit random integer, RN 16, when its slot count becomes zero.
In a successful slot, the reader sends an acknowledgement (ACK) signal containing the received RN 16, and the tag replies to a successful ACK with its ID. In
a collision slot, the reader adds C to Qf p as shown in Figure 3.4 [7]. In an empty
slot, the reader subtracts C from Qf p . Qf p is the floating-point representation of Q
and initialized to 4.0, and C is a bias term and typically in the range of (0.1, 0.5).
Readers generally uses small values of C when Q is large, and larger values of C
when Q is small. The reader sends a QueryAdjust command to tags if Q changes,
and otherwise the reader sends a QueryRep command in the next slot.
The Q-algorithm in the Generation-2 protocol [7] estimates the exponent of the
frame size instead of the number of tags as follows:
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Qf p = Qf p + C(FC − FE )
Q = round(Qf p )

(3.3)

where Qf p is the float-point represent of Q for the current frame, Qf p and Q are
used for the next frame. FC and FE are the numbers of collision and empty slots
observed in the current frame respectively. The optimal value of C for various
frame sizes is commonly found by computer simulations but complicated to be
determined by systematic way, although the Q-algorithm is simple to be implemented.
(2) Reader Anti-collision
Reader anti-collision schemes in the Generation-2 protocol are based on frequency division multiple access (FDMA) [64, 65], time division multiple access
(TDMA) [66, 67], or carrier sense multiple access (CSMA) [68, 69].
Reader collisions can be mitigated by frequency hopping spread spetrum (FHSS)
schemes. Readers can use different non-overlapping channels. Readers can communicate with tags simultaneously when they operate on different channels.
In dense reader mode (DRM), Generation-2 systems can use TDMA-based
hardware or network synchronization to make readers talk at different time. Hardware synchronization requires the readers have a second wire running between
them, so readers can signal each other when one is about to start talking. This
method not only creates additional wiring worries, but it is probably manufacturer
specific. With network synchronization, a scheduler guarantees a time for each
reader to talk and keeps neighboring readers from talking. The problem with network synchronization is when readers from multiple manufacturers try to coexist.
Moreover, only one reader can talk in an inventory round.
Listen-before-talk (LBT) is a CSMA-based scheme standardized in ETSI EN
302 208 [69]. Readers must listen to the ongoing transmission before accessing
the channel. A reader starts reading tags if the channel is idle, and otherwise it
waits for certain time. LBT is supported by many Generation-2 readers, such as
the ALR-9900-EMA readers [70] from Alien Technology and the Speedway Revolution readers [71] from Impinj. And if readers operate in Europe or Japan, they are
required to use LBT due to local governing regulations. However, only by using
carrier sensing, RFID systems still suffer many reader collisions.
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Code division multiple access (CDMA) is a channel access method by employing
spread-spectrum technology and a special coding scheme to allow multiple users
to be multiplexed over the same physical channel [72]. CDMA is a form of spreadspectrum signalling, since the modulated coded signal normally has a much higher
data bandwidth than the data being communicated.
Each user in a CDMA system uses a different code to modulate their signal.
Choosing the codes used to modulate the signal is very important in the performance of CDMA systems. The best performance will occur when there is good
separation between the signal of a desired user and the signals of other users. The
separation of the signals is made by correlating the received signal with the locally
generated code of the desired user. If the signal matches the desired user’s code
then the correlation function will be high and the system can extract that signal.
If the desired user’s code has nothing in common with the signal, the correlation
should be as close to zero as possible to eliminate the signal. This is referred to as
cross-correlation. If the code is correlated with the signal at any time offset other
than zero, the correlation should be as close to zero as possible. This is referred to
as auto-correlation and is used to reject multi-path interference. In general, codes
have two basic categories: orthogonal codes (synchronous) and pseudo-noise codes
(asynchronous).
By selecting mutually orthogonal codes, each user can be perfectly separated
at the common receiver. However, orthogonality is impossible to maintain in a
real-world wireless mobile environment, so the users suffer multiple access interference (MAI). Multiuser detection, which is demodulation of users in the presence
of MAI, is therefore central to efficient operation of a CDMA system. A variety
of multiuser detectors have been proposed to mitigate MAI. The simplest one is
the single-user matched filter, which totally ignores the existence of MAI. At the
other extreme, the jointly optimal detector effectively mitigates the MAI, but is
prohibitively complex to implement. In between the matched filter and the optimal
detector, there exist a wide range of multiuser detectors which trade off performance with complexity.
In the next subsections, we will investigate different codes and detection schemes.
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Orthogonal and PN Codes

Orthogonal codes are binary sequences that the dot product of two codes is zero.
Pseudo-noise (PN) codes are binary sequences that appear random but can be reproduced in a deterministic manner by intended receivers. Orthogonal codes and
PN codes are used in CDMA systems to encode and decode a user’s signal to enable
multiple access capability. In this subsection, we introduce Walsh codes that are
orthogonal codes, and maximum length codes and Gold codes that are PN codes.
Walsh codes are the backbone of CDMA systems and are used to develop the
individual channels in CDMA. Walsh codes are created out of Hadamard matrices
and transform. The code length is the size of the matrix. Each row is one Walsh
code of size N . The first two Hadamard matrices are as follows:

H1 =
⎛

−1
⎜ −1
H2 = ⎜
⎝ −1
−1

−1 −1
−1 +1
−1
+1
−1
+1



−1
−1
+1
+1

(3.4)
⎞
−1
+1 ⎟
⎟
+1 ⎠
−1

(3.5)

In general each higher level of Hadamard matrix is generated from the previous by
the Hadamard transform:

HN +1 =

HN
HN

HN
HN


(3.6)

where the sum of HN and HN is zero matrix. In a family of Walsh codes, all codes
are orthogonal to each other. However, the auto-correlation of Walsh codes does
not have good characteristics. It can have more than one peak and this makes it
difficult for the receiver to detect the beginning of the codeword without an external
synchronization. The partial sequence cross-correlation can also be non-zero and
un-synchronized users can interfere with each other particularly as the multipath
environment will differentially delay the sequences. This is why Walsh-Hadamard
codes are only used in synchronous CDMA and only by the base station which can
maintain orthogonality between signals for its users.
Maximum length (ML) codes are the largest codes that can be generated by a
linear feedback shift register (LFSR), and have a period of 2m − 1 where m is the
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Figure 3.5. 3 Stage LFSR Generating ML Code Using Taps 1 and 3

Figure 3.6. 3 Stage LFSR Generating ML Code Using Taps 2 and 3

length of the shift register. Figure 3.5 and Figure 3.6 show three-register LFSRs
with two different tap connection arrangements. The tap connections are based
on primitive polynomials on the order of the number of registers and unless the
polynomial is irreducible, the sequence will not be a ML code and will not have
the desired properties. If taps are changed, a new sequence is produced of the same
length. There are only a limited number of ML codes of a particular size. The
cross correlation between an ML code and noise is low which is very useful in
filtering out noise at the receiver. The cross correlation between any two different
ML codes is also low and is useful in providing both encryption and spreading.
The low amount of cross-correlation is used by the receiver to discriminate among
user signals generated by different ML codes.
Gold codes are constructed from pairs of preferred ML codes by modulo-2
addition of two maximal sequences of the same length. Figure 3.7 gives an example
for generation of 7-bit Gold sequences. A set of Gold sequences consists of 2m + 1
sequences of length 2m − 1. Gold sequences have the property that the crosscorrelation between any two, or between shifted versions of them, takes on one of
three values from the set {−1, t(m) − 2, −t(m)}, where
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Figure 3.7. Generating Gold Codes with Two Preferred Pairs of ML Codes


t(m) =

2(m+1)/2 + 1, m is odd
2(m+2)/2 + 1, m is even

(3.7)

The three cross-correlation peaks tend to get less important as the length of the
code increases. Gold sequences also have a single auto-correlation peak at zero,
just like ordinary PN sequences. They are in useful in non-orthogonal CDMA. The
use of Gold sequences permits the transmission to be asynchronous. The receiver
can synchronize using the auto-correlation property of the Gold sequence. Figure
3.1 compares the number of ML Codes and Gold Codes.
For CDMA-based RFID systems, orthogonal codes and PN codes can be generated by linear feedback shift registers (LFSR), or loaded from a look-up table
stored in the tag memory [73]. Its implementation on a passive tag does not have
much impact on tag complexity and cost. However, determining the optimal code
length is crucial yet an open problem. On one hand, the code length is restricted
since long codes lead to either an increase in tag clock frequency or an increase
in the duration of a tag response [10]. On the other hand, longer codes can have a
larger code set which means tags have more choices of codes and the number of
collisions can be further reduced.
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Table 3.1. Comparison of ML Codes and Gold Codes (Figure adapted from [9])

3.2.3

Stage of
LFSR (m)

Sequence Length
(2m − 1)

Number of
ML Codes

Number of
Gold Codes
(2m + 1)

3

7

2

9

4

15

2

17

5

31

6

33

6

63

6

65

7

127

18

129

···

···

···

···

CDMA Detection

The detection schemes can be classified into single-user detection (SUD) and multiuser detection (MUD), where “user” refers to “tag” in RFID systems. In this
subsection, we introduce the conventional single-user detector for SUD and the
decorrelating detector for MUD [72, 74, 75]. The detector architecture is shown
in Figure 3.8. Both the conventional single-user detector and the decorrelating detector begin with a bank of correlators or matched filters [76]. The difference is
the detection and decision scheme. For the conventional single-user detector, the
detection and decision is based on the single correlator output. That means it neglects the presence of the other users of the channel or, equivalently, assumes that
the aggregate noise plus interference is white and gaussian. For the decorrelating detector, the detection and decision use the inverse of the correlation matrix to
the outputs of all the correlators. Let us consider synchronous transmission. The
received signal can be written as
Nu

r(t) =

Ak d(k) v (k) (t) + n(t)

(3.8)

k=1

where Nu is the number of users transmitting simultaneously, Ak models the attenuation over the propagation path for the kth user, d(k) is the data transmitted by
the kth user, v (k) (t) is the signature sequence for the kth user, and n(t) is white
2
T
Gaussian noise with variance σn2 . We assume 0 v (k) (t) dt = 1. Let T be the
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Figure 3.8. Detector Architecture

frame length for one bit.
(1) Conventional Single-User Detector
The output of the correlator for the kth user in the interval 0 ≤ t ≤ T is

r(k) =



T
0

r(t)v (k) (t)dt
Nu

= Ak d(k) +

(3.9)
Ai d(i) v (i) (t)v (k) (t) + N (k)

i=1,i=k

where the variance of N (k) is

N

E


T

(k)



= σn2
= σn2




=E

T
0

n(t)v

(k)



T

(t)dt
0

n(τ )v

(k)


(τ )dτ

T

0
T

T



0

0



E [n(t)n(τ )] v (k) (t)v (k) (τ )dtdτ
 T
δ(t − τ )v (k) (t)v (k) (τ )dtdτ

=
0

2 

0

v (k) (t)

2

dt = σn2

(3.10)
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The main advantage of the conventional single-user detector is the fact that its
complexity is similar to, or only slightly higher than, that of the matched filter receiver [74, 75]. If the signature sequences are orthogonal, the interference from
the other users given by the middle term in Equation (3.9) vanishes and the conventional single-user detector is optimum. On the other hand, if one or more of the
other signature sequences are not orthogonal to the user signature sequence, the
interference from the other users can become excessive if the power levels of the
signals of one or more of the other users is sufficiently larger than the power level
of the kth user. This situation is generally called the near-far problem in multiuser
communications and necessitates some type of power control for conventional detection [72].
In asynchronous transmission, the conventional single-user detector is more
vulnerable to interference from other users [72]. This is because it is not possible to design signature sequences for any pair of users that are orthogonal for all
time offsets. Consequently, interference from other users is unavoidable in asynchronous transmission with the conventional single-user detection. In such a case,
the near-far problem resulting from unequal power in the signals transmitted by
the various users is particularly serious. The solution generally requires a power
adjustment method that is controlled by the receiver via a separate communication channel that all users are continuously monitoring. However, power control is
impractical to be used in passive RFID systems due to the simple construction of
passive tags.
(2) Decorrelating Detector
The received signal vector RNu that represents the output of the Nu correlators
in the interval 0 ≤ t ≤ T is

RNu = VNu DNu + NNu

(3.11)

where RNu = [r(1) r(2) · · · r(Nu ) ]T , DNu = [d(1) d(2) · · · d(Nu ) ]T and VNu is
T
the correlation matrix with the element 0 v (i) (t)v (k) (t)dt in the ith column and
the kth row. The noise vector NNu = [N (1) N (2) · · · N (Nu ) ]T has a covariance
T
= VN u .
E N Nu N N
u
Since the noise is gaussian, RNu is described by a Nu -dimensional gaussian
probability density function (PDF) with mean VNu DNu and covariance VNu :
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(3.12)
p (RNu |DNu ) =


1
1
T
−1

exp − (RNu − VNu DNu ) VNu (RNu − VNu DNu )
2
(2π)Nu det(VNu )
where the function det() calculates the determinant of a matrix. The best linear
estimation of DNu is the value that minimizes the likelihood function:
(RNu − VNu DNu )
Λ (DNu ) = (RNu − VNu DNu )T VN−1
u

(3.13)

The result of this minimization yields
0
DN
= VN−1
RNu
u
u

(3.14)

Then the detected symbols are obtained by taking the sign of each element of
0 :
DN
u
0
D̂Nu = sgn DN
u



(3.15)

The decorrelating detector tunes out or decorrelates the multiuser interference.
However, the decorrelating detector has to recalculate the inverse of the crosscorrelation matrix for every new time slot in RFID systems, since CDMA is normally combined with slotted ALOHA schemes [10–12, 77] and the number of tags
responding in the same slot is not known a priori [10]. Due to the asynchronous
tag-to-reader communication, asynchronous decorrelating detector is required, resulting in much greater complexity than synchronous detector.

3.2.4

Challenges for Narrowband CDMA RFID

CDMA techniques have been proposed for passive RFID systems to enable the
capability of detecting multiple tags simultaneously, and are commonly combined
with slotted ALOHA schemes [10–12]. Since the use of power control is impractical due to the simple construction of passive tags, there are two main approaches
for mitigating the effect of multiple tag interferences: code waveform design and
detector design [78].
Since the tag-to-reader communication is asynchronous, Walsh codes that require precise synchronization to maintain their mutual orthogonality may be unsuitable for RFID systems. Huffman sequences preserve good code orthogonality
without precise synchronization [77]. However, a reader with high sensitivity is
required to detect the levels of backscatter signals correctly, and is vulnerable to
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channel noises. Mutti et al. assessed maximum length (ML), Gold and Kasami
codes for their suitability in RFID systems [10]. With the same code length, Gold
codes have much larger code set than ML codes and are significantly better than
Kasami codes. We adopt Gold codes in this paper. Gold codes can be generated
by two LFSRs. A set of Gold codes consists of 2m+1 sequences of length 2m−1 ,
where m is the length of the LFSR. However, the use of Gold codes for encoding
tag ID leads to a long duration of a tag response or a high tag clock frequency. In
contrast, Tseng et al. improved the EPC C1 G2 protocol by using Gold codes to
encode only the preamble and the data bits of RN16 [11]. 31-Bit and 7-Bit Gold
codes are adopted to encode the preamble and the data bits of RN16, respectively.
Nevertheless, to our knowledge, no previous works have addressed the optimal
code length problem.
Mutti et al. assessed the optimum detector, the conventional single-user detector and the decorrelating detector for the detection of multiple tags simultaneously
[10]. The optimum detector has to compute a large number of correlation metrics and estimate the time delays of each tag. Its complexity is not acceptable.
The conventional single-user detector is vulnerable to the near-far problem and
therefore not appropriate in dense scenarios. The decorrelating detector has to be
asynchronous and recalculate the inverse of the cross-correlation matrix for every
new slot, resulting in high complexity and large latency. As none of the detectors
is satisfactory, CDMA-based RFID systems call for a new detection scheme.
To improve performance, CDMA-based RFID systems demand an effective
tag estimation and frame size adjusting method. Mutti et al. proposed that the
reader makes all tags respond with the same pattern before requesting tag IDs.
The magnitude of the responses is related to the number of tags [10]. However,
the effectiveness of this method is low in realistic scenarios due to channel noises,
differences in the backscatter power, multipath interference, etc. A more effective
method for tag estimation and frame size adjustment is desired.

3.3

UWB Techniques for RFID

3.3.1

UWB Basics

Ultra wideband (UWB) technology is one promising wireless technique for future
sensing RFID systems [14, 16, 79–83]. The most widely accepted definition of a
UWB signal is a signal that occupies a bandwidth larger than 500 MHz or a fractional bandwidth of more than 20%. Impulse radio UWB (IR-UWB) uses shortduration (order of one nanosecond or less) pulses with a very low duty cycle for
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communications [84], and has the possibility of achieving Mbits/s high throughput. IR-UWB is attractive for low power [85, 86] and low cost radio transceivers
in wireless sensing, positioning and identification networks due to the capability
of precise location identification [87, 88], elimination of frequency conversion and
resistance to severe multipath fading and multi-user interference [15].
UWB signal can be modulated by binary phase shift keying (BPSK), on-off
keying (OOK) or pulse position modulation (PPM). Although BPSK offers better
bit error rate (BER) performance than OOK and PPM, it demands more complex
circuitry for pulse shape control and accurate clock synchronization, and therefore
is inappropriate for battery-free tags [16]. OOK can be detected by a simple energy
detection scheme, resulting in a receiver with lowest achievable complexity [81,
82]. PPM is another option for remotely-powered tags [83] and supported by some
UWB RFID receivers [82]. Superior to OOK, PPM with time hopping (TH) has
the potential of multiple accesses [89, 90]. Code division multiple access (CDMA)
PPM has also been proposed for IR-UWB [91]. If CDMA-PPM UWB can be
used as the tag-to-reader link, it will enable detecting multiple tags simultaneously,
mitigating tag collisions and thus improving the network throughput. In the next
subsection, we give a discussion about OOK UWB, TH-PPM UWB and CDMAPPM UWB.

3.3.2

OOK vs. TH-PPM vs. CDMA-PPM

OOK modulation and noncoherent detection are proposed for low power designs
[14]. Unlike the conventional correlator-based coherent detection systems, signal
demodulation is based on the power detection by simply comparing the received
pulse power with detection threshold value in the receiver of noncoherent OOK IRUWB system. The noncoherent OOK IR-UWB receiver is less sensitive to signal
synchronization, and the receiver structure becomes very simple since design and
generation of the reference pulse for the correlator is unnecessary. However, OOK
has bad communication performance when multiple tags transmit simultaneously.
In contrast, TH-PPM and CDMA-PPM can enable the capability of identifying
multiple tags simultaneously. We will investigate the BER performance of the THPPM and CDMA-PPM with the matched filter receiver in additive white Gaussian
noise (AWGN) channels. Assume that there are Nu users transmitting simultaneously.
(1) TH-PPM
In TH-PPM UWB systems, multiple access is achieved by assigning each user
a particular TH sequence. The transmitted signal of the kth user can be expressed

3.3. UWB Techniques for RFID

37

as following:
∞

(k)

Ns −1

st (t) =

(k)

w(t − (jNs + n)Tf t − c(k)
n Tc − dj δ)

(3.16)

j=−∞ n=0

where Tf t and Tc denote the frame length and chip width for TH, respectively,
and δ is the PPM modulation depth. The TH code for the kth user is denoted by
(k)
cn , where each of its entry is assumed to take on an integer value in the range
(k)
of [0, Nh − 1], where Nh = Tf t /Tc . And cn is normally with period Np . The
(k)
information bit from the kth user is signified by dj . The pulse waveform is represented by w(t). For convenience, w(t) is assumed to be a rectangular pulse. Ns
is the number of frames per symbol and normally equal to Np .
The received signal rt (t) can be written as:
Nu

(k)

Ak st (t − τk ) + n(t)

rt (t) =

(3.17)

k=1

where Ak models the attenuation over the propagation path for the kth user, {τk } is
the asynchronous transmission delay, and n(t) is white Gaussian noise with variance σn2 .
The kth bank of the matched filters correlates the received signal with the following template:
Ns −1

(k)

(k)
[w(t − nTf t − c(k)
n Tc ) − w(t − nTf t − cn Tc − δ)]

vt (t) =

(3.18)

n=0
(k)

The output of the kth bank of the matched filters, rt , has three parts:
(k)

rt
(k)

(k)

where St , It

(k)

and Ot

(k)

= St

(k)

+ It

(k)

(3.19)

+ Ot

are signal, interference and noise components at the
(k)

(k)

output of the correlator for the kth tag, respectively. St is (−1)dj Ns Ak Ew ,
(k)
∞
where Ew = −∞ w2 (t)dt. Ot is a zero-mean Gaussian variable with variance
2Ns Ew σn2 . We can use the Gaussian approximation and determine the variance of
(k)
It :
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E


(k) 2
It

Nu


⎡

A2i E

=
i=1,i=k
Nu

A2i E

=

⎣



jNs Tf t

(i)
st (t

(j−1)Ns Tf t

 

Ns T f t
0

i=1,i=k

(3.20)
 ⎤

(i)

w(t −

−

(k)
τi )vt (t

(k)
τ )vt (t)dt

2

− jNs Tf t − τk )dt

2 

E 2 Ns
= w
2Nh

Nu

⎦

A2i

i=1,i=k

(i)

where τ = mod(τi −τk +cn Tc +dj δ, Tf t ) and is uniformly distributed in [0, Tf t ).
The SINR for the kth tag can be calculated as follows:


(k)

γt


(k) 2
St

= 
 
 
(k) 2
(k) 2
+ E Ot
E It
⎡
=⎣

1
2Nh Ns

Nu
i=1,i=k



Ai
Ak

2
+

(3.21)

2σn2

Ns Ew A2k

⎤−1
⎦

The BER for the kth tag can be calculated by

 2

 ∞
x
1
(k)

Pe = Q
γt
exp −
=√
dx
(k)
2
2π
γt

(3.22)

(2) CDMA-PPM
In CDMA-PPM UWB systems [91], each user uses a PN sequence with Nc
chips per message symbol period Tf c , i.e., Tf c = Nc Tc , where Tc is the chip
width and Nc is the processing gain. The transmitted signal of the kth user can be
expressed as following:
s(k)
c (t)

∞

Nc −1

=

(k)

w(t − jTf c − nTc − [dj ⊕ p(k)
n ]δ)

(3.23)

j=−∞ n=0
(k)

where w(t) represents the pulse waveform, {dj } are the data symbols for the kth
(k)

user, {pn , n = 0, 1, ..., Nc − 1} is the PN sequence for the kth user, and δ is the
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(k)

(k)

PPM modulation depth. Here, dj is either 0 or 1, pn is either 0 or 1, and δ = Tw ,
where Tw is the pulse duration. Symbol ⊕ represents the modulo-2 addition. For
convenience, w(t) is also assumed to be a rectangular pulse.
The received signal rc (t) can be written as:
Nu

Ak s(k)
c (t − τk ) + n(t)

rc (t) =

(3.24)

k=1

where Ak models the attenuation over the propagation path for the kth user, {τk } is
the asynchronous transmission delay, and n(t) is white Gaussian noise with variance σn2 .
The kth bank of the matched filters correlates the received signal with the following template:
vc(k) (t)

Nc −1

(k)

(−1)pn [w(t − nTc ) − w(t − nTc − δ)]

=

(3.25)

n=0
(k)

The output of the kth bank of the matched filters, rc , has three parts:
rc(k) = Sc(k) + Ic(k) + Oc(k)
(k)

(k)

(3.26)

(k)

where Sc , Ic and Oc are signal, interference and noise components at the
output of the correlator for the kth tag, respectively. They are given by:
Sc(k)



τk +(j+1)Tf c

=


τk +jTf c

Nc −1

Tf c

Ak

=
0

(k)
Ak s(k)
c (t − τk )vc (t − jTf c − τk )dt

(3.27)

(k)

w(t − nTc − [dj ⊕ p(k)
n ]δ)

n=0
Nc −1

×

(k)

(−1)pn [w(t − nTc ) − w(t − nTc − δ)]dt
n=0

Ic(k)



τk +(j+1)Tf c

=
τk +jTf c

Ai
i=1,i=k

Nu

Ai s(i)
c (t − τi )dt(3.28)

i=1,i=k



Nu

=

vc(k) (t − jTf c − τk )

Tf c
0

(k)
s(i)
c (t − (τi − τk ))vc (t)dt
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Oc(k)

(k)

If rc



τk +(j+1)Tf c

=
τk +jTf c

(k)

> 0, we decide that dj

n(t)vc(k) (t − jTf c − τk )dt

(3.29)

(k)

= 0; otherwise, we decide that dj

To determine BER, we need to characterize
mathematical derivation, we can show that:

(k)
Sc ,

(k)
Ic

and

(k)
Oc .

= 1.

With a simple

(k)

Sc(k) = (−1)dj Nc Ak Ew

(3.30)

(k)

∞

where Ew = −∞ w2 (t)dt. Likewise, Oc is a zero-mean Gaussian variable with
variance 2Nc Ew σn2 .
(k)
To characterize Ic , Gaussian approximation is adopted. The delay difference,
τi − τk , is normally assumed to be uniformly distributed over the range [0, Tc ).
The interference caused by different PN sequences is considered. We assume that
sequence Cu is allocated to the kth user. Over the period of Cu , the interfering
users’ signature sequences can have different patterns. Let Ca denote an interfering
sequence that has a positions identical to Cu while having (Nc − a) positions that
are different. Then, Ca occurs with probability Pa as follows [91]:

Pa =

Nc
a

  a  Nc −a
1
1
2
2

(3.31)

Without loss of generality, we assume that all zero sequences are allocated
to the kth user, and we let sa (t) denote the signal associated with PN sequence
Ca , which has a zeros and (Nc − a) ones. We also take into account the cases
(k)
when τ= τi − τk separately falls into [0, Tc /2) and [Tc /2, Tc ). Then Ic can be
characterized by


E

Ic(k)

2 

Nu

=
i=1,i=k

A2i



Nc

Pa
a=0

1
Tc



Tc
0



Tf c
0

(k)
s(i)
c (t − τ )vc (t)dt
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The SINR for the kth tag can be calculated as follows:
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where the BER for the kth tag can be determined by Equation 3.22.
Figure 3.9 [91] compares the theoretical BER and the simulation results of THPPM and CDMA-PPM with the same pulse shape, modulation depth, transmission
rate, energy per bit and attenuation for all the users (free from the near-far problem). It is confirmed that the BER of the CDMA-PPM is superior compared to its
TH-PPM counterpart.

3.3.3

Challenges for UWB RFID

UWB RFID systems have been proposed recently [14, 16, 79–83]. The potential advantages of UWB for sensing RFID include high pulse rate in tag-to-reader
communication, low power consumption at the transmitter side, robustness to multipath and interference, etc. However, UWB receiver is area and power hungry,
which causes challenges for tags to be remotely powered [14, 16, 81]. A full duplex remotely-powered impulse UWB RFID transceiver has been implemented for
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Figure 3.9. BER Performance Comparison: TH-PPM vs. CDMA-PPM (Figure
adapted from [91])

wireless RF memory tags [81]. It has a communication range of only 10 cm and
uses one pulse per symbol. This makes it unsuitable for sensing RFID which requires an operation range up to ten meters [2, 92]. On the contrary, dual-band
systems have been introduced and realized [14, 16, 82, 83]. They use conventional UHF radio for the forward reader-to-tag link and impulse UWB radio for
the backward tag-to-reader link. This solution avoids using UWB receiver on tags
and meets the asymmetric traffic requirements in the forward link (with very few
reader commands) and the backward link (with large numbers of tag responses).
OOK UWB RFID systems have been realized and can achieve up to 100 mega
pulses per second (Mpps) [14, 16, 81, 82]. With a 10 Mbps data rate (10 pulses
per symbol) that is 15.6 times faster than that of the EPC C1 G2 systems, the OOK
UWB RFID system can identify more than 2000 tags per second [14]. However,
OOK lacks the capability of multiple accesses, limiting the throughput for further
improvement; whereas PPM has that potential. A natural way to achieve this goal
is to use PPM along with time hopping. However, a larger number of tags can
cause a high collision probability, which may lead to a total damage of the THPPM information and a severe drop of performance [91]. CDMA-PPM is superior
to TH-PPM in terms of BER [91]. To our knowledge, no previous works have
proposed CDMA-PPM techniques on UWB RFID systems.
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CDMA techniques have been proposed for narrowband RFID systems [10–
12]. Narrowband and UWB RFID systems have some common features when
using CDMA techniques. Due to the simple tag construction, it is impractical to
use power control schemes on tags [10]. Thus, reader receivers will suffer from the
near-far problem. Moreover, the tag-to-reader communication is asynchronous, the
duration of tag response is short, and the number of tags in response is not known a
priori. Similar to narrowband CDMA RFID, to mitigate multiple tag interferences
for UWB RFID systems, code waveform design [93], detection scheme and frame
size adjustment should be addressed.

3.4

Summary

This chapter first introduces EPC Class-1 Generation-2 passive UHF RFID protocol. In the physical layer, DSB-ASK, SSB-ASK or PR-ASK modulation and
PIE encoding are used for the reader-to-tag link, whereas backscattered ASK or
PSK modulation and FM0 or Miller encoding are used for the tag-to-reader link.
In the MAC layer, the Q-algorithm which is based on DFSA is adopted for tag
anti-collision and frame size adjustment, and FDMA-based FHSS, TDMA-based
synchronization and CSMA-based LBT are utilized for reader anti-collision.
CDMA techniques are then introduced for RFID systems to enable the capability of identifying multiple tag simultaneously. Orthogonal Walsh codes, ML
codes and Gold codes are investigated. The conventional single-user detector and
the decorrelating detector are taken as example for SUD and MUD, respectively.
The challenges for implementing CDMA techniques on RFID are discussed. UWB
techniques are finally introduced for low-delay and high-throughput sensing RFID
systems. Different modulation schemes, such as OOK, TH-PPM and CDMA-PPM,
are investigated and compared. The challenges for implementing UWB techniques
on RFID are discussed, including the selection of modulation schemes, the design
of applicable detection schemes and the relevant MAC strategy, and determination
of the preferable PN codes and the code length.
Appended Paper 2 [36] proposes a multi-reader RFID system by using THPPM IR-UWB over Q-algortihm to reduce tag-tag collsions, and presents a combined network synchronization and contention-based update strategy to mitigate
reader-reader collisions. It analyzes different parts of the system delay and provide
strategies to shorten the delay by reducing collisions efficiently and overlap parts
of the forward and backward transmission.
Appended Paper 3 [37] analyzes asynchronous matched filter receiver and
decorrelating receiver for multi-tag detection. For the matched filter receiver, our
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delay analysis uses a different probability density function from the conventional
method [74, 91], leading to a good estimation of the BER. For the decorrelating
receiver, the outputs of the matched filters are modified before applying the inverse
of the correlation matrix so as to improve the BER performance. A new communication process is designed to fully exploit the multiple-access capability of the
two detection schemes. The minimum number of slots to identify a given number
of tags is theoretically analyzed, and an effective dynamic frame size adjustment
algorithm is proposed. We analyze how the system performance varies in terms of
BER, delay, throughput and cost, when code length, tag population, size of sensing
data or detection scheme changes. With a similar data rate, the proposed system
outperforms the EPC C1 G2 system 8.6 times of throughput. Moreover, it achieves
1.4 times higher throughput than the OOK UWB RFID system [14, 16, 82], only
using 1/10 pulse rate and 1/15 data rate.

Chapter 4

Simulations for Networked RFID
Simulations are widely used to evaluate the performance of wireless networks.
This chapter compares different network simulators and discusses the challenges
for simulating networked RFID systems. Co-simulation frameworks and the approach from simulation to emulation and implementation are introduced. Our researches on simulation approaches for networked RFID are summarized, including
the approach for simulating multiple wireless standards simultaneously within one
case (Appended Paper 3) [94] and a CO-Simulation framework with MATLAB
and OMNeT++ (Appended Paper 4) [95].

4.1
4.1.1

Network Simulators and Comparisons
Simulation Tools for Wireless Networks

Wireless networks are growing rapidly in both size and complexity. A simulation environment that accurately tests protocols would be very beneficial in terms
of time and cost for the design of wireless networks. Various network simulation environments exist, including NS-2 [17], OPNET [18], OMNeT++ [19], GloMoSim [96], J-Sim [97], QualNet [98], and many others. However, for simulating
networked RFID systems, various problems found in different simulators include
oversimplified models, lack of customization, difficulty in obtaining already existing relevant protocols, and financial cost [99–101]. It is important for a developer
to choose a network simulator that fits their project. We introduce three of the most
widely-used network simulators in the thesis: NS-2, OPNET and OMNeT++.
NS-2 [17] is the most popular network simulation tool. It began as network
simulator (NS) in 1989 primarily with the purpose of simulating wired networks.
45
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NS-2 is an open-source object-oriented discrete event simulator organized according to the open systems interconnection (OSI) model. Simulations are based on a
combination of C++ and OTCL. In general, C++ is used for implementing protocols and extending the library. OTCL is used to create and control the simulation
environment itself, including the selection of output data. Simulation is run at the
packet level, allowing for detailed results. The support for wireless networking
had been brought by several extensions. The Monarch Carnegie Mellon University (CMU) projects made available an implementation of the IEEE802.11 layers
(Wi-Fi). The BlueHoc and BlueWare projects provided the Bluetooth layers. Additionally, NS-2 provides a set a randomized mobility models. However, NS-2
suffers for its lack of modularity and its inherent complexity. Indeed, adding components/protocols or modifying existing ones is not as straightforward as it should
be. Another well-known weakness of NS-2 is its high consumption of computational resources. A harmful consequence is that NS-2 lacks scalability, which
impedes the simulation of large networks with more than a few hundreds nodes.
Optimized Network Engineering Tools (OPNET) [18] is a discrete-event network simulator first proposed by MIT in 1986. OPNET, which is written in C++,
is a well-established and professional commercial suite for network simulation. It
uses a hierarchical model to define each aspect of the system. The top level consists of the network model, where topology is designed. The next level is the node
level, where data flow models are defined. A third level is the process editor, which
handles control flow models. Finally, a parameter editor is included to support the
three higher levels. The results of the hierarchical models are an event queue for
the discrete event simulation engine and a set of entities representing the nodes that
will be handling the events. Each entity in the system consists of a finite state machine which processes the events during simulation. OPNET Modeler features an
interactive development environment allowing the design and study of networks,
devices, protocols, and applications. For this, an extensive list of protocols are supported. Particularly, MAC protocols include IEEE 802.11a/b/g and Bluetooth ones.
One of the most interesting features of OPNET is its ability to execute and monitor
several scenarios in a concurrent manner. Unlike NS-2, OPNET supports the use
of modeling different sensor-specific hardware, such as physical-link transceivers
and antennas. OPNET can also be used to define custom packet formats. The simulator aids users in developing the various models through a graphical interface.
The interface can also be used to model, graph, and animate the resulting output.
However, OPNET suffers from the object-oriented scalability problems [101]. Additionally, OPNET is only available in commercial form, and its license is very
expensive.
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OMNeT++ [19] is a component-based, modular and open-source discrete event
network simulator first released by Andras Varga in 1992. It is written in C++, and
consists of modules that are connected in a hierarchical nested fashion. Modules
can be defined as either simple or compound modules. Simple modules are used to
define algorithms, and make up the bottom of the hierarchy. Compound modules
are a collection of simple modules that interact with one another, using messages.
The hierarchical structure is defined by NED language. OMNeT++ is a generalpurpose simulator capable of simulating any system composed of devices interacting with each others. There are lots of useful packages based on OMNeT++, such
as INET Framework, MiXiM, Castalia, OverSim, etc. They support wireless protocols, including IEEE 802.11a/b/g, IEEE 802.15.4, and protocols for wireless sensor network (WSN) and mobile ad hoc networks (MANET). There are extensions
for real-time simulation, network emulation, alternative programming languages,
database integration, SystemC integration, and several other functions. OMNeT++
is free for academic and non-profit use. OMNeT++ is not as popular as NS-2 and
OPNET at present [101], but it is rapidly becoming a preferred simulation platform
in the scientific community worldwide.

4.1.2

Simulator Comparisons

NS-2 lacks customization and does not have a graphical interface or hierarchical models. OPNET and OMNeT++ support custom packet formats, graphical
interfaces and hierarchical models with arbitrarily depth. OMNeT++ supports customized and parameterized topology, while OPNET only supports fixed topology.
The scalability of OMNeT++ is much larger than that of NS-2, and is better than
that of OPNET. OMNeT++ supports graphical runtime environment, automatic
animation and object inspectors which make tracing and debugging in OMNeT++
much easier and faster than that in NS-2 or in OPNET. Table 4.1 compares different
features of the network simulators [9, 99–102].

4.1.3

Challenges for Simulating Networked RFID

Although network simulation tools, such as NS-2, OPNET and OMNeT++, support wireless modeling, a variety of communication protocols, and large-scale networks with up to thousands of wireless nodes, they face the following challenges
to simulate networked RFID systems:
• The approach for simulating multiple wireless standards simultaneously within
one case is required. Networked RFID systems have hierarchical architecture and consist of reader-reader network and reader-tag network. Multiple
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Table 4.1. Comparisons of Simulation Tools (Table adapted from [9])

Tools

NS-2

OPNET

OMNeT++

Language

C++ (CL)/
OTCL (IL)

C/C++ (CL)

C++/NED (CL)

Available
Models

TM, WSN,
MANET

TM, WSN,
MANET

TM, WSN,
MANET

Mobility

Support

Support

Support
(INET Framework)

Parallelism

No

Yes

MPI/PVM

Scalability

Small

Medium

Large

Tracing/
Debugging

Limited visual
aid, Memory
consuming

Command
line debugger

Automatic animation,
Graphical environment,
Object inspectors

License

Open Source

Too Expensive

Open Source

CL: Compiling Language; IL: Interpreted Language;
MPI: Message Passing Interface; PVM: Parallel Virtual Machine;
TM: Traditional Models (e.g., TCP/IP, Ethernet, Wireless support);
WSN: Wireless Sensor Network;
MANET: Mobile Ad hoc Network.

standards, such as IEEE 802.11 protocol and EPC Class-1 Generation-2 protocol, can be used in one RFID system. Moreover, RFID readers and tags
have heterogeneous structures. They utilize different protocol stacks.
• Accurate channel models are crucial but are difficult to be built the same
as real sensing channels, especially for indoor environments due to various
obstacles that lead to shadowing and multipath propagation [103–106]. And
it becomes more complex to build accurate channel models for mobile RFID.
• Three-dimensional (3-D) models are required by many application scenarios
where wireless nodes are deployed in 3-D space and each dimension of the
wireless network cannot be ignored compared with the other two.
• The portability and reusability of models are needed in order to accelerate the
development of a wireless network with a simulation tool [107]. It’s tedious
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and time-consuming to implement and debug some models or algorithms
that are full-fledged in another simulator.
• It is difficult to validate the simulation results. Other simulators and theoretical analysis are frequently used for validation, but this process requires
much time and effort.
MATLAB has accurate physical models and lots of powerful functions such as
hist, fft, find, etc., and supports matrix operation for complex algorithms. MATLAB stands for MATrix LABoratory and is a numerical computing environment
developed by MathWorks [20]. MATLAB was created in the late 1970s by Cleve
Moler. Jack Little recognized its commercial potential, and joined with Moler and
Steve Bangert. They rewrote MATLAB in C and founded MathWorks in 1984 to
continue its development. MATLAB was first adopted by control design engineers,
but quickly spread to many other domains. MATLAB allows matrix manipulations,
plotting of functions and data, implementation of algorithms, creation of user interfaces, and interfacing with programs written in other languages, including C,
C++, and FORTRAN. An additional package, SIMULINK, adds graphical multidomain simulation and model-based design for dynamic and embedded systems.
SIMULINK is a way to create or collaborate equation of motion using an infrastructure of click, drag, and connecting blocks. These blocks are used to do many
things including defining variables, inputs, Scopes, etc.
However, MATLAB is discommodious for scheduling algorithms. And MATLAB is an interpreted language which leads to a slow simulation speed for large
wireless networks. MATLAB and network simulators can be combined to address
these challenges. Therefore, co-simulation frameworks are required in order to
achieve fast design and credible simulations.

4.2

Co-Simulation Platforms

The OPNET-SIMULINK co-simulation platform [107] provides an approach for
wireless networked control systems (WNCS) simulation based on OPNET and
SIMULINK. Both simulators execute in parallel synchronously and interactively.
OPNET acts as the master simulator and maintains the co-simulation time. Two
MATLAB engine servers are invoked by the OPNET plant and controller nodes to
execute the plant and the SIMULINK models respectively as shown in Figure 4.1
[107].
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Figure 4.1. Co-Simulation Platform Based on OPNET and SIMULINK (Figure
adapted from [107])

Platform for integrated communications and control design, simulation, implementation and modeling (PiccSIM) is a network and control co-simulation platform for WNCS [108]. The platform consists of one computer running MATLAB
and the PiccSIM Toolchain for system design and simulation, and another computer running NS-2 on Linux for network simulation as shown in Figure 4.2 [108].
PiccSIM coordinates MATLAB/SIMULINK and NS-2 using transmission control
protocol (TCP) and user datagram protocol (UDP) packets for the communication
between the two computers. PiccSIM extends the NS-2 simulator with an indoor
multi-wall propagation model which takes a simplified grayscale picture of the environment to portray different wall materials using different attenuation factors.
The losses due to the shadowing from walls are added to the overall path loss. Additionally, PiccSIM can create embedded code automatically from the SIMULINK
simulation model to actual wireless nodes.
Both these two platforms need complicated synchronization mechanisms between the network simulators and SIMULINK. In the OPNET-SIMULINK cosimulation platform, OPNET begins execution and pauses at simulation time 0.
The OPNET plant node model invokes the corresponding SIMULINK model, and
the SIMULINK plant model pauses at T0 after initialization. OPNET resumes execution and pauses at sampling time T1 , and passes a command to SIMULINK
to execute until SIMULINK time T1 . The OPNET plant node model reads the
plant state from SIMULINK when SIMULINK pauses at time T1 , and generates
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Figure 4.2. PiccSIM: Co-Simulation Platform Based on NS-2 and SIMULINK (Figure adapted from [108])

a sample packet. Upon receiving a control packet at time T1 + t1 , OPNET issues
a command to SIMULINK to execute until SIMULINK time T1 + t1 with previous input u0 and then change input to u1 . When SIMULINK finishes execution,
OPNET continue to run the simulation in this fashion. In PiccSIM, SIMULINK
sends NS-2 an UDP packet, which contains the current simulation time in milliseconds. NS-2 simulates the network up to that time, then replies to SIMULINK
and waits for a new synchronization packet. Upon receiving the reply from NS-2,
SIMULINK will advance one time-step in simulation and send a new synchronization packet to NS-2. The simulation speed of PiccSIM is slow especially when the
number of nodes is large, since SIMULINK and NS-2 run on two separate computers using TCP/UDP packets to exchange control messages, simulation data and
synchronization information. This is a bottleneck for fast debugging, and costs too
much time to get the simulation results to evaluate a large scale wireless network.

4.3

From Simulation to Emulation and Implementation

In wireless network systems research area, simulations offer a means to obtain
repeatable results in a highly controllable environment, producing sufficient and
quite accurate results in most cases. However, simulation approximations often
perform simplified operations, but still it is difficult to get real-time performance.
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Simulations may be a practical and acceptable approach for very specific or partial
study of network-related issues, but realistic experiments cannot be performed in
this environment because of very long simulation runs.
Instead of simulation, emulation offers the advantage of obtaining real-time
models with realistic test benches [109]. Emulation is convenient to users since the
binary code of a target system can be executed directly in an emulator. This feature also eliminates possible interference from implementation and compilation. A
WSN emulator, VMNet [110], is proposed to emulate networked sensor nodes at
the level of CPU clock cycles and executes the binary code of real applications directly. However, the performance of a wireless network is affected by the hardware,
the networking protocols, the application code, as well as cross-layer optimization
techniques. Therefore, field studies on real wireless sensor nodes are required.
The deployment, maintenance, and data collection tasks of these real wireless
sensor nodes are labor-intensive and error-prone. It will be fantastic to find an
approach to design a wireless network from simulation to implementation automatically. PiccSIM [108] enables implementation directly from simulation models
by the automatic code generation features of MATLAB to actual wireless nodes.
Thus, any distributed application can first be designed and simulated and later
tested on real hardware, without any additional laborious and error prone programming work. However, the automatically created embedded codes highly depend
on the hardware. Different wireless nodes are required for different standards and
applications that operate on different frequency bands.
Software defined radio (SDR) helps to solve the above problem. It will play a
key role in future radio configurations because the emergence of new wireless technologies and their integration in the IoT will necessitate the use of multistandard
and multiband radios. SDR uses a single hardware front end but can change their
frequency of operation, occupied bandwidth, and adherence to various wireless
standards by calling various software algorithms. Such a solution allows efficient
interoperability between the available standards and frequency bands [111, 112].
Figure 4.3 shows the high-level block diagram for SDR [113]. An RF front end is
followed by a stage of broadband conversion, and a digital signal enters in (or exits
from) a generic data processing unit, such as general-purpose personal computer,
field-programmable gate array (FPGA), digital signal processor (DSP), and etc.
The simple front-end structure converts analog signals into digital signals as
soon as possible (very close to the antenna), whereas standard functionalities of a
communication interface (e.g., processing, demodulation, and protocol stacks) are
performed by software, giving extreme flexibility to the system. Obviously, the implementation of a device according to the SDR architecture has higher cost than a

4.4. Summary

53

Figure 4.3. Block Diagram for Software Defined Radio (Figure adapted from [113])

traditional transceiver-based solution. However, decreasing cost of electronic components (particularly if adopted by a large-scale market like consumer electronics
or automation) and increasing requirements of the IoT in terms of reliability and
versatility make this architecture appealing for the near future [113].
Since SDR implements algorithms by software, the algorithms simulated in
network simulators can be used on SDR directly. Moreover, SDR can provide
network simulators with real environmental information from field measurements,
which helps to improve the credibility of the simulations. Therefore, the combination of SDR and network simulators offers the opportunity for the fast and credible
design of networked RFID systems from simulation to emulation and implementation automatically.

4.4

Summary

This chapter first introduces and compares different network simulation tools, including NS-2, OPNET, OMNeT++. The challenges for simulating networked
RFID systems are discussed. None of the current network simulators provides the
approach of simulating multi-standards wireless networks within one case study
that is demanded by many IoT applications. Appended Paper 3 [94] proposes a
new approach for simulating multiple wireless standards simultaneously within one
case in OMNeT++. It is realized by partitioning and modeling the protocol stacks
of different standards as shown in Figure 4.4. Moreover, a multi-radio module is
designed as shown in Figure 4.5. A radio signal using a certain frequency band is
sent to its desired physical layer, and regarded as interference for other freqency
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Figure 4.4. Protocol Stack Partition for Heterogeneous Nodes

bands. A case study is conducted on this approach to simulate a two-layered wireless network based on IEEE 802.11 and IEEE 802.15.4a, and shows the efficiency
of the new approach.
Co-simulation platforms, such as OPNET-SIMULINK co-simulation platform
and PiccSIM, are then introduced. They combine the strengths of MATLAB and
network simulators. However, they require extra effort on the accurate synchronization problem between MATLAB/SIMULINK and the network simulator. The
synchronization problems exist when two simulation tools run simultaneously.
This is a disadvantage of using the MATLAB engine compared with a compiled
stand alone shared library solution. Moreover, the validity of the simulation results
in these co-simulation platform has to be proved by other ways, which will cost
a lot of effort. Appended Paper 4 [95] designs a CO-Simulation framework with
MATLAB and OMNeT++ (COSMO), which aims to fast design and credible simulations of wireless networks especially in indoor scenarios. The COSMO-based
design and simulation procedure are detailed. COSMO avoids complicated synchronization technologies between MATLAB and the network simulator, and has
the ability of self-validation. Moreover, it supports accurate channel models and
3-D models which are required for simulating networked RFID systems.
The approach for extending simulation to emulation and implementation are
finally introduced and discussed. The combination of network simulators and SDR
offers the opportunity to design networked RFID systems from simulation to emulation and implementation automatically. This method will be further studied in
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Figure 4.5. Radio Model for the Support of Multiple Wireless Standards

our future work.
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Chapter 5

Networked RFID Applications
RFID technology is being used by thousands of companies for different applications. It gains popularity because it can be used to track and monitor moving
objects in real time.
For example, in the European market, around 10% of fresh fruits and vegetables coming from different parts of the world are damaged during transportation
[21]. This leads to a waste of 10 billion Euros per year that can be somewhat
saved by using a wide area RFID sensor network to track the whole transportation
process. A second example is that governmental departments, and private organizations and corporations use RFID technology to track people, assets, and documents.
The location of tagged assets is known instantaneously. They are used in libraries
and healthcare facilities for asset management. The time saved on searching for
lost unaccounted items is tremendous.
In this chapter, we introduce and discuss two typical networked RFID applications: wide area RFID sensor network (Appended Paper 5) [114] and item-level
indoor RFID localization (Appended Paper 6) [115].

5.1
5.1.1

Wide Area RFID Sensor Network
Sensor Node Design

Networked RFID systems consist of RFID sensor nodes. As shown in Figure
5.1, the main components of a RFID sensor node are power source, power management, processor, sensors, analog-to-digital converter (ADC), external memory,
transceivers and antennas [116]. Power source can be batteries, alternating current
57
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Figure 5.1. Sensor Node Architecture

(AC) adapter connected to the main power, or energy harvesting modules that derive energy from electromagnetic waves, solar power, thermal energy, vibrations,
etc. Power management unit provides the different voltage levels for the active
components in the sensor node. Processor performs tasks, processes data and controls the functionality of other components in the sensor node. Sensors are hardware devices that produce measurable response to a change in a physical condition,
such as temperature, humidity, acceleration and gas concentration. The continual
analog signal sensed by the sensors is digitized by an ADC, and sent to processor
for further processing. Processor stores the sensing data as well as other application related or personal data in the external memory. A sensor node can have one or
more transceivers and antennas to support data communication for various wireless
standards, such as RFID, GSM/GPRS, Wi-Fi and Zigbee.
Two different types of sensor nodes can participate in networked RFID systems: full-function readers (FFR) and reduced-function tags (RFT). A FFR can
talk to RFTs or other FFRs, while a RFT can talk only to a FFR. A RFT can be a
passive device with limited sensing and computing capacity, and does not have the
need to send large amounts of data and may only associate with a single FFR at
a time. Consequently, the RFT can be implemented using minimal resources and
memory capacity. On the other hand, a FFR can support complex devices, such as
gas sensors, and have large memory size and high computing and communicating

5.1. Wide Area RFID Sensor Network

59

capacity.
The choice of processor is a central part of sensor node design and is critical to
the performance [117, 118]. Two of the most widely used high-performance, lowpower processors are the ATmega series [119] microcontroller units (MCU) and
the MSP430 series [120] MCU. For example, the Mica series sensor nodes [121]
use ATmega MCU, and Telos [122] and fresh food tracker (FFT) [21, 123] use
MSP430 MCU. ATmega MCUs have 8-bit (RISC) architecture, whereas MSP430
MCUs have 16-bit RISC architecture. Both of them have 5 power-saving modes.
MSP430 MCUs outperform ATmega MCUs in terms of power consumption, but
have higher price. Power efficiency and cost are two prime concerns for MCU
selection. A trade-off between power efficiency and cost should be generally made
for selecting suitable MCUs.
Besides the choice of processor, sensor selection is another critical issue in order to monitor environmental conditions for specific applications. Take the fresh
food tracking systems [21, 123–125] as an example, six aspects should be considered about the sensor selection:
• In order to avoid unprotected food surfaces from excessive evaporation that
leads to loses in vitamins and weight, a high relative humidity is recommended.
• Low temperature leads to low respiration intensity of food, and low growing
rate of micro-organisms.
• The mechanical damage of items related with the type of conveyance and the
way of packaging is often produced by squashing or cracking.
• Moulds are aerobe organism that needs atmospheric oxygen to live, whereas
a high number of rot pathogens are anaerobes which can only damage preserved food in the absence of atmospheric oxygen.
• CO2 emitted from fruits and vegetables during the processes of both aerobics
and anaerobic respiration can produce fermentation of the whole cargo in a
shorter time.
• The ethylene released by some fruits and vegetables can affect the metabolism
of other goods by starting up the ripening process of them if they share the
same storage area.
Therefore, the sensors for measuring relative humidity, temperature, acceleration and gas concentrations of O2, CO2 and ethylene are required for fresh food
tracking.
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The next critical issue is the selection of radio transceivers, which is determined by wireless networks adopted in the networked RFID system. The wireless
networks need to cover the whole application environment in order to collection information and monitor environmental conditions. For example, the network should
cover the whole supply chain for fresh food tracking. Moreover, for real-time applications, the system need to have low latency, which means the radio modules
and the related wireless network should support suitable transmission speed. Networked RFID systems normally have hierarchical architecture as shown in Figure
1.1, and the upper network and the deployment of RFID readers deal with the network coverage issue. We introduce some wireless standards as the options for the
upper network.
Wireless networks can be classified into three types in terms of coverage: wireless personal area network (WPAN), wireless local area network (WLAN) and
wide area network (WAN). We give an example for each type: Zigbee [126] for
WPAN, wireless fidelity (Wi-Fi) [127, 128] for WLAN, and global system for mobile communication / general packet radio service (GSM/GPRS) [129] for WAN.
Zigbee generally covers a home area, and Wi-Fi covers a building and up to a campus area. The coverage of GSM is all but pervasive across the borders of more than
212 countries and territories, far outreaching the coverage of Zigbee and Wi-Fi networks. Table 5.1 [9] compares the features of these three wireless standards. Take
the fresh food tracking systems [21, 123, 124] as an example again. According to
the comparison, Zigbee is not suitable for building the upper network because of
its small coverage and low data rate. Moreover, since millions of Wi-Fi devices
have been installed world-widely nowadays, Zigbee devices will suffer interference when they are close to Wi-Fi devices. Compared with Wi-Fi, GSM/GPRS has
larger coverage but lower transmission speed. GSM/GPRS is suitable for building
the networks that cross the borders of cities and countries, whereas Wi-Fi can be
employed in warehouses, supermarkets and retail stores. Moreover, GSM/GPRS
has envolved to 3rd and 4th generation of mobile telecommunication technologies
(3G, 4G), which have better performance in terms of data rate and capacity. 3G
and 4G network can be used for future fresh food tracking systems.

5.1.2

Networked Services

In networked RFID applications, each physical object is accompanied by a rich,
globally accessible virtual object that contains both current and historical information on its physical properties, origin, ownership, and sensory context. The
incredible amount of information captured by a trillion sensing tags should be well
processed [130]. Therefore, powerful network services are required to transform
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Table 5.1. Comparison of Wireless Standards (Table adapted from [9])

Standard

GSM/GPRS

Wi-Fi

Zigbee

Coverage

Wide Area
(WAN)

Local Area
(WLAN)

Personal Area
(WPAN)

Frequency

850/900/
1800/1900
MHz

802.11a: 5 GHz
802.11b/g: 2.4 GHz
802.11n: 2.4/5 GHz

868 MHz
915 MHz
2.4 GHz

Modulation

GMSK

802.11a: OFDM
802.11b: DSSS
802.11g: OFDM/
DSSS
802.11n: OFDM

DSSS

License

Licensed

Unlicensed

Unlicensed

Data rate
(Mbit/s)

Downlink:
1.8944
Uplink:
0.9472
(EDGE)

802.11a: 54
802.11b: 11
802.11g: 54
802.11n: 200

0.02 (868 MHz)
0.04 (915 MHz)
0.25 (2.4 GHz)

Primary
Usage

Mobile
Telephone

Mobile
Internet

Wireless Sensor
Network

low-level RFID data into meaningful high-level information [131]. Additionally,
the services should provide a secure platform and help users understand and control
their privacy settings [132]. We introduce two platforms as examples for networked
services: IBM WebSphere Sensor Events [133] and RFID Ecosystem [134].
WebSphere Sensor Events [133] together with RFID devices provides the core
platform for developing, deploying, and managing end-to-end solutions that exploit the new real-world information available from networked sensors. It also integrates with InfoSphere Traceability Server to manage and integrate sensor information with enterprise applications, as well as to securely share sensor information
and events with selected trading partners in an EPCglobal standards-based repository. The WebSphere Sensor Events solution employs various agents and adapters
to control I/O devices, filter tag information, and perform other tasks in the data
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capture and delivery domain. WebSphere Sensor Events provides a sophisticated,
rules-based business event processing engine to identify actionable situations to
enable timely insights and responses. It supports the integration and processing
of information from multiple sensor types, including passive and active RFID, barcode, global positioning system (GPS) and other condition sensors. Additionally, it
delivers new, innovative RFID cross-read elimination capabilities using progressive
filtering to increase the accuracy of sensor reads, and integrates real time location
services (RTLS) events directly into the core messaging infrastructure providing
enhanced ability to use location data for extended use cases for asset optimization.
WebSphere Sensor Events delivers reusable sensor event services components as a
suite of business-level services that can be used as building blocks when orchestrating new applications. It includes enhanced services which support new use cases
for solutions such as supply chain visibility and connected healthcare, and provides
comprehensive system management including sensor data collection points.
The RFID Ecosystem [134] which is a building-scale, community-oriented research infrastructure creates a microcosm for the IoT at the University of Washington. It is built with the EPC Class-1 Generation-2 RFID tags and readers. It
provides the opportunity of investigating applications, systems, and social issues
that are likely to emerge in a realistic, day-to-day setting. A suite of user-level,
web-based tools and applications for the IoT are developed and deployed in the
RFID Ecosystem. The RFID Ecosystem has five user-level tools: Tag Manager,
Place Manager, Scenic, Data Browser and Access Control Interface. The Tag Manager creates and manages virtual objects to which tags can be bound. The Place
Manager supports creating and editing high-level location information items by
grouping antennas into places. Once the Tag and Place Managers define metadata that binds tags to objects and antennas to places, respectively, the Scenic uses
that data to generate higher-level information that is personalized and more directly meaningful to users, and lets users specify what higher-level events they
would like to have extracted from their tag-read events. RFID security and privacy present many challenges. The RFID Ecosystem accomplishes privacy control
chiefly through personal data auditing and by enforcing novel access-control policies. The Data Browser lets users review all tag-read events collected on their tags
in an interactive, table-based interface. The Access Control Interface lets users
control what data the RFID Ecosystem automatically stores and discloses about
their tags. The RFID Ecosystem has three web-based applications: Rfidder, Event
Notifier and Digital Diary. The Rfidder uses events about people and places to
give users real-time updates in their social networks, and displays a feed of events
that their friends have defined. The Event Notifier lets users view the last recorded
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location for their tagged objects or search for a particular object’s location, and
leverages user-defined events to notify users when the last recorded object location
matches some condition. Digital Diary records and displays events in a Google
Calendar, and supports plotting historical trends using the Google Charts API. This
can be extremely useful for applications that support long-term activities such as
business projects and collaborations.
Networked services for networked RFID applications are indispensably to manage trillions of sensing nodes effectively. According to the description of IBM
WebSphere Sensor Events and RFID Ecosystem, network services should provide
the following features:
• Binding of physical objects and virtual objects
• Real-time location services
• Timely insights and responses
• Information security and privacy
• Information visualization
• Historical information analysis

5.2
5.2.1

Item-level Indoor RFID Localization
Overview of Localization Algorithms

RFID-based location estimation can use the techniques of time of arrival (TOA)
[135], time difference of arrival (TDOA) [136], angle of arrival (AOA) [137], phase
difference of arrival (PDOA) [138] or received signal strength indicator (RSSI)
[139].
TOA technique estimates the distance between the target and a reference point
by multiplying the speed of the radio signal by its propagation time, requiring
the transmitter and receiver to be precisely synchronized. TDOA technique avoids
the transmitter-receiver synchronization problem and measures the different arrival
times of the transmitted signal at multiple receivers, requiring a precise time reference between the receivers. AOA technique calculates the intersection of several
direction lines with directional antennas or an antenna array, requiring complex
and expensive devices and suffering from multipath effect and shadowing. Due
to the limit of complexity and cost, the above techniques are challenging to be
implemented on RFID systems [24], especially passive RFID systems such as the
EPC Class-1 Generation-2 systems. PDOA technique expresses the signal delay
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as a fraction of the wavelength and exploits the phase difference at different receiver antennas. It relies on a line-of-sight (LOS) signal path [24] which is rarely
available in dense RFID systems.
RSSI technique utilizes the attenuation of transmitted signal strength to estimate the distance between the transmitter and the receiver. It is a low-cost and
low-complexity technique. However, the attenuation is not a monotonic function
of distance due to multipath effect and interference in practical conditions, especially in indoor environment. Multiple unexpected points might map to the same
RSSI value [25], leading to significant estimation errors.

5.2.2

RSSI-based Localization Algorithms

The RSSI-based localization methods can be classified into reader-based methods
[140–142] and tag-based methods [25, 143–147], depending on what is carried on
a target. According to the types of RFID tags, tag-based methods can be further
partitioned into active schemes [143–145] and passive schemes [25, 146]. The
following presents a discussion of these methods.
In [140], the authors design an angle compensation method to iteratively estimate the target location until certain convergence criteria are achieved and propose
a Kalman filter of which the state variables are related to the target location directly.
In [141], the authors design an ad-hoc long range tag and achieve the localization
by exploiting only the ID of the tags and using Kalman filter to fuse RFID readings
with odometry data. In [142], the authors use a two reader detection model and
propose a likelihood position estimation method whose accuracy is independent of
tag density. Reader-based methods [140–142] can achieve high accuracy. Besides
the effectiveness of the algorithms, there are another two reasons for such high
accuracy. First, no other tags enter the measurement area during the experiments.
Because no other tags approach the reference tags, the radiation pattern of a tag antenna is relatively stable and thus does not have much impact on the RSSI variance
of the tag. Second, filters, such as Kalman filter [140, 141] and particle filter [142],
are adopted to improve the performance. For example, the estimation error along
x-axis is reduced from 20 cm to 10 cm by using Kalman filter [140]. The major
disadvantage of reader-based methods is high cost, which limits the applications to
the localization of a person, a robot or a vehicle. It is not acceptable to put a reader
on each item for the applications such as locating books in a library.
Tag-based methods are appropriate for item-level localization in terms of cost.
LANDMARC [143] is one of the most popular active tag-based methods and uses
k nearest neighbor (k-NN) algorithm with ative reference tags. Let M and N be
the number of readers and the number of reference tags, respectively. The signal
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strength vector of the ith target tag is defined as Ti = t(i,1) , t(i,2) , . . . , t(i,M )
where t(i,m) denotes the signal strength of the ith target tag received by the mth
reader and m ∈ (1, M ). For the nth reference tag, the corresponding
signal

strength vector is defined as Rn = r(n,1) , r(n,2) , . . . , r(n,M ) where r(n,m) denotes the signal strength and n ∈ (1, N ). The Euclidean distance between Ti of
the ith target and Rn of the nth reference, E(i,n) , is calculated by
!
" M
"
2
E(i,n) = #
(5.1)
t(i,m) − r(n,m)
m=1


The ith target tag has its Euclidean distance vector Ei = E(i,1) , E(i,2) , . . . , E(i,N ) .
The reference tag closer to the target tag is supposed to have a smaller Euclidean
distance. Let Ei be the Euclidean distance
in
 vector after the Euclidean distances





Ei are sorted in ascending order, i.e., E(i,1)
≤ E(i,2)
≤ · · · ≤ E(i,N
) . According to the first K values, K reference tags are selected as the nearest neighbors
whose coordinates are utilized to locate the target tag. The weighting factor for
each selected reference tag is calculated by
2
1/E(i,k)
w(i,k) = $K
2
k=1 1/E(i,k)

(5.2)

where k ∈ (1, K). The estimated coordinate of the ith target, (x̂i , ŷi ), is given by
K

(x̂i , ŷi ) =

w(i,k) (xk , yk )

(5.3)

k=1

where (xk , yk ) denotes the coordinate of the k th selected reference tag. LANDMARC does not require to know the coordinates of readers and is easy to be implemented. However, because RSSI is easily influenced by interference and multipath effect, the selected K nearest reference tags are usually not close to the target,
resulting in a dramatical drop of accuracy [22].
A nonlinear optimization passive scheme is proposed in [148]. To locate a
target tag, the readers start with the lowest power level and gradually increase the
transmission power until they receive the response from it. In the mean time, each
reader also receives the responses from reference tags. Consider the ith target tag
and the mth reader, and let Φp be the set of tags that respond when the reader uses
power level p. If i ∈
/ Φp and i ∈ Φp+1 , the approximate distance between the ith
target tag and the mth reader is denoted by L̂(i,m) and calculated by averaging the
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distance from the mth reader to all reference tags that are in Φp+1 but not in Φp .
After obtaining the approximate distances from the ith target tag to the M readers,
i.e., L̂(i,1) , L̂(i,2) , . . . , L̂(i,M ) , the location of the ith target tag is determined by
minimizing the following function
M

=
m=1



L̂(i,m) − L(i,m)

2

L̂(i,m)

(5.4)

where L(i,m) denotes the real distance between the ith target tag and the mth reader
and can be represented by
L(i,m) =


(xi − xm )2 + (yi − ym )2

(5.5)

where (xi , yi ) and (xm , ym ) are the coordinates of the ith target tag and the mth
reader, respectively. The nonlinear optimization scheme does not require distance
estimation based on signal strength. However, it usually takes a long time for
completion due to its gradual increase in the transmission power. Moreover, its
accuracy is also influenced by interference and environmental conditions.
To solve the problems in [143, 148], the changes of RSSI are introduced [25,
145, 149, 150]. COCKTAIL [145] first utilizes a sparsely deployed sensor network
to get the RSSI changes and determines a subarea where the target exists, and then
adopts a densely deployed active RFID reference tags to figure out the target location by using k-NN algorithm with 4 nearest reference tags or using support vector
regression with all the reference tags inside the subarea. The target in [145] is a
person carrying an active tag. If the target is a small item such as a box of eyedrops
or matchsticks, the RSSI changes might not be easily detected by such sparsely
deployed sensor network, which makes it hard to find out the subarea precisely. If
a wrong subarea is selected, the estimation error will increase sharply. Moreover,
locating multiple targets becomes more difficult when they are very close to each
other [22]. LDTI [25] only uses the RSSI variances of passive reference tags. It
detects the tag interference on the map of reference tags, and selects the reference
tags among the most interfered region to locate the target. A single carrier brings
only one target object into the monitoring area at a time. If multiple targets appear
simultaneously, it is difficult to distinguish them.

5.3

Summary

This chapter introduces two typical networked RFID applications: wide area RFID
sensor network and item-level indoor RFID localization.
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For wide area RFID sensor network, sensor node design and networked services are introduced and discussed. Appended Paper 5 [114] presents our contributions to implement a two-layered wide area RFID sensor network for fresh
food tracking. It adopts GSM/GPRS for the communication between the server
and master sensor nodes (RFID readers), and semi IR-UWB for the communication between master sensor nodes and slave senor nodes (RFID tags). We develop
the control platform on the server, implement the hardware design of master sensor
nodes, and propose a printable model for slave sensor node. Cell-ID information in
GSM network is adopted to track the entire logistic process [151]. Field tests show
the efficiency of the networked services and the reliability of the whole system.
For item-level indoor RFID localization, localization algorithms are overviewed.
Especially, RSSI-based localization algorithms are investigated in detail. Appended
Paper 6 [115] proposes an analysis method of tag interaction, including referencereference interaction, reference-target interaction and target-target interaction. It
gives insights about the influence of tag interaction on tag antenna radiation pattern, RSSI change and thus localization accuracy. The interaction analysis guides
to improve the design of localization algorithms. Two examples, i.e., the k-NN algorithm and the Simplex algorithm, are taken to show how to utilize tag interaction
analysis to revise localization algorithms. The experimental results show that the
revised k-NN and the revised Simplex algorithms are robust to different numbers,
spacings and materials of target objects, and they are superior to other RFID localization schemes in consideration of cost, capability of simultaneous localization of
multiple targets and location estimation error.
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Conclusions and Future Work
This chapter summarizes the thesis and outlines future work.

6.1

Thesis Summary

Networked RFID systems provide the infrastructure of the IoT for the exchange of
several kinds of information, such as environment status and location, and enables
us to discover in real time when and where things happen. They will have a tremendous impact on our lives and make a huge field of novel applications and markets.
This thesis has focused on three key issues for networked RFID systems: communication protocols (Chapter 3), simulation approaches (Chapter 4), and RFID
applications (Chapter 5).
We introduces the IoT architecture, typical RFID system components, a distributed RFID architecture, and networked RFID systems in Chapter 2. A networked RFID system, which consists of tags, a network of readers and a server,
requires efficient communication protocols to mitigate collisions and implement
specific IoT applications. We discussed how our researches match the IoT technology roadmap, including communication protocol design for networked RFID
systems and applications of food traceability and ubiquitous localization.
We introduced EPC Class-1 Generation-2 passive UHF RFID protocol and
CDMA and UWB techniques for networked RFID in Chapter 3. We discussed the
challenges for implementing CDMA or UWB on passive RFID systems, including detection schemes, selection of codes and code length, and frame size adjustment and tag estimation schemes. We addressed these challenges in our research.
Our contributions for communication protocol design include orthogonal TH-PPM
UWB multi-reader RFID and CDMA-PPM UWB RFID.
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• We proposed a low delay multi-reader passive RFID system using UHF radio as the forward link and orthogonal TH-PPM IR-UWB as the backward
link. We partitioned the processing delay of the system into seven parts, and
pointed out their relations. Orthogonal TH-PPM IR-UWB over the DFSA
algorithm effectively reduces the collisions in the backward link. Readers
follow the network synchronization via a server, and use a contention-based
update strategy for tag acknowledgement.
• We proposed a high-throughput RFID system for sensing applications, using CDMA-PPM UWB backward link and UHF forward link. We analyzed
asynchronous matched filter receiver and decorrelating receiver for multitag detection. We designed a new MAC scheme that overlaps the forward
and backward links, pipelines the identification and acknowledgement process and supports multiple-tag acknowledgement simultaneously. Under the
new MAC strategy, the system delay grows approximately linearly with the
increase in tag population.

We compared different network simulators and introduced co-simulation frameworks and the approach from simulation to emulation and implementation in Chapter 4. We addressed the challenges for simulating networked RFID systems. Our
contributions for simulation approaches include the approach for simulating multiple wireless standards simultaneously within one case and a CO-Simulation framework with MATLAB and OMNeT++ (COSMO).
• We proposed a new approach for simulating networked RFID systems with
multiple wireless standards simultaneously within one case in OMNeT++.
It is realized by partitioning and modeling the protocol stacks of different
standards and designing a multi-radio module. We conduct a case study on
this approach to simulate a two-layered wireless network based on IEEE
802.11 and IEEE 802.15.4a, and show its efficiency.
• We presented COSMO which is a new co-simulation framework for indoor wireless networks based on MATLAB and OMNeT++. A specific indoor wireless network is first divided into different layers, and each layer
is partitioned into computation tasks and control and communication tasks.
The MATLAB models are integrated into OMNeT++. This method does
not need synchronization technologies between two simulation tools and is
convenient for debugging compared with those using the MATLAB engine.
The simulation results in MATLAB are references and can validate the cosimulation results in OMNeT++.
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We introduced two typical networked RFID applications in Chapter 5. Our
contributions for RFID applications include wide area RFID sensor network and
item-level indoor RFID localization.
• We designed a two-layered RFID sensor network for fresh food tracking. It
adopts GSM/GPRS for the communication between the server and master
nodes, and semi IR-UWB for the communication between master nodes and
slave nodes. We develop the control platform on the server, implement the
all-in-one sensor nodes. Cell-ID information in GSM network is adopted
to track the entire logistic process. Field tests show the efficiency of the
networked services and the reliability of the whole system.
• We proposed an analysis method of tag interaction to guide and improve
the design of RSSI-based localization algorithms. To show how to utilize
tag interaction to revise localization algorithms, we took the k-NN algorithm
and the Simplex algorithm as two examples. Experiments are carried out
to evaluate our tag interaction analysis and the revised localization algorithms. Compared with other passive tag-based algorithms, our new algorithms achieve lower estimation error than RSSI mapping, and is superior
to the algorithm that is only based on RSSI variance in terms of simultaneous localization of multiple targets and the product of estimation error and
reference tag density.

6.2

Future Work

Several issues on communication protocols, simulation approaches and typical applications for IoT have been addressed in this thesis. To improve our research on
the IoT, the following three issues are worthy to be further explored in the future:
• Protocol implementation: When more than one tag is transmitting simultaneously to a read within its reading range, a collision happens. However, in
a real communication environment, the reader is able to successfully identify the strongest data packet in a collision sometimes. This phenomenon
is called the capture effect [152]. Capture effect can not be ingored when
implementing communication protocols. Capture effect under CDMA and
UWB techniques should be evaluated. Moreover, polarization and radiation
pattern of both tag and reader antennas should also be considered and evaluated for their influence on the performance of communication protocols.
SDR or FPGA can be used for fast prototype and implementation of RFID
systems with new communication protocols.
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• From simulation to implementation: More models and libraries in COSMO
can be designed to enlarge its application scope and explore its further potentials. SDR will play a key role in future multistandard and multiband radios
for the IoT. Since SDR implement communication interface (e.g., processing, demodulation, and protocol stacks) by software, COSMO and SDR can
be combined to offer the opportunity for fast, credible and automatical design of specific networked RFID systems from simulation to emulation and
implementation.
• Hybrid localization algorithm: In UHF passive RFID systems, accurate time
information (order of nanosecond) is difficult to be obtained. In contrast, the
angle information can be gathered by directional antennas or an antenna array. The phase and RSSI information can also be obtained by current RFID
readers. Therefore, the techniques of angle of arrival (AOA), phase difference of arrival (PDOA), RSSI and RSSI variance can be combined to further
improve the localization accuracy. Moreover, filters, such as Kalman filter
and particle filter can be adopted for locating mobile target objects.
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Abstract—Current passive RFID systems face the challenges to
locate mobile objects in real time in indoor environments, including the realization of low delay as well as effective cooperation
among readers and accurate ranging ability in the physical layer.
In order to overcome these challenges, this paper presents a low
delay multi-reader passive RFID system using ultra high frequency (UHF) radio as the forward link from readers to tags and
orthogonal time hopping pulse-position modulation (TH-PPM)
impulse ultra-wideband radio (IR-UWB) over the dynamic
framed slotted ALOHA algorithm as the backward link from
tags to readers. The asymmetric radio links overlap parts of the
forward and backward transmission and avoid reader-tag collisions. Readers cooperate via network synchronization by a server
and a contention-based update strategy to acknowledge tags. An
optimal system configured with 4 readers using 16 orthogonal TH
sequences is suggested and operates 3 times faster than the theoretical potential of EPC Class-1 Generation-2 protocol with the
listen-before-talk scheme.
Keywords—passive RFID; multi-reader; IR-UWB; Orthogonal TH-PPM

I.

INTRODUCTION

Radio frequency identification (RFID) technologies [1]
have developed rapidly in the past decade and have potentials
for real-time locating. RFID locating technologies [2] can be
used to reduce the chance of items misplacement in inventory
management, and also can help the operators to find the misplaced items. Compared with active RFID locating, passive
RFID locating is more attractive for inventory management
because of the low-cost, battery-free and maintain-free features
of passive tags. However, current passive RFID systems that
are commonly based on electronic product code class-1 generation-2 (EPC C1 G2) ultra high frequency (UHF) RFID protocol
[3] face the following challenges for indoor locating:
1.

The delay from tag identification by one reader to the
computation of the tag’s position is a key factor for realtime locating of mobile tags in large-scale RFID systems
in indoor environments. The delay can be reduced by mitigating collisions and increasing transmission rate. The anti-collision scheme of EPC C1 G2 is based on the dynamic
framed slotted ALOHA (DFSA) [4–6] algorithm which
suffers severe tag-tag collisions. And the maximum data

Institute of VLSI Design
Zhejiang University
Hangzhou, China

rate of EPC C1 G2 is several hundred kilobits per second
(Kbps).
2.

Locating algorithms, such as triangulation, time-difference
of arrival (TDOA) and angle of arrival (AOA), are commonly implemented with the help of multiple readers [7].
The readers must cooperate and listen to the same frequency channel to record the response from a mobile tag simultaneously. Frequency-division multiplexing in EPC C1 G2
does not meet the requirement. The listen-before-talk
(LBT) scheme which is supported by many EPC C1 G2
readers has the potential but limited performance.

Moreover, the widely used backscatter modulation is vulnerable to dense multipath phenomenon and multi-user interference [8], and cannot meet the requirements of centimeter
accurate ranging. In order to overcome the challenges for high
accurate real-time locating of mobile objects with current passive RFID systems, there is a need for a new kind of passive
RFID system with low delay as well as effective interoperability between readers and accurate ranging ability in the physical
layer.
The main contribution of this paper is to propose a low delay multi-reader passive RFID system using UHF radio as the
forward link from readers to tags and orthogonal time hopping
pulse-position modulation (TH-PPM) impulse ultra-wideband
radio (IR-UWB) as the backward link from tags to readers, and
analyze the different parts of the system delay in the communication procedure and provide corresponding strategies to shorten the system delay.
We adopt asymmetric wireless links between readers and
tags, since a UWB transmitter is extremely area and power
efficient, but a UWB receiver is area and power hungry [9]
which makes it impossible for passive tags to be remotely powered. Moreover, the asymmetric radio links overlap parts of
the forward and backward transmission and avoid reader-tag
collisions. In contrast to the backscatter technique, IR-UWB is
resistant to multipath fading and multi-user interference [10],
and can achieve sub-centimeter locating accuracy [11] and up
to 10 Mbps data rate [12]. We propose orthogonal TH-PPM IRUWB over the DFSA mechanism to mitigate tag-tag collisions.
The signals from two tags will collide in a slot only if they are
transmitted with the same orthogonal TH sequence [13]. As a
result, in a single slot, some packets from different tags can be
successfully received by different readers. We use a server to
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communicate with readers via wireless fidelity (Wi-Fi) connection and to authorize a master reader in each inventory round.
Other readers act as assistants for interoperability and receive
the commands from the master reader and the responses from
tags. A reader contends to send acknowledgement (ACK) signals to tags, and suspends sending ACKs if it detects a busy
channel. It will delete the ACK to a certain tag in its message
queue if it finds the ACK has been sent by another reader. The
contention-based update strategy of ACK queues among readers and the network synchronization by the server reduces
reader-reader collisions. In our application scenario, readers are
deployed at fixed places and record the time information when
they receive the identifier (ID) signal from a certain tag. They
report both the ID and the time information to the server at the
end of each inventory round. Since a tag’s response can be recorded by multiple readers at different time points, the server
can use a TDOA algorithm to calculate the tag’s position. In
this paper, we focus on building a low delay system and do not
discuss TDOA algorithms. TDOA algorithms based on IRUWB are beyond the scope of this paper.
The simulation experiments are carried out within a 5 m ൈ
5 m dense multi-reader environment. The results show that 4
readers using 16 orthogonal TH sequences achieve good performance in terms of delay and system complexity. The delay
is a linear increasing function of the number of tags. By mitigating collisions and increasing transmission rate, the proposed
passive RFID system with a forward data rate of 160 Kbps and
a backward data rate of 1 Mbps operates 3 times faster than that
of EPC C1 G2 in the LBT mode with the maximum data rate.
The rest of this paper is organized as follows. Section II introduces our proposed multi-reader passive RFID system architecture and the communication procedure. Section III evaluates
the performance of the proposed system, and compares with
the EPC C1 G2 protocol in the LBT mode. Finally, Section IV
gives the conclusion and discusses the future work.
II. SYSTEM MODEL AND COMMUNICATION MECHANISM
A. Hierarchical Network Architecture
Our proposed RFID system has three types of components:
a server, readers and tags. The server contains a Wi-Fi network
interface card (NIC). A reader contains a Wi-Fi NIC, a UHF
transceiver and an orthogonal TH-PPM IR-UWB correlation
receiver. And a passive tag contains a UHF receiver and an
orthogonal TH-PPM IR-UWB transmitter. They are connected
in a hierarchical topology, as illustrated in Fig. 1. The system
consists of three-hierarchy networks, i.e., an upper network, a
middle network and a lower network. The upper network is
between the server and readers. The middle network is among
readers. And the lower network is between readers and tags.
The upper network is a star network. The server which acts
as the central hub communicates with readers via Wi-Fi connection based on IEEE 802.11g protocol [14]. The server schedules readers via network synchronization and authorizes a
master reader in each inventory round. The server stores and
processes all information reported from readers at the end of
each inventory round, i.e., calculating the positions of tags.

Figure 1. Hierarchical Passive RFID Network Architecture

We adopt the interrogator commands of EPC C1 G2 protocol [3] for the communications among readers and tags in the
middle and lower networks. Note that, for concise presentation,
only select and inventory commands are considered. In the
middle network, readers communicate with each other via their
UHF transceivers. When the master reader sends Select, Query,
QueryRep, QueryAdjust and NAK commands to tags, other
readers that act as assistant readers listen to the master reader
and change of state following the relevant commands. When a
reader receives the RN16 signal from a tag, it contends to send
an ACK to the tag, and suspends sending the ACK if it detects
a busy channel. It will delete the ACK in its message queue to
reduce the traffic loads if it finds the ACK has been sent by
another reader. Otherwise, it resumes contending when the
channel is sensed idle again.
The lower network has a many-to-many architecture like a
trellis. Readers send commands to passive tags via UHF forward link at 860-960 MHz. A passive tag captures power from
readers’ UHF signals or draws directly from surroundings electromagnetic waves, and stores energy in a relatively big capacitor [15]. Each tag has a slot counter which picks a random value in the range ሾͲǡ ʹொ െ ͳሿ after receiving a Query command.
Q is the slot-count parameter and follows the Q selection algorithm of EPC C1 G2. A tag decreases its slot counter by 1 in
response to a QueryRep command, and updates Q and reloads a
random value into its slot counter after receiving a QueryAdjust
command. One tag responds to the readers with a 16-bit random integer, RN16, using orthogonal TH-PPM IR-UWB
backward link when its slot counter becomes zero. The transmitted TH-PPM signal format of the tag is given by:
ା

ሺݐሻ ൌ ඥ்ܧ   ݔ൫ ݐെ ݆ܶ െ ܿ ܶ െ ߝ݀ہȀேೞ ۂ൯ሺͳሻ
ୀି

where x(t) is the energy-normalized waveform of the transmitted pulses, ETX is the energy of each pulse, and ܶ is the pulse
repetition time. ሼܿ } is the TH sequence of the tag with period
ܰ in the range Ͳ  ܿ ൏ ܰ . ܶ is the chip duration and ܰ is
the number of time hops in one ܶ , that is ܶ ൌ ܰ ܶ . The sequence ሼ݀ሽ is the binary data stream for RN16, ܰ௦ is the number of repetitions for each bit and equal to ܰ , and ߝ is the PPM

shift. We select L orthogonal TH sequences ሺ ܮ ʹሻfrom the
set ሼ  ଵ  ڮ౦ିଵ ǣͲ  ܿ ൏ ܰ ǡ Ͳ  ݆ ൏ ܰ ሽ. The tag chooses
the l-th orthogonal TH sequences to encode its RN16 with a
modular function as follows:
݈ ൌ ܴܰͳ݉ܮ݀ሺʹሻ
Due to the orthogonality of the selected TH sequences, a
reader’s UWB correlation receiver will suffer a collision only if
the new coming RN16 signal from a tag has the same TH sequence as the one under reception. And the UWB correlation
receiver of a reader can only receive one tag’s UWB signal at a
time. Therefore, different readers can successfully receive the
RN16 signals from different tags in a time slot. Following the
above contention strategy, a reader sends an ACK signal containing the received RN16. A tag replies to a successful ACK
with its ID using IR-UWB directly without any orthogonal TH
sequences to accelerate the tag identification process.
B. Communication Procedure and Processing Delay
The proposed multi-reader passive RFID system aims to
realize a low delay system. We define the processing delay of
the system as the time consumed for the communication procedure from the server’s authorization for the master reader to the
server’s completion of receiving the readers’ report information.
The processing delay, ܦ௦௬௦ , can be partitioned into seven parts
as shown in Equation (3) and Fig. 2:
ܦ௦௬௦ ൌ ܦி் ܦிௌ ܦி  ܦ் ܦௌ ܦ ܦௌோ ሺ͵ሻ
•

Forward transmission time (ܦி் ) — the time consumed by the readers to transmit commands without
collision, including the back-off time for ACK signals;

•

Forward switch time (ܦிௌ ) — the time from tag response to reader transmission and the time between
two reader commands without tag responses;

•

Forward collision time (ܦி ) — the time for collision
commands, i.e., ACK signals with the same back-off
time;

•

Backward transmission time (ܦ் ) — the time consumed by the tags to transmit RN16 and ID signals
without collision;

•

Backward switch time (ܦௌ ) — the time from reader
transmission to tag response;

•

Backward collision time (ܦ ) — the time for collision RN16 signals at the master reader, i.e., RN16 signals with the same TH sequence;

•

Server-reader communication time (ܦௌோ ).

ܦி் and ܦிௌ are relevant to ܦ . When the number of collisions increases in the backward link, readers have to send more
commands to interrogate tags. That means both ܦி் and ܦிௌ
grow together with the increase of ܦ . For a given set of tags,
the transmission of tag ID signals in ܦ் and the time switching from ACK signals to tag ID signals in ܦௌ are almost constant. The remaining parts of ܦ் and ܦௌ increase when ܦி
grows, indirectly leading to the growth of ܦி் and ܦிௌ as well.
ܦௌோ depends on the number of readers and tags.
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Figure 2. Communication Procedure and Seven Parts of the Processing Delay

It is a straightforward approach to reduce the processing delay by increasing the transmission rate. Mitigating collisions
and overlapping parts of ܦி் and ܦ் are another two approaches in the proposed multi-reader passive RFID system.
C. An Example of the Communication Mechanism
To explain the communication mechanism among readers
and tags in the proposed multi-reader passive RFID system, an
example is given in Fig. 3. A reader cannot receive the UWB
signals from more than one tag simultaneously. The signals
illustrated with shadow regions in Fig. 3 are continuous waves
(CW) which are used to charge the capacitors of tags without
any control information. In contrast to the transmission with
backscatter modulation, the transmission of IR-UWB signals
from tags does not require the master reader to send CW constantly during an inventory round.
Slot 1 is an empty slot without any responses from tags and
is skipped to reduce the processing delay. Tag 1, 2 and 3 respond to the QueryRep command with 3 different orthogonal
TH sequences, L1, L2 and L5, respectively in Slot 2. The master reader, Assistant Reader 2 and Assistant Reader M successfully receive the RN16 signals from Tag 2, 1 and 3 respectively.
Each of the three readers generates a random back-off delay
uniformly chosen in an interval ሾͲǡ ܥሿ and contends to send the
relative ACK signal after the channel is sensed idle for a T2
interval. The back-off timer of one reader decreases by one as
long as the channel is sensed idle again for a back-off time slot.
The master reader starts the ACK transmission to Tag 2 when
its back-off timer becomes zero first. Other two readers freeze
their back-off timers when they detect a busy channel, and
resume their back-off timers when the channel is sensed idle
again for another T1 interval. Tag 2 transmits its ID to the
readers using IR-UWB without any orthogonal TH sequences,
and in the meanwhile, Assistant Reader 2 sends the ACK signal
to Tag 1. The overlap of the forward link and the backward link
decreases the processing delay. The strategy using orthogonal
TH-PPM IR-UWB over the DFSA algorithm reduces collisions
in the backward link and increases the number of successful
transmission from tags to readers. As a result, each of the three
different tags is identified successfully by 3 readers in Slot 2.

A collision in the backward link happens since Tag 4 and 5
use the same orthogonal TH sequence in Slot 3. In Slot 4, the
master reader and Assistant Reader M receive the RN16 signal
from Tag 6, and Assistant Reader 2 receives the RN16 signal
from Tag 7. An ACK collision happens since the master reader
and Assistant Reader 2 select the same back-off delay. A reader
does not transmit an ACK again even if the ACK collides with
another. Assistant Reader M transmits the ACK to Tag 6 when
its back-off timer becomes zero. However, Tag 6 does not respond its ID due to the bit error when receiving the ACK signal.
The master reader waits for T3 after the switch time T1, and
issues a QueryAdjust command to adjust the Q value in Slot 5.
Only one tag, Tag 8, responds in this time slot. Assistant
Reader 1 and Assistant Reader 2 receive the RN16 signal from
Tag 8, and Assistant Reader 1 occupies the channel and transmits the ACK signal. After the reception of the ACK signal
from Assistant Reader 1, Assistant Reader 2 finds that this
ACK has the same RN16 as its own, and therefore, deletes the
ACK in its message queue. This strategy reduces the traffic
load and the probability of collisions in the forward link.
III.

PERFORMANCE EVALUATION

According to the above description, there are two main parameters that affect the processing delay of the proposed multireader passive RFID system for a given set of tags: the number
of orthogonal TH sequences and the number of readers. In order to evaluate the performance of the communication mechanism and optimize the two parameters, a simulation platform
was implemented in OMNeT++ [16]. Moreover, the performance of the proposed system is compared with that of EPC
C1 G2 LBT protocol within a 5 m ൈ 5 m dense multi-reader
environment. The server is at the corner of the area as shown in
Fig. 4. The number of readers increases exponentially from 1, 2,
4, to 8. The readers are deployed at fixed places, whereas the
tags are randomly generated and uniformly distributed.

5m

Figure 3. Communication Mechanism of the Multi-Reader Passive RFID System

Figure 4. Deployment of the Components within a 5 m ൈ 5 m Area

TABLE I.

Server-Reader
link (Wi-Fi)

Forward link
(UHF)

Backward link
(UWB)

Simulation Settings

Parameters
Central Frequency
TX Power
RX Sensitivity
Data Rate
Number of Readers
UHF Central Frequency
Reader TX Power
Reader RX Sensitivity
Tag RX Sensitivity
Data Rate
T->R Switch Time, T2
Reader Waiting Time, T3
Min. Commands Interval, T4
Number of Tags
Orthogonal TH Sequences
UWB Frequency Range
Energy/pulse
Reader RX Sensitivity
Data Rate
R->T Switch Time, T1

Value
2.4 GHz
2 mW
-85 dBm
50 Mbps
1, 2, 4 or 8
900 MHz
2W
-82 dBm
-18.5 dBm
40 – 160 Kbps
62.5 ȝs
40 ȝs
75 ȝs
100, 300, 500, 700, 900
1, 2, 4, 8, 16 or 32
3.1 – 4.8 GHz
9.2pJ/pulse
-100 dBm
320 Kbps – 1 Mbps
37.5 ȝs

The variation tendency of the processing delay with the increase of the system scale is studied as well. The parameter
settings in OMNeT++ are listed in Table I according to [3] and
[12]. We adopt the UHF path loss indoor channel model [17]
and the line of sight (LOS) UWB indoor channel model [18] in
the simulation. For each parameter setting, we simulated 100
times with different starting time in OMNeT++ and calculated
the average values to plot Fig. 5, 6 and 7.
A. Effect of Orthogonal TH Sequences and Multi-Readers
Fig. 5 shows the processing delay for 900 tags with different number of readers and different number of orthogonal TH
sequences when the forward data rate is 40 Kbps and the
backward data rate is 320 Kbps. If orthogonal TH-PPM modulation is not used in the backward UWB link, i.e., L = 1, the
processing delay increases when the number of readers grows.
The reason is that the backward collision time, ܦ , is not reduced. Even worse, the forward collision time, ܦி , and the
server-reader communication time, ܦௌோ , increase with more
readers. This causes the increase of the backward transmission
time, ܦ் , and the backward switch time, ܦௌ , and indirectly
leads to the growth of the forward transmission time, ܦி் , and
the forward switch time, ܦிௌ .
When the number of orthogonal TH sequences, L, increases,
the processing delay decreases observably from L = 1 to L = 8,
and slowly when L  16. The probability of collisions in
backward link decreases when L increases. ܦி் and ܦிௌ decrease in the meanwhile. However, the system complexity
grows with the increase of L. Therefore, 16 orthogonal TH sequences are proposed.
When 16 orthogonal TH sequences are used, the processing
delay decreases observably from one reader to 4 readers and
slowly with more than 4 readers. When the number of readers
increases, more RN16 signals from different tags can be successfully received by the readers in a time slot. However, the
number of ACK collisions also grows. There is a trade-off between the reception of different RN16 signals and the forward
collisions. As a result, we propose 4 readers using 16 orthogonal TH sequences in the multi-reader passive RFID system.

Figure 6. Breakdown of Processing Delay with 4 Readers

B. Breakdown of the Processing Delay
Fig. 6 shows the breakdown of the processing delay for 900
tags with 4 readers. All the readers communicate with the server via Wi-Fi connection. ܦௌோ in each column is only 12 ms due
to the high data rate of Wi-Fi, and therefore, is not discussed
hereinafter.
The first column demonstrates the processing delay using
EPC C1 G2 protocol in the LBT mode with 40 Kbps forward
data rate and 320 Kbps backward data rate. ܦி் , ܦ் and ܦிௌ
are the three main parts and occupy 83.5% of the processing
delay. ܦ only takes 5.1% of the processing delay, but has an
impact on ܦி் , and ܦிௌ .
The second column shows the processing delay of our proposed communication mechanism using 16 orthogonal TH sequences with the same data rate as the first column. ܦ has
been reduced effectively from 0.116 s to 0.031 s compared
with the first column. As a result, the number of reader commands decreases observably. ܦி் is only 56.3% of that in the
first column, and 32.8% of ܦி் overlaps with parts of ܦ் .
And ܦிௌ is only 30.6% of that in EPC C1 G2 LBT due to the
decrease of reader commands and the overlap between the forward and backward transmission. Our proposed system is two
times faster than that using EPC C1 G2 protocol in the LBT
mode with the same data rate.
The third column demonstrates the processing delay using
EPC C1 G2 protocol in the LBT mode with the maximum forward data rate of 160 Kbps and the maximum backward data
rate of 640 Kbps. The number of collisions in both forward and
backward links does not decrease. Therefore, both ܦிௌ and ܦௌ
do not change, and they take 30.1% of the processing delay. As
a result, the system using EPC C1 G2 protocol in the LBT
mode with the maximum data rate only has the similar
processing speed as our proposed one with a quarter forward
data rate and a half backward data rate.

Figure 5. Processing Delay of 900 Tags

The fourth column shows the processing delay of our proposed communication mechanism using 16 orthogonal TH sequences with 160 Kbps forward data rate and 1 Mbps backward data rate. The proposed system is now three times faster
than that using EPC C1 G2 LBT with the maximum data rate.

The forward data rate has reached the maximum value, and the
backward data rate can increase to 10 Mbps [12]. ܦ் and ܦ
only occupy 28.7% of the processing delay, and ܦிௌ and ܦௌ
now take 34.2% of the processing delay. The further increase
of the backward data rate together with faster switching will
make more improvement of the processing delay.
C. Performance Comparison with Different System Scales
Fig. 7 shows the processing delay with 4 readers for different system scales. The number of tags increases from 100 to
900. Our proposed system adopts 16 orthogonal TH sequences
to encode the information from tags. The processing delay of
our proposed system linearly grows with the increase of tags as
well as that using the EPC C1 G2 protocol in the LBT mode.
For each system scale, our proposed system with a forward
data rate of 40 Kbps and a backward data rate of 320 Kbps is
two times faster than that of EPC C1 G2 LBT with the same
data rate, and has the similar processing speed as that of EPC
C1 G2 LBT with the maximum data rate. And with 160 Kbps
forward data rate and 1 Mbps backward data rate, our proposed
system operates three times faster than that of EPC C1 G2 LBT
with the maximum data rate for different number of tags.

In the future, we will further decrease the collisions in both
forward and backward links through accurate tag estimation
algorithms and frame size adjustment strategies, and achieve
fast switch between reader transmission and tag response.
Moreover, we will study the issues of reader deployment when
a large number of readers participate in the system, and implement the hardware platform for our proposed low delay multireader passive RFID system.
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SUMMARY
Radio frequency identiﬁcation (RFID) is a compelling technology for Internet of Things (IoT). Ultrawideband (UWB) technology is one promising wireless technique for future RFID, especially for highthroughput sensing applications. On-off keying UWB RFID system provides high pulse rate but suffers
severe collisions that limit the system throughput. This paper proposes to utilize low pulse rate code division
multiple access/pulse position modulation UWB in the tag-to-reader link to provide multiple tag access capability and build a high-throughput RFID system for IoT. We analyze asynchronous matched ﬁlter receiver
and decorrelating receiver for multi-tag detection and design an effective medium access control scheme
to optimize the network throughput. We propose an effective dynamic frame size adjustment algorithm on
the basis of theoretical analysis and determine the preferable length of Gold codes. With a similar data rate,
the throughput of the proposed system using the decorrelating receiver is 8.6 times higher than that of the
electronic product code class 1 generation 2 system. Only using 1/10 pulse rate and 1/15 data rate, the proposed system outperforms the on-off keying UWB RFID system 1.4 times in terms of throughput. Copyright
© 2012 John Wiley & Sons, Ltd.
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1. INTRODUCTION
It is widely recognized that the next generation Internet will be the Internet of Things (IoT), which
provides the infrastructure of ubiquitous wireless sensing and identiﬁcation systems with trillions of
uniquely identiﬁable smart sensing devices to connect anything at anytime and anywhere [1]. Radio
frequency identiﬁcation (RFID) is a compelling technology for creation of such pervasive sensor
networks because of its low-cost, small-size and low-maintenance features [2]. RFID toward the
goal of IoT requires high network throughput (order of Mb/s) [3, 4].
The electronic product code class 1 generation 2 (EPC C1 G2) ultra high frequency (UHF) passive RFID protocol [5] allows low-cost tags and has been widely used in supply chains. However,
it is limited in throughput because it can only read the identiﬁer (ID) information up to a rate of
1000 tags per second. There are two main reasons for its low throughput: (i) EPC C1 G2 utilizes
backscatter modulation for tag-to-reader communication, which limits the data rate to a few hundred
kilobits per second (kb/s) and is vulnerable to dense multipath phenomenon and multi-user interference, and (ii) though EPC C1 G2 adopts the Q-algorithm, which is one of the dynamic framed
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slotted ALOHA (DFSA) algorithms [6–8], to mitigate tag collisions, it still suffers from severe tag
collisions and lacks multiple access capability. High-throughput sensing RFID systems are desired
for many IoT applications. For example, thousands of items are automatically checked in and out
in a large warehouse [1], and pipelines are monitored at a high sampling rate for leak detection and
localization [9].
Ultra-wideband (UWB) technology is one promising wireless technique for future sensing RFID
systems [4, 10–15]. The most widely accepted deﬁnition of a UWB signal is a signal that occupies
a bandwidth larger than 500 MHz or a fractional bandwidth of more than 20%. Impulse UWB
radio uses short-duration (order of one nanosecond or less) pulses with a very low duty cycle for
communications and has the possibility of achieving Mb/s high throughput. UWB signal can be
modulated by binary phase shift keying (BPSK), on-off keying (OOK) or pulse position modulation
(PPM). Although BPSK offers better bit error rate (BER) performance than OOK and PPM, it
demands more complex circuitry for pulse shape control and accurate clock synchronization and
therefore is inappropriate for battery-free tags [13]. OOK can be detected by a simple energy
detection scheme, resulting in a receiver with lowest achievable complexity [11, 14]. PPM is
another option for remotely powered tags [15] and supported by some UWB RFID receivers [14].
Superior to OOK, PPM has the potential of multiple accesses. Code division multiple access
(CDMA) PPM has been proposed for impulse UWB radio [16]. If CDMA-PPM UWB can be used as
the tag-to-reader link, it will enable detecting multiple tags simultaneously, mitigating tag collisions
and thus improving the network throughput. However, because of the cost and power limitations of
tags, it is challenging to implement CDMA-PPM UWB in RFID systems. The ﬁrst challenge is to
determine the applicable detection schemes. The second challenge is to design a relevant medium
access control (MAC) strategy to efﬁciently identify and acknowledge multiple tags and dynamically adjust the frame size to optimize the use of slots. The third challenge is to determine the
preferable pseudo-noise (PN) codes and the code length.
In this paper, we propose a high-throughput RFID system using 10 megapulses per second (Mp/s)
low pulse rate CDMA-PPM impulse UWB radio for sensing applications. Because of the low pulse
rate, the system can provide a high robustness to multi-user interference (MUI) and interpulse interference (IPI) [17], and the reader receiver only needs a low-resolution analog-to-digital converter
[18]. The system adopts CDMA-PPM impulse UWB radio with Gold codes only for the backward
link and utilizes UHF for the forward link. We address the three challenges mentioned above. The
main contributions of this paper can be summarized as follows:
(1) We analyze asynchronous matched ﬁlter receiver and decorrelating receiver for multi-tag
detection. For the matched ﬁlter receiver, our delay analysis uses a different probability density
function from the conventional method [16, 19], leading to a good estimation of the BER. For
the decorrelating receiver, the outputs of the matched ﬁlters are modiﬁed before applying the
inverse of the correlation matrix so as to improve the BER performance (Section 3).
(2) We design a new communication process that fully exploits the multiple access capability of
the two detection schemes. We theoretically analyze the minimum number of slots to identify a
given number of tags and propose an effective dynamic frame size adjustment algorithm. This
algorithm approaches the minimum value with a 4.5% difference on average (Section 4).
(3) We analyze how the system performance varies in terms of BER, delay, throughput and cost
when code length, tag population, size of sensing data or detection scheme change. With a
similar data rate, the proposed system outperforms the EPC C1 G2 system 8.6 times in terms
of throughput. Moreover, it achieves 1.4 times higher throughput than the OOK UWB RFID
system [12–14], using 1/10 pulse rate and 1/15 data rate (Section 5).
The rest of this paper is organized as follows. Section 2 discusses related work. Section 3 describes
the new system and the detection schemes. Section 4 details the MAC strategy including the communication process and dynamic frame size adjustment. Section 5 analyzes the system performance
in terms of BER, delay, throughput and cost and compares the EPC C1 G2 system and the OOK
UWB RFID system. Finally, Section 6 concludes the paper.
Copyright © 2012 John Wiley & Sons, Ltd.
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2. RELATED WORK
Ultra-wideband RFID systems have been proposed recently [4, 10–15]. The potential advantages
of UWB for sensing RFID include high pulse rate in tag-to-reader communication, low power
consumption at the transmitter side and robustness to multipath and interference. However, UWB
receiver is area and power hungry, which causes challenges for tags to be remotely powered [11–13].
A full duplex remotely powered impulse UWB RFID transceiver has been implemented for wireless
RF memory tags [11]. It has a communication range of only 10 cm and uses one pulse per symbol.
This makes it unsuitable for sensing RFID, which requires an operation range up to 10 m [1, 9]. On
the contrary, dual-band systems have been introduced and realized [12–15]. They use conventional
UHF radio for the forward reader-to-tag link and impulse UWB radio for the backward tag-to-reader
link. This solution avoids using UWB receiver on tags and meets the asymmetric trafﬁc requirements
in the forward link (with very few reader commands) and the backward link (with large numbers of
tag responses).
On-off keying UWB RFID systems have been realized and can achieve up to 100 Mp/s [11–14].
With a 10-Mb/s data rate (10 pulses per symbol), that is, 15.6 times faster than that of the EPC C1 G2
systems, the OOK UWB RFID system can identify more than 2000 tags per second [12]. However,
OOK lacks the capability of multiple accesses, limiting the throughput for further improvement,
whereas PPM has that potential. A natural way to achieve this goal is to use PPM along with time
hopping (TH). However, a larger number of tags can cause a high collision probability, which may
lead to a total damage of the TH-PPM information and a severe drop of performance [16]. CDMAPPM is superior to TH-PPM in terms of BER [16]. To our knowledge, no previous works have
proposed CDMA-PPM techniques on UWB RFID systems.
Code division multiple access techniques have been proposed for narrowband RFID systems and
are commonly combined with framed slotted ALOHA schemes [20–22]. Narrowband and UWB
RFID systems have some common features when using CDMA techniques. Because of the simple
tag construction, it is impractical to use power control schemes on tags [20]. Thus, reader receivers
will suffer from the near-far problem. Moreover, the tag-to-reader communication is asynchronous,
the duration of tag response is short and the number of tags in response is not known a priori. Three
main approaches can be used to mitigate multiple tag interferences for both narrowband and UWB
systems: code waveform design, detection scheme and frame size adjustment.
Because of asynchronous tag-to-reader communication, PN codes, such as the Walsh codes, that
require precise synchronization to maintain their mutual orthogonality may be inappropriate for
RFID systems. Gold codes are proposed for RFID systems [20, 21] because they have much larger
code set than maximum length codes and are signiﬁcantly better than Kasami codes with the same
code length. We employ Gold codes in this paper. Gold codes can be generated by two linear feedback shift registers (LFSR) or loaded from a lookup table stored in tag memory. Its implementation
does not have much impact on tag complexity and cost. A set of Gold codes consists of 2mC1
sequences of length 2m1 , where m is the length of the LFSR. The code length affects the system
performance. On one hand, the code length is restricted because long Gold codes lead to either an
increase in tag clock frequency or an increase in the duration of a tag response [20]. On the other
hand, longer Gold codes provide better autocorrelation and cross-correlation performance and have
a larger code set, which means tags have more choices of PN codes and the number of collisions
can be further reduced. To our knowledge, no previous works have addressed the preferable code
length problem in CDMA-based RFID systems.
Detection schemes can be classiﬁed into single-user detection (SUD) and multi-user detection
(MUD), where ‘user’ refers to ‘tag’ in RFID systems. A SUD detector is a conventional bank of
matched ﬁlters, which has the lowest complexity. However, SUD detectors are vulnerable to the
near-far problem for narrowband systems. In contrast, UWB systems can alleviate the effect of one
or several near-far interferers at low pulse rate [17]. MUD schemes can be further classiﬁed into
interference cancelation (IC) and joint detection (JD). IC detectors require lots of regenerations and
cancelations, face the problems of large latency [19] and perform badly in a non-power-controlled
fading channel [23]. IC detectors are unsuitable for RFID systems. JD detectors are attractive for
CDMA-based RFID systems because they can remove all the multiple access interference [19, 23].
Copyright © 2012 John Wiley & Sons, Ltd.
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However, JD detectors have to recalculate the inverse of the cross-correlation matrix for every new
time slot, because the number of tags responding in the same slot is not known a priori [20].
JD detectors also need to estimate the time delays of each tag to calculate the cross-correlation
matrix, because the tag-to-reader communication is asynchronous and the delays of tag responses
are not known a priori. Because of these reasons, JD detectors have high complexity and large
latency. Because of the modulo addition in CDMA-PPM UWB, JD detectors cannot directly apply
the inverse of the correlation matrix to the outputs of the matched ﬁlters, resulting in a higher
complexity of the detectors.
To minimize the number of slots for tag identiﬁcation process, CDMA-based RFID systems
demand an effective frame size adjustment algorithm. Mutti et al. proposed that the reader makes
all tags respond with the same pattern before requesting tag IDs. The reader uses the magnitude of
the responses to estimate the number of tags and then adjust the next frame size [20]. However, the
effectiveness of this method is low in realistic scenarios because of differences in the backscatter
power, channel noises, multipath interference and others. A more effective algorithm for frame size
adjustment is desired.

3. CODE DIVISION MULTIPLE ACCESS/PULSE POSITION MODULATION
ULTRA-WIDEBAND RADIO FREQUENCY IDENTIFICATION
3.1. System description
The CDMA-PPM UWB RFID system is shown in Figure 1. The system consists of a reader and a
group of tags. The reader has a UHF transmitter, a UHF antenna, a CDMA-PPM UWB receiver, a
UWB antenna and a protocol processor. Each tag has a unique ID and consists of a UHF receiver,
a UHF antenna, a CDMA-PPM UWB transmitter, a UWB antenna and baseband logic. The reader
transmits commands to tags via UHF radio link operating at 900 MHz. Tags are remotely powered
by the UHF signals [11–13]. In addition, the UHF frequency can be used as a master clock to achieve
frequency synchronization between the reader and tags at the circuit level [11]. A tag chooses one of
the Gold codes to encode each bit of its ID and sensing data and sends information back to the reader
via CDMA-PPM UWB radio link operating at 3.1–10.6 GHz. Gold codes are stored in tag memory
and occupy 22m1 bits, where m is the length of the LFSR. Tags have a pulse rate of 10 Mp/s. The
low pulse rate can lower the power consumption, reduce the receiver complexity [18] and alleviate
MUI and IPI [17].

Figure 1. Dual-band radio frequency identiﬁcation system with ultra high frequency forward link and code
division multiple access/pulse position modulation ultra-wideband backward link.
Copyright © 2012 John Wiley & Sons, Ltd.
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We assume that the antennas of the reader and tags are all omnidirectional. The reader is in the
center of a circular area, and tags are uniformly distributed within the interrogation range of the
reader (typically up to 10 m [12, 24]).
We formulate the signals transmitted by tags and the signal received by the reader hereinafter.
Assume that there are Nu concurrent tags responding in the current slot. Each tag uses a Gold
sequence with Nc chips per message symbol period Tf , that is, Tf D Nc Tc , where Tc is the
chip width and Nc is the processing gain. The transmitted signal of the kth tag can be expressed
as follows:
1 NX
c 1
X

s .k/ .t/ D

j D1 nD0


h
i 
w t  j Tf  nTc  dj.k/ ˚ pn.k/ ı

(1)

±
°
where w.t / represents the pulse waveform, dj.k/ are the data symbols for the kth tag,
°
±
pn.k/ , n D 0, 1, : : : , Nc  1 is the Gold sequence for the kth tag and ı is the PPM modulation
depth. Here, dj.k/ is either 0 or 1, pn.k/ is either 0 or 1, and ı D Tw , where Tw is the pulse duration.
Symbol ˚ represents the modulo-2 addition.
In additive white Gaussian noise channels, the received signal r.t / at the output of the UWB
receiver antenna can be written as
r.t / D

Nu
X

Ak s .k/ .t  k / C n.t/

(2)

kD1

where Ak models the attenuation over the propagation path for the kth tag, ¹k º is the asynchronous transmission delay and n.t/ is white Gaussian noise with variance n2 . Because the
communication range between the reader and tags is short and the pulse rate is low, we assume
0 6 1 6 2 6    6 k < Tc . Figure 1 shows an example of the asynchronous CDMA-PPM UWB
system using the second-order derivative Gaussian pulses. Tag k and Tag i transmit data 0 with 7-bit
.Nc D 7/ Gold codes of {0, 1, 0, 0, 1, 1, 1} and {1, 1, 0, 1, 1, 0, 0}, respectively. Tag k and Tag i
have the transmission delays of k and i , respectively.
The reader receiver consists of L banks of matched ﬁlters followed by the detection and decision
circuits, where L D Nc C 2 for Gold codes. The kth bank of the matched ﬁlters correlates the
received signal with the following template:
v .k/ .t/ D

NX
c 1

.k/

.1/pn Œw.t  nTc /  w.t  nTc  ı/

(3)

nD0

The reader then determines which Gold codes are present in the current slot and sends the outputs
of the matched ﬁlters to the detection and decision circuits. The detection schemes will be discussed
in the following subsection.
3.2. Detection schemes
In this subsection, we will investigate the BER performance of two detection schemes: the matched
ﬁlter receiver and the decorrelating receiver. We assume that the receiver can achieve clock and
sequence synchronization for the signal transmitted by a tag if the tag uses a unique Gold code in
the current slot; otherwise, the tag encounters a collision.

3.2.1. Matched ﬁlter receiver. The matched ﬁlter (MF) receiver decides whether the j th bit of the
kth tag is 0 or 1, on the basis of the output of the relevant bank of matched ﬁlters, rj.k/ , as follows:
Z k C.j C1/Tf
r.t /v .k/ .t  j Tf  k /dt D Sj.k/ C Ij.k/ C Nj.k/
(4)
rj.k/ D
k Cj Tf
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where Sj.k/ , Ij.k/ and Nj.k/ are signal, interference and noise components at the output of the
correlator for the kth tag, respectively. They are given by
Z k C.j C1/Tf
Ak s .k/ .t  k /v .k/ .t  j Tf  k /dt
Sj.k/ D
k Cj Tf

Z
D

Tf

Ak

0



NX
c 1


h
i 
w t  nTc  dj.k/ ˚ pn.k/ ı

nD0

NX
c 1

.k/

.1/pn Œw.t  nTc /  w.t  nTc  ı/dt

(5)

nD0

Ij.k/ D

Z

k C.j C1/Tf
k Cj Tf

Z
D

Tf

0

v .k/ .t  j Tf  k /

Nu
X

Ai s .i / .t  i /dt

iD1,i ¤k

v .k/ .t/

Nu
X

Ai

iD1,i¤k

Nj.k/ D

Z

NX
c 1



h

i
w t  nTc  dj.i / ˚ pn.i / ı  .i  k / dt

(6)

nD0

k C.j C1/Tf

k Cj Tf

n.t/v .k/ .t  j Tf  k /dt

(7)

If rj.k/ > 0, we decide that dj.k/ D 0; otherwise, we decide that dj.k/ D 1. To determine BER, we

need to characterize Sj.k/ , Ij.k/ and Nj.k/ . With a simple mathematical derivation, we can show that
.k/

where Ew D
2Nc Ew n2 .
Nu tags.

R1

1

Sj.k/ D .1/dj Nc Ak Ew
w 2 .t/dt . Likewise,

To characterize

Ij.k/ ,

Nj.k/

(8)

is a zero-mean Gaussian variable with variance

we ﬁrst analyze the distribution of the transmission delays of the

The number of tags responding in the current slot and their transmission delays are not known a
priori. The reader is fair to all tags in the sense that no tag is prioritized in being read. The delays,
i and k in Equation (6), are independent and identically distributed random variables and uniformly distributed over the range Œmin , max , where min and max are the minimum delay and the
maximum delay, respectively. Because of short reader interrogation range and low pulse rate, we
assume 0 6 min 6 max < Tc . Therefore, .i  k / is distributed with the following probability
density function:
8
jj  .max  min /
ˆ
ˆ
, j j 6 max  min
< 
.max  min /2
(9)
f . / D
ˆ
:̂
0,
j j >   
max

min

This delay analysis is different from conventional CDMA systems [16, 19] that assume that the
difference of the transmission delays is an independent and identically distributed random variable
and uniformly distributed over the range Œ0, Tf /.
Next, we adopt the method of Gaussian approximation. When the number of users is large enough,
it is reasonable to model the MUI effect as a Gaussian random process [25]. The variance of the
zero-mean variable, Ij.k/ , is determined by taking the ensemble average over the random variable
.i  k / with Equation (9):

Nu
2 
X
D
A2i i2
(10)
E Ij.k/
iD1,i ¤k
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where
1
i2 D
2

Z

8"
< Z

max min
min max

f . /

:

Tf
0

#2
w1.i/ .t

  /v .k/ .t/dt

"Z
C

Tf

0

w2.i / .t

  /v .k/ .t/dt
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#2 9
=
;

d
(11)

For the kth tag, w1.k/ .t/ and w2.k/ .t/ are deﬁned as
w1.k/ .t/ D

NX
c 1



w t  nTc C pn.k/ ı  ı

(12)



w t  nTc  pn.k/ ı

(13)

nD0

w2.k/ .t/ D

NX
c 1
nD0

The variance i2 is related to the Gold codes selected by the i th tag because the cross-correlations
vary for different pairs of Gold codes.
The Gaussian approximation allows us to determine the signal to interference plus noise ratio
(SINR) for the kth tag as follows:
2

31
2
 2
Nu
2
2
Sj.k/
X

A
2
i
.k/
n
i
5

MF
D 
C
(14)
2 
2  D 4
2
Ak
Nc2 Ew
Nc Ew A2k
iD1,i¤k
C E Nj.k/
E Ij.k/
where the BER for the kth tag can be determined as

q
 2
Z 1
1
x
.k/
q
Pe D Q
dx
Dp
MF
exp 
.k/
2
2
MF

(15)

3.2.2. Decorrelating receiver. Decorrelating (DC) receiver is one of JD detectors. It can eliminate
all the multiple access interference by applying the inverse of the correlation matrix to the outputs of
the matched ﬁlters [19, 20, 23]. However, because of the modulo addition in CDMA-PPM UWB, the
outputs of the matched ﬁlters cannot be directly represented in a vector form that is the product of
the correlation matrix, the received amplitude matrix and the transmitted data vector plus the noise
vector. Transformation and preprocessing are therefore needed.
We transform the data symbols from ¹0, 1º to ¹1, 1º as follows:
bj.k/ D 2dj.k/  1

(16)

Then, we can rewrite the transmitted signal of the kth tag as
"
#
1
X
w .k/ .t  j Tf /  w2.k/ .t  j Tf / w1.k/ .t  j Tf / C w2.k/ .t  j Tf /
s .k/ .t/ D
bj.k/ 1
C
2
2
j D1

(17)
where w1.k/ .t/ and w2.k/ .t/ are deﬁned in Equations (12) and (13), respectively. Now, the outputs of
the matched ﬁlters can be expressed as
Rj D .P1 Bj C P2 A/ C Nj
h

iT

(18)

h
iT
, A D ŒA1 A2    ANu T , Bj D A1 bj.1/ A2 bj.2/    ANu bj.Nu /

where Rj D rj.1/ rj.2/    rj.Nu /
h
iT
and Nj D Nj.1/ Nj.2/    Nj.Nu / . P1 is the correlation matrix of 1.k,i / , and P2 is the correlation
Copyright © 2012 John Wiley & Sons, Ltd.

Int. J. Commun. Syst. 2012; 25:1103–1121
DOI: 10.1002/dac

1110

Z. ZHANG ET AL.

matrix of 2.k,i / , where 1.k,i / and 2.k,i / are given as
Z
h
i
1 k CTf .k/
1.k,i / D
v .t  k / w1.i / .t  i /  w2.i / .t  i / dt
2 k
Z
1 k CTf .k/
D
v .t  k /v .i / .t  i /dt
2 k
2.k,i / D

1
2

Z

k CTf
k

h
i
v .k/ .t  k / w1.i/ .t  i / C w2.i / .t  i / dt

(19)

(20)

For synchronous transmission, P2 is zero, that is, 2.k,i / D 0, and thus P2 A can be removed.
However, because of the asynchronous tag-to-reader communication, P2 A cannot be neglected. We
preprocess the outputs of the matched ﬁlters by subtracting P2 A from Rj . Then, the best linear
estimation of Bj yields
h
i

0
BO j D sgn P11 .Rj  P2 A/ D sgn Bj  Nj
(21)
0

where Nj D P11 Nj . The element at kth row and ith column of the matrix, P11 , is denoted by
.k,i / . The noise component for the kth tag can be written as
0

Nj .k/ D

Nu
X

.k,i / Nj.i /

(22)

iD1
0

Nj .k/ is a zero-mean Gaussian variable with variance as

E

0

Nj .k/

2 

D 2Nc Ew n2

Nu 
X

.k,i /

2

 4n2

iD1

X

.k,i / .k,s/ 1.i,s/

(23)

i¤s

Because the interference from other tags has been completely eliminated, the SINR for the kth
tag can be determined by
.k/
D
DC

A2k


E

0

Nj .k/

2 

(24)

The BER for the kth tag can be calculated with Equation (15). Different from conventional decorrelating receivers [19, 23], the proposed receiver requires the knowledge of the signal amplitudes,
besides the knowledge of the transmission delays. The decorrelating receiver uses the preambles of
tag signals to obtain the amplitude and delay information [19].
We conduct simulations to verify the theoretical analysis of the BER performance. Figure 2
compares the analytical and simulation results for nine tags .Nu D 9/ using the second-order
derivative Gaussian pulses with 1-ns duration in the current slot. The Gaussian approximation based
on our delay analysis achieves a good estimation of the BER performance of the matched ﬁlter
receiver. Increasing the processing gain can signiﬁcantly improve the performance of the matched
ﬁlter receiver but has little effect on that of the decorrelating receiver. Apparently, the decorrelating receiver outperforms the matched ﬁlter receiver in BER. However, the decorrelating receiver
demands the knowledge of the transmission delays and the signal amplitudes and calculates the
inverse of the correlation matrix, resulting in higher implementation complexity than the matched
ﬁlter receiver. Because of short pulse duration and low pulse rate (10 Mp/s), the matched ﬁlter
receiver can achieve 103 or lower BER for nine tags. This can provide acceptable BER performance for short data packets from tags and outperforms the conventional narrowband matched ﬁlter
receiver with BPSK modulation, which has 102 to 101 BER even for ﬁve asynchronous users
[26]. If high pulse rate, for example, 100 Mp/s, is adopted, the matched ﬁlter receiver will have
102 to 101 BER for nine tags.
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Figure 2. BER performance: analytical results versus simulation.

4. MEDIUM ACCESS CONTROL
Code division multiple access/pulse position modulation UWB provides the capability of multiple
tag access. The next issue is to design an efﬁcient MAC scheme to fully exploit this multiple access
capability. We use two main techniques to design a high-throughput MAC scheme: (i) overlap and
balance the forward transmission and the backward transmission in the communication process and
(ii) build a new DFSA algorithm to optimize the use of slots.
4.1. Communication process
The reader utilizes a DFSA-based algorithm to query tags. An inventory round consists of frames.
A frame starts with a Query/QueryAdjust command (the ﬁrst frame begins with a Query command,
and the following frames begin with a QueryAdjust command) and then follows with several slots
for tag response and reader acknowledgment. A Query command uses a Q value to set the number
of slots (frame size). A tag chooses one of the 2Q slots to send its ID and sensing data back to the
reader with the CDMA-PPM UWB radio. The reader sends a non-acknowledgment (NAK) if no tag
is identiﬁed in the previous slot and sends an acknowledgment (ACK) that contains the Gold codes
of the tags identiﬁed in the previous slot to allow the simultaneous acknowledgment of multiple
tags. If a tag transmitted its ID and sensing data in the previous slot and detects its Gold code from
the ACK command in the current slot, it means that this tag has been successfully identiﬁed and
acknowledged. An identiﬁed tag will keep silent in the rest frames of this inventory round, whereas
an unidentiﬁed tag will choose a new slot for response in the next frame. The reader estimates the
number of unidentiﬁed tags at the end of a frame and sends a QueryAdjust command to adjust the
size of the next frame.
As the forward transmission and the backward transmission operate on two non-overlapping frequency bands in a slot, we overlap them to accelerate the identiﬁcation process and thus increase
the network throughput. The length of a slot is determined by the duration of NAK/ACK and the
duration of a tag response. The duration of a tag response is ﬁxed within a frame because all tags
have the same length of ID and sensing data and use the same data rate. NAK consists of operation
code and dummy bits and has the same duration as a tag response. The duration of ACK is determined by the number of tags identiﬁed in the previous slot and can vary from slot to slot. If the
duration for transmitting the operation code of ACK and Gold codes is shorter than the duration of
a tag response, the reader adds dummy bits at the end of the ACK to guarantee that the ACK has the
same duration as a tag response; otherwise, the reader sends the operation code of ACK and Gold
codes directly. Therefore, the duration of NAK/ACK is equal to or longer than the duration of a tag
Copyright © 2012 John Wiley & Sons, Ltd.
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response to guarantee synchronized slots. The reader calculates the length of the next slot according
to the number of tags identiﬁed in the current slot.
Figure 3 illustrates the communication process, highlighting its performance in overlap of the
forward transmission and the backward transmission and simultaneous acknowledgment of multiple
tags with one ACK. The reader sends a Query command to start the current frame. Ti .i D 0, 1, 2 : : :/
is the switch interval from the ith slot to the .i C 1/th slot. The reader utilizes a NAK command
with dummy bits to synchronize Slot 1. In Slot 1, Tag1, Tag2 and Tag3 transmit their IDs and sensing data to the reader with three different Gold codes, PN1, PN2 and PN3, respectively. The reader
successfully receives the information from all these tags and sends an ACK command that contains
PN1, PN2 and PN3 to acknowledge the tags in Slot 2. Tag1, Tag2 and Tag3 detect their desired Gold
codes, respectively, and keep silent in the rest of this inventory round. In the meanwhile, Tag4 and
Tag5 choose the same Gold code, PN4, to transmit their IDs and sensing data in Slot 2. The reader
encounters a collision and sends a NAK command in Slot 3. In Slot 3, only one tag, Tag6, responds
using PN1. The reader sends an ACK command including PN1 and dummy bits to ensure an equivalent ACK duration to a tag response in Slot 4. Slot 4 is an empty slot without any tag responses,
and the reader sends a NAK command in the next slot.
The forward transmission and the backward transmission are asymmetrical, with 160-kb/s data
rate and 10-Mp/s pulse rate, respectively. The payload of the backward transmission is tag ID and
sensing data, whereas the payload of the forward transmission is Gold codes for tag acknowledgement, which varies from slot to slot. Balancing the durations of the forward transmission and the
backward transmission is required. On one hand, if few tags respond in the current slot, the identiﬁed tags are few and the reader has to transmit many dummy bits in the next slot; on the other
hand, if too many tags respond in the current slot, there is a high probability of collisions and the
duration of the ACK command in the next slot may be much longer than that of a tag response. To
solve this problem, it is required to optimize the use of slots by adjusting the frame size dynamically
according to the number of tags.

4.2. Dynamic frame size adjustment
To optimize the use of slots, we ﬁrst derive the minimum expected number of slots to identify a
given number of tags.
We deﬁne slot capacity, , as the number of tags identiﬁed in a frame over the number of slots
(tags/slot).
Let F be the frame size, N the number of tags, L the number of Gold codes and E./ the expected
slot capacity. The number of tags, i, in one slot is binomially distributed as

P .i / D

N
i



1
F

i 

1

1
F

N i
(25)

Figure 3. Communication process: an example.
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According to probability theory, E./ can be computed by
E./ D

N
X

E.ji/P .i/

(26)

iD1

Here, 1 6 i 6 N , because empty slots have no contribution to the slot capacity. E.ji/ is the
expected slot capacity under the condition that i tags respond with L choices of Gold codes in a
slot. E.ji/ can be calculated as follows [22]:


1 i1
(27)
E.ji/ D i 1 
L
According to Equations (25) and (27), the summation in Equation (26) is given by:


1 N 1
N
1
E./ D
F
FL

(28)

Let @E./=@F D 0. The maximum E./ can be achieved when F D N=L and has a limit of
Le1 . Therefore, the minimum expected number of slots, Smin , for N tags can be given by
Smin D

N
Le1

(29)

Then, we design a new algorithm to estimate the number of tags and dynamically adjust the frame
size to approach the minimum value.
The receiver contains L banks of matched ﬁlters as shown in Figure 1. Each bank corresponds
to one Gold code. The banks can be classiﬁed into three types: empty banks, successful banks and
collision banks. An empty bank does not detect a tag responding with its relevant Gold code in a
slot, a successful bank detects a tag with a unique Gold code that is different from the codes used
by other tags in the same slot and a collision bank detects more than one tag responding with its
relevant Gold code simultaneously.
We estimate the number of unidentiﬁed tags by multiplying the total number of collision banks
in a frame by the a posteriori expected number of tags per collision bank.
The probability that a tag chooses a certain slot and a particular Gold code is given by 1=FL.
Therefore, the number i of tags that choose the same slot and the same bank is binomially
distributed as


 

1 N i
1 i
0
N
1
(30)
P .i / D
i
FL
FL
If one bank in a slot is observed as a collision bank, the a posteriori expected value of the number
of tags, ˛, is given by
h
i
N
1 N 1
PN
0
1  1  FL
FL
iP
.i
/
(31)
˛ D PiD2
D
0
N
1 N
N
1 N 1
1  1  FL
 FL
1  FL
iD2 P .i/
When the maximum slot capacity is achieved, that is, F D N=L, ˛ can be represented as the
following and has a limit value:
˛D

1 N 1
N
N 1
1 N
 1  N1
N

1 1
1 1

lim ˛ D

n!1
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Then, the number of unidentiﬁed tags, NQ , can be estimated by
NQ D 2.39BC

(34)

where BC is the total number of collision banks observed in the current frame. We limit the frame
sizes to powers of 2 in order to reduce tag complexity. We adjust the exponent of the next frame size
as
!#
"
NQ
(35)
Q D round log2
L
where Q is the exponent of the frame size, and the next frame has 2Q slots. The initial frame size
of a new inventory round is calculated with the total number of tags identiﬁed in the last inventory
round.
Figure 4 compares the theoretical analysis of the minimum expected number of slots and the simulation results of the number of slots for identifying 1000 tags. The simulation settings are listed in
Table I. The average difference between the simulation and analytical results is 4.5%. This demonstrates the effectiveness of the tag estimation and frame size adjustment algorithm. The number of
slots decreases observably with the increase in code length. The system with longer Gold codes
allows higher multiple tag access capability. However, longer codes lead to larger storage size in tag
memory and a longer duration of tag response with the ﬁxed 10-Mp/s pulse rate in the backward
link. Moreover, the duration of ACK commands also increases because of longer code length and
higher slot capacity. The preferred code length shall be addressed in Section 5.
5. PERFORMANCE ANALYSIS
We have analyzed the BER performance of the matched ﬁlter receiver and the decorrelating receiver
in Section 3.2. In this section, we will compare the matched ﬁlter receiver and the decorrelating
receiver by analyzing the BER under the proposed MAC scheme, the system delay with the increase
in tag population, the throughput with different sizes of sensing data and the cost brought by adding
the CDMA-PPM UWB.
In order to show the effectiveness of our proposed system, we compare it with the performance
of the EPC C1 G2 system [5, 24] and the OOK UWB RFID system [12–14]. We use the parameter
settings in Table I. To make a fair comparison, we use the same Query/QueryAdjust commands,
160-kb/s forward data rate and 128-bit tag ID for the three systems. The three systems have the
same deployment where the reader is in the center of a circular area with a 10-m diameter, and

350
Theoretical Analysis
Simulation Result

300
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0
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Figure 4. Number of slots for identifying 1000 tags.
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Table I. Parameter settings.
EPC C1 G2
(Alien Higgs 4)
Type of antenna
Length of tag ID (bit)
Length of sensing data (kb)
Length of Query (bit)
Length of QueryAdjust (bit)
Operating range (diameter in m)
Tag distribution
Channel model
Anti-collision scheme
Forward link
Forward data rate (kb/s)
Backward link
Backward modulation
Backward pulse rate (Mp/s)
Backward data rate
Pulse shape

Omnidirectional
128
0–1
22
9
10
Uniform
AWGN
Dynamic Q-algorithm
UHF at 900 MHz
160
Backscattering
FM0
–
640 kb/s
–

Pulse duration (ns)
Type of PN codes
Length of Gold codes (bit)

–
–
–

OOK UWB RFID

This work

Omnidirectional
128
0–1
22
9
10
Uniform
AWGN
DFSA
UHF at 900 MHz
160
UWB at 3.1–10.6 GHz
OOK
100
10 Mb/s
Second-order derivative
Gaussian pulse
1
–
–

Omnidirectional
128
0–1
22
9
10
Uniform
AWGN
New DFSA
UHF at 900 MHz
160
UWB at 3.1–10.6 GHz
CDMA-PPM
10
159 kb/s to 1.4 Mb/s
Second-order derivative
Gaussian pulse
1
Gold codes
7, 15, 31 or 63

EPC C1 G2, electronic product code class 1 generation 2; OOK UWB RFID, on-off keying ultra-wideband radio
frequency identiﬁcation; AWGN, additive white Gaussian noise; DFSA, dynamic framed slotted ALOHA; UHF,
ultra high frequency; CDMA-PPM, code division multiple access/pulse position modulation; PN, pseudo-noise.

tags are uniformly distributed within the interrogation range of the reader. All tags have a uniform
size of sensing data. Both our system and the OOK UWB system utilize the second-order derivative
Gaussian pulses with 1-ns duration. The EPC C1 G2 system uses a 640-kb/s backward data rate.
The OOK UWB system adopts a 100-Mp/s pulse rate and a 10-Mb/s data rate, that is, the processing
gain is 10. Our system utilizes a 10-Mp/s pulse rate. We conduct 1000 simulations and calculate the
average value for each setting.
5.1. BER analysis
According to the proposed MAC scheme, the optimal frame size for a given number of tags follows
F D N=L to achieve the maximum slot capacity. It means that L tags respond in a slot on average.
Thus, we need to evaluate the BER performance of the matched ﬁlter receiver and the decorrelating
receiver for Nu tags when the code length is Nc , where Nu D L D Nc C 2.
Figure 5 shows the BER of the matched ﬁlter receiver and the decorrelating receiver with different
code lengths. The BER becomes better for the matched ﬁlter receiver with longer code, although
the number of concurrent tags increases. Longer code provides a higher processing gain and has
better autocorrelation and cross-correlation performance and thus can alleviate the near-far problem. For the decorrelating receiver, code length has little effect on its BER performance, because
the decorrelating receiver eliminates MUI. Longer code allows more concurrent tags, resulting in
higher complexity to obtain the transmission delays and signal amplitudes for the decorrelating
receiver. From the aspect of BER, the decorrelating receiver prefers short code length, whereas the
matched ﬁlter receiver demands a longer code.
5.2. Delay analysis
Figure 6 compares the delay of our system, the EPC C1 G2 system and the OOK UWB RFID system. The delay, D, is the average time for identifying a given number of tags. For a small number
of tags, the relation between delay and number of tags is not linear because of collisions and bit
errors [27]. Using the dynamic Q-algorithm, the tag identiﬁcation speed of the EPC C1 G2 system
Copyright © 2012 John Wiley & Sons, Ltd.
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Figure 5. BER under the proposed medium access control scheme.
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Figure 6. Delay for identifying a given number of tags.

approaches to a constant value for a large number of tags (larger than 100 tags) [28], and the relation between the delay and the number of tags approximates to be linear [29]. Here, the number
of tags varies from 100 to 900 in our simulations. For each of the three systems with or without
sensing data, the delay grows approximately linearly with the increase in tag population. When
tags only transmit their IDs, our system using the matched ﬁlter receiver with 7-bit Gold codes and
using the decorrelating receiver with 15-bit Gold codes operates 10.9 times and 7.3 times faster
than the EPC C1 G2 system, respectively, and 2.4 times and 1.6 times faster than the OOK UWB
RFID system, respectively. This evidently shows that multiple tag access effectively improves the
system performance.
When tags transmit 500-bit sensing data together with their IDs, our system using the decorrelating receiver with 15-bit Gold codes operates 8.1 times faster than the EPC C1 G2 system and 1.3
times faster than the OOK UWB RFID system. Our system using the matched ﬁlter receiver with
7-bit Gold codes is only 4.8 times faster than the EPC C1 G2 system and slower than the OOK UWB
RFID system because of high packet error rate (PER). When using the matched ﬁlter receiver, our
system needs to employ longer Gold codes for large packets with much sensing information.
Copyright © 2012 John Wiley & Sons, Ltd.
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5.3. Throughput analysis
We deﬁne the system throughput, ‚, as the number of bits successfully received by the reader per
second. The throughput is computed by
‚D

N.LSD C LID /
D

(36)

where N is the number of tags, LSD the size of sensing data, LID the length of tag ID, and D the
delay for identifying the N tags.
Because the delay of our system with or without sensing data increases approximately linearly
with the growth of tag population as shown in Figure 6, the throughput is not related to the number
of tags for large-scale RFID systems. Figure 6 also demonstrates that the throughput can be affected
by detection scheme, code length and size of sensing data, which shall be further discussed.
Figure 7 shows the throughput of our system using the matched ﬁlter receiver. Because of cost
and power constraint and short operation time of remotely powered tags, we limit the size of sensing data to 1 kb [12]. Regardless of code length, the throughput of our system grows ﬁrst with the
increase in the size of sensing data. The throughput of our system with 7-bit Gold codes has a sharp
drop when the size of sensing data is larger than 200 bits, which is caused by high PER. Longer
code can mitigate this problem effectively. For example, using 15-bit Gold codes can increase the
throughput twice for 1-kb sensing data compared with 7-bit Gold codes. Longer code allows better
BER performance and higher capacity for sensing data but leads to a longer duration of tag response.
This is why the system with longer code has lower throughput than that with 7-bit Gold codes for
a small size of sensing data. Our system has higher throughput than the EPC C1 G2 system for all
cases. With 15-bit Gold codes, our system outperforms the OOK UWB system for all data sizes
within 1 kb.
Figure 8 shows the throughput of our system using the decorrelating receiver. Because of the elimination of MUI, our system now achieves low PER and has the throughput that grows observably
ﬁrst and then tardily and is ﬁnally saturated with the increase in the size of sensing data. The system
with shorter code achieves higher throughput. Our system has higher throughput than the EPC C1
G2 system for all cases. For the experimental setup, our system with 7-bit Gold codes achieves the
best throughput performance and outperforms the EPC C1 G2 system and the OOK UWB system
10.6 times and 1.7 times, respectively. It is worth mentioning that, with 15-bit Gold codes, that is,
667-kb/s data rate that is similar to the maximum backward data rate of the EPC C1 G2 system,
our system outperforms the EPC C1 G2 system 8.6 times on average. Only using a 1/10 pulse rate
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Figure 8. Throughput with the decorrelating receiver.

and 1/15 data rate, our system with 15-bit Gold codes achieves 1.4 times higher throughput than the
OOK UWB system.
According to the above analysis and comparisons, the system with the matched ﬁlter receiver
prefers 15-bit Gold codes and requires 255-bit tag memory to store the codes. It has the lowcomplexity reader and can achieve the throughput of 3.1 Mb/s. The system with the decorrelating
receiver prefers 7-bit Gold codes and can achieve the throughput of 4.1 Mb/s. It only needs 63 bits
to store the codes in tag memory.
5.4. Cost analysis
In this subsection, we qualitatively analyze the cost brought by adding the CDMA-PPM UWB.
The cost of a tag includes antenna cost and chip cost. Compared with the EPC C1 G2 tag [24],
our proposed tag has an extra UWB antenna. UWB antennas [30] for passive RFID tags have advantages over UHF antennas [31], such as compact size and low cost [30]. Our tag has an extra UWB
transmitter, including a pulse generator, a PPM module and a PN-code module. A pulse can be simply generated at each falling edge of the incoming clock only with several logic gates [12]. PPM
signals can be simply generated by applying the trigger signal to two paths, delaying the trigger
signal by a time delay in one path and selecting one of the two trigger signals by a 2:1 multiplexer
to determine the pulse position [32]. PN codes are stored in the tag memory, for example, 7-bit Gold
codes only occupy 63-bit tag memory in our proposed decorrelating scheme. The UWB transmitter
will not greatly increase the chip size. Moreover, our tag does not need the modules for backscattering modulation and FM0/Miller encoding. Therefore, adding the CDMA UWB will not greatly
increase the tag’s cost. In the backward link, our tag only needs to fetch the Gold codes from its
memory and uses the Gold codes to encode its ID and sensing data. Compared with the EPC C1
G2 tag, our tag does not need to perform FM0/Miller encoding. Therefore, the processing time and
computing capability of our tag are similar to the EPC C1 G2 tag. The CDMA-PPM UWB method
is achievable with a low-cost tag.
The cost and complexity are on the reader side. The reader needs to have high computing capability and high processing speed to obtain the signal amplitudes and transmission delays and then
calculate the inverse of the correlation matrix. However, the complexity of the reader has little
impact on the cost of the overall system, because a RFID system typically uses a large number
of tags but only a few reader devices. Compared with the matched ﬁlter scheme with 15-bit Gold
codes, the decorrelating scheme with 7-bit Gold codes reduces the complexity of tags and moves the
complexity to the reader. Moreover, the short code length constrains the number of concurrent tags
according to the MAC scheme, mitigating the reader’s burden in obtaining the transmission delays
Copyright © 2012 John Wiley & Sons, Ltd.
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and signal amplitudes. As a result, the system using the decorrelating receiver may have lower cost
than that using the matched ﬁlter receiver in consideration of the cost of both tags and the reader.
Therefore, the system using the decorrelating receiver is proposed.
6. CONCLUSION
In this paper, we propose a high-throughput RFID system for sensing applications, using CDMAPPM UWB backward link and UHF forward link. A 10-Mp/s low pulse rate is proposed for low
power consumption, low receiver complexity and high robustness to MUI and IPI. We analyze
asynchronous matched ﬁlter receiver and decorrelating receiver for multi-tag detection. Because
the number of concurrent tags and their transmission delays are not known a priori, our delay
analysis of the matched ﬁlter receiver uses a different probability density function from the conventional method, which contributes to a good estimation of the BER. Because of the modulo
addition in CDMA-PPM UWB and asynchronous tag-to-reader communication, the decorrelating
receiver modiﬁes the outputs of the matched ﬁlters before applying the inverse of the correlation
matrix. As a consequence, it achieves good BER performance with the additional knowledge of the
signal amplitudes.
We design a new MAC scheme that overlaps the forward and backward links, pipelines the identiﬁcation and acknowledgement process and supports multiple tag acknowledgement simultaneously.
We theoretically analyze the minimum number of slots for identifying a given tag population and
propose an effective algorithm to dynamically adjust the frame size. This algorithm can approach
the minimum value with a 4.5% difference on average. Under the new MAC strategy, the system
delay grows approximately linearly with the increase in tag population. The matched ﬁlter receiver
and the decorrelating receiver prefer to use the 15- and 7-bit Gold codes, respectively, resulting in
the throughput of 3.1 and 4.1 Mb/s, respectively. The system using the decorrelating receiver is proposed in consideration of the cost of both tags and the reader. With a similar data rate (667 Mb/s), the
proposed system with 15-bit Gold codes outperforms the EPC C1 G2 system 8.6 times in throughput. Under this setting, the proposed system reaches 1.4 times higher throughput than the OOK
UWB RFID system, and its pulse rate and data rate are only 1/10 and 1/15 of the OOK UWB RFID
system, respectively.
In the future, we plan to evaluate the energy efﬁciency of our CDMA-PPM UWB RFID system
and compare it with the EPC C1 G2 system and the OOK UWB RFID system.
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Abstract—The rapid development of wireless sensor network
and RFID technologies offers a wide range of novel applications and services. In this paper, we present a two-layered
wireless network for warehouses and supermarkets to monitor
goods storage and sale, and assist for quality management and
market analysis. The hierarchical architecture uses IEEE
802.15.4a impulse ultra-wideband radio (IR-UWB) communication protocol between slave sensor nodes and master sensor
nodes, and IEEE 802.11b/g between master sensor nodes and
server. The performance of our proposal is evaluated based on
the widely used OMNeT++ simulation environment. Simulation results are presented and discussed according to different
sampling rates and traffic loads for specific scenarios requirements.
Keywords—Two-Layered Wireless Sensor Network; RFID;
IEEE 802.11b/g; IEEE 802.15.4a; OMNeT++

I.

INTRODUCTION

Current management systems for warehouse and supermarket face challenges to fill thousands of inventory orders,
locate items, store goods in suitable environment and make
out daily record. Manual systems and inadequate desktop
applications act slowly and inaccurately, and fail to meet the
challenges as the business grows. Customers are dissatisfied
with the service levels, and, therefore, demand new generation warehouse and supermarket managements [1].
With the development of wireless sensor network (WSN)
and radio frequency identification (RFID), there are significant opportunities for next generation management system.
Research prototype sensor nodes (Mica Series [2], Telos [3],
XYZ Node [4] etc.) are designed and manufactured as well
as some commercial RFID solutions (e.g., Alien Technology [5], Zebra Technologies [6]), but all these are not suitable for the desired management system due to two main
reasons. 1) Energy. Life of sensor nodes or active RFID tags
is a big issue if batteries are used, because charging or
changing batteries seems impossible that there are hundreds
of thousands of goods within a large warehouse or supermarket. Clustering-based routing protocols are proposed [7]
to minimize energy dissipation of common sensor nodes, in
978-0-7695-3834-1/09 $26.00 © 2009 IEEE
DOI 10.1109/UBICOMM.2009.16
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which case the traffic load and energy consumption of sink
nodes are problems. 2) Cost & Size. A node might be
thrown away after customer buys one product having it.
Integration of smart devices into packaging, or better, onto
products themselves like tags will allow a small size and
significant cost saving. Thus, integration of chips and antennas into non-standard substrates like paper should be
considered. But all the existing sensor nodes use distributed
components integrated on PCB, which makes the whole
device expensive and large. Passive RFID tags are batteryfree, low cost and small of size, and now used in logistics,
but they lack the ability to get environment information.
And there isn’t a well organized system to transform lowlevel RFID data into meaningful, high-level information.
In contrast with existing solutions, we present twolayered network architecture, which uses IEEE 802.11b/g
for high layer network connections among master sensor
nodes (MSN) and server, and IEEE 802.15.4a for low layer
network connections between MSNs and sensor-enhanced
self-powered RFID tags that act as slave sensor nodes
(SSN). MSN integrated with a RFID reader is connected to
main power at fixed position, and can use a lot of electricity.
Smart tags scavenge energy from reader’s incident electromagnetic waves of interrogation signals, or draws directly
from surroundings such as IEEE 802.11 waves. The tags are
in sleep mode at most time slots, and consume instantaneous
large power only when they are waked up by the reader [8].
Using impulse ultra wideband radio (IR-UWB), tags can be
tracked by MSNs with centimeters positioning accuracy.
The radio chips of passive tags are implemented in 0.18μm
CMOS technology, and details can be found in the ISSCC
paper [9]. Integration and packaging on thin paper are tested
on flexible substrate such as liquid crystal polymer foils to
reduce tag cost and size [10].
The rest of this paper is organized as follows. Section 2
gives a brief introduction of IEEE 802.11 and IEEE
802.15.4a protocols. Section 3 introduces main functions
and protocol stack of the two-layered network. Section 4
describes the simulation environment in OMNeT++ and
performance analysis. Finally, Section 5 concludes this paper and discusses directions for future work.

II.

IEEE 802.11 AND IEEE 802.15.4A OVERVIEW

III.

IEEE 802.11b/g and IEEE 802.15.4a standards are employed in our proposed two-layered wireless sensor network.

TWO-LAYERED NETWORK

The challenge in designing the two-layered wireless
network for warehouses and supermarkets management systems is to find an efficient topology not only for short response time, high reliability and scalability of the system,
but also for the localization of goods and statistics.

A. IEEE 802.11b/g
IEEE 802.11b/g standards define the medium access
control (MAC) sub-layer and the physical (PHY) layer for
wireless local area networks (WLAN) [11]. The MAC layer
uses the carrier sense multiple access with collision avoidance (CSMA/CA) mechanism. The transmission of source
node will proceed if the medium is sensed idle for a distributed coordination function inter-frame space (DIFS) interval. Otherwise, the node defers its transmission, and generates a random back-off delay uniformly chosen in an interval called contention window (CW). The back-off timer is
decreased by one as long as the medium is sensed idle for a
back-off time slot. It will be frozen when another transmission is detected, and resumed when the channel is sensed
idle again for a DIFS interval. A DATA packet of the source
node is transmitted when the back-off timer becomes zero.
The destination node waits for a short inter frame spacing
(SIFS) interval and then transmits an ACK back to the
source node after receiving the packet correctly. If the
source node detects the ACK frame within a fixed timeout
period, the transmission between the two nodes succeeds.
Otherwise, a collision is assumed and the data packet is retransmitted after another random back-off period.
Both IEEE 802.11b and 802.11g operate at 2.4 GHz
ISM band with a maximum data rate of 11 Mbit/s and 54
Mbit/s respectively. IEEE 802.11b employs direct sequence
spread spectrum based transmission scheme, while IEEE
802.11g uses orthogonal frequency-division multiplexing.

A. Network Overview
The network architecture is illustrated in Figure 1. In the
high layer, different wireless stations (WS) communicate
with a central control unit via IEEE 802.11b/g air interface.
The central control unit (CCU) could be a computer, store
and processing all information reported from wireless stations within a warehouse or supermarket. It is also a gateway to external network (internet). Therefore, chain warehouses or supermarkets could be interconnected globally via
internet. The wireless stations act as master sensor nodes
and readers in term of RFID system, connecting to main
power to solve high power consumption problem as mentioned above.
These wireless stations distribute in fixed places within a
warehouse or supermarket, e.g., on the ceiling or the top of
shelves or check-out places, and each of them has a domain
range as shown within the dotted circle in Figure 1. One
MSN monitors hundreds of RFID tags that act as slave
nodes within its domain range by broadcasting query signals
that carry commands and energy to tags, and collecting information about items back from tags. The MSN together
with its SSNs constitute a local cell in the network and acts
as a cellular base-station. The MSN records the location
information of other tags as well which are not within its
domain range but can be sensed by it. Then the location of a
certain tag can be calculated by at least three referenced
MSNs based on time-of-arrival algorithm. Therefore, the
movement of the tag can be tracked. MSNs provide ad hoc
functionality so that data can be transferred via neighbors in
case of range or throughput limitations.
In the low layer, SSNs associate with their nearest MSN
via IR-UWB air interface, and send information collected
from sensors to the MSN when receiving a query from the
MSN or something emergent happens, e.g., goods fall onto
the ground or a fire takes place in the supermarket, that data
measured by sensors exceed predefined threshold values.

B. IEEE 802.15.4a
IEEE 802.15.4a standard is an amendment to IEEE
802.15.4 wireless personal area networks (WPAN) by specifying additional IR-UWB and chirp spread spectrum (CSS)
for PHY layer and ALOHA strategy for MAC sub-layer
[12]. Medium access within a WPAN is controlled by coordinator that may choose nonbeacon-enabled or beaconenabled modality. Nonbeacon-enabled modality does not
use explicit synchronization provided by coordinator and
adopts unslotted CSMA-CA strategy to access the medium.
While in the beacon-enabled modality, coordinator broadcasts a periodic beacon for synchronization. The period between two consecutive beacons defines a superframe structure that consists of the first slot for beacon and other 15
slots for contention access period (CAP) and contention free
period (CFP) of data communication. CFP is formed of
guaranteed time slots (GTS), and CAP adopts slotted
CSMA-CA mechanism. ALOHA is an alternative channel
access strategy of CSMA-CA, since it provides satisfactory
throughput in UWB networks for light and medium traffic
loads, and avoids the additional access delay.
The PHY layer is based on UWB and chirp signals technologies. The IR-UWB PHY is designated in three ranges:
below 1 GHz, between 3 and 5 GHz, and between 6 and 10
GHz, while the CSS PHY is designated to the 2.45 GHz
ISM band.

Figure 1. Two-layered Network Architecture for Warehouse/Supermarket
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SSNs scavenge energy from reader’s incident electromagnetic waves of query signals, or draws directly from
surroundings such as IEEE 802.11b/g waves of wireless
stations. In order to reduce the cost and size of SSN but due
to technology limitations for printed circuit on a paper substrate [13], printable humidity sensors are proposed to connect to RFID tags as well as some cheap and small temperature and acceleration sensors. Other high price or high power consumption sensors will be integrated into MSN to monitor the environment for special items, e.g., O2 and CO2 sensors are used for fresh foods.
Besides monitoring the goods environment, the twolayered network can assist for quality management and
market analysis. SSNs store the items information including
producer name, production date and shelf life etc. in their
local memory. MSNs then read the above information from
SSNs to get item identifications unified from the producer,
reducing the labor cost of record. The shelves with MSNs in
supermarkets are intelligent issuing refill orders automatically to the storage as items are sold, offering precise delivery from the wholesaler directly to the shelves. Statistics
based on the information collected by MSNs evaluate market feedback, e.g., which items are sold well.

SIMULATION AND RESULT ANALYSIS

In order to evaluate the performance of our proposed
network architecture, a simulation model was implemented
in OMNeT++ [14] which is a public-source, component
based and discrete event simulation environment. Based on
C++ and network description language, OMNeT++ is versatile for communication networks simulation, and easier to be
mastered than NS-2 [15] and OPNET [16] because of its
convenience for modularization and expandability.
A. Protocol Stack Configuration
According to the protocol stack description in Section 3
and the measurement of our radio chip, the parameter settings in OMNeT++ are listed in Table I [9].
We support dynamic association and disassociation of
end devices with coordinators. When a SSN moves from the
domain range of one MSN to the other, a handover is performed between the two MSNs in order to trace the SSN.
The SSN disassociates with its former MSN and associates
with the new one. This happens very often in the application,
e.g., customers take some commodities and ambulate in the
supermarket. Static model is used for MSNs and CCU since
they are installed in fixed places, while random mobility
model is employed by SSNs since the movement of customers cannot be predicted for instance.
The snapshot of simulation scenario is shown in Figure 3,
which presents a simple but impressive demo in the graphical interface of OMNeT++ with twelve slave sensor nodes
and four master sensor nodes.

B. Protocol Stack
The protocol stack of our two-layered wireless sensor
network is shown in Figure 2. The protocol stack of slave
sensor nodes relies on the IEEE 802.15.4a IR-UWB PHY
layer and data link layer, building up the network layer with
star topology and application layer for data collection from
sensors and data packing. Based on the IEEE 802.11b/g
PHY layer and data link layer, the central control unit does
statistical analysis on the application layer, using the data
transmitted by master sensor nodes via internet protocol (IP)
addressing for the network layer. Master sensor node uses a
hybrid protocol stack of the above two, merging and compressing the data from hundreds of slave sensor nodes and
then relaying them to the central control unit.
Star networks are chosen for the low layer network because they win an advantage over mesh or cluster-tree networks in term of robustness, latency and management.
MSNs use beacon-enabled mode to broadcast query signals
to SSNs. MSNs can shorten the beacon interval (BI) if higher sampling rate of items status is needed.

TABLE I.

Simulation Settings

Protocol Stack Parameters
Center Frequency
Date Rate
PHY
Tx Power
Rx Sensitivity
Average Noise per bit
Synchronization
MAC
NET
APP

Data Transfer Mode
Queue Buffer Size
Routing
Traffic Type
Payload Size

IEEE 802.15.4a
6.85 GHz
110 Kbps
0.56 mW
-72.5 dBm
-169 dBm
Beacon-enabled
ALOHA or
CSMA/CA
1
Star
Exponential
40 to 80 Bytes

IEEE 802.11b/g
2.4 GHz
2 Mbps
2 mW
-85 dBm
-110 dBm
Ad hoc
CSMA/CA
14
ARP
Relay
—

Figure 3. OMNeT++ Realization of the Two-layered Wireless Network

Figure 2. Protocol Stack of the Two-layered Wireless Sensor Network
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B. Simulation Results and Performance Analysis
The proposed architecture is targeted for real time application of warehouses and supermarkets, so the performance
is mainly evaluated in terms of the following two aspects:
•
•

heavy and the CSMA/CA medium sensing process doesn’t
avoid packet loss well. In Figure 4(b) and (d), the delays of
ALOHA approach are relatively stable and much better than
those of CSMA/CA when traffic load is high.
Based on the simulation results and above analysis, we
will give some suggestions for parameter settings for specific scenario requirements. When the number of nodes is
small and the payload is long, e.g., to monitor refrigerators
or washing machines in warehouses that means the goods
are big and expensive with lots of information collected and
stored in their RFID tags, it’s better to choose CSMA/CA
strategy with short beacon intervals, and increase the data
rate as well, e.g., from 110 Kbps to 1 Mbps or faster. Otherwise, it’s better to use ALOHA approach with relatively
long beacon intervals e.g., to detect the temperature and
humidity for packages of candy or fresh food in supermarkets.

Mean end-to-end delay — the average delay for a
single packet from the source SSN application layer
to the destination MSN application layer.
Normalized throughput — the average ratio of successful data packets to the ones generated in the application layer during a beacon interval.

These quantities are plotted against the average number
of slave sensor nodes for one master sensor node, which is
exponential-increased from 10 to 160 nodes. We keep the
super frame structure in active mode during a beacon interval (BI) for all the simulations since the system should deal
with emergencies in real time, and compare the efficiencies
of slotted ALOHA and slotted CSMA/CA strategies under
various parameter configurations.
Figure 4(a) shows the normalized throughputs under the
conditions of 1 second and 2 seconds beacon intervals with
a fixed 40 bytes payload. Number of successful data packets
transmission is reduced by tail packet drop when queue buffer is full and collisions when the traffic in radio channel is
crowded. When the traffic loads are light (400 to 800 bytes
per second), the statistical ratio of successful data transmission to generated data is more than 90%. The maximum
traffic capacity is more than 2200 bytes/s in CSMA/CA, and
more than 1500 bytes/s in ALOHA. The throughputs in
CSMA/CA mechanism are better than those in ALOHA
when the number of nodes is less than 100 since the clear
channel access (CCA) of CSMA/CA reduces the possibility
of data collisions. But when the number of nodes increases
to 160 or more, all the throughputs decrease sharply due to
high traffic loads. CSMA/CA process is even worse than
that of ALOHA because extra time spent on medium sensing in CSMA/CA makes the heavy traffic more crowded.
The normalized throughputs with 2 second beacon interval
are better than those with 1 second beacon interval, since the
traffic conditions are relatively light in the former case.
The curves for mean end-to-end delay in Figure 4(b)
show a similar but inverse trend compared with Figure 4(a).
The delays increase tardily below a level of around 0.02s
when the number of nodes is less than 100, but zoom to
about 0.15s in CSMA/CA when the number of nodes reaches 160. This long delay phenomenon can be explained by
the higher packet loss rate due to heavy traffic loads in radio
channel, more packet resend times and more time spent for
CCA. The delay decreases as beacon interval increases, and
more obviously when the number of nodes grows.
Figure 4(c) and (d) compare different payload affections
with a fixed 1 second beacon interval. Data packet with a
larger payload will take more time to be transmitted, that
makes the probability of collision increase in ALOHA mechanism. Hence, the normalized throughput of ALOHA
drops faster than that of CSMA/CA when the number of
nodes increases and the traffic is not saturated, but decreases
not as fast as that of CSMA/CA when the traffic becomes

V.

CONCLUSION AND FUTURE WORK

Future management system for warehouses and supermarkets will demand a low cost, low power but reliable solution with the Internet of Things technology. In this paper,
we have presented the two-layered wireless sensor network
and relative simulation results targeting for this application.
The novelty of this work includes: 1) the cost efficient model of the Internet of Things used for goods management in
large warehouses and supermarkets; 2) the simulation environment built up for the two-layered network based on the
IEEE 802.11b/g and the IEEE 802.15.4a protocols; 3) the
suggestions for the network settings dealing with specific
requirements based on the network performance analysis.
We will realize the IR-UWB localization algorithm and
develop power consumption module for each sensor node to
detect the power consumed in every step of the communication process in OMNeT++. For commercial usage, we will
design the hardware platform for our proposed network architecture including chip tape-out and system integration,
and do some field tests in the future.
ACKNOWLEDGMENT
This work was financially supported by VINNOVA
(The Swedish Governmental Agency for Innovation Systems) through VINN Excellence iPack Center’s program at
KTH (Royal Institute of Technology), Sweden.
REFERENCE
[1]

[2]
[3]

[4]

[5]

223

Internet of Things in 2020 – a road map for the future,
http://www.smart-systems-integration.org/public/internet-of-things/.
[Accessed: July 12, 2009].
J.L. Hill and D.E. Culler, “Mica: a wireless platform for deeply embedded networks,” Micro, IEEE Volume 22, Issue 6, Nov.-Dec. 2002.
J. Polastre, R. Szewczyk, and D. Culler, “Telos: enabling ultra-low
power wireless research,” Fourth International Symposium on Information Processing in Sensor Networks, Apr. 2005.
D. Lymberopoulos and A. Savvides, “XYZ: a motion-enabled, power
aware sensor node platform for distributed sensor network applications,” Proceedings of Information Processing in Sensor Networks
(IPSN), Apr. 2005.
Alien Technology, http://www.alientechnology.com/. [Accessed: July
12, 2009].

and Packaging and Component Failure Analysis (HDP), Jun. 2006.
[11] IEEE Std. 802.11 -2007: Wireless LAN Medium Access Control
(MAC) and Physical Layer (PHY) Specifications.
[12] IEEE Std. 802.15.4-2006 and 802.15.4a-2007: Wireless Medium
Access Control (MAC) and Physical Layer (PHY) Specifications for
Low Rate Wireless Personal Area Networks (WPANs) and Amendment 1.
[13] Ee Lim Tan, Wen Ni Ng, Ranyuan Shao, Brandon D. Pereles, and
Keat Ghee Ong, “A wireless, passive sensor for quantifying packaged
food quality,” Sensors,Volume 7, Aug. 2007.
[14] OMNeT++ Homepage, http://www.omnetpp.org/. [Accessed: July 12,
2009].
[15] The Network Simulator – NS-2, http://www.isi.edu/nsnam/ns/. [Accessed: July 12, 2009].
[16] OPNET Homepage, http://www.opnet.com/. [Accessed: July 12,
2009].

[6]

Zebra Technologies, http://www.zebra.com/. [Accessed: July 12,
2009].
[7] Chengfa Li, Mao Ye, Guihai Chen, and Jie Wu, “An Energy-Efficient
Unequal Clustering Mechanism for Wireless Sensor Networks,” Proceedings of the Second IEEE International Conference on Mobile Adhoc and Sensor Systems (MASS), Nov. 2005.
[8] Z. Zou, M. Baghaei-Nejad, H. Tenhunen, and L.-R. Zheng, “An efficient passive RFID system for ubiquitous identification and sensing
using impulse UWB radio,” Elektrotechnik und Informationstechnik,
Volume 124, Nov. 2007.
[9] M. B. Nejad, D. S. Mendoza, Z. Zou, S. Radiom, G. Gielen, Li-Rong
Zheng, and H. Tenhunen, “A Remote-Powered RFID Tag with
10Mb/s UWB Uplink and -18.5dBm-Sensitivity UHF Downlink in
0.18ȝm CMOS,” IEEE International Solid-State Circuits Conference
(ISSCC), Feb. 2009.
[10] Li-Rong Zheng, M.B. Nejad, S. Rodriguez, Lu Zhang, and H. Tenhunen, “System-on-flexible-substrates electronics for future smart- intelligent world,” Conference on High Density Microsystem Design

0.16

Mean end-to-end Delay (s)

Normalized Throughput

1
0.9
0.8
0.7
0.6
0.5
0.4
0.3
0.2
0.1

ALOHA, BI
ALOHA, BI
CSMA/CA,
CSMA/CA,

= 1s
= 2s
BI = 1 s
BI = 2 s

0
1
10

10

Mean end-to-end Delay (s)

Normalized Throughput

0.8
0.7
0.6
0.5
0.4
0.3

0
1
10

ALOHA, BI
ALOHA, BI
CSMA/CA,
CSMA/CA,

= 1 s
= 2 s
BI = 1 s
BI = 2 s

0.1
0.08
0.06
0.04
0.02

2

10

0.25

1

0.1

0.12

0
1
10

2

0.9

0.2

0.14

ALOHA, Payload = 40 bytes
ALOHA, Payload = 80 bytes
CSMA/CA, Payload = 40 bytes
CSMA/CA, Payload = 80 bytes

0.2

ALOHA, Payload = 40 bytes
ALOHA, Payload = 80 bytes
CSMA/CA, Payload = 40 bytes
CSMA/CA, Payload = 80 bytes

0.15

0.1

0.05

0
1
10

2

10

Figure 4. Simulation Results for Exponential-Increased Number of Slave Sensor Nodes

224

2

10

Paper 4

COSMO: CO-Simulation with MATLAB and OMNeT++
for Indoor Wireless Networks
In Proceedings of the 53rd IEEE Global Telecommunications Conference (GLOBECOM 2010), Miami, USA, Dec. 610, 2010.

This full text paper was peer reviewed at the direction of IEEE Communications Society subject matter experts for publication in the IEEE Globecom 2010 proceedings.

COSMO: CO-Simulation with MATLAB and
OMNeT++ for Indoor Wireless Networks
Zhi Zhang1, 2, Zhonghai Lu1, Qiang Chen1, Xiaolang Yan2, Li-Rong Zheng1
1

iPack VINN Excellence Center, Royal Institute of Technology (KTH), Stockholm, Sweden
2
Institute of VLSI Design, Zhejiang University, Hangzhou, China
zhang2@kth.se, zhangz@vlsi.zju.edu.cn

Abstract—Simulations are widely used to design and evaluate
new protocols and applications of indoor wireless networks.
However, the available network simulation tools face the
challenges of providing accurate indoor channel models, threedimensional (3-D) models, model portability, and effective
validation. In order to overcome these challenges, this paper
presents a new CO-Simulation framework based on MATLAB
and OMNeT++ (COSMO) to rapidly build credible simulations
for indoor wireless networks. A hierarchical ad hoc passive RFID
network for indoor tag locating is described as a case study,
demonstrating the significance and efficiency of COSMO
compared with other network simulators. COSMO surpasses
other network simulators in terms of workload and validity.
Keywords—Co-simulation; Indoor wireless networks; Indoor
channel model; Passive RFID

I. INTRODUCTION
Wireless networks, such as mobile ad hoc networks (MANET), wireless sensor networks (WSN) and radio frequency
identification (RFID), are growing rapidly in both size and
complexity and have been widely used in indoor applications,
e.g., environment surveillance, home automation control, indoor real-time locating, etc. This leads to a great effort by researchers to design new protocols and algorithms for indoor
wireless networks. Field experiments with hardware prototype
and embedded software are highly realistic and credible, but
cost too much time for designing the hardware, building up the
wireless networks and running lots of experiments in a wide
variety of settings. Additionally, most measurements are not
repeatable and require a high effort. Therefore, simulations are
indispensable and employed by many researchers to solve the
problems of configurability and repeatability [1].
Network simulation tools, such as NS-2 [2], OPNET [3],
OMNeT++ [4], etc., support wireless modeling, a variety of
communication protocols, and large-scale networks with up to
thousands of wireless nodes. However, they face the following
challenges to simulate indoor wireless networks:
1. Accurate channel models are crucial but are difficult to be
built the same as real sensing channels in indoor environments due to various obstacles that lead to shadowing
and multipath propagation [5]. And it becomes more
complex to build accurate indoor channel models for mobile wireless nodes.
2. Three-dimensional (3-D) models are required by many
indoor scenarios where wireless nodes are deployed in 3D space and each dimension of the wireless network cannot be ignored compared with the other two.

3.

4.

The portability and reusability of models are needed in
order to accelerate the development of a wireless network
with a simulation tool. It’s tedious and time-consuming to
implement and debug some models or algorithms that are
full-fledged in another simulator.
It is difficult to validate the simulation results. Other simulators and theoretical analysis are frequently used for
validation, but this process requires much time and effort.

In order to overcome the above challenges for the existing
network simulation tools, there is a need for a new kind of
simulation framework for indoor wireless networks.
The main contribution of this paper is to provide a new COSimulation framework based on MATLAB and OMNeT++
(COSMO) for indoor wireless networks. COSMO provides
accurate indoor channel models and 3-D models, and has the
ability of self-validation. Fast design and credible simulations
can be achieved by using COSMO.
COSMO combines the strengths of MATLAB and OMNeT++. An indoor wireless network is divided into different
layers, and each layer is partitioned into two kinds of tasks,
computation tasks and control and communication tasks. Prebuilt models and powerful functions in MATLAB can be used
to realize the computation tasks, while protocol models in
OMNeT++ can be adopted to implement the control and
communication tasks. The MATLAB models are then compiled to header files and shared libraries, and integrated into
OMNeT++. The proposed framework does not need synchronization technologies compared with that using the MATLAB
engine. The simulation results in MATLAB can be used as a
validation of the co-simulation results.
We conduct a case study to show the significance and efficiency of COSMO. A hierarchical ad hoc passive RFID network is built to locate the items of a grocery store in COSMO.
The co-simulation results reveal that the RFID network can
locate static objects with 0.8 m average accuracy and track up
to 500 mobile objects at 3 m/s maximum speed with 1 m average accuracy. The design of this RFID network by using
COSMO requires less workload and supports self-validation
compared with that by using other network simulators.
The rest of this paper is organized as follows. Section II
discusses the advantages and disadvantages of current simulation tools and co-simulation frameworks. Section III introduces the usage of COSMO and accurate channel models. Section
IV details a case study on COSMO by using a hierarchical ad
hoc passive RFID network for real-time tag locating, and
compares COSMO with other network simulators. Finally,
Section V concludes the paper and discusses the future work.
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II. RELATED WORKS
A. Simulation Tools
NS-2 is the most popular simulation tool for networks at
present. However, NS-2 lacks customization and does not
have a graphical interface or hierarchical models. OPNET and
OMNeT++ support custom packet formats, graphical interfaces and hierarchical models with arbitrarily depth. OMNeT++
supports customized and parameterized topology, while OPNET only supports fixed topology. The scalability of OMNeT++ is much larger than that of NS-2, and is better than that
of OPNET. OMNeT++ supports graphical runtime environment, automatic animation and object inspectors which make
tracing and debugging in OMNeT++ much easier and faster
than that in NS-2 or in OPNET [6]. These network simulators
provide plenty of models for wireless networks, such as wireless fidelity (Wi-Fi), WSN, MANET, etc. However, they often
assume that signal propagation is a simple function of distance. Extra time and effort are required to build accurate
channel models for indoor wireless networks in the network
simulators.
MATLAB has accurate physical models and lots of powerful functions such as hist, fft, find, etc., and supports matrix
operation for complex algorithms. However, MATLAB is
discommodious for scheduling algorithms [1]. And MATLAB
is an interpreted language which leads to a slow simulation
speed for large wireless networks. Therefore, co-simulation
frameworks are required to solve the above problems.
B. Co-Simulation Frameworks
1) PiccSIM
Platform for integrated communications and control design,
Simulation, Implementation and Modeling (PiccSIM) is a cosimulation platform for wireless networked control systems
(WNCS) [7]. The platform consists of one computer running
MATLAB and the PiccSIM Toolchain for system design and
simulation, and another computer running NS-2 on Linux for
network simulation. PiccSIM coordinates MATLAB/ SIMULINK and NS-2 using TCP/UDP packets for the communication between the two computers.
PiccSIM extends the NS-2 simulator with an indoor radio
propagation model which takes a grayscale picture of the environment to portray different wall materials using different
attenuation factors. The losses due to the shadowing from
walls are added to the overall path loss. Additionally, PiccSIM
can create embedded code automatically from the SIMULINK
simulation model to actual wireless nodes. However, extra
effort has to be spent on the accurate synchronization problem
between SIMULINK and NS-2. This increases the complexity
for debugging programs and validating the simulation results.
2) OPNET-SIMULINK Co-Simulation
The OPNET-SIMULINK co-simulation platform [1] provides an approach for WNCS simulation based on OPNET and
SIMULINK. Both simulators execute in parallel synchronously and interactively. OPNET acts as the master simulator and
maintains the co-simulation time. Two MATLAB engine
servers are invoked by the OPNET plant and controller nodes
to execute the plant and the SIMULINK models respectively.
Like PiccSIM, this platform needs a complicated synchronization mechanism between the OPNET and the SIMULINK

models. The synchronization problems exist when two simulation tools run simultaneously. This is a disadvantage of using
the MATLAB engine compared with a compiled stand alone
shared library solution which is proposed in our co-simulation.
III. CO-SIMULATION WITH MATLAB AND OMNET++
A. COSMO-based design procedure
The procedure of using COSMO for indoor wireless network simulation has five phases as shown in Fig. 1: specification, partition, coding, integration, and validation.
1) Specification
Define the objectives of the simulation clearly and address
the specific issues of the target indoor wireless network.
2) Partition
The indoor wireless network can be divided into different
layers. Then each layer can be partitioned into two kinds of
tasks, computation (Comput.) tasks and control and communication (CC.) tasks. The computation tasks are defined as the
tasks for signal processing, matrix operation and complex algorithms that can be realized easily or have well-developed
models in MATLAB. Other tasks, such as scheduling tasks,
are classified as control and communication tasks.
3) Coding
The computation tasks and control and communication
tasks are implemented in MATLAB and OMNeT++ respectively. Some test files or data are employed for debugging
these tasks. The algorithms can be improved and the network
communication process can be tested. Moreover, some of the
system configurations can be fixed, and preliminary simulation results can be obtained at this stage.
4) Integration
Compile the MATLAB codes into .h, .lib, .ctf and .dll files,
and add these files as well as the mclmcrrt.lib file into OMNeT++. The functions, mclInitializeApplication(NULL,0) and
mclTerminateApplication(), are called to initialize and terminate the MATLAB compiler runtime (MCR) respectively.
Then test data are used to debug and optimize the simulation.
Specification:
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Figure 1. COSMO-based Design Procedure

978-1-4244-5638-3/10/$26.00 ©2010 IEEE

This full text paper was peer reviewed at the direction of IEEE Communications Society subject matter experts for publication in the IEEE Globecom 2010 proceedings.

5) Validation
The co-simulation results in OMNeT++ are compared with
those obtained in MATLAB. This is a validation of the cosimulation results. COSMO has the ability of self-validation
which is an advantage over other network simulators.
B. Indoor Channel Models
Accurate 3-D indoor channel models are provided in
COSMO. Both large-scale fading and small-scale fading are
considered for indoor wireless networks. Large-scale fading is
caused by the gradual loss of received signal power with the
transmitter-receiver separation distance, and is often modeled
using a zero-mean Gaussian distribution with a standard deviation according to the log-distance path loss model. And
small-scale fading is explained by the multipath propagation
of radio signals, and has the typical near worst-case margin of
20-30 dB [8].
The large-scale fading of the channel model in COSMO can
be expressed as follows:
ܮ ሺ݀ሻሺ݀ܤሻ ൌ ܮ௦ ሺ݀ ሻሺ݀ܤሻ  ͳͲ݈݊݃ଵ ሺ݀Ȁ݀ ሻ  ܺఙ ሺ݀ܤሻሺͳሻ
where ܮ ሺ݀ሻ is the path loss, ݊ is the path loss exponent, ݀ is
the reference distance which is typically 1 m for indoor channel, and ܮ௦ ሺ݀ ሻ is the path loss at reference distance ݀ which
is typically obtained through field measurements. ܺఙ is a zero
mean Gaussian random variable with standard deviation ߪ in
decibels.
In order to model the radio propagation of mobile wireless
nodes, slow fading and fast fading are considered for smallscale fading [8] in COSMO. Slow fading arises when the time
duration that the channel behaves in a correlated manner is
long compared to the time duration of a transmission symbol.
Otherwise, fast fading occurs which leads to distortion of the
baseband pulse shape. When there is no line-of-sight (LOS)
signal component, the envelope of small-scale fading is statistically described by a Rayleigh probability density function
(PDF). Otherwise, when there is a dominant LOS propagation
path, the envelope of the received signal is described by a Rician PDF.

A. The procedure of using COSMO for the case study
The simulation procedure for tag locating with passive RFID network in COSMO is shown in Fig. 2.
1) Specification
We employ a hierarchical ad hoc passive RFID network
with the use of Received Signal Strength Indicator (RSSI) and
reference tags to localize the target tags in the simulation. The
network deployment in the grocery store is shown in Fig. 3.
The readers are fixed on the ceiling with a height of 3 m and
ad hoc connected, composing a cellular network. The reference tags are attached on the shelves on two layers. Each cell
ଵ
ଵ
covers 24 reference tags on average (ͳͶ  ଶ ൈ ͳʹ   ଷ ൈ ͳʹ ൌ
ʹͶ), since some reference tags are on the borders of neighboring cells. The master reader sends command signals to the tags,
while the assistant readers only listen and record responses
from the tags. At the end of a read cycle, readers send tag
identification (ID) and relative RSSI information to the server
via Wi-Fi connection based on IEEE 802.11g protocol. Then
the server calculates the 3-D coordinates of target tags. This
system aims to realize 1 m average accuracy to locate static
and mobile tags in the 3-D grocery scenario.
The reason why we use RSSI based techniques is that RSSI
based locating does not require additional hardware cost or
complex signal processing compared with time based and angle based techniques [11]. Readers supplied by many companies, such as Alien Technology and Impinj, can obtain the
RSSI information. Theoretically, the RSSI can be converted
into the distance between the transmitter and the receiver as
indicated in many propagation models. However, in practice,
the RSSI measurement in the indoor environment can be influenced seriously by the reflection and absorption of radio
signals, severe multipath phenomenon, and the environment
factors such as temperature and humidity. LANDMARC is
one of the effective RSSI based methods that use reference
tags and the k-nearest neighbor (kNN) algorithm [12] to improve tracking accuracy.
A Hierarchical Ad Hoc Passive RFID Network for Indoor Tag Locating
PHY

IV. A CASE STUDY
Nowadays, the inventory management processes have been
automated by retailers to meet customer demand and reduce
costs. However, the overall inventory accuracy of a global
retailer is only 51% due to misplaced items [9]. RFID locating
technologies can be used to reduce the chance of items misplacement, and also can help the operators to find the misplaced items. Compared with active RFID locating, passive
RFID locating is more attractive for inventory management
because of the low-cost, battery-free and maintain-free features of passive tags.
We conduct a case study on COSMO to simulate the locating of inventory items in a grocery store by using Electronic
Product Code Class-1 Generation-2 (EPC C1 G2) Ultra High
Frequency (UHF) [10] passive RFID networks. We compare
COSMO with other network simulators for simulating the
same passive RFID network in order to show the significance
and efficiency of COSMO.
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Figure 2. The Procedure of using COSMO for Indoor Tag Locating

978-1-4244-5638-3/10/$26.00 ©2010 IEEE

This full text paper was peer reviewed at the direction of IEEE Communications Society subject matter experts for publication in the IEEE Globecom 2010 proceedings.

Overlook

3D View
MR

AR
II

I

V

VII

VI
(19)

RT

III

III

IV

(20)

(21)
(27)

(37)

(33)

(3)

(1)

(30)

(36)

(14)
(17)

TT
(19)
(22)

(35)

V

(7)
(10)

(37)
I (38)

(21)
(24)

(27)
(30)

(1)
(4)

(3)
(6)

(33)
(36)
(26)
(29)

(25)
(28)

II
(2)
(5)

(9)
(12)

(15)
(18)

(20)
(23)

Shelf

(8)
(11)

(13)
(16)

IV

(32)
(4)

(23)

Cell

(32)
(35)
(31)
(34)

VII

VI
Master Reader (MR)

Assistant Reader (AR)

Reference Tag (RT)

Target Tag (TT)

Figure 3. The Hierarchical Ad Hoc Passive RFID Network in a 3-D environment
TABLE I
SIMULATION SETTINGS

Reader
(Speedway
Revolution)
Tag
(ALN-9634)

Parameters
Operating Frequency
Transmit Power
Max Receive Sensitivity
Data Rate (Reader to Tag)
Operating Frequency
Sensitivity during Read
Data Rate (Tag to Reader)

Value
900 MHz
30 dBm
-82 dBm
80 kbps
900 MHz
-18 dBm
320 kbps

We set up the simulation according to the parameters of
Impinj’s Speedway Revolution reader [13] and Alien Technology’s tag, ALN-9634 [14], as shown in Table I. We assume
the passive tags behave equally and ignore the computing time
of the server in the simulation.
2) Partition
The hierarchical ad hoc passive RFID network is partitioned into four layers: physical (PHY) layer, medium access
control (MAC) layer, network (NET) layer, and application
(APP) layer.
According to the requirements of the network specification,
channel model, radio modulations and tag locating algorithm
are partitioned into computation tasks which will be implemented in MATLAB first. The control and communication
tasks, such as the MAC layers of EPC C1 G2 protocol and
IEEE 802.11g protocol, are achieved in OMNeT++ directly.
a) Channel Model
For large-scale fading in Equation (1), n is equal to 1.81
and ߪ is 5.2 dB for a carrier frequency of 900 MHz in the grocery store according to the measurements in [15].
For small-scale fading, the time duration of a transmission
symbol,ܶ௦ , and the channel coherence time, ܶ , should be
compared. ܶ௦ is less than 1 ms according to the symbol length
defined in the EPC C1 G2 protocol and the data rate in Table I.
ܶ is defined as follows [8]:
ͲǤͶʹ͵
ܶ ൌ
݂ௗ
where ݂ௗ is Doppler spread, and ݂ௗ ൌ ܸȀߣ. ܸ is the relative
velocity between the transmitter and the receiver, and ߣ is the
signal wavelength. In our simulation, the readers are static and

the maximum speed of the mobile tags is 3 m/s. For the case
of the 900 MHz mobile radio, ܶ is 47 ms which is much
longer than ܶ௦ . Therefore, the slow fading is introduced which
means the fading character of the channel is expected to remain unchanged during the transmission of a symbol. The
static Rayleigh fading channel is adopted to model the smallscale fading.
b) Locating Algorithm
3-D kNN algorithm is used in our simulation. Suppose n
readers have received the response from one target tag and
perceived m reference tags. We define the RSSI vector of a
target tag as ܵ ൌ ሺܵଵ ǡ ܵଶ ǡ ǥ ǡ ܵ ሻ where ܵ denotes the RSSI of
the target tag perceived on reader i, where ݅  אሺͳǡ ݊ሻ. For reference tags, ߠ ൌ ሺߠ ଵ ǡ ߠ ଶ ǡ ǥ ǡ ߠ  ሻ where ߠ  denotes the RSSI
of the j-th reference tag perceived on reader i, where ݆ א
ሺͳǡ ݉ሻǡ ݅  אሺͳǡ ݊ሻ . The Euclidean distance is defined as
ܧ ൌ ටσୀଵሺߠ  െ ܵ ሻଶ , where ݆  אሺͳǡ ݉ሻǡ ݅  אሺͳǡ ݊ሻ . Then
select k nearest reference tags from the m reference tags. The
weighting factor of the j-th reference tag is defined as follows:
߱ ൌ

ͳȀܧଶ
ሺʹሻ

σୀଵ ͳȀܧଶ

where ݆  אሺͳǡ ݇ሻ. The target tag’s 3-D position, ሺݔ ǡ ݕ ǡ ݖ ሻ,
can be calculated with the following equation:


ሺݔ ǡ ݕ ǡ ݖ ሻ ൌ 

߱ ȉ ൫ݔ ǡ ݕ ǡ ݖ ൯ሺ͵ሻ

ୀଵ

where ൫ݔ ǡ ݕ ǡ ݖ ൯ is the 3-D coordinate of the j-th reference tag.
The error between the actual position of the target tag,ሺݔǡ ݕǡ ݖሻ,
and the calculated coordinate,ሺݔ ǡ ݕ ǡ ݖ ሻ, can be calculated as
follows:
݁ ൌ ඥሺ ݔെ ݔ ሻଶ  ሺ ݕെ ݕ ሻଶ  ሺ ݖെ ݖ ሻଶ ሺͶሻ
c) Other Models
The Rayleigh fading model, the amplitude-shift keying
(ASK) modulation model for the PHY layer of EPC C1 G2
protocol and the orthogonal frequency-division multiplexing
(OFDM) modulation model for the PHY layer of IEEE
802.11g protocol have been well developed in MATLAB. The
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MAC layer of IEEE 802.11g protocol and the TCP/IP based
NET layer of Wi-Fi are available in the INET Framework in
OMNeT++. These models can be adopted directly in COSMO.
3) Coding
a) Coding in MATLAB
The accurate 3-D indoor channel model, ASK modulation
for EPC C1 G2 protocol, OFDM modulation for IEEE
802.11g protocol, and 3-D kNN tag locating algorithm are
implemented and debugged in MATLAB. The 3-D model is
embodied via the channel model and tag locating algorithm.
There are three main factors for the locating error of static
tags: the measurement error of RSSI caused by the reader receiver and radio interference among tags, the quantization
error of RSSI caused by the reader receiver, and the methodical error caused by the kNN algorithm. For real time locating
of mobile tags, one more factor for the locating error is the
processing delay which is defined as the time from tag identification by one reader to the position computation for the tag
by the server. The processing delay is a key factor when a
large number of tags exist and they move fast. The measurement error of RSSI caused by interference among tags and the
error caused by processing delay are not considered at this
stage in MATLAB due to the lack of simulating the communication protocols for the RFID network, but will be considered
in the integrated simulation environment in OMNeT++ later.
In order to achieve 1 m locating accuracy, the cellular diameter is set to 6 m and the distance between two adjacent
reference tags is 1.5 m. The two layers of reference tags are
deployed with the heights of 0 m and 1.5 m respectively. The
locating accuracy obtained by MATLAB simulation for static
tags is 0.792 m.
b) Coding in OMNeT++
As mentioned above, the control and communication tasks
are implemented in OMNeT++ directly, including the realization of the MAC layer of EPC C1 G2 protocol. At this stage,
we use a simplified channel model which is provided in the
INET Framework in OMNeT++ to debug the communication
protocols of the RFID network. The simulation results as
shown in Fig. 4 indicate that the processing delay is almost a
linear increasing function of the number of tags. The server
can receive the information of around 600 tags per second.

Figure 4. The Processing Delay in OMNeT++

4) Integration
The MATLAB models are compiled into .h, .lib, .ctf
and .dll files, and integrated in OMNeT++. The accurate 3-D
indoor channel model, the 3-D kNN algorithm and the communication protocols are all available for real-time tag locating in the integrated simulation environment at this moment.
All the factors for the locating error mentioned above are considered in the simulation.
5) Validation
As shown in Fig. 5, the locating error for the static tags is
around 0.8 m, almost remaining unchanged when the number
of tags increases. However, the error increases observably
from 100 to 900 tags when tags move randomly with a maximum speed of 3 m/s. The proposed hierarchical ad hoc passive
RFID network can locate static tags with 0.8 m average accuracy and track up to 500 mobile tags at this speed with an average accuracy of 1 m. The locating error becomes larger
when the maximum speed of the mobile tags increases as
shown in Fig. 6, and linearly grows when the maximum speed
of the mobile tags exceeds 3m/s.

Figure 5. The Locating Error (Maximum Speed = 3 m/s)

Figure 6. The Locating Error for 500 Tags in OMNeT++
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The simulation results in MATLAB can validate the results
in OMNeT++. The locating accuracy of one tag in MATLAB
with the processing delay as shown in Fig. 4 can be used to
estimate the locating accuracy for multiple tags. For simplicity,
we assume the time when this tag is identified in a read cycle
follows a uniform distribution between the minimum and the
maximum processing delay. Then we run 1000 read cycles
and calculate the average locating error of this tag. Since this
tag may be identified at different time slot in each cycle, the
average error is an approximation for multiple-tag situations.
As shown in Fig. 5, the estimations in MATLAB agree with
the results in OMNeT++ for both static and mobile tags.
B. Development: COSMO vs. Other Network Simulators
When the same passive RFID network is built in other network simulators such as NS-2, OPNET and OMNeT++, the
workload, ୗ , can be partitioned into six parts as follows:
ୗ ൌ ଵ  ଶ  ଷ  ସ  ହ   ሺͷሻ
• ଵ — the workload for building the 3-D indoor channel
model including the large-scale fading and the static
Rayleigh fading;
• ଶ — the workload for building the radio modulations
including the ASK modulation for the PHY layer of
EPC C1 G2 protocol and the OFDM modulation for the
PHY layer of IEEE 802.11g protocol;
• ଷ — the workload for implementing the 3-D kNN algorithm;
• ସ — the workload for implementing the MAC layer of
EPC C1 G2 protocol;
• ହ — the workload for implementing other control and
communication tasks, such as the MAC layer of IEEE
802.11g protocol and the TCP/IP protocol that are
available in the network simulator;
•  — the workload for validating the simulation results.

less than  . The simulation time for this case in COSMO is
approximately equal to that in OMNeT++.
V. CONCLUSION AND FUTURE WORK
This paper presented COSMO which is a new co-simulation
framework for indoor wireless networks based on MATLAB
and OMNeT++. A specific indoor wireless network is first
divided into different layers, and each layer is partitioned into
computation tasks and control and communication tasks.
Many sophisticated models and functions in MATLAB and
network models in OMNeT++ can be adopted directly to realize some of these tasks. The MATLAB models are then integrated into OMNeT++. This method does not need synchronization technologies between two simulation tools and is convenient for debugging compared with those using the network
simulators to invoke the MATLAB engine. The simulation
results in MATLAB are references and can validate the cosimulation results in OMNeT++.
A hierarchical ad hoc passive RFID network for indoor tag
locating is built as a case study to show the significance and
efficiency of COSMO. The design of this case in COSMO can
decrease half of the workload and validate its simulation results compared with that in other network simulators.
In the future, we will enhance COSMO with more models
and libraries to enlarge its application scope and explore its
further potentials.
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Abstract—Internet of Things technologies makes it possible to
trace when and where the excellent food or wine is spoiled or
loses perfect taste in logistics and retail. This paper describes a
system using a two-layered wireless sensor network to monitor
the supply chain from manufacturer to consumer, including the
network topology, application software on server, and sensor
node hardware. It employs GSM/GPRS as the high layer network
and semi impulse ultra-wideband radio (IR-UWB) for the low
layer communication. We propose GSM Cell-ID location technology for tracking the goods transportation, and time-of-arrival
method for local positioning. Finally, the first version of the system implementation and future work are presented.
Keywords—Two-layered Wireless Sensor Network, Internet of
Things, GSM/GPRS, semi IR-UWB, Cell-ID Positioning

I.

INTRODUCTION

In the last few years the trading of fresh food and wine
between countries has increased, and because of the delicate
nature of these products, the amount of losses has also increased. Just in the European market 10% of fresh fruits and
vegetables coming from different parts of the world are damaged during transportation [1]. This leads to an over cost of 10
billion Euros per year that can be somewhat saved by finding
problems involved in the logistic process as well as an appropriate solution. Europe is traditionally spoiled with excellent
food and wine where the quest for the perfect taste has been
ongoing for centuries [2]. It is invaluable that products would
generally be of higher quality when they reach shops and end
consumers. Thus, products should be kept in suitable environment in logistics and retail, and be tracked and monitored
by some sensor networks continuously through entire logistic
process over wide area.
Research prototype sensor nodes (Mica Series [3], Telos
[4], XYZ Node [5] etc.) are designed and manufactured, but
all these sensor nodes are not suitable for monitoring the
supply chain in logistics and retail mainly due to two reasons.
1) Coverage. Products come from different parts of the world,
so the tracking network must cover a pervasive range of different countries. But the existing sensor nodes are 802.15.4 or
802.11 based implementations the coverage of which is only a
network of personal area or local area. Some commercial radio
frequency identification (RFID) solutions from, such as Alien
Technology [6], Zebra Technologies [7], Avery Dennison [8]
etc., may track goods through the whole supply chain but only
at a number of given checking points since the deployment of
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RFID readers can’t be at anywhere, and they lack the ability to
get environment information as well. 2) Cost & Size. A node
might be thrown away after customer buys one product having
it. Integration of smart devices into packaging, or better, onto
products themselves like tags will allow a small size and significant cost saving. Thus, the use of integration of chips and
antennas into non-standard substrates like paper should be
considered. But all the existing sensor nodes use distributed
components integrated on PCB, which makes the whole device expensive and large.
In contrast to existing nodes and RFID systems, we propose a two-layered wireless sensor network that can track
goods and monitor their environment condition during entire
logistic process in wide area over the borders of countries.
GSM/GPRS (Global System for Mobile communication /
General Packet Radio Service) is used as the high layer network. Its coverage is all but pervasive across the borders of
more than 212 countries and territories, far outreaching the
coverage of 802.15.4 and 802.11 networks. Moreover, GSM
operates in licensed bands, and thus does not suffer from interference from other devices working in the same bands. The
high expense and complexity of cellular systems makes the
GSM network evolving slowly, resulting in a stable environment in which our tracking system can work for a long period
before any recalibration. For the low layer network, we use an
innovative, self-powered passive RFID tag combined with
sensors as slave sensor nodes (SSN), and semi IR-UWB air
interfaces between master sensor nodes (MSN) and SSN [9].
The radio chips were designed in a 0.18μm CMOS process.
Integration and packaging on thin paper are tested on flexible
substrate such as liquid crystal polymer foils [10].
The main contribution of this paper is that we propose a
reliable and cost-effective solution using two-layered wireless
sensor network that will provide the ability to track and monitor in real time and at anywhere if products are kept under
suitable conditions in whole supply chain, and doing statistics
and market feedback analysis based on the collected data.
The rest of this paper is organized as follows. System architecture of the two-layered network and the hardware architectures of MSN and SSN are described in Sections 2 and 3,
respectively. The software on the control server is described in
Section 4. First version of the system implementation is given
in Section 5. Finally, conclusions and discussions on future
work are made in Section 6.

II.

SYSTEM ARCHITECTURE OF TWO-LAYERED NETWORK

A. Network Overview
The challenge in designing the wireless sensor network to
monitor goods transportation and retail is to find an efficient
topology not only for short response time, high reliability and
scalability of the system, but also for the localization of items
with a required accuracy. Considering large geographical region during a cross country transportation which is very
common in Europe, we use a GSM/GPRS module for each
MSN to connect to the ubiquity GSM cellular network without
installing new network equipment such as base stations, and
without knowing the complex communication protocol in details. Semi UWB with asymmetric wireless links is suggested
for local communication between MSN and SSNs. A MSN
broadcasts UHF signals carrying commands, clock information and energy to SSNs, whereas IR-UWB is used in the uplink [10]. The system architecture of the two-layered wireless
sensor network is shown in Fig. 1.
In this architecture, a SSN in/on a certain item is used to
collect the data values measured by sensors. The obtained data
are sent to MSN, when the MSN sends a request to a certain
node or something emergent happens, e.g. a truck crash occurs
or a fire takes place in the supermarket so that data measured
by sensors exceed the predefined threshold values. Besides
monitoring the environment of all the item boxes during the
whole supply chain, the MSN pre-processes these data and
sends all the information to a database server via GSM/GPRS
wireless network. The database server can be accessed with a
password, and offers FTP service with the collected data for
further data statistics and analysis. The administrator can track
and monitor the whole process in real time by using application software on the control server, e.g. polling some MSNs to
get their statuses or changing the threshold values of MSN’s
sensors or changing the sampling rate of a MSN. The information on the database server can be accessed via Internet (FTP
or on-line web). If emergence happens when the administrator
is off duty, the server could alarm the administrator by sending
short messages to his mobile phone or an E-mail to his laptop
via GPRS.

B. Localization of Sensor Nodes
Location awareness is very important in this application,
because the administrators want to know in real time where
the items are, and which has some problems. GPS is one of the
most popular positioning technologies because it provides
world wide coverage and high accuracy. However, the main
flaw of GPS technology is that it only works in open spaces
where the satellites signal can be received, failing in narrow
streets or inside buildings. Furthermore, in wireless sensor
networks, GPS is expensive in terms of cost and energy consumption.
We propose cell-ID positioning in this application for
tracking goods transportation, in which a mobile terminal is
located by identifying the GSM network cell to which it is
associated. ITU assigns a Mobile Country Code (MCC) to
each country and a Mobile Network Code (MNC) to each cellular network operator within this country [11]. Each operator
creates the Location Area Codes (LAC) for its network and
assigns identification to cells (cell-ID) within a LAC. Whenever a mobile terminal is connected to the network, it is associated to one of these cells. Therefore, the absolute location of
a terminal can be expressed by the set {MCC, MNC, LAC,
cell-ID}. This symbolic positioning information can then be
transformed into geographic information on the map with the
help of network operators. Cell-ID positioning is simple, and
does not require any upgrade to the mobile terminal or network equipment. Since goods transportation always covers a
district of different countries, a logistic company just requires
knowing in which region of a city the cargoes are. The required accuracy is only several kilometers. This can be realized by cell-ID positioning since the cell size usually ranges
from some hundred meters to some kilometers.
Time-based schemes provide high accuracy due to the high
time resolution of UWB signals [12], so time-of-arrival method is proposed to get the relative 3-D location of a SSN
based on at least four referenced MSNs within a truck/cargo, a
warehouse or a supermarket.
C. MSN Distribution in the Whole Supply Chain
The GSM/GPRS module is of high power consumption
and should be active for the real time application, so we make
MSNs connecting to main power via an AC/DC adaptor.
Therefore, the power consumption of MSNs is not a problem,
but MSNs could not be as mobile as SSNs. They distribute in
certain places along the whole supply chain. The supply chain
starts from manufacturing factory or packaging center, via
trucks, trains or ships of logistic companies, and ends at wholesales, supermarkets or other retailers. Therefore, MSNs are
fixed in these places to monitor the whole process. For instance, when the boxes of items are carried into a truck, the
MSNs placed in the truck organize star networks with the
SSNs on/in the boxes. If the number of their slave nodes
changes, that means some boxes are moved in or out, or some
nodes don’t work well, then they will take a record and reorganize the star networks in the truck.

Fig. 1. WSN Architecture for Logistic and Retail

Fig. 2. Master Sensor Node and Slave Sensor Nodes

Besides monitoring the environment of the transportation,
the wireless sensor network can store a lot of useful information. The MSNs in the packaging point send the factory name
and address, type of products, delivery beginning date and
destination of products to SSNs, and the SSNs store the information in their local memories. The MSNs in the trucks,
trains, or ships send SSNs the logistic company name, the
conveyance for the cargoes and the chosen route, and record
the time spent on different regions of the delivery. The MSNs
in the wholesales or supermarkets then read the above information. Hence, the labor cost of record is reduced.

B. The Architecture of Slave Sensor Node

A. The Architecture of Master Sensor Node

The SSN platform (Fig. 2) consists of a passive RFID tag
and printable sensors. The RFID tag is implemented in UMC
0.18 μm process. The tag contains a narrowband receiver, an
IR-UWB transmitter, a power scavenging unit, a power management unit, an ADC, and a digital baseband processor [10].
In order to reduce the cost and size of SSN, printable sensors
are proposed to connect to the tag. But due to technology limitations for printed electronics on a paper substrate, only the
humidity sensor could be used in our application by far [18].
Another reason is that unlike temperature and acceleration,
humidity varies obviously inside different packages of the
same cargo within a truck or a warehouse. It is necessary to
measure the humidity of each food box, while other parameters can be monitored by the MSN.

As shown in Fig. 2, the MSN platform consists of an Atmega162V microcontroller [13] for system control and data
processing, a Skyworks GSM/GPRS module [14] with a SIM
card for wide area GSM network communication, a RFID
reader to communicate with local SSNs, a power management
unit, necessary sensors with analog-digital converter (ADC), a
Panasonic SD memory card [15], and a connector that makes
system scalable and flexible for adding more useful components in the future.

The control server consists of a GSM/GPRS modem and a
computer. The modem is a mobile terminal (MT) providing
GSM/GPRS service, and connected to the computer via COM
port. The computer acts as terminal equipment (TE) and runs
the application software CommTool. The software interface
appears as follows in Fig. 3.

III. SENSOR NODE ARCHITECTURES

IV. SOFTWARE ON THE CONTROL SERVER

The reader broadcasts commands to SSNs using UHF
(860–960MHz) [10]. The modulation is ASK with pulse interval encoding (PIE). The reader controls the data rate adaptively from 40 to 160 kbps, and receives replying IR-UWB
signal with a fixed data rate at 1 Mbps from SSNs.
Proper sensors should be selected to monitor environmental conditions for items during the whole supply chain. The
mechanical damage of items related with the type of conveyance and the way of packaging is often produced by
squashing or cracking. In order to avoid unprotected food surfaces from excessive evaporation that leads to loses in vitamins and weight, a high relative humidity is recommended.
Low temperature leads to low respiration intensity of food,
and low growing rate of micro-organisms. Therefore, we select the Sensirion SHT15 [16] which is a digital relative humidity and temperature sensor module, and the Freescale
MMA7260QT 3-axes accelerometer sensor [17].

Fig. 3. CommTool on the Control Server

We propose a novel automatic dialing and group dialing
strategy. The control server can polling MSNs with a specified
interval by automatically dialing the phone numbers from the
phone book one by one. When a MSN receives a phone call
from control server, it will hang up the call and send a short
message with the temporal status back to the server automatically. It’s excellent for the server to query thousands of MSNs
without paying.
The control server sends control information to MSNs via
short messages. The command format is as follows:
Password.Opcode.Parameters.
A command begins with a 6-digital password for authentication to get access to MSNs, and ends with a period. The
frequently used commands are listed in Table I.
V.

FIRST VERSION OF IMPLEMENTATION

We designed all-in-one sensor node which stands for a
combination of MSN and SSN for the first version of the system implementation, since the RFID reader of MSN is being
designed. The platform is shown in Fig.4.
Experiments were done by putting the sensor nodes in
buildings and running cars in different regions of Stockholm.
The experimental results showed that data collecting from
sensors, storing in memory and transmitting via GSM/ GPRS
network were operated well in sensor nodes. Information recording and commands sending by CommTool run normally
on the control server, as well as the interaction process between the modem and the computer. The whole system works
reliably, and the expected functions are realized.
VI. CONCLUSION AND FUTURE WORK
The Internet of Things technology will be widely used in
logistics and retail with a low cost and low power solution. In
this paper, we have presented the two-layered wireless sensor
network, the software design on control server and the first
version of sensor node implementation. The novelty of this
work includes: 1) the cost efficient business model of the Internet of Things used for logistics and retail; 2) two-layered
network architecture based on the conventional and wide area
deployed GSM network and the energy efficient semi-UWB
radio links; 3) automatic group dialing function of CommTool
to poll thousands of sensor nodes.
TABLE I
Opcode
00
03
04
14
16
18

Control Commands

Parameters
New password
Phone numbers
Phone numbers
Temperature value
Humidity value
Acceleration value

Description
Change password
Add administrators
Delete administrators
Set temperature threshold
Set humidity threshold
Set acceleration threshold

Fig.4. Platform for the System Implementation

We will integrate the RFID reader to the MSN and do
some field tests across large regions of different countries with
the help of logistics companies in the future work. For commercial usage, we will design low cost printable antenna and
sensors for temperature and humidity, use chip integration
technology to put the passive RFID tag onto paper board for
SSN, and improve the performance and system reliability.
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Abstract—Radio frequency identification (RFID) with received
signal strength indicator (RSSI) is a low-cost and low-complexity
approach for item-level indoor localization. Though RSSI-based
algorithms suffer from multipath effect and other environmental
factors, reference tags and RSSI changes can be utilized to
further improve the localization accuracy. However, the present
algorithms lack deep analysis of the influence of tag interaction
on localization accuracy, and face the challenge of simultaneously
locating multiple close targets. In this paper, we propose an
analysis method about how tag interaction affects tag antenna
radiation pattern and RSSI change. The tag interaction analysis
guides us to improve the design of RSSI-based localization
algorithms. We take the k nearest neighbor (k-NN) algorithm and
the Simplex algorithm as two examples. The experimental results
show that the revised k-NN and the revised Simplex algorithms
are robust to different numbers, spacings and materials of target
objects, and they are superior to other RFID localization schemes
in consideration of cost, capability of simultaneous localization
of multiple targets and location estimation error.
Index Terms—tag interaction analysis, item-level indoor localization, passive UHF RFID, RSSI, RSSI variance

I. I NTRODUCTION

R

ADIO frequency identification (RFID) is growing rapidly
and has been widely used for automatic identification
and tracking [1]. For example, the electronic product code
class 1 generation 2 (EPC C1 G2) [2] ultra-high frequency
(UHF) passive RFID standard has been commercialized and
utilized for product and asset management in warehouses,
retail stores and factories. For management of small item-level
products and assets in an indoor environment, it would be
of great interest to detect their current locations in real time,
e.g., locating medicine boxes in a pharmacy, commodities in a
supermarket and books in a library. It is currently required to
manually record their exact locations [3]. RFID localization
[4], [5], [6] can significantly reduce such labor cost. Furthermore, RFID localization is also important for identifying
and locating items in case of emergency in particular indoor
industrial applications, e.g., in harsh environments that are
filled by dust or gas, like some industrial plants [7]. Because
the item-level objects can be small and densely deployed,
RFID localization systems are required to be cost-effective,
be capable of simultaneously locating multiple close targets
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and achieve low location estimation error (in the order of tens
of centimeters) [8].
RFID-based location estimation can use the techniques of
time of arrival (TOA) [9], time difference of arrival (TDOA)
[10], angle of arrival (AOA) [11], phase difference of arrival
(PDOA) [12] or received signal strength indicator (RSSI) [13].
The TOA technique estimates the distance between the target
and a reference point by multiplying the speed of the radio
signal by its propagation time, requiring the transmitter and
receiver to be precisely synchronized. The TDOA technique
avoids the transmitter-receiver synchronization problem and
measures the different arrival times of the transmitted signal at
multiple receivers, requiring a precise time reference between
the receivers. The AOA technique calculates the intersection of
several direction lines with directional antennas or an antenna
array, requiring complex and expensive devices and suffering
from multipath effect and shadowing. Due to the limitation
on complexity and cost, the above techniques are challenging
to be implemented on realistic RFID systems [6], especially
passive RFID systems such as the EPC C1 G2 systems. The
PDOA technique expresses the signal delay as a fraction of
the wavelength and exploits the phase difference at different
receiver antennas. It relies on a line-of-sight (LOS) signal
path [6] which is rarely available in dense RFID systems. The
RSSI technique utilizes the attenuation of transmitted signal
strength to estimate the distance between the transmitter and
the receiver. It is a low-cost and low-complexity technique.
However, the attenuation is not a monotonic function of
distance due to multipath effect and interference in practical
conditions, especially in indoor environments. Multiple unexpected points might map to the same RSSI value [8], leading
to significant estimation errors.
In order to improve the accuracy of RSSI-based algorithms,
extra reference tags at fixed and known locations are proposed
to help location calibration [3], [7], [8], [14], [15], [16],
[17], [18]. These localization methods can be classified into
reader-based methods [3], [7], [14] and tag-based methods [8],
[15], [17], [19], depending on what is carried on a target.
According to the types of RFID tags, tag-based methods
can be further partitioned into active-tag-based schemes [15],
[17] and passive-tag-based schemes [8], [19]. Reader-based
methods [3], [7], [14] can achieve high accuracy. However,
their major disadvantage is high cost for locating small objects,
which limits the applications to the localization of a person,
a robot or a vehicle. It is not acceptable to put a reader on
each item for the applications such as locating books in a
library. Tag-based methods are appropriate in terms of cost
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for locating small item-level objects. The k nearest neighbor
(k-NN) algorithm [15] is proposed by using the reference tags
with the closest RSSI Euclidean distances to the target tag as
the candidate references to compute the target location. The
nonlinear optimization algorithm [16] estimates the distance
between the target tag and a reader with the help of reference
tags and determines the target location by minimizing the error
objective function. However, due to the variability of RSSI,
some of the selected reference tags can be far from the target
in the k-NN algorithm [15] or can differ significantly from
the target in terms of tag-reader distance in the nonlinear
optimization algorithm [16], resulting in a huge reserve of
latent error [4], [17]. RSSI changes caused by the target tags
are therefore introduced [8], [17], [18] to mitigate such threat.
However, these methods are difficult to locate multiple close
target tags simultaneously [4]. Moreover, to our knowledge,
no previous works give deep analysis of the influence of tag
interaction on the RSSI change and location estimation error.
In this paper, we address the localization problem from
the perspective of the tag interaction and radiation pattern for
item-level indoor applications, especially for the challenging
cases of locating multiple close objects simultaneously. The
radiation pattern of tag antenna changes due to tag interaction,
such as shielding, reflecting and mutual coupling [20]. This
leads to significant RSSI change in some directions and
thus affects localization accuracy of RSSI-based algorithms.
Based on the tag interaction analysis, we improve RSSI-based
localization algorithms. The main contributions of this paper
can be summarized as follows:
• We propose an analysis method for tag interaction, including reference-reference interaction, reference-target
interaction and target-target interaction. Our analysis
gives insights about the influence of tag interaction on tag
antenna radiation pattern, RSSI change and thus localization accuracy. The interaction analysis guides to improve
the design of localization algorithms (Section III);
• We take two examples, i.e., the k-NN algorithm and
the Simplex algorithm, to show how to utilize the tag
interaction analysis to revise localization algorithms (Section IV).
• We conduct experiments and report results to validate our
approach. Our revised algorithms outperform other RFID
localization schemes in consideration of three metrics:
cost, capability of simultaneous localization of multiple
targets and location estimation error (Section V).
The rest of this paper is organized as follows. Section II
discusses related work. Section III analyzes tag interaction
and describes the guidelines for reference tag deployment
and algorithm improvement. Section IV details how to revise
localization algorithms based on the tag interaction analysis.
Section V presents the experimental results and compares our
revised algorithms with other localization algorithms. Finally,
Section VI concludes the paper.
II. R ELATED W ORK
In this section, we discuss previous research about tag-based
localization algorithms using RSSI and reference tags.

LANDMARC [15] is one of the most popular tag-based
methods and uses the k-NN algorithm with ative reference
tags. Let M and N be the number of readers and the number
of reference tags, respectively. The signal
strength vector of

the ith target tag is defined as Ti = t(i,1) , t(i,2) , . . . , t(i,M )
where t(i,m) denotes the signal strength of the ith target
tag received by the mth reader and m ∈ (1, M ). For the
nth reference tag, the
 corresponding signal strength vector
is defined as Rn = r(n,1) , r(n,2) , . . . , r(n,M ) where r(n,m)
denotes the signal strength and n ∈ (1, N ). The Euclidean
distance between Ti of the ith target and Rn of the nth
reference, E(i,n) , is calculated by

E(i,n)


 M
 
2
t(i,m) − r(n,m)
=

(1)

m=1
th
The i target tag has its
 Euclidean distance vector Ei =
E(i,1) , E(i,2) , . . . , E(i,N ) . The reference tag closer to the
target tag is supposed to have a smaller Euclidean distance. Let Ei be the Euclidean distance vector after the
Euclidean distances in Ei are sorted in ascending order, i.e.,




E(i,1)
≤ E(i,2)
≤ . . . ≤ E(i,N
) . According to the first K
values, K reference tags are selected as the nearest neighbors
whose coordinates are utilized to locate the target tag. The
weighting factor for each selected reference tag is calculated
by

w(i,k) =

2
1/E(i,k)
K
k=1

2
1/E(i,k)

(2)

where k ∈ (1, K). The estimated coordinate of the ith target,
(x̂i , ŷi ), is given by
(x̂i , ŷi ) =

K


w(i,k) (xk , yk )

(3)

k=1

where (xk , yk ) denotes the coordinate of the k th selected reference tag. LANDMARC does not need to know the coordinates
of readers and is easy to be implemented. However, because
RSSI is easily influenced by interference and multipath effect,
the selected K nearest reference tags are usually not close to
the target, resulting in a dramatical drop of accuracy [4].
A nonlinear optimization passive scheme is proposed in
[16]. To locate a target tag, the readers start with the lowest
power level and gradually increase the transmission power
until they receive the response from it. In the mean time,
each reader also receives the responses from reference tags.
Consider the ith target tag and the mth reader, and let Φp be
the set of tags that responds when the reader uses a power level
p. If i ∈
/ Φp and i ∈ Φp+1 , the approximate distance between
the ith target tag and the mth reader is denoted by L̂(i,m) and
calculated by averaging the distance from the mth reader to all
reference tags that are in Φp+1 but not in Φp . After obtaining
the approximate distances from the ith target tag to the M
readers, i.e., L̂(i,1) , L̂(i,2) , . . . , L̂(i,M ) , the location of the ith
target tag is determined by minimizing the following function
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=

M


L̂(i,m) − L(i,m)

m=1

L̂(i,m)

2

(4)

where L(i,m) denotes the real distance between the ith target
tag and the mth reader and can be represented by
L(i,m) =

(xi − xm )2 + (yi − ym )2

(5)

where (xi , yi ) and (xm , ym ) are the coordinates of the ith
target tag and the mth reader, respectively. The nonlinear
optimization scheme does not require distance estimation
based on signal strength. However, it usually takes a long time
for completion due to its gradual increase in the transmission
power. Moreover, its accuracy is also influenced by interference and environmental conditions.
To solve the problems in [15], [16], the changes of RSSI
are introduced [17], [8]. COCKTAIL [17] first utilizes a
sparsely deployed sensor network to get the RSSI changes and
determines a subarea where the target exists, and then adopts
a densely deployed active RFID reference tags to figure out
the target location by using the k-NN algorithm with 4 nearest
reference tags or using support vector regression with all the
reference tags inside the subarea. The target in [17] is a person
carrying an active tag. If the target is a small item such as a
box of eyedrops or matchsticks, the RSSI changes might not be
easily detected by such a sparsely deployed sensor network,
which makes it hard to find out the subarea precisely. If a
wrong subarea is selected, the estimation error will increase
sharply. Moreover, locating multiple targets becomes more
difficult when they are very close to each other [4]. LDTI
[8] only uses the RSSI changes of passive reference tags. It
detects the tag interference on the map of reference tags, and
selects the reference tags among the most interfered region to
locate the target. A single carrier brings only one target object
into the monitoring area at a time. If multiple targets appear
simultaneously, it is difficult to distinguish them.
III. TAG INTERACTION ANALYSIS
A. Procedure of tag interaction analysis
For item-level indoor applications, targets are normally
densely deployed, e.g., books are placed side by side on a
shelf. The radiation pattern of a tag antenna can be greatly
altered by its neighboring tags due to shielding, reflecting
and mutual coupling [20]. The alteration of radiation pattern
leads to the change of RSSI and thus affects the accuracy of
RSSI-based localization algorithms. Deep analysis is desired
to look into the influence of tag interaction on antenna
radiation pattern, RSSI change and thus location estimation
error ∗ . Besides the RSSI information of reference tags
and target tags, the RSSI change of a reference tag can be
obtained by comparing the present measured RSSI value
∗ Reader antenna deployment and interaction can influence the location
estimation error as well. In this paper, we focus on discussing how to utilize
tag interaction analysis to improve the design of localization algorithms. The
discussion about the reader antenna interaction is beyond the scope of this
paper. Nevertheless, as a general approach, our radiation-based interaction
analysis method can also be applied for reader antenna interaction analysis.

3

and the initial RSSI value of the reference tag before target
tags enter the monitoring area. We study the RSSI change of
reference tags and target tags by analyzing their alteration of
radiation patterns caused by other reference tags and target
tags. We assume that the localization system utilizes EPC
C1 G2 [2] readers and tags, the readers use omnidirectional
antennas, and the same type of passive tags is adopted for
both references and targets. According to EPC C1 G2 tag
anti-collision mechanism [2], a collision happens if two or
more tags respond simultaneously in the same time slot. A
successful slot only has one tag in response. We analyze the
radiation pattern for successful slots. For a given reference tag
topology, the analysis of tag interaction consists of three steps:
(1) Analysis of reference-reference interaction: We compare
the radiation patterns of reference tags under different
spacings between two neighboring reference tags in
order to figure out how reference tag deployment affects
the localization accuracy.
(2) Analysis of reference-target interaction: We compare
the radiation patterns of reference tags under different
spacings between the target tag and the reference tag
and under different numbers of target tags, aiming to
guide the utilization of the information of RSSI change.
(3) Analysis of target-target interaction: We compare the
radiation patterns of target tags under different numbers
of neighboring target tags, aiming to reveal why it is
challenging to locate multiple close targets.
B. A localization example
To demonstrate the analysis method of tag interaction, we
give a typical example of 2-dimensional (2-D) localization.
The passive UHF RFID indoor localization system has a
deployment as shown in Fig. 1. Reference tags are prearranged
at known positions. The black triangles denote reader antennas
which are deployed at fixed places and cabled to RFID readers.
The readers capture tag identifiers (ID) and RSSI values, and
send them to the server to calculate the locations of target tags.
The readers and the server are unrelated to the deployment and
thus not plotted in Fig. 1.
The reference density, D, is defined as the number of
reference tags per unit area and can be computed by
1
(6)
d2
where d is the spacing of two neighboring references.
We simulate the tag antenna radiation pattern in Ansoft
high frequency structure simulator (HFSS). Tag antennas are
built and excited by using lumped ports. They follow the
electromagnetic properties of an Alien Technology ALN-9634
2×2 inlay passive tag antenna and operate at 865 MHz.
ALN-9634 tags will be used in the experiments in Section V.
We conduct simulations for successful slots and set only one
lumped port active at a time. The H-planes of all the tag
antennas are coplanar in the simulations. The tag antennas are
D=

4
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System deployment


oriented to the same direction. The localization system covers
a 420 cm × 280 cm experimental area, which is the same
for the experiments in Section V. We select a 100 cm × 100
cm cell from the localization system for analysis, and plot
the radiation pattern of the reference tag placed at the left-up
corner in this cell. We vary the reference density but fix the
position of the reference tag at the left-up corner in this cell.
The positions of other reference tags will be changed due
to the change of reference density. In this way, we compare
the radiation patterns of this reference tag under different tag
deployments.
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(1) Reference-reference interaction
Fig. 2 (a)-(e) show the tag placements for different
reference densities. The area surrounded by the red dashed
line is the selected 100 cm × 100 cm cell. Fig. 2 (f) compares
the H-plane radiation patterns of the selected reference tag,
Reference A, under different reference densities. For 1/4
tag/m2 , the maximum gain difference between two directions
is only 1.7 dB (the 105◦ direction and the −130◦ direction);
while for 16 tags/m2 , the maximum gain difference between
two directions increases to 5.5 dB (the 45◦ direction and the
−50◦ direction). Such difference tends to increase with the
growth of reference density. Furthermore, even in open space
without any noise signals, a higher RSSI does not guarantee
a shorter distance, especially for high reference density. The
reference density affects the location estimation error in two
opposite aspects. On one hand, more dense reference tags
partition the space into smaller regions, conducing to the
improvement of localization accuracy; on the other hand,
higher reference density leads to higher gain change in
different directions, resulting in bigger RSSI changes and
thus the decrease of localization accuracy. This implies that
the optimal reference density should be determined for a
given deployment of reference tags.
(2) Reference-target interaction
Fig. 3 (a) and (b) show the tag placements in the selected
100 cm × 100 cm cell for different reference-target spacings.
The reference density is 4 tags/m2 . A single target tag is 5 cm
and 20 cm away to the right of Reference A in Case 1 and Case
2, respectively. The tag placement for the case without target
in Fig. 3 (c) is the same as the selected 100 cm × 100 cm cell
in Fig. 2 (c). Fig. 3 (c) compares the H-plane radiation patterns
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(f) Radiation pattern under different reference densities

Fig. 2.

Tag placement and radiation pattern for different reference densities

of Reference A and the target tag. Closer tags tend to have
more interactions with each other. Furthermore, two tags can
have a big RSSI difference in some directions even if they are
in close vicinity. For example, in Case 1, the maximum gain
difference between the reference tag and the target tag is 8.6
dB in the 10◦ direction. Consequently, if reader antennas are
deployed in such directions, the RSSI of a closer reference tag
can be significantly different from the RSSI of the target tag,
resulting in a big reserve of latent localization error. Therefore,
RSSI-based localization algorithms need to be revised taking
the RSSI changes into consideration.
Fig. 4 (a) and Fig. 4 (b) show the tag placements in the
selected 100 cm × 100 cm cell when 2 targets and 4 targets
are close to Reference A, respectively. The reference density
is 4 tags/m2 . The tag placement for the 1-target case in Fig.
4 (c) is the same as Fig. 3 (a), and the tag placement for the
case without target in Fig. 4 (c) is the same as the selected
100 cm × 100 cm cell in Fig. 2 (c). Fig. 4 (c) compares
the H-plane radiation patterns of Reference A under different
numbers of targets. Each target contributes to the gain change
of Reference A with a various extent depending on the
relative position between the target and the reference. The
gain change of a reference caused by multiple targets is not
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(c) Radiation pattern under different reference-target spacings

Fig. 3. Tag placement and radiation pattern for different reference-target
spacings
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(e) Radiation pattern under different numbers of neighboring targets
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Fig. 5.
Tag placement and radiation pattern for different numbers of
neighboring targets
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The radiation pattern of Target B is far from omni-directional
when other target tags approach it. The RSSI of Target B
can encounter a significant change in some directions from
a single target to multiple close targets. Such RSSI changes
make it challenging to locate close targets. Further increase in
the number of neighboring targets does not lead to the RSSI
change as significant as the change from the single-target case
to the 1-neighboring-target case.
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IV. L OCALIZATION A LGORITHMS
(c) Radiation pattern under different numbers of targets

Fig. 4. Tag placement and radiation pattern for different numbers of targets

simply the superposition of the changes caused by individual
targets.
(3) Target-target interaction
Fig. 5 (a)-(d) show the tag placements in the selected 100
cm × 100 cm cell when a target, Target B, has different
neighboring targets close to it. The reference density is 4
tags/m2 . Fig. 5 (e) compares the H-plane radiation patterns
of Target B under different numbers of neighboring targets.

There are two main factors contributing to the RSSI change
of a tag, time-varying factor and space-varying factor. The
time-varying factor refers to the multipath interference plus
environmental noises, whereas the space-varying factor refers
to the interaction of neighboring tags. To distinguish the
two factors, we define the RSSI change caused by the timevarying factor as RSSI fluctuation and the RSSI change caused
by the space-varying factor as RSSI variance. We intend to
alleviate the RSSI fluctuation and utilize the RSSI variance
to revise localization algorithms for better location estimation,
especially for the cases of locating multiple close targets.
In this section, we first introduce how to calculate the
RSSI variance, and then take the k-NN algorithm and the
Simplex algorithm as two examples to show how to improve
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the algorithms with RSSI variance. Finally, we summarize the
algorithm improvement method.
A. Initialization and normalized RSSI variance
Let N be the number of reference tags and M the number of
reader antennas that detect the ith target tag in the monitoring
area. Initial inventory cycles are taken by measuring the RSSI
values of the reference tags at each reader antenna when
no target tags enter the monitoring area. Let μ(n,m) and
σ(n,m) denote the mean value and the standard deviation of
the RSSI values of the nth reference tag collected by the
mth reader antenna, respectively. They are caculated from
the initial measurements. The mean value, μ(n,m) , is used
to initialize the RSSI value of the nth reference tag for the
mth reader antenna. The standard deviation, σ(n,m) , reflects
the multipath interference between the nth reference tag and
the mth reader antenna. It is influenced by different positions
[21]. Since a target tag leads to unequal RSSI variance when
approaching different reference tags, we use the normalized
RSSI variance and use σ(n,m) to mitigate the influence of the
RSSI fluctuation on the estimation error. The normalized RSSI
variance of the nth reference tag, v(n) , is calculated as follows:



M 
 1 
r(n,m) − μ(n,m) 2
(7)
v(n) = 
M m=1
σ(n,m)
where r(n,m) denotes the RSSI of the nth reference tag collected by the mth reader antenna in the present measurement.
The standard deviation, σ(n,m) , also varies with the environmental conditions. It can approach zero in case of static
multipath or slightly noisy environment, and can have a large
value in case of very noisy and time varying environments.
However, when calculating the weighting factor for the reference tags using Equation (2) for the revised k-NN algorithm
and Equation (13) for the revised Simplex algorithm, it is the
relative value rather than the absolute value of σ(n,m) that
matters, as can be deduced from Equation (7) and Equation (8)
for the revised k-NN algorithm in Section IV-B, and Equation (7) and Equation (11) for the revised Simplex algorithm
in Section IV-C.
If the number or the deployment of reader antennas or
reference tags changes, a new initialization process is needed.
Different brands or types of readers and reader antennas can
coexist in the system.
B. Revised k-NN algorithm
As indicated by the reference-target interaction analysis,
a target tag closer to a reference tag tends to have more
interaction with the reference tag. A higher weighting factor
should be applied to the coordinate of the reference tag with a
bigger RSSI variance to compute the target location. However,
if only RSSI variance is considered in the weighting factor
[8], it is difficult to distinguish to what extent each target tag
contributes to the RSSI variance of the reference tag when
more than one target tag are in its vicinity. Consequently, it
cannot achieve simultaneous localization of multiple targets.
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To address this problem, we utilize the RSSI variance to
calibrate the Euclidean distance for computing the weighting
factor.
According to the reference-target interaction analysis, each
of the neighboring target tags has a contribution to the RSSI
variance of a reference tag, but the impact caused by every
target cannot be simply determined from v(n) . Hence we
calculate the revised Euclidean distance between the ith target
r
tag and the nth reference tag, E(i,n)
, as follows:
r
E(i,n)
=

E(i,n)
v(n)

(8)

where E(i,n) is the Euclidean distance between the ith
target tag and the nth reference tag. E(i,n) is calculated
by Equation (1). Then the revised Euclidean distances, i.e.,
r
r
r
, E(i,2)
, . . . , E(i,N
E(i,1)
) , are sorted in the ascending order.
The first K values are used to calculate the weighting factor
and estimate the target position by Equation (2) and (3). The
estimation error, e, is then computed as follows:

2
2
(9)
e = (x̂i − xi ) + (ŷi − yi )
where (x̂i , ŷi ) and (xi , yi ) denote the estimated coordinate and
the real coordinate of the ith target tag, respectively.
The reference-target interaction analysis also reveals that a
reference tag and its close target tag can have a large RSSI
difference in some directions, resulting in a large Euclidean
distance between them. The number of nearest neighbors, K,
affects the selection of reference tags close to the target tag. On
one hand, if K is small, the reference tag closest to the target
tag might not be selected as one of the nearest neighbors due to
severe reference-target interaction; on the other hand, if K is
big, the reference tags far from the target tag can be considered
as nearest neighbors. The number of nearest neighbors is a key
factor for the k-NN algorithm and the revised k-NN algorithm.
Moreover, the deployment of reference tags, i.e., the reference
density, is another key factor as analyzed in Section III-B. The
optimal reference density and the number of nearest neighbors
will be determined in Section V-B.
C. Simplex algorithm and revised Simplex algorithm
The nonlinear optimization scheme in [16] incurs long
processing time for completion because of the gradual increase
in the transmission power. Moreover, Φp+1 −Φp can be empty,
where Φp+1 and Φp are introduced in Section II. To solve
these problems, we first propose a Simplex algorithm in this
subsection, and then improve it with the RSSI variance.
In the Simplex algorithm, readers transmit signals with a
fixed power level. We utilize the following inequality for the
selection of reference tags:


t(i,m) − r(n,m)  ≤ θ

(10)

where t(i,m) and r(n,m) are the signal strengths of the ith
target tag and the nth reference tag received by the mth
reader antenna, respectively, and θ is the threshold. Then the
approximate distance from the ith target tag to the mth reader
antenna are estimated by averaging the distances from the mth
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reader to all reference tags that fulfil Inequality (10). If no
reference tags fulfil Inequality (10), two reference tags with
the signal strengths closest to t(i,m) are selected, and one of
them has a smaller signal strength than t(i,m) and the other
has a bigger signal strength than t(i,m) . If t(i,m) is smaller
or bigger than any r(n,m) , where n ∈ (1, N ), the reference
tag with the signal strength closest to t(i,m) is selected. The
estimated coordinate of the ith target tag is determined by
Equation (4) and (5). The estimation error is calculated by
Equation (9).
Under ideal conditions without interference, multipath effect
and noises, the distance can be calculated by using signal
strength based on the Friis transmission equation. The area
determined by Inequality (10) is theoretically an annulus. The
center of the annulus is the position of the mth reader, and the
inner radius and outer radius are determined by t(i,m) + θ and
t(i,m) − θ, respectively. However, in reality, it is an irregular
annulus. The reference tags close to the target tag can be
outside the irregular annulus because of the reference-target
interaction. To increase the probability for containing the close
reference tags in the irregular annulus, we propose a revised
Simplex algorithm. It adopts a tuning factor, f(n) , which is
calculated by
f(n) =

v(n)
2vmin

(11)

where vmin is the minimum value of v(1) , v(2) , . . . , v(N ) . We
use f(n) to revise Inequality (10) as follows:


t(i,m) − r(n,m) 
≤θ
(12)
f(n)
The tuning factor also decreases the probability for containing the reference tags with small RSSI variances, i.e., the reference tags far from the target tag, in the irregular annulus. Let
Q be the number of reference tags that fulfil Inequality (12).
Similar to the Simplex algorithm, if no reference tags fulfil
Inequality (12), two reference tags with the signal strengths
closest to t(i,m) are selected, and one of them has a smaller
signal strength than t(i,m) and the other has a bigger signal
strength than t(i,m) . The weighting factor, w(q) , is proposed
and calculated by
w(q) =

2
f(q)
Q
2
q=1 f(q)

(13)

where f(q) is the tuning factor of the q th reference tag that
fulfils Inequality (12) and q ∈ (1, Q). Then higher weighting
factors are applied to the reference tags with bigger RSSI
variances to calculate the approximate distance between the
ith target tag and the mth reader antenna as follows:
L̂(i,m) =

Q


w(q) L(q,m)

(14)

q=1

where L(q,m) is the distance between the q th reference tag
and the mth reader antenna. The estimated coordinate and the
estimation error are determined by Equation (4), (5) and (9).

Fig. 6.
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Algorithm improvement flow based on the tag interaction analysis

According to Inequality (10) and (12), the threshold, θ,
affects the selection of reference tags for computing L̂(i,m) . On
one hand, if a small threshold is chosen, the irregular annulus
can be so narrow that the reference tags close to the target
tag might not be selected due to a big RSSI difference led
by reference-target interaction; on the other hand, if a big
threshold is chosen, the irregular annulus can be so wide that
some of the selected reference tags and the target tag can be
quite different in terms of tag-reader distance. The threshold is
a key factor for the Simplex algorithm and the revised Simplex
algorithm. Similar to the k-NN algorithm, the reference density
is another key factor. The optimal reference density and the
threshold will be determined in Section V-C.
D. Algorithm improvement flow
From the examples analyzed in Section IV-B and
Section IV-C, the flow for algorithm improvement based on
the tag interaction analysis can be summarized in Fig. 6. The
flow has four steps, and the steps in gray color are guided by
the tag interaction analysis.
(1) Factor optimization: The key factors for a given
algorithm include the reference density and algorithm
specific factors. The reference-reference interaction
analysis can guide us to determine an optimal reference
density. The algorithm specific factors are different
for different algorithms, e.g., the number of nearest
neighbors is a key factor for the k-NN algorithm,
whereas the threshold for the Simplex algorithm. The
key factors can be optimized through experiments.
(2) Variable calibration: Localization algorithms using
reference tags generally select a subset of the reference
tags first, and then assign a weighting factor for
each reference tag to calculate the target coordinate.
This step determines the selection of reference tags.
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Different algorithms use different variables for the
reference tag selection, e.g., the k-NN algorithm uses
Euclidean
distance, whereas the Simplex algorithm

uses t(i,m) − r(n,m)  in Inequality (10). The RSSI
variance can be utilized to calibrate the variables, e.g.,
is calibrated by Equation (8) and
Euclidean distance

t(i,m) − r(n,m)  by Inequality (12).
(3) Weighting factor calibration: This step determines the
weighting factor for each reference tags. The RSSI
variance can be utilized to calibrate the weighting
factors, e.g., w(i,k) is calibrated with the revised
Euclidean distance for the k-NN algorithm, and w(g)
is calibrated with the tuning factor and utilized by
Equation (14) to calculate the approximate distance
L̂(i,m) for the Simplex algorithm.
(4) Coordinate calculation: This step calculates the coordinate of the target objects. For example, the k-NN algorithm utilizes the weighted average method as shown in
Equation (3), whereas the Simplex algorithm utilizes the
nonlinear optimization method as shown in Equation (4)
and (5).
V. E XPERIMENTAL R ESULTS
A. Experiment setup
In order to evaluate how the tag interaction analysis helps
to improve localization algorithms, we did experiments for the
deployment discussed in Section III-B in an ordinary office
environment with dimensions of 7 m × 5 m. Impinj Indy
R2000 development platforms are used as readers as shown in
Fig. 7. They are connected to a server and operate in the 865868 MHz frequency range with 30 dBm transmission power.
Ettus Research VERT900 omni-directional 3-dBi antennas are
cabled to 4 Tx/Rx ports of a reader. They are placed vertically
on 12 wooden tables. The length, width and height of each
table are 140 cm, 70 cm and 72 cm, respectively. The tables
cover a 420 cm × 280 cm experimental area. The reader
antennas are deployed to cover the whole experimental area.
White paper boxes with dimensions of 5 cm × 5 cm × 5
cm are used as references. As shown in Fig. 8, there are three
kinds of target objects (paper box, eyedrop and match) that
are made of different materials in the experiments. The target
yellow paper boxes have the same dimensions as the reference
white paper boxes. The dimensions of the boxes of eyedrops
and the boxes of matches are 7.5 cm × 6.5 cm × 3.5 cm
and 7 cm × 5 cm × 1.5 cm, respectively. Each eyedrop box
contains 20 plastic packages of eyedrops, and each match box
is full of wooden matchsticks. The references and targets are
also deployed on the wooden tables as shown in Fig. 7 and
Fig. 8. An Alien Technology ALN-9634 2×2 inlay passive tag
with dimensions of 5 cm × 5 cm × 0.03 cm is attached to
the inner side surface of each box. The H-planes of all the tag
antennas are coplanar.
The readers collect tag IDs and RSSI information and send
them to the server, and the server executes the localization
algorithms. We first implemented the k-NN and the Simplex

TABLE I
A SET OF MEASUREMENT VALUES FOR μ(n,m) , σ(n,m) , r(n,m)

Reference Tag
Mean
value (dBm)

Standard
deviation (dB)

Present
RSSI (dBm)
Normalized
RSSI variance

AND v(n)

n

1

2

3

···

9

μ(n,1)
μ(n,2)
μ(n,3)
μ(n,4)

-66.17
-78.32
-69.69
-75.79

-72.52
-76.91
-70.93
-77.08

-75.58
-72.12
-71.82
-76.54

···
···
···
···

-78.12
-72.05
-71.63
-68.27

σ(n,1)
σ(n,2)
σ(n,3)
σ(n,4)

0.26
0.72
0.30
0.75

0.42
0.63
0.33
0.88

0.53
0.49
0.30
0.63

···
···
···
···

0.99
0.41
0.54
0.32

r(n,1)
r(n,2)
r(n,3)
r(n,4)

-64.06
-80.28
-71.18
-76.48

-73.10
-77.40
-70.88
-76.48

-75.74
-71.38
-71.84
-76.46

···
···
···
···

-78.38
-71.84
-72.04
-68.36

v(n)

5.00

0.87

0.77

···

0.49

algorithms, and then implemented the revised k-NN and the
revised Simplex algorithms in the same environment with the
same setup. We studied a 100 cm × 100 cm cell of the system
that can be covered by the same four reader antennas. We
tested a total of 121 points in steps of 10 cm. We moved
one target in the 121 different points. For a single target,
they are the positions of the target. For multiple targets, they
are the positions of one of the targets, and the positions of
other targets are specified hereinafter. In all the multipletarget cases, the results are the average estimation errors for
these multiple targets. We performed 100 measurements and
calculated the average location estimation error for each test
point. In different measurements, μ(n,m) , σ(n,m) , r(n,m) and
v(n) in Equation (7) can be different. Table I shows a set of
measurement values for them in the 100 cm × 100 cm cell
when the tags are placed as shown in Fig. 3 (a) (Reference 1
in Table I is Reference A in Fig. 3 (a)).
We report four groups of experiments in Section V-B and
Section V-C, including experiments to optimize system settings, experiments with different target numbers, experiments
with different target spacings, and experiments with different
target materials.
B. Evaluation of revised k-NN algorithm
In this subsection, we will first determine the optimal system
settings for the k-NN algorithm. One is the reference density
as analyzed in Section III-B; the other is the number of nearest
neighbors as discussed in Section IV-B. Then we evaluate
how the number, spacing and material of targets affect the
estimation error of the revised k-NN algorithm, and compare
it with the k-NN algorithm.
According to the previous studies in [15], [17], higher
reference density shows better localization accuracy when
the reference tag spacing is larger than 50 cm. Four nearest
neighbors achieve the minimum estimation error. However,
these are not true when reference tags are more densely
deployed in our experiments. Fig. 9 (a) shows the estimation
error under different reference densities and nearest neighbors

9

Ă

ZHANG et al.: ITEM-LEVEL INDOOR LOCALIZATION WITH PASSIVE UHF RFID BASED ON TAG INTERACTION ANALYSIS

6HUYHU

7DUJHW
5HDGHU
5HDGHU
DQWHQQD

5HIHUHQFH

7DJ

Fig. 7.

Experiment setup

by using the k-NN algorithm to locate a single paper box. (1)
For a given number of nearest neighbors, when the reference
density increases from 1 to 4 tags/m2 , i.e., the reference
spacing decreases from 100 cm to 50 cm, the estimation error
becomes smaller. However, further increase in the reference
density from 4 to 9, 16 or 25 tags/m2 leads to worse accuracy
due to severe reference-reference interaction. The system
achieves the best performance when D = 4 tags/m2 . (2)
For a given reference density, the estimation error decreases
first and then increases with the growth of the number of
nearest neighbors. The system with a higher reference density
allows more nearest neighbors to achieve a smaller estimation
error. The system achieves the minimum estimation error of
22 cm when D = 4 tags/m2 and K = 5. The reference
density with 4 tags/m2 and 5 nearest neighbors are optimal
in these measurements and therefore adopted in the following
measurements in this subsection.
Fig. 9 (b) compares the revised k-NN algorithm with the kNN algorithm under different numbers of targets. Paper boxes
are used as the target objects. The targets are placed together in
2 × 2, 3 × 3, 4 × 4 and 5 × 5 arrays for 4, 9, 16 and 25 targets,
respectively. The revised algorithm reduces the estimation
error from 22 cm to 16 cm for the single-target case. The
estimation error of the k-NN algorithm increases significantly
by 50% from 1 target to 4 targets due to high RSSI variance
led by severe target-target interaction. Its estimation error
then increases slowly for more than 4 targets, which can be
reasoned from the target-target interaction analysis. In contrast,
the revised algorithm is robust to the number of targets.
It outperforms the k-NN algorithm by 42% on average for
simultaneous localization of multiple close targets (equal to
or larger than 4 targets).
Fig. 9 (c) shows the cumulative probability under different
spacings of two targets. Paper boxes are used as the target
objects. The first target is to the left of the second target
along the x-axis. When the two targets have a spacing of 5
cm, 20 cm and 35 cm, the probabilities of the measurements
with an estimation error less than 30 cm are 83%, 80% and
80% respectively for the revised algorithm, whereas 57%, 68%
and 69% respectively for the k-NN algorithm. The revised
algorithm achieves good accuracy for the case of locating
close targets, whereas such case is challenging for the k-NN

D 3DSHUER[

Fig. 8.

E (\HGURS

F 0DWFK

Target objects made of different materials

algorithm. With the increase in the spacings of targets, the
target-target interaction is reduced, and the influence of the
spacings on the estimation error decreases. The spacings of
targets have less effect on the estimation error of the revised
algorithm than the k-NN algorithm.
Fig. 9 (d) shows the estimation error for objects made of
different materials. For the 4-target case, the targets are placed
together in a 2 × 2 array. Compared with the target tags
attached on paper boxes, the target tags attached on eyedrop
boxes and match boxes backscatter weaker signals because of
high volume of attenuation from water and wood. Therefore,
for a single target, the k-NN algorithm is more likely to select
some reference tags that are far from the targets as the nearest
neighbors. The estimation error increases from 22 cm to 27
cm when the object is changed from a paper box to a box of
eyedrops or matchsticks. However, for 4 close paper boxes,
the target tags have already had high RSSI variance because
of severe target-target interaction. The degradation of signal
strength due to materials does not have further significant
impact on the estimation error of the k-NN algorithm for close
targets. The reference tags, which are closer to the target tags,
have higher RSSI variance as analyzed in Section III-B. Thus,
the revised algorithm tends to select them as the nearest neighbors after dividing the Euclidean distances by the normalized
RSSI variance. The revised algorithm outperforms the k-NN
algorithm under different kinds of target objects.
In summary, the revised k-NN algorithm reduces the location estimation error of the k-NN algorithm from 25 cm
to 18 cm for locating a single target and from 35 cm to 21
cm for locating multiple targets. These are the overall results
considering different target numbers, spacings and materials
(paper, eyedrop and match).
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Experimental results for the k-NN algorithm and the revised k-NN algorithm

C. Evaluations of revised Simplex algorithm
Similar to Section V-B, we will first determine the optimal
reference density and threshold for the Simplex algorithm
in this subsection. Then we compare the revised Simplex
algorithm with the Simplex algorithm in terms of the number,
spacing and material of targets.
Fig. 10 (a) shows the estimation error under different reference densities and thresholds by using the Simplex algorithm
to locate a single paper box. The analysis of reference density
is similar to that in the second paragraph of Section V-B.
For a given reference density except 1 tag/m2 , the estimation
error decreases first and then increases when the threshold
increases. For 1 tag/m2 reference density, the estimation error
fluctuates when the threshold is less than 6 dB because of
sparse deployment of reference tags. The system with a higher
reference density allows larger threshold to achieve a smaller
estimation error. As a result, 2 dB threshold with 4 tags/m2
reference density is determined as the optimal settings. The
system achieves the minimum estimation error of 21 cm. The
optimal settings are utilized in the following measurements in
this subsection.
Fig. 10 (b) compares the revised Simplex algorithm with
the Simplex algorithm under different numbers of targets.
Paper boxes are used as the target objects. The deployments
of the targets are the same as those in the third paragraph of
Section V-B. For a single target, the revised algorithm reduces
the estimation error to 17 cm. It makes more improvement
for multiple targets (equal to or larger than 4 targets). The
revised algorithm outperforms the Simplex algorithm by 31%
on average for simultaneous localization of multiple close
targets.
Fig. 10 (c) shows the cumulative probability under different

spacings of two targets. Paper boxes are used as the target
objects. The deployments of the two targets are the same as
those in the fourth paragraph of Section V-B. Compared with
the Simplex algorithm, the revised algorithm improves the
probability of the measurements with an estimation error less
than 30 cm from 60% to 78% for locating close targets with
a spacing of 5 cm. When the spacing of targets increases, the
revised algorithm still achieves smaller estimation error than
the Simplex algorithm. The spacings of targets have less effect
on the estimation error of the revised algorithm.
Fig. 10 (d) shows the estimation error for objects made
of different materials. The deployments of the targets are the
same as those in the fifth paragraph of Section V-B. The
materials have a significant influence on the estimation error of
the Simplex algorithm, e.g., for a single target, the estimation
error increases by 51% when the object is changed from a
paper box to a box of matchsticks. The revised algorithm
mitigates the effect of objects’ materials and outperforms the
Simplex algorithm under different kinds of target objects.
In summary, the revised Simplex algorithm reduces the
location estimation error of the Simplex algorithm from 26
cm to 20 cm for locating a single target and from 38 cm to 27
cm for locating multiple targets. These are the overall results
considering different target numbers, spacings and materials
(paper, eyedrop and match).
We observe from the experiments that the revision method
using the RSSI variance improves the k-NN algorithm more
than the Simplex algorithm. The reason is that the Simplex
algorithm selects not only the reference tags close to the target
tags, but also many other reference tags within the irregular
annulus as discussed in Section IV-C. The distances (Euclidean
distances for the k-NN algorithm and approximate distances

ZHANG et al.: ITEM-LEVEL INDOOR LOCALIZATION WITH PASSIVE UHF RFID BASED ON TAG INTERACTION ANALYSIS

11

40
Simplex
This work (Revised Simplex)

Estimation error ( cm )

35

Estimation error ( cm )

32
30
28
26
24

30

25

20

8

22

7
6

20
25

5
4

16
Refere
nce de
nsity (
ta

3

9

2

4
gs/m 2

)

1

1

old
sh
re
Th

B
(d

15

)

10

(a) Estimation error under different reference densities and thresholds

1

4

9
Number of targets

16

25

(b) Estimation error under different numbers of targets
40

1
0.9

35

Estimation error ( cm )

Cumulative probability

0.8
0.7
0.6
0.5
0.4

0.2
0.1
0

0

10

20

30
40
Estimation error ( cm )

50

60

Simplex, 1 Target
This work (Revised Simplex), 1 Target
Simplex, 4 Targets
This work (Revised Simplex), 4 Targets

15

70

(c) Cumulative probability under different spacings of targets

Fig. 10.

25

20

Simplex, 5 cm
This work (Revised Simplex), 5 cm
Simplex, 20 cm
This work (Revised Simplex), 20 cm
Simplex, 35 cm
This work (Revised Simplex), 35 cm

0.3

30

10

Paper box

Eyedrop

Match

(d) Estimation error for objects made of diffferent materials

Experimental results for the Simplex algorithm and the revised Simplex algorithm

for the Simplex algorithm) of the reference tags, which are
close to the target tags, can be efficiently revised.
D. Comparison of localization methods
Table II compares different RFID localization schemes
that provide real experimental results. Simulation results [16]
are not listed here. The schemes are classified into three
categories: reader-based schemes, active-tag-based schemes
and passive-tag-based schemes. We first list the system characteristics for different schemes, and then use three metrics to
evaluate them: cost, capability of simultaneous localization of
multiple targets and location estimation error. For our work,
the estimation error for a single target is the average error over
different target materials (paper, eyedrop and match), and the
estimation error for multiple targets is the average value over
different numbers (from 2 targets up to 25 targets) of multiple
targets with different materials. We list the results of the k-NN
and the Simplex algorithms as the baseline for comparison.
The results for the baseline and our proposal were measured
in the same environment with the same setup.
Reader-based schemes [7], [14] can achieve low estimation
errors. However, they incur high cost † for locating small itemlevel objects, such as boxes of eyedrops and boxes of matches.
Active-tag-based schemes have medium cost [15], [17]. They
have big estimation errors. Passive-tag-based schemes [8], [19]
have the advantage of low cost. The RSSI mapping achieves
quite low cost by measuring a tag at reference points aforehand
† According to Amazon.com, the current market prices of a UHF RFID
reader, an active tag and a passive tag are in the scale of 1000, 10 and 0.1
US dollars, respectively.

instead of using reference tags. However, its estimation error is
37 cm which is greater than the seperation of two neighboring
reference points (25 cm) [19]. LDTI [8] only utilizes the RSSI
variance. It is accurate if only one target at a time enters the
monitoring area or changes its location, but difficult to locate
multiple targets if they appear or are relocated simultaneously.
LDTI is essentially a single-target locating scheme.
Compared with the above schemes, our revised algorithms
adopt a passive-tag-based scheme that have much lower cost
than the reader-based schemes [7], [14] for localization of
small objects, and have lower cost and lower estimation error
than the active-tag-based schemes [15], [17]. Our revised algorithms outperform the passive scheme with the RSSI mapping
[19] in terms of accuracy. LDTI [8] and our revised algorithms
achieve a similar accuracy, but our revised algorithms can
simultaneously locate multiple targets. Moreover, the reference
tag density of our proposal is only one fourth of that of LDTI,
which means our proposal has lower cost for the reference tag
deployment than LDTI. In summary, our proposal is better
than the others in Table II in consideration of all the three
metrics.
VI. C ONCLUSION
In this paper, we propose an analysis method for tag
interaction to guide and improve the design of RSSI-based
localization algorithms. We analyze the tag interaction by
taking the simulation of the radiation pattern of ALN-9634 tag
antennas in HFSS as an example. To show how to utilize the
‡ The symbol, “-”, means that the authors did not provide the estimation
error results for multiple targets.
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TABLE II
C OMPARISON OF LOCALIZATION METHODS
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[14]

[15]

[17]
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[8]

Baseline

Target

Reader

Reader

Tag

Tag

Tag

Tag

Tag

Tag type

Passive

Passive

Active

Passive

Passive

Passive

Passive

No
No

Yes
No

Yes
No

Tag
Active +
Sensors
Yes
Yes

Yes
No

No
Yes

Yes
No

Yes
Yes

120×120

120×120

100×200

100×100

25×25

16×38

50×50

50×50

High

High

Medium

Medium

Low

Low

Low

Low

Yes

Yes

Yes

Yes

Yes

No

Yes

RSSI
RSSI variance
Reference
separation
(cm×cm)
Cost
Simultaneous
localization of
multiple targets
Single

13

Multiple

-

‡

10

109

45

37

-

-

-

-

tag interaction to revise localization algorithms, we take the
k-NN algorithm and the Simplex algorithm as two examples.
From the reference-reference interaction analysis, we know
that more dense reference tags partition space into smaller
regions, but meanwhile lead to higher gain change in different
directions. This empirical analysis can guide us to determine
an optimal reference density. From the reference-target interaction analysis, we know that closer tags tend to have
more interactions with each other and can have a big RSSI
difference in some directions. This analysis guides us to use
the RSSI variance to revise Euclidean distance for the k-NN
algorithm and approximate distance for the Simplex algorithm.
Moreover, the target-target interaction analysis reveals that the
RSSI of a target tag can vary significantly when other target
tags are positioned in its close vicinity. That is the reason why
it is difficult to locate close targets and the location estimation
error for multiple targets is normally worse than the singletarget case.
Experiments are conducted to evaluate our tag interaction
analysis and the revised localization algorithms. With the
same experimental setup, we improve the location estimation
error by 28% and 40% for the k-NN algorithm to locate a
single target and multiple targets, respectively, and by 23%
and 29% for the Simplex algorithm. Our revised algorithms
have much lower cost than the reader-based algorithms for
locating small objects, and have lower cost and lower estimation error than the active-tag-based algorithms. Compared
with other passive-tag-based algorithms, our new algorithms
achieve lower estimation error than the RSSI mapping, and
is superior to LDTI in terms of simultaneous localization
of multiple targets and reference tag density. In summary,
our proposal is advantageous over other RFID localization
schemes in consideration of cost, capability of simultaneous
localization of multiple targets and location estimation error.
In the future, we will apply our interaction analysis method
for reader antenna interaction analysis, and evaluate the influence of reader antenna density on the location estimation
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