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Abstract

Intelligent Medicine System Prototype of The Internet
of Things

Yu Wang

Since the population of the world is ageing rapidly, 
how to provide appropriate healthcare to the elderly 
and disabled people becomes an important issue and 
draws high attention from medical, academic and 
industrial fields of the society.

    The Internet of Things (IoT) drives the evolution of 
the Internet, and is regarded as a great potential to 
improve quality of life for the surging number of 
elderly people significantly. To promote a more 
widespread adoption of technologies underlying IoT,
trust and security issue must be paid attention to. As 
Android operating system gains immense popularity 
nowadays, it is a trend to make use of it for the wider 
access of IoT utility.

    This paper presents an intelligent and secured 
medicine system prototype based on IoT, and it aims 
to offer assistance about medicine taking with the 
support of smart devices as medicine cabinet and 
Android applications. At the same time, this system
allows the users to keep track of the relevant "things" 
connected to the Internet and protects the privacy of 
the user data in transit.
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Chapter 1 

1. Introduction 

1.1 Motivation  
Nowadays, an estimated 14 percent of elderly people live alone [1], some of 
them suffer from illness or disability, making it difficult to take care of 
themselves about medicine taking if required. Any minor ignorance such as 
forgetting to take medicines or taking medicines at wrong time may cause 
potential fatal problems. It is also difficult for the doctors or pharmacists to 
know the up-to-date information—whether it is time to fulfill prescriptions or 
take other urgent actions. Therefore we decide to design an intelligent medicine 
system for the elderly and impaired users to manage their self-care and keep 
medical intake working.  
 

This work commits to the smart home scenario of the uTRUSTit project, 
where a collection of information and communication technologies (ICT) are 
used in houses, with various components communicating via a local network. 
The uTRUSTit project has three domain scenarios for technology demonstration, 
except for the smart home, the smart office scenario and the E-voting scenario 
are defined to apply for office environment and government voting respectively, 
aiming to provide users with tools that present trust information in model 
systems and allow them to make informed trust-decisions [4].  

 
  
1.2 Contributions 
In respect of assisting the user’s daily life, the medicine system has several 
contributions. 
 

1. Offer good informational health care service. One important feature of 
the medicine system is that it would remind the user to take medicines 
according to tailored schedules. When the user is at home, the system 
would communicate with him via the cabinet, while away from home, 
the system would communicate with him via the mobile phone, 
therefore reducing the possibility of missing medicine times for the user. 

 
2. Keep track of medicine status and quantity. The system records the 

user’s behaviors at specific time, which medicines are taken and the 
quantity of each medicine remains. If the user does not follow the 
schedules, the system would alert the user, or warn his care providers 
by sending emergency emails. In addition, the information about the 
medicines is presented in a website to help those doctors to refill the 
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prescription in time. 
 

3. Protect user’s personal information from potential threats in the Internet. 
The system would analyze the security of the network and 
trustworthiness of the devices and their environment, and help the user 
to make secure strategies about connection and data transmission.    

 
1.3 Thesis structure 
The outline of the rest of thesis is as follows: 
 

Chapter 2 introduces the background for the medicine system and main  
technologies used.  
 
 Chapter 3 presents the related work that has addressed similar problems 
and the differences this system has from them. 
 

Chapter 4 illustrates how the medicine system is structured.  
 
Chapter 5 describes the issues faced during the implementation of the  

system, the relative solutions and the effects.  
 

Chapter 6 explains how the system is evaluated and shows the analysis  
and discussion about the results. 
 

Chapter 7 gives the conclusion and work to be done in the future.  
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Chapter 2 

2. Background 

2.1 Population Ageing  
Based on the report from the United Nations in Ageing and Development 2009, 
the average annual growth rates of population aged 60 or over, 80 or over are 
very high [1].  

 
     

Figure 1. Average annual growth rate  
of total population, aged 60 or over and aged 80 or over  

 
Figure 1 illustrates that the older population is growing faster than the total 

population of the world practically, the oldest-old one is growing even faster.   
In 2009, an estimated 737 million persons were aged 60 years or over, with this 
growth rate, by 2050, the world will get to the situation where one out of every 
five persons will be aged 60 or over [1]. Therefore, there is an increasingly 
desperate need for something that can improve life quality for those elderly 
people. For example, smart devices that are invented to detect vital signs of a 
person, or to send emergency messages to a healthcare professional when 
urgent help is needed, or to diagnose and determine the causes of certain 
diseases after ingested into patients’ bodies [2]. The Internet of things can 
definitely meet this requirement. 
 
 
2.2 Internet of things 
The Internet of Things (IoT) is an integrated information network of future 
Internet where physical and virtual “things” with identities, physical attributes  
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and intelligent interfaces are seamlessly connected [3]. It connects a large 
number of information and communication systems, in which people interact 
with information and communication technologies in support of business 
processes [7]. According to Cisco Internet Business Solutions Group (IBSG), 
the Internet of things is regarded as the first real evolution of the Internet, and 
will lead to many applications with revolutionary potential for improvement of 
people’s way of life, work and entertainment [5].  
 

Wireless broadband is seen as a prerequisite of IoT development, and it 
allows a wide range of different types of objects to benefit a lot from network 
connection. Radio-frequency identification (RFID) is often a method used to 
achieve unique identification of things, with objects equipped with radio tags 
that can be identified and inventoried by computers [3].   
 

Now many IoT projects are on the way of improving distribution of the 
world’s resources, closing the gap between rich and poor, and helping people 
understand the planet so they can be more proactive. uTRUSTit is one of those 
projects, with experts conducting research in the areas of information 
technology accessibility, usability and user ergonomics, it aims to get 
trustworthiness, security functions and privacy implications assessable to the 
users in the IoT [4]. 
 
   Although the Internet of Things is powerful, there are several barriers exist 
that slow down its progress, including lacking a common set of standards, 
challenges of developing large number of energy sources and issuing security 
and trust problems. 
 

 
2.3 Approved Operation System  
Nowadays, Android operating system has becoming more and more popular. It 
is a software toolkit for mobile devices created by Google and the Open Handset 
Alliance. With over 200 million Android devices in use by November 2011, 
Android was labeled as the best-selling smart phone platform compared with 
other versions of operating systems in Q4 2010 [6]. 

 
Android consists of several layers as the structure below, including a kernel 

based on the Linux kernel; libraries, middleware, and APIs written in C language; 
an application framework which includes Java-compatible libraries based on 
Apache Harmony; and application software running on the framework. Android 
adopts the Dalvik virtual machine which runs dex-code usually translated from 
Java byte code during its runtime. 
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     Figure 2. Android Architecture 
 

The popularity of Android is due to three main reasons:  
 
1. Open-source. This allows a large community of developers to join in  

Android alias developing applications that extend the functionality of the 
devices. Besides, it gains support for Android market, which is the online 
software store developed by Google for Android devices, and promoting 
the maturity of the platform. Android users are enabled for more 
freedom to download various applications and access Internet. 
 

2. Flexibility of customization. While other operating systems such as Apple 
iOS imposes restrictions on what the user can do with iPhone, Android 
offers various options for customization, from notification sound to LED 
indicator light, users and third-party developer are enabled to tweak 
every aspect of Android. 
 
 

3. Good features for Internet. Google has developed a number of 
Internet-based services that have become important for many people in 
their everyday life, such as mail, map and search. Android platform is 
created to combine these excellent services seamlessly, offering the 
user good experience of using the Internet.  
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Chapter 3 

3. Related work 

Though the Internet of things has immense potential to the development of 
various fields of the world, due to the nature of enabling technologies and the 
large scale of their deployment, technological standardization in most areas 
stays in infancy, the transformation of these innovations from ideas to specific 
applications or products faces a number of challenges, as reported by 
International Telecommunication Union (ITU) in 2005 [7].  
 

So far, few efforts have been made to apply IoT in medical environment, 
related work that offers users smart health care services as an intelligent 
system or smart medicine cabinet are rare. [8] analyzes the impact the Internet 
things has in clinical logistics with smart objects in healthcare, [9][10]present a 
Magic Medicine Cabinet that supports both the informational and physical 
aspects of user health care.  However, it only notifies the user to take 
medicines according to his vital signs without comprehensive schedules, and 
does not apply to the situation when the user is away from home. [11] 
introduces a medication dispensing system, which comprises a medicine cabinet 
and dispenses medication dosages for patient individuals, which targets for 
multiple users and has limited informational health care services.  

 
Since information properties of the IoT are hidden in small devices 

manufactured by a large number of vendors, privacy and security remain 
concern. Researches of [12][13] give an overview of privacy and security issues 
in IoT separately. In [14], an architecture is developed to support security and 
mobility when underlying IoT technologies Near Field Communication 
(NFC)/RFID and IPv6 over low power Wireless Personal Area Network 
(6LoWPAN) are used in medical products, while [15] attempts to address the 
issue of data security by assuming network is safe, which shows the 
vulnerability of IoT tiny computing devices toward security attacks. 
Nevertheless, network security is still an influential element for achieving the 
security of IoT domain and needs further analysis.  
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Chapter 4 

4. System Architecture 

4.1 Product requirement 
To better guide the development of the system, in design stage a set of desired 
characteristics are defined. 
 
4.1.1 Functional requirement  
The functional requirement describes goals the system is supposed to 
accomplish, and drives its application architecture [16].  
 

1. The system can provide the user effective assistance about his daily 
self-care of medicine taking. 

 
2. The system can communicate with care providers for necessary help. 

 
3. The system can record the user’s interaction toward the system itself, 

which can be used for further research and study, making achievement 
for better and smarter IoT. 

 
4.1.2 Non-functional requirement 
The non-functional requirement imposes constraints on the implementation, 
and dives the technical architecture of the system [16]. 
 

1. Good Wireless Local Area Network (WLAN) and Internet condition. This 
is the guarantee for a normal working environment of the system 
running. 

 
2. Data update. The system must be capable of updating the displayed 

records within an acceptably short interval when records change, and 
synchronize the data stored in the server and the data of the local 
database in the client applications. 

 
3. Certification. RFID certification or password would be the way for the 

system to recognize authorized users and distinguish their different 
types of rights in managing the system. 

 
4. Security. The system would be configured with a security center where 

trust and security problems are analyzed and related policies are made, 
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such as protection of the system from unauthorized access. 
 

5. Extensibility. As the website is tended to be built in Model-View-Control 
(MVC) structure, the medicine cabinet applications should be designed 
following the same principle, where input logic, business logic and UI 
logic are well separated. In this way the system is offered a loose 
coupling between different elements, making it easier to extend 
functions, add new features, or modify existing components. 

 
6. Usability. The system should provide friendly interface for the user, and 

also simplify the complexity of operation procedures, so that the user 
can easily learn how to use the client application by following precise 
instructions displayed on the screen as well as those short, intuitive 
feedbacks given from the system.  

 
 

4.2 Medicine System 
In accordance with the product requirements, we build a medicine system 
model, which will lead to the further development of the system.       
 
4.2.1 System structure 
The system is equipped with a server, a cabinet, an administrating website and 
a mobile health application, which are shown in Figure 3: 
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      Figure 3. Medicine System Structure  
 

• Server—core component for communication between devices, it 
contains MYSQL database where all medicine-taking scenario data are 
kept and provides service for the website. 
 

• Mobile—platform where health care application is run, it can remind the 
user to take medicine and notify the server about the user’s status 
whether he is at home or away. 
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• Medicine cabinet—main part of the medicine system, consists of a 
hardware cabinet and a medicine cabinet application run on pad. 
 

• WEB—data management website for the administrator, where he can 
view the recorded logs and maintain data in the database.  
 

 This paper focuses on the implementation of the medicine cabinet and the 
communication between the server and the cabinet, with simple analysis about 
the interaction between the server and the mobile phone. 

 

4.2.2 JSON RPC Protocol  
The system adopts RPC for the communication between the clients and the 
server, which is a remote procedure call protocol and powerful for constructing 
distributed client-server based applications.  By using RPC, the application is 
isolated from the physical and a logic element of the data transmission 
mechanism, avoiding the details of the network interface [17]; and is allowed to 
use various transports, making the distributed computation easier. 
 

To choose a data interchange format for data in transmit of the medicine 
system, we consider two popular alternatives, namely JavaScript Object 
Notation (JSON) and Extensible Markup Language (XML). JSON is a lightweight 
text-based open standard [18] and usually used for data serialization. XML is 
used for creating user-defined markups to documents and encoding schemas 
[19], and it becomes the default for many office-productivity tools including 
OpenOffice.org and Microsoft Office. Both two formats are designed with the 
fundamental goals of parsing simplicity and human readability, and JSON has 
the same interoperability potential as XML. Besides, JSON is supported directly 
by JavaScript and is more suited for JavaScript applications, providing 
significant performance over XML, which requires extra libraries to retrieve data 
from Document Object Model (DOM) [20]. As studied in [21], JSON is faster and 
uses fewer resources than XML measured with a clear benchmark by selecting a 
transport mechanism. 

 
Therefore JSON RPC seems to be the best choice for the system, which 

defines a handful of data types and commands that allow for necessary 
customized data structure and offers easy maintenance. 
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      Figure 4. JSON RPC Protocol in System 

   

 As illustrates in Figure 4, all methods are defined in a Perl file stored in the 
Apache server, which can access the database directly, get information or 
conduct modification of the data stored in the server. 
 
  A communicating session is initialized when the client Android software 
running on the pad sends a request to the remote service using HTTP protocol, 
calling for a method of the server, passing multiple input parameters as an array 
or object [22]. The communication session over the network is encrypted by 
openSSH, which is a set of open source connectivity tools and can effectively 
eliminate connection hijacking, eavesdropping and other attacks [23]. When 
the method is invoked, it returns multiple output data that are required or error 
message, all of which are also single objects, serialized using JSON. After 
resolving what has been received, the client gets the data in String type for 
further use. 
 
 Take a simple case for example, if the medicine cabinet application needs to 
know how many pills of a medicine remain on 2012-01-12, the getQuantity 
method is supposed to be called, which defines medicine name and query date 
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as parameters. The possible format of JSON object for request and response can 
be as follows. 
 

• Request --> {"method": "getQuantity", "params": ["medicine 
A","2012-01-12"], "id": 1} 

• Response  <-- {"result": "32", "error": null, "id": 1}. 
 
   Where id is a value of any type and is used to match the response with the 
request that it is replying to. 

   

4.3 Medicine Cabinet 
As described above, the medicine cabinet plays an essential role in the whole 
system, its main task is to store medicine jars and keep track of their 
movements, calculate medicine quantity and notify medicine schedules. 
 
4.3.1 An Example Scenario 
Paul is 67 years old, he has retired and lives alone with his children visiting 
every several months. Like many other elderly men, he feels difficult to lean on 
himself for medicine taking, but with the assistance of the medicine system, his 
life gets much easier. 
 

In the morning around 8:00, when Paul is cleaning in the bathroom, he 
hears the cabinet saying “please take medicine”, and sees the information 
“medicine A, pill 2; medicine B, pill 1” showed on the pad. After washing, Paul 
puts his mobile phone close to the cabinet side, the cabinet authenticates him 
and unlocks, Paul opens the door and takes medicines as suggested. Later after 
he closes the door, the cabinet asks to remove the key since he has left the 
mobile phone in the cabinet by mistake, Paul reopens the door and take out the 
mobile and closes it again, this time the cabinet pops out a dialog on the pad 
showing “have you taken A 2 pills, B 1 pill?”. Paul confirms YES, the dialog 
disappears. 

 
About 13:00, the cabinet notifies Paul “It is time to check out” and shows  

that medicine B and C are expected to be taken away. Paul recalls that he is 
going to visit his friend in another city for one week. So after packing other stuff 
he comes to the cabinet, presses button CHECK OUT and opens the door, takes 
out medicine B, C and closes the door, the cabinet speaks ”check out 
successfully”. Paul leaves his house and starts his journey, around 14:00, Paul’s 
mobile buzzes and displays a notification saying it is another schedule time. 
 
 
4.3.2 Cabinet Structure 
Medicine cabinet consists of a cabinet with an Android pad, RFID readers and 



!

21!

door lock. 
     
 

        

 
   Figure 5. Medicine Cabinet 

  
The Medicine cabinet application running in the pad is the main user 

interface. There are thee possible actions the user can conduct to the cabinet, 
including External RFID detection, which happens when the user trys to open 
the lock; pad input, which happens when the user presses buttons, enters text 
or speaks at certain time; electronic lock signal, which happens when the user is 
opening or closing the door. 

 

At the bottom of each medicine jar, we attach an electrically readable RFID 
label. The label is bound to a unique string of label numbers and therefore 
identifies this medicine. Every time a medicine jar is moved in or out the cabinet, 
a RFID detection event is triggered and informs the cabinet about which 
medicines are inside. In addition, we embed a RFID label in the mobile as the 
key to the cabinet, so that when the user put the mobile close to the cabinet, the 
door will be opened after certificating the label is authorized. 

 

4.3.3 Working States 
The diagram in Figure 6 shows main abstract working states of cabinet during 
its runtime. 

 

• Idle state: basic state where the cabinet does nothing except for polling 
and checking if there is any event that happens and causes the transition 
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to another working state. All other states also check for satisfied 
transition requirement or event while doing expected tasks.   

 

• Remind check out time state: notify the user to check out medicines and 
wait for the user acknowledgement, triggered when it is time the cabinet 
is set by the user to issue the reminder. 

 

• Check quantity time state: analyze relative data to see whether the pills 
remain in the medicine jars are enough for the coming whole day, 
triggered when it reaches the specific time of a day, e.g. 12:00 at noon.   

 

• Register check out state: register the date and time the user wants the 
cabinet to remind him for checking out, which means taking the 
medicines with the user away from home for a long period of time. This 
state is triggered when the user presses regCheckOut button. 

 
• Schedule time state: notify the user about which medicines and how 

many pills should be taken according to the schedule made by the doctor 
or the pharmacist, triggered when it is time for a schedule event. 

 

• Check out state: the user informs the cabinet that he is going to check 
out some medicines right now, so that these medicines are marked for 
further actions. This state is triggered when the user presses chkOut 
button. 

 

• Daily use state: keep recording the track of all medicine jars about e how 
many times they have been moved out and in, triggered when the user 
opens the door to access medicines and is closely related to the check 
medicine state. 
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     Figure 6. Working States of Medicine Cabinet 

 

• Check medicine state: check whether all medicine jars are inside the 
cabinet, discover which one or ones is (are) missing, decrease quantity 
for medicines that are taken, and send warning messages to the caring 
people as positive precautions for possible bad things toward the user. 
This state is triggered by closing the door. 

 

4.3.4 Application Interface 
The interface structure for the medicine cabinet application is showed in Figure 
7. 
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     Figure 7. Application Interface Structure  
 

The functional layer is the essence that drives the application to work in 
accordance of the preset disciplines, it knows about the current states of the 
door, the lock and the connection, it also holds information about the schedules 
and the medicines. The User Interface (UI) specifies UDP settings for the HW 
driver, server address and login credentials. The communication of functional 
layer with UI is built on functional layer API, with the server is built on Server 
API, while with the security center that deals with security and trust issues is 
built on Security API. 

 

We use Graphic User Interface (GUI) to enable interaction between the user 
and the cabinet. With clickable graphical icons and visual indicators, GUI 
presents the information and actions available, and makes operations more 
direct and friendly for the user. 

  

A possible GUI for check out procedure would be as Figure 8. 

       
     Figure 8. GUI for check out procedure 
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Public class MedCabEvent 
{ 
 Private int delay;              // the time that the event should be  

waiting in the timeout event queue 
Private String eventTime;      // the time when event reaches the main  

event queue 
 Private int chainLinkNumber;  //  what is the chain number 
 Private int nextChainNumber;  // what is the next chain 
 Private int actionNumber;   // what action should be taken 

Private int type;   // what type the event is, whether it is an door open  
event ,remind returning medicine event, or others 

 …… 
} 

 

Chapter 5 

5. Implementation 

5.1 Event and Chain 
In this paper, we define an atomic of work that needs to be done by the 
medicine cabinet as an event, it can be triggered when the cabinet receives a 
signal externally, for example, pressing a button, opening the door; or created 
due to time events, or generated by another event after its execution. Therefore 
during the runtime, there are various types of events coming up, to better 
control how these events are dealt with so that the cabinet can provide good 
service at maximum, we make every event to be identical by attach various 
attributes and assign different values.  
 

An event abstract class is described as below: 
 

 
 

To express processes that may contain a series of works, we adopt the idea 
of chain. A chain comprises a unit of chain nodes, each one is related to an 
action, which defines the content of message and the way for its expression by 
the cabinet. Those chain nodes are actually events with information about their 
position and relation to actions. As showed in the abstract class above, variable 
chainLinkNumber is the id of this node, when the value is -1, it gets to the end 
of the chain; nextChainNumber means the id of the next chain node and 
actionNumber means the id of action that this node is bound to.  
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      Figure 9. Chain and Action 
 

In Figure 9, the chain consists of 5 nodes. Except the end node -1, each of 
the others is related to an action and a successive node at the same time. For 
the first chain node, chainLinkNumber is 1, nextChainNumber is 2, while 
actionNumber is 5. When dealing with a chain, the cabinet would execute each 
related action one by one from the chain head to the tail, therefore after chain 
node 1’s action 5 is done, the cabinet would continue with chain 2 and execute 
what action 2 describes. The process is repeated until action 9 of chain node 4 
is finished and it comes to chain node -1. 

 
The duration time for this procedure plus the delay of each chain node is the 

natural life length of a chain. If a chain gets specific answer from the user and is 
not finished yet, then it should be interrupted, discarding the rest of chain 
nodes.  
 
 
5.2 Queuing mechanism 
We also introduce a scheduling mechanism—Mutual exclusion queuing to 
enable the cabinet to manage events well. 
 

Mutual exclusion queuing mechanism consists of two event queues, one is 
timeout event queue, and the other is main event queue. Timeout event queue 
holds events that contain some delay, usually a few seconds. After delay, the 
event will be posted to the main event queue, where events wait for the 
processor; other events that should not be delayed are posted directly to the 
main event queue when generated. Before being executed, the filter would scan 
the events in the queue, and choose the one that satisfies the prioritized policy, 
pick it out and send to the processor. 
 
 The core rule of the filter is mutual exclusion, which is used in concurrent 
programming to avoid the simultaneous use critical sections. In critical section, 
a process or thread accesses a common resource [24], in this context, common 
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resources represents database, user feedback like text-to-speech, door lock 
and other hardware of the cabinet. The synchronization of access to those 
resources is an acute problem because a thread can be stopped or started at 
any time, if a thread is altering a piece of data, when another one tries to read 
or modify it, the data is in an unpredictable and inconsistent state, or even 
becomes unrecoverable. While with critical section, these shared data can be 
protected, so that other processes or threads are excluded from running. 
 

The processor can only be dealing with one chain at a time, to get the 
cabinet resource such as the speaker, or the interface for dialog display. The 
order that all the chains get executed is basically following First In First Out 
(FIFO) method. When some actions are removed from the queue, the original 
sequence of other actions remains the same. Doing this, the responses to the 
user action are in good order and more acceptable. Consider such case, several 
dialogs triggered by different chains appear together on the pad screen, or the 
speaker demands to open the door and close the door at the same time, the 
elderly user would feel really challenging to react.  
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Figure 10. Queuing mechanism  

 
 
As Figure 10 illustrates, when there are several chains—chain 1, chain 2, 

chain 3 and chain 4 in the main event queue, the most prioritized one will be the 
one get accepted by the processor first, which is chain 2, so the other chain 
actions have to wait until chain 2 is finished. The filter would investigate all the 
events in main event queue, and find the earliest chain 2 action that reaches to 
the queue other than the one being dealt with, remove it from the queue and  
send to the processor. When the user acknowledgement –chain 2 ack action 
arrives, which is posted immediately to the main event queue when the user 
responses, the cabinet would remove all the events belonging to chain 2 in 
timeout event queue, getting chain 2 interrupted and the processor released, 
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later chain 1 can access the common resources, and the same rule applies to 
chain 3 and chain 4. 
 
5.3 Medicine schedule 
Usually, the doctor or pharmacist would make prescriptions about when to take 
medicine, which medicines and how many pills should be taken, the user has to 
take his initiative to follow those schedules. Now this task lays on the medicine 
cabinet, it periodically checks if it is time for the next schedule and notifies the 
user by displaying these information on the pad or speaking out.   
 

Out of simplicity, we design schedules as Table 1. On Monday morning 
12:00, the cabinet would remind the user to take 2 pills of medicine A and 5 pills 
of medicine C, the similar cases apply for other dates and time. 
 

      Table 1 Sample Schedule  
  
 
5.4 Quantity calculating method and User behavior  
A main requirement for the medicine system is to keep the inventory of 
medicines up to date and communicate with the doctor in case medicines stored 
in the cabinet are scarce. Therefore the cabinet needs to keep track of the 
medicines jars when the user moves them, which will be detected by the RFID 
reader around the edge of inside part.  
 
5.4.1 Definition of taking medicine 
It seems quite hard to define an action of the user to be having taken a medicine on 
the cabinet side, and to know how much have been taken exactly. There are some 
electronic scales designed to weigh medicine precisely at microgram level, therefore 
the difference between two measurements of the same medicine jar in succession 
can suggest exact pills or dosages that have been moved out. 
  

However, the usage of such scales has very restricted environment 
requirement. If applied to the cabinet, features including the position it is arranged, 

Date  
Time 

Mon. Tue. Wend. Thu. Fri. Sat. Sun. 
Med pills       

Morning (8:00) A 
  C 

2 
5 

 ……     

Noon (12:00)   B 1    ……    

Evening (18:00)   A 
  B 
  C 

3 
2  
2 

   ……   

Night (21:00)   A 
  C 

2 
   5 

    ……  
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the temperature within the cabinet and whether there are some contaminant other 
than medicine jars will all influence the performance of the scale. Besides, since 
there will be more than one medicine jar stored in the cabinet, it is challenging for 
the scale to distinguish different medicines if the weights of their pills varies little.  
Even if medicine pills are surely moved out from the jar according to the results 
offered by the scale, it still cannot guarantee the user has actually swallowed them.   

 
Taking all these aspects into consideration, we decide not to adopt the solution 

with electronic scale, which is costly and inefficient. Instead, we simply consider 
that a jar being moved out from the cabinet and then moved in as a sign of this 
medicine has been taken once. In addition, we require feedback from the user ‘s 
declaration about the number of pills taken to help analyzing the medicine 
consumption.  
 
5.4.2 Calculation Features 
In order to provide statistic for further research and study on user behavior of 
taking medicines, as well as analysis on the relation between users’ subjective 
behaviors that are recorded and the objective behaviors they declare they have 
done, we introduce three types of quantity for each medicine—start quantity, 
possible quantity and real quantity.  

 
• Start quantity – the initial number of pills when this medicine is put in 

the cabinet the first time; 
 
• Real quantity – the remaining quantity as previous Real quantity minus 

quantity the user confirms he has taken, this is implemented by 
displaying a dialog on the pad when the door is closed, asking the user 
about how many pills he has taken for those medicines that are moved 
out& in while the door is open, based on information offered by the RFID 
reader;  

 
• Possible quantity – the remaining quantity as previous Possible quantity 

minus quantity the RFID reader thinks the user has taken according to 
prescription set for each medicine, when decreasing, calculate the total 
number of the times the medicine has been moved out &in multiplying 
the expected taken number.  

 
Both Real quantity and Possible quantity are initially equals to Start 

quantity. 
 

 
5.4.3 Home Scenario of User Behavior  
Taking all possible situations of the user having medicines into consideration, 
there are two important statuses, one is the status of the user, and the other is 
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the status of the medicines. According to the user status, we divide these 
situations into two main scenarios: 
 

• Home scenario: where the cabinet communicates with the user directly 
through pad when he is at home; 

 
• Away scenario: where the cabinet communicates with the user through 

mobile phone when he is outside. 
 
Since the implementation of the mobile phone is not complete, we focus on 

Home scenario, furthermore, to illustrate the details of what happen in the daily 
user state and check medicine state in the states diagram between opening and 
closing the door, we divide this scenario into four sub scenarios based on 
medicine status. Assume all medicines except those are checkout should be in 
the cabinet when the door is closed, for those not in the cabinet, either the user 
is check out them, or the user forgets to put them back after taking medicines. 
 
 

Type Inside Checked out  Scenario description 
1 YES YES Checking in case 
2 YES NO Normal case  
3 NO YES Checking out case 
4 NO NO Alert case  

     Table 2 Sub-scenarios of Home scenario 
 
1. Checking in case: where the user is back from his away time and checks 

in the medicines he has taken out.  
 

To update possible quantity when the RFID reader detects the 
medicines are returned, the cabinet must know how many pills have been 
taken for each medicine. For those medicine planned in schedule, the 
cabinet calculates quantity according to all schedule events during these 
leaving days, which suggest the amount of pills should be taken for different 
medicines; for those not planned, the cabinet calculates quantity according 
to the expected taken number every time and the number of leaving days.  
 
2. Normal case: where the user has taken his medicines and returned them 

all back. 
 

When considering medicine real quantity, for those planned in schedule, 
the cabinet calculates quantity according to the number of pills that the user 
confirms he has taken through dialog. 

 
3. Checking out case: where the user is going to check out medicines, the 
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cabinet marks those medicines as checked and moves to Idle state. 
 

4. Alert case: where the user has taken his medicines but forgets to return 
them back. The cabinet would alter several times and then mark the 
missing medicine jars as out and move to Idle state eventually. 

 
Figure 11 shows the steps of cabinet dealing with Sub-Home Scenarios.  
 
 

5.5 Synchronization between databases 
To avoid high frequency of the server database modification, we use SQLite, 
which is regarded as a popular local/client storage, for the medicine cabinet to 
maintain data that are often changed. SQLite is an ACID-compliant embedded 
relational database management system contained in a relatively small C 
programming library, it implements most of the SQL standard [25]. In contrast 
to other database management systems, SQLite is not a separate process that 
is accessed from the client application, but an integral part of it. For SQLite, read 
operations can be multitasked while writes can be done only one-at-a-time.  
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    Figure 11. Flow chart of Sub-Home Scenario Implementation 
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 At initial stage when the medicine cabinet is started, it connects to the 
server and reads all necessary data from MYSQL database and stored them in 
SQLite. Later during the runtime of the cabinet, it is able to access or alter those 
data easily by querying or updating the local database. For the medicine system, 
the most frequently updated attributes are among several database tables: 
 

• Schedule—whether the user has followed the schedule notification and 
taken medicine;  

 
• Medicine—whether the status of a medicine jar is in the cabinet or not, 

and what is the quantity of a medicine after decreasing; 
 

• Cabinet—what is the current language of the cabinet and what strings or
 messages should be used for GUI layout and speech, supporting 
different languages without recompilation 

 
• Logs—what the user has forgotten to do and what warning messages are

 generated. 
 

 In the accordance of the medicine system architecture, the administrator 
manages the system via the website, which displays MYSQL database tables, 
those changeable data in SQLite should also be read and written back to the 
server in time so that the administrator is informed with the latest information. 
Otherwise the elderly user may be faced severe problem such as he is lacking 
medicine while the administrator cannot notice this.    
 

The next issue is to decide when the synchronizations happen. Since taking 
medicine is the most essential activity of the user, the best choice is the 
moment when the door is close. During a short time section between opening 
and closing the door the user may remove and return the medicine jars several 
times, updating SQLite frequently. When finished, all related data would be read 
once and sent back to the MYSQL database. Either with higher or lower pace, 
the synchronization would be less effective, higher pace would post heavy 
burden on network connection; while lower pace, on the other hand, would 
cause data inconsistence between the server and the cabinet. 

 

MYSQL

Server

SQLite

Medicine Cabinet

Data
Transmission

 
 

Figure 12. Database synchronization 
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5.6 Trust and Security 
In most cases, system developers are careless about user perceptions of 
security and trust; even offered with them, due to the complex properties of the 
IoT, it is still difficult to understand�  This situation leads to the lack of 
acknowledgement about trust effect, causing business loss and blocking 
technical evolution [4]. A mechanism that can deal with security problems in IoT 
is in harsh need. 
 

The medicine system is constructed with a security center for analyzing 
trust and security problem and making relative strategy, following sets of rules 
that may be customized to conform to users’ different personal characteristics 
and expectations.  

 
Due to time limitation of the project development, this paper presents a 

comparatively simple security center prototype which offers the user assistance 
about three properties of the environment, including: 

 
1. Application’s connectivity to the network;  
2. The data to be transmitted;  
3. Security of the data transmission.  
 
The center is deployment as Figure 13, every time before the medicine 

cabinet or mobile phone tries to connect to the Internet, it will first access the 
security center to get security and trust feedback services, sending request with 
information of hardware devices and software application as well as current user 
characteristics. 

 

 

Medicine Cabinet

Security
Center

Internet

Mobile

 

  Figure 13. Security Center Deployment 
  

Based on the analysis of this information, the security center would tailor 
smarter strategies for the user to choose on how his devices and applications 
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would react. 
 
For instance, at startup time, if the security detects the medicine cabinet 

application is trying to log in the server and get local home network settings, it 
would tell the user whether this connection is safe or not, and wait for the user 
acknowledgement about if he is sure to access the server over this connection 
or wants to choose another one. It also continuously updates the reliability of 
the connection and informs the user as a feedback.  
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Chapter 6 

6. Evaluation 

Testing of the system follows the software testing process [26]. White-box and 
black-box approach are used to certify whether the basic functions are qualified. 
Unit testing and integration testing are used to verify the functionalities and find 
defects in the interface and interaction between independent components with 
various functions. Finally system testing is conducted to test the completely 
integrated system, verifying it meets the requirements. 
 
6.1 Medicine Quantity Calculation 
To test the quantity calculation algorithm, real time schedules are introduced, 
and for simplicity we assume only one medicine—medicine A is in the 
prescription. When it is schedule time and the cabinet notifies, we move out the 
medicine and answer the confirming dialog that pops out later, or ignore the 
notification doing nothing, then record all remaining quantities that are defined 
in Chapter 5.4.1. 

 
Below shows the calculating results of time span from 13:22 to 13:32, 

during which there are five schedule times with 2 seconds interval between each 
other. The initial quantity of medicine A is 40 pills, while at every schedule time 
it is suggested to be taken by 4 pills.  

 

Time 
Expected 
Taken 

Prescript 
Quantity 

Detected 
Out&In 

Possible 
Quantity 

Declared 
Taken 

Real 
Quantity 

13:20 - 40 N 40 - 40 
13:22 4 36 Y 36 4 36 
13:24 4 32 Y 32 - 36 
13:26 4 28 N 32 - 36 
13:28 4 24 Y 28 4 32 
13:30 4 20 N 28 - 32 
13:32 4 16 Y 24 4 28 

  Table 3 Medicine quantity calculation at schedule times   
 

As showed in Table 3, at time 13:26 and 13:30, the user does not take 
the medicine so the RFID reader does not detect movement of the jar. While at 
13:24, though the user has moved the medicine, he declares not taking any pill. 
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 Figure 14. Curves of Three Types of Medicine Quantity 
 

 Based on the experiment results, we get curves of the three types of 
quantities. The quantity of medicine A during the time span should change as 
Prescript Quantity as expected. Possible Quantity represents the user’s actual 
behavior and is the main information for analyzing whether the user follows the 
prescriptions, while Real Quantity is a reflection of how the user declares about 
his behaviors. With only user declaration, there are possibilities of cheating if 
the user confirms yes while he has not taken any medicine.  
 
 Illustrated in Figure 14, the curve segments of Possible Quantity at 13:26 
and 13:30 remains flat, differing from the trend for the same segments of 
Prescript Quantity, which indicates possible alert situations, therefore proactive 
action can be taken in assistance for the user. The curve of Real Quantity mainly 
resembles the one of Possible Quantity, and varies only when the user declares 
he has not taken medicine after moving the jar. This can be used to analyze the 
interaction between the system and user for better humane system. 
 

Tested using large number of schedule cases in succession, the calculating 
algorithm is proved very efficacious on recording quantity of medicines led by 
user actions toward made schedules.  
 
6.2 Functionality certification 
In total, we evaluate the system functionality from several aspects.  
 

1. The system can effectively notify the user about medicine schedules at 
right time, and is capable of noticing the storage scarcity during 
medicine taking procedure, if user does not follow the schedules or 
needs help in some circumstances, the system would issue continuous 
alerts to the user or warnings to care provider for further precautions.  

 
2. The system can analyze the security of the network environment and 
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prevent the user from communicating with the server over the unsecure 
connection, it also suggests proper strategies according to authorities of 
different users.  

 
3. Due to the flexibility of a chain structure implemented, the administrator 

is enabled to adjust how the cabinet reacts to different situations. This 
can be done by changing the linked chain node or the referred action, all 
these settings are stored in the database and can be easily updated. 
Therefore, a medicine cabinet or mobile phone with health care 
application can be customized according the preference and 
requirement of its user. 

 
 Since the system is developed as a prototype so far for further research and 
study, with comparatively low complexity, all tests are done manually according 
to testing cases attached in Appendix. Based on the results of testing, the 
system achieves all goals set above. 
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Chapter 7 

7. Conclusion and Future work 

7.2 Conclusion 
An essential theme of the research is to explore possible combinations 

between real world issues and the visual technologies that we are increasingly 
depending on. This thesis work is such an effort made to promote the utility of 
the Internet of things into our daily life, which is believed will dramatically 
improve people’s life quality. 
 

In the thesis work, first we build up an intelligent medicine system model in 
IoT domain, then according to the system requirement, we implement a 
intelligent medicine cabinet prototype and develop a quantity calculation 
algorithm, which effectively records medicine quantity and reflects user 
behavior; we also design a security center dealing with security and 
trustworthiness problems according to user characters and expectation.  

 
By offering functionalities about reminding schedule times and tracing 

medicine storage, the intelligent medicine system prototype aims to benefits 
the elderly and disabled people about medicine taking, it also gives a good 
example of showing the great potential of IoT. 

 
7.3 Future work 
uTRUSTit project will last three years and its progresses is divided into several 
phases, this thesis work commits to the prototype of phase 1. The 
development of the system of phase 2 includes two aspects:  

 
1. Implement mobile phone application and its communication with the 

server; 
 

2. Analyze user behaviors at schedule times; improve the medicine system 
to be more user-centric and the design of client application GUI to be 
more user-friendly. 

 
After phase 2, an advanced version of the medicine system prototype will be 

tested on various groups of elderly people. According to the user experience and 
assessment from the evaluation, the functionalities of the system will be 
expanded or modified.  

 
When the system evolves till phase 3, the complete trust/security interface 
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and strategy implementation of the security center will be conducted, with a 
special focus on human perception of trust and methods to detect a system’s 
security and trustworthiness.  
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8. Abbreviations and Definitions 

Abbreviation  Description 
IoT Internet of Things 
ICT Information and Communication Technology 
IBSG Cisco Internet Business Solutions Group 
ITU International Telecommunication Union 
RFID Radio Frequency Identification 
XML Extensible Markup Language 
JSON JavaScript Object Notation  
RPC Remote Procedure Call 
HTTP Hype Text Transfer Protocol 
openSSH openBSD Secure Shell 
API Application Programmers Interface 
UI User Interface 
GUI Graphical User Interface 
FIFO First In First Out 
NFC Near Field Communication 
6LoWPAN IPv6 over Low power Wireless Personal Area Networks 
ACID Atomicity, Consistency, Isolation, Durability 
WLAN Wireless Local Area Network 
MVC Model-View-Control 
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10. Tools 

• Operating System:  

Microsoft Windows XP on developing computer 

Android on Pad and Mobile 

Ubuntu 10.10 on Server 

• Programming Language:  

Java (Android) 

Perl       

• Database:  

MySQL -5.0.22  

 SQLite-3.6.0 

• Platform:  
Eclipse-Helios for coding and debugging  
MySQL Workbench 5.2CE for managing MySQL database  
SQLite Manager 3.8.0 for managing SQLite database 
Wireshark 1.6.5 for tracing the communication between Server and 

Cient 
• Code Version Management: 

 SmartSVN 6.6 for iteratively improving code  

• Others:  
PowerDesigner v12.5 for analyzing entity relationships and designing 

database  
Android Debug Bridge (ADB) for accessing Android-powered Pad or 

Mobile 
Apache2 HTTP Server configured with Perl for running Perl script 
openSSH 5.9 for encrypting data in transmission 
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Appendix 

Main Testing Cases 

 

 

Test Case 
Number 

1 

Test Case Name Initialize Medicine Cabinet application  
Test Case 
Description 

The application is initialized with security check 

Precondition The application icon on the pad is clicked  
Post Condition The application gets to Main screen 
Basic Flow 1. The cabinet pops out a dialog showing available secure 

networks for connecting to the server, the user chooses 
one from the list and confirms. 
2. The cabinet pops out another dialog asking whether to 
synchronize data over this network, the user presses yes 
3. The cabinet shows notification of successful data 
synchronization  
4. Main screen shows 

Alternate Flows 1. Connection abortion 
At step 2, the user presses cancel, go back to network 
election dialog in step 1 
2. Synchronization failure 
At step 3, if the synchronization between the server and 
client breaks, go to Step 2 

Expected result 
 

Success: successful message 
Failure: error message 

Testing 
conclusion 
 

passed  □     partially passed □       fail □ 

Test Case 
Number 

2 

Test Case Name Unlock the door with RFID key 
Test Case 
Description 

The cabinet is unlocked when it detects RFID key 

Precondition The application is on Main screen 
Post Condition The door of the cabinet is unlocked 
Basic Flow 1.The user puts the mobile phone with RFID key 

embedded close to the External RFID reader 
2. The cabinet authorizes the key 
3. The cabinet unlocks the door and goes to Welcome 
screen 
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Alternate Flows 1. Authorization failure 
At step 2, if the key is not valid, the door keeps locked 

Expected result 
 

Success: successful message 
Failure: error message 

Testing 
conclusion 
 

passed  □     partially passed □       fail □ 

Test Case 
Number 

3 

Test Case Name Alter at door open time out event 
Test Case 
Description 

The cabinet alerts when the door is kept open too long 

Precondition The door is unlocked 
Post Condition The door is closed and locked 
Basic Flow 1. The user opens the door and does nothing for a long 

period of time 
2. The cabinet alerts, asking the user to close the door 
3. The user closes the door  
4. The door is locked and the application goes back to Main 
screen 

Alternate Flows 1. Alert failure 
At step 2, if the user does not close the door, the cabinet 
stays at step2 for 5 times then stops alerting, and sends 
warning message to the doctor 

Expected result 
 

Success: successful message 
Failure: error message 

Testing 
conclusion 
 

passed  □     partially passed □       fail □ 

Test Case 
Number 

4  

Test Case Name Set user status out 
Test Case 
Description 

The user uses mobile phone to notify the cabinet he is out 

Precondition The medical application is running normally on the mobile 
and the user is at home 
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Post Condition The user status is set to be out 
Basic Flow 1. The user opens medical application on mobile, clicks Set 

In/Out tab 
2. The user clicks out button 
3. The cabinet says goodbye to the user and sets user 
status to be out in the database, unlocks the door 

Alternate Flows 1. Setting out failure 
At step 3, if the cabinet recognizes the user status is 
already out, it does not response 

Expected result 
 

Success: successful message 
Failure: error message 

Testing 
conclusion 
 

passed  □     partially passed □       fail □ 

Test Case 
Number 

5 

Test Case Name Set user status in 
Test Case 
Description 

The user uses mobile phone to notify the cabinet he is at 
home 

Precondition The application is on Main screen and the user status is out 
Post Condition The user status is set to be in 
Basic Flow 1. The user puts the mobile phone close to the external 

RFID reader 
2. The cabinet authorizes the key 
3. The cabinet unlocks the door, set user status to be in 
and welcomes the user 

Alternate Flows 1. Authorization failure 
At step 2, if the key is not valid, the cabinet does not 
response 

Expected result 
 

Success: successful message 
Failure: error message 

Testing 
conclusion 
 

passed  □     partially passed □       fail □ 
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Test Case 
Number 

6 

Test Case Name Alert when the key is in the cabinet 
Test Case 
Description 

The cabinet alters the user to take the key out after he has 
left it in the cabinet 

Precondition The door is opened 
Post Condition The door locks and application goes to Main screen 
Basic Flow 1. The user puts the mobile phone in the cabinet  

2. The user closes the door 
3. The cabinet certifies the key  
4. The cabinet alters the user to take it out 
5.The user opens the door and takes the key out  
6. The user closes the door 
7.The cabinet stops altering, locks the door and goes to 
Main screen 

Alternate Flows 1. Certification failure 
At step 3, if the key is invalid, the cabinet does not alert 
and locks the door 
2. Alert failure 
At step 4, if the user does not open the door, the cabinet 
stays altering for 5 times and sends warning message to 
the relative 

Expected result 
 

Success: successful message 
Failure: error message 

Testing 
conclusion 
 

passed  □     partially passed □       fail □ 

Test Case 
Number 

7 

Test Case Name Alert at medicine missing event 
Test Case 
Description 

The cabinet alerts when there is medicine missing 

Precondition The door is opened 
Post Condition The door locks  
Basic Flow 1. The user moves out medicine jar and does not put in 

2. The user closes the door 
3. The cabinet certifies whether all medicines are inside 
4 .The cabinet unlocks the door 
5.The cabinet alters, asking the user to put back medicine 
6.The user opens the door, puts back medicine jar 
7.The user closes the door 



!

49!

 

 
 
 

8 The cabinet locks the door 
Alternate Flows 1. Alert failure 

At step 5, if the user does not open the door, the cabinet 
stays altering for 5 times and sends warning message to 
the relative, then locks the door and marks the medicine 
as out 

Expected result 
 

Success: successful message 
Failure: error message 

Testing 
conclusion 
 

passed  □     partially passed □       fail □ 

Test Case 
Number 

8 

Test Case Name Ask the user for declaration about medicine taken quantity 
Test Case 
Description 

The cabinet asks the user whether he has taken certain 
medicine 

Precondition The door is opened 
Post Condition The medicine quantity is calculated 
Basic Flow 1. The user moves out medicine jars and puts in 

2. The user closes the door 
3.The cabinet locks the door 
4. The cabinet analyzes which medicines have been 
moved out 
5 .The cabinet pops out a dialog asking whether the user 
has taken the medicines for certain quantity 
6. The user presses yes 
7.The cabinet calculates quantity for medicines that have 
been moved out 

Alternate Flows 1. Calculation abortion 
At step 3, if the key is invalid, the cabinet does not alert 
and locks the door 

Expected result 
 

Success: successful message 
Failure: error message 

Testing 
conclusion 

passed  □     partially passed □       fail □ 
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Test Case 
Number 

9 

Test Case Name Notify user at schedule time 
Test Case 
Description 

The cabinet reminds the user to take medicines at 
schedule time 

Precondition It is time for taking medicine 
Post Condition The cabinet shows information and notifies 
Basic Flow 1. The cabinet show the prescription information on the 

screen 
2. The cabinet notifies the user it is time to take medicines 
3. The user puts the key close the external RFID reader 
4. The door is unlocks 

Alternate Flows 1. Notification failure 
At step 2, if the user does not try to open the door, the 
cabinet stays notifying for 5 times and sends warning 
message to the relative, then goes to Main screen 

Expected result 
 

Success: successful message 
Failure: error message 

Testing 
conclusion 
 

passed  □     partially passed □       fail □ 

Test Case 
Number 

10 

Test Case Name Register check out time 
Test Case 
Description 

The user register a time when he wants the cabinet to 
reminds him to check out 

Precondition The user presses register check out button 
Post Condition The cabinet records a check out time 
Basic Flow 1. The user chooses a date and time on the calendar 

selection screen 
2. The user presses confirm button 
3. The cabinet checks whether registered time is valid 
4. The cabinet stores the date and time in the database 

Alternate Flows 1. Registration failure 
At step 3, if the cabinet finds the date and time is not valid, 
for example, the day before yesterday, it goes back to 
date selection screen in step 1 

Expected result Success: successful message 
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 Failure: error message 
Testing 
conclusion 
 

passed  □     partially passed □       fail □ 

Test Case 
Number 

11 

Test Case Name Notify user at check out time 
Test Case 
Description 

The cabinet reminds the user to check out medicines at 
check out time 

Precondition It is time for check out medicine 
Post Condition The cabinet shows information and notifies 
Basic Flow 1. The cabinet show the information for medicines 

expected to be checked out on the screen 
2. The cabinet pops out a dialog notifying the user to 
confirm it is check out time 
3. The user presses yes  
4. The dialog disappears and Main screen shows 

Alternate Flows 1. Notification failure 
At step 2, if the user does not open the door, the cabinet 
stays notifying for 5 times and then dismisses the dialog 
and goes to Main screen 

Expected result 
 

Success: successful message 
Failure: error message 

Testing 
conclusion 
 

passed  □     partially passed □       fail □ 

Test Case 
Number 

12 

Test Case Name Check out medicine 
Test Case 
Description 

The user checks out medicines 

Precondition The user press check out button 
Post Condition Medicines are checked out 
Basic Flow 1. The cabinet shows the information of scheduled 

medicines on the screen if there is registered check in date  
2.The cabinet reminds the user to open the door  
3. The user puts the key close the external RFID reader 
4. The door is unlocks 
5. The user opens the door and takes out medicines as 
suggested 
6.The user closes the door  
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7.The cabinet locks the door and notifies check out 
successfully 

Alternate Flows 1. Check out time registration request 
At step 1, if there is no registered check in time, the 
cabinet asks the user to select a time and confirm 
2. Check out procedure cancellation 
At step 2 , if the user does not try to open the door, the 
cabinet stays reminding for 5 times and cancels the check 
out procedure, goes to Main screen 

Expected result 
 

Success: successful message 
Failure: error message 

Testing 
conclusion 

passed  □      partially passed □      fail □ 

Test Case 
Number 

13 

Test Case Name Check in medicine 
Test Case 
Description 

The user checks in medicine 

Precondition The user opens the door and there are medicines checked 
out 

Post Condition Medicines are checked in 
Basic Flow 1. The user puts back checked out medicines into the 

cabinet 
2. The user closes the door 
3. The cabinet analyzes about which medicines are 
returned 
4. The cabinet notifies check in successfully 
5. The cabinet pops out a dialog asking the user whether 
he has taken these medicines for certain quantity 

Alternate Flows 1. Check in procedure cancellation 
At step 1, if the user does not put back medicines that are 
checked out, the cabinet does not notify check in 
successfully 

Expected result 
 

Success: successful message 
Failure: error message 

Testing 
conclusion 
 

passed  □     partially passed □       fail □ 

Test Case 
Number 

14 
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Test Case Name Check medicine quantity at check time 
Test Case 
Description 

The cabinet checks whether the remaining quantity of 
medicines are enough for the schedules of the current day 

Precondition It is time to check quantity 
Post Condition Medicines quantity are checked  
Basic Flow 1. The cabinet analyzes whether the remaining quantity of 

all medicines are enough for the schedules of the whole 
day 
2. The cabinet records medicines that are not enough 
3. The cabinet sends warning message to the doctor 

Alternate Flows 1. Quantity sufficiency 
At step 2, if the all medicines are enough, the cabinet does 
not sends warning message 

Expected result 
 

Success: successful message 
Failure: error message 

Testing 
conclusion 
 

passed  □     partially passed □       fail □ 


