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Abstract

In the thesis we study the elliptic curves and its use in cryptography. Elliptic curves
encompasses a vast area of mathematics. Elliptic curves have basics in group theory and
number theory. The points on elliptic curve forms a group under the operation of addition.
We study the structure of this group. We describe Hasse’s theorem to estimate the number
of points on the curve. We also discuss that the elliptic curve group may or may not be
cyclic over finite fields. Elliptic curves have applications in cryptography, we describe the
application of elliptic curves for discrete logarithm problem and ElGamal cryptosystem.

Key-words: Group Theory and Number Theory; Elliptic Curves; Elliptic Curves over
Finite Fields; Applications of Elliptic Curves.
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1 Introduction
In the thesis we study elliptic curves and its applications in cryptography. The thesis
has the review character, a few of examples are presented and computations are done to
illustrate the general theory. We study Weierstrass elliptic curve of the form E : y2 =
x3 +Ax+B over a field F. The points on E are ordered pairs of the form (x,y) ∈ F×F.
We also include the point at infinity O. We denote the set of points of an elliptic curve
E over a field F by E(F). We usually require that elliptic curves are non-singular. Neal
Koblitz and Victor S. Miller introduced the elliptic curves in 1980. The elliptic curves are
very important to produce the a point on that curve. For instance, for any two points p1
and p2 on the curve we can add p1 and p2. The addition of p1⊕ p2 yields the third point
p3 on that curve which also belongs to the group E(F). The addition of points on elliptic
curve is quite different then the usual addition of two points in a coordinate system. We
use some analytic geometry and differential geometry for the addition of points. The point
at infinity plays a role as an identity element in the group. Elliptic curves are also used for
integer factorization. Elliptic curves are used in cryptography because they are considered
more secure than the other cryptosystems. A higher security level can be achieved with
small group of points lies on the elliptic curve.

In the thesis we also discuss elliptic curves E over finite field Fp, where p is prime.
The elements in E(Fp) forms a finite group with respect to addition. In the finite field Fp
we require that p≥ 5.

Elliptic curves have applications in cryptography. Like other cryptosystems elliptic
curves also provide us a way to map our original message into a point on E. We use elliptic
curve methods to produce a point on that curve which yields a cipher text. In the thesis
we discussed Elliptic Curve Discrete Logarithm Problem and Elliptic Curve ElGamal
Cryptosystem. We used a mathematical software, Mathematica, for calculations.

The structure of the thesis: Chapter 2 is about the group theory and number theory.
We recall some basic definitions about the groups and numbers to understand the theory
of elliptic curves. In chapter 3, we revise the definitions of rings, fields and finite fields.
Chapter 4 consists of basic concepts about cryptography and introduction about some
cryptosystems such as ElGamal cryptosystem, Discrete logarithm problem and Pholling-
Hellman algorithm. In chapter 5 we introduce elliptic curves, different kinds of elliptic
curves and the addition of points on the curve to produce third point on that curve. In
chapter 6 we discuss elliptic curves over finite filed Fp, where p is a prime, how to find
the number of points on E(Fp). In chapter 7 we describe the applications of elliptic curves
in cryptography.
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2 Basic Concepts from Group Theory and Number Theory
In this chapter, we will recall some basic definitions about groups to understand the theory
of elliptic curves. The material is taken from [2] and [1].

2.1 Group Theory

Definition 2.1. Group
Let G be a non-empty set. Then G is called a group under the binary operation ∗ if the

pair (G,∗) satisfies the following axioms.

1. Closed
For any x, y ∈ G,

x∗ y ∈ G,

which means that G is closed with respect to ∗.

2. Associativity
For all x, y, z ∈ G,

(x∗ y)∗ z = x∗ (y∗ z).

3. Identity Element
For all x ∈ G, there is an identity element in G, that is e ∈ G, such that

e∗ x = x∗ e = x for all x ∈ G.

4. Inverse
For all a ∈ G, there is an element a′ ∈ G, such that, the element a′ is called an
inverse element and fulfills

a∗a′ = a′ ∗a = e,

where e is the identity element. The inverse of a is usually denoted by a−1.

Remark:

1. The identity element in a group G is unique.

2. The inverse of each element in group G is unique.

Definition 2.2. Abelian Group
A group (G,∗) is called an abelian group if the commutative law holds for all x,y∈G,

x∗ y = y∗ x.

The group (G,∗) is called infinite if the number of elements in G are infinite. Otherwise
(G,∗) is finite.

We give some examples about the group and abelian group, more examples can be
found in [1].

Example 2.1. The set of positive integer Z+ do not form a group with respect to operation
of addition because the identity element does not exist in Z+.

Example 2.2. The set of integers Z, rational numbers Q, real numbers R and complex
numbers C under the operation of addition are abelian groups.
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Example 2.3. The set Z+ under multiplication is not a group because the inverse in Z+

under multiplication does not exist for each element. For example, the identity element in
Z+ is 1 but the inverse of 7 does not exist.

Definition 2.3. Order of a Group
The number of elements in a finite group G is called the order of G. It is denoted by

|G|.

Definition 2.4. Subgroup
Let H be a subset of a group G. If H is itself a group with the induced operation from

G, then H is a subgroup of G. It is denoted by H ≤ G.
For any group G, there is the trivial subgroup, namely {e} where e is the identity

element of G.

Example 2.4. We can notice that groups are contained within larger groups, for example,
the group (Z,+) is contained within the group (Q,+). Also the group Z under addition
is contained within the group R under addition.

We can say that (Z,+)≤ (R,+). Therefore the group Z under addition is subgroup of
R under the same operation of addition. Though Q+ ⊂ R, but the group (Q+, ·) is not a
subgroup of (R,+).

Remark
If G is a group then G itself is called the improper subgroup of G. All other subgroups

of G are called proper subgroups.
In general, we use the multiplicative notation to describe the groups and subgroups.

Theorem 2.1. A subset of a group G is a subgroup of G if and only if

1. The subset H is closed under the binary operation of group G.

2. The identity element of G is also in H.

3. For any a ∈ H there exist a−1 ∈ H.

Now we define cyclic subgroups and cyclic groups. Let G be a group and a ∈G. Then
a subgroup of G containing a must contain the elements of an, where n ∈ Z, the powers
of a generates a set which is closed under multiplication.

Theorem 2.2. Let G be a group and let a ∈ G. Then

H = {an | n ∈ Z}

is a subgroup of G. This subgroup is the smallest subgroup of G containing a. It means
that every other subgroup containing a contains H.

Definition 2.5. Cyclic Subgroup
Let G be a group and a ∈G. The subgroup {an | n ∈ Z} of G, given in Theorem 2.2, is

called the cyclic subgroup of G generated by a.

Definition 2.6. Generator of a Group
Let G be a group and a ∈ G. The group G is generated by a, if

G = {an | n ∈ Z}.

Then a is called a generator of G.
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Definition 2.7. Cyclic Group
A group G is said to be cyclic if an element a ∈ G generates G. This is denoted by

〈a〉= G, read as G is the cyclic group generated by a.

We give some properties about cyclic groups. The proof of these properties can be
found in [1].

1. Every cyclic group is abelian.

2. A subgroup of a cyclic group is cyclic.

Example 2.5. The set Z6 = {0,1, · · · ,5} is a group under the binary operation of addition
modulo 6. The elements 1 and 5 are generators of Z6, that is 〈1〉= 〈5〉= Z6.

Example 2.6. In this example, we construct the group table of Z4 = {0,1,2,3} under
addition.

+ 0 1 2 3
0 0 1 2 3
1 1 2 3 0
2 2 3 0 1
3 3 0 1 2

Table 2.1: Group Table of Z4

The subset {0, 2} is the proper subgroup of Z4. But {0, 3} is not a subgroup of Z4,
because {0, 3} is not closed under addition. The group Z4 is cyclic and 1 and 3 are its
generators, that is

〈1〉= 〈3〉= Z4.

Theorem 2.3. If a is a generator of a finite cyclic group G of order n, then the other
generators of G are the elements of the form ar, where r is relatively prime to n, that is,
gcd(r,n) = 1.

In this thesis, we need to know about group isomorphisms. Therefore we give the for-
mal definition of an isomorphism. More detail about group isomorphism and isomorphic
binary structures can be found in [1].

Definition 2.8. Isomorphism
Let G1 and G2 be two groups. They are said to be isomorphic if there is a bijective

mapping f : G1→ G2, such that, for every g1,h1 ∈ G1

f (g1h1) = f (g1) f (h1)

It can be noted that g1h1 ∈ G1 and f (g1) f (h1) ∈ G2.

Example 2.7. The group Z4 is isomorphic to the group U4 = {1, ι ,−1,−ι}, which is
fourth roots of unity under the operation of multiplication.

Example 2.8. Let 2Z be the set of integers under the usual operation of addition. We
show that (Z,+) is isomorphic to the group (2Z,+).
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1. Let f : Z→ 2Z, be given by

f (n) = 2n for n ∈ Z.

2. f (m) = f (n), such that 2m = 2n, which implies that m = n, Therefore we can say
that f is one-to-one.

3. If n ∈ 2Z, then n is even, so n = 2m for m = n/2 ∈ Z. Therefore

f (m) = 2(n/2) = n, which implies that f is onto.

Let m, n ∈ Z. Then

f (m+n) = 2(m+n) = 2m+2n = f (m)+ f (n).

so f is an isomorphism.

2.2 Number Theory

In this section, we will recall some basic algorithms from number theory which are used
in cryptography.

Theorem 2.4. Division Algorithm for Z
If a and b are integers, where b > 0, then there exist unique integers q and r, such that

a = bq+ r and 0≤ r < b.

Here q is called quotient and r is called remainder, when a is divided by b.

The Euclidean algorithm is used to calculate the greatest common divisor.

Theorem 2.5. Euclidean Algorithm
The Euclidean algorithm is calculated in the series of steps. Let a and b be integers,

where we may assume that a≥ b > 0. Put

a = bq1 + r1, 0≤ r1 < b
b = r1q2 + r2, 0≤ r2 < r1

r1 = r2q3 + r3, 0≤ r3 < r2

...
rk−1 = rkqk+1 + rk+1, 0≤ rk+1 < rk.

The remainders r1, r2, r3, · · · are positive integers, which form a strictly decreasing
sequence. If n is the smallest positive integer such that rn = 0, then gcd(a,b) = rn−1.

Theorem 2.6. Let a and b be integers, such that, a 6= 0 or b 6= 0. Then g = gcd(a,b) exists
and for some integers s and t, we can write

g = as+bt.

The integers s and t are not uniquely determined. If s and t satisfies as+bt = g then so
do for any integer n, sn = s−nb and tn = t +na. The integers s and t, by using as+bt =
gcd(a,b), are calculated by using the Euclidean Algorithm by following the backward
computation used in theorem 2.5.
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Definition 2.9. Congruences
Let a, b and n be integers, where n 6= 0, If n | (a−b) holds, then a is congruent to b

modulo n, which is denoted by

a≡ b (mod n).

The following statements are equivalent:

1. a≡ b (mod n).

2. n | (a−b).

3. a and b give the same remainder when divided by n.

The set Zn = {0,1,2, · · · ,n− 1}, for every n ≥ 0, consists of all possible remainders
modulo n.

Theorem 2.7. For any integer a there is exactly one integer r ∈ Zn, which belongs to the
set of integers Zn, such that,

a≡ r (mod n).

To be precise, r is the remainder when a is divided by n.

Definition 2.10. Multiplicative Inverse
We say that a ∈ Zn has a multiplicative inverse modulo n, if there is an element

b ∈ Zn, such that,
ab≡ 1 (mod n).

Theorem 2.8. An element a ∈ Zn has a multiplicative inverse modulo n, if and only if
gcd(a,n) = 1. If the multiplicative inverse exists then it is uniquely determined in Zn.

Let a ∈ Zn. If the multiplicative inverse of a exists then it is denoted by a−1.
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3 Introduction to Finite Fields
Finite fields are often used in cryptography. Before going into detail about finite fields,
we first give the formal definition of a ring and field. The material in this section is taken
from [1] and [3].

3.1 Rings

In this section, we define rings and polynomial rings. We have already discussed the
group and properties of group, which we need for rings. The algebraic structure with two
binary operations addition and multiplication is called a ring, if they fulfill some axioms.
The precise definition of a ring is given as below

Definition 3.1. Ring
An ordered triple (R,+, ·) is a ring, where R is a set. The two binary operations

addition(+) and multiplication(·) defined on R satisfies the following axioms:

1. (R,+) is an abelian group.

2. Associative property under multiplication holds.

3. The left and right distributive laws hold, that is a · (b+c) = a ·b+a ·c and (a+b) ·
c = a · c+b · c

If multiplication is commutative then the ring is called a commutative ring.

Example 3.1. The axioms (1−3) in the definition of ring hold in any subset of complex
numbers, which forms a group under multiplication. For instance, (Z,+, ·), (Q,+, ·),
(R,+, ·) and (C,+, ·) are rings.

Definition 3.2. Let R be a ring and an element u ∈ R is called a unit if it has a multiplica-
tive inverse, that is, there exist another element v ∈ R, such that, u∗ v = 1.

Definition 3.3. Ideal
Let R be a ring and N is an additive subgroup of R satisfying

aN ⊆ N and bN ⊆ N

for all a,b ∈ R. Then N is called an ideal generated by the elements aand b.
An ideal which is generated by one element is called a principal ideal. If R is a

commutative ring with unity, then

〈a〉= {ar | r ∈ R},

is the principal ideal generated by a.

Now we define the concept of quotient ring. In this definition, we use an ideal to
construct the quotient ring.

Definition 3.4. Quotient Ring
Let R be a ring and N an ideal. The quotient ring is denoted by R/N, and is defined

as the set of equivalence classes [x] , x ∈ R where [a] = [b] if and only if a−b ∈ N.
For example, Let R be the ring of integers, and the ideal be 7Z, which are multiples of

7, then the quotient ring is Z7 = Z/7Z.
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Remark: For the definitions of equivalence relation and equivalence classes see [1] chap-
ter 1.

The ring of integers is the set which is closed under the operation of integer addition,
negation and multiplication. It is a commutative ring. The ring of integers modulo m is
defined as

Definition 3.5. Ring of Integers Modulo m
The set Z/mZ of the form

Z/mZ= {0,1,2, · · · ,m−1} (3.1)

is called the ring of integers modulo m. To perform the addition and multiplication in
the equation 3.1 the result is divided by m and the remainder is taken as the element in
3.1. The ring Z/mZ is called quotient ring of Z by mZ, where mZ is the principal ideal
generated by m.

Polynomial Rings
In this section, we discuss polynomial rings. If R is a ring we can form a polynomial

ring with coefficients am,am−1, · · · ,a1,a0 taken from R, which is denoted by R [x] , and
written as

R [x] = {amxm +am−1xm−1 + · · ·+a1x+a0 | m≥ 0}.

Definition 3.6. Irreducible Polynomial
A polynomial f (x) of a ring R is said to be irreducible if f (x) is not itself a unit and if

in very factorization of f (x), that is, f (x) = g(x)h(x), one of the factored polynomial is a
unit.

Example 3.2. The set of all polynomials Z [x] is a ring under the usual operation of poly-
nomial addition and scalar multiplication. The coefficients am,am−1, · · · ,a1,a0 belongs to
Z. The ring of polynomial is written as

Z [x] = {amxm +am−1xm−1 + · · ·+a1 +a0 | m≥ 0}

For example, 1+2x,3x2−4x+1 and 15x5 +12x2 +9x+9 are polynomials in Z [x] .

Definition 3.7. Polynomial Congruences
Let f (x), g(x) and h(x) be three polynomials, where h(x) 6= 0, If h(x) | ( f (x)− g(x))

holds, then f (x) is congruent to g(x) modulo h(x), which is denoted by

f (x)≡ g(x) (mod h(x)).

3.2 Field and Finite Fields

In this section, we define the fields and finite fields. We are interested in the ring R which
is field as well. The polynomial rings are important in which the ring R, which can be
Q, R, C or a finite field Fp is also a field. In cryptography we are interested in finite
fields. Therefore, we consider R to be a field because it satisfies the properties of Z, such
as the properties of integer addition, multiplication and division. These properties are also
true for polynomial ring F [x] .

Definition 3.8. Field
A field F is a set on which two binary operations, addition (+) and multiplication (·),

are defined. For any a, b, c ∈ F, the following axioms are satisfied.
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1. Operation of Addition and Multiplication are Commutative

a+b = b+a and a ·b = b ·a

2. Operation of Addition and Multiplication are Associative

a+(b+ c) = (a+b)+ c and a · (b · c) = (a ·b) · c

3. Multiplication is Distributive over Addition

a · (b+ c) = (a ·b)+(a · c)

4. Additive and Multiplicative Inverse

There exists two elements 0, 1 ∈ F, where 0 6= 1, such that a+0 = 0+a = a, and
a ·1= 1 ·a= a, for all a∈F. So 0 is the additive identity and 1 is the multiplicative
identity.

5. There exists −a for every a, such that (−a)+ a = a+(−a) = 0,therefore, −a is
called the additive inverse. There exist a−1 for every a 6= 0, which mean that a ·
a−1 = a−1 ·a = 1, therefor, a−1 is called the multiplicative inverse.

Example 3.3. The set of real numbers, complex numbers and the set of rational numbers
are fields under the ordinary addition and multiplication.

The set Zp = {0, 1, · · · , p−1}, where p is a prime, is also a field under the addition
and multiplication modulo p.

3.3 Galois Field or Finite Field

If the field F has finite number of elements, then it is called a finite field or also Galois
field. The finite field with q elements is denoted as F= GF(q) or Fq, but in some books
other notations Z/pZ or Zp are used as well.

A French mathematician Evariste Galois in 19th century did some basic work in finite
fields. Therefore, the finite fields are named as Galois field. GF is used as an abbreviation
of Galois field. One can show that the number of elements in a Galois field is a power of
some prime, that is q= pn, where p is prime and n is a positive integer. One can also show
that there is exactly one finite field for each prime power up to isomorphism. In a finite
field the arithmetic can be performed modulo some irreducible polynomial Zp [x]. For
example, Let Zp be a finite field with p elements, the elements in Zp are 0,1,2, · · · , p−1.
For any a,b ∈ GF(p), the congruence of a and b (mod p), that is, a ≡ b (mod p) has
the same meaning as a = b in GF(p). When we perform the arithmetic modulo a prime
we can add, subtract and multiply, we can also divide by a nonzero number. Working with
mode a prime we can find the multiplicative inverse. For instance, to find the solution of
5x≡ 1 (mod 7), we multiply by 5−1 = 3 to obtain x≡ 3 (mod 7)

3.4 Construction of Finite Field

There is a way to construct finite fields. Let Z2[x] be the set of polynomials with coef-
ficients {0, 1} in Z2. In this set the coefficients are taken as the mod 2. The coefficients
0,1 and the polynomial x, x3 + x2 +1 are in the set Z2 [x] . So the arithmetic is performed
in this set mod 2. We can not work with an arbitrary polynomial, the chosen polyno-
mial should be irreducible. We can reduce any polynomial into the product of irreducible
polynomials of lower degree mod p.
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The polynomial x3 + x+1 ∈ Z2 [x] is irreducible, which means that we can not factor
this polynomial. For example,

(x2 + x+1)(x+1) = x3 +1,

the terms 2x2 and 2x vanished mod 2. The important thing is that we can perform the
division with reminder by using the irreducible polynomial. For example, if we divide
x2 + x+ 1 into x5 + x4 + x+ 1 by performing long division. By division algorithm a =
bq+ r, the quotient, remainder, divisor and dividend are as follows

x5 + x4 + x+1 = (x2 + x+1)(x3 + x+1)+ x.

We can write
x5 + x4 + x+1≡ x (mod x2 + x+1).

Dividing by x2 + x+ 1, we always get the remainder which is zero or polynomial of
degree at most one. We define Z2 [x] (mod x2+x+1) to be the set {0, 1, x+1, x}. The
addition, subtraction and multiplication is done mod (x2 + x+1).

For example, Let f (x) and g(x) be two polynomials. By definition, 3.7, we can write

f (x)≡ g(x) (mod x2 + x+1)

in other words we can describe this statement as

1. f (x) and g(x) gives the same reminder when divided by x2 + x+1.

2. x2 + x+1 | f (x)−g(x)

The multiplication in Z2 [x] (mod (x2 + x+1)) is performed as

x · x = x2 ≡ x+1 (mod (x2 + x+1)),

also,

x3 ≡ x · x2 ≡ x(x+1),

≡ 2x+1≡ (mod x2 + x+1).

Similarly, we can find higher powers of x by using the preceding powers.

Theorem 3.1. Let Fp be a finite field of p elements, where p is a prime.

1. For any e≥ 1, there is an irreducible polynomial n ∈ Zp [x] of degree e.

2. For any e≥ 1, there exist a finite field that has a pe elements.

3. If F and F′ are finite fields with the same number of elements, then the fields F
and F′ are isomorphic, because there is a way to map the elements of F with the
elements of F′ so the addition and multiplication tables for both the fields are same.

13



3.5 The Chinese Remainder Theorem

To break the congruence mod n into a system of congruence mod factors of n, is some-
times quite useful. For this purpose we use Chinese remainder theorem, which is stated
as follows.

Let a and b be integers and gcd(m,n) = 1. For the simultaneous congruences

x≡ a (mod n), x≡ b (mod m),

there exists exactly one solution for x , that is, x (mod mn).
General form of Chinese Remainder Theorem

Let a1, a2, · · · , ak be given integers. Suppose m1, m2, · · · ,mk are also integers, such
that, gcd(mi,m j) = 1, for any i 6= j. For the simultaneous congruence

x≡ a1 (mod m1), x≡ a2 (mod m2), · · · , x≡ ak (mod mk),

there is exactly one solution for x, that is, x (mod m1 · · ·mk).
Now we give an example to deal with Chinese remainder theorem, more detail about

Chinese remainder theorem can be found in [4].

Example 3.4. Let x satisfy the following congruence

x≡ 17 (mod 30),

we can write x for some integer k, in the following form

x≡ 17+30k,
x≡ 17+5(6k),

this implies that x≡ 17≡ 2 (mod 5), similarly we can write

x≡ 17+6(5k),

implies that x≡ 17≡ 5 (mod 6).

There are two ways to combine the answer. If m and n are small, then we can list the
numbers which are congruent to b (mod n), until we find the number which is congruent
to a (mod m). The other way is used when m and n are large. For instance x≡ b (mod n)
can be written in the form of b+nk, where k is an integer. We solve the congruence for k

b+nk ≡ a (mod m),

which implies that
k ≡ (a−b)i (mod m),

where i is the inverse of n. By substituting the value of k in x = b+nk (mod mn), we get
the answer.
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4 The Discrete Logarithm Problem and ElGamal Cryptosystem

In this section, first we give brief introduction to public-key cryptography, then we will
describe the discrete logarithm problem, the Pohling-Hellman algorithm and ElGamal
cryptosystem. The material in this section is taken from [4] and [3].

First of all we describe some basic concepts about cryptography.

4.1 Basic Concepts about cryptography

To hide the secret information from uninitiated people, we encrypt the secret information.
For instance, Alice wants to send a message to Bob, but she wants to hide this message
from Eve. To hide her information from Eve, she will send the distorted version of his
message to Bob, who will restore the message. In cryptography we can say that Alice will
encrypt the message and send it to Bob, Bob will decrypt this message. In this example,

1. Alice is sender.

2. Bob is receiver.

3. Eve is the person from whom the information is hidden.

Terminology used for Encryption and Decryption
In the encryption and decryption process some terminology is used, which is

1. Plain Text: A message that has not been encrypted.

2. Cipher Text: A message that has been encrypted.

3. Key: A parameter which is used to encrypt and decrypt the text.

4. Symmetric Cipher: The same key is used for encryption and decryption. For
example, DES and AES (Rijndael).

5. Asymmetric Cipher: For encryption and decryption different keys are used. For
example, RSA and ElGamal.

Types of Cipher
In cryptography two types of ciphers are used

1. Substitution Cipher:

In this cipher each letter and Block of letters in the message is replaced by another
letter or block of letters.

2. Transposition Ciphers:

The letters in the message are permuted.

According to the Kerckhoff’s principle every cryptosystem is based on keeping the
encryption and decryption keys secret, and not on keeping the algorithm secret.
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4.2 Public-Key Cryptography

In public key cryptography, we need to have two separate keys. One of these keys is used
for encryption and the other is used for decryption. The encryption key is made public
and the decryption key is kept secret and private.

The public key is used to transform a message into an unreadable form. This unread-
able message could only be made readable by using the private key. Since different keys
are used to encrypt and decrypt therefore a general name of public-key cryptography is
asymmetric key cryptography.

The concept of public key cryptography was first introduced by Diffie and Hellman in
1976. There are several implementation of public key cryptography. Few of theses are
RSA, ElGamal and McElice cryptosystem. We give brief description of the components
and requirements of public key cryptosystem.

We need a few components to built up a public key cryptosystem. First of all there is
a set M of all possible messages. There is another set K of all possible keys, these keys
may not be exactly encryption/decryption keys. For each k ∈ K, there is an encryption
function Ek and decryption function Dk. These components must satisfy the following
requirements.

1. The encryption and decryption function cancel each other. It means that if we
encrypt a plain text and then decrypt it, we obtain the plain text. Mathematically,

Ek(Dk(m)) = m and Dk(Ek(m)) = m for all m ∈M and k ∈ K.

2. The cryptosystem must be such that efficient encryption and decryption are possi-
ble. For every m ∈M and k ∈ K, the values of encryption and decryption function
Ek(m) and Dk(m) should be easy to compute.

3. It should not be feasible to compute Dk if someone knows only the function Ek. If
it is computationally easy to find an algorithm that helps to compute Dk, then the
cryptosystem is not supposed to be strong.

Now, we will describe the most basic results from number theory, which are used in
cryptography. The fundamental theorems for DLP and ElGamal cryptosystem are Fer-
mat’s little theorem and Euler’s theorem.

Definition 4.1. Euler’s φ Function
Let n be a positive integer. Let φ(n) denote the number of elements in

Zn = {0,1,2, · · · ,n−1},

that are relatively prime to n.

Example 4.1. In Z8 = {0,1,2, · · · ,7}, we can observe that 1, 3, 5 and, 7 are relatively
prime to 8, that is, their greatest common divisor with 8 is 1. Therefore φ(8) = 4.

Theorem 4.1. Euler’s Theorem
Let gcd(a,n) = 1, where a, n ∈ Z and φ(n) is Euler’s φ -function. Then

aφ(n) ≡ 1 (mod n).

Theorem 4.2. Fermat’s Little Theorem
Let p be a prime and a be an integer, such that, p does not divide a, then

ap−1 ≡ 1 (mod p)
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Remark: By using Fermat’s little theorem we can easily compute the highest powers
of any integer mod a prime.

Example 4.2. Compute 2403 (mod 101).
According to Fermat’s Little theorem, we can write

2100 ≡ 1 (mod 101),

so,

2(100)4
·23 ≡ 14 ·23

≡ 14 ·23 ≡ 8 (mod 101).

Definition 4.2. Primitive Root
Let p be a prime and a ∈ Z∗p, where Z∗p is defined as

Z∗p = Zp \{0}= {1, 2, · · · , p−1}.

Then a is called a primitive root modulo p, if

ak (mod p), for any k = 1, 2, · · ·

generates all the elements of Z∗p.

Example 4.3. Let p = 11, and Z∗11 = {1, 2, 3, · · · , 10}. Let a = 2. We compute all the
powers of 2, to check that 2 is primitive root or not modulo 11, so

21 ≡ 2, 22 ≡ 4, 23 ≡ 8, 24 ≡ 5, 25 ≡ 10, 26 ≡ 9, 27 ≡ 7, 28 ≡ 3, 29 ≡ 6, 210 ≡ 1.

As we can notice that all the powers of 2 runs thorough all the elements of Z∗11. Therefore
2 is a primitive root modulo 11. In general, there is no formula that easily returns us
primitive root modulo p, where p is prime. But once we know one primitive root we can
easily find all the primitive roots modulo p. It can be shown that if a is primitive root and
gcd(k, p−1) = 1, then ak is also primitive root.

4.3 The Discrete Logarithm Problem (DLP)

In this section, we will discuss discrete logarithm problem, which is a mathematical prob-
lem and used in cryptography. Let p be a prime. Let a and b be two elements in Z∗p. If a
is a primitive root then there exist an integer k such that

ak ≡ b (mod p). (4.1)

The discrete logarithm problem is to find the integer k.

Definition 4.3. Discrete Logarithm
The integer k in equation (4.1) is called the discrete logarithm of b to the base a of

mod p, which is denoted as
k = La(b)

We give an example to show that how we compute discrete logarithm of b with respect
to a, that is,

x = La(b).
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Example 4.4. Let p be a prime and a be a primitive root. Then we consider p = 11 and
a = 2. Since a is primitive root then we compute the powers of 2 mod 11, that is

20 ≡ 1, 21 ≡ 2, 22 ≡ 4, 23 ≡ 8, 24 ≡ 5, 25 ≡ 10, 26 ≡ 9, 27 ≡ 7, 28 ≡ 3, 29 ≡ 6, 210 ≡ 1,

now it is easier to compute x = La(b).

L2(1) = 0, L2(2) = 1, L2(3) = 8, L2(4) = 2, · · · L2(9) = 6, L2(10) = 5.

Properties of Discrete Logarithm
Like the ordinary logarithm the discrete logs have many properties, for example

1. In DLP the most commonly used property is

La(b1b2) = La(b1)+La(b2) (mod p−1).

2. And in ordinary log we have the same property such as

ln(b1b2) = ln(b1)+ ln(b2).

4.4 Computation of Discrete Logarithm

In this section, we describe the technique of computing DLP. Let a be the primitive root
mod p. Then p−1 is the smallest positive exponent such that

ak ≡ 1 (mod p).

We have
am1 ≡ am2 (mod p) ⇐⇒ m1 ≡ m2 (mod p−1).

Now we assume that

ak ≡ b (mod p−1), whence 0≤ k < p−1,

we need to find k, For this, first we will find k (mod 2). We notice that(
a(p−1)/2

)2
≡ ap−1

≡ 1 (mod p)

⇒ a(p−1)/2 ≡±1 (mod p).

We have assumed above that p− 1 is the smallest positive exponent to yield +1. There-
fore, we have

a(p−1)/2 ≡−1 (mod p).

Raising both side to the power (p−1)/2 on ak ≡ b (mod p), yields

b(p−1)/2 ≡ ak(p−1)/2 ≡ (−1)k (mod p).

If b(p−1)/2 ≡+1, then k is even, otherwise k is odd.

Example 4.5. In this example we want to solve 2x ≡ 7 (mod 11). Since

7(p−1)/2 ≡ 75 ≡ 1 (mod 11),

this implies that x must be even.
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4.5 The Pohlig-Hellman Algorithm

The idea of Discrete algorithm computation was extended by Pohling and Helming. They
gave an algorithm to compute the discrete logs in case if p− 1 has small prime factors.
We suppose that

p−1 = ∏
i

qri
i ,

is the prime factorization of p−1.
Let qr be a prime power factor of p− 1. Then we can compute the discrete log of b

with respect to a, La(b) (mod qr). Similarly we can find DLP for each factor qri
i . We use

the Chinese remainder theorem, on page 14, to recombine the answers. We can write

x = x0 + x1q+ x2q2 + · · · when 0≤ xi ≤ q−1. (4.2)

To obtain x mod qr, we will successively determine the coefficients x0, x1, · · · , xr−1.
Multiplying both sides by (p−1)/q to equation (4.2), we get

x
(

p−1
q

)
= x0

(
p−1

q

)
+(p−1)x1 +(p−1)x2q+ · · · ,

= x0

(
p−1

q

)
+(p−1)(x1 + x2q+ x3q2 + · · ·),

= x0

(
p−1

q

)
+(p−1)n, where n is an integer.

We know that
ak ≡ b,

by taking both sides to the power (p−1)/q, we get

ak(p−1)/q ≡ bk(p−1)/q

≡ bx0(p−1)/q ·b(p−1)/q (mod p),

≡ bx0(p−1)/q (mod p).

By Fermat’s little theorem, we know that b(p−1) ≡ 1 (mod p). We want to find x0. There-
fore, we look at the powers of ak(p−1)/q (mod p), where k = 0,1,2, · · · ,q− 1, until we
get b(p−1)/q. So, x0 = k. We notice

am1 ≡ am2 ,

which implies that
m1 ≡ m2 (mod p−1).

The exponents of b are distinct mod p− 1, therefore there is a unique k that gives
the result. By extending this idea we can find the remaining coefficients. We make the
following assumption:

Let
b1 ≡ ba−x0 ≡ ax1+x2q+··· (mod p).

Raising both sides to the power (p−1)/q2, we get

b(p−1)/q2

1 ≡ a(p−1)(x1+x2q+···)/q

≡ ax1(p−1)/q(a(p−1))x2+x3q+···

≡ ax1(p−1)/q (mod p).
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By Fermat’s little theorem, (ap−1)x2+x3q+··· is congruent to 1 (mod p). Therefore,
the fractional exponent in (bp−1

1 )1/q2
causes problem. Therefore, we can not calculate

b(p−1)/q2.
1 Every exponent is an integer. Therefore, to find x1 we look at the powers of

ak(p−1)/q (mod p), k = 0, 1, 2, · · · , q−1,

until we get b(p−1)/q2

1 . Then x1 = k. Again if q3 | p−1, we let b2 ≡ b1a−xq, raising both
sides to the power (p− 1)/q3. The process will be continued until we get qr+1, which
does not divide p−1. So, we have determined x0, x1, · · · ,xr−1, which yields x (mod qr).

Continuing the procedure for all prime factors we can determine x (mod qri
i ), for all i.

We will use Chinese remainder theorem to combine the result into a single congruence,
that is x (mod p−1), for 0≤ x < p−1.

We give an example to describe the Pohlig-Hellman algorithm using the same steps
described above.

Example 4.6. Let p = 13, a = 5, and b = 8. Solve the congruence

5x ≡ 8 (mod 13).

By Pohling-Hellman, we factor p−1,

13−1 = 12 = 22 ·3,

First, we let q = 2, to find x (mod 22). Then we can write x as

x = x0 + x1q (mod p),

now we find
b(p−1)/2 ≡ 8≡−1 (mod 13)

and
a(p−1)/2 ≡ 56 ≡−1 (mod 13)

If q | p−1, we write

b(p−1)/q ≡ a(x0+2x1)(p−1)/q (mod p)

⇐⇒ b(p−1)/q ≡ ax0(p−1)/q · (a(p−1))2x1/q (mod p)

⇐⇒ b(p−1)/q ≡ ax0(p−1)/q (mod p),

since, by Fermat’s little theorem (a(p−1))2x1/q ≡ 1, which implies that x0 = 1.
If q2 | p−1, then

b1 ≡ ba−x0 ≡ 8 ·5−1 ≡ 12 (mod 13).

Also,
b(p−1)/22

1 ≡ 123 ≡−1 (mod p).

Since,
b(p−1)/22

1 ≡
(

a(p−1)/2
)x1

(mod p).

implies that x1 = 1. This gives

x = x0 +2x1 = 1+2 = 3 (mod 4).
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Now, we let q = 3, to find x (mod 3).

b(p−1)/3 ≡ 84 ≡ 1 (mod 13),

and
a(p−1)/q ≡ 54 ≡ 1 (mod 13).

Which implies that x ≡ 1 (mod 3). Now we have two congruences x ≡ 3 (mod 4) and
x≡ 1 (mod 3). By using Chinese remainder theorem we can combine the solution into a
single congruence, that is

x≡ 7 (mod 12).

which satisfies
57 ≡ 8 (mod 13).

4.6 The ElGamal Cryptosystem

There are many cryptosystems and every cryptosystem has its own security system. For
instance, RSA is the most famous cryptosystem and its security is based on the the diffi-
culty of factoring integers. In 1985 ElGamal developed a system whose security is based
on the difficulty of computing discrete logarithms. The ElGamal system also fits to the
definition of public key cryptosystem. As far as we know the discrete logarithm mod-
ulo a prime, when the prime is large is difficult to compute. The ElGamal cryptosystem
has public and private keys. In ElGamal cryptosystem the plain text is represented by a
number m (mod p) and the cipher text is represented by a pair (r, t) mod p. Encryption
and decryption processes are different from each other. Now we describe these processes.
Encryption and Decryption Process by ElGamal Cryptosystem

In the encryption process (p,a,b) is used as public key, where

1. p is prime.

2. a is primitive root.

3. b is an element which belongs to Z∗p.

Since a is primitive root mod p, there is an integer k ∈ Zp−1, such that

ak ≡ b (mod p),

which is k = La(b). The number k is the private key, which is kept secret.
Encryption

To encrypt the plain text we compute the pair (r, t), where

r = ax (mod p) and t = mbx (mod p)

and x is an integer, which is chosen by random in the interval 1 ≤ x ≤ p− 1. The pair
(r, t) is known as cipher text. The plain text in ElGamal cryptosystem is represented by
sequence of numbers lets say m1,m2, · · · ,mn ∈ Z∗p.
Decryption

To decrypt the cipher text (r, t), we compute

r−kt = m (mod p)
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where k is secret or private key. Since

tr−k ≡ bxm · (ax)−k ≡ akxma−kx ≡ m (mod p)

the plain text will then be restored.
Remark: The r−k can b written (r−1)k, which means that we compute the multiplicative
inverse of r raised to the power k.

To keep the message secret from Eve, Bob should keep k secret. Since x is a non-zero
random integer, then bx is also a nonzero integer mod p. We have t = bxm (mod p),
where m is also a nonzero integer and t is a random integer mod p. Therefore t does not
give any information about secret key to Eve. So same is the case with r, Eve does not
get any information from the pair (r, t). Because to find the integer k is again a discrete
logarithm problem. But if Eve find k she can easily compute m because m = tr−k.

To encrypt each message it is important to choose different value of x. If Alice sends
two messages m1 and m2 to Bob, she uses same x for encryption for both messages then r
will be same for each message and we have

t1 = bkm1 (mod p) and t2 = bkm2 (mod p), (4.3)

so if she finds m1 then she can easily find m2. Since from equation (4.3) we have

bx = t1m−1
1 (mod p) and bx = t2m−1

2 (mod p),

which implies that
t1m−1

1 ≡ t2m−1
2

which is linear congruence equation.

Example 4.7. Let p = 11. If (p,a,b) = (11,2,6) is a public key then k = 9 is the corre-
sponding private key, since 29 ≡ 6 (mod 11).
Let us suppose the message m = 8 is to be encrypted. We choose an integer x = 4, if
x = {1,2, · · · , p−1}, then

r ≡ ax ≡ 24 ≡ 5 (mod 11),

and

t ≡ bxm≡ 64 ·8,
≡ 6 (mod 11).

Thus (r, t) = (5,6) will represent the cipher text.
To decrypt cipher text, we compute

tr−k ≡ 6 · (5−1)9 ≡ 8 (mod 11).
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5 Elliptic Curves
Elliptic curves were first introduced by Neal Koblitz and Victor S. Miller, in the middle
of the 1980’s. Lenstra used elliptic curves to factorize integers. In many cryptographic
applications elliptic curves have played an important role. The difficulty of elliptic curve
problem depends on the size of the elliptic curve. A small elliptic curve group is con-
sidered more secure comparable to other cryptosystem that uses large key sizes. In this
thesis, our aim is to discuss elliptic curves and some of their application. Historically
elliptic curves are not ellipses but they have received their relation from elliptic integrals,
that is used in the computation of the arc length of ellipses. Elliptic curves are important
in cryptography because for any two points on the curve we can produce third point on
that curve, which represents cipher text. Further the addition of points on the curve will
be discussed in detail. The material in this chapter is taken from [4] and [3].

5.1 Introduction to Elliptic Curves

In this section, we give a brief introduction to elliptic curves. We will discuss the equation
of elliptic curve, addition of points on elliptic curve and types of elliptic curves. In this
thesis, our main aim is to study the Weierstrass equation for an elliptic curve of type

E : y2 = x3 +Ax+B, (5.1)

where A and B are constants. A, B, x and y are elements of a field. The field can be the
real numbers R, rational numbers Q, complex numbers C or one of the finite fields Fp.
The graph of the elliptic curve can be constructed by using the equation (5.1). In this
thesis, we will use the notation E to denote an elliptic curve and F for a field. We use
E(F) to represent the elliptic curve E over a field F. In the set E(F) we always include
the point at infinity, which is denoted as O. For any A, B ∈ F, the set E(F) is written as

E(F) = {O}∪{(x,y) | x, y ∈ F, y2 = x3 +Ax+B}. (5.2)

We include the point at infinity for convenience.
Forms of Elliptic Curves

First, we will discuss the elliptic curve over real numbers for the sake of better under-
standing, the use of real numbers make it easier to work with pictures. The graph of (5.2)
will depend on the roots of cubic equation. We can get one real root or three different real
roots. Therefore, we will get two different graphs one of them depends on one real root
and the other will depend on three different real roots. For instance, we have two different
curves

E1 : y2 = x3−2x+3 and E2 : y2 = x3−3x

and their graphs are shown in figure 5.1.
Generally, the solution of a cubic equation is not so easy. We will find the solution by

using the discriminant 4A3 + 27B2 of Weierstrass equation, which is denoted by ∆E . In
this thesis, we deal with non-singular elliptic curves, which means that the discriminant
∆E 6= 0.

Let r1, r2 and, r3 be the roots of the cubic. If we know two roots then by using the
equation

((r1− r2)(r1− r3)(r2− r3))
2 =−(4A3 +27B2) (5.3)

we can find the third root. We can check that whether we have three different real roots
or if there is one real root. We are interested in the form of elliptic curves if they have
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(a) E1 : y2 = x3−2x+3 (b) E2 : y2 = x3−3x

Figure 5.1: Elliptic Curve Examples

one real root. In this case we find a smooth curve because on these type of curves we can
easily produce third point. The elliptic curve y2 = x3 +Ax+B can be factored as

x3 +Ax+B = (x− r1)(x− r2)(x− r3).

The addition law properly works if the ∆E 6= 0. If ∆E = 0 the elliptic curve is singular and
we can not add points on these curves. Therefore, we are restricted to use the non-singular
curve, which means ∆E 6= 0.

5.2 Addition of Points on Elliptic Curve

In this section, we will describe the addition of points on elliptic curve. The addition of
two points on elliptic curves is not as the addition of points in coordinate system. We add
points geometrically on elliptic curve. Which is illustrated in examples 5.1 and 5.2.
Let

E : y2 = x3 +Ax+B

and p1 = (x1,y2), p2 = (x2,y2) be two points on the curve, which satisfies E. We can

Figure 5.2: Addition of Points on Elliptic Curve
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produce third point p3 on that curve by adding p1 and p2. To find this point, we draw
a line L, which passes through p1 and p2 and intersect the curve at p′3. By taking the
reflection across the x-axis we obtain p3. So

p3 = p1⊕ p2,

this means that by adding p1 and p2, we obtain p3. Now we discuss the addition of p1
and p2 on elliptic curve in more detail. There are two cases
Case 1:
p1 is different from p2

Let p1 is different from p2, that is p1 6= p2 and neither is infinity. We draw a line L
passing through p1 and p2. There are two sub-cases
Sub-case 1.

If x1 6= x2, then the equation of line L is given by the equation

y = m(x− x1)+ y1. (5.4)

The slope of the line passing through two points is

m =
y2− y1

x2− x1
.

To find the intersection between Eand L, we substitute the value of y in E and get

(m(x− x1)+ y1)
2 = x3 +Ax+B

⇐⇒ m2(x− x1)
2 + y2

1 +2m(x− x1)y1 = x3 +Ax+B

By rearranging, we have x3−m2x2 + · · ·= 0.
To find the roots of a cubic is quite difficult, but if we know two of them, then we can

find the third root easily. For instance,

x3 +Ax2 +Bx+C = (x− r1)(x− r2)(x− r3).

by expanding right hand side, we have

x3 +Ax2 +Bx+C = x3− (r1 + r2 + r3)x2 + · · · ,

we consider that we know r1 and r2, therefore by comparing coefficients of above equa-
tion, we get r3, that is

A = r1 + r2 + r3 ⇐⇒ r3 = r1 + r2−A.

Sub-case 2.
In this case, we consider that x1 = x2, then the line L is a vertical line that does not

touch any other point on the curve. For x1 = x2, then p1⊕ p2 = O.
Case 2.
p1 is equal to p2

There are again two sub-cases
Sub-case 1.

We let x1 = x2 and y1 = y2. The line L passes through p1 and p2 is a vertical line, which
intersects E at O. So the reflection across the x-axis yields the same point O. Therefore
the addition of p1andp2 is the point at infinity, that is

p1⊕ p2 = O.
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Sub-case 2.
In this case we consider that x1 = x2 and y1 6= 0. For this case we need to find the slope

of the line L passing through one point, which is obtained by simply differentiating the
equation of E, that is,

2ydy/dx = 3x2 +A ⇐⇒ dy/dx =
3x2 +A

2y
. (5.5)

So the rest of the procedure for p1⊕ p1 is same as addition of p1⊕ p2. The line between
p1 and p2is replaced by the tangent of the curve at p1.

We give examples to add points on elliptic curve. We will take these examples over
real numbers.

Example 5.1. Let

E : y2 = x3 +3x+5, where a = 3 and b = 5.

First of all we check that E has no repeated factors, that is ∆E 6= 0,

4a3 +27b2 6= 0

⇐⇒ 4(3)3 +27(5)2 6= 0
⇐⇒ 211 6= 0

Let p1 = (1,3) and p2 = (4,9) lies on the curve. As p1 6= p2 and also x1 6= x2. As we
have discussed above that addition of two points on elliptic curve is different from the
addition of two points in coordinate system. Since the line passes through two points.
Therefore slope of that line is

m =
y2− y1

x2− x1
=

9−3
4−1

= 2.

And the equation of line is,

y = m(x− x1)+ y1

= 2(x−1)+3
= 2x+1.

Now, we substitute the value of y for E, that is,

(2x+1)2 = x2 +3x+5,

⇐⇒ 4x2 +1+2x = x3 +3x+5,

⇐⇒ x3 +3x+5−4x2−1−2x = 0,

⇐⇒ x3−4x2 + x+4 = 0.

the line L intersects E at p1 and p2. Therefore, we already know two roots x1 = 1 and
x2 = 4. The third root can be find as

1+4+ x =−4 =−9

which is the sum of three roots minus the coefficients of x2. Therefore the third point of
intersection is obtained by substituting x =−9,

y = 2x+1 = 2(−9)+1 =−17

so p′3 = (−9,−17). By reflecting across the x-axis we obtain

p3 = p1⊕ p2 = (−9,17).
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Example 5.2. Now we continue with the curve E and p1 = (4,9) from example 5.1
to find p1⊕ p1. Now we compute the slope of line that passes through p1 by using the
formula (5.5)

m =
3x2

1 +A
2y1

=
3(4)+3

2(3)
= 17/6

by substituting into y = m(x− x1)+ y1, we get

y =
17
6

x− 7
3

(5.6)

the E implies that

y2 = x3 +3x+5,(
17
6

x− 7
3

)2

= x3 +3x+5,

⇐⇒ x3 +3x+5− 289
36

x2 +
146

9
x2− 4

9
= 0,

⇐⇒ (x−4)2(36x−1) = 0.

We can notice that the x-coordinate of p is appearing as a double root, which is 4. There-
fore it was easy for us to factor the cubic equation. We substitute x = 1

36 in equation (5.6),
to get y = 487

216 . By reflecting across the x-axis we get

p1⊕ p1 = (
1

36
,
487
216

).

5.3 Addition Law Properties

Let E be an elliptic curve and p1, p2 and p3 be the points on E. These points satisfies the
following properties,

1. Commutativity
p1⊕ p2 = p2⊕ p1.

2. Associativity
p1⊕ (p2⊕ p3) = (p1⊕ p2)⊕ p3.

3. Identity
The point O is the identity element that

p1⊕O = O⊕ p1 = p1.

4. Inverse
For any point p1 there exist 	p1, that is,

p1⊕ (	p1) = O.

Therefore, 	p1 is the inverse of p1.
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Proof. The inverse and identity law holds because O lies on all vertical lines. The com-
mutative law holds because the line that passes through p1 and p2 is the same as the line
that passes through p2 and p1. The associative law is also satisfied . It is hard to prove
but if we try to prove it we draw all the lines which are required to prove, therefore this
becomes quite complicated to prove. There are many ways to prove the associative but
non of them are easy.

5.4 Addition Algorithm for Elliptic Curves

Now we describe some formulas which are pretty much useful to add and subtract points
on elliptic curves. These formulas requires some basic analytic geometry and some dif-
ferential geometry.
Let

E : y2 = x3 +Ax+B

be an elliptic curve and let p1 and p2 be two points on E.

1. If one point is O, for instance,
if p1 = O, then p1⊕ p2 = p2.
OR
If p2 = O, then p1⊕ p2 = p1.

2. Let
p1 = (x1,y1) and p2 = (x2,y2)

If x1 = x2 and y1 =−y2, then

p1⊕ p2 = O

If x1 6= x2, we define the slope by

µ =
y2− y1

x2− x1
if p1 6= p2.

and

µ =
3x2

1 +A
2y1

if p1 = p2.

and let,
x3 = µ

2− x1− x2 and y3 = µ(x1− x3)− y1.

Then
p1⊕ p2 = (x3,y3).
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6 Elliptic Curves over Finite Fields
In this section, we will use the Weierstrass equation of elliptic curve over a finite field Fp,
where p is a prime. In Chapter 5, we have discussed elliptic curves over real numbers
and how can we add points p1 and p2 to produce the third point p3. In cryptography,
the calculation on an elliptic curve over real numbers is quite slow and inaccurate due to
round off error, therefore elliptic curves over finite fields are more in use. In this chapter,
we describe the theory of elliptic curves whose points have coordinates in a finite field Fp.
The material in this chapter is taken from [3], [5] and [4]. Now we define the elliptic
curves over finite fields.

Definition 6.1. Elliptic curves over Finite Field Fp
Let Fp be a finite field, where p is any prime. The elliptic curve over Fp is described

as
E : y2 = x3 +Ax+B,

where A and B are constants, belonging to Fp, such that 4A3+27B2 6= 0. For all x, y∈ Fp
there are finitely many pair of points on E, which have coordinates in Fp. We define the
set of points on E over Fp as

E(Fp) = {(x,y) ∈ Fp×Fp | y2 = x3 +Ax+B}∪{O}.

The elements in E(Fp) forms a finite group with respect to addition.

To deal with the elliptic curves we require that p ≥ 5. The elliptic curves over finite
filed F2 are also very important but they are quite complicated to deal. Therefore we will
only deal with the curves, when p≥ 5. We add the points on E(Fp) by using the formulas
described in section 5.3 and 5.4 but with the modification modulo a prime. We revise
these formulas modulo a prime.

6.1 Addition Algorithm for Elliptic Curves Modulo p

Now we revise addition algorithm for an elliptic curves modulo p. Let

E : y2 = x3 +Ax+B

be an elliptic curve and let p1 and p2 be two points on E.

1. If one point is O, for instance,
if p1 = O, then p1⊕ p2 = p2 (mod p).
OR
If p2 = O then p1⊕ p2 = p1 (mod p).

2. Let
p1 = (x1,y1) and p2 = (x2,y2)

If x1 = x2 and y1 =−y2, then

p1⊕ p2 = O (mod p)

If x1 6= x2, we define the slope by

µ =
y2− y1

x2− x1
if p1 6= p2 (mod p).
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and

µ =
3x2

1 +A
2y1

if p1 = p2 (mod p).

and let,
x3 = µ

2− x1− x2 and y3 = µ(x1− x3)− y1 (mod p).

Then
p1⊕ p2 = (x3,y3) (mod p).

Now we describe some properties, which are pretty much useful to add and subtract
points modulo a prime on elliptic curves.

6.2 Addition Law Properties Modulo p

Let E be an elliptic curve and p1, p2 and p3 be the points on E These points satisfies the
following properties modulo p, where p is a prime.

1. Commutativity
p1⊕ p2 = p2⊕ p1 (mod p).

2. Associativity
p1⊕ (p2⊕ p3) = (p1⊕ p2)⊕ p3 (mod p).

3. Identity
The point O is the identity element that

p1⊕O = O⊕ p1 = p1 (mod p).

4. Inverse
For any point p1 there exist 	p1, that is,

p1⊕ (	p1) = O (mod p).

Therefore, 	p1 is the inverse of p1.

Any fraction a
b is regarded as the product of ab−1, where bb−1 = 1 (mod p) and

gcd(b, p) = 1.
As we have said that we have finite number of points which lies on the elliptic curve.

Now we will discuss how we can find these points and what are their numbers.

6.3 Number of points

In this section we describe, how can we find the points which lies on the curve. Let

E : y2 = x3 +Ax+B (mod p) (6.1)

be an elliptic curve, where p ≥ 5. We can list all the pair of points on E by taking x =
0, 1, 2, · · · , p−1 and solve (6.1) for y. By putting the values of x, we get half nonzero
values for y and half the values for y are zero. The non-zero values for y are squares mod
p. By taking the square root gives two values for y mod p for a single value of x. We
include the point at infinity and get p+1 values in the set E(Fp).

The discussion about the number of points mod p was precisely described by Hasse in
1930s. Hasse’s theorem is stated as
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Theorem 6.1. Hasse’s Theorem
Let E be an elliptic curve over Fp. Then the number of points on E(Fp) are estimated

as
#E(Fp) = p+1− tp,

and tp is calculated by using

tp = p+1−#E(Fp) where |tp|< 2
√

p fulfills.

Now we take an example to show how to calculate number of points on an elliptic
curve for different finite fields.
Remark: Generally, to find exact number of points on elliptic curve is quite complicated.

Example 6.1. Let the elliptic curve E is given by the equation

E : y2 = x3 +2x+4.

We will count the number of points on E(Fp), by using Hasse’s theorem. We consider
E over different finite fields Fp. The results are given in the following table.

p 2
√

p tp #E(Fp)
3 3.46 −1 5
5 4.47 0 6
7 5.29 −4 12

11 6.63 3 9

Table 6.1: Number of Points in E(Fp).

Note that tp satisfies the inequality |tp|< 2
√

p.

Remark:
The Hasse’s theorem gives us bound but we can not calculate exact number of points
which lies on the elliptic curve.

Example 6.2. In this example, we find the list of points in E(Fp). Let

E : y2 = x3 +2x+4 (mod 5). (6.2)

The set of points on E is obtained by taking x = 0, 1, 2, · · · , 4 and solve the equation
(6.2) for y. We also include the point at infinity, that is O.

x y2 = x3 +2x+4 (mod 5) y points
0 4 ±2 2,3
1 2 - no solution
2 1 ±1 1,4
3 2 - no solution
4 1 ±1 1,4
O O O O

Table 6.2: List of Points on E(F5)
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In Table 6.2 we have calculated points which lies on the elliptic curve over F5. We
check for all possible values of x to find all the corresponding values of y. For instance,
substituting x = 0 in E, we get two values for y, that is y = ±2 (mod 5). Therefore we
get two points which are (0,2) and (0,3) lies on E. Next we substitute x = 1, which is not
a square modulo 5. Therefore, we do not get any point. Similarly we can find rest of the
points in E(F5), which are listed as

E(F5) = {O,(0,2),(0,3),(2,1),(2,4),(4,1),(4,4)}.

Suppose now we want to add points p1 and p2 in E(Fp) to produce third point p3. For
this purpose, we can develop the theory of geometry to produce third point over finite field
E(Fp) instead of real numbers R or on the other hand we can use the addition algorithm
described in section 6.1 to add points on E.

Theorem 6.2. Let E be an elliptic curve over finite field Fp. Let p1 and p2 be two points,
belonging to E(Fp)

a. The addition algorithm applied to p1 and p2 yields a point in E(Fp) which is de-
noted by p3 = p1⊕ p2.

b. The addition law on E(Fp) satisfies all the properties described in section 5.3,
which means that addition law makes E(Fp) into a finite group

We give a few examples about the addition of points on elliptic curve over finite field
and to show that either the points on elliptic curve form a cyclic group or non-cyclic
groups.

Example 6.3. Let
E : y2 = x3 +8x+3 (mod 13).

The points on E are O,(0,4),(0,9),(1,5),(1,8),(2,1),(2,12),(5,5),(5,8),(7,5),(7,8),
(10,2),(10,11).

Let p1 = (5,8) and p2 = (10,11). By using the addition algorithm described in section
6.1 we produce p3. First of all we find the slope µ, since the line passes through two
points p1 and p2, whereas p1 6= p2

µ =
y2− y1

x2− x1

=
11−8
10−5

=
3
5

= 3 ·5−1 = 11 (mod 13).

Now we calculate,

x3 = µ
2− x1− x2 = 112−5−10 = 2,

y3 = µ(x1− x3)− y1 = 11(5−2)−8 = 12.

which implies that,

p3 = p1⊕ p2 = (5,8)+(10,11) = (2,12) in F13.

Now we compute p1 = (5,8) to itself by using the addition algorithm, we compute

µ =
3x2

1 +A
2y1

=
3(5)2 +8

2(8)
= 6.
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we calculate

x3 = µ
2− x1− x2 = 72−5−5 = 0,

y3 = µ(x1− x3)− y1 = 7(5−0)−8 = 4.

So,
p3 = p1⊕ p1 = (0,4) in F13.

In similar way we can add every pair of points. The results are listed in table 6.3 on
page 33.

Let us consider an other example in which we will show that the points on elliptic
curve may form a cyclic group and how we can find the generator of cyclic group.

Example 6.4. Let
E : y2 = x3 +7x+6 (mod 11)

be an elliptic curve. The number of points on E are 8, which are as follows

E(F11) = {O,(1,5),(1,6),(5,1),(5,10),(6,0),(10,3),(10,8)}.

By adding every pair of points as we discussed in example 6.3, we construct an addition
table.

O (1,5) (1,6) (5,19) (5,10) (6,0) (10,3) (10,8)
O O (1,5) (1,6) (5,1) (5,10) (6,0) (10,3) (10,8)

(1,5) (1,5) (10,8) O (6,0) (10,3) (5,10) (1,6) (5,1)
(1,6) (1,6) O (10,3) (10,8) (6,0) (5,1) (5,10) (1,5)
(5,1) (5,1) (6,0) (10,8) (10,3) O (1,6) (1,5) (5,10)
(5,10) (5,10) (10,3) (6,0) O (10,8) (1,5) (5,1) (1,6)
(6,0) (6,0) (5,10) (5,1) (1,6) (1,5) O (10,8) (10,3)
(10,3) (10,3) (1,6) (5,10) (1,5) (5,1) (10,8) (6,0) O
(10,8) (10,8) (5,1) (1,5) (5,10) (1,6) (10,3) O (6,0)

Table 6.4: Addition Table for E : y2 = x3 +7x+6 (mod 11)

Now we show that this group is cyclic. Let p1 = (1,5) is a primitive element, which
implies that p1 generates all point. By the help of addition table 6.4, we add p1 to itself
and get the following results

2p1 = p1 + p1 = (1,5)+(1,5) = (10,8),
3p1 = p1 +2p1 = (1,5)+(10,8) = (5,1),
· · ·

7p1 = p1 +6p1 = (1,5)+(10,3) = (1,6),
8p1 = p1 +7p1 = (1,5)+(1,6) = O.

All 7 points on elliptic curve together with O forms a cyclic group. From the above
calculations we can easily observe that p1 is the generator of this group, which generates
all elements in E(F11) before we reach the point at infinity.

Now, we give another example to show that not every group is cyclic.
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Example 6.5. Let
E : y2 = x3 +5x+6 (mod 13)

be an elliptic curve. The number of points on E are 16, which are O,(1,5),(1,8),(3,3),
(3,10),(4,5),(4,8),(5,0),(8,5),(8,8),(9,0),(10,4),(10,9),(11,1),(11,12),(12,0).

Now we try to find a generator of E(F13).
We let p1 = (1,5). To check if p1 is generator or not. We add p1 to itself until we reach

the point at infinity.
2p1 = (8,5), 3p1 = (4,8), 4p1 = (9,0), 5p1 = (4,5), 6p1 = (8,8), 7p1 = (1,8), 8p1 =
O.

Since 8p1 = O, p1 can not be a generator and neither can any point in the list p1,2p1,
3p1, · · · ,8p1. Therefore p1 is not a generator. We have at least 9 non generators in the
group. But we have got almost 7, therefore we need to check two more.

So we pick another element which does not belong to the list of non generators. We
let p1 = (3,3) to check that p1 is a generator or not.

2p1 = (11,12), 3p1 = (11,1), 4p1 = (8,8), 5p1 = (3,10), · · · ,8p1 = O

which impels that p1 do not generate all the elements in E(Fp). Therefore p1 is not a
generator as well. We also notice that we have found three new non generators which are
(11,12),(11,1) and (3,10) so have found too many non generators to say that E(F13) is
cyclic. Hence E(F13) is non cyclic.

Remarks: To check that the points on E(Fp) forms a cyclic group we should keep fol-
lowing things in mind,

1. First of all the number of elements of E(Fp) are not square free.

2. We are looking for the generators. If p ∈ E(Fp) and mp 6= O, for all n, where
n = |E(Fp)|, such that m/n and m < n, then p is a generator.

3. By using Euler’s φ -function we can check that how many non-generators we can
find in E(Fp). It is enough to check n−φ(n) elements including the point at infinity.
If we find more then n−φ(n) non-generators then the group is not cyclic.
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7 Application of Elliptic Curves in Cryptography
Elliptic curves have applications in cryptography. In this section, we describe a few of
them. We will describe elliptic curve discrete logarithm problem (ECDLP),and Elliptic
curve ElGamal cryptosystem. The material in this chapter is taken from [4] and [3].

Before going into detail about the applications of elliptic curves we describe the elliptic
curve cryptosystem.

7.1 Elliptic Curve Cryptosystem

For many cryptosystems there exists many elliptic curve versions, particularly which in-
volves discrete logarithm. We usually work with elliptic curves mod a prime p. The ellip-
tic curve cryptosystem gives us the best security level. We can achieve the higher security
level by using small elliptic curves over small finite finite fields than other cryptosystems
like RSA and traditional ElGamal cryptosystem.

There is a procedure which is used to convert the classical discrete logarithm system
into elliptic curve version discrete logarithm system.

1. The modular exponentiation is converted into the multiplication of a point on an
elliptic curve by an integer.

2. The modular multiplication is converted into the addition of points on an elliptic
curve.

7.2 Representation of Plain Text by Using Elliptic Curves

There are many cryptosystems, which uses a method for mapping the original message
into a numerical value by performing some mathematical operations. Similarly for elliptic
curves we also use a method to map the original message into a point on E. We use elliptic
curve methods on that point to produce a new point on that curve which yields cipher text.

The encoding of the plain text message on elliptic curve is not very simple because
there is not any polynomial time deterministic algorithm to find the points on an elliptic
curve. We use probabilistic techniques to find the points on the elliptic curve and to en-
code the message on that curve. These probabilistic techniques have the property that with
small probability we fail to produce a point on the elliptic curve. By choosing appropriate
parameters we can make this probability very small with the order of 1/230.

First of all we give an idea, which is due to Koblitz. We suppose an elliptic curve

E : y2 = x3 +bx+ c (mod p)

is given. We choose the message m in x-coordinates of a point. The probability is about
1/2 that gives m3 + am+ b is square mod a prime p. At the end of the message m we
adjoin a few bits and try to adjust them so that we may find a number x which gives
x3 +ax+b square mod p.

Now we describe the procedure precisely. First of all we choose a large integer K
so that when we try to encode the message as a point the failure rate 1/2K becomes
acceptable.

Suppose m satisfies
(m+1)K < p.

We represent the message m by a number x, such that

x = mK + j where 0≤ j < K.

36



For j = 0, 1, 2, · · · , K− 1 we try to compute x3 + ax+ b, which gives y as a complete
square mod p. If there exists square root of y for the chosen x then we take the point
pm = (x,y). Otherwise we continue the process until we get x3 +ax+b square mod p or
j = K. We get approximately half of the time that x3+ax+b is a square mod p, therefore
we 1/2K chances of failure. But if We get j = K we fail to map our message to a point.

To recover the message m we calculate

m = [x/K] ,

where [x/K] is the greatest integer less then or equal to x/K.

Example 7.1. Let
E : y2 +5x+7 (mod 163)

be an elliptic curve. We need mK +K < 163, therefore 0 ≤ m < 16. We choose K = 15
with the failure rate of 1/215.

We choose m = 9, and try to solve

x = mK + j = 135+ j

for j = 0, 1, · · · ,K− 1. The possible choices for x are 135, 136, · · · , 148. We try for
these choices and get

x3 +5x+7≡ 81 (mod 163),

and 92 ≡ 81 (mod 163).
Hence we map our message m = 9 by the point Pm = (139,9). We can recover the

message by m = [139/15] = 9.

7.3 Elliptic Curve Discrete Logarithm Problem (ECDLP)

In chapter 4, we have discussed about Discrete logarithm problem. Now in this chapter
we study an elliptic curve cryptosystem which is based on the discrete logarithm problem
over a finite field Fp. We briefly recall that in DLP Bob chooses two numbers a and b,
and an integer x, such that

b≡ ax (mod p).

He publishes a and b but he keeps x secret. Now Bob want to do the same thing but
with an elliptic curve E over Fp. He selects a and b, which belongs to the group Fp, and
chooses his secret key x. The DLP is to find the secret key x from the equation

b = a ·a ·a · · ·a,︸ ︷︷ ︸
x multiples

(mod p). (7.1)

In this discrete logarithm problem Eve need to find how many times she should multiply
x such that the equation (7.1) becomes true.

In Elliptic curve discrete logarithm problem Bob does the same formulation with the
group of points of an elliptic curve E over a finite filed Fp. First of all he chooses an
elliptic curve over a finite field. He chooses a pair of points p1 and p2 from the group
E(Fp) and her secret integer n that gives

p2 = {p1⊕ p1⊕·· ·⊕ p1︸ ︷︷ ︸
n time addition on E

}= np1,

So in this situation Bob’s adversary Eve need to find how may times she should add p1
in order to find p2.
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Definition 7.1. Let E be an elliptic curve over finite field Fp and let p1 and p2 be points
in Fp. The Elliptic curve discrete logarithm problem is finding the secret integer n such
that

p2 = np1.

The integer n is denoted as
n = logp1

(p2).

Where n is called the elliptic discrete logarithm of p2 with respect to p1.

First of all we recall non-elliptic curve ElGamal cryptosystem. For instance, Alice
wants to send a message m to Bob. Bob chooses a large prime p, an integer a (mod p)
and a secret integer k. He computes

b≡ ak (mod p),

Bob publishes (p,a,b) as public keys, but he keeps k as his secret key. Now Alice chooses
a random integer x and he computes r and t as the following congruences

r ≡ ax and t = mbx (mod p.)

She sends the pair (r, t) to Bob, who decrypts by calculating

m = tr−k (mod p).

Now we describe the ElGamal cryptosystem for an elliptic curve E (mod p), where p is
a large prime. Bob will chooses an elliptic curve and a point p1 on E. He also choose an
integer n and computes

p2 = np1.

He publishes (p, p1, p2) as public keys, but he keeps n. Only Bob and Alice knows the
curve E. Alice encodes her message as a point m on E. She chooses a random integer x
and computes

r = xp1 and t = m⊕ xp2

She sends the pair (r, t) to Bob and Bob decrypts the message by calculating

m = t	nr,

to view or restore the plain text.
To find n, when p1 and p2 are known. Their adversary Eve has to compute an elliptic

curve discrete logarithm, which is a large problem with large complexity. For security
reasons the point p1 should generate a large cyclic subgroup of E(p). Since it will then
be potentially many values for n that could fulfill p2 = np1. The best case for the choice
ofp1 is that E(Fp) is cyclic and it is a generator of the group. So the group itself should
preferably contain many elements.

Let us consider an example to show that how does the elliptic curve ElGamal cryp-
tosystem works.

Example 7.2. First of all we generate an elliptic curve E mod p. We take p = 13 and
chooses a point p1 = (2,1). We consider first a = 5 and try to make p1 lie on the curve
E : y2 = x3 +ax+b (mod p), therefore we take b = 9. So elliptic curve E becomes

E : y2 = x3 +5x+9 (mod 13). (7.2)
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Alice wishes to send a message to Bob as a point on the elliptic curve (7.2). Now Bob
will choose a random number n = 500 as his secret integer. He first calculates

p2 = np1 = 500(2,1) = (5,4)

and publishes (5,4).
Alice now consider the point (5,4) and chooses her random integer x = 39. She Com-

putes

r = xp1 = 39(2,1) = (11,11) and t = m⊕ xp2 = (12,4)⊕39(5,4) = (0,10)

and sends (r, t) as the cipher text to Bob.
Bob now decrypts the message by calculating

m = t	nr = (0,10)	500(11,11)
= (12,4).

Remark: The subtraction of two points p1 and p2 on elliptic curve is done simply by
using the rule p1	 p2 = p1⊕ (	p1).
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