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Abstract 
Security is a very important part of every system or company, whether small electronic 

devices or powerful computers are used. It is used for the same purposes as in cases 

where no electronic equipment is implemented and physical security is provided – to 

permit or deny access for people to the system or company.  

The purpose of this report is to test and compare some of the existing computer 

authentication methods, their characteristics, advantages and disadvantages, and to 

propose a system which requires different types of authentication and therefore, 

depending on the method or methods used for signing in, provides different levels of 

physical access to departments of a building, and logical access to applications and 

services installed or available over a computer network. In the report, some differences 

between the cryptographic algorithms in use today will be explained briefly. All the 

types of user authentication in computer networks and electronic devices will be 

described in detail. 

In the system there will be used a combination of authentication factors (multifactor 

authentication) in order to improve its security. Its functionality will be examined 

carefully and the results will be discussed in detail. 

 

Keywords 
Computer security, Computer authentication, Biometrics, Smart Card, Authentication 

methods 
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1. Introduction 

When building a computer network, a mandatory part of the entire process is planning a 

good protection for this network. Maximum security can be achieved by choosing the 

appropriate tools, equipment and algorithms. 

  

1.1 Problem Definition 

Independently of their type and purposes, systems are often attractive to malicious 

people and software. If not secured well enough, they are vulnerable to different attacks 

whose effects afterwards can be harmful for both system‟s software and hardware. 

The main target of this project is to propose a system which could be implemented in 

a computer network or communication equipment in order to improve its existing 

security or provide such. 

 

1.2 Motivation 

A successful attack over the network or in a particular computer‟s operating system or 

terminal could lead to many dangerous and unwanted consequences like: stealing and 

illegally using confidential information, manipulating system‟s resources etc. 

These risks necessitate the implementation of methods and algorithms which will 

cover the security requirements and provide the best possible protection. In a traditional 

system where only one type of authentication is used (e.g. typing only passwords for 

signing in or presenting a card with magnetic stripe and no usernames and passwords) 

security‟s level is low and information could be copied and presented by not authorized 

persons easier. From the one hand, signing in by providing more types of information 

will take more time than doing it on usual systems, but, from the other hand, the level of 

the security will go higher and fooling the system would be more difficult and would 

require much time. 

 

1.3 Method 

The method which will be used when designing the system in order to offer better 

security is multifactor authentication and its different combinations. This approach 

requires more information for identifying users and signing them in which will 

significantly reduce the possibility of authenticating persons who present copied 

information or fake data and are trying to fool the system. 

 

1.4 Restrictions 

The designed system will be able to work with maximum three types of data and, 

therefore, will offer three-factor authentication: possessive („something you have‟), 

knowledge type („something you know‟) and biometrical („something you are‟). 

 

1.5 Report Structure 

The report contains the following chapters: Chapter 2 gives an overview of 

cryptography and describes the characteristics of the different cryptographic algorithms. 

Chapter 3 offers an explanation in detail of what authentication is and describes the 

types of authentication. Chapter 4 is a description of what usability tests are and how 

they can be planned and conducted and what their results can be used for. Chapter 5 

includes information about the built system – how many authentication factors are 

combined, which they are and how they are combined. It also shows what kind of 
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equipment is used for building the system and gives us detailed specifications. The 

results from testing the system are shown and described. Chapter 6 shows the 

conclusions of the project and includes discussions about the results from the run tests 

and a comparison between different options and variants of the system. 
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2. Cryptography 

Cryptography is the science of writing words and texts in secret code. An encrypted 

paragraph of text means that all the characters it contains are mixed or replaced with 

another symbols in a way that makes reading the paragraph without using appropriate 

software for decrypting the text impossible. 

 

2.1. Overview of Cryptography 

Cryptography is necessary to be applied in data and telecommunications when 

communicating over small, medium or big networks and especially for connections over 

the internet. It can be used not only to protect information but as a type for user 

authentication as well. There are three main types of cryptography: public key 

cryptography; secret key cryptography; hash functions. 

 

2.1.1. Public key Cryptography 

Public key cryptography is said to be the most significant new development in the last 

300-400 years. It uses two different keys for encryption and decryption. 

The scheme can be described with the following situation: User A wants to send a 

message to User B. Using B‟s public key, A encrypts the message and B decrypts it 

using his private key, which is illustrated in Figure 2.1. 

 

User A

Plaintext

User B sends his public key to User A

Ciphertext
Decryption 

algorithm

Encryption 

algorithm

User B decrypts the text with his 

private key

User A encrypts the text with User B’s public 

key

User B

Decrypted text 

(plaintext)

Figure 2.1 Transferring a message using public key cryptography.

 

Some of the public key cryptography algorithms that are used today are: 

 RSA. It comes from algorithm developers‟ names – the three mathematicians – 

Ronald Rivest, Adi Shamir and Leonard Adleman. RSA is used in many 

software products today and can be used for exchange of keys, digital signatures 

and encryption of small blocks of data. 

 Digital Signature Algorithm (DSA). The algorithm offers digital signature 

capability for message authentication. 

 Elliptic Curve Cryptography (ECC). This algorithm is mainly designed for 

devices with limited power capabilities, such as PDAs and smartcards (Kessler, 

1999) 

 

2.1.2. Secret key Cryptography 

In this type of cryptography a single key is used for both encryption and decryption. 

The sender encrypts the plaintext with the key and sends the ciphertext to the receiver 

who reveals the message with the same key. As only one key is used from both the 

sender and the receiver, secret key cryptography is also referred to as symmetric 

encryption. The situation is shown in Figure 2.2. 
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User A

Plaintext

Ciphertext
Decryption 

algorithm

Encryption 

algorithm

User B decrypts the text with the 

same secret key

User A encrypts the text with the secret key 

shared with User B

User B

Decrypted text 

(plaintext)

Figure 2.2 Transferring a message using secret key cryptography.

 

 

The main difficulty in this type of cryptography is the distribution of the key, since it 

must be known to both sides of the communication line. 

Today the following main secret key cryptographic algorithms are used: 

 Data Encryption Standard (DES). The standard was designed in the 1970s and 

adopted by the National Bureau of Standards (NBS), now the National Institute 

for Standards and Technology (NIST) in 1977 for commercial and unclassified 

government applications. DES is a block-cipher which uses a 56-bit key and it 

works on 64-bit blocks. 

The security of the DES scheme can be improved by applying the algorithm 

three times with two or three different keys (respectively called 2TDES and 

3TDES). This kind of using DES is called Triple DES (TDES). The 

disadvantage of TDES is that is operates quite slowly. 

Another alternative is DES-X. It increases the size of the key used for 

encryption and decryption by adding 64 bits to it before applying DES and after 

the encryption. Doing that, the length of the key contains 184 bits (56 bits + 

2x64 bits = 184 bits). 

 Advanced Encryption Standard (AES). This standard includes three block 

ciphers: AES-128, AES-192 and AES-256 each of which has a 128-bit block 

size and different key sizes – 128-bit, 192-bit and 256-bit. The maximum of the 

block size is 256 bits, but theoretically there is no such for the length of the key. 

 International Data Encryption Algorithm (IDEA). A cryptographic system 

using a key with 128-bit length. It is a 64-bit block cipher and was written by 

James Massey and Xuejia Lai in 1992 (Spillman, Richard J 2005). 

 Blowfish. A 64-bit block cipher which was invented by Bruce Schneier. It is 

optimized for 32-bit processors and is significantly faster than DES on a 

Pentium/PowerPC-class machine and is in use in over 80 products. The length of 

the key can vary from 32 to 448 bits. 

 

Rajaratnam, S 2001, 'Health in a 24-hr society', Lancet, 358, pp. 999-1005. 

 Camellia. A block-cipher cryptographic algorithm developed by Nippon 

Telegraph and Telephone (NTT) Corporation and Mitsubishi Electric 

Corporation (MEC) in 2000. There are some common characteristics between 

Camellia and DES: the size of the block is 128 bits, 128-, 192- and 256-bit key 

length is supported; possibility for implementations on 32-bit processors and 8-

bit processors (smart cards etc.) (Kessler, 1999). 

 

2.1.3. Hash Functions 

A hash function is also called one-way cryptography. When encrypting text using hash 

functions there is no key used for recovering the plaintext since it is not recoverable 

from the encrypted text (ciphertext). Hash functions are typically applied to make sure 
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that the content of the file transferred has not been changed by virus etc. which is done 

by comparing the calculated hash function before and after the transmission of the file. 

The following list shows some of the hash algorithms that are commonly used today: 

 Message Digest (MD) algorithms – a number of algorithms producing a 

128-bit hash value. 

 Secure Hash Algorithm (SHA). The SHA-algorithms produce hash 

values with different length: 160, 224, 256, 384 or 512 bits. 

 Tiger. An algorithm, designed by Ross Anderson and Eli Biham, which 

is determined to be secure and suitable for 64-bit processors. It can 

produce 128-, 160- and 192-bit hash values (Kessler, 1999). 

Figure 2.3 illustrates an example of transferring a message using a hash function. 

 

Figure 2.3 Transferring a message using a hash function.

User A

Calculates the hash function

0100101001110010100001

Encrypts the hash function 

using his private key to form his 

digital signature

*($№@%€@%64$%ХЕ!№

From: User A                     To: User B

...................................................

Plaintext
...................................................

*($№@%€@%64$%ХЕ!№

User B
Calculates the hash function 

from the plaintext

0100101001110010100001

User B
Decrypts User A’s digital 

signature 

*($№@%€@%64$%ХЕ!№
to get the hash function  

0100101001110010100001

User B
Compares the two hash 

functions for equality 
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3. Authentication 

Authentication is the process of identifying users and signing them in a system. Once 

this process is successfully completed, they are allowed to access different information, 

applications or services, as well as to have physical access to offices, departments, 

computer systems and other   facilities. 

 

3.1. Types of Authentication 

Electronic authentication, i.e. signing in personal computers, computer networks, 

communication and other electronic equipment, consists of some types which differ 

depending on the type of the information collected for analyzing. 

 

3.1.1. Something You Know 

This type of authentication comprehends systems in which passwords or personal 

numbers are used. These information systems use one-way authentication. A password 

literally is a combination of characters – digits and/or letters, which a user has to type 

on electronic equipment in order to sign in the system. After authorizing, he or she has 

the ability to change or use predetermined features of the system. The process of 

authentication using the „Something you know‟ factor is illustrated in Figure 3.1. 

 

Typing 

Password\

Personal Number

Access Granted
Applications\Services\

Physical Access

Access Denied\

User Blocked

correct

not correct 

after several 

attempts
not correct 

User

Figure 3.1 „Something you know‟ factor authentication process.

 

 

It is not expensive to implement password-based authentication – systems don‟t 

require buying special and expensive software and devices. However, there are some 

problems that occur often: users forget their long and difficult to remember passwords; 

sometimes a password can be easily seen and written down by someone who must not 

know it and can authorize then in she system; due to the increase of the number of 

systems that require passwords, users have one password for many systems. That leads 

to a risk of deterioration in the security of every system where the password is used. 

Another issue is that a user can write down his password on inappropriate places – in 

unencrypted files on computers etc. 

A good practice to improve the strength of a password is to use as different 

characters as possible – a combination between digits, special symbols and upper case 

and lower case letters. The length of a password should be at least 6-7 characters and it 

should be easily remembered and typed in the electronic device in a way that nobody 

could see it during user‟s authorization. It is strongly not recommended to use simple 
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words as passwords. An example could be the following password: StraightPath. 

Instead, it can be transformed to a stronger one: sTr8^PatH. 

The “something you know” type of authentication does not only concern passwords 

usage, but challenge/response as well and is called Knowledge-Based Authentication. In 

this case, users are asked to present information which can be approved by the verifier 

through previously made transactions and registrations. 

 

3.1.2. Something You Have 

This type of authentication can be referred to as possessive. Users of such systems have 

some form of physical token, which contains information that could not be easily read 

and copied, and this token could be hardly doubled by malicious persons. Figure 3.2 

shows this factor‟s process of authenticating. 

 

Inserting Token
Applications\Services\

Physical Access

User Rejected\

Access Denied

valid

not valid 

User

Figure 3.2 „Something you have‟ factor authentication process

Access Granted

 

 

An example of physical authentication token is a magnetic-stripe card. The magnetic 

stripe contains individual magnetic particles that are aligned through its length and 

polarized separately, thus using it as memory for storing information in. A problem 

occurs when the card is being put in a magnetic field – its data can be erased or 

corrupted. This aftereffect can be reduced significantly by using high-coercivity 

magnetic material. Doing so, the information in the stripe can be erased only if a 

magnetic field stronger than most permanent magnets is applied. 

In order to improve the security of magnetic-stripe cards, the following methods may 

be used: 

 Watermark tape – a thinner magnetic tape stripe is attached to the top of the card 

and its particles are positioned not along the tape but across it. This watermark 

tape is read by readers implemented in the systems which extract the information 

stored in the magnetic stripe. The watermark actually is a unique to every card 

security code and both magnetic stripe and tape contain it. If the codes differ, the 

card is considered as invalid or corrupted. 

 Holomagnetics – cards with built-in holograms which cannot be seen with 

human eye but read using special readers. 

 Card signatures – both the quality of the magnetic tape and the length of 

individual bits can vary which can be measured by special card readers, and, 

therefore, a signature can be made from these variations. It is encrypted and 

stored. 
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Another variant of physical tokens are optical cards. Their working principle is the 

same as that of compact discs – a laser reader is used for measuring the depth of a 

reflective surface. Optical cards can be used to write large amounts of data. The 

disadvantage of this type of cards is that the confidentiality of the information could not 

be easily proven (Hendry, 2001). 

Smart cards are another type of physical tokens. They are credit/debit-card-size 

physical authentication tokens that have their own memory and often contain a 

processor. Smart cards can be used for providing information when making transactions 

or for user authentication in computer networks etc., replacing the use of usernames and 

passwords. Thus the security of the system in which the smart card is used is improved 

by combining two factors of authentication – knowledge and possession (the „something 

you know‟ and „something you have‟ type of authentication respectively). When 

inserting a smart card in a smart card reader, for successfully authenticating in the 

system the device must read and process the information which is supplied by the card. 

A successful authentication is possible only when the data stored in the card matches 

the data stored in the system database from previously made successful authentication 

attempts. 

If smart cards are used not only for user authentication but for making transactions as 

well, they must accept information form the terminal only after successfully 

authenticating, which prevents them from supplying not genuine information during 

future transactions. Smart cards have processing capability with build-in security 

features which is used when authenticating and making transactions, therefore changes 

to data can be accepted only if all the security requirements are met. 

A smart card has to prove its membership in order the terminal to accept data from it. 

The membership can be proven through several methods which are usually known as 

smart card authentication. They include: 

 passwords – this method is the same as computer log on. During each 

authentication attempt the card reveals the name of the user. This makes 

using dynamic passwords a very good practice – after each time the user 

authenticates, another password is used. 

 cryptography – it allows proving system membership without showing the 

name of the identifier to third party. The disadvantage is that cryptographic 

methods make systems less flexible and add system administration because 

they require key distribution. 

 zero-knowledge protocols – they make smart card authentication possible 

without using passwords and encryption keys. By contrast, they require 

sophisticated microprocessors that use sufficient memory space and increase 

smart card costs. 

Cards with bar codes are another type of tokens. They can be produced cheaply and 

easily which makes them not suitable at all for security applications because they can be 

photocopied. Moreover, there stands the limitation that these cards are only read-only – 

no information can be saved in them and they can be used only for delivering 

identification numbers. 

Radio frequency identification (RFID) is used for controlling access, traffic and other 

applications. The token in this case is a tag with many possible shapes. It contains an 

antenna which, once comes within range of a reader, can generate enough energy 

needed for the circuit placed in the tag and the identification number contained inside 

can be transmitted. The advantage of radio frequency identification tags is that they 

cannot be easily copied. However, there is again the restriction that these tags are read-

only (Nelson, 1994). 
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USB flash drives can be used as tokens as well. When setting these devices as 

authentication tools, public key cryptography is used and in these cases the base secrets 

for authenticating are private keys, which are stored in the flash drives‟ memory. During 

the authentication process, the software that is used performs a challenge-response 

exchange. 

The „Something You Have‟ type of authentication necessitates the use of physical 

objects and devices (tokens) and offers higher level of security compared to software 

authentication methods simply because of the location where secret information is 

stored – in the first case direct physical access to the token is needed in order to make 

attempts to fool a system, or use or steal the information saved in a token. 

 

3.1.3. Something You Are 

In this type of authentication the information presented to the system for signing in is 

biological – something that a person is. The characteristics of the data are: 

- universal – every person should have them in order to present them; 

- unique – there should be no two or more persons who have the same characteristics; 

- permanent – the characteristics should be the same and not change over time; 

- able to be collected – the characteristics can be measured and captured. The process of 

authenticating is illustrated in Figure 3.3. 

 

Scanning Quality Control

Applications\Services\

Physical Access

User

Figure 3.3 „Something you are‟ factor authentication process: a. enrollment phase; b. verification phase 

Feature 

Extraction

good

Access Granted

not good

Storing in 

Database

User Rejected\

Access Denied

Scanning
Feature 

Extraction

User

Checking in 

Database

One Template\

Many Templates

match

not match

a. enrollment phase

b. verification phase

 
 

During the first phase – enrollment\data collection\user registration, biometric 

features are being extracted, depending on the type of the biometric system, and saved 

in a database for each user. In the second phase, when a user present data for each 

authentication attempt, features are extracted again and compared to those saved in the 

database for the person who is authenticating. There is a difference between 

identification and verification and it stands in the number of saved templates which a 
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just-created template is compared to. When identifying a user, a template is formed 

from the biometric data he has presented and compared to most or all of the templates 

saved in the system‟s database, while, when verifying a user, his biometric template is 

compared to the one which has been stored in the database when registering the same 

user. 

Although biometrics scanning and presenting is something of which copies are more 

difficult to be made and is a very convenient, time-saving and said to be more secure 

authentication method, it is never enough and should not be the only factor used when 

determining someone‟s identity. Each biometric type has its own strengths and 

restrictions. There are the following technologies existing and in use for different needs 

by different military and civil organizations, companies etc.: 

 Fingerprint scanning. Fingerprints are friction ridges of humans‟ fingers and are 

believed to be unique to each person and each of his fingers. An image of a 

fingerprint can be captured in two ways: by scanning an inked impression of one 

finger or using a fingerprint scanner/reader. The major features that make the 

fingerprints unique and differ for each person and his fingers are: ridge endings 

– the shape of the ends of the ridges; ridge bifurcation – one ridge that divides 

into two ridges; short ridge (independent ridge) – a short and „stand-alone‟ ridge 

which is not connected to other ridges. 

 Finger veins scanning – the structure of the finger‟s vein pattern is detected and 

captured by transmitting infrared light. The technology is implemented and used 

when higher security levels are required. The process is fast, contactless and 

claimed to offer better security than fingerprint scanning because copy models 

of the vein patterns are almost impossible to be done. 

 Palm vein scanning – the process of scanning is the same as that when finger 

veins are being scanned. The feature that makes this method more accurate and 

secure is that a larger area of veins is captured, thus greatly reducing the chance 

of creating fake copies and making it practically impossible. 

 Hand geometry measurement – readers and scanners of this type measure hand‟s 

and finger‟s dimensions: length, width, thickness and their surface areas, and 

include a light source, a mirror, a camera, and a flat surface where users place 

their hands for scanning. The mirror reflects the side view of the hand to the 

camera and two images are captured for each hand. 

 Iris and retina scanning – the properties of each human‟s eyes are so complex 

and different that it is almost practically impossible to fake a system working 

with this type of human biometrics. An advantage of this technology is that an 

image of the eye can be captured from a distance up to one meter. The iris 

pattern is scanned using near infrared light and encoded into a 256-byte “Iris 

Code” which is unique for each person and their eyes. 

Eye‟s retina can be scanned by being illuminated with a low-intensity infrared 

light. The scanner captures the patterns of the veins passing behind the eye. 

 Face recognition – this type of systems works on the following principle: 

pictures of users‟ faces are taken from different angles and therefore their 

models are created and saved in the system. These images can be binary, colour, 

infra-red etc. The system extracts users‟ facial features and saves their images. 

During authentication process, when photos of one‟s face are taken, the face‟s 

features are transferred to the database and compared to those stored in it. If they 

match, the user is successfully authenticated. 

 Voice verification (speaker recognition) – as each person‟s voice is unique, its 

characteristics can be used as a biometrical factor for identifying and 

authenticating. As most of the other biometric systems, voice verification 
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systems have two phases – enrollment and verification. During the first phase 

the speaker‟s voice is recorded and a template is formed from its characteristics, 

which is saved in a database. In the second phase – verification, the voice is 

recorded, a template is created and compared to that one stored for the same user 

in the database. 

 

3.2 Multi-factor Authentication 

When higher level of security is required in one system or company, except 

implementing and using biometric-scanning equipment, for example, where systems are 

more difficult to fool, more than one authentication factors can be combined. Doing so 

significantly reduces the risk of breaking system‟s security and performing fake 

authorization processes. 

All of the factors for authentication can be used together and therefore the different 

combinations of them offer different level of convenience and security, and bring their 

own advantages and disadvantages. 

 

3.2.1 Two-factor Authentication 

Two-factor authentication is a process which requires two different kinds of data for 

user authentication. All the possible combinations between two of the three main factors 

for authentication – „something you know‟, „something you have‟ and „something you 

are‟, can be made.  

Figure 3.4 illustrates an example of two-factor authentication system‟s working 

principle, in which the factors „something you have‟ and „something you know‟ are 

implemented and used together. 

 

Inserting Token

Entering PIN\

Password\

Personal Number

Applications\Services\

Physical Access

User Rejected\

Access Denied

valid

not correct 

after several 

attempts
not valid 

User

Figure 3.4 Two-factor authentication – „something you have‟ and „something you know‟

Access Granted
correct

not correct

Access Denied\

Token Blocked

 

 

The figure clearly illustrates the two “barriers” which each user has to pass through in 

order to successfully log on to a system, network etc. The process of passing through 

these “barriers” in fact means correctly presenting the required data to the terminals or 

stations installed in the system. In case a violator inserts a user‟s copied or stolen card, 

the security wall is not destroyed yet because of the requirement that card‟s password or 

PIN to be entered. Respectively, if the violator even knows the correct password or PIN, 

the token must be inserted in order typing to be allowed. 

Since the above-mentioned combination is a very cheap and convenient one, it is 

widely used in many systems such as ATMs, terminals installed on buildings‟ entrances 

etc. 
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The other possible combinations of the authentication factors are „something you are‟ 

+ „something you have‟ and „something you are‟ + „something you know‟. They are 

more rarely used because their implementation in a system strongly increases the 

equipment‟s price and its maintenance. However, the convenience of presenting data 

when the „something you know‟ factor is not used is generally higher because there is 

no need of remembering and typing any passwords and PINs. 

 

3.2.2 Three-factor Authentication 

This type of authentication includes three factors with different combinations. In 

comparison with two-factor authentication, three-factor authentication provides better 

security. The additional layer comes from the third authentication factor. 

Figure 3.5 shows the different sections of a three-factor authentication process – 

between the „something you have‟, „something you know‟ and „something you are‟ 

factors. 

Inserting Token
Typing Password\ 

Personal Number

Applications\Services\

Physical Access

User

Figure 3.5 Three-factor authentication – „something you have‟, „something you know‟ and „something you are‟.

correct

Access Granted

valid

User Rejected\

Access Denied

Scanning 

Biometric Data
Feature Extraction

Checking in 

Database

One Template\

Many Templates

match

not match

User Rejected\

Access Denied

not valid
not correct

User Rejected\

Access Denied

not correct after 

several attempts

 
A successful attempt for authenticating in such a system means inserting a valid 

registered token, entering the correct password or PIN and presenting biometric data 

(iris scanning, fingerprint scanning, hand geometry measuring etc.) which is registered 

in the system database. The high security level is determined by the high number of 

information types which have to be presented. 

A way to control the level of the security which one system will offer is to change 

the False Accept and False Reject Rates (FAR and FRR), thus getting the Equal Error 

Rate (EER) of the system. False Accept Rate (FAR) is the possibility of incorrectly 

giving access to not registered persons to the system, while False Reject Rate (FRR) is 

the possibility of incorrectly rejecting registered users (due to errors while reading 

biometric data etc.). 

Finding the cross-point between the curves of the two rates and setting different 

security levels is illustrated in Figure 3.6. 
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Sensitivity

Errors, %

False Accept Rate 

(FAR)

False Reject Rate 

(FRR)

Equal Error Rate 

(EER)

Figure 3.6 Relation between False Accept Rate (FAR) and False Reject Rate (FRR).  
 

For example, too low False Reject Rate will decrease the chance of incorrectly not 

giving access to registered users to the system, but will also lead to a very high False 

Accept Rate, in this way increasing the Equal Error Rate. And, respectively, too low 

False Accept Rate will lead to not authenticating registered users to the system too often 

(high False Reject Rate), again increasing the Equal Error Rate. 

 

3.3. Digital Signatures and Certificates 

A digital signature is a proof that a digital message or a document is authentic. A valid 

signature proves that the content of the message or document has not been altered. 

The process of attaching a digital signature to a document is illustrated in Figure 3.7 

and is as follows: the sender hashes the text, thus getting a combination of mixed 

symbols, called hash. Then the hash is encrypted with the sender‟s private key. The 

result is the sender‟s signature. The signature is attached to the document together with 

a digital certificate. After attaching the document is digitally signed. 
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Figure 3.7 Process of creating a digital signature.
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To verify that the digital signature is the sender‟s one and the text in the message or 

document has not been altered, the receiver must perform the following process, which 

Figure 3.8 illustrates: to hash the text in the message, thus getting one hash; to extract 

the signature and decrypt it using sender‟s public key, thus getting another hash. The 

two hashes are compared and if they are the same, the signature is valid. 

 
 

Figure 3.8 Process of verifying a digital signature.
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A digital certificate is a document which contains a public key and someone‟s 

identity information. This information can be the name of the person or organization, 

the address etc. The typical content of a digital certificate includes: 

 Serial Number: It is unique for each certificate and is applied for identifying the 

certificate. 

 Subject: The person or organization the certificate belongs to. 

 Signature Algorithm: The algorithm which has been used for creating the 

signature. 

 Issuer: The institution that has verified the holder‟s information and created the 

certificate. 

 Valid From: The date when the certificate is valid from. 

 Date of Expiry: The date when the certificate expires. 

 Key Usage: The purpose of the key. 

 Public Key: The public key for the certificate. 

 Thumbprint Algorithm: The algorithm which has been used to hash the 

certificate. 

 Thumbprint: The hash itself. 

 

Digital certificates are used most commonly for web sites, where web browsers 

check if servers are authentic and it is safe for users to visit these web sites. Another use 

of digital certificates is for authenticating users to a network, system etc. Every physical 

token that is used for authenticating, i.e. a Smart Card, a USB flash drive, a magnetic-

stripe card etc., has digital certificates installed on it, thus proving holder‟s identity. 
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4. Usability Testing 

Usability testing is one of the first tasks which have to be thought of when user 

interfaces are created, programs are developed or systems and devices are built. It is the 

best way to find out if all developer‟s requirements and objectives are met and achieved. 

 

4.1. Principles of Planning and Conducting Usability Tests 

In order one software or hardware product to be successfully tested, the following three 

issues have to be considered: 

 participants playing the role of real users – they are chosen in accordance to the 

purpose of the product: what it will be used for, does it require any special 

technical or other knowledge etc. The number of participants who will be 

involved in the tests depends of the purpose of running the tests – a usability test 

could be run just to test the basic parameters and functionality of the product and 

to find any differences between that product and other similar ones. A usability 

test could also be run to examine the working principle of the system or device 

in more detail, for example to test its reliability under special circumstances. In 

the first case the number of participants which will be enough for successfully 

finishing the test would be smaller than that in the second case, where more 

parameters are examined, respectively the process would take more time and 

more test sessions would be made. 

 tasks and questions to be solved and answered – before and during the usability 

test, participants must be informed what to try to do with the product, how to use 

its functions and what to emphasize on during using the equipment, which 

doesn‟t mean that some of them will be skipped or not tested. A usability test 

must be conducted by testing all the functions of the product and this process 

must contain whole tasks, which have to be already exactly planned before the 

beginning of the test. 

 products which are about to be tested – they can be real products, working 

prototypes and simulations of real products or products planned to be built in the 

future. The requirements of the prototypes are to include all the functions 

ensuring the proper work of the product. 

 

4.1.1. Preparing for Usability Testing 

Except the main issues when planning a usability test, there are some more details that 

have to be considered: 

 attitude and purpose – when running a usability test, there is one fact that must 

be accepted: “the user is never wrong”. All the problems that may occur during 

testing are considered to be because of the design or functionality of the system, 

not because of user‟s mistakes etc. There are many unpredicted things by the 

designers that users often do – they make typing errors, press different buttons 

just to see what the behavior of the system will be and they almost never read 

the instructions in the manual before use. 

 time of the test sessions – the time that a usability test should take has to be long 

because of the rule that usability tests are done in order to find out what errors or 

disadvantages a system or product has. Much time before this system or product 

is put into production, it has to be tested several times – especially when some 

changes in design or functions are made. Each usability test‟s participants 

should be different. This is done so that previous experience with the system‟s 

functions that have been removed or changed will not affect the testing process. 
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The length of a test in time should not be as so small, as so big. It should be 

enough so that the participants will be able to try each function of the product, 

and it should, on the other hand, be not so long-lasting. 

 experimental control – a kind of experimental control is having participants 

make exactly the same tasks, thus making time-comparison between different 

users possible, easy and convenient. 

 dependent measures – the main data that will enable developers judge their 

products are the results from usability tests. The time it takes a user to 

authenticate and use the functions of the system can and should be separated into 

some parts: time for scanning the fingers, inserting the smart cards and typing 

the PINs; time for authenticating (depends on the used hardware and software); 

time for loading the programs and services after user authentication, etc. 

 

4.1.2. The Process of Testing 

During the test sessions the time it takes for each user to authenticate must be measured 

and saved. Also, the sessions can be recorded on video tape for future reference, when 

making conclusions etc. 

Different test persons of one system must not be at the same place while one or some 

of them are testing the product because they will share experience which will affect 

users‟ time for the next test session, this leading to not correct and fair results. 

 

4.1.3. Analysis of Test Results 

After all the test sessions have completed, the questions participants have answered to 

and the results (i.e. time for different parts of the sessions, successfully completed tasks 

etc.) of their sessions are collected and analyzed by the software developer or product 

manufacturer\designer. They should create a test report containing all the information 

from the tests. 

Often it is a good idea after recording the test to write down participants‟ comments 

and opinions, which in most cases affect product developing and manufacturing. 
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5. Building a System Using Multifactor Authentication 

The factors and technologies which one system will be using are determined by the 

purpose of this system. For example, there is no need a system for employee 

identification in a museum to require iris scanning, followed by typing a 12-dygit 

password and capturing a fingerprint, because it is not so likely that visitors will be 

interested in stealing their personal information or entering the dressing rooms in the 

building. Respectively, a weapon store must be as most secured as possible, making 

entering it not so easy even for people who work there. 

 

5.1 System Using Biometric Data and Smart Cards 

The first components which were chosen for building the system were a reader 

collecting biometric data (a fingerprint reader) and a Smart Card reader. 

 

5.1.1 Authentication Factors Used in the System 

The following authentication factors and their combinations were used in the system: 

 „something you know‟ + „something you have‟ – inserting a Smart Card and 

entering PIN 

 „something you are‟ + „something you have‟ – inserting a Smart Card and 

scanning user‟s finger 

 „something you know‟ + „something you have‟ or „something you are‟ + 

„something you have‟ – users have the choice of inserting their Smart Cards + 

entering their PINs or scanning their fingers + inserting their Smart Cards. The 

two options offer different convenience 

 „something you know‟ + „something you are‟ + „something you have‟ – this 

setting provides maximum security, using all the three main authentication 

factors.  

 

5.1.2 Working Principles of the Built System 

Users can choose between the four authentication methods, listed in the previous 

subchapter. Regardless of which option is selected, a user‟s Smart Card must be inserted 

each time when he or she wants to authenticate. In order one Smart Card to be used, 

first it must be registered to the system database. Registration enables the user to assign 

a PIN to the card and to install and manage different certificates, which can be used for 

digital signatures, data encryption, authentication etc. 

As a Gemalto Smart Card reader was used, the Gemalto .NET Bio Solution was 

installed for the project‟s purposes. The combined work of the fingerprint reader and the 

Smart Card reader is possible thanks to a layer which the Gemalto .NET Bio Solution 

implements after installation. 

After launching the application, the user can choose one of the following actions: 

 Set Card Mode – Choosing between the four methods for authentication 

 Unblock Biometrics – Unblocking biometrics after several unsuccessful 

authentication attempts 

 Change Biometrics – Enabling enrollment of fingerprints onto the Smart Card 

(registering and unregistering fingerprints) 

 Unblock PIN – Unblocking the Smart Card, if it is blocked 

 Change PIN – Changing the PIN for the Smart Card 
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The unblocking process for both PIN and biometrics is connected with generating a 

challenge, calculating its response and entering it for unlocking. 

The solution can also be used by other applications, like Microsoft Word and Excel, 

for attaching digital signatures of documents. It uses the digital certificates stored in the 

Smart Card. Secure remote authentication can be performed with VPN clients as well. 

After all the procedures for unblocking and registering fingerprints and Smart Cards 

are completed, the application is ready to be used for its purposes. 

 

5.1.3 Testing of the Built System 

In regular systems, where typing usernames and long passwords with different 

characters is required for authentication, it takes time for a user to remember his or her 

password and then to write it on a keyboard. Then, the system or application needs time 

for comparing the presented data with that stored in its database. If there is a match, 

access is gained. The only advantage of these one-factor systems is their low cost, 

which in fact is replaced by some disadvantages – low convenience because of the need 

to remember long passwords, a high risk someone sees the password, impossibility to 

use alternative way for signing if there is a problem with one password etc. 

Five persons were asked to log in an e-mail client using their own accounts. The time 

it took for each of them only to write his or her username and password was measured 

and written down in Table 5.1. 

 

User Time, seconds 

User 1 7.3 

User 2 8.1 

User 3 6.9 

User 4 10.1 

User 5 9.6 

 

Table 5.1 Time users needed for entering their usernames and passwords. 

 

The average time for a user to enter his or her username and password was 8.4 

seconds. 

Next, ten persons were asked to use the fingerprint and Smart Card readers and log 

into Windows. The time they needed for scanning their fingers, entering their PINs and 

inserting their Smart Cards was measured and saved. Table 5.2 shows the time for each 

user and each operation. 
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User Time for 

inserting the 

Smart Card, 

seconds 

Time for 

entering the 

PIN (4-digit), 

seconds 

Time for 

scanning a 

fingerprint, 

seconds 

Total time, 

seconds 

User 1 2.3 1.0 1,3 4.6 

User 2 1.9 0.9 1.2 4.0 

User 3 3.0 1.3 1.4 5.7 

User 4 2.5 1.1 1.0 4.6 

User 5 2.7 1.2 1.1 5.0 

User 6 2.9 1.5 0.9 5.3 

User 7 3.1 1.4 1.0 5.5 

User 8 1.8 1.0 0.8 3.6 

User 9 3.3 1.2 1.1 5.6 

User 10 2.6 1.4 0.9 4.9 

 

Table 5.2 Time users needed for logging into Windows using the three-factor 

authentication system. 

 

The average time (in seconds) a user needed for authenticating was as follows: 

 2.6 for inserting the Smart Card 

 1.2 for entering the 4-digit PIN 

 1.1 for scanning a fingerprint 

 4.9 for the whole process (total time). 

 

Users were provided five days before the tests with information about what multi-factor 

authentication is, why it is used and how the fingerprint and Smart Card readers work 

and should be used. 

Test participants run the sessions one by one, without sharing any experience each 

other. After their successful authentication attempts, they checked if the services and 

applications were available and working (browsing through their e-mail folders and 

sending test messages, launching some Windows-applications). 

 

5.1.4 Results Analyzing 

The following chart shows and compares the average time it takes for a user to 

authenticate using all the authentication methods – Entering Username and Password; 

„Something you know‟ (SYK); „Something you have‟ (SYH); „Something you are‟ 

(SYA). 
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Chart 5.1 A comparison between the average time for different authentication methods. 

 

The chart shows that entering a username and a password takes more time than inserting 

a Smart Card, entering its PIN and scanning a finger. The time the server or system 

needs to process the data is measured and ignored because its value is too small and is 

almost the same for the different methods. 

 

5.2 System Using a USB Flash Drive 

A USB flash drive was used for storing digital certificates on it and authenticating to a 

computer using these certificates. 

 

5.2.1 Authentication Factors Used in the System 

In this case two-factor authentication was used. The USB flash drive serves as a 

hardware token („something you have‟ factor is used). Apart from inserting the stick in 

the computer USB, a PIN had to be entered, which is the „something you know‟ 

authentication factor. 

 

5.2.2 Working Principles of the Built System 

Two-factor authentication system using a USB flash drive as a hardware token is a very 

convenient solution of improving security when signing in different computers, 

networks and systems. First of all, it is a pocket-sized device with a very low price. It 

also can be used for storing many other files and information while it contains digital 

certificates. Moreover, the size of these digital certificates is very small and they do not 

require much space at all. 

A simple application was used for automatically creating and saving digital 

certificates in the flash drive. When the stick is inserted in the USB, the user is 

prompted to enter his or her PIN. After typing the correct combination, the user 

authenticates to the desired application. 

The certificates, as when installed in a Smart Card, can be used for attaching digital 

signatures to documents, e-mails etc.  
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5.2.3 Testing of the Built System 

Five persons logged into Windows using the USB flash drive and typing their PINs. The 

time it took for them to inserting the stick and entering their PINs was measured. Table 

5.3 shows the time for the five users. 

 

User Time for inserting 

the USB flash drive, 

seconds 

Time for entering the 

PIN, seconds 

Total time, 

seconds 

User 1 4.3 1.3 5.6 

User 2 3.7 1.0 4.7 

User 3 3.8 1.2 5.0 

User 4 3.3 1.3 4.6 

User 5 4.0 1.5 5.5 

 

Table 5.3 Time for users to insert the USB flash drive and to enter their PINs. 

 

The average time (in seconds) it took for a user to authenticate was as follows: 

 3.8 for inserting the USB flash drive 

 1.3 for entering the PIN 

 5.1 for the whole process (total time). 

 

As users do not need any special knowledge in this case, they were provided with brief 

information about what digital certificates and signatures are, why and how they are 

used. 

 

5.2.4 Results Analyzing 

Compared to the two- and three-factor authentication where Smart Cards and 

fingerprints were used, this method of authenticating is slower in time. Moreover, it 

does not offer as high level of security as the three-factor authentication system does. Its 

advantages in this case are its smaller size and lower cost. 

From the other hand, if it is decided only „something you have‟ and „something you 

know‟ factors to be used together in one system, a better option would be the one with a 

USB flash drive, which, thinking about security, is the only case this method should be 

preferred. 

 

5.3 Use of the Built System 

The systems described and tested above can be used at several occasions. Let us say that 

there are three different systems to which we will have to provide three different 

security levels.  

The first system is installed at a museum‟s service entrance. The room is used only 

by employees and the electronic system is used for letting them in. This is a case where 

low or medium security levels are appropriate, so the following combinations the 

authentication methods can be used: 

 inserting a Smart Card + entering PIN 

 inserting a Smart Card only.  

The tests which were conducted and described in Subchapter 5.1.3 show that the 

users of the proposed system would need: 

 3.8 seconds to insert their cards and type in their PINs 

 2.6 seconds to insert their cards. 
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In the second case a system for user authentication must be installed on a computer 

network, where users will be given access to their accounts and personal data after 

logging in. A combination between inserting a Smart Card and scanning a fingerprint 

can be used. Table 5.2 shows the time users would need to authenticate themselves – 

3.7 seconds. The required level of security in this case is higher than the one required in 

the first case. This is why scanning a fingerprint is used instead of entering PIN – it is a 

biometric method which is securer, and fooling such a system is more difficult. 

The following situation is a description of the third case: an electronic system must 

be installed in a high-tech store, at the service room‟s door. This room is used for 

storing expensive equipment, money, documents etc. The kind of the shop and the value 

of things there are inside necessitates the use of a more complicated and securer system. 

In this case, all the authentication factors from the system, described in Subchapter 5.1, 

can be used together – inserting a Smart Card, entering PIN and capturing a fingerprint, 

which is called „three-factor authentication‟.  Compared to a two-factor authentication 

system, this one offers better security, the level of convenience is not reduced and time 

which the biometric factor adds to the authentication process is only 1.1 second. Total 

time of the process (for inserting a Smart Card, entering PIN and scanning a finger) is 

4.9 seconds, as Table 5.2 in shows. 

 

5.4 System Equipment 

For the purposes of this project, a fingerprint reader, a Smart Card reader and a USB 

flash drive were used. Their specifications are shown and described below. 

 

5.4.1 Smart Card Reader Specifications 

The Smart Card reader used for the project has the following main characteristics: 

Product Name: Gemalto PC USB-TR 

Host Interface: USB 2.0 full speed (12 Mbps) 

Smart Card Interface: Supports ISO 7816 Class A, B and C cards (5 V, 3 V, 1.8 V); 

Supports up to TA1=97 ISO7816 parameters (500 Kbps with a 4Mhz reader clock) for 

PC Pinpad and PC Express; Supports up to TA1=96 ISO7816 parameters (340 Kbps 

with a 4Mhz reader clock) for other readers; Reads from and writes to all ISO 7816-

1,2,3,4 microprocessor cards, T=0 and T=1 protocols; Supports memory cards using 

"Synchronous Card API"; Includes short circuit detection. 

Smart Card Connector: 8 friction contacts – ISO location. 

Operating System: Windows XP x86 and x64; Windows Vista x86 and x64, Windows 7 

x86 and x64. 

 

5.4.2 Fingerprint Reader Specifications 

The fingerprint reader which was used for the project has the following main 

characteristics: 

Manufacturer: Microsoft Corporation. 

Interface: USB 

Operating System: Windows XP x86, Windows Vista x86 

 

5.4.3 USB Flash Drive Specifications 

A 4-GB USB flash drive was used for the project with transfer rate of 10 MBps for 

reading and 5 MBps for writing. 

Manufacturer: Kingston Technology.  
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6. Conclusions 

The different combinations of methods for authenticating virtually or physically form 

different systems which offer their own levels of security. As a solution, it is possible 

one authentication factor to be used two times, for example, a user to be prompted to 

insert a Smart Card and a USB flash drive. This brings better security in a way, because 

it is more difficult to steal or imitate two hardware tokens, but, however, leads to very 

low convenience, because of the need users to bring more than one token each time they 

want to be signed in the system. 

In a case when too high security levels are not necessary, a better solution will be one 

combining only two factors – most often the „something you have‟ and „something you 

know‟. The two systems proposed for case 1 and 2 from Chapter 5 are good examples. 

This choice will save time during authentication and money because of the lower cost 

the equipment will have.  

Respectively, it is strongly recommended, in cases where security is one of the most 

important parts of one organization‟s policy, all the factors to be combined and used. 

Compared to a two-factor authentication system, a three-factor one will add only a few 

seconds to the total time it takes for users to log in, it will not reduce convenience 

levels, and, if configured correctly, it will provide the desired security. Such a system is 

proposed for the third case in Chapter 5.3. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



  

25 
 

References 

 

Andress, Mandy, 2001. CISSP. Scottsdale: Coriolis Group, LLC. 

 

DeLuccia, James J. 2008. IT Compliance and Controls: Best Practices for 

Implementation. Wiley. 
 

Dent, Alex Mitchell, Chris, 2004. User’s Guide to Cryptography and Standards. 

Norwood, MA, USA: Artech House 

 

Hendry, Mike 2001. Smart Card Security and Applications. Artech House. 

 

Jain, Anil K. Bolle, Ruud Pankanti, Sharath, 1999. Biometrics: Personal Identification 

in Networked Society. Hingham: Kluwer Academic Publishers. 

 

Kent, Stephen T. Millett, Lynette I. National Research Council 2003. Who goes there?: 

Authentication Through the Lens of Privacy. National Academic Press 

 

Kessler, Gary C. 1999. An Overview of Cryptography. [online] Available at: 

<http://www.garykessler.net/library/crypto.html> [Accessed 29 May 2011]. 

 

Nelson, R. A. 1994, Authentication Techniques for Smart Cards, CardTech SecurTech 

‟94 

 

Spillman, Richard J 2005.  Classical and Contemporary Cryptology. Pearson Prentice 

Hall, Saddle River, NJ 

 

Steward, James Michael Tittel, Ed Chapple, Mike, 2008. CISSP: Certified Information 

Systems Security Professional Study Guide.  John Wiley & Sons 

 

Woodward, John D., Orlans, Nicholas Higgins, Peter T., 2002. Biometrics. Emeryville: 

McGraw-Hill Professional Publishing. 

 

 

 
 
 
 
 
 
 

 

 

 

 

 

 

 



  

26 
 

Appendix A 

This appendix shows screenshots of the software solutions used for this project‟s 

purposes. 

Appendix A.1 

Gemalto .NET Bio Solution interface – home screen and fingerprints registration. 

 

 

 
 

Figure A1.1 Gemalto .NET Bio Solution home screen. 
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Figure A1.2 Gemalto.NET Bio – Fingerprint registration. 

Appendix A.2 

Choosing authentication method and logg-in screens for each option or combination. 

 

 
 

Figure A2.1 Choosing authentication method. 
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Figure A2.2 First option log-in screen. 

 

 
 

Figure A2.3 Second option log-in screen. 
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Figure A2.4 Third option log-in screen. 

 

 
 

Figure A2.5 Fourth option log-in screen. 
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Appendix A.3 

Using Gemalto .NET Bio Solution for autnehticating to other applications. 

 

 
 

Figure A3.1  Authenticating to Microsoft Outlook 
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Appendix A.4 

Versatile Security vSEC:CMS user interface screenshots. 

 
 

Figure A4.1 vSEC:CMS home screen. 

 

 
 

Figure A4.2 vSEC:CMS Card Actions screen 
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