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Abstract
The rate of information systems and/or information technology failures even with the
existence of risk management models which are to help reduce IT failures necessitated this
thesis. To reduce the IT failures, companies need to understand that different critical factors
such as involving both risk management staff and non risk management staff underlie
effective risk management. This essay presents a coherent theoretical framework of the
critical factors for successful risk management, for instance, educating non risk management
on risk identification and monitoring and choosing risk management models according to
certain qualities, from various scientific articles within IT/IS research. The theoretical
framework was put to test by collecting empirical data through structured interviews of
various managers with titles such as Chief Information Officer, Chief Technology Officer
(CTO), and IT manager and so on responsible for risk management issues in ten (10)
purposefully sampled IT projects in Egypt.
The findings of this study indicate that critical factors have specific impact on risk
management models and effectiveness of risk management in general. Specifically, we found
that critical factors such as the essential features of information system: technology,
information, people, and system-hardware and software; the qualities of risk models: clarity,
practicality of use, completeness and adaptability; effective communication between risk
management staff and other staff; and proper coordination of the resources in organizations
are important to effective risk management as indicated by the responses of the interviewees.
In the same vein, our findings indicate that the extent to which companies‟ apply risk
management frameworks depends on the companies‟ identification of their major risks and
the difficulty in managing them. Furthermore, the study also found that language and political
risks to be critical factors for risk management in Egypt. In sum, this paper found that
effective risk management depend on underlying critical factors which governs risk
management issues from risk management models‟ selection to models‟ application in
practical risk management environments.
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1 Introduction
In this contemporary information era, as there is increasing investment in Information
Technology (IT) companies (Belle, Eccles, and Nash, 2003; Applegate, Austin, and
McFarlan, 2007; Symantec, 2008), Information System (IS) risk management has a critical
role to play in protecting IS assets. Thus information system risk management lie at the heart
of the success and profitability of IT companies. Prior reports and/or articles suggest risk
management processes by which projects including information system risks can be managed
(James, 2003; ExecutiveBrief, 2008; Hillson, 2010). The suggested risk management
processes can reasonably be considered as benchmarks for managing IS risks in IT
companies. However, considering the dynamic nature of IT and its inherent risks and
especially as researchers such as Saur and Cuthbertson (2003) and Bronte-Stewart (2009)
present data on increasing failures of IT/IS projects, it is intriguing to try to investigate
critical factors that contribute to achieving successful risk management in practice.

1.1

Background and Research Area

Risk management is an indispensable part of every organization and a mechanism by
which impacts of threats (or risks) are identified, assessed, and minimized and opportunities
for gains are seized (ExecutiveBrief, 2008; Jutte, 2010). Consequently, risk management is
crucial for the efficient operation of the information systems of an organization. Information
system is defined as an interface between people and IT that enhances an effective gathering,
processing, storing, and transmission of organizations‟ information and provide feedback
mechanism which helps an organization to achieve its goals (Belle, Eccles, and Nash, 2003;
Ralph, George, and George, 2009). Applegate, Austin, and McFarlan (2007) point out that
both opportunities and threats are created as a result of the relentless pace of the IT evolution.
It implies that information system risk has equally relentlessly evolved since the information
system is a product of people‟s use of IT to provide the information needs of organizations.
Information system risk management is defined here as the process by which potential risks
of an information system are identified, assessed, and systematically controlled and/or
mitigated to enable an organization achieve its goals (James, 2003). From the premise made
above about the evolution of the information system risk as IT evolves means that
information system risk is dynamic and hence its management must equally be dynamic if
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organizations want to stay in business. The question as to how information systems risks are
managed in a constantly changing world of IT arise logically.
Various explanations and/or models regarding risk management in information technology
projects and/or companies have been offered by the contemporary literature on risk
management. Apostol-Maurer (2008) discusses that an efficient concept of risk management
based on information systems that optimize on the flow of information is an effective risk
management model for companies. Radack (2009) offers the National Institute of Standards
and Technology (NIST) risk management framework as an effective way to manage
information systems risks. The NIST‟s framework provides a structured process and
information that helps organization to be able to indentify information system risks, assess
the risks, and take systematic steps to mitigate the risks (Radack, 2009). On the other hand,
Olzak (2008) offers a modified version of the NIST‟s framework (making it a generic model)
for both private and public organizations. Olzak (2008) claims that the NIST‟s framework
focuses on how the U.S. government operates hence the need for the modification. Other
frameworks offered by other authors include but not limited to the Enterprise Risks
Management (ERM) (Shaker, 2010); and the ten golden rules for successful risk management
in projects (Jutte, 2010). All the models are well framed for risks managers to adopt and
apply in managing risk in their companies. However, literature on problem-solving in IT
suggests a different approach. Hedman and Kalling (2002) point out the importance of
strategy in IT firms and discuss that strategy is a problem-solving process, as firms deal with
specific problems as they occur: that is practical problems. Thus problem-solving in IT
should be based on the IT environment. The environment of IT is an ever changing one (that
is IT is very dynamic). If information systems operate in the same dynamic environment as
IT then information system risk management will equally be dynamic in response to specific
information system risk as they occur and will involve the consideration of many important
factors rather than just the risk management approaches. Risks is often dynamic and may
have different meanings to different people albeit the use of risk as a universal concept for
threats and loss. Kloman (1990) explains that different users of risk often attach different
meanings to it, though it looks like a universal concept. Therefore, it is not enough for firms
to simple adopt risk management models; firms understanding of the nature of risk and hence
the critical factors for risk management are important to reduce the rate of risk management
failures shown by various scientific evidences.

2

The rate of failures of IS/IT projects due to risk management problems, even with the
existence of the risk management models, is unimaginable. For instance, according to
Standish Group (2001) quoted in Tiwana and Keil (2004) in U.S. it cost companies as much
as $75 billion annually due to large numbers of IT projects‟ failures from risk that could be
assessed and managed. The rate of success of IT projects is estimated at 34%, 15% failures,
and as much as 51% projects suffering from cost and time overruns (Standish Group, 2003 in
Al-Shehab, Robert & Graham, 2005). Similar revelations include as much as 142 billion
Euros loss in information systems failures across European Union due primary to poor and/or
lack of stakeholder communication within the projects community as well as the wider
management hierarchy (John and Trevor, 2007). Saur and Cuthbertson (2003) in BronteStewart (2009) list projects‟ failures from various sources including but not limited to an
Oxford survey report which shows just 16% IT project were successful, and as much as 74%
were “challenged” with 10% abandonments. Apparently, the data presented here questions
not only the effectiveness of risk management models, but also suggests that effective risk
management is more a matter of many critical factors such as effective communication which
guide both the understanding of risk and its environment and the strategy to manage to the
risk. Kloman‟s (1990) discussions of various connotations of the risk and Hedman and
Kalling‟s (2002) presentation of strategy as a problem-solving process of firms give an idea
that firms consider many important factors in risk management.
The present research tries to investigate risk management in practice and especially the
factors that contribute to effective risk management. This is the basic problem which this
essay is concerned and hence tries to investigate. To be specific, it is hypothesized in this
essay that if information system risks is as dynamic (relentless pace) as it has been described
analogous to Applegate, Austin, and McFarlan description of IT then effective IS risks
management in practice will require fundamental factors that will play crucial roles in
making risk management effective. Challenges that contemporary information system risk
management models encounter in practice will be considered in the light of the critical factors
that risk managers need to consider.
This study makes contribution to literature in the following ways. Firstly, it investigates how
risk managers are able to cope with the complexities and dynamic nature of risk in practice.
IT project failures have been the talk of many studies therefore the way risk management is
done in practice is worth investigating. Secondly, this essay collects data from Egypt by
which may reveal some vital information about risk and its management in non-Western
country.
3

1.2

Problem Statement and Research Purpose

In theory there are many well formulated risk management frameworks for IT managers to
use in managing information systems risk. However, given the statistics of IT projects
failures found in the literature, this is essay proposes to investigate how IT risks are managed
by companies in practice.
It follows from above that, this essay would attempt to answer the following questions:

1.

What are the critical factors for information systems risk management?

2.

Do threats impact on the extent to which risk management frameworks are used?

3.

How do companies attempt to increase the effectiveness of their risk management
approaches?

Answering the questions posed above would deepen our understanding about the risk
management processes in practice. This essay would hopefully provide rich source of
information especially with regards to fundamental factors that underlie successful risk
management.

1.3

Limitations of the Essay

The scope of this research is based mainly on investigation and analysis of critical factors for
effective information system risks management in IT projects in Egypt. Thus, the results
obtained may not be applicable to other types of risks managed by other IT projects in other
countries. There may also be some difficulty in gathering all the necessary empirical data
from the anticipated number of companies hence limiting the amount of empirical data to be
presented.

1.4

Essay Outline

The rest of the essay shall be discussed in four chapters. Chapter 2 presents the
methodology applied to answer the research questions. The methodology chosen for the
empirical data collection, the sample size of the data, and the place for the data collection
shall be presented. This essay uses structured interviews to gather the empirically data. This
approach is chosen because our main interest is to evaluate crucial factors necessary for
effective risk management in practice. The theoretical framework comprising the features of
information systems, qualities of good risk management models, IS risk management models,

4

and a generic risks management frameworks shall be presented in chapter 3. The discussion
presented in chapter 3 is meant to elicit the nature of IS risk and the proposed risk
management models in the IS literature, to enable us investigate the extent of the application
of the risks management models in practice. The generic risk management framework which
will mirror the risk management models identified and shall be presented using the
framework of Schlaak et el. (2008, pp.3-4). Empirical results from the interviews and
analysis shall be presented in chapter 4. The conclusion and discussion shall be presented in
chapter 6. The implications of our findings as well as areas that need further research shall be
presented as well in this chapter.

2 Research Methodology
This research work is based on deductive approach because we are concern with the possible
link between risk management in theory and in practice: hence it requires methodology of
inquiry that can be used to gather data from the experiences of risk management practitioners.
In order to learn the subtle difference between theory and practice of IS risk management in
IT companies, it is important to present relevant theoretical discussions connected to risk
management in the IS literature and then conduct an investigation to bring forth practitioners
actual practices which enable us to confirm or refute the theories presented. Practitioners‟
actual practices in this context is analogous to what Argyris & Donald (1978) labelled as
people having mental maps that enables them in specific situations and most importantly the
mental maps guide practitioners‟ actions rather than the theories they espouse explicitly to.
Thus, this essay conducts two parts of research: conceptualization part and confirmatory part.
The conceptualization and confirmatory parts fall under the deductive approach because as
Gill and Johnson (2002 in Pathirage, Amarantunga, and Haigh, 2008) assert that “a deductive
research method entails the development of a conceptual and theoretical structure prior to its
testing through empirical observation.” Deductive approach is helpful where new and more
coherent framework is needed to explain a problem which is not adequately explained by
contemporary frameworks. Pathirage, Amarantunga, and Haigh (2008) discuss that the
emphasis in deductive approach is the deduction of new ideas or facts from the new
conceptual and theoretical framework in the hope that it provides explanation to a problem
than preceding theories. This thesis is concern with the issue of increasing risk management
failures even with the existence of explanations of how risk could be managed effectively and
so the deductive approach is robust for the issue under consideration.
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The conceptual and theoretical part discusses the nature of IS risks and the requirements risk
management models must meet to be useful in managing IS risk in practice. Risk
management models discussed in the IS literature will be identified and presented. It should
be made clear that the processes in individual models will not be discussed but rather a set of
generic risks management processes which corresponds to the processes in individual models.
The discussion of the generic processes rather than the processes in individual models is
based on the framework presented by Schlaak et el. (2008, p.3-4). Since this research‟ goal is
not test a particular risk management model but to rather find out risk management models IS
risk managers are assumed to espouse to, presenting the models in the present framework
matches with the goal. Consequently, the information gathered and presented in this part will
enable us to find out which of the risk management models are used in practice, the extent of
the usage of risk management models, and the critical factors that underlie effective risk
management in the confirmatory part.
Structured interview shall be conducted in the confirmatory part to find out how risk
managers are guided in practice that is either by their experience or theory and/or both. Since
our attempt is to answer questions such as “What are the critical factors...” posed in this
essay, the confirmatory approach is a perfect approach to enable us confirm or refute the
critical factor we deduced and discussed in the theoretical framework.
A purposeful sampling would be used to gather the data since our interest is in IT projects.
Ten (10) IT projects representing the population of IT projects in Egypt would be sampled to
gather an information rich empirical data set through a structured-interview technique.
Maxwell (1997) discusses that purposeful sampling is useful in situations where particular
events or persons should be deliberately selected for information which cannot be gotten
from other sources apart from the sample selected. There are many international and national
IT projects in Egypt. All the companies selected for the interview have good reputation, in
and outside Egypt, based both on their histories and their performances, hence gathering data
from risk managers in Egyptian IT projects offers a quality data set. Furthermore, the blend
of national and international companies might reveal something interesting about differences
in risk management. The researcher would first contact risk managers, Chief Information
Officer (CIO), Chief Technology Officer (CTO) or some application/software manager in IT
companies identified to discuss the research, the intended structured interview, and discuss
the possible date on which the interviewed can be conducted. The structured interview
questions will be delivered to the respective interviewees a day before the date for the
interview: to enable the interviewees to acquaint themselves with the questions and for the
6

interviewer to confirm the possibility of the interview the next day. Then the next stage
follows, that is the interview is conducted according to the dates agreed with each
interviewee. The interviews are face-to-face and expected to take between thirty to forty
minutes. The interview will take place in Cairo, Egypt at smart village: a place where all
technological projects have their headquarters. The purpose of the research, the importance of
responding, assurance of confidentiality: companies will be labelled with letters in the data
presentation and analysis, and the non transferability of the information will be expressed at
the beginning of every interview.

2.1

Reliability and Validity

Reliability is concern with the extent to which research findings are free from errors that is
consistent (Golafshani, 2003). The nature of the interview questions used to conduct the
interviews makes it possible to obtain similar responses over time in the same setting that is,
with the representatives of the companies interviewed in Egypt. As Miller (n.d.) points out
that a response to certain questions such as “What do you like to eat more, pizza or
hamburgers?” would probably be stable over time and thus enhances the reliability of the
findings. Ensuring the reliability of our interview is very important as that is fundamental to
the validity of a research. According to Nunnally (1978 cited in Hinkin, 1995, p.979)
reliability is a necessary pre-condition for validity.
Validity of research of a research is the degree to which the research measures what it intends
to measure, and construct validity is one form of validity which is applied to test (Ridley,
2005) and/or give assurance about research validity. This essay employs Hazel‟s (2006)
findings as the instrument to validate the research being undertaken by this paper. Hazel
finds, in support of Keil et el. (1998) and Cule et el. (2000), that practical solution is
necessary for the inherent difficulty in the formal prescription of risk-by-risk planning.
Hazel‟s (2006) research indicates the impact of managers‟ experience on risk management
and problem solving strategies. Hazel concludes that even though managers relied on broad
general strategies; however, the strategies derived from risk managers‟ experience impacted
on their ability to manage the complexities and risks inherent in IT projects: thus experience
is fundamental to effective management strategies. Therefore this finding establishes a
relationship between theory and practice risk management, which this essay is concerned
with. According to Ridley (2005) construct validity can be applied if previous research
findings establish a given relationship. More so, using Hazel‟s findings as construct validity
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we can attempt to generalize our findings to IT projects in Egypt. The answers to the
questions are given back to each of the respondents to cross check for validation.

3

Theoretical Frameworks

This chapter presents and discusses critical factors such as the essential features of IS and the
qualities of a good risks management model for effective risk management. An overview of
risk management models and a generic model as a representative of the overviewed risk
management models are also presented. The various sections mentioned here are considered
as the fundamental structures for risk management.

3.1 Features of Information Systems
The essential features of information system are incorporated into the theoretical framework
because their proper identification and their relationships are fundamental to effective risk
management: IS features are interconnected and so risk from feature can spread to other
features. Vesely and Rasmuson (1984 cited in Alter and Sherer, 2004) discuss that even the
most refined risk assessment used to develop accident scenarios in complex [...] systems,
suffer from “completeness uncertainty,” uncertainty about whether all significant phenomena
and relationships have been considered. Thus, risk managers understanding of the essential
features of the information systems enables them to identify common threats to each feature
and the relationships between the threats of the individual features thereby reducing the
degree of uncertainty. As Tversky and Kahneman (1974 cited in Alter and Sherer, 2004) note
the high possibility of uncertainty arising from biases that often clouds risk identification.
This essay adopts and modifies the four (4) essential features of IS: Tasks, Information,
People, and System (TIPS) discussed by Ferris (2001). This essay felt the need to break the
system down into hardware and software: system is broad and encompassing. For instance,
the Warning Network of the Royal Army Force which helped the allied force to victory
during the Second World War as an early indication of information systems (Beynon-Davies,
2009). Paul stresses the importance of the interaction of people, activities (tasks) and
technology, working within a given environment as essential features of information systems.
Risk is inherent in the information systems (no system is completely immune from risks) and
the context in which it operates. Highlighting software risks (as noted by Sherer and Alter,
2004, pp.29-64) alone logically exclude other IS risks which then leads to biasness in risk
8

identification and consequently to risk management failures. Risks may persist not because
they cannot be managed but because they are not identified and assessed for mitigation.
Identification of risks in each of the interfaces of information systems leads to an efficient
information system risk management. Thus, successful information systems risk management
depends on the proper identification of the essential features of a firm‟s information systems.

3.2 Qualities of Risk Management Model
The qualities of what is considered a good risk management model are important in risk
management. To manage the inherent risks in information systems, Alter and Sherer (2004,
pp.1-28) suggest that risks management models must satisfy certain criteria. Alter and Sherer
emphasis that good risks management model must meet these qualities. The required criteria
by the two researchers are presented below:
Clarity: A good risk management model should be conceptually clear
Practicality of use: Risk managers should find the model intuitive and trustworthy
and be able to use it in practice.
Completeness: The model should not omit any relevant issue that risk managers care
about. It should cover all relevant issues in information systems in this case our TIPS
framework. That is, any model which excludes certain IS features put not just those
excluded at risk but the whole IS at risk since the whole system is both an interface
and interconnected.
Adaptability: The model should be environmentally adaptable. It should be possible
for users to be able to include and/or exclude certain components of the model to
adapt it to their particular needs and/or situation; but they should be aware of both the
advantages and disadvantages of the adaptation. This thesis will use adaptable
interchangeable with adjustable or flexible.
The four qualities presented above complement each other: that is risk managers need to
choose models that mirrors all the four qualities. Thus, a model that meets all the four
qualities increases the effectiveness of risk management.

3.3 Information Systems Risk Management
This essay does not attempt to propose a theoretical management model for information
systems risk management for IT companies or test the effectiveness of a given model; but
rather to find out the extent of usability of existing theoretical management models in
practice. Therefore, an overview of theoretical risk management models found in the
9

literature and an ideal way risk can be managed are discussed here. A generic risk
management model is used to show the ideal way risk can be managed. It is assumed that the
essential features of IS are identified and that the risk management model chosen by a risk
manager meet all the four criteria of a good model presented earlier.
Risk management is an integral part of every organization‟s strategic management (AIRMA,
IRM & ALARM, 2002). It is processes by which organizations methodological address the
inherent risks in its activities using both tactical and systemic approaches with the goal of
achieving sustain benefits from each activity and across all portfolios of activities (AIRMA,
IRM & ALARM, 2002; Alberts and Dorofee, 2009). Tactical approach is bottom-up that is
identification of all risks that can affect a program‟s performance and issuing statement
separately for each risk; while systematic approach is top-down that is a holistic view of risk
identification by top management (Alberts and Dorofee, 2009). While Alberts and Dorofee
(2009) see systemic approach to be easier and hence preferred, this essay considers the two
approaches not to be substitutive (they are not competitive) but necessarily complementary
approaches in risk management: risk is uncertain if it were certain then top managers could
just assemble them and manage them at once. However, since they can occur at anytime and
any part of an organization‟s information systems selecting one approach may be a risk factor
by itself. Thus it is crucial to coordinate the efforts of all employees labelled in this essay as
risk management synergies by combining both the tactical and systematic approaches for
effective risk management. Risk management synergies in analogous to Jones (2010, p.404)
discussion of information synergies will occur when top management allow employees
and/or subunits to adjust their actions to the needs of their fellow employees and/or subunits
in an ongoing basis that will enable better risk management from team-based cooperation.
Furthermore, employees need to be given some basic knowledge about risks in their
respective subunits to enable them inform top management of any suspected risks. Thus even
if a team is constituted and given the responsibility of managing an organization‟s risks, the
team has to collaborate with other non risk management employees: thus communication
should be both ways. It is noted in the IS/IT literature that most project failures come from
badly managed communication and/or lack of risks communication (Bronte-Stewart, 2009;
Jutte, 2010). That is, given employees basic information about risk as well as encouraging
them to report any risks coupled with the top management‟s efforts on risk management
increases the effectiveness of risk management.
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3.2.1 Risk Management Approaches
The overview of various risk management approaches presented by Schlaak et el. (2008, p.
3) in Figure 1 below and the Project Risk Analysis and Management (PRAM) guide (Shaker,
2010), Enterprise Risk Management (ERM) (PricewaterhouseCoopers LLP, 2004) as well as
Australia/New Zealand Standards 4360 (AS/NZS 4360) framework discussed by Yusuff
(n.d.) are adopted as the list of risk management models for risk management. The risk
management approaches were surveyed from the literature on risk management in
information technology and information systems and thus assumed to be a good
representation of different approaches to risk management in information systems. The idea
is to find out the models which are in use by firms: that is in theory these are the models that
firms need to use to manage their risk.

Figure1. Overview of different Risk Management approaches [Source: Schlaak et el.
(2008, p. 3)]

3.2.2 Generic Risk Management Processes
The generic risk management framework is presented by discussing: Risk Identification, Risk
Assessment, Risk Controlling, and Risk Monitoring as processes that mirror the processes of
each of the models presented by Schlaak et el., 2008 in the figure 2. The approach taken to
present our framework meets the requirement of the aim that we set in this paper: the
11

fundamental ways of managing each of the stages in a risk management framework in
practice. Thus the factors that provide the foundation for effective risk management at each
stage of the risk management processes are identified and discussed.

Figure2. General Risk Management Cycle [Source: Schlaak et el. (2008, p. 4)]
Risk planning is recommended as the first step of the risk management process (Ferris, 2001;
James, 2003; Wrona, 2008); however, James (2003) puts it that planning should begin during
the project selection stage. Our focus is on existing IT companies and their risk management
processes hence risk identification is a perfect first step to consider. There is no risk to assess
and manage without first identifying them. The difficulty in identifying risks to some extent
is one of the main reasons why risk management is not done properly and hence why so
many projects have failed (James, 2003). Consequently, risks identification is first (Jutte,
2010) and should be done in a team (collective knowledge and experience of a group such as
through brainstorming in another sense team learning and system rather than bureaucratic
attributes) (James, 2003; Bolfíková, Hrevova, and Frenova, 2010, pp.135-163). The team
learning and system approach of risk identification is in line with the proper flow of
communication between both bottom-up and top-down discussed earlier. The identification
can also be done in a methodological way to ensure risks‟ factors related to all the essential
features are identified and all their risks defined. The team approach needs to be
complemented with methodological approach to risk identification to reduce the difficulty in
identifying risks. Furthermore, risk arises from both internal and external sources hence
identification of internal risks such as the insider threats to the information systems and
external risks such as hackers are critically important. Thus, effective risk identification is
fundamental effective risk management.
Risk assessment is the second important step after risk identification. Since the bottom-line of
every business is profitability which risk has the potential of turning into loss, then assessing
12

these risks and subsequently managing them is very important. When risks are identified then
establishing their probability of occurrence and their consequences should become
paramount. The risks matrix suggested by ExecutiveBrief (2010) could be used to assess risk
likelihood and consequences as well as their severity. Another method of assessing risk is
cause-and-effect (also called Ishikawa) (James, 2003). The Ishikawa approach is very
important if risk managers are to get input from all the essential features of information
systems: it lends itself to brainstorming and team development (James, 2003). Each of the
two has a weakness such as the matrix is quantitative and thus could yield inaccurate results
(Yusuff, n.d.) while the fishbone is qualitative that is subjective and thus suffer from the
possibility of value judgement. The two techniques are useful in information systems with
regards to probabilities (Sherer and Alter, 2004, pp.29-64) of occurrences and effects. Risk
matrix and Ishikawa need to complement each other to increase the effectiveness of risk
assessments. Though risk managers need to be mindful of cost-benefit issues of risk
management; however, the application of the two will increase the quality of the risk
assessment and hence the effectiveness of risk management.
After going through the process above, the third step is risks control. At this stage
management and/or technical techniques should be used to provide some countermeasures or
safeguards to manage the risks assessed. An organization can use countermeasures or
safeguards including but not limited to practices, procedures, organizational structures, and
policies. Organizational structure is particularly important here because it impacts on the
procedures, practise and policies in an organization, and they intend to impact on how
members of an organization interact with each other and use resources for the common good
of an organization. Organizational structure defines the system of task and authority
relationships that control how people coordinate their actions and use resources to help
achieve the goals of an organization (Jones, 2010, p.29). It is apparent that countermeasures
are preventive actions taken against threat to information systems and since organizational
structure is one of such actions, it implies that a structure which facilitates an effective flow
of communication is a natural candidate for a good countermeasure. The importance of
organizational structure in information systems/IT risk control is stressed by Schneider, Lane,
and Bruton (2009, pp.63-65). Technological controls such as technology to monitor and
manage system performance (performance management), technologies governing access to
IT infrastructure and facilities (physical security) (Symantec, 2007, p. 15) and/or through
mitigation that is either being able to lessen the probability of the occurrence of risk or
13

transfer the risk to a third party through insurance (Yusuff, n.d.; Randall and Arthur, 2009,
pp.58-62). It is important to have countermeasures to ensure that an information system is
well safeguarded from threats that may affect it and hence profitability.
The last step on the model presented here is risk monitoring. It is concern, basically, with
making sure that the appropriate risks control strategies developed earlier are in place and are
practiced. Risk monitoring involves putting appropriate controls in place and insuring that the
procedures are understood and followed (AIRMAC, IRM, & ALARM, 2002). Monitoring is
also an evaluation of the control measures because managers check to see if the controls are
enough or there is the need to add more controls. Monitoring involves determining if the
strategies to respond to the risks are adequate (James, 2003). Consequently, risk cues (low,
medium, and high) could be developed and used to monitor risk. For instance, if the control
measures put in place are working as expected indicates a low risk cue, the control measures
are in place but have little effects than as expected indicates a medium risk cue, and the
control measures do not offer the safeguards expected indicates a high risk cue. With this
monitoring strategies risk managers can act to change controls and/or add more controls if
there is indication of either medium of high risk cues.
The steps presented above if followed and implemented well risk inherent in the information
systems would be reduced to an appreciable level. However, it is important to add that risk
management is a circular process that starts and ends with a project or company. It is a team
work even if one person is selected as a risk manager and effective communication in a
company is part of each of the risk management steps.

3.2

Summary: Risks Management Framework

Three contributory factors to effective and efficient IS risk management are identified and
discussed by this essay. The factors considered are understanding the interconnectedness of
the essential features of information systems, knowing the requirements that a good risks
management model must meet (a good risk management must possess the criteria presented
by Alter and Sherer, 2004), and then choosing one of the risk management processes
identified and/or the general risks management circle discussed. Furthermore, qualities of a
good risk management models are acting as a mediating factor between the risk management
models and effective risk management. Thus the combined impact of these factors provides a
framework of critical factors for effective information systems risk management.
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4 Empirical Findings and Analysis
The empirical results collected from the structured interviews and the analysis are presented
in this chapter. The results presentation will correspond to the each of the sections of the
theoretical framework: each section acts as a code and corresponds to the factors that this
investigation is interested in. Furthermore, the results of subsections will be presented under
the main section. Brief data on the companies and the role of the respondents are presented
below. The companies are labelled with letters A-J due to the assurance given that the
confidentiality of both the respondents and the companies will be preserved.
Company A: Information Technology Solutions Provider
Company A is a worldwide IT solution (products and services) provider. The company
creates, develops, and manufactures the most advance computer systems, software,
networking and so on to the IT industry. The company has a network of professionals
worldwide that work to make sure that its customers‟ technological needs are met. The
interviewee is the chief information officer (CIO) of the Egyptian branch.
Company B: Information, Communication, and Technology Service Provider
Company B is a multinational telecommunication company that specialises in delivering
communication, network, applications, wireless products and services and other related
solutions to wide range of organizations. It partners with its clients to make sure that all their
ICT needs are met. The interviewee is the project management office professional (PMOP) of
the company in Egypt.
Company C: Telecommunication Service Provider
Company C is a major cellular phone service provider to millions of customers in Egypt.
Furthermore, it provides wireless service to the Middle East. The company has good ratings
from customers‟ satisfaction and transparency in information disclosure to its stakeholders. It
gained prestigious awards in the Telecoms World Awards for Middle East. The interviewee is
the head of business solutions development technology in Egypt.
Company D: Communication Service Provider
Company D is an Egyptian company that provides IP services with a national network and
regional divisions. The company has carrier-grade IT network equipment that enables the
company to have full transit connections to major IT giants for either direct or transit global
internet route coverage services. The company is powered by its success in Egypt to roll out
its services into other Arab countries. The interviewee is chief communication officer (CCO).
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Company E: IT Business Solutions Provider
Company E is a global integrated business software and hardware systems provider. Its
product strategy provides adaptability and alternatives to customers‟ IT infrastructure. The
company has a competitive value proposition: well integration of layers to work together as a
single system. Its competitive value proposition is further strengthen by its open architecture
and multiple operating-system options to its customers. The interviewee is chief technology
officer (CTO).
Company F: Information and Communication Services Provider
Company F is an Egyptian company that provides services in audio and radio production. It is
one of the largest audio and radio station in the Middle East. The company has very wide
listenership so it has many of its programs sponsored by companies such as Mobinil among
others. The interviewee is the senior systems administrator.
Company G: IT Business Services Provider
Company G is a huge global IT and network services provider. The company‟s services
include broadband and mobile internet as well as telecom services to other service providers.
The network infrastructure of the company is very fundamental to its growth. It offers
superior services to its customers. The interviewee is the IT manager in Egypt.
Company H: Banking and Finance Service Provider
Company H is a dynamic and active global banking and financial services organization. The
company handles large sums of transaction on the counter and through automated teller
machines (ATMs). Furthermore, it handles Money Gram Transfers, sending daily reports on
Foreign Exchange, operating buying and selling of foreign exchanges and so on. The
companies branches are networked thus making it possible for all its electronic transactions
and services to customers to be met. The interviewee is the head of data centre unit, banking
technology division in Egypt.
Company I: Banking and Financial Services Provider
Company I is a well networked Multinational Corporation providing a wide range
comprehensive banking and financial services to millions of customers. The corporation is
well networked not only within Egypt but other of its branches through the world making it
possible for it to provide its comprehensive services. The interviewee is the deputy head of
the IT division of the bank in Egypt.
Company J: Banking and Financial Services Provider
Company J is an Egyptian bank and financial services corporation. It provides a range of
services such as corporate banking, consumer banking, and global transaction services. It has
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best bank recognition in Egypt and North Africa. The interviewee is senior IT administrator
of the corporation.

4.1

Information Systems Risk Management

The empirical results of the information system management shall be presented thematically
to match with the various propositions put forward in the theoretical framework and to
facilitate the analysis.
All the respondents said they had risk management models more so seven companies
(representing 70%) gave names of their risk management models. In addition, nine
companies (representing 90%) said they interact with their workers on risk management
issues. These findings indicate the importance of risk management to companies. Even if the
response given by company F on the interactivity between management and workers on risk
management:

“It is new employees that we educate about our policy and the threat

environment...mostly our threats are personal in nature born out of news items or
announcements by our station. We started streaming on the internet so we are reviewing our
threat environment” is considered, it still shows the importance of risk management and the
need to make workers aware of every companies‟ risk environment and how their input helps
in manage it. Company F‟s statement illustrates an important point about people‟s reactions
to the media in different countries with reference to Western and non-Western countries.
Furthermore, the findings also show the reliance of companies on risk management models;
however, the models are not followed strictly by companies in some cases as seven
companies (representing 70%) said their models are adapted to their own practices and/or
specific risk environments. In the same vein, 60% of the companies (6 companies) said
adaptability is the quality that motivates them to select a model. The findings of the reliance
of many companies on theoretical risk models falls in line with the many models (for instance
the overview of risk management models by Schlaak et el., 2008; Enterprise Risk
Management (ERM), PricewaterhouseCoopers LLP, 2004)) found in the literature for risk
management; however, when the companies‟ reliance on the flexibility to select their models
is drawn into the picture then it raises a question of the identity of the models used for risk
management in practice. On one hand, the risk management models that the IT risk
management literature mentions have outlined processes (see for instance Schlaak et el.,
2008, p.3); on the other hand, their adaptability (flexibility) makes them useful in practical IT
risk management environments. A hypothetical question then is: whether it is improper
adjustment of the theoretical risk management to fit the practical risk environment that is
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responsible for the many IT risk (see for instance many IT failures discussed by BronteStewart, 2009) discussed in the literature? Flexibility of a model is a quality not a practice,
thus companies may select models based on this quality but the models may not be adjusted
well for risk management in practiced.
On the issues of risks management technicalities, four companies (representing 40%) said
risk identification, assessment, controlling, and monitoring are essential in their risk
management process, two companies (representing 20%) added planning to the four essential
processes; and additional two companies (representing 20%) said the essential processes in
their risks management are risk identification, assessment, and controlling. These results
relate to companies‟ reliance on the four processes of the generic risk management model
and/or a certain combination of it with other processes. It is gathered that nine companies
(representing 90%) use multiple approaches in gathering information on risk management. In
the same respect, eight companies (representing 80%) said they use both cause-and-effect and
risk matrix (where probabilities of risk and threats levels are calculated and documented) to
assess their risk. Furthermore, except for company F which uses comprehensive insurance
policy and organizational structure that allows for effective communications and the effective
use of resources as its countermeasures, the rest said they had all the three countermeasures:
organizational structure allows for effective communications and use of resources that lessens
risks; technology that monitors and manages the performance of our systems; and
comprehensive insurance on our information systems. More so, except for company F all the
rest answered affirmative to having risk cues for monitoring of risks. These findings show the
importance of the various processes and the extent of their applicability in risk management.
As discussed in the framework, the high number of companies‟ reliance on the various
processes, using multiple approaches to gather risk information and putting in place risk cues
relate to the effectiveness risk management. The findings fits with the proposition that team
based approach such as brainstorming to risk identification, risk matrix and cause-and-effect
approaches to risks assessment, organizational structure that allows for proper coordination
for the use of resources, and the institution of risk cues increase the effectiveness of risk
management (James, 2003; Bolfíková, Hrevova, and Frenova, 2010; ExecutiveBrief, 2010).

4.2

Qualities of Risk Management Models

All the companies excluding D & F said all the four qualities: clarity, practicality of use,
completeness, and adaptability were necessary for them to choose their risks management
models. Furthermore, adaptability is the favourite quality for the choice of a risk
18

management. For instance, reasons given by companies for relying on adaptability to choose
their models include but not limited to:
“...the threat environment is changing day by day...so we need models that are flexible
enough to go with the changes.” (Company C). In the same vein, company D said “Risk
changes but we can’t keep changing different models to match...it takes experience to use
models...to keep changing means each time models are going to be new to you and that can
reduce your effectiveness...it is adaptability that solves these problems.” Moreover, company
H said “Risks are uncountable and sometimes not even known as it should be...risk
management models are countable and have to manage these risks...it is adaptability that
makes the models to match with the risks.” These findings indicate that the four qualities of a
risk management model as presented in the framework matter to companies and the choice of
adaptability (flexibility) as the favourite quality of a model means models‟ usefulness
depends, to some extent, on its applicability in different contexts.

4.3

Features of Information Systems

Seven of the companies (representing 70%) said all the four features: Technology,
Information, People, and System-Hardware and Software of information systems were
essential to them while two companies: G & I and company F said three features and one
feature were essential to them respectively. Furthermore, all companies with the exception of
F said technology had innate risks which are difficult to manage. The reasons for the
difficulty of managing technological risk were given as costly, uncertainty, and technological
interconnectedness. For instance, some of the responses to the cause of the difficulty were
“costly, unpredictable, it’s subjected also to global threats and factors that sometimes we
can’t see” (company E) and “network infrastructure is so hard to manage” (company C). In
the same vein, company B said “the failures are unpredictable [...] uncertainty.” These
findings show that companies care about knowing the essential features of the information
systems as that helps them to know the risk environment (innate risk) of each and their
manageability. The identification of the essential features increases the effectiveness of the
identification of risk in information systems: thus knowing the essential features reduces
uncertainties that might arise from biases that often clouds risk identification (Tversky and
Kahneman, 1974 cited in Alter and Sherer, 2004). In a related finding, the companies said
technical factors pose greater threats to them given reasons such as hackers; unintentional
mistakes because of language barriers; political reasons; and people behaviour are
unpredictable. For instance, company F said “due to political reasons sometimes” while
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companies E & J said “occasional unintentional mistakes because of [...] language
(English)” and “cybercrime is on an increase [...] criminals constantly try to hack into the
systems of financial institutions to steal money from people’s accounts [...] we, as one of the
financial institutions, also constantly work to protect our systems from these threats and
prevent the criminals from stealing from our customers” respectively. The language issue
mentioned here means operational manuals and the technical details of a risk model in other
languages other than a risk manager‟s first language creates some kind of uncertainties and/or
result into certain risks as the two companies said. It is important to add that, the language
and political issues raised here are worth noting because they illustrate different things that
can post as risks to different managers in different environments. All the interviewees were
Arabians and were good English communicators nonetheless the language difference could
be a challenge to some of them (though only two companies mentioned it explicitly)
especially with reference perhaps to the technical terms that may be contained in system
documents and other related documents. Furthermore, four of the ten companies have ever
experienced chain of risks, a risk from one system causing risks in other systems, due to the
systems interconnectedness. These findings relate to companies‟ knowledge of the risk
environment of their information systems and the nature of risk in each feature and that
reduces uncertainties in risk management. Additionally, the companies‟ knowledge of the
features of their information systems and especially those that pose special threats to them
also influences the companies‟ choice of risk management strategies.

4.4

Effectiveness of Risk Management

With respect to effectiveness of risk management, ninety percent (90%) of the companies
said they use tactical and systematic approaches to address risks issues. This finding shows
that companies rely on both approaches to make risk management effective. Furthermore,
eighty (80%) of the companies said they educate their non risks management information
systems staff on risk monitoring. It is apparent that educating even the non risk management
information system staff relates with the effectiveness of risk management. By educating
other staff (other than the risk management staff) on risk management the companies are able
to increase the effectiveness of the risk management processes such as risk identification, risk
control, and risk monitoring: thus risk management becomes effective. The organizational
structure that allows for the proper coordination of resources, effective communication, and
team approach (that is well coordinated bottom-up and top-down approaches as well as non
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risk management staff and risk management staff) makes risk management effective
(Schneider, Lane, and Bruton, 2009; Jones, 2010; Alberts and Dorofee, 2009).
In sum, firms attempt to increase the effectiveness of their risk management approaches can
be inferred from the indication that the flexibility of the theoretical risk management model;
the identification of the essential features of the information system; and the use of multiple
approaches such as bottom-up and top-down to gather risk information, implement risk
management actions, and for risk monitoring are important to the interviewees.

5 Conclusion and Discussion
This essay investigates into the critical factors that contribute to the effectiveness of
information systems risk management in information technology projects. In addition, the
impact of threats on the extent to which risk management frameworks are used and
managers‟ perception of the effectiveness of their risk management approaches are
questioned. First and foremost, the different types of critical factors such as adapting risk
management approach to fit a specific risk environment; risk identification through
brainstorming, cause-and-effect; organizational structures that allows for proper coordination
of organizational resources and so on discussed in the literature are found to be applied many
firms in risk management. It can be said that, the critical factors found in this study are
related to increasing the success of risk management in general and the effectiveness of risk
management models specifically. For instance, adapting a risk management model to fit
different risk environments specifically increases the usefulness of the model in question and
makes risk management more effective; but that means also that if any of the critical factors
such as the adaptation of the model is not done properly it could lead to risk management
failures. It can be noticed that the qualities of risk management models such as adaptability
help companies in models selection while brainstorming, organizational structures and so on
help in making risk management successful in companies. That is, critical factors underlie
effective risk management from the selection of models to their application in practice.
Secondly, it is apparent that the knowledge of the essential features of an information system
is important to the various managers interviewed. Companies‟ knowledge of the essential
features of the information systems is related to the identification of the risk environment
which is equally fundamental for companies to know. For instance, identifying the features is
essential to risk tracking and marking out features that are difficult to manage due to the
nature of their innate risk and thus help management to develop strategies to tackle the
difficult risks. Furthermore, the extent to which companies‟ use risk management frameworks
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is inferred from the companies‟ response about their major threats. Thus threats impact on the
extent of the usability of risk management frameworks.
Thirdly, the effectiveness of risk management relates to the combined efforts of both the risk
management team and non risk management employees. It is apparent that managers rely on
the non risk management employees to enable them to succeed in surmounting risks thus the
effectiveness of risk management is achieved and/or increased. For instance, educating the
non risk management staff on risk identification, monitoring and so on increases the chances
of company over managing its risks successfully. That is, the effective of risk management
can be inferred from the interviewees‟ respond using tactical and systematic approaches in
addressing risk issues. Thus companies attempt to use organizational structures that facilitate
proper flow of risk management information between and/or among staff to achieve
effectiveness in risk management.
This study has established the importance of risk management of information systems in IT
projects; it has made an interesting discovery that the reliance on risk models by companies is
influenced by the ability of the models to be adjusted to render them useful in practical risk
management environments and that many other critical factors underlie models‟
effectiveness. Furthermore, the essential features of information systems and the qualities of
risk management models and their relationship or influence on effective risk management are
clear in this essay. This essay confirms the relevance of the features of information system
put forward by Ferris (2001) and the need for a risk management model to certify certain
criteria by Alter and Sherer (2004) for effective risk management. This essay also contributes
to information systems risk management in a non-Western country specifically in an Arabic
country. There was no specific difference between the global companies and the Egyptian
companies perhaps because all the interviewees were Arabians; however, the political and the
language risks mentioned by the three interviewees illustrate default risk that companies have
to deal with in some non-Western countries. The discovery made about companies depending
on adaptability to select their risk management model then leads to a question if there is a
causal link between the adaptable models albeit the badly managed and/or lack of risks
communication proposition put forward by Bronte-Stewart (2009) and the IT projects
failures. That is, the impact of adjusting risk management models to fit different risk
environments in IT risk management needs further research.
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Appendix I: Structured Interview Questions

Structured Interview Questions by Ahmed Abd Elkhalek
This interview is intended to get your input into a Master thesis I am writing on Information
Systems risk management as part of the requirement to complete a master program on IT
Management at Mälardalen University.
The input obtained from you in this interview is intended solely for this project and will not
under any circumstances be transferred to any other project and/or person.
Your confidentiality is assured. Thank you for your understanding.

I.

Information Systems Risk Management

1. Do you have a risk management model?
2. What is the name of your company‟s risk management model?
3. Which one of the following best fit the description of your risk management model?
A. Theoretical risk models
B. Company‟s own risk models
C. Other……………………
4. Do you interact with all your workers perhaps in a form of discussion group about risk
management?
A. Yes
B. No
5. If yes, how often? If no, why?
A. More
B. Less
C. Other, please specify……………………………………………………………
6. Which of the following are essential processes in your risks management?
A. Risk Identification
B. Risk Assessment
C. Risk Controlling
D. Risk Monitoring
E. Other: Please specify ……………………………………..
7. Which of the following technique (s) best fit the way your company gathers information
relevant to information systems risk management?
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A. Questionnaires to the system actors (technical and nontechnical workers involve in
the information systems)
B. On-site interviews
C. Periodic Brainstorming
D. Document Reviews: Policy documents, system documents such as system user guide
E. Use of Automated Scanning tools: A technical tool for the collection of information
relevant to information systems
F. Workers are encouraged to report any suspected threats at anytime
G. Other: Please, specify………………………………………..
8. Which of the following fit the description of your company‟s method of risk assessment?
A. Cause-and-effect
B. Risk matrix
C. Both
D. Other: Please, specify………………
9. Which of the following countermeasures to you have in place for risks control?
A. Our organizational structure allows for effective communications and use of resources
that lessens risks
B. We have technology that monitors and manages the performance of our systems
C. We have a comprehensive insurance on our information systems
D. Other……………………………………………………………………..
10. Do you have risk cues in place for monitoring of risks?
A. Yes
B. No
II.

Qualities of Risk Management Model

11. Which one of the following do you attribute to the criteria your company used to choose
its risk management model?
A. Clarity
B. Practicality of use
C. Completeness
D. Adaptability
E. All the four above
F. Other: Please, specify……………………………….
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12. Which one of the attributes in 11 above do you like most about your risk management
model? Why?
III.

Features of Information Systems

13. From your company‟s perspective, which of the following are essential features of its
information systems?
A. Technology
B. Information
C. People
D. System-Hardware and software
E. Other…………………………….
14. Which one of the features mentioned in 13 above will you consider difficult to manage in
terms of its innate risks?
15. What makes it particularly difficult to manage?
16. Which one of the following broad factors poses a greater threat to your company‟s
information systems? Please, provide percentages, if possible, to match with the levels of
their threats.
A. Technical Factors: Example Human Threats-Human actions both intentional and
unintentional such as insider threats and malicious attacks
B. Nontechnical Factors: Example Natural Threats such as Extreme temperatures
17. Please, briefly explain the reason for your choice in 16) above.
18. Have you ever experienced the “Domino Effect: a chain of causation where a risk from
one feature causes another risk in another feature and/or risk from a technical (or
nontechnical) factor causes another in the other factor”?
IV.

Effectiveness and Efficiency of Risks Management

19. Which of the following describes how your company addresses risks?
A. Tactical approach: Workers working on tasks are encouraged to be alert for risk and
once identified separate statements are issued for each risk.
B. Systematic approach: It is the task of top management to work on everything
concerning risk
C. Both
D. Other…………………………………………………………………………………
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20. Do you give your information systems staff (those who are not associated with risk
management) some basic education on monitoring risk?
A. Yes
B. No
Thank you for your time and invaluable input.
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