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Abstract 

 

 
Cyberspace offers many opportunities but is also a very hostile place for women. Studies claim 

that women are disproportionally affected by certain cybercrimes and suffer frequent rights 

violations in cyberspace. The aim of cybersecurity policies is, among others, to protect citizens 

from different cyberthreats and the EU has a vital role in designing such policies. This involves 

portraying what issues are seen as cyberthreats and in extension, which issues are prioritized 

over others. Therefore, it is important to problematize what key EU bodies depict as 

cybersecurity threats and how they incorporate gender in their cybersecurity policy and 

strategy. This study uses post-structural feminist theory to analyze the EU cybersecurity 

discourse and its implications for women’s rights. This is because the theory emphasizes the 

deconstruction of discourse to showcase hidden gendered power dimensions. It is a qualitative 

case study that uses the framing method to identify the discursive construction of threats, 

priorities, and key issues, and McPhail’s feminist policy analysis framework to investigate how 

gender is incorporated in the discourse. The findings confirm previous research, which states 

that cybersecurity is mainly state-centric and securitized and gender is silenced in the overall 

discourse. Among the five distinct frames that I identified in the discourse on cybersecurity, 

none includes a gendered perspective. No official EU document adopts or argues for a gender-

sensitive approach in cybersecurity. Gender is only mentioned with regard to empowering 

women in the STEM sector, although the European Parliament stresses the need to target 

cyberviolence against women. The study concludes that a gender-neutral approach to 

cybersecurity has negative implications for women’s rights, as cybercrimes and violates women 

endure are overlooked and deprioritized in comparison to a gendered approach. This is because 

it is more likely that political measures can be taken if the policies and actors acknowledge the 

gendered issues, which then has positive implications for the protection of women’s rights in 

cyberspace.  

 

 

 

 
Key words:  EU, cybersecurity, gender, human rights, women’s rights, securitization, post-

structural feminist theory, policy discourse analysis  
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1. Introduction 
 

Cybercrimes against women have increased these last couple of years.1 In Kerala2, there has 

been an increase in women committing suicide due to online harassment, and in Europe 3  more 

women are exposed to trafficking for sexual purposes, cyber threats, and harassment due to 

cyberspace (the widespread interconnected digital realm of ICT). Women in Europe are also at 

high risk of getting swindled by strangers online, hacked, cyberstalked, exposed to 

cyberviolence, groomed, and more.4 Women who have been raped are often revictimized due 

to the filming of the crime and then the spread of it or the threat of spreading it on digital 

platforms.5 Human rights, especially women’s rights, are violated constantly in cyberspace due 

to these and many other cyberthreats.6 Overall, the threats, violence, and harassment that 

women endure in reality have increased since the emergence of cyberspace.7 Nowadays, 

everyone can be a victim in the digital age, and everyone can be a potential predator. The 

Internet provides easy access to many potential victims because traditional physical and 

geographical limitations no longer exist. The lack of territorial jurisdiction over cyberspace 

makes it even harder for states to prosecute and find the guilty parties.8  

 

Even though individuals face risks by being online, it is also not an option to opt out for most 

parties as society is heavily reliant on cyberspace, especially since the corona pandemic.9 As an 

individual, there is little that you can do to protect yourself other than shutting yourself off 

entirely from the internet and smart devices. Thus, we are all highly exposed to and heavily 

reliant on the protection and measures taken by states, interstate organizations, and companies. 

 
1 A. Sriastava, ‘Indian Women at Risk in the Cyber Space: A Conceptual Model of Reasons of 

Victimization’, International Journal of Cyber Criminology, vol. 8, no. 1, 2014, p. 57.  
2 A. Gurumurthy and N. Menon, ‘Violence against Women via Cyberspace’, Economic and Political Weekly, 

vol. 44, No. 40, 2009, p. 19. 
3 A. van der Wilk. ‘Protecting women and girls from violence in the digital age - The relevance of the Istanbul 

Convention and the Budapest Convention on Cybercrime in addressing online and technology-facilitated 

violence against women’, Council of European Union, 2021, p.9-10, https://rm.coe.int/prems-153621-gbr-2574-

study-online-a4-bat-web/1680a4cc44, (accessed 2 April 2022). 
4 A. Van der Wilk. ‘Protecting women and girls’ from violence in the digital age’, 2021, p. 5-10.  
5 A. Gurumurthy and N. Menon. ‘Violence against Women via Cyberspace’, 2009, p.19. 
6 D. Halder and K. Jaishankar. ’Cyber Crime and the Victimization of Women: Laws, Rights and 

Regulations’, India, Manonmaniam Sundaranar University, IGI Global, 2011, p. 55. 
7 European Women’s Lobby, “#HerNetHerRights – Mapping the state of online violence against women& girls 

in Europe”, 2017, p. 2, https://www.womenlobby.org/IMG/pdf/hernetherrights_report_2017_for_web.pdf, 

(accessed 20 February 2022). 
8 I. Oraegbunam, ‘Towards Containing the Jurisdictional Problems in Prosecuting Cybercrimes: Case Reviews 

and Responses’, Nnamdi Azikiwe University Journal of International Law and Jurisprudence, vol. 7, 2016, p. 

26-27. 
9 J. Amankwah-Amoah et al.,’COVID-19 and digitalization: The great acceleration’, Journal of Business 

Research, Vol. 136, 2021, p. 602-605. 

https://rm.coe.int/prems-153621-gbr-2574-study-online-a4-bat-web/1680a4cc44
https://rm.coe.int/prems-153621-gbr-2574-study-online-a4-bat-web/1680a4cc44
https://www.womenlobby.org/IMG/pdf/hernetherrights_report_2017_for_web.pdf
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One important actor in the cybersecurity field is the European Union, which has declared its 

intent on becoming world-leading in cyber defense and cybersecurity.10 They have 

implemented a new task force, legislation, and policies regarding cyberspace to combat 

potential threats.11 Therefore, what political measures the EU enforces therefore have a 

significant impact on all their twenty-seven member states.12 In addition, the EU can be seen as 

an overall influential actor as it cooperates with numerous actors outside its jurisdiction.13 Thus, 

the different cyber policies that they implement affect millions of citizens.  

 

Therefore, the EU’s security measures, how their policies and strategies are constructed, and 

what approach they have to cyberspace, and, in extent, cybersecurity makes a big difference in 

the protection of individuals and groups, especially already marginalized groups, and their 

interests. The EU recognizes women as a particularly vulnerable group in many policy areas 

and tries to rectify this by implementing appropriate legislation, policies, and strategies.14 They 

have been vocal in their intent on creating gender equality and gender mainstreaming in all their 

policies because it creates better chances for equality and the protection of women’s rights.15  

As both the UN16 and the EU17 acknowledge that women are at particular risk of getting exposed 

to certain cybercrimes, it seems that their cybersecurity strategy would include a gendered 

perspective in line with their previous statements of gender mainstreaming their policies.18 

However, according to the EU women’s lobby, that is not the case.19 This inconsistency 

between what the EU’s claims, that their policies are gender-mainstreamed, and what the EU 

women’s lobby claim, that it is only empty words, leaves one wondering what the actual 

 
10 European Commission, ‘The cybers strategy’, (website), https://digital-

strategy.ec.europa.eu/en/policies/cybersecurity-strategy, (accessed 13 February 2022). 
11 The European council, ‘Cybersecurity: how the EU tackles cyber threats’, (website), 

https://www.consilium.europa.eu/en/policies/cybersecurity/, (accessed 13 February 2022). 
12 European Commission, ‘Member States' compliance with EU law in 2019: more work needed’, (website), 

https://ec.europa.eu/commission/presscorner/detail/en/ip_20_1389, (accessed 13 February 2022). 
13 European Union External Action, ‘Towards a more secure, global and open cyberspace: the EU presents its 

new Cybersecurity Strategy’, (website), https://www.eeas.europa.eu/eeas/towards-more-secure-global-and-open-

cyberspace-eu-presents-its-new-cybersecurity-strategy_en, (accessed 15 February 2022). 
14 European Commission, ‘Gender Equality Strategy’, (website), https://ec.europa.eu/info/policies/justice-and-

fundamental-rights/gender-equality/gender-equality-strategy_en, (accessed 4 March 2022).  
15 A. Mlinar, ‘Gender mainstreaming in the EU: State of play’, European Parliament, 2019, 

https://www.europarl.europa.eu/RegData/etudes/ATAG/2019/630359/EPRS_ATA(2019)630359_EN.pdf, 

(accessed 4 March 2022). 
16 Working Group on Trafficking in Persons, ‘Conference of the Parties to the United Nations Convention 

against Transnational Organized Crime’, CTOC/COP/WG.4/2021/2, Vienna, United Nations, 2021, p. 4. 
17 Council of Europe, ‘Cyberviolence against women’, (website), 

https://www.coe.int/en/web/cyberviolence/cyberviolence-against-women, (accessed 2 March 2022).  
18 European Institute for Gender Equality, “Cyber violence against women and girls”, 2017, p. 1-5, 

https://eige.europa.eu/taxonomy/term/1484, (accessed 2 March 2022).  
19 European Women’s Lobby, “#HerNetHerRights”, 2017, p. 29-31. 

https://digital-strategy.ec.europa.eu/en/policies/cybersecurity-strategy
https://digital-strategy.ec.europa.eu/en/policies/cybersecurity-strategy
https://www.consilium.europa.eu/en/policies/cybersecurity/
https://ec.europa.eu/commission/presscorner/detail/en/ip_20_1389
https://www.eeas.europa.eu/eeas/towards-more-secure-global-and-open-cyberspace-eu-presents-its-new-cybersecurity-strategy_en
https://www.eeas.europa.eu/eeas/towards-more-secure-global-and-open-cyberspace-eu-presents-its-new-cybersecurity-strategy_en
https://ec.europa.eu/info/policies/justice-and-fundamental-rights/gender-equality/gender-equality-strategy_en
https://ec.europa.eu/info/policies/justice-and-fundamental-rights/gender-equality/gender-equality-strategy_en
https://www.europarl.europa.eu/RegData/etudes/ATAG/2019/630359/EPRS_ATA(2019)630359_EN.pdf
https://www.coe.int/en/web/cyberviolence/cyberviolence-against-women
https://eige.europa.eu/taxonomy/term/1484
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situation looks like and if there are answers already out there to be found. As the EU has a great 

impact on states and individuals’ lives when it comes to, for instance, the protection and 

prioritization of issues in politics, the answer could be detrimental for many individuals and 

groups, and especially for women’s obtainment of their rights.  

 

1.1 Research problem, aim, and thesis questions 
 

The previous research in this field clearly shows that cybersecurity is state-centric and that 

users’ rights are secondary.20 These findings are based on studies that observe specific states 

and the global cybersecurity discourse overall.21 According to them, military and state interests 

are prioritized over specific human rights.22 For instance, this involves states surveilling their 

citizens and overlooking threats that target users’ human rights.23 Another concern regarding 

cyberspace is that women’s rights are deprioritized and hardly present in cybersecurity.24 Yet, 

cybercrime against women and the violation of women’s rights are major issues in cyberspace 

that affect many women in many different ways.25 Previous research has claimed a need for 

more human rights-centric research regarding cyberstrategy26 and a gender-specific research 

analysis that specifically observes women27. Existing studies of cybersecurity in the EU focus 

primarily on the human rights mechanism, the jurisdiction that allows for cyber rights violations 

to be prosecuted.28 How the EU handles sex trafficking29 and the grooming of children online30 

are also discussed in studies. However, there is an overall lack of research that focuses on the 

EU’s cybersecurity policy documents seen from a women’s rights perspective. A study that 

 
20 R. Deibert, ‘Towards a Human-centric approach’, Ethics & International affairs, vol. 32, no. 4, 2018, p.411-

412. 
21 M. Dunn Cavelty,’ The Militarisation of Cyberspace: Why Less May Be Better’, 2012 4th International 

Conference on Cyber Conflict, Tallinn, Cycon, 2012, p. 141-153. 
22 N. Akyeşilmen, ‘Cybersecurity and human rights: need for a paradigm shift?’, Cyberpolitik journal, vol. 1, no. 

1, 2016, p. 45-46. 
23 R. Deibert, ‘Towards a Human-centric approach’, 2018, p.411-412. 
24 D. Halder and K. Jaishankar. ’Cyber Crime and the Victimization of Women’, 2011, p. 56. 
25 D. Halder and K. Jaishankar. ’Cyber Crime and the Victimization of Women’, 2011, p. 60. 
26 R. Deibert, ‘Toward a Human-Centric Approach to Cybersecurity’, 2018, p. 411-412. 
27 Reconfigure Network, ‘re:Configure - Feminist Action Research in Cybersecurity’, 2021, p. 6-7, 

https://www.oii.ox.ac.uk/wp-content/uploads/2021/01/Reconfigure-Report-v6-pages.pdf, (accessed 5 March 

2022). 
28 N. Akyeşilmen, ‘New debates brought about by cyberspace in human rights’, Cyberpolitik journal, vol. 4, no. 

8, 2019, p. 274-280. 
29 D. Hughes, ‘Trafficking in Human Beings in the European Union: Gender, Sexual Exploitation, and Digital 

Communication Technologies’, SAGE journals, vol. 4, no. 4, 2014, p. 1.  
30 J. Davidson et al., ‘Online Abuse: Literature Review and Policy Context’, European online grooming project, 

2011, https://citeseerx.ist.psu.edu/viewdoc/download?doi=10.1.1.473.1618&rep=rep1&type=pdf, (accessed 10 

March 2022). 

https://www.cambridge.org/core/search?filters%5BauthorTerms%5D=Ronald%20J.%20Deibert&eventCode=SE-AU
https://www.oii.ox.ac.uk/wp-content/uploads/2021/01/Reconfigure-Report-v6-pages.pdf
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centers EU’s cybersecurity policy only focuses on the shift the pandemic has had on the 

prioritization of disinformation in the policy.31 

 

As stated previously, the EU claims to be gender-sensitive in decisions and policymaking.32 

However, can that be said about its cybersecurity? No research could be found that answers 

how the EU’ portrays different issues in their cybersecurity policy and strategy and no research 

could be found on how and if they include gender in their policies. This study is based on the 

assumption that having a gender perspective on policies makes women’s issues more 

detectable. For one, women are highly targeted in cyberspace. Second, certain cybercrimes 

against women violate their human rights, such as the right to free speech, right to be free from 

harassment, surveillance, cyberviolence, and others.33 Thirdly, how states and the EU construct 

policies and strategies has positive and negative implications for individuals and groups such 

as women. Fourth, it is inconclusive how the EU prioritizes issues, such as gender, in the 

construction of its cybersecurity policies and strategies. Fifth, it is unknown what the 

implications are for women and their rights based on how the EU construct its cybersecurity 

policies. Therefore, if a gendered approach to cyber security gives better protection of women’s 

rights and if the prioritization of specific issues in cybersecurity also has implications for 

women’s rights, it is essential to know how the European Union constructs its cybersecurity 

policy. This is because not only does legislation affect women’s obtainment of their rights, but 

policies and strategies are also a big part of it and need to be consistently examined to know if 

they are protecting or damaging individuals’ obtainment of their human rights.  

 

Another layer that needs to be examined is if all the main EU bodies that work with 

cybersecurity have the same prioritization and discourse of issues in their cybersecurity 

documents. The EU consists of many EU bodies and can therefore have many different issues 

that are being prioritized simultaneously. Consequently, it is possible that some cybersecurity 

policy and strategy documents from different EU bodies do have, for instance, a gendered 

perspective in mind. All the EU bodies that work with cybersecurity have an important role in 

the cybersecurity discourse, and based on the EU body’s specific approach, different 

implications for women’s rights follow. For instance, if the EU body works directly with 

 
31 H. Carrapico and B. Farrand, ‘Discursive continuity and change in the time of Covid-19: the case of EU 

cybersecurity policy’, Journal of European Integration, vol. 42, no. 8, 2020, p. 1111. 
32 A. Mlinar, ‘Gender mainstreaming’, 2019. 
33 D. Halder and K. Jaishankar. ’Cyber Crime and the Victimization of Women’, 2011, p. 62. 
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educating member states on cybersecurity, such as ENISA, and does have a gendered approach, 

this would have implications for women’s rights even though the European Commission does 

not have a gendered approach in their documents regarding cybersecurity.  

 

We know too little about the EU and its cybersecurity policy, we do not know the differences 

between the bodies, and we know too little about its implications on women. If all the problems 

were answered we would be also able to observe what the implications are of the EU’s 

cybersecurity policy and strategy and observe what difference the specific discourses have 

towards women’s rights, which would allow us to have an opinion and not be kept uninformed. 

Therefore, it is crucial to understand how the EU incorporates gender in its cybersecurity policy 

and strategy, especially as women’s rights are continually being violated in cyberspace. 

Therefore, the aim of this study is to understand what difference the way EU bodies discuss 

cybersecurity make for women’s obtainment of their rights. To answer this the following 

question will be asked:  

 

What implications does the way that EU bodies portray issues in their cybersecurity policy have 

for women’s rights? 

 

To be able to answer this question, the main question will be divided into different parts, which 

are:  

• In what ways do EU bodies frame the issue of cyber security in their relevant 

documents?   

• How do different EU bodies incorporate gender when describing cyber security issues 

in their documents? 

• What implications do the different frames have for the protection and obtainment of 

women’s rights?  

 

1.2 Scope and delimitations 

To reach the study’s aim, a framing analysis34 and McPhail’s feminist policy framework35 will 

be used. The framing method will provide clear “frames” of how cybersecurity issues are 

 
34 E. Björnehed and J. Erikson, ‘Making the most of the frame: developing the analytical potential of frame 

analysis’, Policy studies, vol 39, no. 2, 2016, p. 111-114. 
35 B. McPhail, ‘A Feminist Policy Analysis Framework’, The Social Policy Journal, vol 2, 2003, p. 39-41. 
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portrayed in general, and McPhail’s feminist policy analysis will provide in-depth answers to 

how the different EU bodies discuss gender and gendered issues. This study is a qualitative 

study that implements a discourse analysis based on various policy and strategy documents. 

The study is based on an analysis of a policy discourse because official documents, policies, 

strategies, and reports regarding cybersecurity will be discussed, and their discourse analyzed. 

This study will discuss its findings in light of post-structural feminist theory to center on the 

power dimensions different discourses produce. The EU bodies that will be analyzed are those 

that are seen as a vital part of the EU’s cybersecurity work.36 These are ENISA, Europol, the 

European Commission, the council of the European Union, and the European parliament. Their 

specific role will be discussed more thoroughly in the method chapter. The documents that will 

be analyzed are official documents on cybersecurity and have been published by each 

concerned EU body. In the discussion, only the main implications for the protection of women’s 

rights will be discussed. These will be based on what can be observed in the findings in light of 

previous research. To describe all the implications for women’s rights are outside of the study’s 

scope. The discussion will be based on women’s rights in general, with a specific focus on 

rights to free speech and expression, right to privacy, free cyber movement, right to be free 

from defamation of character, and being safe from cybercrimes such as trafficking, assault, 

harassment, and cyberviolence.37 According to a study done on women’s rights in cyberspace, 

these rights have been found to be the most commonly threatened in cyberspace.38  

 

One of the delimitations of this study is that it does not aim to be a legal analysis of existing 

law or human rights mechanisms. Specific treaties and laws will not be discussed, only human 

rights on a non-legal basis. When women’s rights and human rights are discussed, the legal 

ramifications or implications are not considered. The aspects of protection and obtainment of 

rights are only analyzed from the point of view of discourse and its implications. Moreover, 

this is not a quantitative study that measures the effects of a certain policy on human rights. 

This study is primarily a policy discourse analysis and only implications of policy frames for 

human rights will be discussed. The reasoning for that, among other things, is to keep the study 

and the scope concise. In addition, only the gender dimension of language will be analyzed, 

 
36 European cybersecurity competence center and network, ‘EU cybersecurity ecosystem’, Cyber infographic, 

2021, https://digital-strategy.ec.europa.eu/en/library/infographic-eu-cybersecurity-ecosystem, (accessed 5 March 

2022).  
37 D. Halder and K. Jaishankar. ’Cyber Crime and the Victimization of Women’, 2011, p. 62. 
38 D. Halder and K. Jaishankar. ’Cyber Crime and the Victimization of Women’, 2011, p. 62. 

https://digital-strategy.ec.europa.eu/en/library/infographic-eu-cybersecurity-ecosystem
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with the emphasis of the analysis specifically on women. Hence, this study’s analytical scope 

is limited insofar as it treats gender in binary terms (men/women).  

 

1.3 Structure 

This study consists of six chapters. The first chapter [Introduction] outlines the topic and aim 

of the study. In the second chapter [Previous research], previous research is presented and 

divided into four different sub-categories: the social construction of cyberspace, securitization 

and cyberspace, cyber security and human rights, and cybersecurity, gender, and women’s 

rights. In the third chapter [Methodological reflections], I discuss the theoretical framework for 

this paper and explain the methods that are used in this study, namely discourse analysis, 

framing and McPhail’s Feminist Policy Analysis Framework. This chapter also presents the 

material, the operationalization, and the limitations of this study.  The fourth chapter [Findings] 

describes the different frames and conducts a first-level analysis through the lens of McPhail’s 

Feminist Policy Analysis. The following chapter [Discussion] includes a deeper analysis of the 

findings. In the final chapter [Conclusion], the findings are discussed, and the thesis questions 

answered. 

2. Previous research 
 

The social construction of cyberspace and the securitization of cyberspace  

Defining and reaching a common conception of cyberspace has been proven difficult as 

scholars reach different conclusions.39 It is stated that states’ and interstates bodies’ different 

approaches to cyberspace in itself are seen as a construction of the cyberspace.40 For instance, 

a study based on the observations of seventy-eight different nations discusses the role that rules, 

norms, and cultures have in shaping national cybersecurity strategies.41 The authors discuss 

how individual users’ and states’ different perspectives on cyberspace change depending on 

what is seen as important at the time, such as individual rights or internet access, etc.  The study 

state that the perception of cybersecurity and cybersecurity capacity-building is dependent on 

 
39 A. Kasper, ‘The Fragmented Securitization of Cyber Threats’. In T. Kerikmäe, (ed), Regulating eTechnologies 

in the European Union. Springer International Publishing, 2014, p. 157- 167. 
40  A. Calderaro and A. Craig, ‘Transnational governance of cybersecurity: policy challenges and global 

inequalities in cyber capacity building’, Third World Quarterly, vol. 41, no. 6, 2020, p.917-921. 
41 S. Creese, W. Dutton, and P. Esteve-González, ‘The social and cultural shaping of cybersecurity capacity 

building: a comparative study of nations and regions’. Pers Ubiquit Computing, vol.  25, 2021, 941–955. 
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attitudes, values, and practices. Cybersecurity is therefore argued to be a social construction as 

it is interchangeable as it is a concept that can be changed.  

 

Cavelty emphasizes that the discourse of cyberspace is heavily focused on cybersecurity in her 

research regarding the social construction of cyber security.42 In her research, she states that 

different political actors create a discourse on how cyberspace can be perceived which has 

consequences on how the population perceives cyberspace. She argues that there have been 

different “threat representations” of cyberspace, in other words, different ways to depict what 

counts as a threat, among different actors. The different discourses have been observed to create 

a securitization of cyberspace.43 Securitization is the social construction of a specific issue to 

be seen as a threat which allows for certain security measures to be seen as necessary.44 The 

study concludes that the different depictions of cyberspace create consequences for what 

policies and strategies are accepted.45 Because of this, certain actions, strategies, and policies 

can be, and are adapted by the state to “secure” the state. Hence, the way cyberspace and 

cybersecurity are conceptualized has, therefore, implications for individuals, states, and 

interstate organizations. Hansen and Nissenbaum’s research contribute with an international 

approach to the discourse of cybersecurity and cyberspace.46 They conclude that individuals, 

states, and collectives are highly affected by the conceptualization and discourse evolving 

cybersecurity, making it a critical political issue. In addition, the study state that the perception 

of cybersecurity can be seen in many ways as cohesive among key actors. However, that can 

be problematic, according to them.47 This is because other discourses are being silenced due to 

lack of political recognition, which is often the discourses represented by marginalized groups. 

The dominant discourse, in this case security and national safety, is therefore not challenged.    

 

In the discussion of a conceptualization of cybersecurity and cyberspace, Deibert agrees with 

the previously mentioned research.48 He concludes that the construction of cyberspace has been 

centered on a national security-centric approach which gives little room for a human rights 

 
42 M. Dunn Cavelty, ‘Breaking the cyber-security dilemma: aligning security needs and removing 

vulnerabilities’, Science and Engineering Ethics, vol. 20, no. 3, 2014, p. 701-715. 
43 M. Dunn Cavelty, ‘From Cyber-Bombs to Political Fallout: Threat Representations with an Impact in the 

Cyber-Security Discourse’, International Studies Review, vol. 15, 2013, p. 105-115.  
44 A. Kasper, ‘The Fragmented Securitization’, 2014, p.157-160.  
45 M. Dunn Cavelty, ‘From Cyber-Bombs to Political Fallout’, 2013, p. 108. 
46 L. Hansen and H. Nissenbaum, ‘Digital disaster, cyber security, and the Copenhagen School’. International 

studies quarterly, vol. 53, no. 4, 2009, p. 1155-1175. 
47 L. Hansen and H. Nissenbaum, ‘Digital disaster, cyber security’, 2009, p. 1155-1165. 
48 R. Deibert, ‘Towards a Human-centric approach’, 2018, p.411-420. 
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approach in the discourse of cybersecurity. Instead, he provides alternative views about how 

one can view cybersecurity, which is through a human-rights-focused lens. The study states that 

if we change the discourse to a human-rights-centered approach, human rights would be 

prioritized instead of state and military interests which would improve the human rights 

conditions globally instead of perpetrating the violations that occur now.  

 

Furthermore, Cavelty discusses militarization in connection to cyberspace.49 Referring to the 

use of military and technology to enhance security and secure national safety and interests, 

which then cyberspace is heavily affected by. In his study, Kello states that cybersecurity has 

become a question of technology and warns that this has consequences for the public perception 

of cyberspace.50 He argues that cyber threats are seen as destructive lines of codes that 

overshadow the human aspect of cyberspace. Therefore, cybersecurity is seen as a matter of 

safety for computer networks and not the individual users. In his research, Deibert finds that 

military and intelligence agencies hold dominant cybersecurity roles.51 These agencies are 

equipped for protecting national security and are not tasked to protect free and open networks 

used by individual users, which leaves the users unprotected.52 So what implications does the 

securitization of cyberspace have? According to Ericson, it creates a discourse that gains 

hegemony, which leads to other interests being de-prioritized, such as human rights and social 

policies.53  

 

In addition to previously mentioned research, there is also research on the other aspect of 

securitization of cyberspace, namely the de-securitization of specific issues in cyberspace.54 

De-securitization entails that a topic is portrayed as no longer a threat or that the topic is not 

socially constructed to be seen as a threat.55 Hirschauers describes how military sexual violence 

after World War II was de-securitized.56 She discusses the usage of de-securitization as a way 

 
49 M. Dunn Cavelty, ‘The Militarisation of Cyberspace’, 2012, 141-153. 
50 L. Kello, ‘The meaning of the cyber revolution: Perils to theory and statecraft’, Quarterly Journal: 

International Security, vol. 38, no. 2, 2013, p. 7-27. 
51 R. Deibert, ‘Towards a Human-centric approach’, 2018, p.411-420 
52 R. Deibert, ‘Trajectories for Future Cybersecurity Research’, In A. Gheciu and W. Wohlforth, (eds), The 

Oxford Handbook of International Security, Oxford, Oxford University Press, 2018, p. 5-6. 
53 M. Ericson, (2018). ‘”Sweden Has Been Naïve”: Nationalism, Protectionism and Securitisation in Response to 

the Refugee Crisis of 2015’, Social Inclusion, vol. 6, no. 4, 2018, p.95-100. 
54 L. Hansen and H. Nissenbaum, 'Digital Disaster, Cyber Security, and the Copenhagen School', International 

Studies Quarterly, vol. 53, no. 4, 2009, p. 1160-1174.  
55 L. Hansen, ‘Reconstructing desecuritisation: the normative-political in the Copenhagen School and directions 

for how to apply it’, Review of International Studies, vol 38, no. 3, 2012, p. 525-546. 
56 S. Hirschauer, ‘De-securitization, sexual violence, and the politics of silence’. European journal of women’s 

studies, vol. 27, no. 3, 2019, p. 1-12.  
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to portray sexual violence by soldiers as a non-threat or security issue.57 This led to the silencing 

of this topic and other gender-related military threats because they were not socially constructed 

to be seen as security issues. De-securitization is implemented on cybersecurity research and 

the study states that certain issues in cyberspace can be seen as de-securitized.58  

 

To sum up, according to studies cyberspace has been socially constructed to mainly be regarded 

as cybersecurity issue.59 It is also argued that there has been a securitization of cyberspace and, 

in extension, cybersecurity.60 The securitization of cyberspace has led to a cybersecurity that 

aims at protecting the states’ safety through technological advancements and military defense.61 

This leads to less protection of citizens and their interests because the political measure taken 

and the technological advancements made primarily deprioritize individual users’ safety and 

instead focuses on national security.62 The protection of human rights in cyberspace has briefly 

been mentioned in relation to cybersecurity however, there is still a lot left to be said. 

 

Cyber security and human rights 

Previous research states that the development of cyberspace has made the world of international 

relations and human rights more anarchic, complicated, and uncertain.63 Since, according to a 

study, cyberspace and cybersecurity are mainly based on state-centric ideals and traditional 

state-centric human rights law, the protection of human rights in the cyber domain is 

underdeveloped, and individuals’ human rights are therefore more vulnerable.64 Some argue 

that cyber activities by national security agencies harm human rights and democracy activists 

and that the cyberarms-race that states and businesses compete in overshadows human rights.65 

Because of the expansion of cyberspace, there are different types of threats, from new 

technological advancements that make it easier for governments to spy on their citizens to 

policies and other legislation that could infringe on various types of human rights.66 Previous 

research states that the politics of cybersecurity have been deep-seated in increasing security 

 
57 S. Hirschauer, ‘De-securitization, sexual violence, 2020, p. 219. 
58 L. Hansen and H. Nissenbaum, 'Digital Disaster, Cyber Security’, 2009, p. 1170-1174.  
59 L. Hansen and H. Nissenbaum, ‘Digital disaster, cyber security’, 2009, p. 1155-1165. 
60 A. Kasper, ‘The Fragmented Securitization of Cyber Threats’, 2014, p. 157- 167. 
61 M. Dunn Cavelty, ‘The Militarisation of Cyberspace’, 2012, 141-153. 
62 R. Deibert, ‘Towards a Human-centric approach’, 2018, p.411-420. 
63 N. Akyeşilmen, ‘Cybersecurity and human rights’, 2016, p. 32. 
64 A. Liaropoulos, ‘Reconceptualising Cyber Security: Safeguarding Human Rights in the Era of Cyber 

Surveillance’, International Journal of Cyber Warfare and Terrorism, vol. 6, no. 2, 2016, p. 32-36. 
65 A. Brantly, ‘The Cyber Losers’, Democracy and security’, vol. 10, no. 2, 2014, p. 150. 
66 A. Liaropoulos, ‘Reconceptualising Cyber Security’, 2016, p. 32-36. 
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online, leading to the state reportedly weaponizing the civilian space.67 The research claims that 

national security is important but that cybersecurity should focus on the best protection and 

obtainment of human rights.68 A lot of research focuses on specific countries such as USA and 

India, or adopts an international approach to the subject. There are few that centers on regional 

bodies, such as the EU’s cybersecurity policies, and some studies are based on a human rights 

perspective. Some studies focus on legal implication, such as that due diligence and human 

rights should be a guiding principle in the EU and enforced when possible.69  

 

Previous research has also focused on specific human rights that are, according to them, 

particularly under threat because of how cybersecurity politics are structured.70 These rights are 

the right to privacy, freedom of expression, and the free flow of information.71 The state and 

other non-state actors have been guilty of infringing on these rights by hacking emails, 

surveilling an individual’s actions online, not allowing certain opinions to be discussed, and 

instead censoring certain people and news outlets.72 An ongoing discussion regarding how to 

combine cybersecurity and human rights exists in the research field with the intent of proposing 

ways of combining them instead of seeing them as opposing another.73 Some claim that there 

is a pressure on policymakers to address certain cyber security threats which then limits existing 

human rights in the name of security.74 

 

To sum up, human rights and cybersecurity have been discussed to have a tense relationship.75 

Some human rights violations are because states have the technological possibilities and the 

perception that specific security measures are necessary for the protection of the state, such as 

spying on users and censoring specific sites.76 It is stated that human rights are, for the most 

part, deprioritized, which leads to further violations from other parties than the state. The rights 

 
67 N. Akyeşilmen, ‘New debates brought about by cyberspace’, 2019, p. 274-280. 
68 N. Akyeşilmen, ‘New debates brought about by cyberspace’, 2019, p. 274-280. 
69 A. Bendiek, ‘Due diligence in cyberspace: guidelines for international and European cyber policy and 

cybersecurity policy’, SWP Research Paper, Berlin, Stiftung Wissenschaft und Politik -SWP- Deutsches Institut 

für Internationale Politik und Sicherheit, 2016, p. 5-19.  
70 M. Dunn Cavelty and C. Kavanagh, ‘Cybersecurity and human rights’, in B. Wagner, M. Kettemann and K. 

Vieth (eds.), Research Handbook on Human Rights and Digital Technology: Global Politics, Law and 

International Relations, Holland, Netherlands, Edward Elgar Publishing, 2019, p. 73-91. 
71 M. Dunn Cavelty and C. Kavanagh, ‘Cybersecurity and human rights’, 2019, p. 80-87. 
72 A. Liaropoulos, ‘Reconceptualising Cyber Security’, 2016, p. 32-36. 
73 M. Dunn Cavelty and C. Kavanagh, ‘Cybersecurity and human rights’, 2019, p. 88-97. 
74 D. Brown, A. Esterhuysen, and M. Knodel, (n.d.), ‘Briefing document: Cybersecurity policy and human 

rights’, APC, 2017, p. 7, https://www.apc.org/sites/default/files/brief8.pdf, (accessed 14 March).  
75 N. Akyeşilmen, ‘New debates brought about by cyberspace’, 2019, p. 274-280. 
76 A. Liaropoulos, ‘Reconceptualising Cyber Security’, 2016, p. 32-36. 

https://www.apc.org/sites/default/files/brief8.pdf


16 

 

that have specifically been mentioned to be extra prone to violations are the right to privacy, 

freedom of expression, and the free flow of information.77 Furthermore, previous research 

discussed that cybersecurity affects human rights and individual users for the worse. However, 

as women often are argued to be an extra vulnerable group, it makes one wonder how they are 

considered in the research field of cybersecurity. Therefore, it leaves one wondering what can 

be found in the research field regarding human rights violations, especially related to women 

in cyberspace.  

 

Cyber security, gender, and women’s rights 

As mentioned, research on cyber security has mainly been conducted from a technological and 

security angle. Nevertheless, some research regarding cyber security and gender has been 

published. There is still a lot of data missing and research on the subject, according to EIGE78, 

however, what is stated in some research is that women are more likely to become victims of 

certain cybercrimes than others.79 These include cyberstalking, non-consensual pornography, 

and online sexual harassment.80 Other forms of cyber threats that women face are the risk of 

being exposed to different types of cyberviolence, such as abuse and harassment.81 In addition, 

the technological growth has made the sex industry and sex trafficking more profitable and 

sizeable.82 The council of the European Union has also seen this link in their research on human 

trafficking and technology.83 Moreover, women are also more likely to experience greater levels 

of emotional distress as a result of their victimization.84 There have also been examples of 

(primarily) women committing suicide because of the sexual harassment and blackmailing that 

they have endured online.85  

 

 
77 M. Dunn Cavelty and C. Kavanagh, ‘Cybersecurity and human rights’, 2019, p. 80-87. 
78 European Institute for Gender Equality, ‘Cyber violence against women and girls’, 2017, p. 1-5.  
79  M. Duggan, ‘Online Harassment’, Pew Research Center, 2014, p. 2-8, 

http://www.pewinternet.org/2014/10/22/online-harassment/, (accessed 15 March 2022). and; A. Eaton, H. 

Jacobs, and Y. Ruvalcaba, ‘2017 Nationwide online study of nonconsensual porn victimization and 

perpetration’, Cyber Civil Rights Initiative, 2017, p. 3-5, https://www.cybercivilrights.org/wp-

content/uploads/2017/06/CCRI-2017-Research-Report.pdf, (accessed 13 March).  
80 European Women’s Lobby, “#HerNetHerRights”, 2017, p. 5-9.  
81 D. Halder and K. Jaishankar. ’Cyber Crime and the Victimization of Women’, 2011, p. 54-62. 
82 M. Clark, ‘Trafficking in Persons: An issue of human security’, Journal of Human Development, vol. 4, no. 2, 

2003, p. 253-255.  
83 European Institute for gender equality, ‘Trafficking for sexual exploitation: a gendered crime’, 2018, 

https://eige.europa.eu/news/trafficking-sexual-exploitation-gendered-crime, (Accessed 1 March 2022). 
84 F. Staude-Müller, B. Hansen, and M. Voss, ’How stressful is online victimization? Effects of victim's 

personality and properties of the incident’, European Journal of Developmental Psychology, vol. 9, no. 2, 2012, 

p.260-274.  
85 A. Gurumurthy and N. Menon, ‘Violence against Women’, 2009, p. 19. 
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In addition with this research, it is stated that the threats women face online should be seen as 

a continuum and expansion of what is happening to them in the “real” world.86 In other words, 

the threats that women face, such as domestic violence, sexual harassment, sexual violence, and 

other phenomena, are equally present online as offline, if not even more online in some 

scenarios. Lumsden and Morgan argue that new forms of media can “exacerbate issues 

surrounding sexual violence through the creation of digital spaces in which the perpetration and 

legitimization of sexual violence takes on new qualities.”87 The media’s role in prolonging and 

adding violence towards women who are exposed to domestic violence is something studies 

also conclude in their research.88 The perpetrator can exploit technologies to intimidate, 

threaten, monitor, impersonate, harass, or otherwise harm their victims. They also conclude that 

this can be monitored with a more human-centered approach to policy, research, and 

technological developments.  

 

In her research, Slupska focuses on how ‘smart’ home technologies, technology that can control 

advice remotely, are not discussed in terms of cybersecurity, and the actors fail to understand 

the gender aspect and threat that they bring.89 According to the study, threat analyses ignore 

gendered technology-facilitated security issues, such as nonconsensual pornography or intimate 

partner violence. Slupska discusses the private and public spheres when it comes to gendered 

violence. She argues that gendered violence is seen as a private affair and thus not a public one. 

If it were seen as public, it would lead to public positioning, and official policies or strategies 

would be constructed to combat it. She states that there is a risk of cybersecurity policies 

reproducing these spheres online which leads to more gendered problems in the future. An 

example of this is that revenge porn is already seen as a private affair and an issue that 

cybersecurity policies and practitioners do not account for when making decisions and 

constructing policies. In addition to this research, Kronsell states that institutions related to 

 
86 R. Leemis et al., ‘Traditional and cyber bullying and sexual harassment: A longitudinal assessment of risk and 

protective factors’, Aggressive Behavior, vol. 45, no. 2, 2019, p. 181-192. And; C. McGlynn, E. Rackley, and R. 

Houghton, ‘Beyond ‘Revenge Porn’: The Continuum of Image-Based Sexual Abuse’, Feminist Legal Studies, 

vol. 25, no. 1, 2017, p. 25-46.  
87 K. Lumsden and H. Morgan, ’Media framing of trolling and online abuse: silencing strategies, symbolic 

violence, and victim blaming’, Feminist Media Studies, vol. 17, no. 6, 2017, p. 926-929. 
88 D. Freed, ’“A Stalker’s Paradise”: How Intimate Partner Abusers Exploit Technology’, CHI '18: Proceedings 

of the 2018 CHI Conference on Human Factors in Computing Systems, Montréal, QC, Canada, Association for 

Computing Machinery, 2018, p. 1-3.  
89 J. Slupska, ‘Safe at Home: Towards a Feminist Critique of Cybersecurity’, St Antony’s International Review, 

vol. 15, no. 1, 2019, p. 83-100. 
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security in international relations often are affected by hegemonic masculinity.90 With means 

that the policies crafted and the institution in itself is mostly focused on men and areas regarding 

men. According to her, the norm that these institutions shape influences policies, agendas, 

strategies, and politics. Masculinity and male experiences are then the norms that are being 

reproduced in often a non-gendered approach.  

 

The cyber risks women face, in the form of sexual harassment and similar threats, have also led 

to the discouraging of women from taking part in platforms, limiting what they say and post, 

and participating in different forums, according to Amnesty International’s report.91 Self-

censorship and exclusion are prevalent for women who are exposed to different cybercrimes. 

In her research, Holm states that there has been an increase in antifeminist movements because 

of the advancement and spread of technology.92 Some online networks spread antifeminist ideas 

and information among themselves and discuss strategies to threaten and harass feminist groups 

and individuals. For instance, doxing (revealing personally identifiable information online), 

cyberstalking, online death threats, and other forms of public shaming are popular tools in these 

antifeminist circles.  

 

Ellerby studies the inclusion of women in security and peace processes and states that the 

feminist research of security highlights what security is deemed as, who are deemed as relevant 

and legitimate actors, and who is allowed to get resources in the security process, most often it 

is not women.93 Others argue that it is a tendency among those who work with cyber security 

to have a paternalistic approach which can harm women as women then have less autonomy in 

the name of security.94 This is because, according to the study, female victims of cybercrime 

are sometimes constructed as “weak or unstable” and the security policies instead limit 

women’s freedom online in the name of security and safety.95  

 

 
90 A. Kronsell, ‘Gendered practices in institutions of hegemonic masculinity’, International Feminist Journal of 

Politics, Vol. 7, no. 2, 2005, p. 280-298.  
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Previous research that focuses on gender mentions a lot of cybercrimes that are directly 

violating human rights, such as digital violence, cyberstalking, and other crimes.96 However, it 

does not explicitly discuss human rights, which the following research aims to. Studies have 

examine how cybersecurity affects women’s rights to a larger extent than men.97 One of the 

reasons given is that women are more disadvantaged in general in conflict settings which is also 

the case in conflict settings in cyberspace.98 Moreover, research shows that cybersecurity is 

centered around overall criminality rather than human rights and is rarely gendered.99 The 

omission of gender directly affects the measures taken to combat sexual exploitation and 

trafficking of women and children, according to Hughes, and he states that these issues are 

therefore often overlooked.100 In addition, a report states that information and security-related 

policies, such as cybersecurity, need to protect and further women’s rights and defend both 

negative and positive rights.101 In these policies, it is stated that there needs to be a good balance 

between the freedom of self-expression and the protection from exploitation. In addition, it is 

stated that online violence must be prioritized as it is a violation to women’s fundamental 

human rights that is overlooked.102 It also states that policy, such as cybersecurity policy, needs 

to recognize women’s public and private rights, especially when it comes to violence. Other 

issues in cyberspace that affect women’s rights, which policy and law do not consider, are 

violations of sexual content that target women.103 A lot of studies on this topic have been 

centered on human rights protection mechanisms and the existing jurisdiction; only a few have 

analyzed the EU’s role.104   

 

Furthermore, previous research claims that the increased presence of cyberspace is exploiting 

women’s human rights.105 It concludes that all states should do everything necessary to protect 

 
96 D. Halder and K. Jaishankar. ’Cyber Crime and the Victimization of Women’, 2011, p. 54-62. 
97 D. Halder and K. Jaishankar. ’Cyber Crime and the Victimization of Women’, 2011, p. 54-62. 
98 D. Brown and A. Pytlak, ‘Why Gender Matters in International Cyber Security’, 2020 Women’s International 
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and uphold the CEDAW106 treaty that emphasizes women’s rights.107 In addition, it is stated 

that states should realize that women’s rights are not as equally secured as men’s and that 

women should be able to fully benefit from ICT and not get harassed, violated, abused, or 

exposed to any other criminal activity that directly violated women’s human rights.108 The 

report claims that states must include a gendered approach to all policies that target women’s 

right to combat the cyberthreats women are exposed to for states to fulfill their duties.109 It is 

also observed that there are no universal codes for specifically protecting women’s rights in 

cyberspace and that most cybercrimes against women are because there is no recognition of 

women’s rights in cyberspace and thus are no measures made to combat it.110 The Budapest 

convention111 meant to regulate cyberspace is mentioned as an example of how it has 

successfully secured child’s rights in the cyberspace. Still, according to this study, are women’s 

rights overlooked and because of that, grossly abused by both state parties and individuals.112 

Rights that are often neglected when it comes to women’s rights in cyberspace are their right to 

“free speech and expression, right to privacy, free cyber movement, right to defend one’s 

reputation and being safe from cybercrimes such as assault, harassment, and violence 

online”.113 

 

To sum up, according to previous research, women are overly affected by cybersecurity threats 

and certain cybercrimes.114 Many of the cybercrimes can be argued to violate women’s 

obtainment of their human rights, especially non-consensual pornography, cyberviolence, 

sexual exploitation, grooming and harassment.115 The threats women face online are argued to 

be a continuum and expansion of discrimination towards them in the “real” world.116 It is also 

stated that women self-regulate and censor themselves due to the unsafe cyber environment.117 

It is also stated that it can be observed that women’s issues are not prioritized and are seen as 
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private matters in the real world and cyberspace.118 This affects women’s rights online as they 

are rarely prioritized and protected in cyberspace even though states have obligations towards 

CEDAW, other treaties, and national laws.119  

 

Summary  

Cyberspace and cybersecurity are a social construct formed by the ongoing discourse 

internationally and nationally.120 The discourse affects how individuals, states, and society 

perceive cybersecurity and possible cyberthreats.121 It is stated that a securitization process has 

occurred where state security is the dominant discourse regarding cybersecurity which affects 

how cybersecurity strategies and policies are constructed and implemented.122 This then leads 

to other issues being deprioritized, such as human rights and especially women’s rights.123 

Based on an international outlook, women are highly affected by the cyber climate and are 

disproportionately impacted by specific cybercrimes and the overall prioritization of security 

measures.124 Based on previous research, it is evident that there is a lot less research that centers 

on women and the EU’s cybersecurity. Few studies focus on human rights, but those who do 

study it from a legal perspective, and an overall gap can be spotted in that there is no information 

on how the EU’s cybersecurity is constructed and what implications it then has towards women 

and their rights.  

3. Methodological reflections 

This chapter will discuss the theoretical framework, methodology, analytical framework, the 

research design, material, and the methodological limitation of this study. The framing method 

and McPhail’s feminist policy analysis framework will be discussed in more detail and each 

EU body.  
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3.1 Theoretical framework 

The theory that this study is based upon is post-structural feminist theory. The theory focuses 

on language as a construct and the consequences linguistic social constructions and conceptions 

have for women.125 Instead of viewing language as a means for stating objective truths without 

power dimensions on its own, post-structuralism sees language as subjective discourse 

reproducing already existing power dynamics. Post-structural feminist theory has the same 

intentions of deconstructing observatory remarks about how to view the world order and how 

to perceive language. However, it centers on women and the power relations language and 

women’s oppression in the world order.126 Discourse should be seen as a social and political 

practice that different actors have more or less control over.127 The post-structural feminist 

theory concludes that women are oppressed by visible and invisible structures in society when 

deconstructing language. The theory emphasizes that it is mostly men that create and construct 

reality and that the world is socially constructed with male bias, which silences the women’s 

experience. For instance, men and women have different lived experiences and thus different 

ideas of what different threats are. The term violence is one example of how a term that is 

socially constructed and entails various meanings depending on whether you are a woman or 

man and can therefore not be seen as an objective concept.128 This theory has been used in many 

studies previously that aim at depicting discourses and gender dimensions in public forums. 

One study uses it to understand the discourse of intimate partner violence in the public 

discourses as it emphasizes existing gender structures.129 Another study that uses post-structural 

feminist theory to explain how the framing of women in public discourse affects women is done 

by Quinlan and Bute.130 Women in this study are affected by the discourse regarding sexual 

health care and negatively impacted by it. With the use of post-structural feminist theory could 

the power dimension, structures, and female disempowerment be highlighted. 

 
125 B. Davies, et al., ‘Constituting the feminist subject in poststructuralist discourse’, Feminism & Psychology, 

vol. 16, no. 1, 2006, p.88.  
126 A. Brooks, ‘Postfeminisms: Feminism, Cultural Theory and Cultural Forms’, London, Routledge, 1997, p.47. 
127 M. Shapiro, ‘Language and Political Understanding: The Politics of Discursive Practices’, New Haven, Yale 

University Press, 1981, p. 218. 
128 V. Peterson and A. Runyan, ‘Global Gender Issues in the new millennium’, International Journal on World 

Peace, vol. 28, np. 2, 2011, p.101-103. 
129 C. Cannon, K. Lauve-Moon, and F. Buttell, ‘Re-Theorizing Intimate Partner Violence through Post-Structural 

Feminism, Queer Theory, and the Sociology of Gender’. Social Science, vol. 4, no. 3, 2015, p. 668-672. 
130 M. Quinlan and J. Bute, ‘Where are all the men?’ A post-structural feminist analysis of a university's sexual 

health seminar’, Sex education, vol. 13, no. 1, 2013, p. 54-67. 
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The post-structuralist feminist theory provides this study with a lens on how one can view the 

findings and discuss the discourse of cybersecurity from a gendered point of view. It 

emphasizes the power dimensions that can only be seen if the discourses are deconstructed, 

which is the premise of this study. Furthermore, it discusses what implications different 

discourses can have on women and uses violence as an example that is often linked directly to 

cybersecurity and the securitization discourse based on previous research. 131 The silencing of 

gender and gendered experience is also a key concept in this theory which aligns with the 

previous research in this field. 

 

3.2 Methodology, research design, and analytical framework  
 

This study uses interpretivism as a research philosophy. This is because the study is based on 

the assumption that reality is a social construct that can be understood by decoding languages, 

discourses, consciousness, shared meanings, and instruments.132 This study focuses on the 

underlying meaning of discourses and official documents, such as policies and strategies, and 

uses multiple methods. These methods are the framing method133 and McPhail’s feminist policy 

analysis framework,134 which aim to reflect different aspects of the issue. Using several 

methods is common in interpretivism studies and is necessary to reach the aim of this study.135 

This is because different layers of analysis are needed to depict the nuances in the discourse of 

official documents.  

 

The research type of this study is an inductive approach as it aims to generate new knowledge 

and is based on previous research in the field.136 The research questions and the scope of this 

study are exploratory and aim to fill a research gap. This research type is better suited for this 

kind of study as it is not quantitative research and does not aim to prove a hypothesis or find 

 
131 J. Slupska, ‘Safe at Home’, 2019, p. 83-100. 
132 G. Ryan, ‘Introduction to positivism, interpretivism and critical theory’, Nurse Researcher, vol. 25, no. 4, p. 

41- 49.  
133 E. Björnehed and J. Erikson, ‘Making the most of the frame’, 2016, p. 111-114. 
134 B. McPhail, ‘A Feminist Policy Analysis Framework’, 2003, p. 39-41. 
135 Lumen, ’Chapter 12 Interpretive Research’, Research Methods for the Social Sciences, (website), 

https://courses.lumenlearning.com/atd-herkimer-researchmethodsforsocialscience/chapter/chapter-12-

interpretive-research/, (accessed 5 April 2022). 
136 P. Esaiasson et al., ’Metodpraktikan: konsten att studera samhälle, individ och marknad’, Stockholm, Wolters 
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any causality.137 Furthermore, this study has used a qualitative methodology to answer the 

stated research questions and to answer the aim of this study. A qualitative methodology is 

necessary as the questions aim at understanding complex issues and unveiling different layers 

of dynamics by deconstructing discourses in policy documents based on themes observed in the 

material and informed by previous research.138 A contextual approach to phrasings is necessary 

to understand the different layers of meaning, which is another reason why a quantitative study 

is not suitable.139  

 

The research strategy is a qualitative case study which is a common way to make a qualitative 

inquiry.140 The study relies on a qualitative analysis of textual data such as policy documents. 

The choice of using the methodology of a case study is because it is a useful methodological 

approach if one intends to explore discursive contexts that shape the phenomenon of interest.141 

In this study, the phenomenon of interest is the different ways EU bodies have chosen to portray 

issues in cybersecurity. This study does not intend to explain why specific discourses are used 

but rather uncover what they are, how they are portrayed, and what possibilities and 

implications these discourses can lead to.   

 

The data for the case study was collected cross-sectional at one point in time since this thesis 

does not aim to observe differences over time but how the discourse is constructed now. To 

sample the data different criteria were crafted. Therefore, this study is based on non-probability 

sampling and was not non-randomized as the documents, i.e., the data, were selected 

specifically based on how well they matched the criteria.142 The aim was to gather the most 

recent and relevant documents for each EU body. The data is therefore based on existing 

documents published by each EU body. Data from each body was collected as the aim is to 

analyze different EU bodies’ discourse in official documents. The different bodies have 

different roles regarding cybersecurity, which will be explained in the next section, and 

therefore different types of documents were selected. A maximum of three documents from 

each EU body was collected as the timeframe for this study was limited.  

 
137 P. Esaiasson et al., ’Metodpraktikan’, 2017, p. 124-125. 
138 P. Esaiasson et al., ’Metodpraktikan’, 2017, p. 223-226. 
139 P. Esaiasson et al., ’Metodpraktikan’, 2017, p. 223-226. 
140 R. Stake, ‘Qualitative case studies’, in N. Denzin and Y. Lincoln (eds.), Strategies of qualitative inquiry. 3rd 

ed. California, Sage Publications, 2008, p. 119-120.  
141 S. Mohammed et al., ‘Rethinking Case Study Methodology in Poststructural Research’, Canadian Journal of 

Nursing Research, vol. 47, no. 1, 2015, p. 97-114.  
142 P. Esaiasson et al., ’Metodpraktikan’, 2017, p. 175-193. 
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The documents collected have been chosen based on three criteria: importance to the 

cybersecurity field, time, and references to gender. Importance to the cybersecurity field of a 

document means that the document is seen as a key document that is indicative of each EU 

body’s approach to cyber security. The importance of the documents was based on how often 

they were used and referenced by the different EU bodies in their description of their work, the 

description of the field, and when mentioned by other EU bodies as important to the field. As 

well as if it was a policy or strategy document or a document that affects the prioritization of 

issues in the policy or strategy. The other criterion of Time means that the document is the most 

recent official document, that is seen as important, regarding cyber security and cybercrime, 

published by the body. This is because the study aims to answer how cybersecurity is 

constructed now. If a document is important to the field, it was selected above a less relevant 

document but more recently published. Finally, the criterion refences to gender were added to 

include documents that discuss gender and cybersecurity in the analysis. This is because the 

criteria made it possible to still analyze the way gender is incorporated even though gender was 

not mentioned in other documents that fit the criteria above.  

 

The aim of this study is to understand if and how the way EU bodies portray different issues in 

official documents that discuss cybersecurity makes a difference for women’s rights. Yet, this 

paper does not aim to answer this from a legal standpoint, as mentioned previously, but focuses 

on analyzing policy discourse. Therefore, the chosen method consists of a combination of 

qualitative discourse analysis, specifically the framing method and McPhail’s framework.  

 

The framing method is a qualitative method of discourse analysis that interprets different 

documents and stakeholders and then conceptualizes the findings in different “frames”.143 This 

analytical framework was chosen as it structures the different discourses used by different 

actors in different frames. It is a valuable method when one wants to analyze how actors portray 

certain issues in different settings, such as official documents.144 The method provides the 

necessary tools to be able to describe how different EU bodies portray and prioritize issues in 

their documents. As this method also focuses on the deconstruction of language and the theory 

that words are socially constructed, it aligns with the theoretical framework (post-structural 

 
143 R. Dekker, ‘Frame ambiguity in policy controversies: critical frame analysis of migrant integration policies in 

Antwerp and Rotterdam’, Critical Policy Studies, vol. 11, no. 2, 2017, p. 129-133.  
144 R. Dekker, ‘Frame ambiguity’, 2017, p. 129-133. 
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feminist theory) for this study.145 The method highlights the importance language has towards 

political actions and social concepts and can therefore give a better understanding of whether 

and how women’s interests have been taken into account by the framing of gender.146 The 

framing method shows what and how a concept is discussed and what limitations it brings to 

the concept. This method is widely used in different fields but is a popular method in 

international relations and politics research.147 An example when this has been used before is 

in a study that observes how different issues and conflicts are portrayed in policies regarding 

migrant integration.148 This method has also been used in a working paper that has a gendered 

approach to the framing method to depict different gender issues in different discourses.149 The 

framing method is often divided into two parts: the framing process and the frame effect.150 

Others have adding the institutionalization process of frames and the extension of frame effects. 

However, this study does not aim to discuss how the frames were formed over time and it will 

not take any other stake holders into consideration. Only the frames that can be observed in the 

chosen documents will be discussed. Therefore, they can be said to reflect the official policies 

and strategies of the EU and represent accepted and institutionalized frames.151 The frame 

effects will not be analyzed as political measures and other non-textual factors will not be 

considered and are outside of the scope of this study. Only implications and not observed effects 

will be discussed.  

 

To detect frames a coding scheme was used.152 This coding scheme is formulated by several 

questions that aims at describing different reasonings in cybersecurity documents. The 

formulated questions are commonly used in studies when a framing analysis has been 

conducted.153 These questions aim at detecting who the actor is, what the issue is, who the 

victim is, and similar questions (for the full list of questions that investigate each frame, see 

Appendix 1).154 Different frames can be used parallel in discourses, hence every time an issue 
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was raised, a new frame was detected and all the questions were applied anew. The frames were 

constructed by manually reading the documents and using the coding scheme which highlighted 

when different frames was used. Each new frame was then examined with regard to how many 

times it was discussed and in how much depth. Thus, a contextual understanding and close 

reading of the documents were necessary, and therefore a manual coding of the documents was 

preferred over an automatic coding scheme. Because automatic coding has been critiqued for 

not being able to observe contextual nuances.155 The most dominant frames are then presented 

in the findings which are based on the coding.  

 

To add to the framing method, the study used McPhail’s Feminist Policy Framework,156 a 

framework that makes women and other marginalized groups visible via systematic evaluation 

of social policy. The reason for adding this analytical framework is because the framing method 

helps to simply identify different frames. At the same time, McPhail’s policy analysis offers an 

additional layer of explanation about the gender frame, which is the aim of this study. A more 

comprehensive observation is thus necessary as this study aims to analyze how the 

incorporation of gender impacts women’s rights. This framework emphasizes and is critical of 

the fact that many policies are gender-neutral, and therefore it highlights what the framing 

method might overlook, namely women.157 Therefore, it should be regarded as a 

complementary framework to fill in the gaps in the framing method. 

 

The policy analysis provides a set of questions for the material from a feminist perspective 

which will generate additional findings.158 It includes a series of questions that intend to show 

the different implications the different policies have for women. Because of the limited scope 

of the study, not all questions will be asked for each document, only those that I have deemed 

to be the most relevant to the framing of gender in the cybersecurity documents. The choice of 

questions was based on if the questions could be answered by the documents and if the answers 

were relevant to the aim of this study. The questions that have been applied are divided up into 

ten separate themes: Values (what values the policy is based upon), State-market control (how 

the policy affects the state market control over women), Multiple identities (if multiple 

identities of women are discussed), Equality (if the policy has implications on gender equality), 

 
155 T. Dombos, ‘Critical Frame Analysis’, 2012, p. 4-13. 
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Special treatment/protection (if women receive special treatment or protection in the policy), 

Gender neutrality (if the policy is gender-neutral), Context (in what context the policy is 

constructed in), Language (what language is used), Equality/rights and care/responsibility (if 

there is a balance of rights and responsibility) and power analysis (what are the power dynamics 

within the policy).159 (For the full list of questions that investigate each theme, see Appendix 

2).  

 

This study will be based on a post-structural feminist theory as mentioned above.160 The theory 

was selected in connection to the aim of the study, which is to answer what difference the way 

EU bodies discuss cybersecurity makes for women’s obtainment of their rights. Post-structural 

feminist theory focuses on the women’s experience and the construction of narratives and 

highlights invisible gender structures. As such, it is the most suitable theory for highlighting 

the women’s experience in cyber policy discourses.  

 

3.3 Description of EU bodies and material 
 

The decision to analyze the cybersecurity policy and strategy of different EU bodies is to be 

able to draw conclusions on how each body portray issues and if different EU bodies use 

different discourses or portrays gender issues differently or in the same way. The EU bodies 

analyzed in this study are the European Commission, Europol, the European Union Agency for 

Cybersecurity (ENISA), the European Parliament and the council of the European Union. The 

reason these bodies were selected is because they are instrumental in the EU’s policy work 

regarding cyber security.161 They all have different roles regarding cybersecurity policies, and 

they are all involved in the implementation and the discussion of cybersecurity policies in 

different regards. They all have a role in how cyber security policy is structured and all have 

some margin of adapting to a gendered approach to certain cybersecurity and crime issues. 

Hence, they all can incorporate gender in different ways.  

 

The roles of the EU bodies will now be discussed. The European Commission mainly adopts 

cybersecurity polices and creates and EU bodies and their mandate.162 ENISA works solely 
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with cybersecurity, they have an advisory role to the European Commission regarding 

cybersecurity as well as states and businesses.163 They spread awareness of cybersecurity issues 

to citizens and states and the EU in general, they also implement the NIS Directive, which is 

the EU’s cybersecurity framework.164 They provide support with cybersecurity issues when 

needed as well. Europol has a division called EC3, which specializes on cybercrime, the 

division implements and works actively against cybercrimes and conducts reports on threat 

assessments of the cyber realm or threat assessments that cybercrime is a part of where they set 

priorities for the fight against cybercrime.165 The council of the European Union declares the 

EU government members’ voices, adopt the EU laws and coordinates the EU policies, such as 

cybersecurity policies.166 The European parliament has legislative, supervisory, and budgetary 

responsibilities and can publish briefings or requests on existing cybersecurity policies or 

proposed cybersecurity policies and general official documents.167  

 

The material chosen is official documents that discuss cybersecurity. They are, for the most 

part, policy documents, strategy documents, or briefings. These documents are chosen as they 

have a lot of influence and provide an in-depth understanding of how an EU body work with 

cyber security at a policy level. Some bodies have fewer documents, however, that is because 

there were not enough documents that passed the criteria mentioned above for data selection. 

The documents that have been analyzed are the following:  

 

By the European Commission: The EU's Cybersecurity Strategy for the Digital Decade168, 

which outlines the EU’s vision for the domain of cybersecurity and is seen as a key document 

in the field. The Cybersecurity Act169, which outlines the EU’s strategy towards cybersecurity 
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challenges, and the 2020 Communication from the Commission on the EU security union 

strategy170, the most recent briefing of how the European Commission wants to formulate the 

EU’ new cyber security policy and strategy. By Europol: Europol’s EU Serious and Organised 

Crime Threat Assessment 2021171 (SOCTA) report from 2021 that outlines the identified threat 

trends in serious and organized crime in the EU and the Internet Facilitated Crime Threat 

Assessment 2021172 (IOCTA) report from 2021, which outlines the identified and prioritizes 

threat trends that are internet facilitated. By ENISA: ENISA's year review of the cyber threat 

landscape 2021173, that presents their observations of the cyber threat landscape, and A trusted 

and cyber secure europe; ENISA Strategy174, their strategy that was published 2020 that 

describes their strategy for the cybersecurity field. By the Council of the European Union: The 

Conclusions on the EU cybersecurity strategy175, where they state their conclusions on the EU 

cybersecurity strategy, and Directive (eu) 2016/1148 of the European parliament and of the 

council concerning measures for a high common level of security of network and information 

systems across the Union,176 a directive of the council of the European Union and the European 

parliament where they discuss cybersecurity in terms of security networks and information 

systems. By the European Parliament: The European Parliament resolution on empowering 

women and girls through the digital sector177, which discuss empowering women and girls in 

the cybersecurity field and digital sector, and the European Parliament resolution of 14 

December 2021 with recommendations to the Commission on combating gender-based 
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violence: cyberviolence178, where they discuss the need for the European Commission to 

combat cyberviolence as a form of gender-based violence.  

 

3.4 The methodological limitations  
 

With every study comes certain limitations and this study is no exception. Firstly, as this study 

uses an interpretivism stance in the research, there is a risk of bias.179 As the theory and one of 

the analytical frameworks, the policy framework, are based on feminist values, this also can 

lead to a biased representation of the findings. However, since the findings will be based on 

how the documents construct the issues and then the feminist methodology and theory will be 

applied, the results in themselves should therefore be mitigated of the biggest risk of bias. 

Moreover, there is a methodological concern of the risk of confirmation bias in this study, 

however, in interpretive research there is always a risk that the interpretation is biased in favor 

of the researcher.180 Although, complete objectivity is impossible to be achieved, to combat this 

risk the principle of confirmability has guided the analysis.181 The principle of confirmability 

entails that I tried to keep my values or normative biases from affecting the investigation.182 

The study also aims to conduct and present the analysis in a transparent way to minimize bias.  

 

Furthermore, choosing a qualitative case study as a research design limits the study’s 

generalizability.183 The results can therefore not be seen as statistically meaningful. However, 

the method does give room for interpretation and different layers of analysis that would not be 

possible otherwise. A method that can observe the different nuances of documents is necessary 

as the aim is to understand the different portrayals of cybersecurity issues. Hence, the 

generalizability of the results is not as reliable as a quantitative study, however, the findings 

can still be seen as relevant in other contexts where nuanced and contextual answers are 

preferred. In addition, as the methodology is based on discourse analysis, it is likely that 

different researchers might come to different conclusions and findings and interpretations of 

the findings. The operationalization of this study has been transparent, and a coding scheme has 

been applied that aim to minimize that risk. Moreover, the validity and reliability in qualitative 
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research cannot be measured in the same way as in quantitative research and are not as 

evident.184 For the findings of this study to be seen to have strong validity and reliability the 

operationalization and the data collecting method needs to be based on a systematic approach. 

Which is why I implemented criteria for the data collection and a coding scheme for the analysis 

of the data, by both the framing method and the presented policy questions.185  

 

Furthermore, possible limitations of this study can also be found when observing the data. When 

conducting a frame analysis, a wide spread of different discourses is often used, as well as over 

a longer period of time and space, to be able to draw generalizable results.186 However, as this 

study does not aim to discuss the framing process or the frame’s generalizability to any extent 

other than how the EU bodies frame cybersecurity based on the cybersecurity documents, the 

same requirements are then not necessary. Hence, observing the discourses that the EU creates 

in other types of channels is therefore not a necessity for this purpose. The focus of this study 

rests upon the official documents rather than on any other level since the purpose of this study 

is to problematize how the EU constructs the problem of cybersecurity and the possible 

implications of the discourse, rather than how effective their policy is. Furthermore, the 

materials chosen are proposed and constructed by the European Commission, ENISA, Europol, 

the council of the European Union, and the European Parliament. So, the material will be from 

their perspectives. However, it is important to remember that the members of each institution 

are representatives of the member states. As this study is also affected by limited time and 

space, some demarcations had to be made. These demarcations, however, should not be 

considered changing the results in a significant way as the most relevant documents were 

analyzed and all the main EU bodies as well. Therefore, the most relevant documents were still 

attested for even though the number of analyzed pages differed between the EU bodies. 

Moreover, there might be other ways gender and cybersecurity issues are discussed that might 

not be observed in the chosen documents, which affect the results of this study. Although the 

aim is primarily to examine how cybersecurity documents and policies incorporate gender, 

other documents would then fall out of the scope of this study.   
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The framing theory has been criticized in the past for being conceptually unclear and not 

offering tools to analyze in a significant way.187 As many uses it differently, the 

operationalization varies, therefore, to combat this risk the study has attempted to be as 

transparent as possible with the operationalization and aim of the method. As it is not used to 

measure effects, only to categorize discourses into frames and then discuss the implications of 

those frames in a way that does not aim to measure or discuss “proven” effects, these risks are 

accounted for. The policy framework also provides limitations as the questions are formulated 

in a matter that can lead to subjective reasoning. However, this is mitigated by backing up every 

answer by proof directly from the documents. Moreover, it can be argued that the method is not 

properly conducted as the policy analysis framework has been applied to non-policy documents 

as well. However, the aim is not to decide if a policy document is a good policy that protects 

women but to illustrate the overall implications of the overall framing of the official policies 

and strategies in a nuanced matter. Therefore, this method is still applicable and viable for the 

aim of this study. 

  

4. The findings  
 

In the findings chapter, the different frames that have been observed will be presented. The 

chapter will disclose how the threats and aims of cybersecurity are constructed and divided up 

into different frames. The findings will present the most dominant frames, from the most used 

and prominent to the least used and formulated frame. The findings chapter will be divided up 

into two separate parts. First, the frames used in documents that are seen as important in the 

field, which discuss overall cybersecurity issues, will be presented. Then the frames used in 

documents that target gender issues specifically in cyberspace will be presented. When the 

frame of gender has been observed or seen as missing, an application of McPhail’s policy 

analysis will be made to depict the different layers of that specific frame and deepen the 

understanding of the frame's implications. 
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4.1 The frames based on cybersecurity documents  

 

The frame of the Protection of the EU and its member-states from securitized threats 

The most dominant frame in the documents regarding cybersecurity is the protection of member 

states and the EU as an institution from securitized threats.188 What the threats are and where 

they come from varies, however, for the most part, it is the depiction of an abstract threat that 

is based on the notion that there are a lot of different threats from a lot of different actors.189 

The specific attacks that member states and the EU needs to be protected from are often 

described as cyberattacks or cybercrimes. "To strengthen Union cybersecurity structures, it is 

important to maintain and develop the capabilities of Member States to comprehensively 

respond to cyber threats, including to cross-border incidents."190 This frame is held by every 

EU body.191 These threats are then portrayed to have severe consequences for member states 

and the EU. For instance, ransomware groups, other states, and other actors invested in using 

extortion on member states, leaking member-states data, using DDoS attacks, and encrypting 

state-owned data are often discussed.192 Therefore, to combat these threats must different 

measures be taken by the different EU bodies and the member states, such as technological 

advancements and policy, strategy, and legislature adaptations.193 Moreover, the threat 

governments faces are often constructed similarly to the ones the EU faces. "Given their high 

political profile, critical missions to coordinate highly sensitive issues, and role in managing 

large sums of public money, the EU institutions, bodies, and agencies are regular targets of 

cyberattacks."194 Many threats are portrayed to come from outside of Europe. An urgent need 

to be protected from these threats is described by many EU bodies, therefore should a lot of the 

cybersecurity be centered to this cause to be ahead of the describes “cyber arms race”.195  

 

However, the frame is not shared by the European Parliament on all accounts. The EU body 

states the need to protect states and the EU against cyberthreats, however the Council of the 

European Union emphasizes that the EU should primarily focus on cyber diplomacy and 
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mitigating risks.196 Other threats highlighted by EU bodies are terrorism, organized crime, and 

extremism that is based on digitalization and other areas that rely on cyberspace, such as 

trafficking.197  

 

Overall, the frame is based on different interpretations of different threats that are argued to be 

a severe security risk for the EU and member states and, according to them, must therefore be 

prioritized. An example of this is that the cybersecurity policy is described to aim to be a shield 

from the rest of the world that wants to hurt the EU and the EU's member states.198  

 

The frame of the protection of the citizens' welfare 

Another evident frame was the construction of a threat against the citizens' welfare. All of the 

EU bodies portrayed the citizens' welfare as being threatened by different cybersecurity threats, 

such as cybercrime and cyberattacks.199 The citizens' welfare entails the protection of the 

citizen, the society's overall welfare, and the protection of democracy.200 For example, the 

European Commission states: "The EU's economy, democracy and society depend more than 

ever on secure and reliable digital tools and connectivity."201 Several areas of society are 

mentioned as targets, such as banks, hospitals, public administrations, and democratic 

institutions.202  ENISA states that its aim is "to keep Europe's society and citizens digitally 

secure."203 In addition, in the description of the threat to citizens' and/or the society's welfare 

are democracy and the spread of misinformation emphasized throughout as vital aspects of 

protecting citizens.204 Disinformation is described to be spread by different actors with different 

agendas, such as aiming to tamper with elections and democratic institutions and weaken social 

cohesion.205 ENISA portrays future threats as focusing on “strategic objectives by conducting 

cyber-enabled information operations for the next decade focusing on important geopolitical 

issues like elections, public health, humanitarian crises, human rights, and security.”206 Overall, 

the citizen is often discussed as a part of the society and discussed from a perspective of 
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protecting them from threats by other actors that can harm them individually and society as a 

whole.207  

 

The frame of the protection of economic and financial interests  

The third frame that is also dominant is the protection of economic and financial interests. 

Sentences such as "Globalisation, free movement, and the digital transformation continue to 

bring prosperity, make our lives easier, and spur innovation and growth"208 are continuedly 

used throughout EU bodies portrayal of cybersecurity. This frame is used by all EU bodies in 

their different documents, ranging from policies209 to threat assessments210. "The impact of a 

cyberattack often cannot be isolated and can trigger chain reactions throughout the economy 

and society, affecting millions of individuals."211 The discourse emphasizes the monetary loss 

cyber incidents can cause outside of Europe, the EU, member states, on businesses, and 

individuals.212 This frame is often used and emphasized throughout the documents. For 

instance, Europol describes that "serious and organised crime severely affects economic 

development in Europe and beyond."213 In addition, the businesses are also commonly 

portrayed as victims when describing the threat of financial losses. For instance, the council of 

the European Union and the European parliament use the following as an example of why it is 

necessary to include businesses in the policies and legislature;  

The security, continuity and reliability of the type of digital services referred to in 

this Directive are of the essence for the smooth functioning of many businesses. 

A disruption of such a digital service could prevent the provision of other services 

which rely on it and could thus have an impact on key economic and societal 

activities in the Union.214  

The Member States and the EU are mentioned as well throughout in the discussion of a safe 

market and the importance of a prospering economy; "[the council] STRESSES that 

cybersecurity and the global and open Internet are vital for the functioning of public 

administration and institutions at both national and the EU level and our society and the 
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economy as a whole."215 In the frame of financial and economic losses are individuals also 

described as potential targets and important subjects to shield.216  

 

Overall, the discourse is centered on a want to boost the economy and create trust in the market 

and the importance of shielding the economy and businesses from cyberattacks as cyber 

incidents lead to distrust and financial loss.217  The frame of economic interests is thorough and 

often portrayed in the documents when cybersecurity is discussed. Financial losses for 

businesses and individuals, a stable and open economy, and a secure international market are 

promoted and constructed as important issues for member states and the European Union 

overall to combat and protect.218  

 

The frame of the protection of human rights and European values 

The fourth frame is constructed to uphold and protect human rights and European values. All 

the EU bodies stress this in their discourse regarding cybersecurity policy.219 There are three 

different approaches to human rights in the discussion of human rights and European values. 

Firstly, it describes protecting individuals' human rights from other actors, such as 

cybercriminals, cyberattacks, and businesses.220 Secondly, it is formulated to protect civilians 

from cyber violations that are done by states, such as spying on emails and therefore violate 

their right to privacy.221 Finally, it is constructed to emphasize that all the directives, strategies, 

and policies suggested or implemented are in line with human rights and European values.222 

The European parliament states in their briefing on cybersecurity that they "CALLS FOR the 

promotion and protection of the core EU values of democracy, the rule of law, human rights 

and fundamental freedoms”.223 The parliament also describes particular rights that are in need 

of special protection; “including the right to freedom of expression and information, the right 

to freedom of assembly and association and the right to privacy in cyberspace."224 The 
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documents discuss that cybersecurity is vital because otherwise, human rights would be left 

unprotected in the case of cybercrimes and cyberattacks.225  

 

Overall, this frame is apparent in all documents and bodies discourse regarding cybersecurity. 

The portrayals of issues that cybersecurity needs to address are then to protect the citizens from 

outside and inside threats that violate their human rights and go against European values.  

 

The frame of the protection of the child 

The following frame is not as apparent in the EU bodies, and it is more rarely discussed and not 

as detailed. However, the last frame that could be observed was the protection of children from 

sexual exploitation. All EU bodies discuss the issue and discuss how to improve the 

situation.226 "The exponential growth of child sexual abuse material online has shown the social 

consequences of changing patterns of crime,"227 states the European Commission. All EU 

bodies condemn it and discuss it as an important issue to raise when discussing cybersecurity 

and cybercrime in general. "Child sexual abuse relies on the digital environment: this calls for 

concrete action and a framework to ensure respect for fundamental rights."228 The EU bodies 

often use the term "the most vulnerable" members when discussing the issue; "The EU should 

also continue to fight for the protection of the most vulnerable members of society online, by 

putting forward legislation to better protect children against child sexual abuse and exploitation 

and a Strategy on the Rights of the Child."229 Some bodies state that because sexual behavior 

has been normalized, it has become more common to share self-generated material 

'consensually or through coercion', more specifically 'as a result of manipulation or ransom'.230 

This creates higher risks for children, who are more vulnerable to such predatory sexual 

behavior which social media is a big part of, according to Europol.231  

 

Overall, the frame the protection of the child is concise and established among all EU bodies. 

It is emphasized that it is necessary to protect the most vulnerable in society and that children 

face a high risk of being exposed to cybercrime.232  
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The missing gender frame  

This paper aims to observe how gender is discussed and perceived in terms of cybersecurity, 

therefore will a gender frame be analyzed as well, or the lack of it, more exactly. It is observed 

that a frame that emphasizes the protection of women or gender, in general, is missing. The EU 

bodies rarely discuss cybersecurity and gender, or equality, and it only happens on a few 

occasions. This is based on the documents seen as the leading documents in this field when 

discussing and implementing cybersecurity strategies, policies, and legislation, such as the 

cybersecurity policy233, the cybersecurity act234, as well as the different threat assessments 

produced by ENISA235 and Europol236. The EU bodies, in these documents, do not portray 

gender as an important factor in the construction of threats and aims in cybersecurity.  

 

However, a gendered language has been used on a few occasions, which will be presented 

below. The European Commission states the following "It will also encourage women's 

participation in science, technology, engineering, and mathematics ('STEM') education and ICT 

jobs upskilling and reskilling in digital skills."237 The council of the European Union, the one 

time it discusses gender, encourages this in their document regarding the new cybersecurity 

policy.238  This way of portraying women’s issues puts the emphasis on increasing women in a 

male-dominated field, although it does not include the reasoning why this is necessary or any 

other gender-related issue in cybersecurity. Moreover, women are also mentioned by Europol, 

which they only did when trafficking was discussed.239 However, they discuss it in a 

contradictory manner. They mention that there are many different types of victims of sexual 

exploitation but then later explained that it is mostly women.240 "Traffickers abuse victims of 

sexual exploitation, both adult and underage, male and female."241 By stating that it is both male 

and female, the aspect of protecting those that are most vulnerable disappears in terms of 

trafficking. "The sexual exploitation of victims of THB takes place in all Member States. The 

origins of victims of THB used for sexual exploitation in the EU are highly diverse… These 
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victims are mostly female, both adult and underage."242 When trafficking has been discussed 

by other EU bodies, gender has not been mentioned. Hence, in the portrayal of trafficking for 

sexual exploitation and surrogacy are women mentioned but the overall discourse does not 

center women as potential victims. Women are not mentioned in any more significant context 

by any other EU body or document. The overall construction of women's issues in cyberspace 

can be viewed as non-existent. Overall, the discourse is gender neutral as gender is not 

mentioned as a factor or a specific group that is portrayed as vulnerable or exposed to threats. 

This is clear when revenge porn is mentioned in one sentence as a cybercrime that has increased, 

but no more context than that is given.243 

 

The European Commission states the following sentences regarding crime in general "The EU 

needs to ensure a secure environment for everyone, whatever their racial or ethnic origin, 

religion, belief, gender, age or sexual orientation."244 Therefore, the European commission 

claim that women should be a factor when discussing cybercrime, however, as seen above, it is 

missing from the documents regarding cybersecurity. Gender, equality, or women are overall 

missing from the construction of threats and aims in cybersecurity documents and therefore it 

can be observed as a missing as a frame. When depicting threats in cyberspace are individuals, 

specific human rights, the protection of the most vulnerable (children), the protection from 

specific cybercrimes, and other areas discussed, women, however, are rarely mentioned.  

 

4.1.1 An implementation of McPhail’s policy analysis on the frames  

In the following section, McPhail’s policy analysis framework will be implemented on the 

documents cumulatively as the documents have been observed to contain the same discourse 

of gender, similar language, and overall frames. The documents that aim to address gender 

issues are not discussed in this section as the overall discourse is widely different from the other 

documents. These documents will be discussed later when the gender frame is presented.  

 

Values 

The EU bodies' values are based on feminist values as they promote equality and aim to create 

gender equality and gender mainstream in all their policies.245 Which feminist theory is not 
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specified, and the values are stated to be based on humanitarian and European values.246 There 

is no value conflict being represented in the documents as they are all based on the same values. 

However, some issues are more emphasized than others, which shows a prioritization of values. 

Such as the need for protection of the state and the EU instead of the protection of women.247  

 

State-market control 

The policy does not contain elements of social control of women. The documents do replace 

the patriarchal male, the protector, with the patriarchal state because it increases women’s 

dependency on the EU and states as they are proclaimed to be responsible for the protection of 

citizens from cybercrimes and cyberattacks.248 However, the policies mentioned the need for 

individuals to be self-aware of the threats they face in cyberspace.249 Which is harder for women 

as their issues are not mentioned by the EU bodies in any larger extent. The documents only 

mediate gender relationships when expressing the need for businesses and states to increase 

women’s participation in the STEM field.250 This then emphasizes that states need to be more 

responsible for the uneven gender bias/distribution in the work field, thus, strengthening the 

advocacy for women while not increasing women’s dependence on the state or businesses.  

 

Multiple identities 

Nationality, age, and class are mentioned in relation to gender in these documents however, 

only once or twice as gender are so rarely mentioned. These identities are mentioned in terms 

of who is mostly exposed to trafficking and sexual exploitation.251 In the discussion of the most 

typical victims regarding trafficking, surrogacy, sham marriages, selling newborns, and being 

victims of home slavery, Europol gives a more detailed picture: "These victims are mostly 

female, both adult and underage. They are typically recruited using false promises of well-paid 

jobs abroad, to escape precarious living conditions, financial instability and social and familial 

hardship."252 Class is indirectly mentioned as women are mostly mentioned in terms of 

increasing women in the STEM sector, which would indicate a higher level of education and 

ability to work in this field.253 The documents do not provide with an in-depth description of 
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women and women’s issues and therefore cannot an assumed standard for all women be 

observed. The documents mention that women are not being represented in the cyber field as 

well as facing many different types of threats, as stated above. However, not to any larger extent 

than that. It states that women with less economic means are often in more danger of certain 

threats.254  

 

Equality 

The documents do not equate to gender equality, however, some areas do improve, such as 

male-dominated work fields.255 The policies mainly focus on other cybersecurity issues and not 

gender equality. However, the documents do not lead to disparate impacts as it aims to keep 

everyone and the state protected. Although, as gender is not mentioned, it does not improve 

either. For the majority, the discourse does not treat people differently or consider the 

differences to create gender equality. When it does, it is the empowerment of women in the 

work field.256 This policy would be acceptable if the roles were reversed, as gender is rarely a 

factor.  

 

Special treatment/protection 

There is no special treatment of women that can cause unintended double standards as the 

responsibility to increase women in the workforce is put on the state and businesses and not on 

women themselves. In addition, the emphasis is on free will and eradication of a biased work 

field.257 No group is labeled different or special and the special treatment put in place still 

emphasizes free will so no constraints come from encouraging women in the field.258  

 

Gender neutrality 

Gender neutrality hides the gendered nature of certain cybersecurity issues as they are not 

included in the policies or strategies.  

 

Context 

Women are not visible in the documents but rather invisible. The documents do not consider 

the historical, legal, social, cultural, and political contexts of women’s lives and lived 
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experiences as it does not mention women in general. Cybersecurity, in general, is not seen as 

a traditional "women's" issue. However, cybersecurity highly affects women's everyday life, 

and women are especially vulnerable to certain cybercrimes, which is why it still can be seen 

as a women's issue, among others.259 As women's experiences are not mentioned, and 

cybersecurity is male-dominated, it can be argued that the documents are based and examined 

from a male perspective and bias. However, the documents are gender-neutral, and therefore, 

male experiences are not extrapolated onto women directly.260   

 

Language 

The language used infers female invisibility as the discourse is non-gendered for the most parts, 

even though certain issues affect women disproportionately, such as revenge porn.261 No 

gendered expectations and language can be encoded from the documents.   

 

Equality/rights/care/responsibility 

In terms of equality, women's rights and responsibilities are language neutral. The policy 

actions promote individual rights, but since it is based on male experiences and less on gendered 

issues, there is an indirect bias on whose rights are the most protected.262 The portrayed threats 

are often described in public terms, such as financial threats, while cyberviolence towards 

women is not mentioned, which indicates that these areas are private matters.263 Therefore, the 

documents sustain the idea that women are viewed to be private actors. The policy does bring 

corporations and the government into a caring and responsible role.264  

 

Power Analysis 

The documents empower women in the STEM sector but in no other way than that.265 The EU 

and the states have possibilities to empower women, and the EU can empower women to a 

much larger extent if they want to. The other competing representations are the frames 

presented in the section above, such as state security, protection of the economy, society, human 

rights, and children. The documents do not affect the balance of power as the discourse is 
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constructed in the same way as previously, in a non-gender matter.266 It only strengthens the 

ongoing power balance of EU and state security.  

 

4.2 The frames based on documents that target women's issues 
 

A missing gender frame has been observed in the overall discourse in cybersecurity policies 

and strategies, therefore, will this part focus on when gender has been incorporated in the 

discourse. The framing method will be applied to the two documents that do focus on gender 

to deduce what the frames are when gender is considered in cybersecurity. Two frames have 

been observed formulated by one EU body, the European parliament. These documents are not 

cybersecurity policy documents or cybersecurity reports, as no document aimed to target 

women's issues, as mentioned previously, but briefings published by the European parliament 

regarding women in the cyber domain. 

 

The frame of protecting women  

When observing the documents that target women's issues in the cyber domain a dominant 

frame can be observed, which is the protection of women, this frame is held by the European 

Parliament. When gender is portrayed in cyberspace, it is dominated by the frame of the need 

to protect women and women's rights. For example, the European Parliament states the 

following:  

Underlines the importance of identifying the challenges posed by the use of ICT 

and the internet to commit crimes, issue threats, or perpetrate acts of harassment 

or violence against women; urges policymakers to address these issues properly, 

and to see to it that a framework is put in place to ensure that law enforcement 

agencies are able to deal with digital crimes effectively;267 

It is stated that women should be protected by measures taken by the state and the EU, such as 

policies, legislation, awareness-raising, and other initiatives.268 However, the focus is mostly 

on the legal framework.269 Furthermore, it also states that there are different threats that women 

are exposed to. For instance, they should be protected from a digital environment that could " 
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harmful to their health;"270 and, most of all, be protected from cyber violence that includes 

cyberharassment cyberstalking, ICT-related violations of privacy, remote control or 

surveillance, threats, sexist hate speech, and many other types.271 In regard to which women are 

referred to, the European parliament states the following,  

The personal scope of the proposal should cover all victims of gender-based 

cyberviolence, with a specific recognition of intersectional forms of 

discrimination and victims participating in public life, which include: women and 

girls in all their diversity; and LGBTIQ people on the grounds of gender identity, 

gender expression or sex characteristics.272 

The frame the protection of women is evident also when discussing the empowerment of women 

in the STEM sector as it argued that more women in the field will help improve the threats 

women face in cyberspace.273  

 

The frame is overall apparent when observing women’s issues in cyberspace where 

cyberviolence is prevalent in briefings published by the European parliament. However, the 

frames, as mentioned, cannot be observed in the cybersecurity discourse or by other EU bodies.  

 

The frame of increasing women in the STEM field  

Another competing discourse in gender and cybersecurity is the empowering of gender in the 

STEM field. It can be observed in The European Commission, the council of the European 

Union, and the European parliament documents, as stated in the section the missing gender 

frame above, however briefly.274 The frame was thoroughly discussed in the parliament’s 

resolutions.275 The empowerment of women in the sector is stated to be important for gender 

equality overall but also for the protection of women's issues, the eradication of sexual 

harassment and sexism that is displayed in cyberspace and should, according to the European 

parliament, be discussed in terms of cyber space, which can be observed in the following 

statement:  

 
270 European Parliament, ‘empowering women and girls’, 2018, (17). 
271 European Parliament, ‘combating gender-based violence’, 2021, p. 6-9. 
272 European Parliament, ‘combating gender-based violence’, 2021, p. 21. 
273 European Parliament, ‘empowering women and girls’, 2018, D. 
274 European Commission, ‘The EU's Cybersecurity Strategy’, 2020, p. 12. 
275 European Parliament, ‘empowering women and girls’, 2018. 
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Whereas there is a significant gender gap in access to professional and educational 

opportunities in relation to information and communication technologies and to 

computer skills;. whereas sexism and gender stereotypes constitute a serious 

obstacle to equality between women and men, and further widen the gender gap 

in the digital sector, making it difficult for women to develop fully their capacities 

as users, innovators and creators;276  

The frame of empowering women in the sector is overall more widely used than the frame the 

protection of women as more EU bodies uses it, however, only briefly. Overall, the frame is 

often submerged with the frame of protection of women when only the European parliament is 

observed.277    

4.2.1 An implementation of McPhail’s policy analysis on the frame protection of women  

 

The following section will apply McPhail’s policy analysis on the frame protection of women 

that was based on the two documents published by the European parliament. This is because 

the incorporation of gender can clearly be observed in this document which allows for the 

analysis of the implications of a gendered approach later.  

 

Values 

Feminist values undergird the policy in the frame above.278 Which specific feminist theory and 

which values are not discussed. No value conflicts can be observed.  

 

State-market control 

The documents do not contain elements of social control over women. The document 

emphasizes women’s vulnerable position in society and emphasizes the states and the EU’s role 

in increasing their safety.279 This implies that women are dependent on states to keep them safe, 

however, no obligations are put on them in a matter that reinforces the patriarchal state.280 For 

the most part, the documents strengthen state-market control by putting the responsibility on 

the states and the EU to keep women safe, but no responsibility is put on the family or man.  

 

 
276 European Parliament, ‘empowering women and girls’, 2018, F. 
277 European Parliament, ‘empowering women and girls’, 2018, 6. 
278 European Parliament, ‘combating gender-based violence’, 2021, p. 2.  
279 European Parliament, ‘combating gender-based violence’, 2021, p. 11, (1). 
280 European Parliament, ‘combating gender-based violence’, 2021, p. 11, (5). 
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Multiple identities 

The documents consist of women's multiple identities, and women are not reduced to white, 

middle-class heterosexual women.281 This is shown by many examples, emphasizing the 

different risks women face in cyberspace depending on which identity they adhere to, such as 

LGTBQ, class, ethnicity, and others.282 As well as the possibility to adhere to more than one.283  

 

Equality 

The documents aim to create gender equality, and if implemented, gender equality would be 

strengthened. This is because the documents are based on statistics showcasing different 

inequalities and different risks women face because they are women, which they aim to 

rectify.284 The documents aim to combat gender-based violence, that cyber violence is a part 

of, by considering women’s issues differently to increase their level of protection.285 The policy 

would be acceptable to men if the roles were reversed as it aims to combat the threats that they 

are disproportionally exposed to.  

 

Special treatment/protection 

The document focuses on the EU’s and member states’ responsibility to protect women and 

does not restrict women’s choices and life. The documents do not create any double standards 

even though women’s issues are treated differently than men’s issues.286 The documents could 

focus on restricting women’s space online, however, this document does not do that and instead 

shift the responsibility to the perpetrators and society and not to the women.287  

  

Gender neutrality  

The language is not gender-neutral as it focuses on women's experiences that separate the lived 

experiences of women from men and therefore emphasizes the gendered nature of specific 

cybersecurity threats.288 

 

Context 

 
281 European Parliament, ‘combating gender-based violence’, 2021, p. 6, (D). 
282 European Parliament, ‘combating gender-based violence’, 2021, p. 6, (E). 
283 European Parliament, ‘combating gender-based violence’, 2021, p. 6, (D). 
284 European Parliament, ‘combating gender-based violence’, 2021, p. 2.  
285 European Parliament, ‘combating gender-based violence’, 2021, p. 6, (F). 
286 European Parliament, ‘combating gender-based violence’, 2021, p. 6, (H). 
287 European Parliament, ‘combating gender-based violence’, 2021, p. 12, (6). 
288 European Parliament, ‘combating gender-based violence’, 2021, p. 7, (F). 
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Women is overall centered in the policy, and it takes many different perspectives into account, 

such as social and cultural aspects.289 The documents are seen as traditional women's issues as 

gender-based violence is considered a traditional women’s issue.290 The male experience is not 

used as a standard, instead the women’s experience is.291 It is unclear from which bias the 

documents have been examined by as it is not divulged, however, the documents centers on 

women’s protection. Nevertheless, more and stronger measures can be taken than those 

presented in the documents as the document uses words such as “encouraging”.292  

 

Language  

The male perception is not apparent in the language or context as it focuses on women's 

experiences, and the documents do not create female invisibility. Moreover, it does not include 

encoded gendered expectations as it focuses mostly on the member states and the EU's 

responsibilities.293  

 

Equality/rights/care/responsibility  

The documents strengthen the rights of women and emphasize the responsibility of the member 

state and the EU, and put the blame on the perpetrators and not the women.294  Men are not 

mentioned in the documents, but women are and the societal issue that gender-based violence 

is. Therefore, the document does not sustain the pattern of men being viewed as public actors 

and women as private.295 The policy does bring governments into a caring and responsible 

role.296  

 

Power Analysis 

The documents empower women’s protection, their rights, and their position in cyberspace and 

in the STEM field.297 The EU and the states have possibilities and are encouraged to strengthen 

women’s position regarding their exposure to cyberviolence.298 There is no competing 

representations in the documents as they are only centered on the protection of women.299 The 

 
289 European Parliament, ‘combating gender-based violence’, 2021, p. 13, (15). 
290 European Parliament, ‘combating gender-based violence’, 2021. 
291 European Parliament, ‘combating gender-based violence’, 2021. 
292 European Parliament, ‘combating gender-based violence’, 2021, p. 16, (39). 
293 European Parliament, ‘combating gender-based violence’, 2021, p. 11, (1). 
294 European Parliament, ‘combating gender-based violence’, 2021, p. 12, (10). 
295 European Parliament, ‘combating gender-based violence’, 2021, p. 15, (31). 
296 European Parliament, ‘combating gender-based violence’, 2021, p. 13, (16). 
297 European Parliament, ‘combating gender-based violence’, 2021, p. 13, (16) 
298 European Parliament, ‘combating gender-based violence’, 2021, p. 13, (18). 
299 European Parliament, ‘combating gender-based violence’, 2021. 
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documents empower and strengthen women’s position in the physical and digital world if the 

proposed measures are executed, such as creating a secure cyberspace for women.300 This 

challenges the power dimensions as gender is prioritized and seen as public agents compared 

to how certain women’s issues have been portrayed previously.  

5. Discussion  
 

The following chapter will analyze the findings based on the previous research and theory. The 

chapter will be divided into two separate sections, the implications of the non-gendered frames 

and the implications of the different gendered discourses. In the end, the main question will be 

answered; What implications does the way that EU bodies portray issues in their cybersecurity 

policy have for women’s rights? As well as the aim of this study, which is to understand what 

difference the way the EU bodies discuss cybersecurity make for women’s obtainment of their 

right.  

5.1 The implications of the non-gendered frames  
  

The implications of the different frames for women’s rights vary. This is because, with each 

frame that is accepted, the social perception of cybersecurity changes, which in turn affects 

what measures are expected. The frames adopted by the EU then impact and solidify the 

perception of cybersecurity in the whole EU and its state members and their citizens. This is 

because the discourse defines the cyberthreats and the main victims that cybersecurity measures 

need to consider. As member states are affected by the policies and strategies that the EU 

implements, they accordingly adjust their measures and priorities for cybersecurity. The 

member states thus reproduce these frames to their citizens through the measures they take, 

their policy and strategy documents, and their justifications in the public forums of these 

documents. The citizens are affected by this by then also adapting to these frames and limiting 

what they see cybersecurity as and what they expect from states and the EU in terms of political 

and legal measures. Furthermore, their understanding of potential threats and victims in 

cyberspace is also affected by the frames. Therefore, the implications of these frames are the 

limited perception of what cybersecurity issues are which leads to partial measures taken by the 

EU and member states.   

 

 
300 European Parliament, ‘combating gender-based violence’, 2021, p. 14, (23).  
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The main implications each frame has on women’s rights are of course indirect, since it is very 

difficult to establish direct causalities between one single policy –in this case cybersecurity– 

and the state of women’s rights, and even more difficult to identify a direct effect between 

discourse and praxis. Hence, only positive and negative implications are pointed out here. With 

that said, it can be argued that the first frame has the most implications on women’s rights as it 

is seen as the most dominant frame, which is the frame of the Protection of the EU and its 

member-states from securitized threats. This frame, as discussed above, puts the prioritization 

of nations’ interests above individual users and human rights, and thus women’s rights. The 

cybersecurity measures implemented to protect the EU and member states overlook certain 

cybercrimes that affect women disproportionally as the policy and strategy focuses on other 

cyberthreats instead, such as terrorism or cyberattacks. This then leads to a gap in the protection 

of women in cyberspace as the issues are not fully observed. Hence, the measures to protect 

cyberspace do not include measures that could help women to obtain their rights in cyberspace 

or strengthen their protection of them. However, keeping the state and the EU safe from specific 

cyberthreats does also improve women’s protection to some extent as they are less likely of 

being affected by cyber-attacks or similar threats that everyday individuals might face. 

However, measures taken by states can as well restrict women’s rights if states’ security 

measures go too far in the name of security by censoring, surveilling, or taking other measures 

that directly affect human rights.  

 

The findings of this study agree with the previous research presented, that the construction of 

cyberspace has been centered on a national security-centric approach which gives less room for 

human rights. Even though the human rights frame is there, it is not as dominant as the other 

frames that promote the protection of national and the EU’s interests. The findings show that 

securitization of cyberspace occurs in the cybersecurity discourse, which Dunn Cavelty also 

states.301 The securitization of cyberspace has created a discord where the safety of the nation 

(and in this case, the EU as well) comes first. This leads to social and political consequences as 

different policies and strategies are accepted, and specific interests are prioritized above others. 

Based on my findings, this is indeed the case with the EU bodies, member states, and citizens 

as their perception of cybersecurity is influenced by the discourse of securitization. By 

examining the dominant frame, as Hansen and Nissenbaum argue, a clear picture can be formed 

 
301 M. Dunn Cavelty, ‘Breaking the cyber-security dilemma’, 2014, p. 701-715. 
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of whose voices are heard and whose interests are prioritized.302 This indicates that groups and 

discourses are being marginalized. The findings prove that marginalized groups are overlooked, 

which is, in this case are, women and their protection. Moreover, as previous research has 

shown, the discourse of national safety and militarization is often linked to the oppression of 

women as they are often vulnerable in conflict situations which the findings would indicate.  

 

Overall, the frames have similar implications for women and their obtainment and protection 

of their rights. For instance, the frame of the protection of the citizens welfare does lead to 

indirect positive implications on women’s rights. This is because the frame consists of the 

protection of citizens and the society, which benefits overall human rights and the protection of 

them. The frame also emphasizes securing the democratic institutions, which has implications 

on citizens’ obtainment of their right to free speech and expression. The human rights frame 

states the need to protect the right to freedom of expression and information, the right to 

freedom of assembly and association and the right to privacy in cyberspace, which then also 

includes women’s obtainment of said rights. The political measures that can be made in this 

frame are then overall positive for human rights conditions as it allows to prioritize the citizens 

and the society’s overall safety. The implications are then for women that they are included in 

the safekeeping in cyberspace. However, the frame does not entail any gendered issues or 

specify any threats that women face disproportionally. Therefore, the protection of women’s 

rights is only considered in light of the average citizen and the policymakers opinions of what 

threats the average citizens might face in cyberspace. Based on all the non-gendered frames it 

can be argued that the implications are overall improvements of individuals’ human rights in 

some regard. This includes women and their obtainment and protection of their rights, but no 

major improvements can be observed for women in particular. The implications of the frames 

can then be argued to be mostly positive for the children, economy, society, nation, and the 

overall human rights conditions, and especially individuals’ right to freedom of expression and 

information, the right to freedom of assembly, and association and the right to privacy in 

cyberspace.  

 

5.2 The implications of the different gendered discourses  
 

 
302 L. Hansen and H. Nissenbaum, ‘Digital disaster, cyber security’, 2009, p. 1155-1165. 
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The findings adhere to the main sentiment, that when it comes to the construction of language 

and policy, and in this case, cybersecurity policy, it reproduces the male experience of what the 

threats are and who the victims are. The discourse and language used by the different EU bodies 

create a narrative that specific interest is worth and prioritized in cybersecurity which does not 

include women to any larger extent. The European Commission, ENISA, Europol, and the 

council of the European Union portray cybersecurity as a non-gendered issue for the most part. 

The overall discourse can be seen as neutral and without power dynamics at first glance, 

however, when divided up into frames, certain interests are prioritized above others. These 

interests, i.e., two of the most dominant frames, are the safety of the member-states and the EU, 

and the protection of economic and financial interests. The growth and security of the 

institutions are the primary focus of cybersecurity. It could be argued that the reason for this is 

because of the threat assessments that ENISA and Europol have produced that are seen as 

guiding documents for future and present threats. However, even though these threats are the 

most apparent in the statistics of different cybercrimes and cyberattacks, which this study does 

not aim to question, there is still a choice in what crimes to gather statistics on and how nuanced 

they are as well. The outcome of this is the reproduction of the existing frames, which is the 

protection of crime and attacks on the member state and the EU and the protection of financial 

and economic interests. Therefore, it could be argued that other cyberthreats, such as the 

cybercrimes that target women, are being overlooked and not taken into consideration when a 

report of cyberthreats is conducted. This seems to be the case based on the non-gendered 

approach to any of the policy documents or the threats assessments. The post-structuralist 

feminist theory emphasizes that the construction of language and meanings, in this case, the 

cybersecurity documents, should be seen as a social and political practice, which the EU has 

full control over. Thus, in line with this argument, the EU then instills its own political and 

social ideas about the threats and who the victims are, and, in this case, it is not the women. As 

women are not given special consideration it can be argued that women’s rights and the 

protection of women’s rights do not take precedence and are in many cases overlooked, and 

therefore can women’s rights violations continue.   

 

Adding to the overall construction of cybersecurity policies and strategy mentioned above, all 

the frames presented have a gender-neutral language. However, as mentioned previously, it is 

argued that language cannot be neutral as different words always have different layers of 

meaning and power dimensions depending on the context. This is because it is mostly men that 

create these discourses and documents. Therefore, the neutral sentiment of the documents is 
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based on their lived experiences and interests and especially their idea of threats. In other words, 

a silencing of gender is apparent in the EU body’s frames of cybersecurity. Therefore, the 

findings are in agreement with Kronsells’ statement that institutions related to security are often 

affected by male dominance.303 It sustains patriarchal authority and male dominance over the 

discourse, which the findings are an example of. All the frames could have a gendered approach 

when discussing threats and victims in cybersecurity, as all the frames affect women to some 

extent. Especially specific frames, such as the protection of human rights and European values, 

or the welfare of the individual, or the protection of children, could have a gendered approach. 

The EU claims to protect the weakest in society and consider gender, which is not evident in 

their framing of cybersecurity and incorporation of women. The non-gendered discourse thus 

affects women and the protection of women’s rights in a negative way as they are generally 

overlooked.  

 

Each EU body has a different role in cybersecurity and therefore do different implications 

follow in terms of how they portray issues in cybersecurity. The European Commission is the 

one that sets the strategy and policy for the whole EU. The implications of their gender-neutral 

framing of cybersecurity are that gender and women’s rights are not prioritized. This means 

that the other EU bodies that follow the European commissions’ lead, namely ENISA and 

Europol, do also not perceive cybersecurity from a gendered perspective and do not include it 

in their working methods unless they decide to combat the issue on their own. The policies also 

affect member states and their perception of cybersecurity. Their non-gendered approach has 

wider implications overall for the protection of women’s rights when it comes to overall 

perception and strategic thinking in terms of threats and potentially vulnerable groups. As the 

protection of women is not included, it can be argued that the European Commission’s 

incorporation of gender has an overall negative or no impact on women’s rights. However, the 

European Commission discourse does make a special reference to women when it calls for the 

increased presence of women in the STEM field. This has arguably positive implications 

towards indirect discrimination in the field and overall representation of women in 

cybersecurity, which can lead to improvements of women’s rights. However, those implications 

can be observed in the distant future as it takes time to make a male dominant work field equal 

which is needed to make a shift in the framing of cybersecurity and include the protection of 

women in the framing, in my opinion.  

 
303 A. Kronsell, ‘Gendered practices’, 2005, p. 280-298. 
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How is the other EU bodies’ discourse affecting women’s rights? The implications of ENISA’s 

gender neutral discourse are that women’s issues are not considered in the field and the 

spreading awareness of cybersecurity issues to member states. Cybercrimes that 

disproportionally affect women are then not considered to any larger extent. The same argument 

can be said for Europol. Europol has mentioned women regarding trafficking and sexual 

exploitation, which creates a bit more awareness and strengthens the protection of women’s 

rights. However, this is more of an exception in the discourse and the overall implications are 

that women’s rights are not protected to their fullest as the violations of women’s rights that 

occur in cyberspace are often overlooked. The council of the European Union’s non-gendered 

approach leads to similar outcomes on a policy and legislative level: a deprioritizing of 

women’s issues in cybersecurity. This leads to women not being able to obtain their rights fully, 

for instance by censoring themselves online, not having their rights protected, and being at 

constant risk of being exposed to cyberviolence.  

 

Based on McPhail’s feminist policy framework of the nongendered discourse, the EU bodies’ 

approach to gender has implications on women overall, and their obtainment and protection of 

their rights. By having a nongendered discourse, no social control over women or limiting 

women’s space is being discussed, indicating that their rights are not limited. However, because 

of gender neutrality, women are not particularly protected by the state, and as the EU mentioned 

that users must be aware to a certain extent of the threats that they face, it is harder for women 

to know and protect themselves as they are not included. Moreover, the discourse of gender 

neutrality leads to women not being perceived as particularly vulnerable and therefore 

overlooking their special needs for full protection of their rights. As the multiple identities of 

women are not depicted, and their different threat levels are not discussed, those who are extra 

vulnerable and face many kinds of threats online are even more exposed to violations. 

Therefore, the non-gender approach does not lead to gender equality as gender is not discussed, 

and the existing power dimensions in cyberspace sustain. This portrayal of cybersecurity leads 

to the overall image of women’s rights being seen as private and other rights seen as public.  

 

By contrast, a gendered approach to cybersecurity can be observed in the European Parliament’s 

discourse. They are the only EU body with a consecutive and in-depth discourse on 

cybersecurity and gender. The discourse emphasizes the imbalance of power dimensions and 

how cyberspace affects women. The frame of protection of women emphasizes the different 
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threats women face in cyberspace and the need to combat these risks and fulfill the EU’s and 

member states’ duty to protect women’s rights from being exposed to cyberviolence. By being 

protected from cyberviolence more rights are being protected, such as the right to free speech 

and expression, right to privacy, free cyber movement, and right to defend one’s reputation, as 

these have often been limited by the women censoring themselves because of the risk of being 

exposed to cyberviolence which is described in the research chapter. The European Parliament, 

however, has a lesser role in cybersecurity policies and strategies, they can advocate for specific 

issues, such as cyberviolence. Still, it is the European Commission that has the executive power 

to change the cybersecurity policy and strategy. Therefore, the implications of the gendered 

discourse on women’s rights are positive but only to the extent that it discursively portrays 

gender as an issue to include when discussing gender-based violence. Legislation on 

cyberviolence also improves the protection of women’s right to not be exposed to cyberviolence 

and obtainment of others that are indirectly affected by this. However, the European Parliament 

did not state that they want a gendered approach in cybersecurity policy and strategy or to 

include cyberviolence, which is why the implications are then limited to some extent. Moreover, 

the implications would be a lot more if cyberviolence was argued to be a cybersecurity issue 

and included in the policy and strategy as it affects states and citizens. By only observing the 

issue as a question of gender-based violence, the protection of women is reduced to a “women’s 

issue” and a private one. So even here is the silencing of gender evident in cyber security as the 

public issues which are prioritized and depicted in the cybersecurity discourse are not gendered. 

Moreover, the European parliament is also a part of de-securitizing of women’s issues in 

cybersecurity as it is not regarded as an issue worth enough recognition to be portrayed in the 

cybersecurity discourse, only in the gender-based violence discourse. Therefore, the 

implications are both negative and positive for women’s obtainment and protection of their 

human rights.  

 

The gendered discourse has better implications for the protection of women’s rights on a policy 

level than the non-gendered discourse. This is based on the findings in the chapter on the policy 

analysis of the gender frame. The documents do not contain elements of social control over 

women and do not limit their rights. Instead, it emphasizes that the responsibility is on the EU 

and states to uphold women’s rights. This increases women’s dependence on the states and the 

EU, which, however, may be necessary due to the nature of cyberspace. The discourse also 

increases women’s and states awareness of the threats that women might face in cyberspace. 

This leads to women being more aware of what to protect themselves from and states being 
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more aware of what measures they need to take to keep all their citizens safe online, including 

women. The discourse portrays the different threats women face online as well as the threats 

that come with multiple identities. By stating how threats differ depending on the multiple 

identities’ women can have it acknowledges the different types of violations women can face. 

This then leads to better implications for women ‘s rights as the measures taken to protect 

women then needs to address the different threats women faces based on their multiple 

identities. If the multiple identities are not acknowledged, it is harder for some women to obtain 

their rights and be protected from specific cyber violations. Observing cyberspace from the 

women’s perspective and lived experiences rather than men highlights previously invisible 

issues. The documents can then change the general discourse of men being seen as public and 

women as private by advocating for cyberviolence as part of the cybersecurity discourse and 

public policy documents. Therefore, the implications of a gendered perspective are positive for 

women’s rights overall.  

 

Thus, gender-sensitive portrayals of cybersecurity issues, therefore, lead to a more nuanced 

analysis of threats in cyberspace. It acknowledges that specific measures are needed to secure 

the protection of women’s rights and the obtainment of them to be free from violations such as 

cyberviolence, which disproportionally affects women. By acknowledging gender structures 

and combating the silencing of women, it improves the chances of implementing political 

measures and policy actions that aim to combat these threats to women and the violations of 

their rights. However, as the European Parliament discusses cybersecurity in terms of gender-

based violence and not in terms of cybersecurity the issue of a non-gendered threat perception 

of cybersecurity is still adamant. Although this discourse does generate positive implications 

for women’s rights as cyberviolence is targeted, however not as a cybersecurity issue. 

Moreover, no EU body has discussed other rights that violate women disproportionally, such 

as the right to free speech and expression, right to privacy, free cyber movement, and right to 

defend one’s reputation. Nonetheless, this study argues that a gender-sensitive portrayal of 

cybersecurity issues, such as the European Parliament’s, strengthens the protection of women’s 

rights overall and has positively implications for women’s rights. A non-gendered approach can 

also create positive implications for women’s rights but as an indirect consequence of overall 

strengthening human rights by citizens. By including a gendered approach to cybersecurity, 

different political measures can be taken, and different expectations are set by the EU, member 

states, and citizens. Therefore, by deconstructing the discourse of cybersecurity, it is evident 
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that women’s rights are in general overlooked as women are not portrayed to be a target in 

cybersecurity, and threats that face women disproportionally are not analyzed in any major way. 

6. Conclusion  

Cybercrimes against women are an ongoing problem globally, including in Europe. The threat 

against women in cyberspace in Europe come in many shapes and sizes according to previous 

research, ranging from sex trafficking, cyberstalking, cyberharassment, cyberviolence, and the 

violations of women’s rights to free speech and expression, right to privacy, free cyber 

movement, and the right to defend one’s reputation. The protection of cyberthreats is often 

discussed in terms of cybersecurity, and the EU has conducted its policy and strategy documents 

in order to combat different cyberthreats. The way cybersecurity is understood and constructed 

determines then what are seen as issues worth prioritizing in cybersecurity policies which have 

implications on women’s safety and obtainment of their rights. The aim of this study has been 

to understand what possible impact the way EU bodies discuss cybersecurity has on women’s 

obtainment of their rights. To answer this, different official documents regarding cybersecurity 

issued by separate EU bodies that work with cybersecurity have been analyzed. The main 

research question - What implications do the way that EU bodies portray issues in their 

cybersecurity policy have for women’s rights? - was broken down into three separate parts: In 

what ways do the EU bodies frame the issue of cyber security in their relevant documents? How 

do different EU bodies incorporate gender when describing cyber security issues in their 

documents? What implications do the different frames have for the protection and obtainment 

of women’s rights? A framing method and McPhail’s feminist policy analysis framework were 

applied, which produced several observations.  

 

First, the EU bodies frame the issues in cybersecurity as a question of protection of the state 

and the EU from securitized threats, the protection of the citizens’ welfare, the protection of 

economic and financial interests, the protection of human rights and European values and the 

protection of the child. In documents discussing gender and cybersecurity solely, the frame of 

the protection of women and the frame of increasing women in the cybersecurity field was 

detected. Each EU body incorporates gender in mainly the same way when describing 

cybersecurity issues in their documents.  

 



58 

 

Second, the European Commission, ENISA, Europol, and the council of the European Union 

rarely incorporate gender and use a non-gendered discourse when discussing issues regarding 

cybersecurity. Europol mentions women briefly when describing who are most often victims 

of sex trafficking and similar crimes and the European Commission and the council of the 

European Union both states the need for encouraging women in the STEM field. The European 

parliament on the other hand incorporates gender when discussing cyberviolence and increasing 

women in the work field.  

 

Third, the different frames have varying implications for the protection and obtainment of 

women’s rights. Based on all the frames, it can then be argued that the implications are overall 

improvements of all individuals’ human rights in some regard, which includes women and their 

obtainment and protection of their rights. Still, no major improvements for women’s rights, in 

particular, can be detected. That is because their interests and issues are overlooked for the most 

part and therefore not included in the perception of cybersecurity and the political measures 

that follows. However, based on the relevant framing from the European parliament, the 

implications are positive for the obtainment and protection of women’s rights as it 

acknowledges cyberviolence as a major threat that women face in cyberspace and puts measures 

in place to combat it.  

 

These answers then support my answer to the main question: what the implications are of the 

way EU bodies portray issues in their cybersecurity policy for women’s rights. The implications 

are that different political measures can be taken by the EU and states based on their perception 

of what entails cybersecurity threats and victims. As they frame issues in a non-gender sensitive 

way, certain threat that disproportionally affects women is not considered and therefore 

overlooked. This includes threats that lead to women censoring themselves online. These threats 

are a direct violation of women’s rights, and by not actively working towards upholding them, 

and protecting women from them these violations will probably continue to grow if no 

unforeseen measures are taken that this study cannot account for. Violations and cybercrimes 

that women are exposed to are, for instance, sex trafficking, cyberstalking, cyberharassment, 

cyberviolence, and obtaining women’s rights of free speech and expression, right to privacy, 

free cyber movement, and the right to defend one’s reputation. By then not being gender-

sensitive in portraying the issues in cybersecurity, the implications are then that any major 

improvements of said rights are not likely to happen. However, individuals’ and societies’ 

safety, as well as human right in general, are portrayed and prioritized in the discourse. This 
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then leads to positive implications for human rights conditions overall which indirectly affects 

women’s rights in a positive way. The difference the way the EU bodies discuss cybersecurity 

makes for women’s obtainment of their rights is that women have a harder time obtaining their 

rights in general as they are not depicted to be threatened in the cybersecurity discourse.  

 

As this study is based on qualitative policy discourse analysis, the answers given are not based 

on proven effects or legislative implications on the protection and obtainment of human rights. 

This study merely describes it from a post-structural feminist theory which emphasizes the 

implications different discourses have. Future possible topics to study that are needed in this 

field are to observe the effects of member states’ cybersecurity policies and if they differ from 

the EU cybersecurity policies and what implication those have on women’s rights. In addition, 

it would be interesting to follow up with a legal analysis of the legal framework that protects 

women’s rights in cyberspace. Furthermore, what this study has contributed to in the research 

field is an analysis of EU policies in the field of cybersecurity from a human rights and feminist 

perspective, which was lacking before. We knew too little about the EU’s cybersecurity, the 

different approaches from each EU body, if gender was incorporated, and the implications on 

women’s rights, which this study now has answered. This study has then helped broaden the 

human rights research field to other research fields and taken the field one step further in 

understanding the complex relationship between human rights, gender, and cybersecurity.   
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8. Appendix 
 

 

1. The questions for the framing method:  

 
• What is the problem to be solved?  

• Who is affected by it?  

• Who/what causes the problem to appear or reproduce?  

• What is the objective?  

• What needs to be done?  

• Who should do it?  

• What references are used to support the claims?  
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2. McPhail’s policy analysis framework:  

 

• Values  

o Do feminist values undergird the policy? Which feminism, which values?  

o Are value conflicts involved in the problem representations either between different 

feminist perspectives or between feminist and mainstream values?  

• State-market control 

o Does the policy contain element of social control of women?  

o Does the policy replace the patriarchal male with the patriarchal state? 

o How does the policy mediate gender relationships between the state, market, and 

family? For instance, does the policy increase women’s dependence upon the state 

or the man?  

• Multiple identities 

o How does gender in this policy interact with race/ethnicity, sexual identity, class, 

religion, national origin, disability, or other identity categories? 

o Are white, middle-class heterosexual women the assumed standard for all women?  

o Does the policy address the multiple identities of women? The multiple oppression 

a single woman may face? 

• Equality 

o Does the policy achieve gender equality? Are there equality of results or disparate 

impacts?  

o Does the policy treat people differently in order to treat them equally well? Does the 

policy consider gendered differences in order to create more equality? 

o If the position of women and men were reversed, would this policy be acceptable to 

men? 

• Special treatment/protection 

o Does any special treatment of women cause unintended double standards?  

o Does being labeled different and special cause a backlash that can be used to 

constrain rather than to liberate women?  

• Gender neutrality  

o Does presumed gender neutrality hide the reality of the gendered nature of the 

problem or solution?  

• Context 

o Are women clearly visible in the policy? Does the policy take into account the 

historical, legal, social, cultural, and political contexts of women’s lives and lived 

experiences both now and in the past?  

o Is the policy defined as a traditional “women’s issue? How is a policy that is not 

traditionally defined as a women’s issue still a women’s issue? 

o Is the male experience used as a standard? Are results extrapolated from male 

experience and then applied to women?  

o Have the programs, policies, methodologies, assumptions, and theories been 

examined from male bias? 

• Language  

o Does the language infer male dominance or female invisibility? 

o Are gendered expectations and language encoded in the policy? 

• Equality/rights and care/responsibility?  

o Is there a balance of rights and responsibilities for women and men in this policy? 

o Does the policy sustain the pattern of men being viewed as public actors and women 

as private actors, or does the policy challenge this dichotomization?  
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o Does the policy bring men, corporations, and the government into caring and 

responsible roles?  

• Power Analysis 

o Does the policy work to empower women?  

o Who has the power to empower women? What are competing representations? 

o How does this policy affect the balance of power?   
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