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Abstract

Blockchain has become the most revolutionary technology in the 21st century. In
recent years, one of the concerns of world energy isn’t just sustainability yet, in
addition, being secure and reliable also. Since information and energy security are
the main concern for the present and future services, this thesis is focused on the
challenge of how to trade energy securely on the background of using distributed
marketplaces that can be applied. The core technology used in this thesis is dis-
tributed ledger, specifically blockchain. Since this technology has recently gained
much attention because of its functionalities such as transparency, immutability,
irreversibility, security, etc, we tried to convey a solution for the implementation
of a secure peer-to-peer (P2P) energy trading network over a suitable blockchain
platform. Furthermore, blockchain enables traceability of the origin of data which
is called data provenience.

In this work, we applied a secure blockchain technology in peer-to-peer energy
sharing or trading system where the prosumer and consumer can trade their ener-
gies through a secure channel or network. Furthermore, the service management
functionalities such as security, reliability, flexibility, and scalability are achieved
through the implementation.

This thesis is focused on the current proposals for p2p energy trading using
blockchain and how to select a suitable blockchain technique to implement such a
p2p energy trading network. In addition, we provide an implementation of such a
secure network under blockchain and proper management functions. The choices of
the system models, blockchain technology, and the consensus algorithm are based
on literature review and it carried to an experimental implementation where the
feasibility of that system model have been validated through the output results.

Keywords: Distributed Systems, Blockchains, Energy Management, Service Man-
agement, Energy Trading, , Energy Sharing, Hyperledger Fabric.
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Chapter 1

Introduction

The introductory background information, motivation, and aim of this thesis have
been discussed in this chapter. Initially, this chapter talks about the background
information about the p2p energy trading system and blockchain technology. Subse-
quently, research questions and authors’ contributions to the thesis are also discussed
in this chapter.

1.1 Introduction

Sustainability is the keyword for future energy distribution to meet the demand
and supply of energy in an efficient way. For making the system sustainable, there
are many concepts that are being adopted for better performance in distribution
scenarios. Amongst them, local energy generation and peer-to-peer (p2p) energy
trading in the local market can reduce the energy consumption cost as renewable
energy sources are used to generate energy at the user’s premises and increase the
smart grid resilience [1|. However, local energy trading with peers can have trust
and privacy issues. A centralized system can be used to manage this energy trading,
but it increases the overall cost of the system and also faces several issues such
as security, energy reuse, and sustainability [1]. To meet the energy demand, a
utility needs to install backup power plants which result in higher production costs,
emission of harmful gasses, as it does not have any control over the demand pattern.
The smart grid (SG) has emerged as a modern form of the power grid. A p2p
energy trading system enables two-way communication between energy consumers
and producers for making an efficient energy management system and also reduces
the requirement of thermal power plants and conserves electricity [1].

Moreover, the future energy distribution system will be complex [9]. For making
the energy distribution system more sustainable, blockchain technology can be used
because it is a distributed ledger with the maximum advantage of consensus proce-
dures and cryptography security [9]. The emerging applications of blockchain are
highly effective because of its immutability, irreversibility, security, and aptitude to
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decentralize markets [4, 10]. Since blockchain is rapidly gaining momentum in this
context as an information and communication technology (ICT) platform and re-
ferred to as the “Internet of Value” [9]. Figure 1.1 below, shows an overview of the
entire scenario.
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Figure 1.1: Service Management for P2P Energy Scenarios Using Blockchains [1]

Based on network view, blockchain can be classified into different types, such as
public permission-less, public permission, private permission-less, and private per-
mission [11]. Blockchain-based concepts are abstracting the network as a connectiv-
ity system only and do not consider the enhanced capabilities of cloudified networks
in terms of highly secure communication, high level of authentication, and highly
secure access to data.

Moreover, it is expected that the analysis and usage of the energy data will increas-
ingly be carried out in service chains, e.g., the usage pattern might be processed and
analyzed by Al-based services chains in the cloud. The development and exposure
of energy or data services and service chains might enable mutual benefits. Energy
providers, individual customers, and network operators can engage in novel forms
of business relationships. The exposure of these data services, however, requires an
understanding of their confidentiality, trust, and privacy needs. Though the algo-
rithm and data structure of blockchain technology is very precise for energy service
management some functionalities e.g. (authentication, authorization, integrity, and
security, etc.) should be considered to obtain optimum results for data or energy
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storing and retrieving data or energy using blockchain technology [12|. For imple-
menting the distributed service management, private and public ledgers are available
only for invited users and a specific transaction might be available to only a specific
subset of the users for increasing security [12].

In this work, we will investigate and implement a suitable blockchain and its data
structure for p2p energy service management (e.g., authorization, authentication,
immutability, security, etc.). Furthermore, we investigate how one can select blockchain
techniques from the multiple available technologies. In addition, the comparison of
current and available proposals for p2p Energy Sharing using blockchains will be
discussed.

This thesis is one of two on service management for p2p energy services. Both
the theses are collaborated but focused on different research questions. The other
thesis has titled "Service Management for p2p Energy Scenarios Using Blockchain -
Identification of Computational Efforts" written by [13|, where he is evaluating the
performance of the purposed architecture and implementation from this thesis.

1.2 Motivation

Sustainability is a crucial factor for future energy distribution where the p2p energy
trading ensures redundancy and security as well as efficiency in the smart grid. Due
to the decentralized features, p2p energy trading use blockchain technology which
enables the system to be more reliable, scalable, and secure. From the existing liter-
ature, we found that there is a lack of trust and security in the p2p energy sharing
network, thus we want to implement a framework that can overcome the difficulties
in p2p energy sharing. This research will be helpful for the researchers to develop a
secure and efficient p2p energy sharing network to conduct their research in many
other related scenarios.

The concept of this proposition work starts from digging into the Symphony
project [12]. The Symphony project intends to investigate and solve the challenge
of exposing services in cloud-native and federated settings via a marketplace, while
also fulfilling the security, confidentiality, privacy, and provenance requirements for
future digital society applications. The Symphony project aims to provide solutions
for securing, monitoring, and accounting of service chains utilizing blockchain-based
approaches by analyzing the use-case of data services for managing Renewable En-
ergy Sources (RES) [12]. We have taken the point from the Symphony project and
considered the p2p energy trading system using blockchain technology. In addition
to that, security, scalability, and reliability are the crucial concern that can be at-
tained through this kind of collaboration [12].
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This thesis proposes that blockchain might be utilized to address some of these
issues for p2p energy trading use cases. As blockchain works in a distributed manner,
it ensures the security of the decentralization of the smart grid and resources over
the p2p network. The decentralization guarantees various marks of resumption
against security assaults [7]. The blockchain ensures security by a consensus process,
hashing, and decentralized storage [14]. Tt is exceedingly difficult to insert fake data
as the blockchain uses the consensus of nodes that consist of fifty-one percent of the
network [14]. Considering implementing such a use case, many questions arise in the
mind that how anyone can select the specific blockchain techniques amongst many
available blockchain technologies and what management functionalities should be
considered while implementing such use cases. These questions motivate our thesis
work to analyze, discuss and implement blockchain technology in the p2p energy
trading networks.

1.3 Aim and Objective

The aim of this research is to identify and implement the most suitable service
management functions and data structures for a p2p energy sharing use case in
a public cloud environment using blockchain. Furthermore, we aim to research
how we can select the best-suited blockchain technique for the p2p energy service
management scenario from the set of available blockchain technologies. In order to
achieve our aims, following detailed objectives are considered:

e Objective - 1: Provide the latest overview of the literature review for the
p2p energy management using blockchain technologies and algorithms.

e Objective - 2: To categorize and compare in a qualitative way (from the
literature review) the available blockchain algorithms in terms of structure
and security for the considered use case.

e Objective - 3: To provide an initial implementation of the blockchain for
p2p energy information sharing usage in the cloud and identify the major
requirements for the system.

e Objective - 4: Discuss and verify the suitability of the blockchain implemen-
tation for meeting the requirements of the use case. To identify the priorities
and perquisite of such implementation and achieve the implementation solu-
tion. We also aim to find a suitable model for implementing such a scenario.
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1.4 Research Questions

To achieve the objective of the thesis, three research questions are defined:

RQ-1: What are the current proposals for p2p energy sharing using blockchains
and how they compare each other?

RQ-2: Given that, there are multiple blockchain implementation technologies avail-
able. How can one select the blockchain technique for implementation of the pro-
posed p2p energy management use case of this thesis?

RQ-3: How can one implement the blockchain and its data structures or the service
management for the considered use case of p2p energy sharing? Which management
functions can be supported by a blockchain?

1.5 Contribution to the Thesis

From theoretical research through practical implementation and analysis, there is a
lot of work in this thesis. This section details how much each of the authors of this
study individually contributed to the work presented here. Table 1.1 summarizes the
many subjects covered in the study, as well as the author’s contribution to this study.

The task was distributed between the authors equally (50 - 50) based on their skills
and the work was given to each other in such a way that all important aspects of the
research can be addressed precisely. Table 1.1 is showing how we have collaborated
in this thesis work.
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Chapter 2

Methodologies & Related Work

This chapter outlines the important and necessary information by reviewing pre-
vious prior studies done in this field. In addition to that, this chapter will pro-
vide knowledge about the p2p network, blockchain technology, consensus algorithm,
cloud computing, and its different use cases for better understating to the reader.
The chapter begins with research methodology and then is followed by the rest of
the topics such as literature review, memorization of related works, and finally end
with the selection of blockchain and Hyperledger Fabric.

2.1 Research Methodologies

In this research "Qualitative" and "Quantitative" both methodologies have been
used for coming up with the solution to the research question mentioned in the
above section. The qualitative methods have been used for research questions re-
lated to finding the current proposals for p2p energy sharing and the comparison of
blockchain implemented to p2p energy sharing. The quantitative method has been
used for the implementation of proposed architecture or modeling for p2p energy
sharing. The proposed architecture is modeled based on the knowledge accumu-
lated from the literature review. The steps consist of four phases followed by a
spiral model below [2|. Figure 2.1 is showing how much was achieved in the work
presented here. The aim is to explain the applied engineering methodology and how
this contributed to solving the problem at a large scale. Here we followed a single
iteration of four phases from the model. The red "X" sign in figure 2.1 is showing
the completion of our study.
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>

Review and Requirement

assessment (Phase 1)
(Phase 4) / %

Implementation
and test
(Phase 3)

Architectural Design
(Phase 2)

Figure 2.1: Research methodology [2]

Phase - 1: Literature review, analyzing and the documentation of requirements.
e Forming search strategies.
e Applying inclusion and exclusion criteria
e Data extraction
Phase - 2: Investigation of new concepts and technologies and documentation.
The possible technologies processes will be determined for implementation and ex-
perimentation for the research. There are several technologies, techniques, and
frameworks for the implementation of the research topic, therefore a firm and precise

investigation is needed on that technologies and concepts to validate the research.

Phase - 3: Analysis of the implementation methods, verification, finding results,
and documentation.

e An analytical model or framework of blockchain technologies will be deter-
mined for the p2p network.

e The selected framework will be implemented and verified the results based on
research needs.
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Phase - 4: Analysis and assessments according to the founded results and docu-
mentation.

A review will be done based on the validity of the output results with theoreti-
cal findings from the literature review. The documentation process will be done
continuously in every phases.

2.2 Literature Review

The main objective of the literature review is to accumulate the background knowl-
edge and data from the related litterateurs to find the solution for the research
problems mentioned in the thesis.

Search Strategy

This progression helps us to find the essential exploration of the related papers that
are identified with our research point of view. As the research area is immense,
we used different search strategies and search engines for accumulating the primary
papers which can be useful to provide or find the solution to the research questions.
Though all the papers are not obtained through the search strings, we used the
snowballing concept to find more relevant papers. Google scholar engine with certain
search strings is widely used to find the most frequent papers which led to redirecting
authors to IEEE and ACM digital libraries. Furthermore, some more resources such
as blogs, official project websites, and web articles are also used in this thesis as
follows [12, 15, 16].

Search Strings

One of the most important aspects of any research paper is choosing the proper
keywords to discover the most relevant publications. We organized certain strings
depending on the thesis emphasis to identify the finest publications in various
databases. To get the most complete papers for this study, the operations "AND"
and "OR" are employed to merge the strings. Table 2.1 shows the strings used for
finding the papers from two databases in this thesis.

Inclusion and Exclusion Criteria

Considering some significant criteria to find the most relevant and updated research
papers, we limited our scope to the following. The papers must be related inclusion
criteria which is mention in below, because our thesis is focusing on to implement
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’ Search string H

Data Base

|

Blockchain AND p2p energy trading AND smart grid

IEEE and ACM

Blockchain AND security OR privacy OR scalability OR reliability

IEEE and ACM

Blockchain AND cloud AND p2p energy trading OR energy sharing

[EEE and ACM

Table 2.1: Search strings

blockchain technology in p2p network use cases.
Inclusion Criteria
e Paper must be written in English.

e Paper focusing on blockchain, smart contract, p2p energy sharing.

e Paper based on p2p energy sharing or energy trading using blockchain tech-

nology.

e Paper focusing on implementation of blockchain in p2p energy sharing sce-

nario.
Exclusion Criteria
e The papers which are not published.
e The paper which does not address to the research questions

e The papers which are not focusing on p2p energy sharing using
technology

Data Extraction

blockchain

For getting a comprehensive overview of the implementation of blockchain technol-
ogy in p2p energy distribution, frameworks, system modeling, and functionalities,
we went through the related research work. In addition to that, based on our re-
search question we tried to find out the specific information. Furthermore, all the

information is saved in a table in the excel file.

The extracted information will help us to find out, which blockchain technology is
most commonly used in which area, systems modeling, consensus algorithm, and

security features.
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2.2.1 Formal Experiment

By this approach, we are implementing an architecture which is modeled based on
the knowledge accumulated from the literature review. In addition to that, the liter-
ature review has given a deep insight into the implementation of p2p energy sharing
or trading using different blockchain technologies and functionalities. We modeled
an architecture that provides p2p energy sharing which is distributed approach us-
ing blockchain technology. Our approach contains three steps:

e System architecture design and modeling.
e [mplantation of that system architecture in the cloud platform.

e Analysis the results and functionalities of that system architecture.

2.3 Related Work

The idea of conducting a literature review is to gather information about exist-
ing research and disputes relevant to a specific area of study. It provides a deep
understanding of concepts that are required for the analysis of blockchain and its
application in cloud resource management. The search strategy, inclusion and ex-
clusion criteria, digital libraries used, related work and latest research area have
been discussed. The blockchain studies mentioned here are generic at the begin-
ning and lead to more specific ones at the later stage. Different types of blockchain
based frameworks used among cloud service providers for various reasoning have
been discussed in this section along with implementation.

In this section, we will briefly discuss the ideas and implementation methods are
adopted by the different researchers based on the paper we found in our literature
search. Blockchain technology is a relatively new technology, hence it is difficult
to find the exact research area that we are heading to conduct. For modeling our
architecture, we reviewed related papers to find the most suitable model for the p2p
energy sharing using blockchain technology.

P2P Energy Trading

In the papers [14, 17-27|, summarizes that, in p2p energy trading model all the nodes
are able to buy and sell at the same time. A node in the network is referred to as
prosumers and consumers. Due to a lack of flexibility, efficiency, availability, and
security, the p2p energy trading model growing rapidly over the centralized energy
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distribution model. As the p2p energy trading model works based on distributed
network concept thus it provides efficiency, scalability, and security.

Renewable energy sources such as (solar panels, wind turbines, fossil fuels, and
plug-in electric vehicles) acting as small-scale energy producers are referred to as
prosumers and microgrids. The whole scenario creates a competitive p2p energy
trading between microgrids, prosumers, and distribution system operators. Addi-
tionally, p2p energy trading provides redundancy to avoid consumers facing power
outages. The p2p energy trading requires essential functions such as secure energy
bidding, secure energy negotiation, secure p2p payment, and secure energy trans-
mission.

P2P Energy Trading Using Blockchain Technology

In the articles [14, 17, 19, 27-30], summarizes that, in conventional energy trad-
ing the flow of transactions is unidirectional whereas the p2p energy trading allows
multi-directional trading. The main challenges of p2p energy trading are scalability,
availability, security, privacy, and loss of data. To mitigate the shortcomings of the
p2p network, blockchain technology is used.

Blockchain has distributed data structure that can keep any information, transac-
tion records, etc in a secured way. Blockchain creates a secure and trustable p2p
communication platform. In blockchain technology, each block can be identified by
the hash function and connected with another block by the previous hash. Users in
blockchain technology are identified by using their cryptographic public keys which
enable security in p2p energy trading. By implementing the blockchain technology,
the authors tried to store and resume the data between the nodes.

Energy Management Functionalities Using Blockchain Tech-
nologies

Through the literature review of papers [17, 23-26, 28], a couple of blockchain-based
p2p energy trading system multiple functionalities were found. The authors in these
papers mostly demonstrate security as their key functionalities. For increasing secu-
rity, they have designed and proposed different models. As the smart contract is a
simple program stored in the blockchain and it runs when all the conditions are met,
thus it faces security vulnerabilities such as Re-entrancy vulnerability, Timestamp
dependence, Calls stack depth vulnerability, Transaction ordering attack, Integer
underflow, and overflow, Integer underflow and overflow, etc. For checking the vul-
nerabilities in the smart contracts, they used an open-source tool named Oyente
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tool. Most of the security features are inherited from the blockchain such as in-
tegrity, trust, decentralization, availability, and non-repudiation.

Cloud Based P2P Energy Trading Using Blockchain Technol-
ogy

There are several articles and papers that explore the concept of a cloud-based p2p
energy trading system. For example, [14, 19, 27, 28, 30-33|.

In paper [23], the authors proposed a blockchain and cloud-based manufacturing
architecture, which is described in depth by examining platform, security, and per-
formance. The fundamental goal of the architecture is to operate a secure p2p
network with various functionalities.

In the article [33], the authors analyzed the security aspects of the energy trad-
ing model based on blockchain, smart city, Internet of Things, and cloud comput-
ing. They proposed a privacy-preserving distributed energy transaction scheme PP-
BCETS by implementing Ciphertext Policy Attribute-Based Encryption(CP-ABE)
as a core algorithm in ciphertext form to optimize user privacy. In addition to
that, the authors suggested a credibility-based equity proof consensus mechanism to
increase the system operation efficiency and make a lightweight distributed transac-
tion model.

The authors in paper [34], proposed a p2p energy trading system using the Hyper-
ledger Fabric and cloud computing to increase the performance in terms of speed,
flexibility, and scalability. The authors also analyze the applicability of blockchain
and cloud computing for a p2p energy trading system by determining what types of
data must be shared in terms of increasing Smart-meter performance.

Decentralized NIST Conceptual Model For Smart Grid Using
Blockchain Technology

In the article |7], the authors analyze and integrate the standards. National Insti-
tute of Standard and Technology (NIST) conceptual model of the smart grid using
three blockchain features as decentralization, trust, and incentive. They also an-
alyzed the key features of building automation and control systems, home energy
management systems, grid-wise energy management systems, and demand response
management systems with respect to key features of the blockchain. Sub-domains
such as metering, energy trading, virtual power plants, demand response, tracking
renewable energy, cloud computing, load forecast, electric vehicles, cybersecurity,
and micro-grids are also analyzed with respect to blockchain key features. Moreover,
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the authors identified the key priorities of each domain and specified a decentralized
blockchain-based version of the NIST model.

Implementation Scenarios For P2P Energy Sharing Using Blockchain

In the article [26], the authors proposed and implemented a localized p2p trading
model using the Hyperledger Fabric where all the energy and cash transactions are
in the variable and immutable way. The model consists of three main entities such
as energy nodes, energy aggregator, and energy meter. In addition to that, all the
authorized nodes maintain distributed shared databases to keep their records. For
traceability, verification, and authentication each node uses a cryptographic hash
function.

In the article [28], the authors, heuristic algorithms to solve with an objective to
minimize the cycle time of the container packing procedure and constraint that the
entire network is patched. A single transaction consists of multiple phases: pro-
pose, endorse, broadcast, deliver, commit. This occurs over multiple kinds of nodes:
peer, orderer, Kafka, Zookeeper, etc. A flexible and distributed model of trust ap-
plies with multiple business participants that collaborate together to complete the
transactions. This brings about extreme complexity to the service management op-
erations.

In the paper [31], the authors implemented an energy trading platform on a permis-
sioned blockchain infrastructure to allow energy trading amongst distributed energy
resources (DERs). They also implemented the whole scenario in the Canadian micro
grid. The proposed system was implemented by using Hyperledger Fabric within
the permissioned blockchain framework. the entire system has been segmented into
the private channel where all private has their own ledger and peers maintain the
ledger states.

In the paper [32], the authors proposed a blockchain-based energy trading framework
named it FeneChain. In this framework, the authors tried to leverage anonymous
authentication to protect user privacy and make the trading services more secure.
A consortium blockchain they build to verify and record energy trading transac-
tions. The performance was also checked by implementing a prototype via a local
Ethereum test network and RaspberryPi.

In the article [33], the authors proposed a blockchain-based scheme for secure energy
trading systems in a smart grid. The authors proposed two algorithms, one is the
cost-aware and other store-aware algorithms. In addition to that, they also examine
the performance of algorithms.
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In the article, [18], for overcoming the shortcoming of security, privacy, and latency,
the authors proposed a scheme ET-Deal which is a smart contract-based secure
energy trading for a smart grid system in p2p energy trading or sharing. Ethereum
smart contract and IPFS (InterPlanetary File System) is used for the p2p energy
trading management system. The authors also tested the ET-Deal on the Mythril
which is an open-source tool.

2.4 Consensus Algorithm

In a blockchain network, reaching an agreement is a difficult and important process.
Because the new block is validated by all nodes in the network, new transaction
records would be added to the blockchain. It is worth noting that after blocks have
been validated, they cannot be changed or removed. Blockchains are built with
the intention of being valid in a trustless and unstable network with hostile users.
As consensus algorithms, many approaches are devised and developed. Based on
blockchain development, the number of these algorithms is growing every day. How-
ever, in this part, we will go through the most common consensus algorithms utilized
in blockchain networks, as well as our desired consensus algorithm in this thesis [35].

In the table 2.2 below, the authors of this thesis are tried to introduce the most
important consensus algorithm used in the blockchain networks. The table contains
blockchain consensus algorithms overview in terms of characteristics, strengths and
weaknesses, application, security issues, and scalability.
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Articles i?snusse Strengths Weakness st(:sllllzzy Scalability
High energy DDos,
strut Anti-DoS . Sybil,
requirements .
attacks Wastage of Bribe
[36] PoW defence Low, . attack, High
impact of stake on computations and Selfish
mining chances resources Vulnerable mining
to 51 percent attack
attack
DDoS,
Sybil,
Energy efficient, Bribe
does not require attack,
high The Rich Longe .
1371 Pos computational become richer range High
power, attack,
decentralize Stake
bleeding
attack
Faster execution, easier to launch DDoS,
does not require 51 percent Sybil,
[38] DPoS sophisticated attack, Long High
hardware, cartels can be range
energy efficient easily organized attack
[39] PBFT Reduce energy usage Not scalable Sybil Low.
and low latency attack
Faces consistency
issues
Less computational for permissioned
power requirement, Blockchain, DDoS, .
[16] PoA Less transaction latency, | Not decentralized , Sybil High
High throughput Identities

of validators are
publicly visible

Table 2.2: Consensus used in the blockchain networks
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2.5 Selection of Blockchain

Considering blockchain is still an evolving technology, new discoveries may quickly
change which platform is best for specific applications. In the p2p energy trading
network, participants must be authorized before joining the network (discussed in
chapter 4). Therefore, a private-permissioned blockchain is needed to achieve such
authentication.

From our literature review, we found many use cases such as smart grid [24], energy
sector 26, 27| , cloud environment [28], and residential communities [31] imple-
mented Hyperledger Fabric for energy trading or sharing. Furthermore, based on
the research on the comparison of different blockchain technologies in the paper [3],
numerous papers have been reviewed to find the suitable blockchain for the use case
of p2p energy sharing. The frequency of blockchain for this specific use case is seen
in the graph below. However, there are additional blockchain technologies that are
not covered in this study, like Bitcoin, Cardano, and Tezos, but still, ten different
blockchains are studied for such applications.
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Figure 2.2: Blockchain frequencies used for p2p energy sharing [3]

Figure 2.2 above shows the frequencies of used blockchain technologies for p2p en-
ergy sharing scenarios. In figure 2.2, the Y-axis represents the number of papers,
and the X-axis represents the frequency of different blockchains. In addition to
that, we can also see that the hyper ledger fabric and Ethereum are the most used
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blockchain technologies for energy trading purposes so far [3|. Therefore, it will be
easier to compare and convert it into academic work. Since Hyperledger Fabric and
Ethereum are not similar, the ultimate decision is made based on the features that
are most appropriate for this thesis.

Hyperledger Fabric uses different technologies, containers and it is compatible
with different programming languages. The entire Hyperledger Fabric infrastruc-
tures are open source; therefore, everyone has access to the source codes, and it is
possible to match it with different scenarios. It is highly scalable, configurable, and
modular that enables innovation, versatility, and optimization for a broad range of
industry use cases, for example, energy trading. Fabric is also the first distributed
ledger platform to support smart contracts written in multi programming languages
such as Java, Go and Node.js [40]. However, the ability of authors in this thesis in
Go-Lang is the reason for selecting Go as the Chaincode language.

Furthermore one of the most crucial components of a blockchain is the consensus
mechanism, which determines how different parties may agree on the state of the
distributed ledger. Ethereum currently uses a Proof-of-Work mechanism, which
consumes a large amount of energy, but it has been tested for several years and is
widely regarded as very secure and trustworthy in public blockchains. Hyperledger
Fabric employs the RAFT consensus method, which is based on voting and requires
more extensive communication despite being computationally cheaper. Both the
blockchains are planning to improve and develop their consensus to Proof-of-Stake
for Ethereum and PBFT (Practical Byzantine Fault Tolerance) for Hyperledger Fab-
ric, but at the time of writing this thesis, their developments are not completed [3].

Addition to that, the privacy and security of p2p network, a private-permissioned
blockchain is needed to have such a secure network, therefore, Hyperledger Fabric
is the choice landed in this thesis to provide a fully secure environment for energy
trading in the market. Hyperledger Fabric minimizes risks and guarantees that
transaction nodes are part of the network. Only the parties engaged in the transac-
tion have access to the transaction’s record, not the whole network. This ecosystem
offers all the benefits of blockchain architecture, including data privacy, immutabil-
ity, and other features. In comparison with other permissioned blockchains, like
Ethereum or Bitcoin, the Hyperledger Fabric is well-performing in terms of latency;,
execution time, and throughput [26].

Therefore, the main reasons for considering Hyperledger Fabric for the energy trad-
ing scenario are security, open-source and availability of Hyperledger, scalability,
and ability of Hyperledger to expand it into a large-scale network, and also using
efficient consensus algorithm that we rarely found in other blockchains.
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2.5.1 Hyperledger Fabric

Fabric is a Hyperledger project sponsored by the Linux Foundation that provides a
modular and flexible open-source framework for creating and running permissioned
blockchains. Hyperledger Fabric is the first blockchain technology for running dis-
tributed applications that is genuinely expandable. It has modular consensus meth-
ods that allow it to be customized to certain use cases and trust models. Fabric is also
the first blockchain system to run distributed applications built-in general-purpose
programming languages without requiring a systemic reliance on a cryptocurrency.
Existing blockchain systems, on the other hand, need “smart contracts” to be cre-
ated in domain-specific languages or rely on a cryptocurrency [40].

Hyperledger Fabric implements the permissioned model with a portable notion of
membership that can be combined with industry-standard identity management sys-
tems. Fabric provides a completely new blockchain design to allow such flexibility,
as well as a revamped approach to dealing with non-determinism, resource exhaus-
tion, and performance assaults [40].

As this thesis is related to energy management and energy trading, and the scope is
limited to a private blockchain, therefore, Hyperlegder Fabric performs better than
the other blockchain technologies available in the market.



Chapter 3

Blockchain & Technologies

This chapter is the continuation of the previous chapter based on a literature review
to discuss the core theoretical concepts that we addressed in our thesis work. The
content of the below sections will assist the readers to understand the concept and
the methods followed in the thesis. Here, we have discussed the concepts related to
blockchain, consensus algorithm, p2p network, and data storage.

3.1 Blockchain

Blockchain technology refers to decentralized, distributed, and digital ledger con-
sisting of records called blocks that are used to record transactions across many
computers (which are called nodes) so that any involved block cannot be altered
retroactively without the alteration of all subsequent blocks [41].

Blockchain technology was invented in 2008 and implemented in cryptocurrency
Bitcoin. The network taxonomy of blockchain is classified based on the different
types of network views such as public permission-less, public permission, private
permission-less, and private permission [11]. For immutability and fault-resilience
made it useful for handling transactions of currency. However, more advanced ap-
plications using e.g., smart contracts have been developed since then. According
to [42], Szabo visualized the concept of smart contracts in 1994. A smart contract
is not a legal contract, but an agreement enforced by the cryptographic code of a
blockchain and distributed to each node in the network. After deploying a smart
contract runs according to its programmed conditions, monitor some process, and
can primarily handle payments paid out according to programmed conditions [5].

According to [43], bitcoin was first proposed by an anonymous developer named
Satoshi Nakamoto, has revolutionized the existing financial system in that it enables
reliable transactions to occur through a decentralized system even among anonymous
parties [43]. As the underlying technological base of Bitcoin, blockchain is expected
to create a new economic system [43]. Blockchain is a distributed ledger system

20
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Figure 3.1: The vital blockchain characteristic [4]

where information on transaction details is shared and verified by p2p network
participants. The transaction details verified by the network’s consensus mechanism
can be added to existing blocks and once added into the chain, the block cannot
be modified. Because all transactions within a blockchain system are validated and
recorded by the consensus of the network nodes, the need for a trusted central entity
is eliminated (Rennock, Cohn, and Butcher, 2018). Bitcoin is a case of the successful
application of BC, which is the first global decentralized. Figure 3.1 above shows the
vital blockchain characteristics which contain all the mechanisms and contributors
in a blockchain.

In a decentralized marketplace, there is no single entity that takes the responsibility
for the proper operation of the marketplace. As a result, all guarantees must come
to the technical platform. Not only does it need to be properly designed, but it also
needs to be properly implemented, deployed, and monitored. Moreover, all these
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guarantees need to be verifiable by any of the members of the marketplace, at any
time. Finally, as marketplaces store sensitive data that should not be accessible
by all the members of the marketplace, data privacy naturally becomes a critical
feature. This makes it possible for the data owners to retain control of their data
i.e., where it is stored and who has access to it. This can be used, for instance, to
restrict access to the details of a contract only to the parties involved [5]. Figures
3.2 and 3.3 are showing the structure of the blockchain algorithm.
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Figure 3.2: Blockchain diagram [4]

For source authentication and identification, each transaction is digitally signed by
the owner with a private key. To keep track of transactions occurring simultane-
ously, multiple transactions are grouped together in a structure called a block, which
is uniquely identified by its digital fingerprints (hash) and timestamp. The blocks
are immutable cause they always use the previous hash to secure data. The data
validation of transactions and the block among potentially distrusted users are done
using a consensus mechanism, which means that the state of the shared ledger is
updated by the agreement or consensus of the majority of nodes. This updating em-
ploys the proof-of-work consensus algorithm, whereby nodes strive to find a special
value to achieve the block’s hash, less than a target value, which is usually set to
avoid any conflicts and establish trust. This target value is set in such a way that
nodes compete to find a unique, one-time number (called a nonce) in approximately
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10 min—hence, the block generation time is 10 min. This process by which nodes
perform rigorous computations, thus devoting their resources (such as their central
processing unit and electricity) to find the nonce, is called mining, and the nodes
doing so are called miners. Through mining, nodes compute the proof of work,
which is a form of achieving consensus among the distrusted nodes [41].
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Figure 3.3: Blockchain diagram [5]

In the physical world, trust is intangible, but it is nonetheless central to our inter-
actions with other people and to our consumption of services. Creating an online
environment in which people feel secure when interacting and consuming in a sim-
ilar way requires the development of technologies and protocols that formalize and
digitize trust. The current solution to the challenge of facilitating trust online is to
rely on trusted third parties such as banks and major internet companies to act as
trust anchors, creating and attesting certificates for people or web-based services.
Each device, browser and operating system come preconfigured with a list of these
trusted third parties and their certificates — their digital fingerprints. By instruct-
ing our devices to trust the root certificate of the trusted third party, they can
computationally infer trust in all underlying entities [44].



24 Chapter 3. Blockchain & Technologies

Genesis Block

In a blockchain network, a block is an ordered collection of transactions. It is crypto-
graphically connected to the previous block, which in turn is linked to the next block.
The genesis block is the initial block in such a chain of blocks and it does not have
a parent block [6]. The ordering service generates blocks, which are subsequently
validated and committed by peers. In summary, there is no other transaction before
genesis block in a blockchain network. In a Hyperledger Fabric network, the genesis
block is created once the first transaction occurs. The blockchain diagram shown
in figure 3.2 illustrates the structure of a blockchain as well as block zero which is
counted as the genesis block.

3.2 Peer-to-Peer Network

Peer-to-Peer (P2P) is a decentralized network communications architecture that
consists of a number of devices (nodes) that jointly store and distribute data, with
each node acting as a single peer. P2P communication takes place in this network
without the need for a central administration or server, which means that all nodes
have the same power and do the same duties [1]. Figure 3.4 indicates a simple p2p
network in which there is no central administration.
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Figure 3.4: Peer-to-Peer Network [1]
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3.3 Smart Contract and Chaincode

A smart contract is a blockchain component that contains all the required rules for
a transaction to be completed. It is also known as a finite state machine, in which
predetermined rules and instructions are carried out whenever a certain event hap-
pens. Before committing a transaction, it verifies the preset criteria [1].

The smart contract manages energy transactions between two or more parties in
a smart grid energy market by following preset rules. Once a smart contract is
launched on the network, its rules cannot be changed. It guarantees that the energy
trading market is transparent for all players [6]. Furthermore, market participants
trust these contracts with their energy and payments, removing the need for central
intermediaries to oversee these transactions. Once the smart contract is signed, it
is impossible to revoke or change it and it will be added to the chain to make the
entire blockchain [1]. The figure 3.5 below shows the content of each block inside
the blockchain in which the smart contract is added to each block.
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Figure 3.5: Content of each block in the blockchain [6]

In Hyperledger Fabric, term "smart contract" is known by chaincode. A chaincode
is an executable code that has a specific set of rules for each transaction.

In this thesis, we employed two smart contracts for secure p2p energy trading in a
smart energy market. The next subsections will go through the details of these two
smart contracts.
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Main Smart Contract

The main smart contract is developed to register the parties to the network. This
contract will be between the participants and the network provider. The network
provider is the party who is responsible to provide the entire infrastructure for p2p
energy trading. The network provider is also responsible for the maintenance of the
network. Furthermore, the main smart contract is also defined as the rules for any
communication and transaction between the parties and the network provider [1].

In case a transaction wants to be set between two or more parties in a different
region, the main smart contract will handle the entire process to register the parties
to their local Energy Management System (EMS) and prepare the transaction and
energy trading between two or more different regions. This kind of transaction is
only happening if a region wants to trade energy with another region. The complete
explanation for the terms EMS, Energy Storage System (ESS), and Main Energy
Management System (MEMS) is provided in chapter four of this study.
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Figure 3.6: Main smart contract [1]

The main smart contract can control all the transactions and operations of energy
trading in the local energy market. It verifies the user’s identity before allowing
them to trade. When a market participant sends a sell or buy request to its local
EMS, the EMS authenticates the user by checking the validity of the user if it is
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registered in the market or not. If a participant is registered with the required
information, the main smart contract will give further permission to the participant
to trade securely. The main smart contract is also stored all the transactions within
the local area [1]. Figure 3.6 depicts some important data that should be stored in
the main smart contract.

To start energy trading securely between two participants, a p2p smart contract
should be signed between seller and buyer in the network which we discussed in the
next part.

P2P Smart Contract

In a p2p energy trading network, the whole trading mechanism between two par-
ticipants is controlled by the p2p smart contract. If the main smart contract is not
added to the chain, market players cannot do any transaction in the network. The
essential data from the main contract and information on energy consumers and
prosumers are received from the main smart contract and will use it in p2p smart
contract. This smart contract’s seller function keeps the seller’s relevant data, while
the buyer function stores the buyer’s data to identify them in the network. Once
both the parties in the network sign the p2p smart contract, it will be added to the
chain, and it is not possible to change [1].

Smart Contract

Transaction ID:

Transaction details (encrypted)

Sensitive Data:

Prosumer data (encrypted)

Consumer data (encrypted)

Figure 3.7: P2P smart contract [1]

It is always preferable to trade with participants from the same region. Trade
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between nearby regions is recommended when trading inside the same region is not
possible, for example, all the participants in a region are consumers due to high
energy consumption in this region. The entire market is cleared in this manner, and
the transaction is transmitted back to the main smart contract [1|. Figure 3.7 shows
the p2p smart contract and some of the key features of this contract.

3.4 Blockchain Platforms

One of the major problems that individual companies who are seeking to use blockchain
to make transactions between entities are the lack of standards. However, not all
platforms are appropriate. In this section, we compare different blockchain platforms
to select the most suitable platform for secure p2p energy trading using blockchain
[45].

Hyperledger Fabric, Ethereum, Bitcoin, MultiChain, and Quorum are the five most
popular platforms now in use. The authors is describing five available platforms to
select the best platform for the use case of p2p energy trading using blockchain.

Hyperledger Fabric: Hyperledger Fabric is an open-source blockchain technology
designed for corporate use and created by the Linux Foundation. Hyperledger Fab-
ric allows smart contracts to be created using general-purpose scripting languages
like Go, Java, and Node.js rather than restricted domain-specific languages (DSL).
Hyperledger Fabric is classified under private permissioned distributed ledger [46].

FEthereum: Ethereum is a blockchain platform that has had a significant impact on
blockchain technology’s growth in recent years. Ethereum has established itself as
the most well-known platform for smart contract support, thanks to a built-in pro-
gramming language called Solidity. The ease with which Ethereum smart contracts
can be created allows blockchain technology to be used not only for cryptocurrencies
but also for a variety of other applications [46].

Bitcoin: Bitcoin is the first and most widely used blockchain platform, providing
a secure, low-cost, and quick way to conduct digital financial transactions without
the need for a central bank. Using a programming language, Bitcoin allows for
the creation of smart contacts. Bitcoin, on the other hand, is an unsuitable can-
didate for creating smart contracts due to its programming language limitations [46].

MultiChain: MultiChain is a blockchain platform that allows users to quickly
build up private blockchains in businesses. It provides a command-line interface for
network interaction and uses a basic API to expand the fundamental capabilities
of the Bitcoin API. Through the JSON-RPC (remote procedure call protocol) API,
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MultiChain allows multiple clients such as Go, Java, Node.js, PHP, Python, and
Ruby to communicate with the network [46].

Quorum: Quorum is an Ethereum-based blockchain platform that was created to
make developing Ethereum blockchain applications in businesses easier. Quorum is
an excellent choice for situations where transaction processing speed and throughput
are critical. Quorum has the same functionality as Ethereum. It does, however,
include a few changes, such as network and peer permissions management, better
transaction and contract privacy, voting-based consensus methods, and increased
speed [46].

3.5 Security and Privacy

As blockchain works in a distributed manner it ensures the security of the decentral-
ization of the smart grid and resources over the p2p network. The decentralization
guarantees various marks of resumption against security assaults [7].

The blockchain ensures security by a consensus process, hashing, and decentralized
storage. It is very difficult to insert fake data as the blockchain uses the consensus
of nodes that consist of fifty-one percent of the network [14].

Each block of the blockchain is dependent on the previous block and uses the hash
key of the previous block to add a new block to the network that makes traceability
possible. It also uses the electronic contracts known as smart contracts which are
self-executable computer programs that automatically induce terms and conditions
between two or more parties for establishing the communication and transactions

[14].



Chapter 4

System Design and Modeling

This chapter explains and sets the requirements for the implementation of blockchain
technology in a p2p energy trading system in a theoretical context. Three different
models have been discussed in this chapter. Considering their advantages and dis-
advantages we have selected our system model where we will implement blockchain
technology. The system models carry information about the structure and the be-
havior of that system to the reader.

4.1 System Model

Based on goals, creating a blockchain-based p2p energy trading needs to define a set
of technical design and rules. There are many studies worked on system modeling
and designing the p2p energy trading over blockchain. Most papers are worked on
the positioning of the Energy Storage System (ESS) in the network. Although the
main goal of the blockchain system is to decentralize the system as much as possible,
there are some reasonable reasons provided by different researchers to have a main
ESS for implementing p2p energy trading.

In addition to having sustainable energy resources, prosumers prefer to have stable
power distribution lines connected to an existing utility company to make sure that
they have enough energy when all the nodes are in their peak consumption.

In all three models, the network provider is a party who provided all the infras-
tructures to enable safe and secure p2p energy trading. the network provider is
responsible for all the maintenance as well. All the parties can trust it using a
predefined smart contract at the time of joining the network.

In this thesis, the authors decided to elaborate on three different system models that
focused on positioning the ESS in the network. In the end, the authors expressed
their purposed model based on the merits and demerits of each model considering
the security and scalability of each model. In the next subsections, three different
system models are discussed.

30



4.1. System Model 31

Model 1 - Individual Energy Storage System

Based on [47, 48], in a decentralized energy storage system, smart homes are equipped
with their own energy storage system and renewable power generator. In this model,
the surplus generated energy from each node is stored in its own ESS. Meanwhile,
the status of ESS will send to the Energy Management System (EMS) using a smart
energy meter and the extra energy will be ready for sale. If the produced energy
is less than its nodes demand, the smart meter will communicate with EMS to
purchase required energy from other prosumers. In a decentralized energy storage
system, each node is responsible for the maintenance of its own ESS system.

In the decentralized storage system, although the nodes have a considerable number
of options for selecting the amount of their own ESS, due to the price of having a
big storage system, the scalability of ESS might not be flexible. In terms of security,
a decentralized ESS has enough security and safety. The figure below gives a clear
vision of such a model where each node hosts its own ESS.
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Model 2 - Large Scale Energy Storage System

This market design applies rules to a system with a single large ESS that is owned
by the network provider. In contrast to model 1, this model has only one large
storage entity that is strategically situated and controlled by the community. The
battery may only be charged using renewable energy generated by prosumers in the
community, and this will be compensated. At a little higher rate than the charging
compensation rate, discharge is available to everyone — producers and consumers [49].

According to [50], the storage systems are belonging to the service provider who is
responsible for the maintenance and development of the network. each area can be
divided into smaller regions where each region hosts a large energy storage system.
All the participants in a region are connected to their local storage system via a
secure p2p connection link and all the regions are connected to a Main Energy Man-
agement System (MEMS). The role of having a MEMS is to have redundancy for the
whole network. For example, if a storage system in a region failed, the EMS of that
region sends a request to MEMS for purchasing energy from other regions, by this
way, a power outage for the end-users will never occur or will be in the minimum
state. A clear example of a large-scale ESS model is shown below.
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Figure 4.2: Large scale energy storage system
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Model 3 - NIST Conceptual Model

Under the NIST conceptual model [7], actors, applications, and concepts are divided
into seven domains and sub-domains. customers, marketplaces, service providers,
operations, generation, transmission, and dispersion are examples of these areas.
Actors, applications, and concepts are divided into seven domains and sub-domains
according to the NIST’s conceptual model.

The smart grid’s consumers domain is made up of the smart grid’s ultimate power
users. Participants in the electrical market make up the market domains. Cus-
tomers, prosumers, and utilities use cloud and edge computing services provided
by service providers. The operations domain is made up of independent system
operators that create smart grid apps that make use of edge and cloud computing
services and run various revenue models. The generators, carriers, and distributors
of electricity in bulk amounts are the bulk generation, transmission, and distribution
domains, respectively.
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Figure 4.3: NIST smart grid conceptual model [7]



34 Chapter 4. System Design and Modeling

Deregulation of the electrical power infrastructure has resulted in the global de-
centralization of electricity markets. As a consequence, customers may purchase
energy at lower costs on the spot and in future markets. However, energy trading
system designs differ due to the wide range of energy generating systems, which
can range from residential distributed energy resources (DER) to commercial-grade
power plants. As a result, today’s energy trading systems employ a variety of cen-
tralized and decentralized trading techniques |7].

The NIST smart grid domains and their relationship with the identified sub-domains
for prospective inclusion of decentralized applications are depicted in the figure 4.3.

4.1.1 Proposed Model

The authors selected their proposed model without any prejudice on a specific model
and tried to do a fully scientific survey on the advantages and disadvantages of dif-
ferent system designs.

In this thesis, three different system model (two technical model and one concep-
tual model) is discussed in which all the threes are structurally and technically are
implementable. After having a review of different studies, the authors decided to
choose model-2 (large scale energy storage system). Although model-1 has its own
merits, the scalability of model-2 is the main reason for choosing this model. In the
selected model, the network provider is able to develop the capacity of ESS at any
time. Therefore, it is possible to increase the capacity of the storage systems in all
regions very quickly.

The main purpose of having a blockchain p2p energy trading system is nothing but
security and safety. Since all the nodes can only take advantage of the system just
after the verification and authentication process mentioned in section 4.2.2, both the
models are fully secured under the blockchain. The whole implementation process
is dependent on the model chosen.

4.2 System Architecture

In this part, we will go through the system or network architecture necessary to
set up a completely decentralized p2p energy trading system based on blockchain.
Several hardware and software technologies will be used to enable such trading in a
genuine peer-to-peer energy trading network. The following discussion will elaborate
on the most critical requirements for this network in a highly secure blockchain
network.
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System Requirements

To implement the p2p energy trading scenario using blockchain, some technologies
and infrastructures are required. Here, we will only express the most essential
requirements. It means all these items must be available for both running and
joining a p2p energy trading using blockchain.

e Smart node: A node in a p2p network can use p2p communication to access
information on the network. In a p2p energy trading network, a node could be
either an energy consumer or a prosumer who owns a copy of the blockchain
ledger.

e P2P link connection: In a p2p network, a group of nodes is linked together
with equal permission and responsibilities for trading energy using a p2p link
connector.

e Renewable power generators: Various renewable electricity generators can
be used to produce energy in a p2p energy trading market. The most common
use of such generators is solar photo-voltaic panels and wind turbines.

e Smart energy meter: A smart meter is an electronic device that keeps track
of data like electric energy consumed and/or produced, voltage levels, current,
and power factor. In such a p2p energy trading network, the smart meter is
responsible for making all the transactions and storing a ledger of blockchain.

e Energy storage system (ESS): The energy storage system is a device that
stores electric energy for later use. In this scenario, the battery is used to store
energy.

e Energy management system (EMS): An energy management system is
a computer-based tool that power system operators use to monitor, regulate,
and manage energy efficiently. In our case, EMS is just offering a safe p2p
energy trade transaction utilizing blockchain.

e Application programming interface (API): API allows blockchain nodes
to communicate with one another. API is implemented on EMS and smart
meters in this case.

4.2.1 Secure Market Participation

Participants who are actively consume and produce energy in the network are re-
quired for the deployment of p2p energy trading using blockchain. Although trading
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energy is not a new concept in the twenty-first century, security has always been
one of the most important concerns for any market.

The most important aspect of any secure trade is that both the seller and the buyer
are aware of the parties involved and they are not malicious. As a result, the way
that the members join the network is important since they must be known to one
another. To continue, we will explain how the members may join the network safely.

Each network participant has a public and private key pair in the p2p energy trad-
ing network. Participants’ public keys are exchanged with other network users, and
a user cannot mathematically guess another user’s secret key using his public key.
Participants’ public keys are utilized to produce unique addresses using a hash func-
tion. For trading on the network, these unique addresses are used to identify them.
Their true identities are kept hidden in this way. As a result, malicious nodes are un-
able to access the sensitive data of legitimate network members, ensuring privacy [1].
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Figure 4.4: Market participation [1]

Once the public key is shared with participants inside the network, a smart contract
contains predefined rules between participants, and the network provider will sign,
and a transaction will store in the database. The participant public key will use



4.2. System Architecture 37

for signing and encrypt the confidential data inside the smart contract. Once the
smart contract is settled and approved by the majority of members, it will add to
the chain and all participants will have a copy of the entire chain. The header of the
current block contains the hash of the previous block, in this way the whole chain of
blocks is maintained. These unique addresses are stored in the energy management
system (EMS) and used to make the block of blockchains and also to identify them
while trading on the network. The key condition for joining the blockchain-based
p2p energy trading network is that the member does not have to be an absolute
consumer. It means that at least one renewable energy generator must be installed
along with all the smart devices provided by the network provider. A graphical
picture shows the key exchange between parties and the way that a new participant
wants to join the network securely in figure 4.4.

4.2.2 Blockchain and Smart Contract in P2P Energy Trading

The purpose of blockchain energy trading is not only for sustainability but also
for increasing the privacy and security of trading energy in the market. Therefore,
taking the advantage of blockchain and smart contracts, third-party supervisors are
no longer required.

When a prosumer has some surplus energy, it sends a sell request message to EMS
using its smart meter device for selling its surplus energy. This communication will
encrypt using the prosumer public key. In reply to this request, a private message
from EMS will send to the prosumer to verify the prosumer ownership. Once the
validity of the prosumer in the network is confirmed by the EMS, the prosumer can
transfer its extra energy to ESS. Meanwhile, the status of the EMS panel will be
updated, and the energy will be ready to be sold in the market. The amount of
energy transferred to the EMS will store in the database [51].

Once a consumer sends a buy request to the EMS, the EMS will do the same security
procedure did for the prosumer to authenticate the consumer in the network.

Since the authentication is completed for both the consumer and prosumer, they
can deal with predefined rules and prices in the smart contracts. Once the smart
contract is signed using both prosumer and consumer keys, it cannot be changed
and will be added to the chain and store in the database.
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Implementation and Experiment

In this chapter, we illustrated the experiment utilizing several technologies to im-
plement p2p energy trade using blockchain, which addresses RQ-3 of this study. We
tried to implement a simple p2p energy trading network that tries to communicate
securely under the Hyperledger Fabric blockchain platform in a remote Ubuntu ma-
chine. Subsequently, we have gone through the technology that has been used in
this experiment as well as a brief description of each technology. The chapter be-
gins with implementation requirements and implementation description followed by
a sequence diagram of the system, Hyperledger Fabric transaction life cycle, energy
trading implementation algorithm, and finally concluded with the implementation
result.

5.1 Implementation Requirements

This section provides a comprehensive knowledge of p2p energy trading needs for
Hyperledger Fabric blockchain. For example, certain features, virtual machines (ide-
ally on the cloud system), distributed databases, programming languages, contain-
ers, and virtualization systems. Below, we detailed precisely how all technologies
for a Hyperledger Fabric blockchain energy trade are being employed in this thesis
to demonstrate our approach.

Prerequisites Features

Some qualities are required for virtual machines to replicate the intended environ-
ment. Table 5.1 below lists the prerequisites that must be installed on virtual ma-
chines (VMs) in order to execute the simulation used in this thesis. A git repository
was provided for downloading all the general perquisites commands. A ".md’ file
contains all the commands that need to be executed. You need to make sure that
you are downloading the version specified in table 5.1 below.

Git https://github.com/msnband/Thesis-prerequisite-Hyperledger-Fabric

38
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Features Version
curl 7.68.0
Docker 20.10.7
Docker-compose 1.25.0
go gol.13.8
nodejs v10.19.0
node v10.19.0
npm 6.14.4
pip 20.0.2
python 2.7.18
Ansible 2.9.6
Hyperledger fabric 2.2
consensus type solo
Distributed database | CouchDB

Table 5.1: Prerequisites features

Cloud Computing

Cloud computing service that allows end-users to access a wide range of network
and application services. For example, offering virtual computers, storage, and a
variety of other cloud services.

In this thesis, due to the availability and accessibility of Microsoft Azure for BTH
students, we decided to use this service for the implementation environment. To

enable VMs to implement the network, all the requirements mentioned in table 5.1
should be satisfied.

In the table 5.2, the specification of the VM used in this experiment is shown.

Operating system | RAM (GiB) | Storage HDD (GiB) | Accessibility

Linux (Ubuntu Server) 16 30 SSH

Table 5.2: Virtual machines specifications

State Database - CouchDB

There are two types of peer state databases supported by Fabric. The LevelDB
database is the peer node’s default state database. LevelDB only allows key, key
range, and composite key searches and stores chaincode data as basic key-value pairs.
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CouchDB is an optional alternative state database that lets you represent data on
the ledger as JSON and run sophisticated searches against data values rather than
keys. CouchDB support also allows you to install indexes with your chaincode to
improve query efficiency and query big datasets [52].

To make use of CouchDB’s advantages, such as content-based JSON queries, the
data must be formatted as JSON. Before setting up the network, the network man-
ager must select whether to use LevelDB or CouchDB. Due to data compatibility
problems, switching a peer from LevelDB to CouchDB is not supported in Hyper-
ledger Fabric. Therefore, all network participants must use the same database type
[52].

Programming Language

To simulate a true peer-to-peer energy trading network in a virtual environment,
the authors decided to use multiple programming languages in which they can im-
plement blockchain more easily. Therefore, various programming language is used
to satisfy the requirements.

To install and implement the Hyperledger Fabric environment, we used the test case
provided by, IBM, Hyperledger, and Linux foundation. In order to connect all the
codes and software, a Shell script is used. For example, a Shell script to Docker-
ize the network. Nodejs is used to add the blocks to make the entire blockchain
and also communicate with the database. Go-language is used as the language for
smart contract deployment and Ansible automation tool is used to automate the
configurations. Finally, a Python code is used to apply energy trading algorithm,
automate and connect the entire scenario. Although, there are other powerful pro-
gramming languages that can be used for this scenario, the ability of authors in
these programming languages is the reason to use them.

Virtualization and Containerization

To build a peer in a network virtually and add all the required components to it,
container orchestration is needed. Docker and Docker-compose are used to create
such peers in the network. Taking the advantage of containers, users can make
a large number of peers in the network to observe the behavior of the network
and each node in a blockchain network. Docker is primarily concerned with a single
container or image, however, docker-compose can handle multiple docker containers.

Docker: In simple word, Docker is a container virtualization technology. It is sim-
ilar to an extremely light virtual machine. It is a collection of platform-as-a-service
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solutions that provide applications in containers via OS-level virtualization.

Docker-Compose: Compose is a Docker application that allows you to define
and execute multi-container Docker applications. To configure our network with
Compose, we utilized a YAML file, then we may use a single command to build and
execute numerous container images.

5.2 Implementation Description

To implement a p2p network under Hyperledger Fabric blockchain, some steps
should be followed. In this thesis, we used a test case environment provided by
Hyperledger and Linux foundation. We organized the test environment to imple-
ment a network consisting of three peers authorized by an authenticate organization
in a docker image. We enabled a p2p connection between peers by allocating the
same IP (localhost) but in a different port. We also enabled CouchDB as a state
database for each node to record the transactions. In the final, we have written a pre-
defined rule to apply and enable energy trading in the Hyperledger Fabric network
using the smart contract. Each node has its own ID (docker image ID) for making
transactions in the network using the smart contract. Docker composed is used
to define and run multi-container Docker images. For example, each docker image
is a peer and a YAML file is used to make and set up the configurations for each peer.

In addition, an Application Programming Interface (API) written in Nodejs is de-
fined to see the scalability and the capacity of the network. Using this API, we are
able to run N number of energy trading transactions in the network and store all
the transactions in the CouchDB. The entire implementation is publicly available in
a git repository addressed in this chapter below.

5.2.1 Sequence Diagram of the System

The Hyperledger Fabric is a permissioned blockchain technology with several unique
characteristics that make it ideal for organization-class applications. It can execute
smart contracts (chaincode) written in Go, Java, or Node.js. To mention a few
features, it includes a pluggable consensus protocol and an application-specific trust
model for transaction validation |8].

A Fabric network is made up of many entities, such as peer nodes, ordering service
nodes, and clients, all of which belong to different organizations. A membership
service provider, for example, the network infrastructure provider, provides each of
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these with a network identity. All entities in the network have access to and may
verify the identities of all organizations. In figure 5.1, we showed how peers interact
together in a Fabric network. In the following subsections, we described all the
Fabric key components concisely |[8].
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Figure 5.1: Hyperledger Fabric transaction life cycle [8]

Types of Peers In Hyperledger

In a Hyperledger Fabric p2p network, while all peers functionally behave the same,
they can assume multiple roles depending on how the network is configured [53]. In
below, we described two types of available peers in a Fabric network.

e Committing peer: In a channel, every peer node is a committed peer. It
accepts blocks of produced transactions, which are then verified before being
committed as an append operation to the peer node’s copy of the ledger [53].

e Endorsing peer: Every peer with a smart contract can be an endorsing
peer if one is deployed. However, in order to be an endorsing peer, a client
application must employ the smart contract on the peer to create a digitally
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signed transaction response. The phrase endorsing peer refers to this reality
explicitly. A smart contract endorsement policy specifies which organizations’
peers must digitally sign a produced transaction before it can be accepted onto
a committed peer’s copy of the ledger [53].

Fabric Key Components

e Channel: Fabric provides the idea of channel, which functions as a "private"
subnet of communication between two or more peers to enable isolation. Only
the peer members and participants in a channel may view the transactions.
Each channel has its own immutable ledger and chaincodes [8].

e Peer: A peer node maintains the ledger of a system by executing a chaincode,
which implements a user smart contract. A well-defined ledger API provides
chaincode access to the shared state. A peer can be classified as either an
endorsing peer, which possesses the chaincode logic and executes it to approve
a transaction, or a committing peer, which does not [8].

e Ordering Service: An ordering service node participates in the consensus
process by cutting blocks of transactions that are given to peers using a gossip
communication channel [8].

e Client: The client application is responsible to create a transaction proposal.
The client sends the transaction proposal to one or more peers at the same
time in order to gather proposal replies, in this case, for example, selling or
purchasing energy from the network. The transaction is then published to
the order to be included in a block and sent to all peers for validation and
commitment |[8].

5.2.2 Fabric Transaction Life Cycle

Unlike other blockchain networks, the Fabric uses a simulate order-validate and
commit transaction mechanism instead of an order execute transaction architecture
[8]. The transaction flow is depicted in figure 5.1, which consists of three steps:

First, endorsement phase - which involves implementing the transaction on a subset
of peers and capturing state changes.

Second, ordering phase - here is where the transactions are ordered using a consensus
process.
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Third, validation phase - validation and commitment to the ledger. The network
must be booted in conjunction with participating organizations, their membership
service provider and peer identities before transactions may be submitted on Fabric

8].

1. Endorsement phase: Initially, the client signs the proposal with his or her
credentials and sends it to one or more endorsing colleagues at the same time.
The chaincode’s endorsement policy specifies which organization peers and
client must submit the proposal for simulation. Each endorsing peer first val-
idates that the applicant is entitled to invoke on the channel transactions.

Secondly, the peer runs the chaincode that can access the current pair’s ledger
status. The outcomes of the transaction comprise the answer value, read-set,
and writing-set. Everyone reads the actual status of the ledger, but all writ-
ings are intercepted and alter the workspace of a private transaction [8|.

Third, the endorser invokes the Endorsement System Chaincode (ESCC),
which signs the transaction response with the identity of the pair and an-
swers the client with a proposal reply.

Finally, the client examines the proposal response to ensure that it carries the
peer’s signature. The customer gathers a sufficient number of proposal replies
from various peers and double-checks that the endorsements are the same |[§].

2. Ordering phase: The client transmits to the ordering service a well-formed
transaction message. The transaction includes read-write sets, peer signatures,
and the Channel ID. For the functioning of the transaction, the ordering service
does not have to check the contents. It accepts transactions from multiple
customers on different channels and sticks them to each channel. It produces
transactions blocks per channel, signs the block, and sends it to peers via a
gossip message protocol [8].

3. Validation phase: The network sends blocks to all peers on a channel, both
endorsing and committing peers. The peer checks the orderer’s signature on
the block first. Each valid block is decoded, and all transactions within a block
are validated using Validation System Chaincode (VSCC) before moving on
to Multi-Version Concurrency Control (MVCC) [8].

VSCC Validation: A validation system chaincode compares transaction en-
dorsements to the endorsement policy defined for the chaincode. The transac-
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tion is deemed void if the endorsement policy is not met [8].

MVSCC Validation: The multi-version concurrency Control check guarantees
that the versions of keys read during the endorsement phase by a transaction
match their present state in the local ledger at commit time. This is compa-
rable to a read-write conflict check used for concurrency management, and it
is carried out sequentially on all legal transactions in the block (as marked by
VSCC validation). The transaction is declared invalid if the read-set versions
do not match, indicating that a concurrent preceding (as in earlier in this block
or before) transaction changed the data read and was successfully committed
since its endorsement [8].

4. Ledger update phase: The ledger is updated by adding the block to the
local ledger as the last stage of transaction processing. With the write-sets of
valid transactions, the CouchDB, which stores the current state of all keys,
is updated (as marked by MVCC validation). These CouchDB changes have
been completed atomically for a block of transactions, and the updates have
been applied to return the CouchDB back to the state after all transactions
in the block have been processed [§].

In the following part, we provided figure 5.2 to show all the Hyperledger Fabric
network processes. Building a network, for example, consists of adding peers, cre-
ating channels between peers, and executing a smart contract (chaincode) between
peers. A clear Hyperledger Fabric work cycle diagram will also demonstrate how
clients (peers) interact together using all the technologies we explained at the be-
ginning of this chapter.

1 - Set up a network, 2 — Create a Fabric 3 — Add a new peer to 4 — Enable database
consisting of two channel] for transaction N the network according > (CouchDB) on each
separated peers. between peers. to policy. peer.
'y
6 — Add transactions to 5 — Enable smart
___________ the database and making contract between peers —
the entire blockchain. to start transaction.

Figure 5.2: Stepwise to implement a Fabric network
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5.2.3 Energy Trading Implementation Algorithm

Since reaching an agreement is a complex process in all blockchain networks, and
because a new block must be validated by all the nodes before added to blockchain,
the process is overly complex. The following figures show the entire energy trading
algorithm implemented in the Azure cloud. In the algorithms shown in figure 5.3
and 5.4, we briefly described all the steps of the entire implementation phase. In 5.3,
authors depicted all the steps for network participation, for example, crypto mate-
rial generation, key exchange between peers and signing the main smart contract
to register a new peer to the network. A Yaml file is defined to configure all the
configurations for the peers, make crypto materials and generate public/private keys.

1- Authenticate by a valid organization (Network Provider)
1.1 — Provide crypto material generator infrastructure for the new peer.
1.2 — Give one-time key to the new peer to use for generating Public/Private key.
2 — Generate crypto material for the new node (Public/Private key)
2.1 — Generate Public/Private key using material provided by network provider.
if peerID is organization authenticated:
key-gen Public/Private Key
else break
3 — Exchange Public key with other participants.

3.1 — Start key exchanging between new party and other participants showing a new peer is trying to join
the network.

3.2 — Preparing Chaincode for the new party for joining the network (Main smart contract)
if key exchanged:
sudo make chaincode
4 — Signing main smart contract between new party and network provider according to consensus algorithm.
4.1 — Signing the main smart contract between new party and network provider.

4.2 — Send the main smart contract to other parties for signing once network provider is signed
successfully.

if smartContract_owners_signed:
send to others
else return_to_owners
4.3 — Register the new party fo network and store a copy of ledger in the state database (CouchDB).
if majority_signed:

add to CouchDB

Figure 5.3: Network participation algorithm
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1 — Request for buy or sell energy within the network.
If produced_energy > consumed_energy:
send sell request
elif produced energy < consumed_energy:
send buy request
else break

2 — Preparing p2p smart contract for this specific transaction request using seller and buyer
public keys.

2.1 - Signing the p2p smart contract using their own private keys and sending for
endorsement phase.

if smart_contract is signed by its owners:
if smart contract is generated by authenticated peers:
send to other peers
when smart_contract is signed by majorities:
store a copy in CouchDB

enable energy trading

Figure 5.4: Energy trading algorithm

In the figure 5.4, the algorithm showing how one party can send sell or buy request
within the network. In addition, we showed the energy trading algorithm cases along
with conditions. For this step, a random generator function is used to implement the
produced and consumed energy for each peer. The main smart contract is written in
Go is defined for any energy transactions and to add the transaction to CouchDB.
A public git repository containing the entire simulation code is provided as well. The
code is written in Python and is responsible for doing all the steps of the algorithm
consequently.

Git https://github.com/msnband/ThesisEnergyTradingSimulation

5.3 Functions and Commands Description

To implement such a blockchain network, multiple programming is conducted. The
implementation environment is configured in a way to be automated as much as
possible. For running and configuring several settings parallelly, a script written in
Shell contains a series of commands to run sequentially to carry out some operations
and running YAML files for making Docker images. There are many configurations
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to set up a p2p network, but to avoid complexity, we tried to configure and im-
plement the most important characteristics of each component in the network. To
download the latest version of Hyperledger Fabric, the following command should
execute:

$:- curl -sSL hittps://bit.ly/2ysbOFE | bash -s

Once it is downloaded successfully, our implementations should be replaced with the
default implementations. in this case, should be replaced with the folder "fabric-
samples". A git repository containing all the necessary codes and dependencies is
provided to download and execute the commands to see the results, download and
replace it with the "fabric-samples" folder.

Git https://github.com /ragadeep-maker/Master Thesis-P2P

In below, we will elaborate concisely on the most important commands and func-
tions are used in this work.

Set-Up The Network

The first command is used to set up the network is "up". This command will call

an in-built function to create a network consisting of three participants. Two peers

and one orderer. The task for the orderer is already explained in this chapter. Be-

fore bringing up the network, each peer needs to generate the crypto material that

will define that peer on the network. The crypto material will generate automati-

cally during the process using three YAML files located in the "fabric-samples /test-
network /organizations/cryptogenic" directory. The following commands should be
executed in the directory "HyperledgerFabric _v1/HyperledgerFabric/fabric-samples/test-
network". The command is used for setting up the network is below:

$:- . /network.sh up

Tip: It is important to "down" the network at the end or once you do not like to
continue. This implementation will impose some changes in the network configu-
ration of your Linux machine. Using "down" commands, will return your network
configuration to the default.
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jorkup() [

COMPOSE_FILES="-f
if [ "¢{DATAB . Tl
COMPOSE_FILES= JMPOSE_FILES} -f OMPOSE FILE COUCH}"

DOCKER SOCK="${DOCKER S0CK}" docker-compose ${COMPOSE FILES} up -d

1

Figure 5.5: Bring up the peer using docker compose.

Figure 5.5 showing the used function for bringing up the network using docker-
compose.

Create The Channel Between Peers

The second command is calling relative functions in figure 5.6 to establish the chan-
nel between peers. The command is below:

$:- . /network.sh createChannel

createChannel() {

$CLI DELAY $MAX RETRY $VERBOSE

Figure 5.6: Create the channel.
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Add Database To The Peers

Since the network participants need a database for storing the transactions, a
database needs to be installed on each peer. we have to re-install all the networks
to enable an active database. Therefore, the following command is used to do all
the setups from scratch and download and install CouchDB on each Docker image.
This command is calling a YAML file shown in figure 5.7 to download, install and
configure CouchDB on all the images.

$:- . /network.sh up createChannel -s couchdb

version: '3.7

networks:
test:
name: fabric_t

services:
couchdbo:
container_name: couchdbe
image: couchdb:
labels:
service: hyperledger-fabric

environm

ports:

networks:

peer@.or ample.com:
environment

depend

couchdbil:
container_name: couchdb1
image: couchdb:
labels:
service: hyperledger-fabric

Figure 5.7: CouchDB installation YAML file

Add a New Peer To The Network

So far, we have created a network consisting of two peers with a secure channel
between them. The CouchDB is also installed on each peer, and they are ready to
store the transactions. In this step, we are trying to add a new peer to the network
according to the policy we mentioned in section 4.2.1 of chapter four in this thesis.
To add the new peer, we should change the working directory to the directory
where the configurations are located. In this case, we put the configurations in
/HyperledgerFabric/fabric-samples /test-network/addOrg3 . The implementation code
is written in a bash script and the file named addOrg3.sh. To add the third peer to
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the same network and same channel, the following command should be executed in
the mentioned path:

$:- . /addOrg3.sh up -c mychannel -s couchdb

Main Smart Contract

So far, we have created a network consisting of three members who are not allowed
to communicate together using available channels and networks since they did not
sign the main smart contract yet. The role of the main smart contact is described in
chapter three in section 3.3 of this thesis. Now, we are trying to call the chaincode
function to enable peers in the network to communicate according to the policy
mentioned in section 3.3. Here is the command is used to deploy the chaincode in
Go-language in the network:

$:- . /network.sh deployCC' -ccn basic -ccp ../asset-transfer-basic/chaincode-go -ccl go

Down The Network

At any stage of the implementation, if we would not like to continue, we should down the
network to return the network status to its default one, for example, IP configurations
and some firewall rules we applied for this implementation. The command below and the
function shown in figure 5.8 are provided below:

$:- . /network.sh down
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tion networkDown() {

OSE_FILE CA down --volumes --remove-orphans
ans

removeUnwantedImages
docker run --rm -v "$(pwd):/data" busybox sh -c 'cd /data & mm -rf

bu

Figure 5.8: Network down function

Note: It is strongly recommended to down the network at any time you are not going
to continue. This implementation has applied some changes in the root configurations of
your Linux machine network. Using the down command will return the configurations to
the default.

5.4 Implementation Results

In this section, we will show the implementation results related to RQ-3. The results will
provide all the steps of a p2p energy trading network over Hyperledger Fabric blockchain.
Authors tried to present all the steps according to the Hyperledger-Fabric life-cycle shown
in chapter five, picture 5.1 and also energy trading algorithm showed in figure 5.3 and 5.4
of this thesis. In the initial step, we suppose to set-up a p2p network with two peers and
establish a secure channel between them. Then we will show how a new peer can join
the network securely according to the policy we mentioned before. Finally, we will apply
energy trading algorithm to enable peers to trade energy securely using Hyperledger Fabric
blockchain. two smart contracts (main smart contract and p2p smart contract) written in
Go-language are defined for any transaction within the network. The roles for each smart
contract is described on chapter three section 3.3 of this work. The results are clearly
showing that energy trading using Hyperledger Fabric blockchain is technically possible.
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Set Up The Hyperledger Network

In the initial step, we are trying to bring up the network securely. The network is consist-
ing of two separate organizations and each organization has one peer, as well as an orderer
peer. The complete explanation of the orderer is explained in section five of this thesis.
According to the Hyperledger official documentation [15], peers are not able to commu-
nicate without having a secure network. To create and prepare such secure network, the
Hyperledger-Fabric blockchain source code is used. The figure below shows that the system
is trying to to make a secure network for further purposes.

$ ./network.sh up

/thesis/Hyperledger/fabric-samples/test-network/../bin/cryptogen

+ cryptogen generate --config=./organizations/cryptogen/crypto-config-orgl.yaml --output=organizations
orgl.example.com
+ res=0

+ cryptogen generate --config=./organizations/cryptogen/crypto-config-org2.yaml --output=organizations
org2.example.com
+ res=0

+ cryptogen generate --config=./organizations/cryptogen/crypto-config-orderer.yaml --output=organizations

network "fabric_test" with the default driver
volume "docker_orderer.example.com" with default driver
volume "docker_peer0.orgl.example.com” with default driver
volume "docker_peer®.org2.example.com” with default driver
orderer,example.com €
peerf0.orgl.example.com ...
peer@.org2.example.com ...
cli e
CONTAINER ID IMAGE COMMAND CREATED STATUS
NAMES
6753c4ae3elf hyperledger/fabric-teools:latest "/bin/bash" 2 seconds ago Up Less than a second
cli
hyperledger/fabric-peer:latest "peer node start" 6 seconds ago Up 2 seconds 0.0.0.0:9651->9051/tcp,
:::19051->19051/tcp peer@.org2.example.com
bcc912eeB23c hyperledger/fabric-orderer:latest "orderer" 6 seconds ago Up 3 seconds 0.0.0.0:7050->7050/tcp,
53->7053/tcp, 0.9.0.0:17050->17050/tcp, :::17050->17050/tcp orderer.example.com
51393c48f6b5 hyperledger/fabric-peer:latest "peer node start" 6 seconds ago Up 2 seconds 0.0.0.0:78651->70851/tcp,
17051->17051/tcp peer@.orgl.example.com

Figure 5.9: Set up the network
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Establish Channel In The Network

To enable the peers to communicate securely, a private channel should be established be-
tween peers which decided to make a transaction. For example, communicating for signing
the smart contract and trading energy. The channels are a private communication layer be-
tween individual members of the network. Channels can only be utilized by organizations
invited and invisible to other network members. A unique blockchain ledger is available
for each channel [15]. Once the channel is established for the first time in the network, the
peers must exchange their keys and sign the main smart contract to register in the network.
Since it is the first transaction, we are creating the genesis block in this step since the first
transaction is completed and added as the first chain. To sign the main smart contract
by peers according to Hyperledger life cycle mechanism, ordering and endorsement phase
must be satisfied. The ordering and endorsement phase is also visible in the screenshot
below.

/thesis/Hyperledger/fabric-samples/test-network/../bin/configtxgen
+ configtxgen -profile TwoOrgsApplicationGenesis -outputBlock ./channel-artifacts/mychannel.block -channelID mychannel
Loading configuration
orderer type: etcdraft
Orderer.EtcdRaft.Options unset
heartbeat_tick:1 max_inflight_blocks:5 snapshot_interval_size:16777216
| naded _confiauration. /thesis/Hvnerledaer/fabric|
Generating genesis block
Creating application channel genesis block
Writing genesis block
+_res=0

+ osnadmin channel join --channelID mychannel --config-block ./channel-artifacts/mychannel.block -o localhost:7853 --ca-file /thesis
ons/ordererOrganizations/example.com/orderers/orderer.eximple.com/msp/tlscacerts/tlsca.example.com-cert.pem --client-cert /thesis/Hy|
/ordererOrganizations/example.com/orderers/orderer.examplle.com/tls/server.crt --client-key /thesis/Hyperledger/fabric-samples/test-n|
om/orderers/orderer.example.com/tls/server.key

: 201

"name": “"mychannel”,

"url": "/participation/vl/channels/mychannel”,
"consensusRelation": "consenter"”,

"status “active",

"height 1

Channel 'mychannel’' created

peer channel join -b ./channel-artifacts/mychannel.block
rac—A
Endorser and orderer connections initialized
Successfully submitted proposal to join channel

peer channel join -b ./channel-artifacts/mychannel.block
res=0

Endorser and orderer connections initialized
Successfully submitted proposal to join channel

Figure 5.10: Connect organization one to the channel
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+ configtxlator proto encode --input config update in envelope.json --type common.Envelope
Endorser and orderer connections initialized
Successfully submitted channel update
Anchor peer set for org 'OrglMSP' on channel 'mychannel’

+ peer channel fetch config config block.pb -o orderer.example.com:7050 --ordererTLSHostnameOverride orderer.example.com -c
daer/fabric/peer/oraanizations/ordererOraanizations/example.com/orderers/orderer.example,com/msp/tlscacerts/tlsca.example.c
Endorser and orderer connections initialized
Received block: 1
Retrieving last config block: 1
Received block: 1

+ configtxlator proto_decode --input config_block.pb --type common.Block
+ Jq '.data.data[@].payload.data.config’

+ jq '.channel_group.groups.Application.groups.0rg2MSP.values += {"AnchorPeers":{"mod_policy": "Admins","value":{"anchor_pe

rsion }}' 0rg2MSPconfig.json
configtxlator proto_encode --input Org2MSPconfig.json --type common.Config

configtxlator proto_encode --input O0rg2MSPmodified config.json --type common.Config
configtxlator compute_update --channel_id mychannel --original original_config.pb --updated modified config.pb
configtxlator proto_decode --input config_update.pb --type common.ConfigUpdate
iq .
++ cat config_update.json
3 B! eader { 'channel_header":

'"modfpollcy
'} '}, '"mod_policy”:
trlte SR

5 3 'peerB orgZ examp'l.e com
}, ta b }' }.' '"mod_policy”
A z values": {},"' '"version":' '"@
3 conflgtxlator proto_ encode --input config_ update in_envelope.json --type common.Envelope
Endorser and orderer connections initialized
Successfully submitted channel update

' on channel 'mychannel'’

Figure 5.11: Connect organization two to the channel

Add a New Peer To The Network

In this part, a new participant authorized by an organization will add to the network se-
curely. In the first step of energy trading algorithm in figure 5.3, we shown the step to step
mechanism for joining a new peer to the network securely. The below picture is showing
that the crypto materials for new peer is generating and a new peer is added successfully.
The full process for joining a new participant in the network is discussed in section 4.2.1
of this study.

You will observe the creation of the crypto material for Org3. The creation of the or-
ganizing definition and finally the modification, signature, and submission to the channel
configuration is shown below.
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+ cryptogen generate --config=org3-crypto.yaml --output=../organizations
org3.example.com
+ res=0

JLIESLIS/AYPET LEUYET / 1dUT LU-5dlllpLES/ LESL-NIELWUT R/ duuuiygs/ ../ ../ LI/ Lo LgLxygen

+ configtxgen -printOrg Org3MSP
Loading configuration
Loaded configuration:

Creating volume "docker_peer0.org3.example.com” with default driver

NARNING: Found orphan containers (peer@.orgl.example.com, peer@.org2.example.com, cli, orderer.example.com) for t
Lle, you can run this command with the --remove-orplans flag to clean it up.

Creating peerf.org3.example.com ...

+ peer channel fetch config config_block.pb -o orderer.example.com:7050 --ordererTLSHostnameOverride orderer.exam
dger/fabric/peer/organizations/ordererOrganizations/example.com/orderers/orderer.example.com/msp/tlscacerts/tlsca
Enderser and orderer connections initialized
Received block: 2
Retrieving last config block: 2
Received block: 2

configtxlator proto_decode --input config_block.pb --type common.Block
jq '.data.data[@].payload.data.config’
jq -s '.[08] * {"channel_group":{"groups":{"Application":{"groups": {"Org3MSP":.[1]1}}}}}' config.json ./organiza
configtxlator proto_encode --input config.json --type common.Config
configtxlator proto_encode --input modified config.json --type common.Config
configtxlator compute_update --channel_id mychannel --original original_config.pb --updated modified_config.pb
configtxlator proto_decode --input config_update.pb --type common.ConfigUpdate
+ ++ cat config_update.json

Figure 5.12: Add a new peer to the network

Endorser and orderer connections initialized
Successfully submitted propeosal to join channel

+ peer channel fetch config config_block.pb -o orderer.example.com:7050 --ordererTLSHostnameOverride orderer.examp
dger/fabric/peer/organizations/ordererOrganizations/example.com/orderers/orderer.example.com/msp/tlscacerts/tlsca.
Endorser and orderer connections initialized
Received block: 3
Retrieving last config block: 3
Received block: 3

+ configtxlator proto_decode + jq '.data.data[0].payload.data.config"'

inout _roanfioa hlack nh +auna _roamman B1aclk

Peers":{"mod_policy": "Admins","value":{"|
Org3MSPconfig.json
configtxlator proto_encode --input Org3MSPconfig.json --type common.Config
configtxlator proto_encode --input Org3MSPmodified config.json --type common.Config
configtxlator compute_update --channel_id mychannel --original original_config.pb --updated modified_config.pb

configtxlator proto_decode --input config update.pb --type common.ConfigUpdate
19 -
++ cat config_update.json
+ echo '{’ payload" "header”:{"channel_header":{"channel_ :"mychannel”, type" 2}}, 'data":{"config_i update
e fri Y ,' "mod pollc

'"Endorsement polic
'"mod_policy":' i version
'}, '"mod_polic ici {},'

peerﬂ org3.example.com", '
}' '}, '"mod_policy":' '"",
"policies": 3. 3 ‘3O
L _ronfiotvlator nrata _ancoda ,,umuf rnnf1ﬂ ||nr|:+a in ﬂn\rn1nhn 1=nn ——tuna_rommoan Enualona
Endorser and orderer connections initialized
Successfully submitted channel update
Org3MsSP' on channel

Figure 5.13: Add a new peer to the network
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Add stateDB (CouchDB) To The Network

CouchDB works separately with the peer as a distinct database process. In this step, we
will update the peer’s docker images to bootup with a stateDB. To enable and install a
distributed database on peers, we installed CouchDB as a database to store the transac-
tions. A core.yaml file provided by Hyperledger foundation is used to install CouchDB on
each peer. In the final step of each transaction, a copy of the smart contract will send
to all peers and store their database. Once it is stored, it is not possible to make any
change on that. Below screen shot is showing that the CouchDB is installed for each peer
successfully.

/thesis/Hyperledger/fabric-samples/test-network/. n/cryptogen

+ cryptogen generate --config=./organizations/cryptogen/crypto-config-orgl.yaml --output=organizations

+ cryptogen generate --config=./organizations/cryptogen/crypto-config-orderer.yaml --output=organizations

network "fabric_test" with the default driver
volume "docker_orderer.example.com” with default driver
volume "docker_peer@.orgl.example.com" with default driver
volume "docker peer®.ora2, example.com" with default driver
couchdbe e
orderer.example.com
couchdbl .
peeru.orgl.example. com .
peer8.org2.example.com ... ¢
~14 I
CONTAINER ID IMAGE COMMAND CREATED STATUS
NAMES
e6779841de97  hyperledger/fabric-tools:latest "/bin/bash" 2 seconds Up Less than a second
cli
a3583db7bbe8  hyperledger/fabric-peer:latest "peer node start" seconds Up 2 seconds 0.0.0.08:
peerf.org2.example.com
05a4654ff59b  hyperledger/fabric-peer:latest "peer node start" seconds Up 3 seconds 0.0.0.8:
peer8.orgl.example.com
ff58531c3dd6é  couchdb:3.1.1 “tini -- /docker-ent." seconds Up 5 seconds 4369/tcp
couchdbl
07965cc5b4f9  hyperledger/fabric-orderer:latest “orderer” seconds Up 6 seconds 0.0.0.0:
::117050->17050/tcp  orderer.example.com
79e392284dd7  couchdb:3.1.1 “tini -- /docker-ent.." seconds Up 6 seconds 4369/tcp
couchdb®

/thesis/Hyperledger/fabric-samples/test-network/../bin/configtxgen
+ configtxgen -profile TwoOrgsApplicationGenesis -outputBlock ./channel-artifacts/mychannel.block -channelID mychannel
Loading configuration

Figure 5.14: Add database to the network
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Apply Smart Contract

After creating the network and channel, participants can start using smart contracts to
interact within the network. Seller or buyers must use a smart contract for any transaction,
in this case, trading energy. In this case, we used Go as the smart contract implementation
language. The chaincode should be installed in all participants in order to enable peers to
interact using smart contracts.

ID
Energy

uiredEnergy

Figure 5.15: smart contract function

To guarantee that transactions generated with smart contracts are legitimate, they must
generally be signed by several entities before being committed to the channel ledger. Fab-
ric’s trust architecture relies heavily on multiple signatures. Multiple endorsements for a
transaction prohibit one company on a channel from interfering with their peer’s ledger or
employing business logic that was not previously agreed upon. To sign a transaction, each
organization must first invoke and execute their peer’s smart contract, which then signs
the transaction’s output [15].

The following screenshots are showing that the smart contract is installed and signed by
participants stepwise. The "OrglMSP" is signed by returning true to the network while
"Org2MSP" and "Org3MSP" returned false since they did not sign the contract yet. Pic-
ture number 6.12 is showing that the "Org2MSP" is returned true once it is signed.
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packaged

peer Litecycle chaincode install basic.tar.gz
res=6
Installed remotely: response:<status:20)

Chaincode code package identifier: basil:

peer lifecycle chaincode install basic.tar.gz
res=g
Installed remotely: response:<status:20)

Chaincode code package identifier: basi:
on p rgz

peer (1fecycle chailncode queryinstalled
+ res=o
Installed chaincodes on peer:

Package ID: 9f7859a8bchobcoBcoec78fh8bo14a818e52376F2f6ca6939dd894fd5cca84d5, Label: basic_1
I t 1 / :

ins pe gl o nel
+ peer lifecycle chaincode approveformyorg -o localhost:7058 --ordererTLSHostnameOverride orderer.example.com |--tls --cafile /homg
n/orderers/orderer.example.com/msp/tlscacerts/tlsca.example.com-cert.pem --channelID mychannel --name basic --version 1.0 --packag
+ res=0

txid [631ae0653321b25fd64be72ade5h3f009078h)0eed617h77a50454e1

peer lifecycle chaincede checkcommitreadiness | -channelID mychannel --name basic --version 1.8 --sequence 1 --output jsen
res=0

"approvals": {
"0rglMsP":
"0rg2MsP
"0rg3MsP

Figure 5.16: Installing chaincode - Signing smart contract

peer lifecycle chaincode checkcommitreadiness --channelID mychannel --name basic --version 1.8 --sequence 1 --output
+ res=g
[
“approvals": {
"0rglMspP
"'0rg2MspP
"0rg3MspP":

lifecycle chaincode checkcommitreadiness --channelID mychannel --name basic --version 1.8 --sequence 1 --output

“approvals": {
“0rglMsP
"0rg2MspP
"'0rg3MsP

peer lifecycle chaincode approveformyorg -o localhost:7056 --ordererTLSHostnameOverride orderer.example.com --tls --
/orderers/orderer.example.com/msp/tlscacerts/tlsca.example.com-cert.pem --channelID mychannel --name basic --version 1

res=0
txid [acl1ff9694a27c97562676a9bflc24cda3b657cocsef4T]

er lifecycle chaincode checkcommitreadiness --channelID mychannel --name basic --version 1.6 --sequence 1 --output

“approvals": {

"0rglMspP true,
"0rg2MspP true,
"org3mMspP": false

peer lifecycle chaincode checkcommitreadiness --channelID mychannel --name basic --version 1.8 --sequence 1 --output
TEs=g

"approvals": {
"0rglMspP
"0rg2MspP
"'0rg3MsP

Figure 5.17: Installing chaincode - Signing smart contract
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Since the main smart contract is installed and applied to peers, all the necessary features
for trading energy securely over Hyperledger Fabric are now ready.

The following API is implemented to check the feasibility, scalability, and capacity of the
network. With the help of this API, we can run multiple transactions utilizing the network
participants. The figures below show the function in the API of how transactions are
generated.

sync function main() {
try {

const ccp = buildCcPorgi();

const caClient = buildCAClient(FabricCAServices, ccp, '

const wallet = await buildWallet(Wallets, walletPath);

awailt enrollAdmin(caClient, wallet, mspOrg1);

awailt registerAndEnrollUser(caClient, wallet, mspOrgl, orgiUserId,
const gateway = new Gateway();

try {

gateway.connect(ccp, {
wallet,
identity: orgiuUserid,
discovery: { enabled: , asLocalhost: i}

IH

const network = await gateway.getNetwork(channelName);
const contract = network.getContract(chaincodeName);
const N =
const owners = ['prosumer', C mer', 'util
const ttypes = ['sell’, 5
console.log(' t . NEOW g acti bH
for (let i =
console.log Evaluate Tr ction: Cr o the ledger');
let id = await contract.submitTransaction( 5 e 3 'E tricity', Math.floor(Math.random() * )+ , ttypes[i % 2]);
let result = await conti .evaluateTransacti B
console.log( *** Result: S{prettyJSONString(res

i

consele.log('\n Evaluate Transaction: GetAllA

let result = await contract.evaluateTransaction(

console.log( Result: ${prettyJSONString(result.toString())} );
} finally {

gateway.disconnect();

1
} catch (error) {

console.error( x . CRETTR s{errer});

}

Figure 5.18: API main function

The following screenshot is showing that the network is up, authentication is completed
for the participants and prosumers-consumers are trading energy according to the policies
mentioned before.
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moab19@ubuntu-20: $ node api.js

Loaded the network configuration located at /home/moabl9/HyperledgerFabric_vl/HyperledgerFabric/fabric-samples/test-netud
-orgl.json

Built a CA Client named ca-orgl

Built a file system wallet at /home/moabl9/HyperledgerFabric_vl/HyperledgerFabric/fabric-samples/test-network/api/wallet
Successfully enrolled admin user and imperted it into the wallet

Successfully registered and enrolled user appUser and imported it into the wallet

creating 20 transactions

--> Evaluate Transaction: Create Assets, function returns transaction id on the ledger

rosumer”,
Electricity"”

: Create Assets, function returns transaction i the ledger

onsumer”,
Electricity”

: Create Assets, function returns transaction i the ledger

tility-grid"
Electricity"”

: Create Assets, function returns transaction i the ledger

rosumer",
Electricity"”

: Create Assets, function returns transaction i the ledger

Electricity"”

Figure 5.19: Transaction creation

Finally, the below picture is showing that the smart contract is invoked successfully by
returning the result status 200. The energy trading transaction is completed. The picture
also shows the content of the business transactions, in this scenario, energy, amount, and
price. In this case, specific amount of energy is transferred with the help of smart contract.

Fations/ordererOrganizations/example.com/orderers/orderer.example.com/msp/tlscacerts/tlsca.example.com-cert.pem -C mychannel -n
${PWD}/organizations/peerOrganizations/orgl.example.com/peers/peerf.orgl. examp'l.e com/tls/ca.crt --peerAddresses localhost:90851

s/org2.example.com/peers/peer@.org2.example.comitlefca crt __c ' JUFf : ard Arac’. 11
Chalacode invoke successful. result: status:280

energy"-"Electrlclty
requ1redenergy" 168, 5
lectricity","requiredenergy":60, "owner" onsumer", prlce" 16}, {"1d"-"asset6" ‘energy":"Electricity”,
L4

requiredenergy"” 40

h19@uhuntu.20-

Figure 5.20: Succeed transaction



Chapter 6

Validation and Results

In this chapter, the validity and results of the entire study are discussed. In the validation
part, we have shown step-by-step implementation of our system model and validated it
with the scientific theoretical resources and output of the implementation. Subsequently,
we answered the thesis question in the result section. Finally, in the section of the lesson
learned, we have mentioned the knowledge we learned after conducting such interesting
research work.

6.1 Validation

Validation is the process of ensuring that the current program of study is practically op-
erated, what we discussed in the theoretical studies in sections 5.2.1, 5.2.2, 5.2.3 of this
study. In this part, we are trying to summarize all the steps of the implementation and also
avoid confusion for the users, we provided all the necessary commands in a tabular format.
In addition, the suitability of theoretical concepts with the practical concepts are shown,
for example, the relative between Hyperledger Fabric life cycle and algorithm related to
the implementation phase. Table 5.3 shows the necessity commands respectively and the
expected outcomes addressed with their figure numbers in this thesis. Additionally, table
5.4 shows the public git repositories where you can find all the implementation codes pro-
vided by the authors of this thesis.

Once the installation of dependencies are completed, we should change the directory to the
path where the implementation code available. In this case, we considered a Bash file locate
in the directory "HyperledgerFabric v1/HyperledgerFabric/fabric-samples/test-network".

The first command is trying to bring up the network. For setting up a secure network,
private and public key should be exchanged between the peers [1]. For example, it is
generating crypto materials and applies some firewall rules for two peers by calling a func-
tion shown in figure 5.5 and its result in figure 5.9. The second command is establishing
a secure channel between the created peers by configuring some network details of the
peers [54] which shown in figures 5.6 and 5.10. The third command is installing a state
database on each peer separately using a Yaml file shown in figure 5.7 and 5.14. In this
case, CouchDB is installed. In command four, we are trying to add a new peer to the
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network visible in figures 5.12 and 5.13 according to the policy mentioned in section 4.2.1
in this thesis. In Hyperledger Fabric, channel shares confidential information frequently
hence the distributed database CouchDB supports huge range of queries and transaction
informations [26]. The fourth command is the merged form of all previous commands to
set up, connect to the available channel and install the CouchDB. It is very difficult to
insert fake data, as the blockchain uses the consensus of nodes that consist of fifty-one
percent of the network [14]. The final step of establishing a secure p2p network is to en-
able all the participants to have fully secure communication by implementing the smart
contact. Using the fifth command, we are applying the main smart contract (discussed in
chapter three, section 3.3) to authenticate, register, and enable energy trading. Finally, to
take the advantage of such a network, we designed an API to use all the steps of Hyper-
ledger Fabric components and generate transaction for energy trading shown in figure 5.19.

When commands one, two, and three in table 6.1 below are successfully executed, we should
change the directory to the path where the implementation code for adding a new peer to
the network is located. In this case, it is in "HyperledgerFabric_v1/HyperledgerFabric/fabric-
samples/test-network /addOrg3". Therefore, command number four should be executed.
Once we added the third peer successfully, we supposed to return to the previous direc-
tory where the "./network.sh" file is located. Using command number five, we are trying
to sign the main smart contract we described in detail in chapter three of this thesis.
After signing the main smart contract between the peers, it is time to start energy trad-
ing. For this scenario, we implemented an API to generate energy trading using all the
Hyperledger Fabric components and show the feasibility of such a scenario. To run the
API, we should change the directory to the path where the code is located, for example,
"HyperledgerFabric v1/HyperledgerFabric/fabric-samples/test-network /api" and should
execute command number six to see the results.

To avoid any human error for the command execution, the authors of this thesis provided
a fully automated Python code to run all the steps respectively and also apply the energy
trading algorithm mentioned in chapter five, figure 5.3 and 5.4. The Python code is pub-
licly available in a git repository mentioned in the table 6.2 below.

For validating our implementation we provided the below table with output reference as
well as Hyperledger Fabric work diagram. Furthermore, in the figure 6.1, two main phases
is shown where the green parts of the pictures shows how endorsement phases, committing
and validating phases are happening, and the blue part shows the transaction delivery
phase in which the energy trading transaction authenticated successfully and energy is
ready to be delivered. In addition to that, all the phases of Hyperledger Fabric life cycle
[8] have been achieved through our implementation which is addressed in the table and
figure 6.1 below. Therefore anyone can go to the public Git repositories addressed in ta-
ble 6.2 to download the files and follow the instructions to see the exact output what we
mentioned in the chapter five of this thesis.
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Figure 6.1: Hyperledger Fabric transaction life cycle [8]

No. | Commands

Output

./network.sh up

Figure 5.9

./network.sh create Channel

Figures 5.10 & 5.11

./network.sh up createChannel -s couchdb

Figures 5.14

./addOrq8.sh up -¢ mychannel -s couchdb

Figures 5.12 - 5.13

./network.sh deployCC -ccn basic -cep ../../mychaincode/ -ccl go

Figures 5.15 - 5.17

O U | W DNO| —

node api.js

Figure 5.18 - 5.20

Table 6.1: Implementation commands

In table 5.4 below, all the required git repositories are provided. All the repositories are

available publicly and it is open for further developments.

No. | Github URL

https://github.com /msnband /Thesis-prerequisite-Hyperledger-Fabric

1
2 | https://github.com /ragadeep-maker /Master Thesis-P2P
3 | https://github.com/msnband/ThesisEnergyTradingSimulation

Table 6.2: Public Git repositories
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6.2 Results

The implementation of an energy trading network on the Hyperledger Fabric blockchain
required several researches, configurations, and programming. Several technologies are uti-
lized to perform blockchain tests, from hardware facilities to software components. Thanks
to IBM and the Linux Foundation for making an open-source Hyperledger Fabric test-case
environment available. We attempted to demonstrate all the processes involved in setting
up a peer-to-peer Hyperledger Fabric blockchain network in this chapter. For instance,
how a network is set up, how peers are added to it, how to create a channel between peers,
and how to apply chaincode (smart contract) between peers. Finally, the transactions are
added to a distributed stateDB, in this instance CouchDB.

In the following sections, we will show the step-to-step of showing the Hyperledger Fabric
p2p network and the results of all the phases we described in the previous chapter.

RQ-1: What are the current proposals for p2p energy sharing using blockchains and how
they compare each other?

Answer: For answering the first research question, we performed literature review

on p2p energy sharing using blockchain technology and the articles related to it. The
accumulated information from the literature review regarding the current proposal for the
p2p energy sharing using blockchain is given below in tabular format in table 6.3 below.
The second column of table 6.3 shows that, the implementation area where blockchain
technology has been implemented, and we found that blockchain technology is implemented
mostly in the energy sector, I'T sector, and cloud environment. If we see the third column,
it depicts what kinds of blockchain technology have been implemented. Hyperledger Fabric
and Ethereum are the most implemented technology in the p2p energy trading use cases.
For increasing security, the smart contracts have been implemented on both the technology
in p2p energy trading uses cases.
Furthermore, from table 6.3, we can compare the blockchain technology based on their
features such as security, efficiency, transparency, scalability, etc implemented in the p2p
energy sharing use case and also the current proposal for the same scenario. Finally, both
the technologies Ethereum and Hyperledger Fabric can be implemented in p2p energy
trading based on the system model, feature, and service management functionalities.
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Implementation | Blockchain Smart Service
Reft. . management
area Technologies contract . s
functionalities
[17] Local energy Ethereum Yes Security
market
[23] | Energy sector Ethereum Yes Security
. Security,
[25] Virtual power Ethereum Yes scalability,
plant adaptability
[24] | Smart grid Hyperledger Yes Security
Security,
Hyperledger encryption,
[26] | Energy sector yIf)abricg Yes decr§§ fion,
efficiency
[28] QOUd Hyperle?dger Yes Security
environment fabric
Security,
[14] | Energy sector Consortium Yes authentication,
scalability
[27] | Energy sector Hyperledger Yes Security
[22] | Energy sector - - -
[29] | Microgrids - - -
[21] | Energy sector Ethereum Yes
Residential Hyperledger .
[31] communities YIf)abricg Yes Efficiency
[30] | Microgrid Proof of Energy Scalibiltiy
[55] Ethereum Yes
Trust management,
[20] | Smart grids Ethereum Yes Security,
Transperency
Authentication
[32] | Fairness Ethereum Yes and
use privacy
[33] | Smart grids - - Secured algorithm
[19] | IT sector Ethereum Yes Security
Privacy,
[18] | Smart grids Ethereum Yes security,
energy data
storage

Table 6.3: Comparison of different blockchains




6.2. Results 67

RQ-2: Given that, there are multiple blockchain implementation technologies available.
How can one select the blockchain technique for implementation of the proposed p2p en-
ergy management use case of this thesis?

Answer: After going through a lot of research papers we found that there are many

blockchain technology exits in recent times such as Hyperledger Fabric, Ethereum, BIRD,
Blockcloud, CORDA, and many more. Every blockchain technology has its own features
which are implemented in different use cases based on suitability. In section 2.5 we have
gone through different blockchain technologies and their use case in different scenarios.
Considering our system model, we found that Hyperledger Fabric is the most suitable
blockchain technology for our implementation. In our thesis we considered many impor-
tant functionalities to select blockchain technology. Security, open-source, availability of
Hyperledger, scalability are the key reasons for selecting Hyperledger Fabric in our thesis.
Section 2.5 of this study describes in detail the reasons for selecting Hyperledger Fabric
for the energy trading scenario.
Furthermore, in chapter 4, three different system models (two technical models and one
conceptual model) were discussed in which all the threes are structurally and technically
implementable, then the purposed model has been selected based on a scientific survey on
the advantages and disadvantages of different system designs. After having a review of dif-
ferent studies, the authors decided to choose model-2 (Large scale energy storage system).
Although model-1 has its own merits, the scalability of model-2 was the main reason for
choosing this model. In the selected model, the network provider is able to develop the
capacity of ESS at any time. In addition to that, hash functions are also implemented to
ensure the security measures at model-2. After going through the features and function-
ality of our proposed system model, we have decided to implement Hyperledger Fabric to
attain optimum security, availability, and scalability for p2p energy sharing use cases.

RQ-3: How can one implement the blockchain and its data structures or the service man-
agement for the considered use case of p2p energy sharing? Which management functions
can be supported by a blockchain?

Answer: For implementing blockchain on energy trading we evaluated three mod-
els where the different structures of such p2p energy trading networks using blockchain
technology have been discussed based on their features and functionalities in the chapter
4. Although all the mentioned models are secure enough and implementable, we selected
the most suitable model in terms of scalability and performance. After studying several
papers, Hyperledger Fabric is selected as the base blockchain platform for this use case.
A computer-based tool as an EMS is designed in the system to have control over the behav-
ior of the entire market in that specific region. In addition to that, each node is equipped
with a smart energy meter which is responsible to keep track of data, such as consumed
and produced energy and some power factors.

Based on our system model and theoretical assumption in sections 5.2.1, 5.2.2, 5.2.3 of this
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study we implemented our solution and in section 5.4 all the steps have been discussed
with pictorial representation.

In addition, an Application Programming Interface (API) written in Nodejs is applied
to show the network’s scalability and capacity which clearly proves the feasibility of the
implementation. Using this API, we can perform N number of energy trading transactions
in the network and save all the transactions in CouchDB using this API. In chapter five,
section 5.4 of this thesis, we clearly show all the implementation steps including set-up the
network, establishing a channel, adding a new peer to the network, installing the database
on the peers, applying smart contract, and finally, we illustrated the API in which we
enabled the energy trading over Hyperledger Fabric network. The API is proving the
feasibility, scalability, and capacity of the network. Finally, section 6.1 shows that it is
possible to use Hyperledger Fabric blockchain for such a p2p energy trading network.

6.3 Lesson Learned

We are excited to write what we learned, shared, and contributed from the thesis work
journey. The outcomes from chapters five and six are clearly showing that we have worked
with many technologies. Multiple programming languages (Python, Nodejs, Go, Bash),
Linux firewalls and IP rules, generating crypto materials in Linux, working with contain-
ers such as Docker, Cloud computing (Microsoft Azure), distributed database (CouchDB),
automation tools (Ansible), and getting into different blockchain technologies, after read-
ing a large number of documentations all and all have helped us to learn and boost our
technical knowledge. As a consequence, we are firmly confident about trading energy over
peer-to-peer network using Hyperledger Fabric is functionally possible.

e Lesson learnt on distributed manners: Through doing this dissertation, we
have gone through tens of scientific papers in distributed technologies. We are now
confident that decentralized management and storage systems in the IT sector in
which blockchain is the main sample of distributed systems, provide more security,
reliability, and redundancy. Decentralized databases such as CouchDB, LevelDB,
or IPFS which are widely used by blockchain technologies, are more reliable than
centralized databases.

e Lesson learnt on blockchain technologies: After going through the literature
review, we learned about different types of blockchain technologies, such as private,
public, or permissioned blockchain. Furthermore, we learned about the consensus
algorithms and their complexity, and their strength, weaknesses, scalability, and
security of different blockchains.

e Lesson learnt on smart contract: The smart contract is considered a digital
interaction with users and a complex distributed system like blockchain. In this
thesis, we learned how to develop a smart contract for different use cases particularly
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for energy trading in Hyperledger Fabric using different programming languages, such
as Go or Java script.

Lesson learnt on implementation: Going through practical implementation of
peer-to-peer energy trading using blockchain technologies and understanding the
requirements and the environment configurations are a bit complex. Because to im-
plement such a blockchain network, we had to depend on many dependencies, for
example, software and tools, programming languages, containers, and network con-
figuration, firewalls, and securities, additionally, applying our own smart contract to
enable the peers to communicate securely and how the peers could be agreed on the
validity of the transaction were our achievements helped us to enhance our technical
skills.

Furthermore, during the implementation we found that reaching an agreement through
the smart contract and also immutability of smart contract might be the most com-
plex process in any blockchain network and because any transaction must be val-
idated by other participants, a huge number of loads will impose to the network.
In this case, the system needs a high-performance CPU and memory to be able to
handle such a number of transactions.



Chapter 7

Conclusions and Future Work

This chapter outlines the conclusion of our thesis work and the summery of answers to our
research questions. Subsequently, The chapter ends with mentioning the possible direction
of future work.

7.1 Conclusion

The need for security in the energy sector and its market is more complex than ever.
Although decentralized systems are more complex than centralized systems, taking the ad-
vantage of a suitable decentralized network could solve several security issues and possibly
make the network more scalable. In this thesis, a demonstration of a p2p energy trading
using Hyperledger Fabric blockchain is implemented where the two important functionali-
ties, security, and scalability were key concerns.

We went through several blockchain technologies in numerous aspects for the use case of
peer-to-peer energy trading in chapter 2 of this paper. Taking into account several essen-
tial characteristics such as security, performance, and scalability, which is the solution to
the first research question. In chapters 2 and 3, a comprehensive study of several types of
blockchain technology and their use cases was conducted in response to the second research
question. We selected the Hyperledger Fabric, which we described in chapter 2, section 2.5
of this study, based on the capabilities of several blockchain technologies. Following a thor-
ough review of several system models for a p2p energy trading system utilizing blockchain
in chapter 4, we selected the system model mentioned in section 4.1.1.

In chapter 5, we also conducted an implementation for such a system model to prove
that the solution is functionally possible is related to the third research question of this
thesis. Since the blockchain network is based on zero-trust, a highly secure distributed
architecture is discussed. For instance, how a party can join the network and start energy
trading securely. In addition, the smart contract is widely used for any transaction in the
network, for example, for joining the network (main smart contract) and for energy trad-
ing (p2p smart contract). In our p2p blockchain network, the entire transaction process
is hashed using the prosumer and consumer keys. The identification of the transaction’s
parties is hidden from other participants. A distributed database (CouchDB) is selected to
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store the transactions and add the transactions to the ledger to make the entire blockchain.

In CouchDB, all the transactions are stored and fully encrypted. In this way, the sensitive
information is not visible to malicious users. Once the transactions are confirmed according
to the Hyperledger consensus algorithm, the transaction will store in the database and will
form a block of the blockchain. Finally, according to the regulations discussed in this thesis,
an API is given to initiate N number of energy trading operations. We can demonstrate
the viability of the complete process for blockchain energy trading using this API. The
results from chapter five depict that our objectives are successfully achieved.

7.2 Future Work

Throughout the thesis, a number of questions strike in our mind that would be relevant to
anybody interested in conducting more study in the field of blockchain implementation and
service management for energy trading. This research is conducted with randomly gener-
ated data using API for energy trading transactions in the cloud environment. Therefore,
it can also be explored by real-time scenarios using real values or data.

Furthermore, more work can be done in the future on improving the traffic and transaction
load to improve the speed and performance of the p2p blockchain network. Since the sus-
tainability and energy consumption of such architecture is one of the concerns, enhancing
the CPU and memory utilization could be interesting to do in the future. In addition to
that, we also can explore the security of the nodes while energy trading on a metropolitan
scale in real-time is happening. It can be interesting to conduct energy trading with an-
other blockchain like Ethereum, therefor anyone can work more on enabling two different
blockchain platforms to interact together, for example, how a Hyperledger network inter-
acts and communicates with the Ethereum network.
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