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Abstract 
 

The public and academic interest in Russian political warfare, more particularly active 

measures, have in the last decade mainly consisted in the perspective of information warfare, 

unfortunately leaving out the illicit financial measures behind Russia’s strategic efforts to 

influence Western democracies. This study fills the research gap on how Russian state and 

security services, and their proxies, financially enable political influence operations in the West.  

 

In four qualitative case studies, the thesis illustrates the use of various illicit financial methods 

to conduct and implement the Kremlin’s active measures, and in extension, Russian strategic 

foreign policy objectives. The case studies’ empirical results lead up to the creation of the 

analytical concept “Financial Active Measures”. The author also proposes a two-dimensional 

taxonomy consisting of 1) covert versus overt actions and 2) state versus private actors. 

Furthermore, the findings conclude that the cases’ financial active measures operated in a 

political, legal, and civilian-military gray zone and often in the realm of “plausible deniability”.  

 

Lastly, Russia-West policy implications are discussed, particularly the wide policy use of so-

called “hybrid warfare”, and how financial active measures could manifest the actual hybridity 

in Western understanding of Russian political warfare. 

 

Keywords: active measures, Russia, influence operations, illicit finance, cryptocurrency, 

money laundering, malign influence, political interference, political warfare 
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1. Introduction  

 

“All warfare is based on deception. (…) Hence, when we are able to attack, we 

must seem unable; when using our forces, we must appear inactive; when we are 

near, we must make the enemy believe we are far away; when far away, we must 

make him believe we are near.” – Sun Tzu1 

 

Money is, for many people, a way to achieve success, power, and influence. Money is key in a 

capitalist society. With money, one can do more than without money. All money is still not 

good money. Dirty money is flooding through the financial systems around the world, 

particularly in Europe. Crooks, thieves, and corrupt leaders launder their blood money into 

Europe to secure their assets and futures away from their homelands. The Organized Crime and 

Corruption Reporting Project (OCCRP) published in 2014 an investigation about the 

phenomenon where the Russian case was particularly notable. It was not because it was Russian 

per se, but because of the scale of the money flow and it being laundered and transferred mostly 

through London.2  

 

A 2017 article in the EUobserver noted how authoritarian states might be using money 

laundering to conduct and finance influence operations and other types of measures against 

Western democracies. The issue here is that the money is withheld from the public, not only to 

avoid taxes but to covertly influence political movements, parties, and processes in the West.3 

Russian influence operations are not something new, looking at the Soviet legacy. The Russian 

military term “maskirovka” refers to the art of deception.4 Disinformation – “desinformatzia” 

– was a well-established tool during the Cold War to influence Western countries with false 

and misleading information and narratives. The Soviets used information as a weapon already 

a hundred years ago. In 1919, the Bolshevik’s used the term “active measures” to describe the 

 
1 2014, p. 11-12 
2 OCCRP, 2017a 
3 EUobserver, 2017. 
4 Ulfving, 2006, p.1-10 
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use of disinformation as a tool to influence politics: “By definition, active measures involve 

influencing events and behavior in, and the actions of, foreign countries.”5 

 

Active measures come in different shapes and forms, and the uniting factor is the motive. These 

last few years, many books and articles have been written about Russian propaganda and 

disinformation campaigns and how that is assumed to be a part of Russian information warfare 

and Russia’s security strategy. 6  Less has been written about the financial activities that enable 

these so-called active measures. An article in The American Interest has argued that money 

laundering also should be seen from its political, state perspective. According to Barnett and 

Foxall, policymakers and academia should start using the term “political money laundering” 

from the perspective of Russia’s financial warfare: “Whereas conventional money laundering 

uses a series of layers to conceal a link to a predicate crime, the political variant employs similar 

layers to hide the link to a hostile state. Since money laundering laws target criminals, and since 

electoral legislation in most democracies is decades out of date, defenses against political 

money laundering are practically nonexistent.”7  

 

The financial aspects of so-called active measures seem to play a part in the new “cold war” 

between Russia and the West. Very little, however, has been written about it. Not should active 

measures be regarded as something new or novel, but rather a historical phenomenon that seems 

to still be in use by the Kremlin today. The purpose of this thesis is to investigate the possible 

links between finance and documented cases of active measures in recent years and how the 

Kremlin has used them to influence other countries in another desired direction. 

 

1.1 Research problem 

As the introduction hinted, this study will be researching how financial activities such as money 

laundering can be defined as an active measure within Russian political warfare. Further on, 

the role of finance and active measures will be analyzed in relation to Moscow’s foreign policy 

objectives. 

 

 
5 Ajir & Vailliant, 2018, p. 72 
6 Jonsson, 2019. Pomerantsev, 2015. 
7 Barnett & Foxall, 2020. 
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1. How can illicit financial activities be understood as an element of active measures within 

Russian political warfare? 

 

2. What is the potential strategic role of financial active measures to the Kremlin’s foreign 

policy objectives? 

 

Ultimately, the study will discuss and conclude possible policy implications concerning the 

studied cases and the overall subject of Russia’s political interference in Western democracies. 

 

2. Theoretical review 

2.1 Active Measures – The Soviet Legacy and Beyond 

 

The concept of active measures goes back to the first decades of the 20th century, but what is 

it? One of the most common associations with the term is its historical baggage related to the 

Soviet Union and KGB. Active measures – “aktivnye meropriyatiya” – were widely used by 

the KGB and the Communist Party of the Soviet Union (CPSU) during the Cold war with the 

West. Disinformation, propaganda, and infiltration of Western political organizations were a 

part of these systematical operations.8 In the 1980s, there was a debate between Western 

scholars regarding whether active measures and political interference were critical factors in 

Soviet political strategy against the West. This stance is argued for by Shultz and Godson, who 

focused on the role of Bolshevik ideas:  

 

“The Soviet Union constantly has rejected the Western notion that world politics 

fluctuated between periods of war and peace. Soviet leaders do not regard war 

and politics as distinct conditions; rather, from their perspective, politics is a 

continual state of war carried on by a wide variety of means, sometimes including 

military operations. Thus, Moscow views international politics as a constant 

struggle. Soviet leaders employ a broad range of military and non-military 

measures against all adversaries.”9 

 
8 Shultz & Godson, 1984, p. 1-5 
9 Shultz & Godson, 1984, p. 1-2 
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The use of forgeries, disinformation, murder, propaganda, and deception goes back to the 

creation of the Bolshevik security agency, the Cheka, on December 20, 1917. The Cheka was 

instrumental in the Bolshevik’s persecution of the tsarist political establishment and other 

political dissidents during the Russian Revolution, but the Cheka was also working 

internationally to strengthen the global communist revolution and hunting down Bolshevik 

enemies. 10 

 

Rid argues that an active measure is a concept of political warfare. He writes that “active 

measures are not spontaneous lies by politicians, but the methodical output of large 

bureaucracies”11. He also points out that: “(…) all active measures contain an element of 

disinformation: content may be forged, sourcing doctored, the method of acquisition covert; 

influence agents and cutouts may pretend to be something they are not, and online accounts 

involved in the surfacing or amplification of an operation may be inauthentic.”12 One of the 

critical factors within this phenomenon is the one of secrecy. This also makes it more 

challenging to determine what is an active measure and what it is not. One example of this is 

the difference between disinformation and misinformation, where the first term has motive and 

intent to harm and obfuscate.13 Rid points out this issue: 

“An active measure is always directed toward an end usually to weaken the 

targeted adversary. The means may vary: creating divisions between allied 

nations, driving wedges between ethnic groups, creating friction between 

individuals in a group or party, undermining the trust specific groups in our 

society have in its institutions. Active measures may also be directed toward a 

single, narrow objective - to erode the legitimacy of a government, for example, 

or the reputation of an individual, or the deployment of a weapon system. 

Sometimes projects are designed to facilitate a specific political decision.”14 

 
10 Barron, 1976, p.386-387 
11 Rid, 2020, p. 9 
12 Ibid. 

13 Ireton & Posetti, 2018 
14 Rid, 2020, p.9 



Uppsala University: Russian & Eurasian Studies 

Master’s Thesis, 30 credits 

2021-06-04 

 

 5 

Rid’s definition is closely related to the one presented by Shultz and Godson. Active measures 

in Soviet strategy were either overt or covert campaigns directed against Western societies, and 

one key element was that these campaigns were conducted under extended periods. Active 

measures should be seen as a part of a larger, Soviet strategy conducted in conjunction/or 

parallel to other economic, political, and/or diplomatic measures.15 Shultz and Godson argue 

that “(..) it is possible to demonstrate persuasively that the Soviets integrate overt propaganda 

with covert political techniques to multiply the effectiveness of their overall effort.”16 Overall, 

active measures to conduct political warfare have been part of Soviet strategy from Lenin until 

the very end. Active measures have been a reliable technique to weaken the opponent – the 

capitalist and bourgeois West. The struggle between the two societal systems is constantly 

ongoing, not something that can be erased, but a historical-dialectal conflict between 

communism and capitalism.17 

 

The Soviet legacy has been described above, but what about the 21st century? According to 

Polyakova and Boyer, Russia’s active measures should be seen as an activity of political 

warfare. As they argue, the Kremlin aims to influence, weaken, and destabilize Western 

societies. In general, there is a strategic goal to divide and undermine Western democratic 

institutions and, therefore, to strengthen Moscow’s narratives and foreign policy on a global 

level. The ways to do this can be done with, for example, disinformation campaigns, subversion, 

cyber-attacks, etcetera. Active measures can be both overt and covert, implement different 

methods, and have diverse goals. All active measures are to be seen as a part of a larger strategy 

by the Kremlin to undermine Western democratic values and strengthen Russian foreign policy 

objectives.18  

 

This is also stated by Adams, who argues that the Soviet-style active measures have been 

readapted in today’s Russia. Active measures are still widely used, but in new and more digital 

forms than before. The digital information sphere, for example, social media, creates endless 

opportunities to influence and target audiences in the West. During the Cold war era, it was (as 

 
15 Shultz & Godson, 1984, p. 3 
16 Shultz & Godson, 1984, p.4 
17 Shultz & Godson, 1984, p.12-13 
18 Polyakova & Boyer, 2018, p. 1-3 
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it also is now) difficult to create an English definition of the phenomena that grasps what an 

active measure is: “In essence, the term embodied a range of activities limited only by the 

imagination and creativity of the KGB’s half-million officers, and could include anything from 

simple propaganda to kidnapping, murder, drug trafficking, and the illicit support of 

terrorism”19  

 

Furthermore, Abrams refers to Kux’s conceptual categorization of Soviet active measures.20 

Kux categorized active measures as either white, gray, or black. The white measures were 

regarded as overt activities, for example, diplomacy or cultural exchange between the USSR 

and other countries. The gray measures were as described in the gray zone of overt and covert. 

This included, for example, communist front organizations, radio stations, and news outlets that 

could spread disinformation. These organizations were not always publicly known to be funded 

by the USSR. The black activities were on the opposite side of the spectrum, conducted 

covertly. This included the use of forgeries and agents, planting disinformation and propaganda 

to often unknowingly Western journalists.21 Nonetheless, Abrams underlines that: “The use of 

active measures in modern Russian political warfare is merely the continuation of decades-old 

Soviet policy, itself a reflection of Imperial Russian methods. In the 21st century, Russia simply 

recycled and updated these age-old subversion techniques (…)”.22  

 

From this historical discussion, it is possible to make some connections to the challenges of 

today. Even if the internet and technology of our modern times give states new ways of 

influencing other societies, covertly or overtly, the limitations still lie in the imagination of 

actors such as the security and intelligence services. This fact is of great importance when 

analyzing an active measure, regardless of what type of narrow or broad definition one will use. 

The concept of white, grey, and black also gives us a deepened perception of the historical and 

modern challenges of the phenomenon. 

 
19 Abrams, 2016, p.11 
20 Abrams, 2016, p.12 
21 Kux, 1985, p.19 
22 Abrams, 2016, p.18 



Uppsala University: Russian & Eurasian Studies 

Master’s Thesis, 30 credits 

2021-06-04 

 

 7 

2.2 From Active Measures to Political Warfare 

Active measures, and the Soviet use of them, were a part of what can be seen as political 

warfare. The same goes for the Soviet Union’s activities abroad during the 1920s and 1930s. 

Smith Jr. describes the Bolshevik’s behavior, which included “Black, white, and grey 

propaganda, assassinations and other forms of intimidation, intervention in world financial 

markets, including fake currency transactions (…)” as an act of political warfare.23 However, 

before diving into the field of political warfare, it is suitable to look at conventional warfare 

studies first. The German military thinker Carl von Clausewitz introduced his view of warfare 

in the 19th century, and even if the term was created about 150 years ago, it is still relevant and 

widely used by students and scholars today. Clausewitz, as a fore figure, a founding father 

within the field of war science, argued that: “War is not an independent phenomenon, but the 

continuation of politics by different means.”24  

 

The Clausewitzian definition is pointing at the political aspect of the real cause of war. The 

reason states rage war upon each other is the natural consequence of political conflict, even if 

it is possibly the most extreme form of political expression. If all warfare is political, then what 

is “political warfare”? Polyakova’s and Boyer’s description of Russian active measures are 

categorized as an act of political warfare, but the term itself is far more than only the Russian 

example. In a Western state context, the first emergence of the term can be found in a document 

by the British Government from 1942. Political warfare was a term used by the British in the 

war against Nazi Germany: “The manual understood political warfare as an ‘indispensable 

component of Total War’ and made a distinction between ‘publicity’ as the broadcasting of 

information, ‘propaganda’ as dissemination of misleading information and political warfare as 

a ‘systematic process’ that employs both publicity and propaganda to influence the will and so 

direct the actions of peoples in enemy and enemy-occupied territories, according to the needs 

of higher strategy’”25 

 

 
23 Smith Jr, 1989, p. 139 

24 von Clausewitz, 1976, p.88-89.  

25 Nestoras, 2018, p. 3 
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Boot and Doran explain how the United States adopted the British term in 1948. The US. State 

Department’s diplomat George Kennan wrote in a memorandum, during the start of the Cold 

War, that the use of political warfare was vital to achieving foreign and national policy 

objectives, especially considering the conflict between communism and capitalism. The usage 

of political warfare was a way for the US to influence other countries in a desired direction – a 

non-communist path.26 Boot and Doran underline that the US has moved away from political 

warfare to the use of public diplomacy.27 The US’ historical use of political warfare during the 

Cold war, though is not the same as the type of active measures that Russia is conducting against 

the West today, neither is it the same as the historical usage by the USSR.  

 

Shultz and Godson think that Western activities are not to be mixed with the strategic and 

systematic Soviet “active measures”. One key difference is that Western governments cannot 

conduct systematical influence operations without being constrained by democratic values, 

political and institutional boundaries, and of course, the factor of legality. Western governments 

are not able to conduct systematic influence operations without going against democracy itself. 

The Soviets, on the other hand, had both the legal, institutional, and political possibilities to 

create and conduct systematical operations, so-called active measures. These active measures 

were, therefore, not something sporadic but systematic. The active measures were authorized 

and supported by the Politburo, which also enabled an organizational and institutional 

capability to operate both overt and covert campaigns following the Soviet political-military 

strategy.28 Smith Jr. explains this difference further regarding the organizational contrasts 

between the political warfare of the Soviet Union and the US. During the Cold War, both the 

East and the West conducted political warfare against each other. The Soviets had formulated 

a bureaucracy and command structures that permitted systematic and coordinated attacks. The 

US, on the other hand, lacked organizational structures that could implement the strategies 

sufficiently. There was no American organizational structure for political warfare that could 

correspond with the Soviet equivalent.29 

 

 
26 Boot & Doran, 2013, p.2 
27 Boot & Doran, 2013, p.3 
28 Shultz & Godson, 1985, p.14-15 
29 Smith Jr, 1989, p. 195 
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Kragh and Åsberg describe another critical difference between an active measure and public 

diplomacy: “The main difference between public diplomacy and active measures is that the 

latter serves to hamper the target country’s ability to generate public support in pursuing its 

policies. Active measures are conducted secretly, based on the principle of plausible deniability, 

where the desired result is to influence decision-making in a direction favorable or at least not 

harmful to the Kremlin.”30 The differences and similarities between these definitions are 

sometimes not entirely clear, and that was and still is part of its purpose. These illicit activities 

that we call active measures (or political warfare) are inherently difficult to decipher. Smith Jr. 

underlines this complexity: “The problem of separating or combining political warfare 

instruments, both overt and covert, with intelligence collection deserves special attention. The 

Soviet practice of the period is instructive. Lenin, clearly sensitive to the problems involved, 

sought to resolve them, at least in principle, by some measure of organizational separation.”31 

Smith Jr. highlights the differences in the execution of the Bolshevik’s political warfare – at 

home and abroad - within the Soviet Comintern. At the same time, as the Communist party 

divided the measures into various sub-groups, it was still possible to combine and collaborate 

between the overt and the covert, ultimately blurring the lines between the various types of 

active measures and political warfare. 

 

2.3 Political warfare, Hybrid Warfare or “Gibridnaya Voyna”? 

 

When talking about political warfare, or information warfare, many policymakers automatically 

associate it with the buzzword term “hybrid warfare”. What hybrid warfare is, and is not, is 

debated by scholars. It is even more debated when adding the Russian aspect to the mix.32 The 

definition of this phenomenon is roughly the question of war itself. To understand what ‘hybrid’ 

is, one must first define and understand the definition of warfare. The political dimension is a 

constant in war, and if one approaches the ‘hybrid’ aspect from this political point of view, it 

could be more understandable. It is also the political aspect Jonsson partly discusses together 

with his thoughts on Russian hybrid warfare.33  

 
30 Kragh & Åsberg, 2017, p.779 
31 Smith Jr, 1989, p.139 
32 Fabian, 2019, p. 308-309. 
33 Jonsson, 2019.  
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According to Jonsson, we should see the Russian understanding of war as a way of conducting 

both military and nonmilitary means of warfare. Warfare is not only hard power from weapons 

and soldiers, but also the use of non-military means which we do not usually associate with 

warfare: “(…) a mix of information, ideological, economic, subversive, and diplomatic 

means.”34 For example, this could include methods such as cyber-attacks, propaganda, 

subversion, and influence operations to affect the opponent’s behaviors and ability to defend or 

act. Non-military measures can include a wide range of tools that are not entirely easy to code 

as a malign action from an enemy state. The Russian use of nonmilitary measures is a part of a 

larger strategy to influence and shatter Western societies in a constantly ongoing conflict 

between them.35 Not totally unlike the Bolshevik thinking from the 1920s. 

 

When reading about Russia’s nonmilitary means of war, one can wonder if that is the actual 

meaning of what policymakers often recall as “hybrid warfare”. Jonsson points out that using 

the term “hybrid warfare” is a bit vague and sometimes misleading since it includes so much, 

and therefore possibly nothing at all.36 This can also be put into perspective that the term maybe 

has become more of a common buzzword than an academic analytical term. In a minor media 

study, scholars found that the media usage of “hybrid warfare” was sloppy. In 70 percent of the 

analyzed articles, the word was used to describe something other than the actual true meaning 

of the term.37  

 

NATO and the EU used the term “hybrid warfare” to describe what they saw as Russian 

warfare. There is a danger that the policy use is somewhat different compared to academic use 

of the term. Its origins, though, can be found in the works by Frank Hoffman, even if his 

definition is not necessarily Russian.38 Hoffman describes his view of hybrid warfare:  

 

 
34 Jonsson, 2019, p. 4-5 
35 Jonsson, 2019, p. 1-3 
36 Jonsson, 2019. P. 10 
37 Caliskan & Cramers, 2018, p. 23. 

38 Hoffman, 2007 
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“Hybrid Wars incorporates a range of different modes of warfare, including 

conventional capabilities, irregular tactics and formations, terrorist acts including 

indiscriminate violence and coercion, and criminal disorder. These multi-modal 

activities can be conducted by separate units, or even by the same unit, but are 

generally operationally and tactically directed and coordinated within the main 

battlespace to achieve synergetic effects.”39 

 

The original definition by Hoffman is, according to Fridman, a concept created from US 

military thinking. As a concept, hybrid warfare is more of an American understanding than a 

universal one and not specifically something we can use to analyze and understand the Russian 

military actions against Ukraine.40 However, is hybrid warfare as we perceive it in the West 

something that we can apply to Russian military strategies and tactics? That depends on whether 

we choose to see it from the Western or Russian side of it. Fridman makes the case that when 

Russian military thinkers and strategists refer to hybrid warfare - gibridnaya voyna41 – it is both 

an adaption and development of the Western concept. As described above, the origins of the 

hybrid concept are American, and when Russia occupied Crimea, it was at least in the West 

seen as an example of a particular case of Russian hybrid warfare. This is not necessarily wrong 

since Russians themselves have adapted the concept of hybrid warfare, but when they say 

“hybrid warfare” they do not refer to the exact meaning Hoffman stated to the US military. 

Fridman further discusses the main difference between Western hybrid warfare and the Russian 

gibridnaya voyna:  

 

“Whereas hybrid warfare represents the complexity of military threats in the 

twenty-first century, based on a mixture of regular and irregular tactics, 

technologies, and capabilities, gibridnaya voyna focuses on ways that political 

actors can undermine their adversaries by eroding their domestic and international 

political legitimacy and stability.”42  

 
39 Hoffman, 2007, p.14 
40 Fridman, 2018, p. 11-12 
41 In cyrillic: “Гибридная война” 
42 Fridman, 2018, p. 95 
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The important thing here is that the Russian adaption of the hybrid concept highlights the 

dynamic relationship between military and non-military means, where the more conventional 

type of warfare in some ways plays a minor role than before.43 As one can see, there is a 

fundamental difference between the American and Russian understanding of so-called hybrid 

warfare. Renz also endorsed this claim, who argues that the term “hybrid warfare” does not 

equally correspond with Russia’s actual military concepts.44  

On the other hand, Abrams argues that what some people mean when they say hybrid warfare 

is an active measure. So, when people use the term hybrid warfare to describe Russian behavior, 

they should instead describe it as an active measure.45 Galeotti argues in similar terms, the 

misconception of Russian hybrid warfare is partly his fault since he was the one who coined 

the term of a so-called “Gerasimov doctrine”.46  It is noteworthy to underline that Valery 

Gerasimov, Chief of the General Staff of the Armed Forces of Russia, did not use the term 

gibridnaya voyna; instead, he referred to a “’ new adaptive approach to the use of military 

force’”, which he ultimately meant was a Western type of warfare, and not necessarily 

Russian.47 Galeotti, who first described Gerasimov’s famous article48 as a “doctrine”, has, later 

on, explained that the widespread use of “hybrid warfare” and the “Gerasimov doctrine” is 

wrong, simply due to the fact, there is no doctrine. Instead, he proposes that the “hybrid” 

represents what we call Russian active measures, but “(…) as a prelude to armed operations.”, 

and that is closer to what George Kennan once described as political warfare.49 

So, what is the difference between Russia’s gidbridnaya voyna and Russian political warfare? 

The literature is not entirely clear on this point. Fridman, for example, argues that there are 

more similarities between gibridnaya voyna and American political warfare than the one of 

“hybrid warfare”.50 However, an answer can perhaps be found in the organizational structures 

of the Soviet security service’s successors. The Russian security organizations are the GRU 

(Main Directorate of the General Staff of the Armed Forces of the Russian Federation, 

 
43 Fridman, 2018, p. 96 
44 Renz, 2018, p. 169-170 
45 Abrams, 2016, p.8 
46 Galeotti, 2018 
47 Ibid 
48 Gerasimov, 2013 
49 Galeotti, 2018 
50 Fridman, 2019, p. 75 
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transcribed: Glavnoe Razvedyvatel'noe Upravlenie)51,52, SVR (Foreign Intelligence Service of 

the Russian Federation, transcribed: “Sluzhba vneshney razvedki Rossiyskoy Federatsii”)53, 

and the FSB (Federal Security Service of the Russian Federation, transcribed: “Federal'naya 

sluzhba bezopasnosti Rossiyskoy Federatsii”).54 Historically, during the Soviet era, SVR and 

FSB were are part of the KGB (Committee for State Security, transcribed: “Komitet 

Gosudarstvennoy Bezopasnosti”).55  

 

After the dissolution of the USSR, KGB was disintegrated into these two smaller organizations, 

where the SVR mostly handled civilian operations abroad, compared to FSB, which generally 

operates internally within Russia. The separate military organization GRU has stayed intact 

since Leon Trotsky created it in the Soviet era. The GRU conducts military and sometimes non-

military operations abroad (for example, the Skripal murder attempt). The SVR conducts non-

military espionage and influence operations in all sections of society.56 If gibridnaya voyna and 

the actions on Crimea were seen as the work of the Russian military, the non-military, active 

measures conducted by, for example, SVR logically would fall into the category of political 

warfare.  

 

2.4 Money Laundering and Illicit Finance 

 

The International Monetary Fund is a significant player in the fight against money laundering 

and how money laundering is used to finance terrorism. The abbreviations AML/CFT (Anti-

Money Laundering/Combating the Financing of Terrorism) are often seen as one inseparable 

phenomenon. Money laundering is widely used as a way for terrorists to avoid the detection of 

authorities and to fund their illegal activities. The IMF’s work is done with the blessing of the 

international community. The IMF is working against money laundering by implementing the 

international standards for AML/CFT. These standards were created by the Financial Action 

Task Force (FATF), a member organization established in 1989 during a G-7 Summit. FATF 

 
51 In cyrillic: Главное Разведывательное Управление 
52 Suvorov, 2009 
53 In Cyrillic: Служба внешней разведки Российской Федерации 
54 In cyrillic: Федеральная служба безопасности Российской Федерации 
55 In Cyrillic: Комитет государственной безопасности 
56 Von Braun, 18 December 2020 
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aims to develop global standards that can be used widely by financial institutions, banks, and 

related organizations.57 The IMF defines money laundering as:  

 

“(…) the process by which proceeds from a criminal activity are disguised to 

conceal their illicit origin. More precisely, according to the Vienna Convention 

and the Palermo Convention provisions on money laundering, it may encompass 

three distinct, alternative actus reas: (i) the conversion or transfer, knowing that 

such property is the proceeds of crime (ii) the concealment or disguise of the true 

nature, source, location, disposition, movement or ownership of or rights with 

respect to property, knowing that such property is the proceeds of crime; and (iii) 

the acquisition, possession or use of property, knowing, at the time of the receipt, 

that such property is the proceeds of crime.”58 

 

Further on, the IMF describes money laundering as directly connected to criminal activities 

such as trafficking, drugs, and other illegal activities related to organized crime. Therefore, 

using money laundering is a way for criminals to hide their activities and avoid criminal 

prosecution. IMF also makes a distinction between money laundering and terrorist financing 

where: “In the case of money laundering, the funds are always of illicit origin, whereas in the 

case of terrorist financing, funds can stem from both legal and illicit sources. The primary goal 

of individuals or entities involved in the financing of terrorism is therefore not necessary to 

conceal the sources of the money but to conceal both the funding activity and the nature of the 

funded activity.”59  

 

It should be noted that the IMF is primarily stating that money laundering is a problem related 

to either organized crime, corruption, and/or terrorism. This shared problem description is 

similar to the European Union’s regulatory framework against AML/CFT.60 Europol sees 

money laundering as an illicit activity mainly orchestrated by organized crime and/or terrorists. 

Money laundering as an activity is, therefore, mainly done with a financial motive in mind. 

 
57 International Monetary Fund, 2021 
58 International Monetary Fund, 2021 
59 Ibid 
60 European Commission, 2021 
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Successful money laundering is the only way criminals can make their dirty money clean 

without detection from authorities. It is this criminal process that Europol is trying to fight.61 

 

OCCRP describes the “Russian Laundromat” as a systematic outflow of billions of dollars from 

Russia to Western countries, but especially to London.62 Money laundering is usually seen as a 

problem related to corrupt individuals, terrorists, and/or organized crime organizations. The 

European Union’s Anti-Money Laundering Directives target these three groups63, but the 

directives are possibly not as exhaustive as they could be when reviewing the latest 

developments in the field. During the last ten years or so, we have seen several intelligence 

leaks and investigative reports about money laundering done by people/actors that are not 

usually the ones we associate with this illegal financial activity. 

 

Illegal financial activities refer to more things than money laundering, especially when the goal 

is to gain political clout and influence abroad. Financial activities to interfere in political and 

other societal processes are examples of what could be seen as “illicit finance”. Money 

laundering is one aspect of this, but if we look closer at the phenomenon, we can see that illicit 

finance includes a wide range of activities that can be conducted by individuals, groups, and/or 

states. Joshua Kirschenbaum argues that: “Illicit finance encompasses a range of financial 

activity facilitating everything from organized crime and public corruption to weapons 

proliferation, terrorism, active measures or interference operations, and strategic economic 

influence campaigns.”64 

 

Some financial activities that are of interest for this thesis are dubious and unusual but possibly 

not always illegal depending on where the financial activities are conducted. This dilemma is 

brought up by Rudolph and Morley, who instead coined the term “malign finance” with the 

following description: “(…) the funding of foreign political parties, candidates, campaigns, 

well-connected elites, or politically influential groups, often through non-transparent structures 

designed to obfuscate ties to a nation-state or its proxies.”65 

 
61 Europol, 2021 
62 Ibid 
63 Europol, 2020 
64 Kirschenbaum, 2019 
65 Rudolph & Morley, 2020 
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Åslund and Friedlander also bring up the problem with “dark money” in politics. According to 

them, dark money: “can be used for espionage, industrial espionage, terrorism, drug trade, 

human trafficking, illicit arms trade, sanctions evasion, bribery, disinformation, political 

interference, money laundering, or simply tax evasion. Usually, several crimes go together, but 

without a clear, demonstrable link between a financial asset and a criminal act, it is difficult for 

authorities to target them.”66 There is also a genuine concern that Russian businessmen in 

America and the West are forced to conduct the Kremlin’s affairs as their proxies. Examples of 

how the Kremlin pushes Russian businessmen to conduct state affairs is put forth in the Mueller 

report, which examined the Russian interference in the 2016 US presidential election.67  

 

Definitions developed by the World Bank provide more clarity in the discussion on money 

laundering and illicit finance. The bank uses the term “illicit financial flows” to target all illegal 

financial acts. Forms and motive may differ, but the shared problem is the illegality. Whether 

or not a specific definition is used or not, the focus of attention should, according to them, be 

the fact that the flows are illegal, either through their origins, transactions, or motives.68 

 

 

2.4.1 Cryptocurrency - a Regulatory Dilemma? 

  

Cryptocurrency, mainly referred to as Bitcoin in everyday language, is a digital currency using 

private encrypted databases. The technology behind it is called blockchain, and there are several 

different cryptocurrencies, even if Bitcoin is the biggest and most popular one since its creation 

in 2008. What is of most significant importance compared to conventional currencies is that 

cryptocurrencies are private and therefore outside the central banks’ ecosystem. Another critical 

aspect is that this currency has no physical money but only exists through data and code. The 

encrypted and digital aspect of it also gives the people behind the transaction a chance to be 

anonymous, which is nearly impossible when transferring money through a conventional 

bank.69  

 
66 Åslund & Friedlander, 2020, p. 9 
67 Åslund & Friedlander, 2020, p.9-11 
68 The World Bank, 2017 
69 Sumner, 2021 
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The use of cryptocurrency has increased in the last couple of years, especially since it gives the 

person or actor behind a certain kind of anonymity. The fact that cryptocurrency makes it easier 

for people to transfer money without the transparency of legal authorities has raised concerns 

on how the new currency can be used for money laundering. 70 Bååth and Zellhorn analyze this 

particular dilemma as regulatory issues become harder to grasp with the new reality of Bitcoin. 

The authors conclude that it is difficult but not impossible to further regulate and combat 

cryptocurrency money laundering.71 Blockchain technology is now even more popular and 

acknowledged than before, highlighting the importance of updated and efficient Anti-Money-

Laundering/Know-Your-Customer processes and regulations. The use of cryptocurrency will 

probably only increase in the coming years, and banks and financial institutions will be forced 

to adapt to this new reality as the technology evolves quickly. 

 
70 van Wegberg, Oerlemans & van Deventer, 2018, p. 420-421 
71 Bååth & Zellhorn, 2016 
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3. Methodology 

3.1 Epistemology and Ontology 

 

This thesis analysis adapted an interpretive epistemology, which is a standard scientific 

approach within social research. Using interpretive epistemology has both advantages and 

disadvantages. The choice of using this epistemology lies in the author's view that social 

phenomena are best understood through an interpretive approach, especially if the purpose of a 

study is to understand abstract phenomena analyzing underlying meanings and intentions. This 

also applies to the understanding of political warfare. The question of war is closely related to 

the epistemological debate of how “security” is a material or ideational question within 

international relations theory and foreign policy analysis. Jarvis and Holland argue that realist 

theories are generally derived from an epistemology of objectivism and materialism. From a 

realist perspective, security comes from “hard power” and anarchy. Power originates from 

military ability and the notion that international politics is a zero-sum game.72  

 

In contrast to this traditional view of international politics, there is constructivism. 

Constructivists acknowledge the material reality and military capabilities as a factor of power, 

but they also mean that there is more to it than bullets and guns. Constructivists emphasize the 

social aspect of world politics:  

 

“Conventional constructivism supplements realism with an important additional 

variable. This retains realism’s parsimony and what ‘ideas’ might mean for 

international relations and our explanations thereof. Fortunately, here, with its 

mantra that ‘ideas matter’, constructivism excels.”73 

 

The author of this study uses a constructivist lens to analyze world politics, and together with 

an interpretive epistemology, the analysis naturally focused more on understanding than 

explaining a causal relationship. The interpretive approach was also suitable due to the nature 

 
72 Holland & Jarvis, 2015, p. 32-33. 

73 Holland & Jarvis, 2015, p. 35 
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of the thesis’ research questions. The questions are more descriptive, adapting an aim of 

answering a “how” and not a “why”. The question can in some way be seen as interpretive at 

its very core – searching for an understanding of a subjective matter: “(…) interpretivists tend 

to view knowledge as a localized, particular phenomenon, rather than something general or 

universal. (…) The interpretivist interest in exploring how the world becomes meaningful via 

representational and cultural practices (…)”.74  

 

When conducting an interpretive study, there is little value in meeting positivist standards of 

epistemology and ontology. This principle also rules when discussing the issue of validity and 

reliability. These two factors are generally sought after in positivist studies, but other 

equivalents can be used instead in interpretive studies. Trustworthiness and authenticity are two 

elements that can be used as an alternative since interpretivism see knowledge as situated in a 

subjective and specific social context.75 Interpretivist’s critique against validity and reliability 

is that these two concepts are used to evaluate studies focused on measuring and explaining 

instead of understanding and interpreting a social phenomenon. Validity and reliability are not 

necessarily redundant when conducting qualitative social research, but they do not (according 

to interpretivism) fully correspond with social studies’ interpretative aim.76  

 

The constructivists Guba and Lincoln argue for an alternative, qualitative inquiry where 

trustworthiness and authenticity are sought after instead.77 Trustworthiness corresponds with 

positivism’s validity, and within that term, the following sub-criteria are included: “(…) 

credibility (paralleling internal validity), transferability (paralleling external validity, 

dependability (paralleling reliability), and confirmability (paralleling objectivity)”.78 The 

criteria of trustworthiness were predominantly used to review and select the case material and 

the sources’ credibility and confirmability. The criterium was used to analyze the empirical data 

and the historical background and scholarly ideas about active measures. 

 
74 Holland & Jarvis, 2015, p. 52-54. 
75 Drisko & Maschi, 2015, p. 10 

76 Bryman, 2012, p.353-354 
77 Guba & Lincoln, 1994, p.105 
78 Guba & Lincoln, 1994, p. 114 
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The second criteria, authenticity, includes “(…) fairness, ontological authenticity (enlarges 

personal constructions), educative authenticity (leads to improves understanding of 

constructions of other), catalytic authenticity (stimulates to action), and tactical authenticity 

(empowers action).”79 Fairness was used as a sub-criterion to authenticity in this essay, but the 

other criteria relating to authenticity were not included. The author made this choice because 

the other sub-criteria evaluate the authenticity of social groups, for example, how a study can 

affect participants' understanding of their social situation. Since this study mainly used text 

material (for example, newspapers, indictments, and official state documents) and did not use 

surveys, interviews, or fieldwork, there was no need to include them in the thesis’ inquiry 

evaluation. As the reader may have understood, the chosen research field limits what sources 

can be used due to its secret and delicate nature.  

 

On the other hand, fairness implies whether the study accurately presents an authentic 

description of the studied social phenomenon/group. This does also include how the studied 

individuals/groups perceive the representation of them. The author of this thesis strived in all 

ways possible for fairness in representing the studied groups and individuals, state 

organizations, and people working for them. Nonetheless, the author cannot ask and get a 

response on how potential intelligence services and people working for them feel about how 

they are portrayed in this essay. Due to the nature of the occupation, it is presumed that the 

people involved with, for example, espionage, can face an academic description of what they 

have done, and in some cases, have been charged for in a court of law.  

 

3.2 Operationalization and case limitations 

 

As this thesis aims to analyze social phenomena – financial activities – compared with the other 

phenomena – active measures – a smaller case study is inevitable. Since this thesis is taking on 

an inductive approach, the empirical findings led the way for the theoretical discussion about 

active measures and their possible financial dimension. Therefore, cases can provide quality 

content and depth to the analysis and make it less abstract and more accurate to reality, which 

is the sole purpose of the thesis and the subject itself.  

 
79 Guba & Lincoln, 1994, p. 114 
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Since this thesis conducts a case methodology, the following framework was used to sample 

the cases. Drisko & Maschi proposed an interpretive methodology for case sampling: “First, 

samples for qualitative research must be appropriate to the research question, whether they are 

fixed before data collection or iterative (…). That is, samples must be adequate to the 

exploration of the research question”.80  

 

The research questions aim to investigate cases where financial activities have been 

orchestrated by Russian state actors, and more likely Russian intelligence services and/or 

people associated with them. The selection of cases is also a challenge in its right, especially 

since the events are intentionally hidden. These activities are not unfolded if they have not been 

leaked or revealed in one way or another and thus made available in the public domain. From 

an academic perspective, the phenomenon is difficult but not impossible to analyze, even in the 

absence of sensitive and non-public state intelligence. As this study, for natural reasons, relies 

on open sources, this limitation influenced the selection of sources. Only cases where sufficient 

empirical material and data exist have been selected. It is with this inherent limitation that this 

thesis will use “intensity sampling”:  

 

“Cases are selected that are theoretically determined to offer depth and/or breadth 

on a given event, belief, or other topic of interest. Researchers purposefully select 

such cases over others for their potential to yield valuable information and to 

clarify the impact of contexts. In both methods, transferability or generalization 

is not typically sought nor expected; information richness on a selected topic is 

the key concern.”81 

 

Like Åslund and Friedlander discuss, the heavy outflow of laundered Russian money to the 

West through various shell companies can either be a way for oligarchs to enrich themselves or 

influence Western politics, even if the last one is not the most common.82 Money laundering is 

 
80 Drisko & Maschi, 2015, p. 14. 

81 Drisko & Maschi, 2015, p. 16. 

82 Åslund & Friedlander, 2020, p.9 
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not only about money itself; it is also about what it is used for, especially when state actors are 

involved. The cases are therefore chosen with the following in mind.  

 

First, there must be enough information and material about it so an analysis can be conducted. 

Secondly, the cases must be cases where a Russian state actor is confirmed to be behind it 

and/or done in conjunction with, and/or on behalf of Russian state actors. Thirdly, the cases 

must have a confirmed motive of interfering in other countries' politics. This can be confirmed 

by looking at the case motives, where the aim must have been either to interfere and/or influence 

a country’s political climate and/or decision-making processes. If all these variables are 

included in a case, it surely qualifies to be a candidate to the study, but to further enhance 

diversity, representativity, and richness, the following was be considered: 1) geographical 

diversity, 2) organizational/institutional differences, and 3) varied financial methods. The use 

of these selection variables improves both the studies’ trustworthiness and authenticity. 

 

To create a systematic analysis, it was necessary to use a structured method. When dealing with 

a descriptive what-/how-question, it is favorable to create a classification table to organize 

results and theoretical definitions.83 The context of the cases is critical to understand the 

political aspect of the financial motives. The author used the following questionnaire to 

contextualize and describe the cases, and the case results were discussed in conjunction with 

the theoretical framework of political warfare and active measures, as described above.  

 

1. Were the illicit financial activities black, grey, or white?84 

 

2. Were the illicit financial activities conducted with a political motive/or aim? If so, what was 

it? 

 

3. Were illicit financial flows used to gain political influence or interfere in a specific political 

context, organization, and/or decision-making process? 

 

 
83 Teorell & Svensson, 2007, p. 22-24. 

84 The three categorizations of an active measure by Kux, 1985 
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4. What was the cultural, historical, and political context of the case? 

 

All cases were structurally summarized and discussed, in conjunction with the theoretical 

section, if they are to be seen as financial active measures and what the strategic role of it plays 

to the Kremlin’s foreign policy objectives. The case studies and the theoretical analysis of the 

potential connection between finance and active measures were also illustrated in three self-

made figures and tables (see pages 45-46).  

 

The analysis regarding strategy (relating to research question two) was conducted together with 

the theoretical review section in mind, followed by a historical, political, and scholarly 

discussion about the subject in general. Lastly, in the conclusion, the results were discussed 

together with possible policy outcomes from a Russia-West perspective. 
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4. Analysis 

4.1 Case studies 

 

4.1.1 Hack & Leak: The Use of “Laundered” Cryptocurrency to Hide Russia’s Financial Tracks in 
the 2016 US Election 
 

One of the most famous cases of Russian political interference was the hacking of the US. 

Democratic Party’s e-mail servers in 2015. The effort to interfere in the US presidential election 

has been debated and reported about for many years after it happened – and it will probably 

still be a topic of debate for years to come. The fact that the influence operation happened is on 

its own serious for the election processes’ legitimacy and transparency. However, a recent study 

indicates that it is plausible to assume that the Russian election interference helped secure the 

election for Donald Trump.85 

 

In September 2015, the Federal Bureau of Investigation (FBI) reached out to the Democratic 

National Committee (DNC) with a warning that Russian hackers had hacked one or more 

computers. This would later turn out to be the work of the GRU. The DNC’s IT department 

scanned the systems but eventually found no trace of a break-in.86 The FBI contacted the DNC’s 

IT team several times, but the DNC seemed not to be particularly interested in the warning. The 

outcome of the hack in 2015 let GRU-hackers get their hands on numerous private documents 

and emails from the DNC. In November 2015, the FBI warned the DNC again, but on a different 

matter. The hacked computers were now sending information to Russia, which ultimately gave 

the Russian hackers free access to the DNC’s computers for several months before the 

election.87 It was not until the spring of 2016 that the Russian hackers eventually cracked the 

code and found a way into the party’s two different information systems. The first one was the 

DNC, and the second one was the computer system of Hillary Clinton’s campaign management. 

The second breach into the presidential candidate’s e-mail server would, later on, prove to be 

the start of one of the 2016 election’s most significant happenings.88  

 
85 Jamieson Hall, 2018, p.234-236 
86 CNN Editorial Research, 2020 
87 Sciutto, 2017 
88 CNN Editorial Research, 2020 



Uppsala University: Russian & Eurasian Studies 

Master’s Thesis, 30 credits 

2021-06-04 

 

 25 

 

On March 19, 2016, John Podesta, the chairman of the Clinton campaign, opened an email that 

at first sight seemed like a Google alert to change password. Podesta asked the office help desk 

to verify the email’s authenticity. The fatal mistake was made by the colleague who made a 

typo in the response, saying that the email was legitimate and not illegitimate. When Podesta 

believed the email was authentic, he changed his password, which gave the hackers free passage 

into his email and the email system.89 One month later, in April, the hackers created a fake 

email to send phishing emails with corrupt links and documents to the Clinton campaign team. 

When clicking on the links, the user was transferred to a hacker-controlled website. After some 

time, the hackers got access to 33 computers from the DNC and used the stolen documents to 

leak them to the public. This specific email leak was called “DC Leaks”. During May and June, 

thousands of emails were stolen simultaneously as the hackers tried to hide their tracks from 

the DNC. 90 In June, Julian Assange stated WikiLeaks would release some of the material, and 

some days later, media reports came about the hackers’ Russian origin. The hackers targeted 

both Hillary Clinton’s and Donald Trump’s campaign teams and the Republican political action 

committees. The hacking was reported as typical espionage and not a question of common cyber 

criminality. As the story breached, the Kremlin’s spokesperson Dmitry Peskov made a 

statement condemning any involvement in the hacker attacks.91  

 

As the summer progressed, the Democratic National Convention was coming up at the same 

time as WikiLeaks released 20,000 of the hacked DNC emails. The emails contained 

information that ultimately led to the resignation of DNC chair Debbie Wasserman Schultz who 

allegedly had insulted colleagues working for the presidential candidate Bernie Sanders. In late 

July, the FBI announced they had opened an investigation regarding the hack, and they initially 

pointed out Russia as the perpetrator.92 In September, two months before the election, Vladimir 

Putin spoke out in an interview about the allegations against Russia: “Listen, does it even matter 

who hacked this data? (…) The important thing is the content that was given to the public. (…) 

There’s no need to distract the public’s attention from the essence of the problem by raising 

 
89 Sciutto, 2017 
90 Gillbert, 2016 
91 Nakashima, 2016 
92 Schleifer & Scott, 2016 
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some minor issues connected with the search for who did it”.93 In October, the US Intelligence 

Community (USIC) stated that the Russian government was behind the email hack “DC Leaks” 

against several political persons, organizations, and institutions. The American authorities 

underlined that the hacking was done to interfere with the political processes in conjunction 

with the presidential election in November.94  

 

After the election, the Central Intelligence Agency (CIA) secretly claimed that the Russian 

hacking operations were done to help Donald Trump win the election and therefore aimed to 

damage Hillary Clinton’s effort to win the presidency.95 CNN reported that sources within the 

FBI disagreed with the CIA whether the Russian intention of helping Trump win could be 

concluded, also because the Republicans were hacked similarly, even if it was the democrat’s 

emails that were leaked and spread by Wikileaks.96 In late December, President Barack Obama 

signed an order with sanctions against Russia, but particularly six Russian citizens were 

sanctioned for being involved with the hacking operation. On top of that, 35 Russian diplomats 

were expelled from US soil.97 Some days after the sanctions were in place, president-elect 

Donald Trump tweeted about his concerns on the “so-called” hacking and also questioning the 

US intelligence authorities for stating that the Russian state interfered in the election.98  

 

When Donald Trump took office, this story went in two directions. Direction one involves the 

American intelligence community’s concern about whether the Trump campaign team was 

involved in the Russian election conspiracy. The cause and aftermath of this case can be 

summed up in the now world-famous Mueller report99, which ultimately could not conclude the 

connection between Trump and the Russians on this particular matter. Even if the report 

included what many would describe as shenanigans, the causal connection was not confirmed. 

As this essay is about Russia’s financial actions and not about Trump, I will not further discuss 

the Mueller report and its allegations against Trump, even if the topic is interesting on its own 

 
93 Micklethwait, Riley & Rudnitsky, 2016 
94 DHS Press office, 2016 
95 Entous, Miller & Nakashima, 2016 
96 Perez, Raju & Walsh, 2016 
97 Diaz & Perez, 2017 
98 Diamond et al, 2017 
99 Mueller, 2019 



Uppsala University: Russian & Eurasian Studies 

Master’s Thesis, 30 credits 

2021-06-04 

 

 27 

and has been written about in many other academic articles. What is of interest, though, is the 

measures done by the Russians to interfere in the election, and more specifically, the financial 

aspects of the phenomenon. 

 

The Mueller report does not only include what the Trump team did and did not do. It also 

describes thoroughly how the GRU worked during the US election. On the one hand, this refers 

to the cyberattacks and hacking, on the other hand, there was the social media campaign to 

spread the stolen emails with the intent to change opinion against the Clinton campaign.100 In 

addition to the Mueller report, there are two Grand Jury Indictments of several Russian citizens 

and entities for interfering in the election. The first indictment United States of America v. 

Internet Research Agency101 includes charges of wire fraud and bank fraud102, and the second 

indictment United States of America v. Netyksho103 includes charges of hacking and laundering 

money with the use of cryptocurrency. Both indictments will be used as material for the 

analysis. 

 

On February 16, 2018, the district court of D.C. indicted thirteen Russian nationals and three 

Russian companies for interfering in the US presidential election. The social media campaigns 

were pro-Trump and anti-Clinton. In June 2016, the Russian group staged a political rally with 

the slogan “March for Trump”. They paid for advertising on social media such as Facebook 

and paid American citizens to participate in the staged political rallies and dress up as Clinton 

in a prison uniform.104 Three individuals were charged with conspiracy, wire fraud, and bank 

fraud. Deputy Attorney General Rod Rosenstein made a public statement about the alleged 

crimes while arguing they should be seen as an act of: “(…) information warfare against the 

United States, with the stated goals of spreading distrust towards the candidates and the political 

system in general.”105  

 

 
100 Ibid 
101 Department of Justice Office of Public Affairs, 2018 
102 Scannell, Shortell & Stracqualursi, 2018 
103 United States vs. Netyksho, 2018 
104 United States vs. Internet Research Agency, 2018 
105 Scannell, Shortell & Stracqualursi, 2018 
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Furthermore, the Russians created fake US personas and stole real identities to build a digital 

presence on social media. This was done to influence the political outcome in the election. The 

indictment states that The Internet Research Agency “had a strategic goal to sow discord in the 

U.S. political system, including the 2016 U.S. presidential election.”106 According to the 

indictments calculations, the operation’s budget was estimated to 73 million Russian rubles 

(approximately 1,250,000 US dollars). The Concord Group handled the payments107, and the 

money was transferred through fourteen bank accounts to hide its origin, and the money was 

labeled as costs for “software support and development” to conceal its real purpose.108 

 

On the 13th of July 2018, the district court of D.C. charged twelve Russian GRU officers for 

the conspiracy of interfering in the US presidential election in 2016.109 The charges included 

hacking, conspiracy, and “staging releases” of the DNC’s stolen documents. Using fictitious 

online identities such as “DCLeaks” and “Guccifer 2.0” the military officers spread the emails 

to the general public. They used fake identities to stay anonymous as hackers and conceal that 

the Russian government was the real culprit behind the conspiracy. What is of particular interest 

here is not the fact that the GRU used fake identities. This could be considered normal within 

espionage and sabotage, but to conceal the identities, various networks, and computers located 

around the globe were used. The infrastructure behind the operation was financed by using 

cryptocurrency:  

 

“More than a month before the release of any documents, the Conspirators 

constructed the online persona DCLeaks to release and publicize stolen election-

related documents. On or about April 19, 2016, after attempting to register the 

domain electionleaks.com, the Conspirators registered the domain dcleaks.com 

through a service that anonymized the registrant. The funds used to pay for the 

dcleaks.com domain originated from an account at an online cryptocurrency 

service that the Conspirators also used to fund the lease of a virtual private server 

(…).”110 

 
106 United States vs. Internet Research Agency, 2018, p. 4 
107 *Concord Management and Consulting LLC, and Concord Catering 
108 United States vs. Internet Research Agency, 2018, p. 7 
109 United States vs. Netyksho, 2018, p.1-3 
110 United States vs. Netyksho, 2018, p. 13 
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The conspiracy was conducted by hacking and leaking the material and to do that, the GRU 

used a specific, digital financial method to stay anonymous. The money and the chosen method 

– cryptocurrency – were used with illicit intents:  

 

“To facilitate the purchase of infrastructure used in their hacking activity—

including hacking into the computers of U.S. persons and entities involved in the 

2016 U.S. presidential election and releasing the stolen documents—the 

Defendants conspired to launder the equivalent of more than $95,000 through a 

web of transactions structured to capitalize on the perceived anonymity of 

cryptocurrencies such as bitcoin.”111 

 

The GRU used different currencies, even US dollars when transacting the money to fund the 

servers and digital infrastructure for the websites used to leak the material. The conviction states 

that bitcoin was mainly used to hide from the US financial institutions that otherwise come 

across unconventional transactions between banks. The GRU hackers were also “mining” 

bitcoin to fund the cyber operation.112  

 

The conviction points out the use of cryptocurrency to “launder” money and evade suspicion 

from financial institutes and law enforcement. It is noteworthy that the charges are not of money 

laundering, even if the method is similar to the one we usually associate with cybercriminals 

and conspirators:  

 

“Defendants (…) did knowingly and intentionally conspire to transport, transmit, 

and transfer monetary instruments and funds to a place in the United States from 

and through a place outside the United States and from a place in the United States 

to and through a place outside the United States, with the intent to promote the 

carrying on of specified unlawful activity (…)”.113  

 

 
111 United States vs. Netyksho, 2018, p. 21 
112 United States vs. Netyksho, 2018, p. 23 
113 United States vs. Netyksho, 2018, p. 24 
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The judicial matters have been described, but what can we make of it from an academic angle? 

Firstly, we can take a look at the Mueller report again. It is significant to look at the choice of 

wording concerning the indictments mentioned above: “Russian ‘Active Measures’ Social 

Media Campaign”.114 Describing the Russian operation on social media as an ‘active measure’ 

leads us right into the core of this thesis’ research aim. What Mueller describes as a social media 

active measure is probably close (or perhaps the same) to what Rosenstein describes as 

“information warfare”. If the specific social media aspect should be regarded as acts of 

information warfare from a Russian adversary, the whole operation on its own should rather be 

described as an act of political warfare. More closely to what Mueller sees as an active measure, 

which is historically and contextually intertwined with the Soviet legacy of the KGB. The fact 

that the GRU was involved in the operations strengthens the case that the institutional context 

is closely related to the concept of active measures, instead of the vaguer concept of 

“information warfare” or, as discussed before, “hybrid warfare”.  

 

One question has not yet been fully answered in the background context – “Were the illicit 

financial activities black, grey, or white?”. We can depict from the indictments that they were 

both black, grey, and white depending on aspects. The social media posts were entirely overt, 

but the concealment of the actual persons behind the screen can be seen as “gray”. The 

black/covert parts were in great length the financial activities since they were illicit or strictly 

illegal. Perhaps the financial activities are the most substantial evidence in the whole case file, 

even if the laundering and illicit transactions are not what is reported about the most in the 

media. The social media operations, the overt actions, are what the general public sees and 

firstly can react to themselves. The financial activities are nothing more than economic enablers 

of the more overt actions that policymakers loosely describe as “information warfare”. Does 

this mean that the financial activities, in this case, could and should be described as an active 

measure on their own? 

 

In this case, the financial aspect is not the primary purpose of the operation, it is one step of 

many others. The financial measures are more of a fundamental piece in a giant puzzle, but 

even if the financial aspects are not the end goal, they are indispensable for the measure’s 
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implementation. This highlights the importance of giving the financial measures just as much 

attention and thought as the more gray/overt actions on, for example, social media. The US 

indictments are an educational example of how all steps of an active measure are taken into 

account by law enforcement and that the culprits are held accountable for it in a court of law. 

From a policy perspective, it could be helpful to acknowledge that the financial activities are 

fundamental to conduct and achieve an active measure like this one. However, there could also 

be a point in separating the financial from the informational as this phenomenon relates to 

different sections of law. Hypothetically, in an indictment, the political motive and the charges 

pointing at a conspiracy are not necessarily provable in a court. 

 

On the other hand, regardless of the charges' political motive, financial crimes can easily be 

proven if there is financial evidence available. From a policy perspective, the laws regulating 

finance are just as important to target and charge foreign agents for committing illicit activities 

– or so-called active measures. This is especially important when reviewing the regulatory 

dilemma relating to cryptocurrency as this new technology has been used to conduct a political 

conspiracy against the United States. The political task is to balance the wish for privacy versus 

the risk of enabling illicit financial activities and the financing of other crimes. Either way, this 

case strengthens the argument that the regulation of finance is just as crucial as other defensive 

actions to enhance states’ political resilience against active measures. 

 

4.1.2 No Strings Attached? The Russian Loan to the French National Front 

 

“I know that the presidential campaign is developing actively in France. Of 

course, we do not want to influence events in any way."- Vladimir Putin, March 

24, 2017. 115 

 

In late March 2017, the far-right party leader of the French National Front, Marine Le Pen, 

visited Moscow for a rendezvous with the Russian president in the Kremlin. During the 

meeting, Le Pen expressed her support for Russia’s illegal annexation of Crimea and criticized 

the European Union’s sanctions against Russia. As a far-right politician, her views are not in 
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any way unusual regarding the ideological stances the party represents. Her anti-western 

sentiments were not hidden or concealed. On the other hand, what was concealed was the multi-

million funding the party got from a Russian bank owned by a pro-Kremlin oligarch.116 

 

Three years before the 2017 Moscow meeting, the National Front received an 11-million-euro 

loan from Russia. One loan consisting of 9 million euros came from the First Czech Russian 

Bank, which has strong ties to Kremlin. The loan was kept a secret until an investigative 

journalist at the French Mediapart117 published the story almost three months after the loan was 

signed and confirmed by both parties. When confronted with the evidence, Le Pen argued that 

she had no choice but to go abroad to find funding since the French banks were unwilling to 

loan them money.118  

 

The loan broker and member of the European Parliament, Jean-Luc Schaffhauser, who received 

140,000 euros as a payment for the brokering, denies any allegations that the loan was political 

and that the support for the Russian annexation of Crimea was not in any way connected to the 

loan. Schaffhauser reached out to Duma-member Alexander Babakov, who recommended 

using the First Czech-Russian Bank to get the loan. Chairman of the bank, Roman Popov, later 

signed the deal with the National Front’s treasurer.119 

 

BBC reported that in some government leaked emails between a Russian MP and another 

Kremlin official, it was discussed whether Le Pen could travel to Crimea to observe the 

“referendum” in 2014. Even if Le Pen did not travel to Crimea, she showed her support to the 

annexation, which according to leaked emails, was interpreted by the Russian officials as a sign 

that “She didn’t let us down” and that “We must find some way of demonstrating our respect 

to the French”120. At the same time as Schaffhauser was broking the loan, he was also 

advocating against sanctions against Russia. When questioned if he thought there could be a 

 
116 Sonne, 2018 
117 Arfi, Laske & Turchi, 2014 
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conflict of interest between the two activities, he said no.121 According to the think tank Alliance 

for Securing Democracy, the loan is strange in several ways:  

 

“The loan, unlike many other instances of Russian political finance, was 

channelled through formal financial mechanisms, rather than opaque or criminal 

pathways. But while the funding of the National Front did not involve 

sophisticated money laundering or outright bribery, the use of a private bank 

nonetheless provided a layer of deniability, shielding the involvement of senior 

Russian government officials who had helped to arrange the loan.”122 

 

In 2016 the First Czech-Russian Bank lost its bank license, and the loan was transferred to the 

Russian company Konto, but shortly after the loan was handed over to Aviazapchast, a Soviet 

aviation company selling equipment to the Russian army, as well as Russia’s allies, for 

example, the Syrian Ministry of Defense.123 The company allegedly has strong ties to Russian 

intelligence services and is described by Alliance for Securing Democracy as a private company 

“(…) trusted to achieve significant Russian state objectives, such as servicing and supplying a 

number of foreign militaries including those of Sudan, Algeria, India and other Russian allies”. 

Even though it is a private company, the government connection is undeniable partly since 

“(…) in 2014 its Paris office was refitted by Russia’s ‘Roszagransobstvennost,’ which is 

responsible for the maintenance of overseas Russian state territory.”124 

 

What is important to note here is the grey zone where these activities were conducted since 

these activities occurred in a mixed public-private sphere. The transparency of the loan 

brokering was non-existent. The Kremlin’s official statements condemning any kind of 

involvement in the operation could be considered an overt measure. The loan would probably 

remain a secret had it not been for the French investigation of Mediapart. The illicit financial 

activities were at large covert, according to the definitions by Kux. The aim to interfere in 

French and European politics is evident, as well as the Crimean connection contextualizes the 
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delicacy of the matter, even if it does not confirm that the loan was a payment for Le Pen’s 

support of the referendum.  

 

It is impossible to precisely determine the true intent behind the loan, but the context around 

the financial activities could be seen as interfering in other countries' politics by sending money 

without the public’s knowledge. The financial activities also underline the risks with political 

funding with little or no transparency about the origin. Campaign funding from foreign actors 

is not per se a problem if the money is transparently documented, but there is a potential conflict 

of interest when the funding is hidden. The Russian loan may not even have come with any 

strings attached to Le Pen or the party. The loan may not have been successful, considering Le 

Pen did not secure the election in 2014 or 2018. It is impossible to confirm the true intentions 

behind the loan, but that does not mean that the loan was not an active measure from the 

Kremlin. On the other hand, the use of secret political funding to foreign countries confirms 

that there is a strategic aim and intent to shape the political landscape, especially if we stop 

looking at the loan as an isolated event and place it as one of many different measures between 

Russia and the European Far-Right. Shekhovtsov means that:  

 

“The scope of the cooperation between the French far right and the Russian 

authorities, which started long before the annexation of Crimea, indicates that it 

is one of the many elements, albeit a significant one, of the Kremlin’s long-term 

strategy to support all the anti-EU and anti-US forces in Europe in order to 

undermine the transatlantic cooperation and ultimately weaken the West.”125 

 

Lastly, the public-private complexity of the case further confirms that it is impossible to fully 

separate the state from the private sector in this case. Senior Kremlin officials work together 

with businessmen to conduct the state’s covert foreign policy work, which gives the state 

plausible deniability. A lesson for further research within academia, law enforcement, and 

policy can be that “following the money” does not always mean that you only investigate formal 

state officials. The private sector can be used as a tool to implement the state’s strategic goals 

at home and abroad. 

 
125 Shekhovtsov, 2015b 
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4.1.3 Money Equals Power? How Laundered Russian Money Found its way to a Polish Think 

Tank 

 

In 2007, the think tank European Center for Geopolitical Analysis (Europejskie Centrum 

Analiz Geopolitycznych - ECAG) was founded in Warsaw to deal with geopolitics and foreign 

policy. The think tank advocates for Eurasianism, an ideology that believes in a shared cultural 

uniqueness between Slavic people and the regions of the former Russian Empire and the Soviet 

Union. “Eurasia” is neither European, nor Asian, but something unique in the middle of the 

West and the East: “Viewed less as an official Russian political doctrine and more as a 

remarkably pervasive spatial metanarrative (opposed to the essentially temporal/historical logic 

of Western liberal cosmopolitanism, for instance, Eurasianism represents a dynamic element in 

the turbulent flux of contemporary post-Soviet and more broadly European politics, acquiring 

new connotations and meanings at every turn.”126  

 

ECAG’s work revolves around policy recommendations, lectures, conferences, writings, and 

organizing electoral monitoring missions. ECAG’s monitoring missions have been done in, for 

example, Belarus, Russia, Ukraine together with selected politicians from both left- and right-

wing parties from all around Europe. The observation mission’s conclusions of the elections in 

Russia 2011 and Ukraine 2012 have resulted in positive reviews from ECAG’s participants, 

which can be compared with the negative reviews from example OSCE. ECAG also 

participated as electoral monitors for the Crimean “referendum” in March 2014.127 OSCE 

claims that both the Russian annexation and the referendum should be regarded as illegal.128 

 

One of ECAG’s founders, Mateusz Piskorski, is a former MP of the left-wing, nationalist, and 

religious conservative party Self-Defence of the Republic of Poland (in Polish: Samoobrona 

 
126 Bassin & Ponzo, 2017, p.3 
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Rzeczpospolitej Polskie). His contacts with Russian politicians and authorities have been 

extensive since the early 2000s. In 2004, during his observatory mission to the Belarussian 

elections, he came in contact with Alexander Dugin, a Russian Neo-Fascist, and Neo-

Eurasianist with close ties to the Kremlin. In 2005 he participated as an electoral observer in 

the Transnistrian elections, and in conjunction with the observatory mission, he proclaimed that 

he would work towards a Polish recognition of the region.129  

 

In 2015 he founded the left-wing, populist, pacifist, pro-Kremlin and anti-capitalist party 

Zmiana (translates to ”Change”). Polish security services claim that the party itself was 

constructed and financed by Russian state entities.130 Piskorski was detained in 2016 on the 

charges of espionage on behalf of Russia and China in Poland.131 The Polish Internal Security 

Agency (ABW) detained Piskorski and prosecutors charged him for collaboration with the 

Russian FSB and SVR and the Chinese equivalent. ABW claim Piskorski received money for 

his alleged espionage.132 In May 2019, Piskorski was released on bail in wait of trial. Since his 

release Piskorski has been a contributor to the Russian news outlet Sputnik Polska.133 

 

The story of ECAG does not start or end with Piskorski, but he was a prominent figure of the 

organization, both internally and externally. The spy charges against him are a topic of their 

own, but his involvement with ECAG is of particular focus in this case study, even if his track 

record also affects the analysis of ECAG. The interest of this essay is naturally the concealed 

financial aspect of the organization’s funding. In March 2017, The Organized Crime and 

Corruption Reporting Project (OCCRP), published their follow-up investigation about “The 

Russian Laundromat” which was first revealed in 2014. The Russian Laundromat refers to the 

money laundering operations conducted during 2011 and 2014 to funnel billions of dollars out 

of Russia through anonymous shell companies.134  

 

 
129 Shekhovtsov, 2015a, p.234-235 
130 Dzikawicki & Shimov, 2017 
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The journalistic investigation from 2017 led to a detailed scheme with credentials on where 

20,8 billion dollars went and how they were spent. The money made its way through 112 bank 

accounts in Eastern Europe before it circulated globally. Banks such as Deutsche Bank, Bank 

of America, Danske Bank, and HSBC were eventually receiving laundered money as it had 

been laundered through several companies and banks before it ended up clean in these Western 

banks. Most of the money went to Russian businessmen in various sectors. Some of the money 

became what we can call “play money” to buy and uphold fancy lifestyles in, for example, 

London. A small fraction of the money went to a small Polish think tank, the one we know as 

ECAG.135 

 

In May 2013, ECAG received a payment of 21,000 euros from Crystalord Ltd, which according 

to OCCRP, was a Laundromat company that paid the think tank for “consulting services”. 

Polish law forbids think tanks from conducting paid consulting services. When OCCRP 

confronted the CEO of Crystalord Ltd., he did not want to confirm the payment, but the former 

treasurer confirmed the payment stating that the money was transferred shortly after it was 

received. OCCRP did not have the opportunity to reveal where the money went after it was 

transferred from ECAG.136 

 

In November 2020, Shekhovtsov published evidence that ECAG was/is handled by Russian 

authorities.137 The think tank was described as a “Russian front”. In leaked emails, 

Piskorski’s/ECAG’s extensive contacts with the Kremlin and the Duma illustrated how the 

electoral observation missions were coordinated and decided on before the elections even had 

taken place. For example, in 2014, the Kremlin officials sent a list to Piskorski, who compiled 

election observers who were “compliant” and offered a payment of 20,000 euro to the 

international observers that publicly criticized the election in Ukraine. Other emails stated plans 

on using Polish organizations, in this case, ECAG and the polish chapter of the International 

Institute of the Newly Established States (IINES), to intensify the information war against 

Ukraine.138 

 
135 OCCRP, 2017b 
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The case of ECAG is complex for several reasons, where the first relates to the plausible 

deniability when using semi-private entities and shell companies to hide the actual 

owner/funder. Even if the connection between ECAG and the Kremlin is confirmed, the nature 

of the event adds plausible deniability to both sides. What is clear is that a think tank with 

confirmed ties to Kremlin received laundered money and coordinated Russia’s 20,000-euro 

payments to international election observers who were compliant with Moscow’s demands. 

These financial and political actions were conducted together with the Kremlin, which further 

strengthens the case that these actions should be considered as active measures. Historically the 

KGB used front organizations to influence and spread communist ideas following the Kremlin’s 

strategic foreign policy goals. This Polish case is a modern example of how political parties, 

think tanks/NGOs can be used as fronts in the 21st century. According to Kux’s definitions139, 

front organizations are considered gray measures, as they are in the middle of the overt and 

covert. At the same time, it is essential to note that these financial measures were conducted in 

the dark, leading to the conclusion that the Polish case's financial active measures should be 

considered black, even if the organization is somewhat “grey”. 

 

4.1.4 Russian “Cash-for-protest”-bribes in Greece and North Macedonia 
 

 

The current and historical relationship between Greece and North Macedonia has not always 

been fruitful. Since 1991, when (at that time named) Macedonia became independent from 

Yugoslavia, Greece rejected the name because it was the same name as one of their own regions. 

Greece feared that the new neighbor with the same name had territorial claims on the Greek 

region. The name Macedonia is, according to Greece, a name with a Hellenic heritage of 

Alexander the Great.140  

 

It took about thirty years to settle the name dispute, even if about two-thirds of Greeks still are 

unhappy with the decision to rename the neighboring country to The Republic of North 

Macedonia. In June 2018, the Greek prime minister Alexis Tsipras signed the historical (and 
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what opponents call controversial) deal – The Prespa Agreement – together with his 

Macedonian equivalent Zoran Zaev. The old name “Former Yugoslav Republic of Macedonia” 

was changed to “The Republic of North Macedonia”, which both countries agreed to use from 

thereon. The unsettling events following the agreement and later on the Greek parliamentary 

vote included violent protests in Athens. When the Greek parliament voted for the name change, 

protesters threw flares and firecrackers at the police and against the parliament building.141 

 

The agreement was not solely a decision to change the name but part of a larger geopolitical 

question relating to a potential EU and NATO membership for North Macedonia. To integrate 

further with the West, the name conflict with Greece had to be settled if they were to be a part 

of the same alliance. The political and economic interest of the Macedonian government was 

and still is to become members of the EU and NATO, and the agreement could be seen as a 

strategic decision towards that goal. The settled name dispute, even if it is still primarily unliked 

by many, for example, Greek nationalists, was seen as a diplomatic triumph from Brussels and 

Washington.142 Whether North Macedonia will be able to join the EU is still negotiated143, but 

the NATO membership was confirmed in March 2020, making the small country the 30th 

member of the transatlantic alliance.144 

 

Not long after the Prespa agreement was signed, Greece expelled two Russian diplomats. The 

decision was met with anger and surprise from Moscow, partly due to that the Russo-Greek 

relationship has been good in comparison with other European countries in the last decades. 

Greece was one of few European countries that did not expel diplomats after the Skripal 

poisoning the same year. The Greek response then was to “express solidarity” with the UK and 

act “responsible”. When the Russian government interfered on Greek territory, they chose to 

expel two diplomats and banned the entry of two other diplomats.145 

 

Greece expelled and banned the diplomats due to the accusation of Russian meddling in the 

name dispute. Russian diplomats were accused of bribing Greek officials and bribing protesters 
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to protest against the North Macedonian NATO membership and protests relating to the Prespa 

agreement. The Russian government denied all the accusations.146 The North Macedonian 

prime minister Zaev claimed during a NATO meeting that he also had noticed Russian 

involvement in the protests outside the Macedonian parliament, but since the country is so tiny, 

they had tried to avoid conflict with Russia.147 The Russian interference in Greece and 

Macedonia is by Zaev claimed to be similar to the Russian-backed coup in Montenegro 2016 

(not long before the country became a NATO member). Two GRU officers were sentenced to 

15 and 12 years for conspiracy against the Montenegrin government.148   

 

The story does not end with the Russian diplomat’s protest bribes in Greece.149 Similar actions 

happened in Macedonia, even if the perpetrator was not officially a part of the Russian 

government. OCCRP revealed through North Macedonian interior ministry documents that the 

Russian-Greek billionaire businessman Ivan Savvidi gave at least 300,000 euros to Macedonian 

opponents of the name change. Savvidi is a former MP of the Russian Duma and member of 

Putin’s United Russia party. Money was given to football hooligans rallying Skopje-riots 

against the name change and nationalist organizations, and several different political parties. 

The transfers were conducted through various methods, for example, by cash carried by a 

courier over the Greek-Macedonian border.150  

 

In October 2018, The New York Times reported that it was US intelligence surveillance that 

first had intercepted Savvidi’s plans, which then led up to the Greek expulsion. In June 2018, 

the US detected communication between Savvidi and the Russian government, confirming that 

Savvidi: “(…) was working as Russia’s conduit to undermine an agreement between Greece 

and Macedonia that would have paved the way for Macedonia to join the North Atlantic Treaty 

Organization.”151 
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The interference in the North Macedonian name dispute is not the only event where Russia’s 

proven to have interfered in the Balkans. OCCRP provided leaked intelligence documents 

dating back more than a decade, showing how Russian intelligence services actively have tried 

to restrain Western integration, especially NATO membership for the Balkan countries.152 

North Macedonian counterintelligence service reported in 2017 how the Russian Embassy:  

 

“(…) had been ‘undergoing strong subversive propaganda and intelligence 

activity implemented through the Embassy of the RF (Russian Federation)’. The 

Russian operations started in 2008 when Macedonia was blocked from joining 

NATO due to its name dispute with Greece.”153  

 

The North Macedonian intelligence services claimed that the Russian embassy’s actions in the 

country aimed to isolate North Macedonia from Western integration. The operations were 

conducted by the regulars, SVR and GRU, but also the news agency TASS and 

Rossotrudnichestvo were claimed to be involved in intelligence gathering.154 

 

As the cases analyzed in the other chapters, this Greek-Macedonian case is an example of the 

complex relationship between the Russian state and the private sector. Not all, but some 

businessmen have been proven to work unofficially for the Kremlin. These men are not solely 

civilians but vessels to implement and carry out the Kremlin’s foreign policy objectives. As 

mentioned before, this type of political interference is neither transparent nor necessary in a 

democracy since most opinion-makers, NGO’s or political parties do not need to conceal their 

real intentions. Logically, these concealing actions are not necessary if you do not have 

something to hide. If we look at Kux’s definitions again, the use of front organizations was 

categorized as a grey measure, and similarly, the use of front figures – businessmen – would 

qualify as “grey”, even if the secret funding of political demonstrations and riots, can be 

categorized as fully covert and “black”. 
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Another critical aspect of this case is the strategic aim to interfere in question relating to NATO 

expansion. The political context of the case relates to Russia’s fear of NATO expansion in its 

geopolitical “sphere of interest”, where the Balkans fall into that geographically vague region. 

The Kremlin’s use of active measures to stop NATO expansion was illustrated in a Swedish 

case presented by Kragh and Åsberg: “In summary, we conclude that the overarching goal of 

Russian policy towards Sweden and the wider Baltic Sea is to preserve the geostrategic status 

quo, which is identified with a security order minimizing NATO presence in the region.”155 

Further research is necessary to confirm a causal link between the correlating issue between 

active measures and potential NATO expansion, but it should be noted that this case proves 

there is a similar pattern in the Balkans and the Baltic sea. 

 

4.2 Defining and Baptizing: Financial Active Measures in Practice 

 

Research question one has almost been answered above with the four case studies. Nonetheless, 

the case studies make up the empirical aspect of the research question. With the empirical 

evidence, we can further discuss and possibly redefine the theoretical field of active measures.  

 

Several theoretical definitions of active measures were presented in this thesis’ theoretical 

review. Kux’s black-grey-white taxonomy describes the interval between either covert or 

overt156, whereas Rid’s definition summarizes an active measure as a strategic bureaucratic 

product of secrecy, malign motive, and of course, an element of disinformation.157 Which 

practicalities constitute an active measure differ depending on the situation and the available 

toolbox, which is also understood through this thesis’ case studies, for example, money 

laundering, bribes, loans, and use of cryptocurrency. What is of interest here is how the financial 

activities above, described as active measures, can be defined in a shared, theoretical concept: 

a financial active measure.  

 

First, it is vital to question if there is a need for a detailed limitation of the financial aspects in 

an active measure. Active measures are historically or contextually not limited by the available 
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toolbox. Instead, the definitions provided by scholars are focusing on the intent, aim, and 

strategic motive, combined with the systematic procedure of the Russian state. This is perhaps 

not wrong, but possibly a bit contra productive if scholars' and policy makers’ interest only 

makes up the strategic aspects of the phenomenon. Understanding the strategic aims from the 

Kremlin gives the attacked states further knowledge on Moscow’s strategic goals, but it does 

not provide any explanations on how the measures were conducted and how other states can 

defend themselves from these kinds of active measures in the future. Dissecting active measures 

into sub-categories may heighten the public’s awareness of the issue. Providing distinct 

descriptions of the phenomenon may also improve states’ possibility to defend themselves 

proactively against Russian active measures. If countermeasures are to be discussed and 

formulated, the victim must first know the adversary’s patterns and moves.  Military threats are 

met with military means, political threats are met with policy responses, but in the sphere of 

finance, the politically aimed measures are not always seen as a problem for finance but 

something that is solely political. At the same time, as the finance sector sees financial active 

measures as something separate from themselves, there will be few available countermeasures 

for the state to use since countermeasures must be comprehensive and include all targeted 

sectors if they are to become diplomatically and legally sharp. Highlighting the financial aspects 

of a political phenomenon illustrates that active measures are not simply a political problem for 

politicians to handle but something that the world of finance must understand and combat since 

these illicit activities are conducted in their backyard. 

 

Secondly, from an academic angle, there is a need to update the definitions of active measures 

to make it more straightforward on what it practically and theoretically refers to in a modern 

context and what it is not referring to. In the public and academic debate, several different 

concepts are used to describe the Kremlin’s actions regarding foreign policy. In the theoretical 

review, this discussion was brought up by the everyday use of “hybrid warfare” and similar 

concepts referring to Russia’s political interferences in Western democracies. There is not 

always a distinguished separation between military warfare and political warfare. Instead, 

“hybrid” is increasingly used at the expense of the descriptions’ stringency and priciness.  
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By looking at the financial aspects that we come across what may be the actual hybridity in 

Russia’s political warfare against the West. These financial active measures are underlining the 

diversity and complexity within each different influence operation. Backtracking the narratives 

is just as important as following the money. A complex threat demands a comprehensive 

countermeasure. This is closely related to the field of “gray zone challenges” where threats and 

conflicts take place in a sphere between war and peace.158 Tactics and measures are a mix of 

civilian and military, or possibly in the realm of plausible deniability. Actions are done in the 

gray zone to conceal, deceive and obfuscate the victim (in this case a state). From the case 

study, we can see how overall civilian actors are used to advocate for a political cause while 

the real actor behind the operation stays hidden. These empirical findings give us some further 

knowledge on what type of active measures are conducted in the sphere of finance, and that is 

also why there is a need for a comprehensive definition. 

 

A striking fact is that only one of the four cases had a small element that could be classified as 

overt or a “white” measure. This can either be caused by two reasons, 1) The nature of these 

financial activities is covert, and/or 2) there is a need to investigate the phenomenon further and 

look at other cases where Russian money is given openly with political motives. It should be 

mentioned, though, that Rid’s definition of an active measure needed a portion of 

disinformation/secrecy, which ultimately questions if transparent actions/white actions should 

be seen as financial active measures at all or just public diplomacy. Furthermore, the fact that 

the cases so strongly qualify as a black/gray measure emphasizes the secrecy and non-

transparent structures behind these measures. Even if further research is needed on the subject, 

it provides insight into how we can define and baptize the concept.  

 

From the case studies and the ideas about active measures by Kux159 and Rid,160 the following 

taxonomy illustrates the different dimensions of financial active measures. The first dimension 

relates to the active measures’ private versus public nature. As concluded in the cases, these 

measures are either entirely handled by a state organization, for example, the GRU in the US 

election, or informally “civilian” businessmen who conduct state affairs. The other dimension 

 
158 Hoffman, 2018, p.30–31 
159 1985 
160 2020 
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is similar to the one presented by Kux, either covert (“black”), “gray”, or overt (“white).161 By 

combining the variables with the cases, the following classification tables of the phenomenon 

were created.   

 

Classification of the illicit 

financial activities 

Covert/”black” 

measures 

“Gray” measures Overt/”white” 

measures 

State/public actors GRU’s bitcoin 

laundering 

- Secret funding of 

FB marketing 

-Cash-for-protest bribes by RF’s 

diplomats.  

-Bribes for election observation. 

- State officials 

publicly 

denying any 

financial active 

measures 

Private/civilian actors - Cash-for-protest 

bribes by 

businessmen 

- Secret loan till NF 

- Use of shell companies to hide 

true state origin 

-Front organizations 

- Front figures, ex. businessmen 

 

Table number 1. A classification table of the illicit financial activities from the case study. 

 

 

To further illustrate the 

nuances between the types of 

financial activities found in 

the case studies, and to be 

able to classify the cases as 

financial active measures 

further on, the following two-

dimensional model was 

created by the author to 

particularly highlight the 

grey zone that stretches into 

all sections. 

 
161 1985 
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Table number 3.  

 

In the third table, I have combined the two-dimensional graph with the findings from the case 

studies. The horizontal line represents the interval between covert and overt. By placing the 

cases on the horizontal scale, we can further nuance the differences between the cases' covert-

overt nature. By adding the vertical dimension, we can even additionally refine which cases are 

to be considered covert, gray, or overt. Furthermore, the analytical table represents the empirical 
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conditions of the analytical term financial active measures, which will be discussed below. 

Overall, the third table illustrates the distinctions between the cases and can naturally be used 

to define and categorize financial active measures in other studies as well. 

 

Together with the tables, cases, and theoretical reviews, the following can be concluded about 

this phenomenon. Financial active measures (FAM) represent the economic branch of Russia’s 

active measures conducted by Russian intelligence services or their private/public proxies. 

Financial active measures comprise Russia’s illicit financial activities intending to fund, 

finance, and/or enable malign influence campaigns in accordance with Russia’s political 

warfare. FAM can either be done covertly, overtly, or in a gray zone between covert and overt, 

but a unifying variable as with all types of active measures is the secret and non-transparent 

nature of the motives, aims, and/or initiator behind the influence operation.  

 

4.3 The Strategic Role of Russia’s Financial Active Measures  

 

“I expect that the Foreign Intelligence Service will continue to respond flexibly 

to the highly changeable international context, actively participating in 

identifying and neutralising potential threats to Russia, and improving the quality 

of its analytical materials” – Vladimir Putin, December 20, 2020.162 

 

Historically the KGB’s use of active measures included methods such as “(…) forgeries, 

propaganda, political repression, assassinations, and disinformation—material designed to lead 

the adversary to a certain way of thinking or to make decisions that “fit in with the plans and 

intentions of the [KGB].’”163 Gioe, Lovering, and Pachesny argue, concerning the KGB’s 

handbook, that active measures were conducted to change political events and behavior in a 

suitable path for the USSR. Active measures were generally used to covertly change the 

international system and ensure that the USSR maintained its strategic role. Therefore, the 

active measures were “(…) the tactical means by which a strategic influence effect is 

achieved.”164 Even if the KGB is no more, Russia is still using tactics that Gioe, Lovering, and 

 
162 Reuters, 2020 
163 Gioe, Lovering & Pachesny, 2020, p.516 
164 Gioe, Lovering & Pachesny, 2020, p.516 
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Pachesny mean should be called with its correct name – active measures. The cyber-attack 

against Estonia in 2007, the annexation of Crimea, and the 2016 US election interferences are 

mentioned as active measures that should be regarded as strategic to the Kremlin’s foreign 

policy objectives on a strategic level.165  

 

Russia’s foreign policy concept, last updated in 2016, states the Russian objectives, goals, and 

visions for the surrounding world. One of the first paragraphs states the need “(…) to 

consolidate the Russian Federation’s position as a centre of influence today’s world”, following 

“(…) to strengthen Russia’s role in international culture”, together with the aim “(…) to bolster 

the standing of Russian mass media and communication tools in the global information space 

and convey Russia’s perspective on international process to a wider international 

community”.166 The Kremlin’s need to spread the Russian perspective, or Russian narrative, is 

evident, and to do that, they use Russian state media, as stated in the concept, but together with 

the thesis’ case studies, we should acknowledge that more or less covert/overt actions are also 

used to serve Russia’s strategic aims.  

 

What is also noticeable, according to Gioe, Lovering, and Pachesny, is that the active measures 

are generally conducted to boost the strategic narratives of the state. During the Soviet time, 

these narratives stemmed from the Marxist-Leninist state-ideology. In modern days, the 

strategic narratives are grounded in a post-Cold war world order together with the political aims 

of the Putin administration.167  

 

When viewing the case studies, the strategic interest in, for example, the Greek-Macedonian 

case was the Russian work from keeping the Balkan countries outside of NATO. The Russian 

National Security Strategy from 2015 describes NATO as a threat, and not only as a danger 

which it was treated as before, which ultimately would align the active measure with Russia’s 

strategic goals against NATO expansion, similar to the Russian strategic aims of the Swedish 

case presented by Kragh and Åsberg.168 One other key component of the Russian narrative is 

 
165 Ibid 
166 The Ministry of Foreign Affairs of the Russian Federation, 2016 
167 Gioe, Lovering & Pachesny, 2020, p.532 
168 Kragh & Åsberg, 2016 
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the fear of so-called “color revolutions” in Russia and its near abroad. According to the 

Kremlin, western influence from political groups, NGOs, and/or foreign agents are sent to 

“destabilize Russia”.169 For example, in the Foreign Policy Concept, the Kremlin describes the 

problems with the Western-Russian relationship as a result of the EU’s and NATO’s 

“geopolitical expansion”.170 From a European and North American perspective, the relationship 

with Russia changed drastically when Russia illegally annexed the Crimean Peninsula, which 

many Western politicians and experts regarded as Russian “revanchism” together with the 

Russian presence in Georgia and Syria.171  

 

Nonetheless, there are fundamental differences between Russia and the West in both world 

view and problem formulation, even in a post-Cold War era. What measures Russia takes to 

address these shifting issues are similar to those used during the Cold War, but the political 

landscape and toolbox have changed, which opens up the possibility to view active measures 

in another light than the one we have seen in history books. This takes us back to this thesis’ 

research aim where active measures can be seen from a perspective of finance, and not only as 

a way of enforcing someone else’s narrative. Many other studies172 about Russia’s influence 

operations in the West focus on narratives and the information sphere. This is not at all wrong, 

on the contrary, it is quite suitable to look at the narrative as a way of grasping Russia’s strategic 

aims in the world. It is also evident to conduct narrative studies to be able to formulate a policy 

response to fake news and disinformation. This has been done both from academia and through 

public initiatives such as EUvsDisinfo by NATO Stratcom. However, malign influence, or 

active measures, operating covertly or overtly in the information space are still dependent on 

cyberinfrastructure and financing.  

 

When combating active measures, the financial aspects are just as essential to unravel as the 

fake news narratives sent out from Russian state-owned news outlets, such as Sputnik or RT. 

The financial infrastructure behind the US election interference was instrumental in distributing 

 
169 Oliker, 2016 
170 The Ministry of Foreign Affairs of the Russian Federation, 2016 
171 Marcus, 2016 
172 See for example Hellman & Wagnsson, 2017., and Miskimmon & O’Loughlin, 2017. 



Uppsala University: Russian & Eurasian Studies 

Master’s Thesis, 30 credits 

2021-06-04 

 

 50 

the stolen emails and the pro-Trump and anti-Clinton narratives to the American audience. 

Solid financing makes it easier to market online, for example, by using Facebook ads. 

 

In the case of Greece and North Macedonia, it was the financial tracks that gave away the actual 

source. It is important to remember that transparently advocating for a political stance is legal 

and encouraged in democratic societies. That is also why it is evident to debunk the malign and 

covert actions that authoritarian states conduct to enhance their own strategic goals. This is 

especially true since these influence operations are done in a gray zone of legality and 

sometimes classified as illegal actions, such as espionage or money laundering. It would be a 

disservice not to consider the historical and current use of civilian actors to conduct Russia’s 

active measures, which is similar to the findings of Hosaka presented in a historical case study 

about the KGB:  

 

“The findings suggest that the domestic counterintelligence officers were urged 

to implement active measures, instead of passive surveillance, by cultivating 

foreigners with the aim of exploiting them for penetration of Western institutions 

and collection of sensitive information, and that the counterintelligence service 

not only participated in overseas operations directed by the foreign intelligence 

service, but occasionally supervised them to implement offensive 

counterintelligence. In the totalitarian system, its domestic human resources, such 

as Soviet tourists, scientists, and representatives of ethnic and cultural 

communities, were all considered as potential assets in the fight against the enemy 

intelligence services and anti- Soviet emigrant organizations.”173 

 

The diversity of active measures and political warfare stretches the boundaries between public 

and private, as well as military and civilian. The use of civilian actors to act on the Russian 

state’s behalf is not a new problem, but the phenomenon has been adapted to our modern days, 

particularly to the sphere of finance where businessmen and seemingly private companies are 

doing the dirty work of the Russian intelligence services. The relationship between the Kremlin 

and the Western Far Right has also been questioned several times in the light of what could be 

 
173 Hosaka, 2020, p. 4 
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regarded as malign influence attempts174. However, even if there is a collaboration between 

Western political parties and the Kremlin, that does not necessarily mean that it is illicit or 

malign if conducted transparently. The importance of separating the malign from the benign 

can never be stressed enough since regular political work is legal and the very key in democratic 

societies.  

 

From the perspective of Russian strategy, the choice to still in post-soviet times conduct active 

measures underlines the political importance the political elite lays in these actions. From a 

strategic point of view, this type of political warfare is neither appreciated nor replicated by 

Western countries, according to Boot and Doran.175 Strategically, active measures are not the 

best way to make friends in the international arena, on the contrary, it is quite the opposite. 

Historically and to this day, active measures have been widely used by Russia as a “foreign 

policy tool” under the Kremlin’s strategic aims in the international arena.176 Regarding the 

financial active measures discussed in this thesis, the financial actions logically would fall into 

the same category as the tactical outcome in a larger strategic context. Financial active measures 

are either way one crucial but minor part of Russia’s foreign policy. Active measures in general, 

and in particular financial active measures, compose the spearhead of Russia’s foreign policy 

work.  

 

Even if this case study cannot be generalized to explain Russia’s overall behavior, the active 

measures we have seen in this case study, and other modern intelligence operations such as the 

Russian “illegals program”, indicates that these activities are important to the political 

establishment, both today and during the Soviet era. If we look at the illegals program, the Putin 

administration has for many years emphasized the importance of Russia’s intelligence services. 

Corera argues that even if there is slight effectiveness and success in the intelligence gathering, 

the sole fact that they have these systematic operations generate a sense of pride, power, and 

confidence in the “motherland”. At least to the Russian public, the intelligence programs 

confirm that Russia and President Putin are significant players in the international arena.177 The 

 
174 Shekhovtsov, 2018 
175 2013 
176 Kragh & Åsberg, 2017, p.806 
177 Corera, 2020, p.395-397 
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strategic role of Russia’s intelligence services is not solely to get its hands on classified 

information, it is also seemingly crucial for the country’s identity and self-esteem as a great 

power player. Naturally, the strategic role of active measures, and financial active measures, 

would fall into this principal thinking as well. 
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5. Conclusion 

Returning to the research question one – “How can illicit financial activities be understood as 

an element of active measures within Russian political warfare?” – we can lastly conclude the 

following. The four case studies together confirm the use of illicit financial activities as an 

active measure within Russian political warfare. The illicit financial activities that have been 

studied were, for example, bank fraud, wire fraud, secret bank loans, bribes, money laundering 

through shell companies, together with the relatively new laundering method – cryptocurrency. 

The various financial methods in the cases were conducted by both state officials and overall 

“civilian actors” to enhance Russia’s political warfare against the targeted Western countries.  

 

A lesson from the case studies is the element of secrecy and plausible deniability, which are 

fundamental factors of an active measure. The cases show that financial elements of these active 

measures constitute the backbone of the whole influence operation. The financial infrastructure 

and the money were vital to implementing the more informational aspects, such as the spread 

of stolen e-mails in the US election, or the riots outside the Greek parliament before the name 

deal with North Macedonia. The active measures would most likely not have been so successful 

without the financial measures taken to support the whole operation.  

 

Scholars and policymakers interested in Russian political warfare, can from this study, 

empirically illustrate the financial branches of Russia’s active measures. Furthermore, the 

empirical results, together with the historical-theoretical discussion, contribute to the general 

understanding of Russian political warfare in the 21st century. The study also underlines the 

importance of reviewing historical patterns to understand the challenges of today. Russian 

influence operations are a part of Russian political warfare, stretching back further back in time 

than to “the end of history” to paraphrase Francis Fukuyama. Russian influence operations are, 

as mentioned before, not something new, but a modern adaption of a historical phenomenon 

stretching back both culturally and organizational through the KGB’s successors, SVR and 

FSB, and the Soviet military creation - the GRU. Westerners interested in Russian foreign 

policy behavior must perhaps face – one for them ugly - truth. History is not repeating itself; it 

is without reservation a continuation of a phenomena that never stopped. Russian political 
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warfare, either Soviet or “Putinist”, is not similar, it is the same, except that there is a new 

toolbox available. Consequently, the financial branch of Russian political warfare is perhaps 

not either new, but from the modern case studies in this thesis, we can conclude that the 

Kremlin’s active measures include more than disinformation and propaganda.  

 

As for research question two – “What is the potential strategic role of financial active measures 

to the Kremlin’s foreign policy objectives?” – all the four case studies provide different 

examples of how the specific active measures were done in accordance with the Kremlin’s 

strategic goals. The financial active measures in the US election underline the importance of 

financial backing to bolster a political narrative. By proper financing, the Russians could shift 

public opinion and successfully change the election outcome. Using laundered cryptocurrency, 

the Russian military hackers could finance social media ads that favored one candidate over the 

other. The cyberinfrastructure behind the hacking and leaking of the Democratic Party’s e-mail 

servers could not have been done without a large amount of illicit money and illicit financial 

methods.  

 

The case of the Polish think tank further underlines how NGOs, in a post-Soviet era, can be 

used as Russian front organizations secretly funneling laundered money and paying for on-

before-hand decided electoral observatory results. The financial active measures in the case of 

the French National Front emphasize the crucial element of transparently reporting who is 

funding political parties and movements. The French case also highlights the complex 

relationship between state officials, private companies and politicians, and the difficulty to 

separate private interests from state interests. The North Macedonian-Greek case manifests the 

use of “private” businessmen as vessels to finance and implement the Kremlin’s foreign policy 

objectives abroad. Both the French and North Macedonian-Greek cases are educational 

examples of the private sector’s role in these operations. However, all cases share the aim to 

strengthen Moscow’s strategic goals, either to block NATO expansion in the Balkans, change 

the outcome in an election, or destabilize political processes in Western democracies.  

 

Overall, the four case studies clarify the strategic role of using numerous actors and methods in 

the borderland of state-private and covert-overt. Financial active measures are undeniably a 
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strategic tool for the Kremlin’s exertion of its foreign policy objectives. Financial active 

measures can be used with different methods and various motives, but always done to bolster a 

strategic aim. Lastly, it was with the empirical findings that the thesis could define the 

phenomenon of financial active measures:  

 

Financial active measures (FAM) represent the economic branch of Russia’s 

active measures conducted by Russian intelligence services or their 

private/public proxies. Financial active measures comprise Russia’s illicit 

financial activities intending to fund, finance, and/or enable malign influence 

campaigns in accordance with Russia’s political warfare. FAM can either be 

done covertly, overtly, or in a gray zone between covert and overt, but a unifying 

variable as with all types of active measures is the secret and non-transparent 

nature of the motives, aims, and/or initiator behind the influence operation.178  

 

The study’s findings contribute to the field of Russian active measures and Russian political 

warfare, but to validate the results, it is evident to finish up with some remarks on the thesis’ 

trustworthiness and authenticity. One of the study’s inherent weaker spots is the limitation on 

the available material. The material that could be used was mainly news articles, leaked 

material, and the Western states’ self-released security reports on the cases. There is a risk that 

the accessible material I, as an author, was forced to use in lack of the “other sides’ evidence” 

can by some readers be considered biased in favor of a Western perspective. From an academic 

point of view, this is an unfortunate situation, which in many ways could lead to critique against 

the subject itself – “is it even worth studying?”. When reflecting on the pros and cons before 

starting this thesis journey, I realized that even if only minor findings could be revealed, they 

could become a major contribution to a field that is in desperate need of updated knowledge. 

To paraphrase the Uppsala University saying, “To think freely is great, but to think rightly is 

greater”; if scholars stop asking the difficult questions, we will ultimately fail to find the right 

answers.  

 
178 Same definition as before in 4.2 Defining and Baptizing: Financial Active Measures in Practice 
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5.1 Policy Implications & Further Research 

 

As the reader may have noticed, the case studies’ material was overall the work of investigative 

journalism. The financial tracks were not in every case, but in some, brought to the light of day 

due to good journalistic work. Is this a problem? Not at all, at least not from the media’s point 

of view since they are doing their job and make money out of a great scoop. Though it is 

possibly a flaw for law enforcement and financial institution’s AML, KYC, and Due diligence-

teams, that the work to debunk the financial aspects of active measures have been primarily 

done by independent journalists and not by the ones that are accountable to oversee and combat 

these illicit financial flows.  

 

Illicit money flows are at the same time the easiest and most challenging way to expose an 

active measure or another type of influence operation. Following the money is practically the 

easiest way to establish a relationship and intent. Proving that illicit transactions and activities 

have been conducted are either way not always that simple since perpetrators put much energy 

and time into concealing and hiding financial tracks.  

 

Returning to the theoretical review section 2.4.1, regulatory dilemmas with new financial 

technology such as cryptocurrency challenges the financial institutions’ regular AML work 

routine. The world of finance is changing rapidly with the new Fintech businesses, which 

affects the possibilities for authoritarian states, such as Russia, to conduct financial active 

measures. What is important here is the political understanding that countermeasures are just 

as much the responsibility of intelligence services and law enforcement as for the banks 

handling the transactions that enable malign influence operations. For the coming years, banks 

will either understand on their own or undeniably be forced to understand, that they need to 

adapt and learn about the geopolitical threats posed by authoritarian states such as Russia. The 

world of finance and state affairs may be two different spheres in Western democracies, but in 

countries where the rule of law is a scarce commodity, finance and politics are inseparable. 

Bank’s regulatory work will be even more critical in combating influence operations and 

financial active measures in the “New Cold War” between Russia and the West. Whether this 

first will be handled policy-wise by politicians is left to be seen. Banks and other financial 
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institutions go after what is legally expected of them, and they will probably not be doing 

anything more than they need to since regulatory work costs much money and takes much time. 

If there is no political demand for this kind of regulatory overview, the banks will probably not 

be interested in another list of expenditures. 

 

From a policy perspective, one of the regular concepts used to describe Russia’s behavior 

against the West is “hybrid warfare”, or “information warfare”. Active measures are not at all 

used in the same frequency as the buzzword. Hybrid warfare, as a concept, is not necessarily 

obsolete, but it is not the most contextually accurate description of Russian influence 

operations. Active measures are a more accurate description of these actions, including the 

historical heritage from Soviet times. Using active measures instead of hybrid warfare may also 

improve the overall academic and public debate regarding Russia’s view on American political 

warfare. American politicians and institutions, as well as NATO, claim that Russia is operating 

a kind of hybrid warfare against Ukraine and the rest of the West. At the same time, Russia 

claims that the US and NATO are conducting hybrid warfare against Russia and its allies.  

 

The debate of hybrid warfare opens doors to the rhetorical fallacy of whataboutism. Using the 

term “hybrid warfare” often unintentionally leads to a (from a Western point) counterproductive 

argument where the West’s allegations against Russia are by the Kremlin consciously twisted 

and reversed back towards the West itself. For example, when the US criticizes Russia for the 

illegal annexation of Crimea, Russia usually answers by criticizing NATO’s intervention in 

Libya and the Balkans. As discussed in the theoretical review, hybrid warfare is not a Russian 

phenomenon, and using the term does not help Western democracies win the arguments against 

Russia. If the West stops using the term “hybrid warfare” it could probably escape the 

whataboutism-arguments that usually come forth in Russia’s strategic narratives about Western 

political warfare.  

 

In conclusion, this thesis has contributed to this old but still emerging field of active measures. 

Further research could hopefully investigate the advantages and disadvantages of the hybrid 

concept compared with active measures, together with a more profound analysis of the role of 

finance. More cases must be analyzed if we are to expand this research field of political warfare 
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in the 21st century. Only by looking at the empirical findings can we fully understand the 

strategic patterns on how active measures are done and why. Complex threats in a civilian-

military gray zone are here to stay. The private sector, particularly finance, are in it, whether 

they like it or not. What matters is if democracies will be able to formulate comprehensive 

countermeasures that are simultaneously deterrent and strategically sharp. It will be 

challenging, but this academic contribution can become a valuable starting point. 
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