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Abstract
The digital transformation of the 21st century has led to a series of new possibilities and challenges,
where one major concern of many major organizations and enterprises is promoting Information
Security Awareness and Training (ISAT) for their employees. This aspect of Information Security
(IS) can promote cybersecurity in the work environment against threats related to the human factor.
Apart  from  traditional  methods  as  workshops  and  seminars,  researchers  study  the  effect  of
gamification on ISAT, by proposing customized digital games to train employees regardless their IT
skills. This thesis is trying to propose what techniques and approaches can be considered to train
people throughout a full threat progression by studying the features of previous efforts. For this
purpose,  a  literature  study  based  on  the  principles  of  a  systematic  literature  review  (SLR)  is
essential  to  gather  the  available  data  and  review  their  characteristics.  More  specifically,  the
solutions of the researchers are analyzed against the seven steps of the Lockheed Martin Cyber Kill
Chain (LM CKC), where each game is classified to one or more phases, according to the training
they offer. Thus, some tools can provide a wide range of training, covering many aspects of the
CKC, while others are targeting a specific IS topic. The results also suggest that popular attacks
involving social engineering, phishing, password and anti-malware software are addressed by many
games, mainly in the early stages of the CKC and are focus on trainees without professional IT
background. On the other hand, in the last two phases of the CKC, the majority of categorized
games involves countermeasures  that  IS specialists  must  launch to prevent  the security  breach.
Therefore, this study offers insight on the characteristics of serious games, which can influence an
ISAT program, tailored to the enterprise’s distinct IS issue(s) and the IT background of the trainees.
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 1. Introduction
As the use of digital devices is constantly growing, providing new capabilities and applications for
industrial  and  every-day  functionalities,  the  necessity  for  lifelong  personnel  training  in
cybersecurity issues is more demanding for organizations, through Information Security Awareness
and Training (ISAT) programs.  Employee ISAT emphasizes  on improving cybersecurity  related
skills  as  embracing  online  training  solutions  customized  for  specific  educational  purposes  and
capable to monitor the learning process  (Hatzivasilis et  al.,  2020). This process, apart from the
traditional devices, as desktops, laptops and servers,  has generated the Internet of Things (IoT) due
to the usability of smartphones and all  kinds of equipment with network connectivity,  allowing
billions of devices to interact with little human interference (Al-Garadi et al., 2020). IoT, along with
other digital technologies as big-data analytics, AI and blockchain have many real-life applications
and can even be implemented in cases like the facilitation of the remediate of the recent Covid-19
pandemic  (Wang  &  Tang,  2020).  However,  such  technological  advancements  come  with
repercussions and new challenges for the Information Security (IS) experts, as the number of data
breaches  is  constantly  increasing,  involving all  kinds  of  enterprises  and costing  more  to  small
businesses, with a 54% increase in the total amount of breaches from 2018 to 2019 (ENISA, 2020).
As a result, the necessity for proper implementation of IS that protects organizations and businesses
from cyber threats, unauthorized access or modification and mitigates the outcome of a data breach
is  a  continuous  struggle,  regardless  the  hard  definition  depends  on  CIA triad  (Confidentiality,
Integrity, Availability) (Whitman & Mattord, 2018) or the Appropriate Access (AA) as proposed by
other researchers  (Lundgren & Möller, 2019). In pursuing this main objective, enterprises try to
implement  up-to-date  computer  security  technology  and  principles,  implementing  the  latest
cryptographic  tools,  secure  user  authentication  and  access  control  methods  and  techniques  for
intrusion prevention and detection from security breaches, attacks and malicious software (Stallings
& Brown, 2018). Software and system security is crucial as well,  taking into account operating
system vulnerabilities and possible cloud or IoT threats and network security issues  (Stallings &
Brown, 2018). In addition to the previous aspects of IS, management issues are also critical, as risk
assessment,  IT security  controls,  plans and procedures,  physical  and infrastructure security  and
human resources security (Stallings & Brown, 2018).

IS  can  be  promoted  by  implementing  security  models  widely  accepted  from  enterprises,
organizations and government agencies, as ISO 27000 series  (Meriah & Arfa Rabai, 2019), NIST
Security Publications (Almuhammadi & Alsaleh, 2017) or "Control Objectives for Information and
Related Technology" (COBIT)  (Devos,  2015).  Besides these models,  which can reduce the risk
associated with cyber security, new kind of threats, more complicated and sophisticated arise, such
as  the  advanced persistent  threats  (APTs).  The APTs are  continuously  growing,  targeting  large
companies, organizations or public authorities to extract confidential data or disrupt functionalities
(Ussath et al.,  2016).  Even though appropriate countermeasures that are long-established can be
launched, as host-based intrusion detection systems (HIDS) or network-based intrusion detection
systems (NIDS)  (Ussath et al., 2016), the use of a Cyber Kill Chain (CKC) model, based on the
distinct phases of intrusion has been introduced (Hutchins et al., 2011). This model is proposed by
Lockheed  Martin  (LM)  and  can  be  implemented  following  the  flow  of  an  attack,
compartmentalizing it  in a series of steps,  enabling its  identification or mitigation at  any stage
(Yadav & Rao, 2015).

Whereas the use of security tools in preventing and detecting attacks, accompanied with strong
policies and incident response teams are proposed for mitigating the effects of an attack (ENISA,
2020), regardless the applied IS-related methodology, ISAT personnel is a critical factor, because
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incidents can be reduced when professional vendor companies provide training to employees and
top managers (Kweon et al., 2019). Some of the most important attack vectors, as phishing, which
is the cause of most of data breaches and insider threats due to misconfiguration or human error
(ENISA, 2020) are directly related to ISAT. Cyber security training can be applied to every day
users, for establishing simple rules and behaviors in accordance to information security protocols,
or security professionals, to enhance their capabilities in identifying attacks or mitigating incidents
of  data  breach  (Hatzivasilis  et  al.,  2020).  Many researchers  have  interested  evolving  ISAT by
offering to the trainees the most advanced pedagogical capabilities, adapting the available programs
offered to them (Hatzivasilis et al., 2020). For this purpose there is a plethora of available resources,
with traditional methods as seminars and workshops, whereas more novel approaches as tabletop
exercises  and  serious  cyber  games,  which  are  games  with  a  purpose  other  than  just  the
entertainment of the user (Hatzivasilis et al., 2020), all of which can contain gamification elements.
Gamification can be considered a science, which is the design process of a game aiming to alter the
behavior of the individual with a very distinct result, that in ISAT can be translated into increased
learning in existing processes in IS  (Landers et al., 2018). However, the implementation of such
serious games as a method in ISAT is gaining many supporters, as it is widely applied and many
researchers focus their efforts in proposing numerous solutions (Awojana & Chou, 2019; Jr et al.,
2020). These tools can be utilized for training children, employees with little IT background or IS
professionals, and can be available online  (Lugnet et al., 2020). Thus, they can be applied to the
general public, security professionals (Hendrix et al., 2016), cyber security incident response teams
(CSIRTs)  (Angafor  et  al.,  2020),  and  even  developers  (Gasiba  et  al.,  2020).  Researchers  have
implemented and studied training platforms (Kjorveziroski et al., 2020), cyber ranges (Knüpfer et
al., 2020), and games for PCs or mobile devices (Jr et al., 2020). 

Many  tools  introduced  by  IS  specialists  can  facilitate  ISAT,  targeting  specific  attack  vectors.
Nevertheless, they can have limitations and weaknesses, which are analyzed and evaluated by the
research community, when introduced to the public for regular or experimental usage (Awojana &
Chou,  2019).  They have  been studied  in  many aspects,  and among  others,  regarding for  their
purpose  in  security  awareness,  network  and  web  security,  cryptography,  or  secure  software
development (Jr et al., 2020). In order to further advance the existing knowledge, an analysis of the
plethora of these solutions can motivate a literature review (Webster & Watson, 2002), under the
scope of a framework that details typical steps of a progressing threat. This purpose can be achieved
with a literature study of current serious games against the seven-step Lockheed Martin Cyber Kill
Chain (LM CKC), an information security model to identify and prevent cyber attacks (Lockheed
Martin, 2015), which can facilitate the organization and synthesis of the wide range of these tools.

This thesis will mainly focus on selecting and analyzing tools that are previously tested and applied
on employee ISAT, rather than in general public (e.g. for purely educational purposes). Thus, a
literature study based on the principles of a systematic literature review (SLR) on current solutions,
as proposed by Okoli and Schabram (Okoli & Schabram, 2010), which can be implemented in small
or  medium  companies  lacking  the  ability  to  spend  resources  in  time-consuming  courses,  can
promote the understanding of game-based ISAT. Even though there are numerous tools and several
different literature reviews on such solutions, none of that analyzes different types of studies on
tools using the LM CKC. Considering that the steps in LM CKC model provide a path to better
understand  security  breaches,  the  same  model  could  also  provide  valuable  insight  into  the
characteristics of various ISAT related tools and how they have addressed different aspects of a
potential data breach to improve our understanding on available training.
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 1.1. Problem Statement & Research Question
Since  employee  ISAT is  a  critical  factor  in  promoting  IS  among  organizations,  as  specifically
analyzed  in  security  models  as  NIST  (Almuhammadi  & Alsaleh,  2017) and  ISO 27000 series
(Meriah & Arfa Rabai, 2019), many studies have been focused on the latest methodologies that can
be  utilized  and  more  specifically  the  impact  of  serious  games,  on  training  IT  personnel  or
employees without advanced IT knowledge (Hatzivasilis et al., 2020). As the adversaries constantly
evolve and modify their  attacks  to remain undetected,  enterprises try to adopt new methods to
promote IS, as the LM CKC model, which is implemented by IT specialists to respond against
adversaries in an effort to block cyber attacks in a series of stages (Yadav & Rao, 2015).  The CKC
is a  model  which can offer  high standards of  protection,  can be utilized from the IS teams to
constantly decrease the risk of an intrusion and offer a guidance on learning and adapting to the
emerging threats (Hutchins et al., 2011). However, there is not research of how ISAT serious games
can be directly utilized in a CKC model, in an effort to facilitate and enhance the identification and
prevention of intrusions.  Thus, when applying a CKC model, the incorporation of the use of serious
games in ISAT programs requires a systematic literature study of the characteristics of the recent
available solutions, in order to determine how and in what degree these tools can provide their
contribution. As a result the research question that this study is trying to answer is the following: 

RQ: What are the characteristics of ISAT serious games available for the different stages of a threat
progression framework?

 1.2. Purpose and Significance of the Thesis
The purpose of this thesis is to conduct a literature study to broaden the knowledge of the research
community  on  the  understanding  of  digital  serious  games  in  ISAT  programs  for  employees.
Utilizing digital solutions in ISAT programs can combine the advantages of traditional and hands-
on training, by offering a cost effective method with standardized assessment, which can also be
highly and actively engaging to the participants customized to their  learning pace  (Ghazvini &
Shukur, 2018; Tioh et al., 2017). This literature study can investigate the possibilities ISAT serious
games can offer, when implemented against the seven stages of the LM CKC. Therefore, this study
can provide IT specialists, who apply the CKC model, insight on how to design ISAT programs for
the personnel of an organization by adopting modern techniques as serious games, from simple
every day users to security experts, customized to the employee’s needs, expertise and potential
threat exposure (Hatzivasilis et al., 2020).

 1.3. Research Field / Theme / Scope
The  research  field  of  this  Thesis  is  regarding  ISAT due  to  its  importance  in  IS,  because  as
previously  mentioned  incidents  can  be  reduced  when  professional  vendor  companies  provide
training to employees and top managers (Kweon et al., 2019). The specific topic demonstrates the
role  that  gamification  can  have  in  advanced ISAT programs  that  are  offered  to  employees,  IS
professionals or every day users  (Angafor et  al.,  2020; Hendrix et  al.,  2016; McGregor, 2019),
through a series of games that have been developed and proposed the recent years for this purpose,
as many reviews suggest (Awojana & Chou, 2019; Coenraad et al., 2020; Jr et al., 2020), as long as
the characteristics and the architecture their approach follow. Hence, the goal of this research is to
identify in the academic literature any online training tool that is usable when training employees or
individuals for IS and map its functionalities against the seven steps of LM CKC.  The analysis of
these approaches can expand the CKC, by proposing which ISAT games can be applied at every
step of the CKC, in order to provide enterprises and organizations with a list of gaming solutions in
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ISAT, when following the CKC model,  for training security professionals or staff  with little IS
background. Although serious games are not exclusively digital,  this study will focus on cyber-
related games and exclude any other proposed solutions, as board games that promote ISAT, taking
into consideration the NIST SP-800 publication and the ISO 27000 series, as described in section
2.1.1.

 1.4. Structure of the Thesis
The first chapter of this thesis is the introduction of the literature study, describing the reasoning
behind it,  outlining the purpose,  the significance and of the thesis,  and presenting the research
question.  The chapter  that  follows analyzes  the theoretical  background that  supports  the  study,
analyzing the significance of ISAT, the characteristics of serious games and their influence in ISAT
and the effect of the LM CKC in IS. The third chapter explains and justifies the methodology that
was followed for this literature study and how the principles of a SLR were adopted and adapted to
answer the research question,  according to the scope of the thesis.  All  articles  selected for the
literature study comprise an overview as chapter four, which is mainly focused on the statistical
aspects of the articles. Afterwards,  the results  are presented in the next chapter,  analyzing how
serious games can be applied to the LM CKC methodology and specifying the exact step of their
implementation. Moreover, each serious game is classified whether it can be used for training all the
employees of an enterprise or it is appropriate only for IT specialists and professionals. The part of
the discussion follows, summarizing how the results answer the research question and what is the
significance of the research, acknowledging the limitations and suggesting how future studies can
build on this thesis. The final part of the thesis is the conclusion, which summarizes and reflects the
literature study.
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 2. Theory
Since this literature study investigates the characteristics of serious games, under the scope of the
CKC, that can affect the process of ISAT, this chapter analyzes related key concepts, as IS, ISAT,
serious games and the LM CKC, and previous research in the sections that follow.

 2.1. Information Security
The concept of Information Security (IS) has originated from the term “computer security”, which
had  the  meaning  of  securing  the  physical  location  of  the  first  computers  from any  adversary
(Whitman & Mattord, 2018). The modern explanation of the term can be interpreted in various
contents.  (Lundgren & Möller,  2019,  p.  10) propose the  “Appropriate  Access  (AA)” as  a  new
definition in IS, describing a relation between an object of security, an agent, and a stakeholder as
“The object O is secure for stakeholder H if, and only if: For every agent A, and every part P of O,
A has just the appropriate access to P relative to H”, trying to introduce a new term to replace the
dominant CIA triad, which manages the concept of security as a property that is relative to a certain
stakeholder. Another perspective widely accepted for IS, as it is defined by NIST, is “The protection
of  information  and  information  systems  from  unauthorized  access,  use,  disclosure,  disruption,
modification, or destruction in order to ensure confidentiality, integrity, and availability” (Nieles et
al., 2017).  However, when taking the CIA triad into account, Whitman and Mattord (2018) state
that IS is  the “Protection of the confidentiality,  integrity,  and availability of information assets,
whether in storage, processing, or transmission, via the application of policy, education, training and
awareness, and technology”. Since, education is strongly connected with courses or degrees that are
offered by universities, the necessity for enhancing IS in an enterprise can be achieved through
awareness or training programs that are less time-consuming and can be provided for the employees
to strengthen their skills  (Whitman & Mattord, 2018), summarized into the term of Information
Security Awareness and Training (ISAT).

 2.1.1. Information Security Awareness and Training 
(ISAT)
The context  and the  importance  of  ISAT is  described in  a  series  of  standards  that  are  widely
implemented by enterprises and organizations globally, as in ISO 27000 series and NIST SP-800
publications.  Nieles  et  al.  (2017)  mention  that  the  human  factor  can  be  the  weakest  link  in
information security systems, where utilizing ISAT can aid users to perform their tasks in a more
secure way. In addition, the ISO/IEC 27002 highlights the importance of ISAT and how imperative
is to be implemented iteratively  (ISO/IEC 27002, 2013). ISAT is a prerequisite for a series of a
certificates in standards as ISO/IEC 27001, COBIT, Payment Card Industries – Data security and
ISO 9001: 2000 (Stefaniuk, 2020). 

According  to  some  researchers  there  are  three  main  categories  that  ISAT can  be  categorized,
conventional,  instructor led and online  (Alotaibi & Alfehaid,  2018). The first  category includes
methods  as  posters,  stickers,  leaflets  and  employee  newsletters  (Alotaibi  &  Alfehaid,  2018;
Stefaniuk, 2020). Instructor led is based on formal presentations or training sessions in classrooms
regarding information security policy and procedures (Alotaibi & Alfehaid, 2018; Stefaniuk, 2020).
Online  ISAT  can  be  implemented  utilizing  electronic  articles  or  emails,  web  based  security
awareness  triaging,  security  alert  messages,  video clips,  social  media,  online discussion groups
(forums) and serious games (Alotaibi & Alfehaid, 2018; Stefaniuk, 2020). 
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 2.2. Lockheed Martin Cyber Kill Chain
Lockheed Martin Corporation, a well known aerospace, arms and defense, security and advanced
technologies company, motivated by the emergence of the Advanced Persistent Threats (APTs),
developed the  “Intelligence-driven Computer  Network Defense”  model  (Hutchins  et  al.,  2011).
Since APTs are launched by adversaries using advanced tools and techniques and devoting a lot of
time for their preparation and their attacks, conventional countermeasures are insufficient (Hutchins
et al., 2011). This model incorporates a risk management strategy with emphasis on the skills and
the purposes of the attackers (Hutchins et al., 2011). The Lockheed Martin Cyber Kill Chain (LM
CKC) framework is an essential element of the model, analyzing the intrusions and affecting the
counteractions of the defense IT team and is comprised of several phases  (Hutchins et al., 2011).
Methodologies based on a series of steps have previously been applied for military purposes and in
IS, that are more concentrated on actions launched after the intrusion, while the LM CKC is based
on early detection and mitigation of the cyber response personnel (Hutchins et al., 2011).

The CKC is divided in seven steps, where the attacker in order to succeed must overcome all,
whereas the defender’s countermeasures can be launched and block the attack even in one of them
(Lockheed Martin, 2015). These steps are summarized in Figure 1 and are analyzed as follows:

1. Reconnaissance: At this stage the adversaries before launching their attack, they execute
research and try to identify and select the targets, planning their operation (Hutchins et al.,
2011;  Lockheed  Martin,  2015).  Therefore,  they  use  primarily  social  media  to  identify
employees,  harvest  any  available  corporate  email  accounts  and  focus  on  detecting  any
servers  directly  connected  to  the  internet  (Lockheed  Martin,  2015).  This  phase  can  be
divided to passive Reconnaissance, where the adversaries act without compromising their
detection, and active Reconnaissance, where their methodology endangers their operation,
by  notifying  the  defender’s  IS  team  with  their  activity  (Yadav  &  Rao,  2015).  Passive
Reconnaissance can be facilitated by searching domain names or retrieving information via
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social  media or public  records,  while  active Reconnaissance requires  techniques  as port
scanning  (Yadav  &  Rao,  2015).  Since  detecting  this  phase  is  extremely  difficult,  the
defender’s IS team can rely on website corporate logs and enhancing alerting on users that
might be prone on attacks (Lockheed Martin, 2015).

2. Weaponize:  This phase acts as the preparation phase, where the adversaries develop the
malware, using automated tools, and form their penetration plan, based on the data gathered
during  the  Reconnaissance  phase  (Hutchins  et  al.,  2011;  Yadav  &  Rao,  2015).  The
functionality of the malware relies on a remote access tool (RAT), which provides remote
access  to  the  attacker,  and  an  exploit,  which  exploits  the  vulnerabilities  of  the  target’s
system, in order for the RAT to be executed without being detected (Yadav & Rao, 2015).
While  the  defender  cannot  prevent  this  phase  from occurring,  a  full  malware  analysis
accompanied by the timeline and a metadata analysis can provide with useful information on
how to address such incidents (Lockheed Martin, 2015).

3. Delivery: The adversaries launch their attack at this phase, delivering the malware to the
target, which in most cases is applied through malicious email attachments, phishing attacks,
websites and web servers, USB removable media or social media  (Hutchins et al., 2011;
Lockheed Martin, 2015; Yadav & Rao, 2015). Crucial part in a successful mitigation effort
is to analyze the delivery phase, investigating the systems and people used as a means for
initiating the attack (Lockheed Martin, 2015).

4. Exploitation: At this phase the adversaries gain access to the targeted system, after having
successfully delivered their cyber weapon (Hutchins et al., 2011; Lockheed Martin, 2015).
In order for the payload of the weapon to be executed,  it  must be used on the specific
outdated Operating System, for which it was created and remain undetected by any anti-
malware software safeguarding the defender’s system  (Yadav & Rao, 2015). Exploit is a
crucial phase, from a technical point of view, because the cyber weapon must be customized
to the defender’s system vulnerabilities (Yadav & Rao, 2015). This phase can be triggered
by the attacker exploiting the weaknesses of a server or by a victim who is deceived and
carried away into actions described in the Delivery phase, as clicking on email attachments
(Lockheed Martin, 2015). Penetration testing and hardening measures can facilitate the IT
defense team to block the attack (Lockheed Martin, 2015). Moreover, a sophisticated anti-
malware software can detect the exploit  or payload statically or dynamically scan, during
run time and prevent the ongoing attack (Yadav & Rao, 2015).

5. Installation:  During  this  phase  the  malicious  users  install  a  remote  access  trojan  or
backdoor on the compromised system to maintain their unauthorized access to the system
(Hutchins  et  al.,  2011).  The  adversaries  have  developed  several  techniques  to  avoid
detection by antivirus or Intrusion Detection Systems (IDSs) utilizing specific tools  that
disable them (Hutchins et al., 2011).

6. Command and Control (C2): The adversaries are establishing a C2 channel gaining remote
access inside the victim’s IT infrastructure, via web, DNS or email protocols  (Hutchins et
al.,  2011;  Lockheed  Martin,  2015).  Such  communication  can  be  achieved  through  a
centralized  structure,  where  the  traditional  client-server  model  applies,  a  decentralized
structure, where large botnets can be manipulated using peer-to-peer P2P architecture and a
social network based structure, where the possibilities of social media are employed (Yadav
& Rao, 2015). In order to remain undetected for as long as possible, the attackers try to
masquerade  the  communication  between  the  victim’s  system and  their  own using  TOR
services and protect their server from being discovered from any IS response team (Yadav &
Rao, 2015). On the other hand, the defender can focus on blocking a C2 channel by network
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hardening and perform malware analysis in order to trace the attack to the point of origin
(Lockheed Martin, 2015).

7. Actions  on  Objectives:  This  is  the  final  phase  of  the  CKC,  where  adversaries  can
afterwards execute their malicious activity and defenders have a last opportunity to block
the attack and protect their systems (Hutchins et al., 2011). At this point the intruders can
accomplish the purpose of their attack and control all the crucial victim’s systems, collecting
and exfiltrating data, tampering with data or resources or even use them for another cyber
incident as a part  of their  botnet  (Hutchins  et  al.,  2011;  Lockheed Martin,  2015).  Upon
discovery, the incident response team must act immediately to block the attack and analyze
the  inflicted  damage,  by  trying  to  detect  the  unauthorized  network  activity  and
communication (Lockheed Martin, 2015).

As previously analyzed there is a series of tools and methodologies for the defenders during the
CKC that can be implemented at each phase and response accordingly to the adversaries. However,
in order to be able to defend more adequately from similar future attacks, the IS response team must
execute an intrusion reconstruction  (Hutchins  et  al.,  2011).  This  technique includes the reverse
analysis of the phases of the CKC that preceded the detection of the attack to investigate the actions
of the attackers that bypassed the enforced security mechanisms (Hutchins et al., 2011). Thus, the
CKC is a model which can offer high standards of protection, can be utilized from the IS teams to
constantly decrease the risk of an intrusion and offer a guidance on learning and adapting to the
emerging threats.

 2.3. Related Work
Gaming science is an emergent field of research in various faculties as humanities, natural sciences,
social  sciences,  medicine  or  universities  of  technology  (Klabbers,  2018).  As  analyzed  by  (van
Gigch,  2002) a  multi-level  approach  is  preferred,  combining  three  different  levels,  including
philosophy of science, science, and application or practical. While some researchers disagree with
the terms “Gamification” and “Serious games” (Klabbers, 2018), others as (Landers et al., 2018, p.
318) as “a social scientific, post-positivist subdiscipline of game science” that uses a variety of
methodologies  to  add  gaming  elements  to  the  desired  activities  expecting  a  distinct  outcome.
(Brigham, 2015, p. 473) defines the term of gamification, as “the use of game design elements in a
non-game context”.  These “elements” can achieve this  goal  through effecting the psychological
states  or  behaviors  of  the  participants  (Landers  et  al.,  2018).  In  order  for  gamification  to  be
successful for the participants variables as sex, age, race, personality, abilities etc  (Hatzivasilis et
al.,  2020;  Karagiorgas  &  Niemann,  2017;  Landers  et  al.,  2018),  meaning  that  it  should  be
customized according to the people who engage in the gaming activities. A successful designing of
gamification process includes  game interface design patterns, as badges, leaderboards, points or
levels,  game design patterns and mechanics, as time constraints, turns or limited resources,  game
design principles and heuristics, as evaluative guidelines, feedback or clear goals and conceptual
game models, as challenge, fantasy or curiosity (Brigham, 2015; Landers et al., 2018). As a result,
gamification encourages increased involvement and engagement in the implemented activities and
is used in many aspects of the every-day life, as in business, education, health, employee training
and ISAT programs through workshops, seminars or serious games (Armstrong & Landers, 2018;
Brigham, 2015; Coull et al., 2017).

Even though gamification applies game-like features, that were previously mentioned, in training
activities for improving the engagement of the participants, gamification is not any kind of game
(Loh et al., 2015), while serious games are in fact games with educational rather than entertaining
purpose (Hatzivasilis et al., 2020). (Loh et al., 2015, p. 4) and (Wilkinson, 2016, p. 29) in order to
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explain the term “serious games” refer to (Abt, 1987, p. 9)    that serious games “have an explicit
and carefully thought-out educational purpose and are not intended to be played primarily for
amusement”.  (Loh et al., 2015, pp. 4–5) also mentions  (Zyda, 2005, p. 26) definition that serious
games are “mental contests played with a computer in accordance with specific rules that uses
entertainment to further government or corporate training, education, health, public policy, and
strategic communication objectives” and (Sawyer, 2009) definition that serious games include “any
meaningful  use  of  computerized  game/game  industry  resources  whose  chief  mission  is  not
entertainment.”.

Historically, games for educational purposes played by children have been promoted by Plato, while
from 19th century their part during the development of the children is considered crucial, since the
previous centuries societies discouraged their significance (Wilkinson, 2016). The achievements of
the  well  renowned  philosophers  Friedrich  Schiller  and  Jean-Jacques  Rousseau  introduced  the
importance  of  the  games,  while  serious  games  have  been  influenced  greatly  from the  famous
seminal  development  psychologist  Jean Piaget  (Wilkinson, 2016).  The board game Chaturgana,
developed in the 7th century was the first militaristic effort, while serious games have been widely
used as such tools, as by US Marines to improve the skills of marines and the US Army to broadcast
messages regarding military recruitment (Loh et al., 2015; Wilkinson, 2016). 

While the purpose of games is to be played, serious games can cover many aspects of the human
life, as for learning, therapy, social control, advertising and cybersecurity training (Alotaibi et al.,
2018; Wilkinson, 2016). However, the effectiveness of the game can be influenced by entertaining
the players (Alotaibi et al., 2018). A successful game can simulate real-world situations offering the
players the possibility to test their reactions and rewarded for their skills or face the consequences
when they fail using gaming elements that were mentioned previously (Alotaibi et al., 2018). Some
of their common characteristics include an interactive narrative with specific objectives the players
must fulfill in order to complete the game (Alotaibi et al., 2018).

In order to establish the impact of a serious game researchers propose the use of learning analytics
and game analytics, while (Loh et al., 2015, p. 18) proposes the use of independent “serious games
analytics”.  While  learning  analytics  focus  on  data  concerning  the  learning  process  and  game
analytics on metrics targeting an enhanced game-play experience, serious game analytics have as
primary purpose the improvement of the learning design and the performance of the participants,
according to the selected training goals (Loh et al., 2015). 

A serious cyber ISAT game can be divided into some of the following categories:

• simulation of a card game (Aladawy et al., 2018) 
• puzzle game (Alotaibi et al., 2018)
• quiz game (Filipczuk et al., 2019)
• action game (Alotaibi et al., 2018)
• adventure game (Cj et al., 2018)
• Augmented Reality (AR) game (Alqahtani & Kavakli-Thorne, 2020)
• standalone cyber training frameworks (Beuran et al., 2018b)

9



 3. Research Method
The research method that is used to accomplish this thesis is a literature study following the eight-
step guide proposed by Okoli and Schabram  (Okoli & Schabram, 2010), in order to answer the
research question, as it combines well accepted articles on Information Security of (Levy & J. Ellis,
2006) and (Webster & Watson, 2002) and the Kitchenham’s guide to SLRs in software engineering
researchers (Kitchenham, 2004). The schematic steps of the method that was followed are presented
in the Figure 2 that follows, while the first step of the process is covered on Section 1.1 and will not
analyzed further:

 3.1. Planning
Since the articles of this study were reviewed by only one researcher, there was no need for any
training and the next section focuses only on the analysis of the drafted protocol. 

 3.1.1. Protocol: 
Drafting the Protocol: The review focuses on online training tools that can directly be applied on
gamified ISAT, while initial research is based on the research question and was established using
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Figure 2: The 8 steps of a Systematic Literature Review (Okoli
& Schabram, 2010) 



the following keywords: “information security”,  “information security  awareness”,  “information
security training”, “cybersecurity, “serious games”, “gamification”, “cyber kill chain”, “lockheed
martin cyber kill chain” standalone or combined. 

Searching for the literature: The literature study would include peer reviewed academic articles
from journals and conferences in English published the last 5 years (since 2016), to produce with an
up-to-date outcome. As threats grow and evolve from simple hacking attempts to APTs, the research
will be more effective if is focused on the recent approaches, which can be valid to current threats
and avoid obsolete solutions, which may not have any real-life impact nowadays. The source of the
data was selected to be Google Scholar, because it is a quite straightforward bibliographic database
which covers most major academic publishers and repositories worldwide and is  considered by
many researchers as the most extensive source of academic articles  (Gusenbauer, 2019; Martín-
Martín et al., 2018).  The appropriate keywords for the search were selected to be: “information
security”, cybersecurity, cyber, security, attack, attacks, threat game, games, gamification, gamified,
awareness, training, “cyber range” excluding patents and citations and limiting the search to article
titles only. Specific keywords that are not related to the scope of this research ("game theory",
Stackelberg,  "game theoretic",  "game theoretical",  stochastic,  "attack-defense")  will  be  used  to
further limit the search, by excluding articles that contain them from the search. 

Practical screen: In order to answer the research question without reviewing all the articles of the
screened search, the title of the article should refer to a specific serious game, online tool, cyber
range or framework that was reviewed on ISAT or a review on multiple solutions, limiting the
discovered articles further due to their content  (Okoli & Schabram, 2010). All references will be
managed through the open source reference management software Zotero, which integrates with the
selected document processor (Libre Office Writer) and can assist in the final step of the literature
study. This stage will be conducted in three phases: The first phase will limit the articles published
the last 5 years, were the keywords will be included in the title. The second phase will include all
the articles that their title is related to the research question and the final phase will limit the source
of the articles according to their content of the abstract.

Quality appraisal: The articles that will be selected through the process of the practical screening
will undergo the phase of quality appraisal in order to identify articles that analyze the proposed
solution, providing strong underlying theory and evaluation of the solution, eliminating games that
are introduced in the research community without being appraised. Moreover, all studies should be
able  to  have  direct  application  in  ISAT on  SMEs  employees,  excluding  studies  of  exclusive
education-related academic work. Finally, these articles will be submitted to a backward search,
based on their references, in order to identify any literature that is not included in the keyword
search, but is closely associated with the research question.

Data extraction: All articles that will proved to be of high quality will be used as the source of data
extraction for this literature study. For this purpose, a qualitative form will be completed for every
article, which will include standard article information (Title of the article, Author, Publication year)
with a small summary, and the data to answer the research question for this thesis as proposed by
Kitchenham (Keele, 2007). Since there is no established theory as how ISAT serious games can be
implemented in the CKC, an inductive approach will be used to identify the characteristics of each
article related to the research question. Thus, each article will be reviewed once more to identify
and fill  the  forms with the  required information,  according to  the  research  study.  The selected
information will be used to be mapped against with every step of the LM CKC they correspond and
documented into a table in order to facilitate the validation of this data manipulation. This step will
also identify any articles that share the same data, excluding duplicate publications, so as to finalize
the articles that will be utilized for this literature study.
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Synthesis of studies: The data that is contained on the forms and extracted from the articles will be
used for the research synthesis in a qualitative form to derive the results of this thesis  (Okoli &
Schabram, 2010). The focus of this study is concept-centric and for this purpose a concept matrix
will  be utilized  (Webster  & Watson, 2002),  regarding the seven steps of the CKC. A narrative
synthesis  is  selected  for  the  further  presentation  of  the  results  (Keele,  2007),  to  analyze  the
characteristics of each serious game and their  impact in the CKC approach. This approach can
combine the findings of each article using primarily text to answer the research question, without
preventing the use of charts (Popay et al., 2006). Particularly, a thematic synthesis method will be
followed to code the data and generate it into themes (Snilstveit et al., 2012), that can be correlated
to the seven steps of the CKC.

 3.2. Selection

 3.2.1. Searching for the literature 
Since the goal of this thesis is to extract information of articles that analyze ISAT serious games,
there was a preliminary search to detect which common keywords could lead to this result. Thus,
based on the findings of the title of the articles, keywords as game(s), information, cyber, security,
awareness, training should be absolutely be a part of the search process. However, all of the above
words  have  a  very  wide  definition  and if  used  sparsely  the  outcome can  be  extremely  broad,
compromising the search and subsequently the screening process, by returning a huge amount of
unrelated  to  the  research  question  articles  and  wasting  time  by  excluding  them.  Therefore,  a
selected combination of the previous keywords was appropriate to focus on serious games cyber-
related and ignore all types of other games. Because of the preliminary search, a number of other
keywords  were  identified  as  un-related  to  the  purpose  of  this  study  and  they  were  explicitly
excluded to further limit the searching process. This judgment was carefully decided in order to
facilitate the searching and screening process, without undermining the quality of the research.

After the initial research and without using the selection criteria the search in Google Scholar came
up with with following results,  according to each Boolean keyword combination,  as previously
analyzed:

1. Combination 1: game and (threat or attack or attacks or “information security” or cyber or
cybersecurity or awareness) not ("game theory" or Stackelberg or "game theoretic" or "game
theoretical" or stochastic or "attack-defense"): about 61,900 articles (20/02/2021)

2. Combination 2: games and (threat or attack or attacks or “information security” or cyber or
cybersecurity  or  awareness))  not  (“game theory"  or  Stackelberg  or  "game theoretic"  or
"game  theoretical"  or  stochastic  or  "attack-defense"  or  game):  about  25,300  articles
(20/02/2021)

3. Combination 3:  gamification and  (threat or attack or attacks or “information security” or
cyber or cybersecurity or awareness)) not (“game theory" or Stackelberg or "game theoretic"
or "game theoretical" or stochastic or "attack-defense" or game or games): about 966 articles
(20/02/2021)

4. Combination 4: gamified and  (threat or attack or attacks or “information security” or cyber
or cybersecurity or awareness)) not (“game theory" or Stackelberg or "game theoretic" or
"game theoretical"  or stochastic  or  "attack-defense" or game or games or  gamification):
about 70 articles (20/02/2021)
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5. Combination 5: training and  (threat or attack or attacks or “information security” or cyber
or cybersecurity or awareness)) not (“game theory" or Stackelberg or "game theoretic" or
"game theoretical" or stochastic or "attack-defense" or game or games or gamification or
gamified): about 113,000 articles (22/02/2021)

6. Combination  6:  cyber  and  range  not  (training  or  game  or  games  or  gamification  or
gamified): about 385,000 articles (23/02/2021)

 3.2.2. Practical screen 
The practical screening of the literature study was completed in three phases as follows: 

Phase 1: The search is conducted by limiting the use of keywords in the title of articles, excluding
citations and patents. Moreover, the timeframe was selected according to the protocol, for articles
published within the last 5 years of this study (since 2016). 

Phase 2: The output of the search was further restricted to articles from journals and conferences,
written in English language and screened based on the content of the title, to usable, in accordance
with the research question. Articles that were selected in Phase 2 were stored in 6 separate folders in
Zotero, according to the keyword search, that is analyzed in Section 3.2.1 respectively.

Phase 3: All articles from Phase 2 were screened further by reviewing their abstract, to limit articles
that can answer to the research question more efficiently, excluding articles referring entirely to
education (primary schools, high schools, university courses), literature reviews, physical serious
games, game theory or other articles that were irrelevant. Every article of Phase 2 was stored in the
appropriate subfolder in Zotero, in accordance with its relevance to the study.

All articles form Phase 2 and Phase 3 are presented in Appendix A, while the outcome of the search 
of the screening phases is summarized in Table 1 describing the number of articles, as follows:

Searching for 
literature

Practical Screen

Keywords Phase 1 Phase 2 Phase3

Combination 1 ≈ 61,900 581 63 42

Combination 2 ≈ 25,300 245 17 8

Combination 3 ≈ 966 72 21 12

Combination 4 ≈ 70 25 10 9

Combination 5 ≈ 113,000 249 30 20

Combination 6 ≈ 385,000 71 13 13

Total ≈ 586,200 1243 154 104

Table 1: Article statistics for the searching and practical screening step of the literature study

All articles from Phase 3 were subjected to quality appraisal that follows

13



 3.3. Extraction

 3.3.1. Quality appraisal 
Since all the articles that were selected in Phase 3 of the Practical Screen are academic articles from
journals  and  conferences  that  have  been  previously  peer  reviewed  in  order  to  be  published,  a
minimum quality standard, as suggested by Okoli and Schabram, is being set. However, in order to
address quality appraisal further, the articles were limited based on methodological quality (Okoli &
Schabram,  2010;  Robey  et  al.,  2008) by  excluding  articles  with  no  underlying  theory  of  the
proposed solution, with poor, education-only or no evaluation at  all  and articles analyzing non-
cyber  serious  games,  that  were  not  specifically  explained  in  the  abstract.  Accordingly  to  the
implemented  quality  appraisal,  all  104  articles  were  reviewed  against  the  predetermined
requirements. As a result, 62 articles (60%) were discarded and excluded from the literature study,
while 42 were selected as acceptable for the research.

All new articles that were established to answer the research question, dated between 2016 - 2021,
went through a second cycle of backward search based on references. However, no new articles
meeting the screened criteria were identified. Thus, the amount of articles due to the backward
search is 5 and the sum of the articles for the literature study is 42 + 5 = 47 articles, which are
presented, according to the keyword combination respectively, in Appendix B.

 3.3.2. Data extraction:
At this  step  of  the  literature  study there  is  a  complete  list  of  the  articles  of  all  the  keywords
searching  and  the  backward  search  that  will  be  used  for  the  research  and  stored  to  a  unified
collection to Zotero. According to the research protocol, the essential information of each article
was  extracted  based  on  the  research  question  (Okoli  &  Schabram,  2010).  The  CKC  phases
described  in  section  2.3  analyze  the  adversaries  possible  attack  methods  and  the  defenders
countermeasures and mitigation techniques. Thus, each article was screened under this scope. In
order to identify how each serious game can be implemented against the CKC, the analysis of each
article revealed qualitative data, regarding the field(s), skill(s) or attack vector(s) of information
security which they address and are included in the form as Type of Defense.  This information was
mapped against the appropriate CKC phase and was stored as well in the field LM CKC. Moreover,
the analysis of the articles uncovered information that the games can be suitable for the general
public (all employees) or IT personnel only, in accordance with the IT skills of the people that the
researchers used for evaluation or specifically mentioned in the article, which is filled in the forms
under  the  field  Employee  type.  As a  result,  a  mixed form was  created  to  save  general  article
information as well, in a form of table that follows, Table 2:
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Data Value

Review Name (Author + Publication Year)

Author Surname(s) of Author(s)

Publication Year Year the article was published

Summary A summary of the article

Game Type Cyber range/platform or standalone(PC/Mobile)

Type of Defense Which ISAT field the game is referring to

LM CKC Which step(s) of the LM CKC offers protection

Employee type Which  employee  types  is  each  game  suitable  for  (IT  specialists  or  all
employees)

Table 2: Data Extraction Form Article

To avoid multiple publications of the same data and bias the outcome of the literature study articles
of the same study were excluded by keeping the most recent publication (Kitchenham, 2004). The
following articles were characterized as duplicates and are the following:

• Alqahtani et al. 2020  (The Impact of Gamification Factor in the Acceptance of Cybersecurity
Awareness Augmented Reality Game (CybAR))

• Beuran et al.  2017 (CyTrONE: An Integrated Cybersecurity Training Framework:)
• Harilal et al. 2017 (TWOS: A Dataset of Malicious Insider Threat Behavior Based on a Gamified

Competition)
• Pham et al. 2016 (CyRIS: a cyber range instantiation system for facilitating security training)
• Tang  et  al.  2017  (Interactive  cybersecurity  defense  training  inspired  by  web-based  learning

theory)
• Veneruso et al. 2020 (A game-based learning experience for improving cybersecurity awareness)
The articles that are included in this literature study and are used to extract the data are 41, and are
presented in Appendix C, while the forms that were filled and used for the purpose of this study are
submitted on Appendix D.

 3.4. Execution

 3.4.1. Synthesis of studies and Writing the review 
As previously mentioned in the protocol in section 3.1.1, this literature study follows a thematic
synthesis based on codes of the qualitative data, which will result in generating themes. The codes
are based on the filled forms of each article, where every entry on the field of Type of Defense, that
was implemented during Data Extraction, is a code. Some codes are unique, whereas others are
common in different articles. The identified codes (Type of Defense) can generate the themes of the
study by mapping them out against the appropriate step of the CKC which are stored in the field
LM CKC, as described in section 3.3.2 (Data Extraction). Thus, each code can be attributed to one
of the seven steps of the CKC and each theme contains one or more codes of the same or different
studies that are analyzed in the articles and are presented in a narrative way. Each step of the CKC
is a main theme and synthesized into a subsection in the results section, while some of the steps can
be comprised of sub-themes that follow the same pattern and are presented in every applicable
section.
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The field containing the Employee type is another theme that can provide the literature study with
statistical data on the usability of serious games in a wide variety of employees or if they are only
suitable for IT specialists. This characteristic of the study is analyzed in the result section 4.1 in
Figures 5, 6.

In order to visualize the flow of the information during the different phases of the literature study, a
flow diagram based on the PRISMA 2020 statement, mapping out the number of records identified,
included and excluded, accompanied with the appropriate explanations (Page et al., 2021), as it is
presented in Figure 3.
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Figure 3: PRISMA Flow Diagram visualizing the flow of information through 
the different phases of the literature study
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 3.5. Research Tools 
The  resources  that  are  essential  upon  successfully  completing  this  study  are  a  standard
desktop/laptop with internet access and a VPN client to login to LTU library, in order to collect the
data, which are articles from academic journals and conferences available online to LTU institution
subscription.  These  articles  will  be reviewed (via  a  pdf  Viewer)  and analyzed and all  research
questions can be answered and drafted into text through a word processor (LibreOffice Writer) and
finally  presented  using  a  presentation  program  (LibreOffice  Impress).  Zotero,  a  reference
management software to manage bibliographic data and related research materials  (Ivey & Crum,
2018), is also crucial when collecting and analyzing literature articles and drafting the accompanied
text for a high quality final result.
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 4. Article Overview
As mentioned in the Data Extraction section 41 different articles were used for this literature study,
where  searching was limited to the past 5 years (2016 – 2020). However, due to the backward
search that was conducted after the Quality appraisal phase and the fact that the searching took
place during the first months of 2021, a few articles from years 2015 and 2021 were also included.
The figure that follows (Figure 4) shows the distribution of the identified articles according to the
year of publication. This figure shows clearly that most articles (33 out of 41) are published during
the last 3 years and is probable that many articles will also be published in 2021.

 

Apart  from  the  yearly  distribution,  another  interesting  outcome  of  this  study  is  the  article
distribution regarding the 7 Phases of the CKC, as it is presented in Figure 5. A summary of the
identified types of training is presented in the end of the section of each CKC phase utilizing tables,
whereas an analytical classification of the articles is presented in Appendix E.   Delivery is the
phase where most researchers have proposed serious games (32 out of 41) and Reconnaissance
follows with the half of the included articles (21 out of 42). Exploitation and Actions on Objectives
are covered almost by the same number of articles (13 and 16 respectively), while Installation has
few (8 out of 42) and C2 even less (3 out of 42) and Weaponization is a phase of the CKC where no
related research was identified. Moreover, the analysis of the articles suggested that some proposed
serious games are suitable only for IT personnel, while others can be used for training people who
are  novice  IT  users  and  perform  every-day  activities.   This  figure  shows  concurrently  this
distinction during each step of the CKC, where C2 is a phase that only articles for IT personnel are
published,  whereas  in  Installation  only  articles  that  are  developed  for  employees  without
professional IT skills are identified. Finally, the majority of articles in the Action on Objectives
phase describe games especially for IT professionals, and vice versa in the other 3 remaining phases
(Reconnaissance, Delivery, Exploitation). Some articles present tools that can be applied to more
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than one phase of the CKC, resulting in a total number of records bigger than the sum of the articles
of the research (93 records in 41 articles).

In addition to the previous statistics, the forms that were filled during Data Extraction showed that
29 articles studied tools  available  for all  kinds of  employees,  while  12 articles  are  focused on
solutions for IT specialists. However, Alotaibi et al. (2018) included 2 games in their research and
Sookhanaphibarn  &  Choensawat  (2020) 5  games,  all  of  which  are  suitable  for  all  types  of
employees. On the other hand, the articles published by (Beuran et al., 2018a, 2018b, 2019b, 2019a)
describe  the  different  elements  of  an  advanced  training  platform for  IT specialists  and can  be
considered  as  one  complete  solution.  Thus,  there  is  a  sum of  43 serious  games,  where  34 are
proposed  for  all  employees,  while  9  are  proposed  only  for  IT personnel,  as  described  in  the
following Figure 6.
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Figure 5: Article distribution among the different Phases of the Cyber Kill Chain

Rec
on

na
iss

an
ce

W
ea

po
niz

at
ion

Deli
ve

ry

Exp
loi

ta
tio

n

In
st

all
at

ion

Com
m

an
d 

& C
on

tro
l (

C2)
 

Act
ion

s 
on

 O
bje

ct
ive

s 
0

5

10

15

20

25

30

35

All employees

IT personnel

Figure 6: Game distribution according to the employee IT background

All employees

IT personnel



 5. Results
The results of the literature study are divided into the seven sections that follow, which represent the
seven phases of the CKC. As described in section 2.2, in every step of the CKC the adversaries can
implement a series of actions to achieve their goals and the defenders can launch countermeasures
to block them. Therefore, the proposed solutions are grouped considering the cybersecurity issues
they manage, in order to present their characteristics according to each CKC phase. Each solution is
analyzed, while at  the end of every section a table summarizes the grouped identified types of
training.

 5.1. Reconnaissance
This is the first step of the CKC, where adversaries as previously analyzed plan their attack, by
researching, identifying and selecting their target. As a result, this section includes articles where
researchers propose ISAT serious games that the defenders either prevent attackers, by reducing the
possibility of becoming a target minimizing the weak points of the enterprise, or detect any activity
that might lead to potential adversaries. At the end of the section Table 3 summarizes the identified
types of training in Reconnaisance with the respective authors.

Reducing the attack surface of a system can be achieved by hardening the operating system and the
applications by identifying and patching any security vulnerabilities (Beuran et al., 2019b; Ford &
Siraj,  2019; Ghazvini & Shukur, 2018; Gjertsen et  al.,  2017; Ros et  al.,  2020; Veneruso et  al.,
2020b).  Beuran  et  al.  (2019b) utilize  the  CyLMS component,  a  Learning Management  System
(LMS), of the CyTrONE platform, an integrated cybersecurity training framework, for enhancing
technical skills and knowledge of individuals or teams for this purpose. CyLMS provides an easy
user interface, facilitating the creation of various scenarios in realistic conditions. Similarly, Ford &
Siraj (2019) presented the GenCyberCoin, an open-source web platform with specific scenarios in
many  security  areas.  The  trainees  on  GenCyberCoin  can  earn  digital  coins  and  show  their
appreciation to other trainees, while the administrators can customize the rewards on the scenarios.

Apart from training platforms, researchers as Ghazvini & Shukur (2018), introduced PC games with
scenarios as well. Their game is called “InfoSecure” and consists a dynamic and flexible role-play
game with scenarios originated from the healthcare industry.  InfoSecure breaks up the learning
sessions into several intervals to produce effective learning, where one level covers one distinct
topic. Security vulnerabilities is one of eight different topics, where the rest are classified in the rest
phases  of  the  CKC.  Gjertsen  et  al.  (2017)  propose  an  online  application  using  several  game
mechanisms such as points, progress, badges and leaderboards, where each trainee can control the
timing and the pace of the training by accessing the learning application through a web browser or
an associated mobile  application.  There is  a  wide selection of tasks and exercises divided into
different security categories, including videos, quizzes and links to external resources. Likewise,
Ros et al.  (2020) developed an online game based on cognitive constructivism learning theories
applying discovery and inquiry-based learning strategies called ‘Max and Dr Manhaussen.  It uses
metaphors to cover several cybersecurity issues, as security vulnerabilities, using a storytelling with
real-life  situations.  Some of the themes can categorized to Reconnaissance as well  and will  be
mentioned below, while others will be presented in other sections. Other solutions on this kind of
training involve virtual reality components as Veneruso et al. (2020b) developed with “CyberVR”.
This is  a Virtual Reality (VR) videogame which consists  of six mini games covering many IS
concepts.  The trainees can be surrounded by a  virtual  world and are  actively  involved in  first
person, interacting with objects and events that address the desired concept. 
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Besides  ISAT  on  security  vulnerabilities,  Beuran  et  al.  (2018a,  2018b)  in  other  studies  use
“CyTrONE” and one of its supplementary components, “CyRIS” for vulnerability scanning. CyRIS
is  an  open-source  system  that  integrates  with  CyTrONE  and  automatically  creates  the
corresponding cyber range instances.  The corresponded training scenarios are generated requiring
only on a text-based cyber range description file. In addition,  Brilingaitė et al. (2017) propose for
this purpose the Cyber Security Coordinated Defence Platform (CSCDP), an open-source cloud
infrastructure and software which is based on Capture The Flag (CTF) games for multiple users.
The training exercises include four different types of groups, depending their part, blue (defense),
red (attack),  green (technical support),  and white  (organizers).  Moreover,  Beuran et  al. (2018b,
2018a) can  utilize  their  CyTrONE platform for  scenarios  regarding  documentation  review  and
system configuration review to minimize vulnerabilities and optimize security configuration. An
updated system with no apparent weaknesses discourages the adversaries from attacking during this
phase and may divert them to other enterprises.

Many articles that comprise this literature study include research on ISAT games against social
engineering threats, as the CyTrONE framework and the GenCyberCoin web platform that were
previously mentioned  (Beuran et  al.,  2018a, 2018b;  Ford & Siraj,  2019).   Furthermore,  similar
approaches follow Ferro & Sapio (2020), who introduce the PC game “Another Week at the Office
(AWATO)”, an interactive single-player serious game for threat modeling human factors covering
various scenarios. It is designed to cover many locations and characters that may exist in an every-
day enterprise. The use of a PC game for this purpose was also proposed by Sookhanaphibarn &
Choensawat  (2020).  They designed and programmed a series  of  PC games,  one  of  which,  the
“Social Network”, is a trivia game simulating social media actions and focuses on these threats as
well. Furthermore, Visoottiviseth et al. (2018) recommended the PC game POMEGA, a 2D game
with  evaluation  on  quiz-based  mini-games.  It  contains  the  following  six  main  functions:  user
record, game storytelling, tutorial, evaluation, certificate, and the hall of fame. More specifically
these  functions  include,  the  trainee  registration,  information  about  the  story,  awareness  on  the
specific security issue, game-play, rewards and progress information. 

Other researchers focused on mobile apps as Filipczuk et al. (2019) who developed a single player
mobile  app  which  implements  quizzes  in  many  cybersecurity  issues,  one  of  which  is  social
engineering.  It  offers  increased  flexibility,  as  it  can  be  wide  available  and  executed  without
requiring a mobile connection, once downloaded and stored. On the other hand, Stimberg et al.,
2020 propose “NotBot”,  a single player game with multiple choice answers and is available online.
This game acts in a storytelling sense, incorporates a narrative arc and a scoring system, influenced
by  point  and  click  adventures  games.  Since  social  engineering  is  a  common  type  of  active
reconnaissance, ISAT games can facilitate the training of employees to train them on recognizing
such attempts and prevent them from revealing information that can be used by the attackers and
notify the IS specialists to take further actions into investigating the origin of the adversaries.

Reconnaissance  can  also  be  mitigated  by  analyzing  network  security,  with  tools  that  were
previously mentioned from various researchers and target on ISAT on network sniffing (Beuran et
al.,  2018a,  2018b;  Brilingaitė  et  al.,  2017),  network  discovery  (Beuran  et  al.,  2018a,  2018b),
network scanning  (Veneruso et al.,  2020a), port and service identification  (Beuran et al., 2018a,
2018b) and wireless scanning (Beuran et  al.,  2018a, 2018b). In addition, Vykopal et  al.  (2017)
studied the KYPO cyber range,  a cloud-based virtual environment simulating real networks and
enabling users to study cyber attacks in isolated and controlled environment,  which among others
offers training on network discovery and port and service identification as well. The cyber defense
exercise consists of five parts, preparation, dry run, execution, evaluation, and repetition. Moreover,
Kido (2020) proposed a serious game simulating various network attacks with “sD&D” (Security
Defense and Dungeon), a network multiplayer board game simulation to enforce learning processes
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throughout  the  scenario,  which  can  train  specialists  to  identify  any  vulnerabilities  or  ongoing
attempts to compromise the network infrastructure of the enterprise. One of its advantages is that it
can generate many rooms to facilitate various scenarios and properties for multiple players acting as
a team.

A hardened network can minimize potential points of attack and act as a proactive countermeasure
preventing  potential  attacks  by  endangering  being  discovered. For  this  purpose  the  PC  game
“GHOST”, as presented by  König & Wolf (2018) can also be important. This solution is a turn-
based, tablet-based multiplayer game, where the implementation and the content of the game was
based on Annex ‘A’ of ISO 27001, covering many cybersecurity issues. One of its training scenarios
involves  the  identification  of  safe  network  devices  according  to  the  specifications  of  each
accompanied manual.  Ros et al (2020) with their tool, that mentioned above, also aim to enhance
the skills of IT employees related to the network security of the enterprise regarding proper routing
and firewall configuration, enhancing a secure network environment. The last network related issue
is  highlighted by  Kasurinen & Kettunen (2018) as well, with their game of firewall simulator, a
game simulating the configuration of firewalls, where the player score is based primarily on the
amount  of  errors.  Besides  the  proper  configuration  of  various  systems  to  reduce  the  potential
threats,  these devices  must  be monitored  for  detecting suspicious  actions.  These  events  can  be
identified by a series of ISAT games on reviewing any malicious activity based on processes that
include log review (Beuran et al., 2018a, 2018b; Ferro & Sapio, 2020; König & Wolf, 2018) and
ruleset review (Beuran et al., 2018a, 2018b), by tools that were previously mentioned.

Ghazvini  and  Shukur  (2018)  with  “InfoSecure”  and  Gjertsen  et  al.  (2017)  with  their  online
application,  that mentioned earlier  have also introduced solutions on more wide aspects of web
security. Aside from social engineering, Internet security is a field studied by Sookhanaphibarn and
Choensawat (2020) as well, who have designed a game, “Cyber Runner” for this purpose. It is a
runner game where the trainee must answer questions about secure Internet  settings at  specific
parts, in order to progress.  Moreover, Veneruso et al. (2020) with their VR game have focused on
securing sensitive data  and differentiate them from public  data.  All  these solutions can prevent
reconnaissance by minimizing the amount of sensitive data that users share, when browsing for
business or recreational purposes, and adversaries can discover. 

While most adversaries rely on digital-related methodologies for this phase, research on potential
targets can be achieved with their physical presence on the desired victim. Therefore, apart from
cyber threats, reconnaissance can offer protection against physical threats, as burglary that Dincelli
& Chengalur-Smith (2020) propose with their online application. They developed a CYOA-style
(choose your own adventure) interactive storytelling, which includes various decision points where
participants could alter the course of events throughout the scenario. Other researchers proposed
tools, that mentioned for other Reconnaissance actions, on how employees must behave in order to
build a safe work environment (König & Wolf, 2018), as well as physical security (Gjertsen et al.,
2017; Visoottiviseth et al., 2018). If an adversary is not able to easily bypass the physical security
mechanisms of enterprise to enter its premises, it would discourage them from 

Since,  employees  nowadays  spend  many  hours  working  remotely,  adversaries  try  to  identify
vulnerabilities to those systems as well and not only in company servers. Gjertsen et al. (2017) on
their proposed ISAT application focus on how employees can connect to the enterprise’s systems in
a secure way. For a similar objective Alqahtani and Kavakli-Thorne (2020) propose training on
virtual  private  networks  (VPNs),  using  a  game  for  Cybersecurity  Awareness  (CybAR).  This
application is  a single player mobile augmented reality game that teaches several cybersecurity
concepts through quizzes by rewards and immediate feedback. It was designed according to a series
of  requirements  regarding perceived susceptibility,  severity,  threat,  safeguard  effectiveness,  and
safeguard cost and self-efficacy.
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ISAT extends additionally on the physical devices as well, where according to already described
solutions, mobile security (Gjertsen et al., 2017; König & Wolf, 2018; Visoottiviseth et al., 2018)
and laptop security (Sookhanaphibarn & Choensawat, 2020) comprise an area of reconnaissance
where prevention and detection of malicious activities can be implemented.  Heid et  al.  (2020)
introduced a mobile app for training on mobile security, with different modules running on the
server,  based  on  a  quiz  engine  providing  multiple  choice  questions,  offering  rewards  and
multiplayer  elements.  The  software  includes  the  mobile  app  (client),  the  web  services  (game
service,  analysis  platform for  iOS and Android)  and various  components  for  playing the  game
(game engine, authentication service etc)

Types of Training in Serious Games Author(s)  Identifying  Types  of  Training  in
Serious Games

Security vulnerabilities Beuran  et  al.  (2019b), Ford  &  Siraj  (2019),
Ghazvini  &  Shukur  (2018), Gjertsen  et  al.
(2017), Ros et al. (2020), Veneruso et al. (2020b)

Vulnerability scanning Beuran et  al.  (2018a,  2018b),  Brilingaitė  et  al.
(2017)

Documentation review Beuran et al. (2018b, 2018a) 

System configuration review Beuran et al. (2018b, 2018a) 

Social engineering Beuran  et  al.  (2018a,  2018b),  Ferro  &  Sapio
(2020),  Filipczuk  et  al.  (2019),  Ford  &  Siraj
(2019), Sookhanaphibarn & Choensawat (2020),
Stimberg  et  al.  (2020),  Visoottiviseth  et  al.
(2018)

Network sniffing Beuran et  al.  (2018a,  2018b), Brilingaitė  et  al.
(2017)

Network discovery Beuran  et  al.  (2018a,  2018b), Vykopal  et  al.
(2017)

Network scanning Veneruso et al. (2020b)
Port and service identification Beuran  et  al.  (2018a,  2018b), Vykopal  et  al.

(2017)
Wireless scanning Beuran et al. (2018b, 2018a)

Network attacks Kido et al. (2020)
Network devices König & Wolf (2018)
Routing Ros et al. (2020)

Firewall configuration Kasurinen & Kettunen (2018), Ros et al. (2020)

Log review Beuran  et  al.  (2018a,  2018b), Ferro  &  Sapio
(2020), König & Wolf (2018)

Ruleset review Beuran et al. (2018b, 2018a) 

Web security Ghazvini & Shukur (2018), Gjertsen et al. (2017)
Internet settings Sookhanaphibarn & Choensawat (2020)

Sensitive data Veneruso et al. (2020b)
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Burglary Dincelli & Chengalur-Smith (2020)
Safe workplace König & Wolf (2018)
Physical security Gjertsen et al. (2017), Visoottiviseth et al. (2018)

Working remotely Gjertsen et al. (2017)
Virtual private networks Alqahtani & Kavakli-Thorne (2020)
Mobile security Gjertsen et al.  (2017), Heid et al.  (2020), König

& Wolf (2018), Visoottiviseth et al. (2018)

Laptop security Sookhanaphibarn & Choensawat (2020)

Table 3: Identified Types of Training in Reconnaisance

 5.2. Weaponization
The literature study did not identified any game that can be implemented for training users for this
phase of the CKC. This is the most difficult phase for the defenders to launch counteractions as they
cannot detect the weaponization as it happens and only a full malware analysis can provide useful
information.

 5.3. Delivery
Most researchers of this literature study have proposed tools that are relied exclusively or partly on
defenses on the Delivery step of the CKC and are presented in Table 4. In this section, solutions that
were described previously and offer training in Reconnaissance will not be analyzed again.

Serious games on phishing attacks, a well established method used in this phase, are one of the most
common  defenses  that  were  analyzed  from  researchers  that  offered  solutions  in  the  phase  of
reconnaissance  (Alqahtani  and  Kavakli-Thorne,  2020;  Brilingaitė  et  al.,  2017;  Dincelli  and
Chengalur-Smith, 2020; Ferro and Sapio, 2020; Filipczuk et al., 2019; Ghazvini and Shukur, 2018;
König and Wolf, 2018; Visoottiviseth et al., 2018). For this purpose, other studies focused on PC
games as, Aladawy et al. (2018) with the PC game “PERSUADED”, a single player PC card game
which applies defenses to certain attack scenarios, through a reward and punishment system. To
develop a solution with easy rules and low complexity, the selected pattern follows a patience and
solitaire game approach. Phishing is also covered by Osman and Azizan (2017) with their tool, a 3D
game using exploratory approach to complete the mission with multiple choice answers. The game
environment is a simulation of an actual office, where the rules and the mission of the game mimic
a conversation between a spy and the boss.  The player is  rewarded with points for the correct
answers and to finish the game must select the cyber-criminal from a list of employee pictures.
Similar approach followed Weanquoi et al. (2018) with “Bird’s Life”,  a 2D decision-making game
on phishing with  3 main  levels,  which  is  designed for  PCs  or  mobile  devices.  The first  level
presents the general idea of phishing, the second level trains the player from a defensive point of
view and the final level acts as a conclusive stage where the player needs to answer 4 out of 5
correct questions to pass it.

Other  researchers  propose  training  tools  on  phishing  that  are  not  developed  for  PCs  that  are
mentioned as follows. Zargham et al. (2019) developed a mobile game named “What Could Go
Wrong”, a humorous decision-making game, where if the player makes wrong decisions he must
perform the  same  task  again.  The  player  interacts  with  the  in-game  narrator  in  conversations
regarding various  threats  where the progression is  relied on the provided answers.  In  addition,
Canova et al.  (2015) developed an Android mobile app (NoPhish), a single player game which
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promotes the detection of phishing URLs, with multiple stages of increasing difficulty, immediate
feedback and scoring system. Therefore, the gamification elements involved in a playful manner are
lives, points and levels, while in order to optimize learning performance it  incorporates several
learning principles, such as exercise, repetition and direct feedback. 

Apart from mobile apps, phishing training is an aspect of online solutions.  Cj et al. (2018) suggest
“PHISHY”, a browser navigation based adventure game to train enterprise users exclusively on
phishing awareness. This game focuses on identifying phishing URLs by the method of inspection,
familiarizing with short URLs and searching online for brand names to discover their legitimate
URLs.  Another  online  solution  is  introduced  by  Silic  and  Lowry  (2020),   a  game  based  on
completing quizzes and reading different tips related to security integrating scoring system and
different  rounds. It  includes  various  design  elements  to  increase  employees’ motivation  and
fulfillment and adopts a learning process that is meaningful, entertaining, and fun. The article of
Wen et al. (2019) also describes an online tool, “What.Hack”, a role-playing phishing simulation
game regarding the real-world context of email processing, engaging a sequence of puzzles. It takes
into account features as the workflow, time pressure, interactions with IT support and the harmful
effects of phishing. The primary learning goals are to teach email phishing defense in context by
replicating  these  real-life  conditions,  engage  the  player  by  setting  clear  goals  and  tasks  with
increased  difficulty  over  time  and  provide  immediate  feedback  about  the  consequences  of  the
players decisions. Finally, Macak et al. (2020) have a different approach with a desktop platform
that can include various games, one of which is a phishing game.  The platform provides the web
interface  for  creating  the  selected  scenario,  which  is  be  stored  in  the  database  and  can  be
downloaded by the players via a desktop application. 

Besides games against the common phishing attacks, researcher as Aladawy et al. (2018), with the
game  “PERSUADED”  that  was  mentioned  when  analyzing  the  phishing  training  tools,  have
developed a serious game involving a series of social engineering attacks used for delivering the
cyber-weapon.  These  cyber  incidents  can  include  baiting,  tailgaiting,  mail  attachment,
impersonation, voice of authority and popup Windows. Impersonation and identity theft have also
been suggested for  training in  solutions by Alqahtani  and Kavakli-Thorne (2020),  Dincelli  and
Chengalur-Smith (2020), Osman and Azizan (2017) and Ros et al. (2020), whose tools have already
presented.  ISAT applications  that  can  categorized  in  Reconnaissance,  can  also  provide  training
during this phase, as Gjertsen et al. (2017) with their online application, which focuses on secure
mail as well.  Likewise,  the tools of König and Wolf (2018) and Alqahtani and Kavakli-Thorne
(2020) deal with safe browsing. Spam is another kind of social engineering attack where Silic and
Lowry (2020) propose their ISAT based on quizzes, as explained earlier. Since social engineering
attacks can originated through physical means, Macak et al. (2020) extend their platform for this
kind of ISAT, and scam phone calls, besides phishing attacks. Similarly, in addition to previous IS
issues, Alqahtani and Kavakli-Thorne (2020) have proposed their AR game to raise awareness on
scam phone calls and a series of attacks as spoofed emails, unsafe links and SMS phishing.

Many  researchers  serious  games  that  were  previously  described,  have  also  integrated  in  their
solutions features that train users on selecting and safeguarding secure passwords, a common target
of phishing and social  engineering attacks (Alqahtani and Kavakli-Thorne,  2020; Beuran et  al.,
2018a, 2018b; Dincelli and Chengalur-Smith, 2020; Ferro and Sapio, 2020; Filipczuk et al., 2019;
Ford and Siraj, 2019; Ghazvini and Shukur, 2018; Gjertsen et al., 2017; König and Wolf, 2018;
Visoottiviseth et  al.,  2018). Since,  these ISAT approaches have already been analyzed for other
cybersecurity issues, to avoid repetition only unmentioned tools will be detailed further. 

Thus,  a  game regarding password can  have  a  mobile  versions  as  introduced by Alotaibi  et  al.
(2018).  They presented  “Password Protector”,  a  single  player  mobile  game for  creating  strong
passwords by providing highscores.  This game is timed and the selected password is rated via a
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password  meter,  while  it  integrates  a  threshold  acceptability  score.  A mobile  game  was  also
developed by Scholefield and Shepherd (2019), introducing a role-playing quiz application (RPG)
for  password security  based  on multiple-choice  quizzes,  keeping scores  and total  playtime.   It
educates trainees on choosing a strong password, avoiding the use of commonly used passwords,
and practicing good password hygiene. 

Other  researchers  propose  for  this  purpose  online  tools  as  Seitz  and  Hussmann  (2017)  with
“PASDJO”,  where the goal  of this  online game is  to  rate  as  many passwords as  accurately as
possible  within  60 seconds,  using  a  scoring  system.  The appraised  passwords  can  be  common
words,  transformed common words,  a  random combination of  two words or  random generated
strings. An online game is proposed by Tupsamudre et al. (2018) as well, which is called “GAP”. It
is a slow-paced casual game that simulates an “escape situation”, where the player controls a tank
demolishing barriers labeled with insecure passwords. This game focuses on the insecure password
creation strategies regarding mainly the use of capital letters, digits and symbols at the beginning
and at the end of the password. Likewise, Jayakrishnan et al. (2020) offer another online tool which
is called “Passworld”, a 2D, single-player Action-Adventure game providing immediate feedback.
The player of “Passworld” is trained on learning various password heuristics and create memorable
passwords, through 2 levels that are divided in different sequential stages that facilitate this process.

A PC game created by Chen et al. (2020), the “Hacked Time”, a single player PC game using a
puzzle  system is  also a  tool  for  ISAT on passwords. It  allows the players  to  interact  with the
environment identifying the security issues, how they can address the issues through passwords and
finally take the necessary actions for selecting secure character combinations. Any system which is
not protected by a secure password can easily be become a malware delivery path.  Unlocked and
unattended devices face the same risk, as they can also serve as a similar channel and some sydies
include such tools that were already analyzed for other threats (Ferro & Sapio, 2020; König & Wolf,
2018; Zargham et al., 2019).

Another well-studied type of game is the proper use of anti-malware software in every day activities
and are part  of  the  so far  proposed solutions  for  PCs,  mobile  devices,  browsers  or  standalone
platforms, by many researchers that will not be re-described (Alqahtani and Kavakli-Thorne, 2020;
Ferro and Sapio, 2020; Filipczuk et al., 2019; Ghazvini and Shukur, 2018, 2018; König and Wolf,
2018;  Silic  and Lowry,  2020;  Veneruso et  al.,  2020b;  Vykopal  et  al.,  2017).  However,  another
mobile game, “Malware Guardian”, was designed by  Alotaibi et al. (2018) for ISAT on malware
that has not been mentioned. It is a single player game, measuring scores for defending against
malware.  The  player  must  destroy  various  malware,  represented  as  bugs,  where  the  enforced
technique depends on their type. In addition, a method of addressing potential malicious removable
media are studied by Gjertsen et al. (2017) and König and Wolf (2018). Anti-malware software can
quarantine suspicious files that were downloaded via internet or loaded to computer systems using a
USB device and block the adversaries from launching their operation, thus blocking the ongoing
attack at the phase of Delivery.

Additionally, there were a few tools that addressed quite specific topics and are described earlier for
other  kind  of  attacks.  WiFi  security  was studied  by  Alqahtani  and Kavakli-Thorne  (2020) and
Gjertsen et al. (2017). Beuran et al. (2019a) have studied solutions on command injection attacks
and  PHP authentication attacks, whereas Brilingaitė et al. (2017) on  SQL attacks and other web-
based attacks. Karagiannis and Magkos (2021) have analyzed a series of tools available through a
serious  game on Network intrusion.  Proper  software installation is  studied  by König  and Wolf
(2018) and Zargham et  al.  (2019),  while  biometric  authentication and brute  force  attacks were
analyzed by Ros et al. (2020).
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Types of Training in Serious Games Author(s) Identifying Types of Training in Serious Games

Phishing Aladawy et al. (2018), Alqahtani & Kavakli-Thorne (2020),
Brilingaitė  et  al.  (2017),  Canova  et  al.  (2015),  Cj  et  al.
(2018), Dincelli & Chengalur-Smith (2020), Ferro & Sapio
(2020), Filipczuk et al. (2019), Ghazvini & Shukur (2018),
König  &  Wolf  (2018),  Macak  et  al.  (2020),  Osman  &
Azizan (2017), Silic & Lowry (2020), Visoottiviseth et al.
(2018), Weanquoi et al. (2018), Wen et al. (2019), Zargham
et al. (2019)

Baiting Aladawy et al. (2018)

Tailgaiting Aladawy et al. (2018)

Mail attachment Aladawy et al. (2018)

Impersonation – Identity theft Aladawy et al. (2018), Alqahtani & Kavakli-Thorne (2020),
Dincelli  &  Chengalur-Smith  (2020),  Osman  &  Azizan
(2017), Ros et al. (2020)

Voice of Authority Aladawy et al. (2018)

Popup Windows Aladawy et al. (2018)

Secure mail Gjertsen et al. (2017)

Safe browsing König & Wolf (2018)

Safe downloading Alqahtani & Kavakli-Thorne (2020)

Spam Silic & Lowry (2020)

Physical social engineering attacks Macak et al. (2020)

Spoofed emails Alqahtani & Kavakli-Thorne (2020)

SMS phishing Alqahtani & Kavakli-Thorne (2020)

Scam phone calls Alqahtani & Kavakli-Thorne (2020), Macak et al. (2020)

Unsafe links Alqahtani & Kavakli-Thorne (2020)

Passwords Alotaibi et al. (2018), Alqahtani & Kavakli-Thorne (2020),
Beuran et al. (2018a, 2018b), Chen et al. (2020), Dincelli &
Chengalur-Smith (2020), Ferro & Sapio (2020), Filipczuk et
al. (2019), Ford & Siraj (2019), Ghazvini & Shukur (2018),
Gjertsen et al. (2017), Jayakrishnan et al. (2020), König &
Wolf  (2018),  Ophoff  &  Dietz  (2019),  Scholefield  &
Shepherd (2019), Seitz & Hussmann (2017), Tupsamudre et
al. (2018), Visoottiviseth et al. (2018)

Unlocked devices Ferro & Sapio (2020), König & Wolf (2018), Zargham et al.
(2019)

Anti-Malware software Alotaibi et al. (2018), Alqahtani & Kavakli-Thorne (2020), 
Ferro & Sapio (2020), Filipczuk et al. (2019), Ghazvini & 
Shukur (2018), König & Wolf (2018), Silic & Lowry 
(2020), Veneruso et al. (2020b)

Removable media Gjertsen et al. (2017), König & Wolf (2018)
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WiFi security Alqahtani & Kavakli-Thorne (2020), Gjertsen et al. (2017)

Command injection attack Beuran et al. (2019a)

PHP authentication attack Beuran et al. (2019a)

SQL attack Brilingaitė et al. (2017)

WEB-based attacks Brilingaitė et al. (2017)

Network intrusion Karagiannis & Magkos (2021)

Software installation König & Wolf (2018), Zargham et al. (2019)

Biometric authentication Ros et al. (2020)

Brute force attacks Ros et al. (2020)

Table 4: Identified Types of Training in Delivery

 5.4. Exploitation
As this phase contains serious games that were presented during Reconnaissance (section 4.2) or
Delivery (section 4.4), whereas they have features that offer ISAT during this phase as well, they
will  not  be  described  once  more.  However,  the  rationale  behind  their  aspects  on  ISAT in  the
Exploitation phase, mainly by preventing the execution of the cyber weapon (Hutchins et al., 2011),
will be explained.

An updated OS or a network infrastructure with no known vulnerabilities, as Alqahtani & Kavakli-
Thorne (2020) and Vykopal et al. (2017) deal with their mobile game and web-based platform, that
were previously mentioned solution respectively, can be the one of the primary defenses against
exploitation of system vulnerabilities. Games promoting training on restricting privileges (Ferro &
Sapio, 2020; Veneruso et al., 2020b), proper application permissions  (Zargham et al., 2019) and
access control  (Ghazvini & Shukur, 2018; König & Wolf,  2018; Vykopal et  al.,  2017) are also
crucial.  Beuran et al. (2019a) use their framework to simulate SSH dictionary attacks, which are
means of attack trying to exploit vulnerable devices.

In addition, at this step of the CKC, proper use of anti-malware software  (Alotaibi et al., 2018;
Alqahtani  &  Kavakli-Thorne,  2020;  Ferro  & Sapio,  2020;  Filipczuk  et  al.,  2019;  Ghazvini  &
Shukur, 2018; König & Wolf, 2018; Silic & Lowry, 2020; Veneruso et al., 2020b) is as critical as in
Delivery, as it can mitigate attacks in outdated OSs or zero-day exploits. An advanced anti-malware
software  can  detect  the  exploit  or  payload  statically  or  dynamically  scan,  during  run  time.
Moreover, games on penetration testing as some researchers include in their articles  (Beuran et al.,
2018a, 2018b, 2019a; Veneruso et al., 2020b), can be another countermeasure against exploitation,
by testing additional measures on system vulnerabilities or malware software.

The table that follows outlines the types of training that serious games propose in this phase. 
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Types of Training in Serious Games Author(s) Identifying Types of Training in Serious Games

Updated OS Alqahtani & Kavakli-Thorne (2020)

Vulnerability exploitation Vykopal et al. (2017) 

Restricting privileges Ferro & Sapio (2020), Veneruso et al. (2020b)

Application permissions Zargham et al. (2019)

Access control Ghazvini & Shukur (2018), König & Wolf (2018), Vykopal
et al. (2017)

SSH dictionary attacks Beuran et al. (2019a)

Anti-malware software Alotaibi et al. (2018), Alqahtani & Kavakli-Thorne (2020), 
Ferro & Sapio (2020), Filipczuk et al. (2019), Ghazvini & 
Shukur (2018), König & Wolf (2018), Silic & Lowry 
(2020), Veneruso et al. (2020b)

 Penetration testing Beuran et al. (2018a, 2018b, 2019a), Veneruso et al. (2020b)

Table 5: Identified Types of Training in Exploitation

 5.5. Installation
Serious games that train employees on the possibilities that anti-malware software can offer,  as
mentioned in the previous two steps of the CKC, are important, as they can facilitate the detection
of unauthorized installation activities  (Alotaibi et al.,  2018; Alqahtani & Kavakli-Thorne,  2020;
Ferro & Sapio, 2020; Filipczuk et al., 2019; Ghazvini & Shukur, 2018, 2018; König & Wolf, 2018;
Silic & Lowry, 2020; Veneruso et  al.,  2020b). Installation of a malware on the victim’s system
allows the adversary to maintain persistence to complete their plan of attack (Hutchins et al., 2011).
Since their characteristics were described in the Delivery phase, there will be no further analysis.
The subsequent table, Table 6 compiles a summary of these tools.

Types of Training in Serious Games Author(s) Identifying Types of Training in Serious Games

Anti-malware software Alotaibi et al. (2018), Alqahtani & Kavakli-Thorne (2020), 
Ferro & Sapio (2020), Filipczuk et al. (2019), Ghazvini & 
Shukur (2018), König & Wolf (2018), Silic & Lowry 
(2020), Veneruso et al. (2020b)

Table 6: Identified Types of Training in Installation

 5.6. Command and Control (C2)
Synthesizing  the  information  from the  data  extraction  forms  occurred  few  games  that  can  be
classified in the C2 phase of the CKC. One solution introduces by Karagiannis and Magkos (2021),
with  their  “Nite  Team  4”,  a  game  following  a  structured  guideline,  including  challenges  and
puzzles, which maintains a rewarding system with reputation points. It contains a variety of tools,
software components, modules and submodules, simulating real-world methodologies of launching
attacks, where one topic covers Command and Control cyberattacks. Similarly, network hardening
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is  analyzed  by  Li  and  Xie  (2016),  in  their  virtual  platform  “Platoon”,  for  team-oriented
cybersecurity  training  and  exercises,  which  is  developed  for  simulating  corporate  networks.  It
consists of five main components, the blue team server network, that needs to be protected during
the training exercise, an edge router, simulating the network’s gateway router, the central virtual
switch (vSwitch), to create the desired VLAN, a scoring engine, to measure the efficacy of the blue
team, and perimeter firewall, to control the traffic between the platform and the Internet. Besides
these  platforms,  a  PC  game  that  was  previously  described  by  Kido  et  al.  (2020)  has  the
supplementary  capability  to  analyze  network  attacks.  All  mentioned  games  offer  training  on
solutions that either can prevent such an attack, through network hardening, or detect it and block
the communication channel between the adversary and the affected network and can be categorized
in the table that follows, Table 7.

Types of Training in Serious Games Author(s) Identifying Types of Training in Serious Games

Command and Control Karagiannis and Magkos (2021)

Network attacks Kido et al. (2020)

Network hardening Li and Xie (2016)

Table 7: Identified Types of Training in Command and Control (C2)

 5.7. Actions on Objectives 
Since most solutions classified in this CKC phase have already presented on previous phases, this
section focuses more on the grouping and the justification behind it, according to the section 2.2
that analyzes the theoretical background of the CKC phases.

As some researchers  examined,  in  order  to  avoid any data  loss  is  imperative  a  systematic  file
backup process  (Alqahtani  &  Kavakli-Thorne,  2020;  König  &  Wolf,  2018),  as  well  as  a  file
integrity checking (Beuran et al., 2018a, 2018b). Data storage and protection is another aspect that
has  been studied  (Filipczuk et  al.,  2019;  Gjertsen  et  al.,  2017), while Brilingaitė  et  al.  (2017)
propose  on training  IT specialists  on  the  event  of  a  ransomware  attack.  Cryptography on  the
sensitive data should be applied (Ros et al., 2020; Veneruso et al., 2020b) and information encoding
(König & Wolf, 2018), while  Ghazvini and Shukur (2018) focus on increasing confidentiality.  As
data exfiltration is a common threat during this phase (Hutchins et al., 2011), any countermeasure to
make them useless to adversaries or at least easier to recover and resume the affected processes is
classified to this section.

Apart from mechanisms that precede an attack, IS specialists must be prepared to respond in case of
detecting a current security breach. For this purpose, digital forensics, as Karagiannis and Magkos
(2021) mention, is critical for mitigating the consequences of the attack. In addition, an emergency
response  team  (König  &  Wolf,  2018) should  be  ready  to  intervene  at  this  step  of  the  CKC.
Likewise,  Leitner  et  al.  (2020)  analyze  solutions  on  forensics  and  incident  response  and
management with their AIT Cyber Range, a platform for training on various security issues. This
tool consists of four system modules, the Computing Platform for simulating and building complex
networked infrastructure setups, the Infrastructure Provisioning for the cybersecurity testbeds, the
Software Provisioning to add the essential functionality and the Scenario Engine to define the flow
of  the  scenario.  User  activity analysis, as  proposed  by  Harilal  et  al.  (2018)  can  facilitate  the
detection of insider malicious response with “The Wolf of SUTD” (TWOS). It is a multiplayer
game aiming to obtain labeled data containing both normal user behavior and malicious insider
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behavior. Each training session can be divided in stages, the normal period, where the users perform
their every day activities,  the firing and hiring period, which can act as a trigger for the malicious
activity and the wildcard periods, where the insider adversary launches the attack and the defense
team must identify it and mitigate it. Another similar feature has the proposal of Li and Xie (2016),
where their platform can train IT personnel on Network intrusion detection and response.

IT specialists trained on Network attacks (Kido et al., 2020) have significant part on this step of the
CKC. Some adversaries may launch  DoS attacks  to disrupt the functionality of the enterprise’s
systems after their initial attack by distract the IS specialists, as some articles show (Brilingaitė et
al., 2017; Ros et al., 2020).  Other attackers aim at privilege escalation  (Vykopal et al., 2017) to
accomplish their mission, which can be the shutdown of a critical application (Vykopal et al., 2017).

Table 8 summarizes the ISAT games that can be implemented during the last phase of the CKC. 

Types of Training in Serious Games Author(s) Identifying Types of Training in Serious Games

Backup process Alqahtani & Kavakli-Thorne (2020), König & Wolf (2018)

File integrity checking Beuran et al. (2018a, 2018b)

Data storage/protection Filipczuk et al. (2019), Gjertsen et al. (2017)

Ransomware attack Brilingaitė et al. (2017)

Cryptography Ros et al. (2020), Veneruso et al. (2020b)

Information encoding König & Wolf (2018)

Confidentiality Ghazvini and Shukur (2018)

Digital Forensics Karagiannis and Magkos (2021), Leitner et al. (2020)

Emergency response team König & Wolf (2018)

Incident response and management Leitner et al. (2020)

Network  intrusion  detection  and
response

 Li and Xie (2016)

User activity analysis Harilal et al. (2018) 

Network attacks Kido et al. (2020)

DoS attacks Brilingaitė et al. (2017), Ros et al. (2020)

Privilege escalation Vykopal et al. (2017) 

Shutdown of a critical application Vykopal et al. (2017) 

Table 8: Identified Types of Training in Action on Objectives
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 6. Discussion
The  purpose  of  this  research  was  a  literature  study  on  serious  games,  in  order  to  identify
characteristics that can facilitate employee ISAT, when implementing the LM CKC information
security model. Since there is no research of how serious games can be directly implemented in the
CKC, the analysis of the articles proposes how each game can be utilized, according to the phase of
the CKC it can offer training for. Moreover, this literature study classifies the games according to
the IT background of the employees, since some games can be offered for training all employees,
where others are only suitable for IT personnel.

The review of the selected articles in this literature study showed that most games offer training
during Reconnaissance, mainly regarding social engineering (Table 3) or in the Delivery phase of
the CKC on phishing, passwords and anti-malware (Table 4). According to European official reports
there is a continuous increase in security breaches, where social engineering and phishing are a
main  threat  (ENISA, 2020;  IOCTA,  2020).  These  reports  show that  32% of  the  data  breaches
involve phishing activity, while social attacks and malware are also quite extensive. Therefore, it
appears that there is a correlation between the type of attacks that many serious games offer and
common  type  of  attacks  that  occur  and  cause  security  breaches.  An  explanation  for  this
phenomenon is that researchers try to focus on solutions that can offer protection from common
threats,  in  order  to  receive  wide  adoption  and  acceptance  from organizations  and  enterprises.
Furthermore, since Reconnaissance and Delivery are two of the earliest phases in the CKC, it would
be beneficial  for IT specialists  to  train employees  in stopping the attacks as quick as possible,
reducing the security incidents within the enterprise and the consequent actions they induce for the
security specialists.

Tools  regarding  anti-malware  software  greatly  influence  Installation,  where  only  these  kind  of
games were classified to this Phase (Table 6), according to the literature study and Exploitation,
where are the main category (Table 5). This can be explained by the fact that a successful execution
of the cyber weapon and installation of a backdoor that provides adversaries persistence on the
defender’s  system  requires  that  these  actions  remain  undetected  by  the  victim’s  anti-malware
software (Hutchins et al., 2011). Thus, the well-established importance of anti-malware software in
IS has led researchers to focus on solutions that can be a primary line of defense during these
phases.

On the other hand, there is no identified game that can be categorized to Weaponization of the CKC
(Figure 5),  even if  this  phase is  the second line of attack of any adversary.  This  result  can be
explained by the fact that the defense security team is actually unable to prevent this phase from
happening and only the security conducting a full malware analysis might extract information for
future attacks  (Lockheed Martin, 2015). Apparently, employees who are not IT specialists cannot
take any action against attacks during this  phase, possibly explaining the lack of tools that can
contribute in ISAT during this phase.

Command and Control (C2) is a phase where the fewest solutions were proposed by researchers
(Figure 5),  excluding Weaponization where no games were classified.  During this  phase of the
attack adversaries establish a channel of communication in order to take their actions as long as
possible remaining undetected  (Yadav & Rao, 2015).  The study for C2 suggests that all  games
analyzed in the articles are addressed to IS specialists, as enhancing security for this step of the
CKC mainly requires actions taken from security specialists and most research is focused in ISAT
programs that all employees can follow.
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Finally, in Actions on Objectives there are many solutions on data protection and how to analyze
and respond to the ongoing attack. The analysis of this phase indicates that ISAT tools that promote
the response to the attacks are addressed only to IS specialists, whereas preventing measures can
also be applied by employees with limited IT background, especially when involving data storage
and protection (Figure 5, Table 8). Since bypassing the previous steps of the CKC means that the
attack  has  begun,  the  countermeasures  of  the  IS  specialists  are  critical,  in  order  to  detect  and
mitigate it as soon as possible  (Lockheed Martin, 2015), explaining a possible correlation of the
number of the games addressed to IT personnel in this phase.

Overall, the article distribution in the different phases of the CKC in Figure 5 shows that some
games have functionalities that can offer training in more than one phase. This result suggests that
some  tools  can  offer  a  wider  range  of  ISAT  enhancing  the  skills  of  personnel  in  various
cybersecurity issues, while others are more focused.  Furthermore, Figure 5 suggests that there is a
correlation between the phases and the IT skills of the trainees. In the first phases most games are
addressed to employees without professional IT background, while in the latest two phases (C2,
Actions on Objectives) the majority of the tools is proposed for IT specialists. This can be explained
by the fact that preventive countermeasures against popular attacks hat usually precede the actual
breach  (social  engineering,  phishing,  passwords,  anti-malware  software),  are  more  common  to
employees without professional IT skills and compose the first lines of defense. On the other hand,
when an ongoing security incident is identified and a response is essential, as in the C2 or Actions
on Objectives phase, most tools offer training targeting IS professionals. Thus, this literature study
can offer insight for IS specialists, when designing an ISAT program, to propose solutions that meet
the company’s needs, customized to the trainees IT background and according to the desired phase
of the CKC they prefer to focus.

 6.1. Limitations of the research
Despite the fact that this research was based on the principles of a systematic literature review
(Okoli  & Schabram, 2010),  there are  limitations  to  the  method due to  the  nature of  the  study
(Master Thesis) and the resulting specific timeframe. Thus, the literature search was limited only to
one  database  (Google  Scholar),  even  if  according  to  research  can  be  considered  as  the  most
extensive source of academic articles (Gusenbauer, 2019; Martín-Martín et al., 2018). In addition,
the search was limited to articles published over the last 5 years. Choosing a wider timeframe (e.g
10 years) would derive more articles that could affect the results, even thought Figure 4, in section
4.1, shows that most articles were published among the years 2018-2020 and the preceded years
have smaller impact.

Apart  from the  research  method,  limitations  that  affected  the  results  were  also  imperative,  to
complete  the  literature study according to  the specific  deadlines  that  the  Master  Thesis  should
comply. All articles were reviewed solely by the author of this thesis and the classification of the
games in each phase of the CKC was decided by one person. Since this could increase author bias
to the study an analytical classification of the articles is presented in Appendix E, was available to
the opposition reviewers during the seminars for transparency and evaluation.

Furthermore,  all  games  regarding  anti-malware  were  classified  to  three  phases  of  the  CKC
(Delivery,  Exploitation,  Installation),  according  to  the  analysis  in  section  2.2,   due  to  lack  of
theoretical analysis in some articles. Distinguishing the diversities between these phases in anti-
malware tools is quite vague and it was decided that author bias could result in less rigor rather than
more.  
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 6.2. Future Research Reccomendations
Future research could motivate from this thesis and add elements that could broaden this study by
expanding  the  timeframe (from 5  to  10  years)  and the  available  databases  (e.g.  IEEE Xplore,
Scopus) to identify more articles. It would be intriguing to examine if adding more articles can alter
partly the results of this study, as the lack of any classified article to the Weaponization phase or that
articles proposing games in the C2 phase can also be addressed to employees without professional
IT skills.

Another interesting aspect of a future study could include alternative frameworks that detail typical
steps  of  a  progressing  threat,  as  the  MITRE ATT&CK framework,  which  is  comprised  of  12
“tactics”, which are further divided to “techniques” (Strom et al., 2020). The tools described in the
articles of this literature study would be classified under this scope and could provide insight on
how  the  plethora  of  serious  games  can  expand  further  the  knowledge  base  regarding  ISAT
programs.
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 7. Conclusion
ISAT is  a  critical  part  of  many  IS  standards  leading  many  researchers  to  focus  on  emergent
methods, as the use of serious games. However, there is no systematic studies on the plethora of
these tools when implementing different stages of threat progression. Using a literature study to
analyze theses solutions, under the scope of the 7-Phase LM CKC security framework, revealed
characteristics that explain how they can promote ISAT. Each reviewed tool was classified in one or
more phases of the CKC, according to the type of training they propose (Tables 3-8). Many articles
suggested that games distributed in the first phases of the CKC are focused mainly on training
employees  without  IT  professional  background  against  popular  attacks,  as  social  engineering,
phishing, passwords and anti-malware software (Figure 5). On the contrary,  the majority of the
games categorized in the last two phases were found to be suitable for IT specialists (Figure 5),
implying a correlation between the goal of the training of the game and how it can be used in ISAT
for specific phases of the CKC, for certain employees, in accordance with their IT skills. 

Therefore, this study can contribute to ISAT by offering a list of tables (Tables 3-8) that classifies
each reviewed game into each phase of the CKC they can promote training. In addition, Figure 5
presents the proportion of the games in each that are addressed to IT specialists against employees
with basic IT knowledge. The previous visual elements can facilitate ISAT by customizing further
the offered programs in accordance with the phase of the CKC that is selected to promote IS and the
trainees skills.

Since this was a solely literature study conducted as a requirement of a Master Thesis, there were
limitations regarding the amount of the possible sources of academic articles for review. However,
the results indicated that there was a small compromise, since the majority of the identified articles
are of the last 3 years (Figure 4), while author bias was evaluated during the seminars by other
students and the supervisor professor. One interesting future endeavor could be the review of these
articles  taking  into  account  other  similar  methodologies  as  the  MITRE  ATT&CK  security
framework, to investigate the outcome of the distribution of the articles regarding the 12 “tactics”.
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Dincelli and Chengalur-Smith 2020 Sookhanaphibarn and Choensawat 2020

Ferro and Sapio 2020 Stimberg et al. 2020

Filipczuk et al. 2019 Tupsamudre et al. 2018

Ford and Siraj 2019 Veneruso et al. 2020b

Ghazvini and Shukur 2018 Visoottiviseth et al. 2018

Gjertsen et al. 2017 Vykopal et al. 2017

Harilal et al. 2018 Weanquoi et al. 2018

Heid et al. 2020 Wen et al. 2019

Jayakrishnan et al. 2020 Zargham et al. 2019

Karagiannis and Magkos 2021
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Appendix D
This appendix presents a sample of the form used for the Data Extraction step and the filled forms
of the articles of the literature study

Data Value

Review Name (Author + Publication Year)

Author Surname(s) of Author(s)

Publication Year Year the article was published

Summary A summary of the article

Game Type Cyber range/platform or standalone(PC/Mobile)

Type of Defense Which ISAT field the game is referring to

LM CKC Which step(s) of the LM CKC offers protection

Employee type Which employee types is this game suitable for (IT, all employees)

Table 9: Sample of a Data Extraction Form

Aladawy et al. 2018

PERSUADED: A single player, PC card game to increase social engineering defense, by applying
defenses to certain attack scenarios, through a reward and punishment system. It has easy rules and
low complexity, following a patience and solitaire game approach.

Game Type PC

Type of Defense Social  engineering  defense:  Baiting,  Phishing,  Tailgating,  Mail  attachment,
physical and virtual Impersonation, Voice of Authority and Popup Windows 

LM CKC Delivery

Employee type All employees

Alotaibi et al. 2018

2 different mobile games: 
Password Protector: a single player mobile game for creating strong and memorable passwords by
providing high scores for strong passwords. The game is timed and the selected password is rated
via a password meter, while it integrates a threshold acceptability score.
Malware Guardian:  a single player mobile game for protecting against  malware by measuring
scores for defending against malware. The player must destroy various malware, represented as
bugs, where the technique depends on its type.

Game Type Mobile - Mobile

Type of Defense Passwords - Anti-Malware

LM CKC Delivery, Exploitation, Installation 

Employee type All employees
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Alqahtani and Kavakli-Thorne 2020

CybAR:  A single  player  mobile  augmented  reality  game  that  teaches  several  cybersecurity
concepts through quizzes to stay safe online, by rewards and immediate feedback. It was designed
according to a series of requirements regarding perceived susceptibility, severity, threat, safeguard
effectiveness, and safeguard cost and self-efficacy.

Game Type Mobile augmented reality game

Type of Defense Spoofed emails,  SMS phishing,  scam phone calls,  identity  theft,   phishing,
unsafe links, safe downloading,  passwords, WiFi security, 
Updated OS
Anti-malware
Virtual private networks (VPNs)
File backups

LM CKC Delivery, 
Exploitation
Installation
Reconnaissance
Actions on Objectives 

Employee type All employees

Beuran et al. 2019a

CyPROM: an extension of the CyTrONE framework, to manage the manner in which the training
scenario  advances  depending  on  the  actions  and  progress  of  the  participants.  It  improves
CyTrONE by providing attack training capability, automatic defense support, real-time changes
support, defense training capability and automatic attack support.

Game Type Part of framework (CyTrONE)

Type of Defense Metasploit penetration testing framework, SSH dictionary attacks
Command injection attack, PHP authentication attack

LM CKC Exploitation
Delivery

Employee type IT personnel

Beuran et al. 2019b

CyLMS: a Learning Management System (LMS) which can be integrated into the workflow of
CyTrONE for training content representation and facilitating trainees’ access to the cyber range. It
can provide an easy-to-use user interface both for educators and learners for managing, delivering
and interacting with courses, using LMS software. The training content utilizing as input format a
text-based representation can facilitate content creation, so that educators can easily create and
modify content depending on a given audience and specific objectives. Through the integration
with the LMS software it can support hands-on activities, so that learners can practice their skills
in realistic conditions following the experiential learning paradigm.

Game Type Part of framework (CyTrONE)

Type of Defense Security vulnerabilities 

LM CKC Reconnaissance
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Employee type IT personnel

Beuran et al. 2018a

CyTrONE: an integrated cybersecurity training framework, for enhancing technical skills and
knowledge of individuals and/or teams, through questions that require trainees to investigate and
provide solutions, via quiz-based Jeopardy type of training often encountered in Capture The Flag
(CTF) competitions.

Game Type Main part of framework (CyTrONE)

Type of Defense Documentation  review,  Log  review,  Ruleset  review,  System  configuration
review, Network sniffing, Network discovery, Port and service identification,
Vulnerability scanning, Wireless scanning, Social engineering
File integrity checking 
Password cracking 
Penetration testing 

LM CKC Reconnaissance
Actions on Objectives
Delivery
Exploitation

Employee type IT personnel

Beuran et al. 2018b

CyRIS:  an  open-source  system  that  integrates  with  CyTrONE  and  automatically  creates  the
corresponding cyber range instances on a computer and network infrastructure, for simultaneous
use  by  multiple  trainees.  The  training  scenarios  are  based  only  on  a  text-based  cyber  range
description file.

Game Type Part of framework (CyTrONE)

Type of Defense Documentation  review,  Log  review,  Ruleset  review,  System  configuration
review, Network sniffing, Network discovery, Port and service identification,
Vulnerability scanning, Wireless scanning, Social engineering
File integrity checking 
Password cracking 
Penetration testing 

LM CKC Reconnaissance
Actions on Objectives
Delivery
Exploitation

Employee type IT personnel

Brilingaitė et al. 2017

Cyber Security Coordinated Defence Platform (CSCDP):  an open-source cloud infrastructure and
software based on CTF game for multiple trainees. The training includes formation of different
types of groups: blue (defense), red (attack), green (technical support), and white (organizers)

Game Type Platform
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Type of Defense WEB-based attacks, SQL attacks, Phishing
Ransomware, DoS attack, 
Network traffic, Vulnerability scanning

LM CKC Delivery
Actions on Objectives
Reconnaissance

Employee type IT personnel

Canova et al. 2015

NoPhish:  a  mobile  single  player  game which  promotes  the  detection  of  phishing URLs,  with
multiple stages of increasing difficulty and immediate feedback and scoring system. In order to
optimize  learning  performance  it  incorporates  several  learning  principles,  such  as  exercise,
repetition and direct feedback. The gamification elements involved in a playful manner are lives,
points and levels. 

Game Type Mobile app (Android)

Type of Defense Phishing 

LM CKC Delivery

Employee type All employees

Chen et al. 2020

Hacked  Time:  a  single  player  PC  game  which  improves  player’s  security  attitude  and
cybersecurity self-efficacy, using a puzzle system, a teaching agent and a teachable agent. It allows
the players to interact with the environment identifying the security issues, how they can address
the issues through passwords and finally take the necessary actions.

Game Type PC

Type of Defense Password

LM CKC Delivery

Employee type All employees

Cj et al. 2018

PHISHY:  A browser  navigation  based  adventure  game  to  train  enterprise  users  on  phishing
awareness.  This  game  focuses  on  identifying  phishing  URLs  by  the  method  of  inspection,
familiarizing with short URLs and searching online for brand names to find their legitimate URLs.

Game Type Online game

Type of Defense Phishing

LM CKC Delivery

Employee type All employees
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Dincelli and Chengalur-Smith 2020

A  gamified  SETA  artefact  using  “choose  your  own  adventure”  CYOA-style  interactive
storytelling.  The  storyline  includes  various  decision  points  where  participants  could  alter  the
course of events throughout the scenario.

Game Type Online

Type of Defense Phishing, password, identity theft
Burglary

LM CKC Delivery
Reconnaissance

Employee type All employees

Ferro and Sapio 2020

Another  Week  at  the  Office  (AWATO):  an  interactive  single-player  serious  game  for  threat
modeling human factors. The game contains many different characters and locations and covers
various scenarios that exist in an every-day enterprise.

Game Type PC Game

Type of Defense Phishing, Unlocked devices
Anti-Malware
Passwords
Restricting privileges 
Log review, Social engineering

LM CKC Delivery
Delivery, Exploitation, Installation 
Delivery
Exploitation
Reconnaissance

Employee type All employees

Filipczuk et al. 2019

A single player mobile app which implements quizzes with multiple choice answers and feedback
to promote cybersecurity issues. It offers increased flexibility, can be wide available and executed
without requiring a mobile connection once downloaded and stored.

Game Type Mobile app

Type of Defense Passwords, Phishing, 
Social Engineering
Anti-Malware
Data Protection

LM CKC Delivery
Reconnaissance
Delivery, Exploitation, Installation
Actions on Objectives

Employee type All employees
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Ford and Siraj 2019

GenCyberCoin: an open-source web platform with specific scenarios, that can be updated with
new features, targeting trainees with little cybersecurity skills. The trainees can earn digital coins
and show their appreciation to other trainees, while the administrators can customize the rewards
on the scenarios. 

Game Type Online platform

Type of Defense Social engineering, Security vulnerabilities 
Passwords

LM CKC Reconnaissance
Delivery

Employee type All employees

Ghazvini and Shukur 2018

InfoSecure: is a combination of simulation and casual genres. It is a dynamic and flexible role-play
game with scenarios originated from the healthcare industry, which breaks up the learning sessions
into several intervals producing effective learning, where a level covers one of the 8 distinct topics.

Game Type Online game

Type of Defense Phishing, Password
Web security, Social engineering, Security vulnerabilities
Anti-Malware
Confidentiality
Access control

LM CKC Delivery
Reconnaissance
Delivery, Exploitation, Installation
Actions on Objectives
Exploitation

Employee type All employees

Gjertsen et al. 2017

The application contains security awareness material and training exercises using several game
mechanisms such as points, progress, badges and leaderboards. The trainee can control the timing
and the pace of the training by accessing the learning application through a web browser or an
associated  mobile  application.  There  is  a  wide  selection  of  tasks  and  exercises  divided  into
different security categories, including videos, quizzes and links to external resources.

Game Type Online

Type of Defense Passwords, secure e-mail, wireless security, Removable media
Web  security,  social  engineering,  Mobile  security,  Security  vulnerabilities,
Physical security, Working remotely
Secure data storage

LM CKC Delivery
Reconnaissance
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Actions on Objectives

Employee type All employees

Harilal et al. 2018

The Wolf of SUTD (TWOS): A multiplayer game, aims to obtain labeled data containing both
normal user behavior and malicious insider behavior, simulating the setting of companies that try
to win over customers.

Game Type Platform

Type of Defense User activity

LM CKC Actions on Objectives

Employee type IT personnel

Heid et al. 2020

A mobile application, client-based, with different modules running on the server, based on a quiz
engine providing multiple choice questions,  offering rewards and multiplayer elements.  IT has
automatically generated content, specifically targeted for each trainee, based on the apps of the
mobile device. The software includes the mobile app (client),  the web services (game service,
analysis  platform for  iOS and Android)  and various  components  for  playing the  game (game
engine, authentication service etc)

Game Type Mobile app 

Type of Defense Mobile security 

LM CKC Reconnaissance

Employee type All employees

Jayakrishnan et al. 2020

Passworld: An online serious game to promote password awareness, which is a 2D, single-player,
horizontal scrolling platformer game falling in the Action-Adventure genre, providing immediate
feedback. The player  is  trained on learning various password heuristics and create  memorable
passwords,  through  2  levels  that  are  divided  in  different  sequential  stages  that  facilitate  this
process.

Game Type Online game

Type of Defense Password

LM CKC Delivery

Employee type All employees

56



Karagiannis and Magkos 2021

Nite Team 4: A game following a structured guideline. The following options of the gameplay
exist: Basic Software and Tools, Missions using elements of storytelling, Multiplayer/Hivermind
Network which includes challenges and puzzles created from other users, Bounties for challenges
that  have  a  time  limit,  maintain  a  rewarding  system and give  reputation  points,  Open World
Campaign for  real-world  puzzles  combined with  storytelling  elements,  Network Administrator
(Extra  Module)  to  create  challenges  and  puzzles.  It  contains  a  variety  of  tools,  software
components, modules and submodules, simulating real-world methodologies of launching attacks,
where one topic covers Command and Control cyberattacks.

Game Type Online

Type of Defense Digital Forensics
Network Intrusion
Command and Control 

LM CKC Actions on Objectives
Delivery
Command and Control (C2) 

Employee type IT personnel

Kasurinen and Kettunen 2018

The firewall simulator: a game simulating the configuration of firewalls, where the player score is
based primarily on the amount of errors, and secondarily on the amount of time to complete it.

Game Type Online

Type of Defense Firewall configuration

LM CKC Reconnaissance

Employee type IT personnel

Kido et al. 2020

sD&D - Security Defense and Dungeon:  a network multiplayer board game simulation to enforce
learning  processes  throughout  the  scenario.  It  can  generate  many  rooms  to  facilitate  various
scenarios and properties for multiple players acting as a team.

Game Type PC game

Type of Defense Network attacks

LM CKC Reconnaissance
Command and Control (C2) 
Actions on Objectives 

Employee type IT personnel
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König and Wolf 2018

GHOST: An evaluated competence developing, turn-based, tablet-based game. It is a multiplayer
game for 8 players divided into 2 groups. The implementation and the content of the game was
based on Annex ‘A’ of ISO 27001, covering many cybersecurity issues.

Game Type Mobile

Type of Defense Unlocked  devices,  Removable  media,  Phishing,  Safe  browsing,  Software
installation,  Password
File Backups,  Information encoding, Emergency response
Mobile  security,  Environmental  security  and  Safe  workplace,   Network
Devices, Log reviews
Access controls
Anti-malware

LM CKC Delivery
Actions on Objectives
Reconnaissance
Exploitation
Delivery, Exploitation, Installation

Employee type All employees

Leitner et al. 2020

AIT Cyber Range:  consists of four system modules, the Computing Platform for simulating and
building complex networked infrastructure setups, the Infrastructure Provisioning for the cyber
security testbeds, the Software Provisioning to add the essential functionality and the Scenario
Engine to define the flow of the scenario.

Game Type Cyber range

Type of Defense Incident response and management, Forensics

LM CKC Actions on Objectives

Employee type All employees

Li and Xie 2016

Platoon: A virtual platform for team-oriented cybersecurity training and exercises, by creating one
or  more  virtual  networks  that  mimic  real-world  corporate  networks.  It  consists  of  five  main
components, the blue team server network, that needs to be protected during the training exercise,
an edge router, simulating the network’s gateway router, the central virtual switch (vSwitch), to
create the desired VLAN, a scoring engine, to measure the efficacy of the blue team, and perimeter
firewall, to control the traffic between the platform and the Internet. 

Game Type Platform

Type of Defense Network hardening, Network intrusion detection and response

LM CKC Command and Control (C2), Actions on Objectives

Employee type IT personnel
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Macak et al. 2020

The  platform provides  a  web  interface  for  designers  through  which  they  can  create  a  game
scenario, which is be stored in the database and can be downloaded by the players via a desktop
application.  The platform will  provide  the  REST API,  which  can  be called  from the  desktop
application that loads the game and can be stored in the database. Some games that can be applied
are: Phishing game, Phone game, Game without electronics, Complex game

Game Type Platform for multiple games

Type of Defense Phishing, Scam phone calls, Physical social engineering attacks

LM CKC Delivery

Employee type All employees

Osman and Azizan 2017

A 3D game using exploratory approach to complete the mission, with multiple choice answers.
The game environment is a simulation of an actual office, where the rules and the mission of the
game mimic a conversation between a spy and the boss. The player is rewarded with points for the
correct answers and to finish the game must select the cyber-criminal from a list of employee
pictures.

Game Type PC game

Type of Defense identity theft, phishing,

LM CKC Delivery

Employee type All employees

Ros et al. 2020

‘Max and Dr Manhaussen’: An online game based on Cognitive Constructivism learning theories,
using the e-Adventure framework for development, applying discovery and inquiry-based learning
strategies. It uses metaphors to cover several cybersecurity issues, using a storytelling with real-
life situations.

Game Type Online

Type of Defense Cryptography, DoS attacks
Identity spoofing, Biometric authentication, Brute force attack, 
Firewall configuration, Routing, Security vulnerabilities

LM CKC Actions on Objectives
Delivery
Reconnaissance

Employee type IT personnel
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Scholefield and Shepherd 2019

A role-playing quiz application (RPG) for password security based on multiple-choice quizzes,
keeping scores and total playtime. It educates trainees on choosing a strong password, avoiding the
use of commonly used passwords, and practicing good password hygiene.

Game Type Mobile

Type of Defense Passwords

LM CKC Delivery

Employee type All employees

Seitz and Hussmann 2017

PASDJO: The goal of this online game is to rate as many passwords as accurately as possible
within 60 seconds and uses a scoring system. The appraised passwords can be common words,
transformed common words, a random combination of two words or random generated strings.

Game Type Online

Type of Defense Passwords

LM CKC Delivery

Employee type All employees

Silic and Lowry 2020

The game is based on completing quizzes and reading different tips related to security education,
integrating scoring system and different rounds. It includes various design elements to increase
employees’  motivation  and  fulfillment  and  adopts  a  learning  process  that  is  meaningful,
entertaining, and fun.

Game Type Online

Type of Defense Spam, Phishing
Anti-Malware

LM CKC Delivery
Delivery, Exploitation, Installation

Employee type All employees

Sookhanaphibarn and Choensawat 2020

Laptop Security: a trivia game with questions and item search 
Social Network: a trivia game simulating social media actions
Cyber Defender: a matching game between malware and countermeasures
Quiz Tank: a shooting game where the trainee must answer questions after completing tasks
Cyber runner: a runner game where the trainee must answer questions at specific parts

Game Type PC game

Type of Defense Laptop security, Social engineering, Internet settings
Anti-Malware

LM CKC Reconnaissance
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Delivery

Employee type All employees

Stimberg et al. 2020

NotBot: a single player game, with multiple choice answers which acts in a storytelling sense and
incorporates a narrative arc and a scoring system, influenced by point and click adventures games.

Game Type Online

Type of Defense Social engineering

LM CKC Reconnaissance

Employee type All employees

Tupsamudre et al. 2018

GAP: a slow-paced casual game that simulates an “escape situation”, where the player controls a
tank and the objective is to navigate the tank through the maze by demolishing barriers, which are
labeled with insecure passwords. It also exhibits certain characteristics of escape-the-room genre.
This game focuses on the insecure password creation strategies regarding the use of capital letters,
digits and symbols at the beginning and at the end of the password.

Game Type Online

Type of Defense Password

LM CKC Delivery

Employee type All employees

Veneruso et al. 2020b

CyberVR: a Virtual Reality (VR) videogame with two main levels, the tutorial and the main level
which consists of six mini games: Information Flow, Code Injection, Patch Management, Dynamic
SW Analysis,  Privilege  Escalation,  Public-Key  Cryptography.  The  player  is  surrounded  by  a
virtual world and is actively involved inside the game in first person, interacting with objects and
events.

Game Type PC (VR)

Type of Defense Sensitive data, System vulnerabilities, Network scanning
Anti-malware 
Restricting privileges, Penetration testing
Cryptography

LM CKC Reconnaissance
Delivery, Exploitation, Installation
Exploitation
Actions on Objectives

Employee type All employees
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Visoottiviseth et al. 2018

POMEGA: a 2D game with 4 chapters, a tutorial and evaluation on quiz-based mini-games. It
contains six main functions: user record, game storytelling, tutorial, evaluation, certificate, and the
hall of fame. These stages include registration, information about the story, security awareness,
game play, rewards and game progress.

Game Type PC

Type of Defense Password, Phishing
Social engineering, Physical security, Mobile security

LM CKC Delivery
Reconnaissance

Employee type All employees

Vykopal et al. 2017b

KYPO: a cloud-based virtual environment simulating real networks and enabling users to study
cyber attacks in isolated and controlled environment. A cyber defense exercise consists of five
phases: preparation, dry run, execution, evaluation, and repetition

Game Type Web-based platform

Type of Defense Network discovery, Port and service identification
Access control, Vulnerability exploitation
Privilege escalation, Shutdown of a critical application

LM CKC Reconnaissance
Exploitation
Actions on Objectives

Employee type IT personnel

Weanquoi et al. 2018

Bird’s Life: a 2D decision-making game on phishing with 3 main levels. The first level presents
the general idea of phishing, the second level trains the player from a defensive point of view and
the final level acts as a conclusive stage where the player needs to answer 4 out of 5 correct
questions to pass it.

Game Type PC/Mobile

Type of Defense Phishing

LM CKC Delivery

Employee type All employees
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Wen et al. 2019

What.Hack: a role-playing phishing simulation game regarding the real-world context of email
processing: 1) workflows, 2) time pressure, 3) interactions with IT support and 4) harmful effects
of phishing, which engages a sequence of puzzles

Game Type Online

Type of Defense Phishing

LM CKC Delivery

Employee type All employees

Zargham et al. 2019

What Could Go Wrong: a humorous decision-making game, where if the player makes wrong
decisions he must perform the same task again. The player interacts with the narrator of the game
in conversations regarding various threats where the progression is relied on the provided answers.

Game Type Mobile

Type of Defense Unlocked devices, Phishing, Software installation
Application permissions

LM CKC Delivery
Exploitation

Employee type All employees
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Appendix E

This Appendix includes the following table (Table 10), which is an analytical classification of the
articles  comprising  this  literature  study,  according  to  the  7  phases  of  the  CKC,  based  on  the
concept-centric approach
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Articles Reconnaissance Weaponization Delivery Exploitation Installation Command and
Control (C2) 

Actions on 
Objectives 

Aladawy et al. 2018 

Alotaibi et al. 2018   

Alqahtani and Kavakli-
Thorne 2020

    

Beuran et al. 2019a  

Beuran et al. 2019b 

Beuran et al. 2018a    

Beuran et al. 2018b    

Brilingaitė et al. 2017   

Canova et al. 2015  

Chen et al. 2020 

Cj et al. 2018 

Dincelli and Chengalur-
Smith 2020

 

Ferro and Sapio 2020    

Filipczuk et al. 2019     

Ford and Siraj 2019  

Ghazvini and Shukur 
2018

    

Gjertsen et al. 2017   

Harilal et al. 2018 

Heid et al. 2020 
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Jayakrishnan et al. 2020 

Karagiannis and Magkos 
2021

  

Kasurinen and Kettunen 
2018



Kido et al. 2020   

König and Wolf 2018     

Leitner et al. 2020 

Li and Xie 2016  

Macak et al. 2020 

Osman and Azizan 2017 

Ros et al. 2020   

Scholefield and Shepherd 
2019



Seitz and Hussmann 2017 

Silic and Lowry 2020   

Sookhanaphibarn and 
Choensawat 2020

 

Stimberg et al. 2020 

Tupsamudre et al. 2018 

Veneruso et al. 2020     

Visoottiviseth et al. 2018  

Vykopal et al. 2017   

Weanquoi et al. 2018 
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Wen et al. 2019 

Zargham et al. 2019  

Table 10: Article classification according to the phases of the CKC
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