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Abstract 

The users´ behaviors play an important role in securing information systems. At the same time, 

the users´ bad behaviors end-up in making them victims to e-crime attacks. To emphasize the 

positive side of users´ behaviors, the reasons for the bad behaviors must be investigated. In 

this research, e-crimes on users in Sweden were studied using the protection motivation 

theory and the theory of planned behavior in order to understand what variables govern the 

user behaviors. The information retrieved from the literature review and the web survey were 

used to answer the research question about which variables within the two used theories 

affect the user behaviors in connection to e-crimes. It turned out that perceived vulnerability, 

perceived severity, and user-efficacy have significant effect on the selected user behavior. 

Besides, the analysis of the results showed that IT/IS-knowledge is a determinant factor that 

affects all the variables of the protection motivation theory. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 
 

Keywords 

User – a regular Internet user that uses information technology for different purposes such as 

working, studying, or entertainment. 

E-crime – any illegal activity committed against or with the help of a computer network. 

E-crime type – computer network-related illegal activities that have the same purpose or 

characteristics belong to the same e-crime type. 

Attack/ cyberattack – any attempt to expose, steal, disable, alter, destroy, or gain 

unauthorized access to or make unauthorized use of an asset.  

Attack type – cyberattacks that share the same characteristics or attack methods belong to 

the same attack type.    

Attack method – the process of an attack that includes all the hacker and user actions to make 

an attack fail or succeed.  

Cyber security – is the protection of computers, mobile devices, servers, networks, systems, 

programs, and data from cyberattacks.  

User mistake – refer to an action that a user does before or during an attack that may give a 

hacker opportunity to initiate or complete an attack.  
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1. Introduction 

The information technology is developing very fast [1]. The number of users was 2 billion in 

year 2017 and it is still increasing [2]. Nowadays, the users´ lives depend much on information 

technology services like online shopping and online banking [3]. It becomes hard to avoid 

Internet and online services when most organizations want to keep their businesses updated 

with the recent technology. This dependency is abused by hackers. Hackers perform illegal 

activities that cause dissatisfaction, loss of money, damage to personal data, business and 

financial losses [4]. The illegal activities that cause these issues are called e-crimes. The 

definition of e-crime according to Council of Europe is “any criminal offence committed 

against or with the help of a computer network” [5]. E-crime is a worldwide problem. It has 

led to the loss of billions of dollars [6]. It can also disrupt the stability of a country [7]. Business 

communities are so affected by e-crimes that they avoid online transactions due to high risk 

of e-crimes [8].         

 Information security experts believe that technology on its own can´t guarantee a secure 

environment for information [9][10]. Acceptable user behaviors can mitigate the risk of 

information security incidents [9]. User behavior is an important factor in the information 

security domain since the root of the problem is poor information security behaviors. But 

users are continuously presented with numerous information security threats [11]. Every 3 

seconds a user´s identity is stolen [12]. Spyware infects 80% of the personal computers [4]. As 

more technologies are rising high, web-based crimes and credit card crimes are increasing 

[13]. Only year 2014, sensitive and private user data were stolen from Apple´s iCloud, Yahoo, 

Microsoft Corporation, PlayStation Network, and Op Albatross ATM [14]. The ransomware 

WannaCry malware infected more than 230,000 computers in 2017 [15]. This malware hit 

computers that used aging technology and outdated software. Many e-crimes occur due to 

user mistakes such as downloading programs from untrusted sources, writing passwords on 

sticky notes, or sharing personal information publicly [9]. The reasons behind the success of 

e-crime attacks can be users´ ignorance, negligence, curiosity, or lack of knowledge of e-

crimes. But still, the factors that govern these bad behaviors are unknown.     

 Information security conscious user behavior decreases the users´ behavioral mistakes 

[9]. Therefore, to provide solutions to e-crimes in general and specifically e-crimes on users, 

the user behaviors connected to e-crimes on users will be investigated to understand why 

users do mistakes that make them fall for e-crimes.      

       

1.1 Aim of the research  

The purpose of this research is to investigate e-crime attack methods and their success factors 

which many times consist of user mistakes, to understand users´ behaviors in connection to 

e-crimes.  This research aims to investigate users´ behaviors to understand why users still fall 

for e-crimes by using the variables within the protection motivation theory and theory of 

planned behavior to evaluate which variables have significant impact on users´ decisions. 

Information about real e-crime cases will be collected from subjected users and analyzed to 

answer the research question.  
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1.2 Research gap 

In many of the found literature articles about e-crimes, companies were visualized as the 

biggest and most injured party [1][16][17]. Studies have been done to figure out how to 

improve a company´s defense strategy and prevent e-crimes [13][17]. By protecting through 

the installation of different technical security solutions [18]. Inside protection by applying 

security training and role-based access for the employees and by managerial protection that 

includes policies and procedures [2][16][17].       

 Literature articles that considered e-crimes on users, discussed the users´ important role 

in combating e-crimes and how the user unawareness and negligence can have the opposite 

effect [19][14][20]. User unawareness, negligence, or curiosity can make users fall for e-crimes 

much easier by doing common mistakes [8]. Many users are falling for e-crimes 

[4][19][12][13][14][15]. No previous research has used information security theories that 

consider user behaviors to examine the reasons that govern these existing user behaviors of 

doing common mistakes. On the other hand, studies have been made about the importance 

of information security awareness, policy, and experience and involvement in achieving 

acceptable employee behavior [9][10][21]. The minor existence of these three variables in the 

users´ cyber world might affect the users´ behaviors [9]. Therefore, the variables within the 

two theories will be investigated in this research to discover their effect on the factors that 

affect the user behaviors.  

 

1.3 Research question 

- Which variables affect a user´s behavior related to e-crime attacks? 

 

1.4 Limitations  

This research is focused on users´ behaviors, not employees´ behaviors. A threat on a company 

affects the company in the first place. An employee might not feel that the threat has a direct 

effect on him/her because an employee perceives low psychological ownership of the data, 

which decreases the employee´s perception of its relevance [11]. Therefore, an employee´s 

perception and consideration of a threat on a company will not represent a real picture of a 

user´s behavior when responding to an e-crime. Further it will be hard to study how the threat 

affects the user´s behaviors. Therefore e-crimes on companies or employees will not be 

studied.             

 Many factors have influence on users´ behaviors such as the relatedness, competence, 

and autonomy in the self-determination theory [11]. Therefore, only the variables within the 

two selected theories will be studied.         

 E-crimes such as online harassment, online threatening, and online racial agitation will 

not be covered in this thesis because these e-crimes can be done by almost anyone that has 

very basic IT-knowledge and motivation.       

 Since it is difficult to personally and physically reach subjected users due to privacy 

issues, the data for this research can´t be collected using interviews.   
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1.5 Search strategy for selection of literature articles 

To find a research gap and to write the literature review, some choices were made based on 

the research´s needs to facilitate the process and to have a search strategy. The criteria, the 

related choices, and their motivations are listed in Table 1 below.   

 

 

 

Criteria Choices  Motivation 
Databases IEEE & Google Scholar 

 
It is easy to use and manage searches 
in IEEE and Google Scholar. Access to 
both these databases was provided by 
LTU. Google Scholar is good when 
obtaining an overview of the field. IEEE 
contains a lot of articles within 
information security.  

Keywords E-crime, cybercrime, attack 
method, recommendations, 

protection motivation 
theory, theory of planned 

behavior. 

These words are related to the 
selected subject. 

Publication year 2015 - 2020 This range was selected to have the 
same period of time both in the survey 
and in the literatures.    

Publication form Conference articles & Journal 
articles 

These publication forms have high 
credibility.  

Abstract content Mentioning e-crimes, attack 
types, attack methods, users, 

recommendations, 
protection motivation 

theory, theory of planned 
behavior. 

If none of these words or their possible 
synonyms are mentioned in the 
abstract, then the article is not 
relevant for the research.  

Article content Information about real e-
crime cases, attack types, 

attack methods, user 
mistakes, damage or loss 

related to attacks on users, 
recommendations to 

confront e-crimes, 
information that shows the 

research gap within the 
investigated theme, or 

studies where protection 
motivation theory or theory 
of planned behavior is used. 

This research consists of these parts. 
To get an overview of the existing 
literatures within the selected theme, 
these points need to be included. 

Table 1: The used criteria based on the research´s needs 
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1.6 Structure of this thesis 

The rest of this research work will be organized as follows: chapter 2 presents the theories 

used in the research. The reviewed literatures and the literature review outcomes are 

presented in chapter 3. All the details around the chosen research method and how the 

research was performed are discussed in chapter 4. In chapter 5, the survey results are 

presented. All the research findings are discussed and analyzed in chapter 6. The answer to 

the research question, the suggested future work, and the research contribution are 

presented in chapter 7. Chapter 8 consists of the used references and in chapter 9, the survey 

questions and other related details are added.          
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2. Information security theories 

2.1 Protection motivation theory 

The protection motivation theory (PMT) measures a user´s coping behavior when the user 

gets informed about a threat within the information security domain [9]. It is one of the most 

powerful theories for predicting users´ intentions. Coping behavior is directly influenced by 

the coping response that refers to a user´s willingness to perform a recommended behavior 

[10]. A user´s coping response is a result of the user´s evaluation of the coping appraisal and 

the threat appraisal (see Figure 1). Coping appraisal and threat appraisal are the cognitive 

processes [11]. 

The coping appraisal refers to a user´s assessment of his/her own ability to manage or avoid 

the potential loss or damage resulting from the danger [9][11]. It consists of the following 

variables: 

• Self-efficacy: a user´s confidence in his/her own ability to perform the recommended 

behavior. 

• Response efficacy: the efficacy of the recommended behavior. 

• Response cost: personal costs (money, time, effort) of adopting the recommended 

behavior.  

The threat appraisal refers to a user´s assessment of the level of danger posed by a threat 

[9][10]. It consists of the following variables: 

• Perceived vulnerability: a user´s assessment of a threatening event´s probability. 

• Perceived severity: the severity of the event´s consequences. 

• Rewards: intrinsic and extrinsic rewards of not adopting a recommended coping 

response. 

 

 

 

 

 

 

 

 

 

 

Figure 1: The effect of factors within the information security protection motivation theory 
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2.2 Theory of planned behavior  

Theory of planned behavior (TPB) supposes that a user´s behavior is affected by attitude, 

subjective norms, and perceived behavioral control [9]. It is one of the most predictive 

persuasion theories. The following is the TPB´s definitions of elements: 

• Attitude: a user´s positive of negative feeling towards engaging in a behavior. 

• Subjective norms: a user´s perception of what people important to him/her think 

about a performing a specific behavior. 

• Perceived behavioral control: a user´s perceived difficulty or ease of performing a 

behavior. 

Attitudes, subjective norms, and perceived behavioral control are used to predict user 

intentions [10]. Attitude is a learned tendency, it is about evaluating a person, object, issue, 

or event in a specific way [9]. If the evaluation changes, the attitude will change which will 

further affect the user´s behavior. Attitude can affect users´ beliefs and behaviors by being 

implicit or explicit. Implicit attitude is connected to unawareness while explicit attitude is 

connected to awareness. Users´ knowledge has a direct impact on the attitude (see Figure 2). 

The knowledge is a result from personal experience. Subjective norms lead to social pressure 

on users, which make them perform or not perform a specific behavior [9]. An organization´s 

information security policy affects subjective norms positively by making users perform aware 

information security behaviors.  

 

 

 

Figure 2: The effect of factors within the theory of planned behavior 
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2.3 Other studies used the theories 

Since users´ behaviors is an important factor in the information security domain, multiple 

studies have used the protection motivation theory and the theory of planned behavior [9]. 

PMT was used together with TPB as background for a research model in a study to explain 

how careless users´ behavior can change to conscious care behavior. The aim of the study was 

to mitigate the risk of information security breaches by emphasizing the human behavior. The 

study results showed that among others, information security organization policy, awareness, 

experience and involvement, subjective norms, and user´s attitude towards information 

security have a positive impact on the employees´ behaviors. The PMT and TPB were also used 

for developing and testing an integrated protection motivation and deterrence model in 

another study [10]. The behaviors of an organizations´ employees relating to security policy 

compliance intentions were evaluated. In another study, appeals based on PMT was 

compared to appeals based on the self-determination theory to explain users´ motivations 

[11]. Because the study included direct comparison of two theories and critical theory-testing 

hypotheses, the study was performed on home users. While both the previously mentioned 

studies were considering organizations in their research [9][10]. The focus of another research 

was on the employees too, where some hypotheses related to information security policy 

compliance within TPB were tested [21]. PMT was included in the research to test if significant 

improvements of information security policy compliance can be obtained by adding the PMT´s 

variables. The results showed that the PMT´s variables lead to improvements of the intention 

prediction.    

 

2.4 Suitable theories  

These selected theories provide the basis for an examination of relationships between 

intention, attitude, and behavior [10]. They provide what is needed to carry out this research.  

A user´s beliefs and behaviors regarding whether a security recommendation is essential or 

not come from the user´s understanding of the related threat [10]. The protection motivation 

theory contributes to an understanding of similar situations. PMT will support the 

investigation of users´ behaviors and will help in understanding why users still fall for e-crimes. 

The theory of planned behavior will support the investigation by an evaluation of the variables 

of TPB to figure out if they are essential for users to combat e-crimes.  
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2.5 Combining the theories  

This model that combines PMT and TPB will be used in this research to show what variables 

affect users´ behaviors when responding to e-crimes. Both PMT and TPB consist of elements 

that have influence on the user behaviors [10]. Therefore, the theory models can be combined 

as seen in Figure 3.          

 The user behavior in this research can either 

be a positive behavior that helps in avoiding or 

surviving an e-crime or can be a negative behavior 

that will be described as user mistake. A user 

behavior is any user action done before or during 

an e-crime attack that has a direct effect on the e-

crime´s consequences. The user behavior doesn´t 

only describe a user action done to respond to a 

current e-crime attack but also user actions done 

in advance to avoid possible e-crime attacks. The 

recommended behavior in this research refer to 

IT-security recommendations that should be 

followed to prevent e-crimes. IT-security 

recommendations will be obtained from literature 

articles. Having IT-security recommendations 

implemented to face possible e-crime attacks give 

indications of user e-crime awareness and e-crime 

protection motivation. The threat in this research 

refers to any privacy violation, fraud, sabotage, 

spying, or theft of users´ assets. 

 

 

 

 

 

 

 

 

 

 

Figure 3: Model that integrates PMT and TPB 
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3. Literature review 

3.1 Interest in e-crimes on companies 

Hacking attacks on the country-level have been highlighted in some literature articles 

[22][15][23]. The attacks involved in the issues between North and South Korea resulted in a 

study that aimed to unveil the relationship between these attacks and other set of attacks 

against Sony Pictures Entertainment [23]. A hacking profiling system called WHAP was 

developed by the authors. It consisted of among other a database for hacking cases. The 

database included around 212,000 web-hacking cases that occurred during the last 15 years.  

Different types of e-crimes on national level, more specifically, e-crimes on India were 

highlighted in one literature article [22]. An analysis was carried out on the recent e-crime 

attacks in Bangladesh [15]. Based on the analysis, the financial sector of Bangladesh was 

investigated to identify causes of cyber heist. The existing legal framework of Bangladesh that 

deals with e-crimes have been investigated too. Some recommendations were added for 

combating the increasing e-crimes in the world.       

 Nowadays, most companies protect their systems by using intrusion detection systems, 

firewalls, vulnerability scanning, and patching [18]. In other words, companies have security 

measures. Since web security is one of the important parts of information security, the 

reviewed literature article presented some vulnerabilities in the web service and proposed a 

web anti-attack method based on URL randomization [18]. Users are not affected by this 

attack at all, since the hacker´s purpose is to gain information about the website and the 

company that the website belongs to, therefore the investigated e-crime in this article is not 

on an individual-level. Companies in many different countries have been subjected to different 

types of e-crime attacks [16]. Companies were the focus of the article and the increase of 

different types of attacks against them. In another article, the authors discussed the steps 

used by a hacker to commit an e-crime on a company [17].     

 One of the articles that didn´t investigate e-crimes on individual-level, presented a 

general idea of the data mining techniques´ model and provided examples of e-crimes in the 

banking sector [13]. The reason for using data mining for e-crimes is to recognize patterns in 

criminal manners to predict e-crimes and prevent them. The authors refer to developing a 

high-quality e-crime tool that rapidly recognizes e-crime prototypes [13]. The discussed tool 

should not only use the past data to recognize but also to predict e-crimes. In another article, 

some of the old datasets for evaluation of machine learning based on intrusion detection 

systems was described, and the advances that have been made were viewed [6].  

 A vulnerability exploited by spoofing attacks has been proposed [24]. The vulnerability 

affects the controller area network (CAN) protocol that is used in in-vehicle networks. This 

vulnerability will affect users since the vehicles are used by them. But the vulnerability will 

affect the companies in the first place because the exploit makes the receiving and 

transmission electronic control units (ECUs) unable to detect anomalies.     
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3.2 Articles considering single risks, attacks and solutions 

There is a relation between violence and social media, which is called cyber violence [25]. A 

review of the existing literature articles related to violence was done to discuss the risks 

associated with cyber violence and the individual-level correlates.    

 Cryptolocker belongs to the ransomware family [26]. This ransomware is described as 

the deadliest malware the world ever encountered. It reaches the users through social 

engineering techniques and makes a wallet for each victim in Bitcoin. In 2016, Petya 

ransomware was introduced [15]. In order to infect a computer by Petya, the user had to 

install a software that is pretending to be a normal software. An anti-keylogger named KeyLog 

Detector software was created by some authors [27]. The authors explained the benefits of 

the created software that can detect any keystroke logger software and provide optional 

termination of the suspected process. This software is a combination of signature-based and 

heuristic-based approaches, which ensures that the suspected process is not only 

automatically detected but also terminated and added to the list with suspected processes. 

The software was created to be used by users and in companies.    

 An article provided practical guidelines that help users to confront spywares using open 

source software [4]. The provided systematic approach aimed also to help in cleaning 

computers by removing spyware, adware, and unneeded toolbars to free some space and 

improve the computer´s performance.        

 The strengths and weaknesses of the computer laws in Fiji were discussed [3]. It was 

concluded that having computer laws are not enough to protect the Internet users. Hackers 

are innovative and with the fast technology development, criminals will find ways to commit 

e-crimes that bypass the existing laws. Besides, most of the laws are developed after a new 

type of e-crime has been committed. The article also provided recommendations, but they 

were few and were more appropriate for companies. 

 

3.3 Articles considering e-crimes on users  

In a survey that was answered by IT-professionals, one of the questions was about awareness 

[1]. 47% of the responses described that users are not familiar with e-crime news and 53% 

that users are not familiar with ICT news. It wasn´t clearly described in the article if the 

question regarded the IT-professionals or users in Sri Lanka. However this question is 

interpreted, the responses or the selection of respondents will not be convincing. If the 

question is directed to the IT-professionals, then how can 53% of them be unfamiliar with ICT 

news. They should keep themselves updated, therefore this doesn´t make sense. If the 

question is about the IT-professionals´ opinions regarding awareness of users in Sri Lanka, 

then these numbers can´t be accurate. The purpose of this question is unclear. Since it is hard 

to make sense of the data related to this question, this data can´t be relied on.  

 In the same literature article, it was concluded that there is no relationship between the 

causes of e-crimes and the system security while using the Internet [1]. But, in an example, 

the opposite can be proved. If a user knows that someone that is capable of hacking, plans to 

infect the user´s computer with spyware, then the user can secure himself/herself by installing 
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anti-virus and following other security countermeasures, that might keep his/her data and 

personal information safe. Then there is absolutely a relationship between the causes of e-

crime and the system security. If the system security is not good enough the e-crime will be a 

reality. In another article, legal and social components that affects enhancement in e-crimes 

were inspected [8]. The article aimed to determine the social impact of e-crimes and possible 

ways to overcome them. It stated that organizations and users don´t want to spend money on 

securing their systems. While in another article, it was stated that organizations invest money 

to protect their information [1]. The author showed clearly the source of the statement while 

the authors that disclaimed the investment had no source. The article stated also that e-crime 

victims are users of every age [8]. Despite, the survey conducted in the article was focusing on 

youths. Regarding the background question, most users responded “moderate knowledge of 

computer”. Users can´t estimate their knowledge, their responses will depend on who they 

compare themselves to. The response is just an estimation and not a hard fact. Anyway, many 

users will most probably go for the moderate knowledge of computer to not go to the 

extreme.             

 In the abstract the authors told about the importance of making users adopt strong 

security measures to protect themselves from e-crimes [8]. Later in the article, examples of 

security countermeasures that could be adapted were given. The Secure Domain Foundation 

(SDF), which is a crime control agency was given as an external measure. It is an organization 

that aims to give awareness to companies and individuals. But how many users know that they 

can get help by this type of organizations, and how often do individuals ask for help from these 

organizations. This doesn´t seem like a security countermeasure that a user can adapt. Even 

though this work did a survey on users, there existed many recommendations through the 

article for companies. Some of the recommendations were only applicable for companies such 

as the one about segmenting networks of each department.    

 Recommendations related to fraud through mobile phones were presented in one 

article [7]. All the recommendations were about features that the FraudLabs company 

provided when a user signs up for their free package. These features can be helpful for some 

users, but as mentioned in the article, it is important to implement security measures that can 

adapt the level of risk related to the user [7]. Since common users will most probably not have 

high risk level, then these features should not be necessary. Additionally, to face the 

complexity of the e-crime world and to encourage more users to protect their data and 

properties, simplicity is needed. Requiring the users to sign up for security solutions in 

different companies to cover all the security needs would be overburdening and might have 

opposite effect. The source for the information provided about e-crime types is a website and 

the page that should contain this information couldn´t be found [7]. This source is therefore 

estimated as untrustworthy.         

 Despite the provided precautions were for users [2], they were general and not related 

to specific e-crimes attacks. The process of producing these precautions doesn´t seem to have 

been structured or methodological. Therefore, the precautions might be lacking. Other 

provided recommendations had connection to the e-crimes discussed in the article [28]. 

Mobile device related threats were categorized and presented together with meaningful 

recommendations. In another article, some recommendations for preventing e-crimes were 

very short and lacked explanation [1]. One of them was “avoid sending photograph via online”. 
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The meaning of the advice and a suggestion of a replacement were missing. The 

recommendations were general and couldn´t be connected to specific e-crime attacks. While 

in another article, where the same advice was found, the clarification was available, “avoid 

sending photographs online, especially to strangers as they may misuse it” [2]. To whom the 

photographs should not be sent, and the reason was added to the recommendation to make 

the purpose of it clear to the user that doesn´t want to only follow the advice, but also to 

understand the risks that the recommendation tries to avoid. Recommendations were 

provided to overcome the e-crimes on the national level [22]. Very general recommendations 

were provided as the previous articles with no specific related threat or target, but most of 

them were directed to companies [17].        

 An interesting article considered e-crimes on users, definition of different attack types, 

their impacts, and methodology for users to prevent the attacks [19]. Ten attack types were 

presented, but no one had a method description. The attack type descriptions were just about 

the attack characteristics and didn´t include how an attack takes place. For few attack types, 

information about recognition signs was provided, but since no information about the attack 

method was provided, information about user mistakes could not be extracted.  

  

3.4 Organizations and users 

E-crimes can do huge harm to organizations [1]. An attack on a company´s information, which 

constitutes one of the most important assets, will lead to a big financial loss. The financial loss 

for one organization can range between 1 million to 52 million dollars per year. Additionally, 

organizations have employees that are depending on the salaries to pay their bills. Imagine 

the total financial loss of different organizations in the same country. According to the Internet 

Crime Complaint Center (IC3), the cost of the information loss in USA due to e-crimes doubled 

in size during year 2008 – 2009, from 265 million to 560 million dollars [1]. Even small 

organizations are targeted, hackers exploit the fact that small businesses don´t have large and 

robust security protocols to avoid theft [17]. Furthermore, hackers refer to small businesses 

as gateways for larger organizations. An attack that targeted a small company that served a 

larger company with heating and air conditioning resulted in stolen customer data in both 

companies.          

 Regardless of an organization´s wide attack surface compared to a user´s, organizations 

have policies, technical countermeasures, and awareness training that reduce the risk of 

getting attacked and mitigate the loss [2]. Many approaches are used by organizations to 

tackle e-crime attacks. An employee can be tricked into opening a malignant connection or 

giving login credentials [17]. But also, a user can be tricked by a phishing e-mail into giving 

away personal information [19]. When the network security history was tracked, it appeared 

that the use of weak or non-complex network access passwords by users were among the 

main concerns [14]. Users are slack in protecting their mobile devices and computers [8]. 

Cyber security is a demanding task for all users [4]. Users are depicted as susceptible and 

vulnerable to e-crime attacks, because they are least educated about cyber security [19]. 

Besides, e-crime attacks get much more success when targeting users. Many users become 

victims of e-crimes because they are unaware of the consequences of the Internet usage [8].
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3.5 User unawareness 

The Internet Crime Complaint Center (IC3) encourages public awareness for how to establish 

immunity against hackers [6]. The general public should get a wider awareness regarding 

network security issues [14]. Awareness building is the most important way to reduce e-crimes 

[20]. Increasing awareness about e-crime, Internet usage, and Internet security can help in 

decreasing the fear of e-crimes [5]. Users should be aware of e-commerce fraud crime [7]. 

 Reduction in e-crimes will only be possible if users become much more aware of the e-

crime aspects [20]. This was the conclusion in one of the literature articles that short and very 

generally discussed the nature, characteristics, and issues related to e-crimes in India. The 

authors of the article were not focusing on either companies or users.  

 Information security awareness support in companies reduce the risk of information 

security breaches [9]. Companies that have continuous training for their employees using well-

developed awareness programs noticed a decrease in ordinary social engineering attacks like 

spear-phishing [16]. Social engineering targets users as well as employees, the only difference 

is that a user´s e-crime awareness is his/her own responsibility. Users´ sense of responsibility 

and awareness are necessary to protect against e-crimes [19]. 61.9% of 118 respondents 

answered yes in a survey question about awareness in Internet usage and if it can reduce the 

victimization of e-crime [5]. This survey response indicates that users know about the 

importance of e-crime awareness.        

 The government of Pakistan has been asked to take steps to make users more aware [8]. 

Various workshops and seminars are held at institution level, college, and university to make 

users aware of the e-crimes happening around the world and in Bangladesh and how to 

prevent them [15]. A user´s awareness, responsibility, and knowledge are the best defense 

against e-crimes, regardless of a government action [19]. There are many ways to reduce e-

crimes, but due to the lack of awareness, users still don´t take precautions for e-crimes [20].

 There exist various research gaps related to awareness of cyber security [14]. Users are 

still not aware about e-crimes [20]. Younger users are victimized because of unawareness 

about e-crimes and their negative impact [5]. Lack in users´ awareness about how to report e-

crimes is a major reason for the increase of e-crimes [8]. Year 2018, an article that had focus 

on awareness was published. Which indicates that until less than two years ago the user 

unawareness of e-crimes was still considered as a main obstacle to prevent and reduce e-

crimes. Despite all the above-mentioned details, a conflicting study presented survey results 

from year 2013 for e-crime awareness among users [1]. The survey showed that 93% of the 

users were aware of e-crimes. No further information about the number of participating 

respondents or what base the data lied on were given. As users become aware of traditional 

attack methods, hackers develop new methods involving social networks and mobile devices 

to keep their illegal gains flowing [3]. Which indicates that the awareness campaign needs to 

and will continue. The future generation need to have better awareness of e-crime effects and 

how to mitigate risks associated with cyber security [3]. Awareness agenda should be put into 

practice to guarantee that users recognize intensity of privacy and data concerns [13].  
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3.6 The power of users 

A review of literature articles within network systems aimed to provide new information to 

researchers about the existing security and privacy gaps in the field [14]. One of the reviewed 

articles was about a campus network containing many vulnerabilities that caused risks such 

as illegal use of the network, deletion of important data, illegal access of unauthorized files, 

leaking information, and spreading of viruses on the campus network. The suggested solution 

was to provide more awareness to users to hardening their networks. In order to improve the 

network security, the users had to set strong passwords, use the latest applications and 

devices, buy original software, and use VPN and firewalls. This indicates that a whole 

network´s security can be depending on users, which means that users have a huge positive 

impact on security. Users can make a network more secure. Other suggested solutions to this 

issue were not enough to protect the network and didn´t even cover small or new 

organizations [14]. The solution connected to the users was therefore the optimal solution. 

Making the users aware of the threats that always existed in the networking world was 

another good suggestion to counter the threats on the campus network architectures [14].

 Many users may not be aware of the danger of e-crimes [19]. But most of them are 

aware of the issues, they are just not fully familiar with the necessary countermeasures to 

solve the problems [14]. The methods used for network engineers to monitor lines are limited 

because the user privacy would be breached by the data flow monitoring. Controlling the 

security from the source would therefore be better, by giving the users the necessary 

knowledge to combat low-level threats that may turn into something serious.      

 

3.7 Literature review outcomes 

3.7.1 Most popular e-crimes on users 

The following categorization of e-crimes is based on the e-crime purpose. Categorization by 

e-crime purpose has been chosen to match the survey content. Since users are not supposed 

to know cyberattacks by their names, then for the question about the e-crime type that the 

user has been subjected to, the user will answer based on what he/she thinks the e-crime type 

was.              

 In many cases, the attack purpose is unclear. As it is in the case of a Man-in-the-middle 

attack, the attack can be active or passive [29]. In the passive version, the hacker only monitors 

the network communications. While in an active attack, the hacker may alter communication 

for sabotage or to use the gathered information for identity theft or other types of fraud. But 

since interception of communications is used as a description of this type of attack, then its 

purpose is considered as sabotage. Therefore, these attack types belong to purpose categories 

that describe the hacker´s most common aim of using each attack type. Regardless of the 

possibility to place an attack type under multiple categories, as far as the attack type fits within 

the category, then the selection should be considered as proper.    
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3.7.1.1 Theft    

All attacks that lead to a user´s identity, data, or money gets stolen are part of this category.   

ID theft  [7] 

Data theft [7] 

Financial fraud [8] 

Stealing devices [8] 

Phishing [7][19] 

Session hijacking  [19] 

Black mailing  [8] 

Public Wi-Fi network attack  [19] 

Table 2: Found attack types that can be related to theft e-crimes 

3.7.1.2 Privacy violation  

The included attacks are considered as active attacks where the user can detect that an attack 

is going on.  

Hacking  [8] 

Password attacks  [19] 

Table 3: Found attack types that can be related to privacy violation 

3.7.1.3 Sabotage        

These attacks aim to disrupt or destroy hardware or software by altering communications or 

infecting devices with malicious codes. Within the sabotage category, e-crimes aiming to 

injure users by disclosing their personal or sensitive information are also included.      

Man-in-the-middle [19] 

Malware [7][19] 

Botnet  [7] 

Table 4: Found attack types that can be related to sabotage e-crimes 

3.7.1.4 Bluffing  

All ways used to trick a user into believing in fake information or trusting fake parties with the 

aim to mislead a user or get a user´s trust to provide information or pay for a fictional service, 

are included in this category. 

Use of fake profiles [8] 

Pop-ups  [19] 

Spam [7] 

Table 5: Found attack types that can be related to bluffing e-crimes 
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3.7.1.5 Spying  

The aim of these attacks is to monitor and capture data. They are passive attacks that are hard 

to detect by users.  

Eavesdropping  [19] 

Keylogger [27] 

Table 6: Found attack types that can be related to spying e-crimes 

 

3.7.2 Attack methods 

Some real attack methods have been presented in the literature articles. Two of the attack 

methods were used in Indonesia [7]. The first case happened in 2001, it was about a hacker 

that created several fake websites for the BCA Bank. The first required user input in this attack 

method was clicking on one of these fake website links and the second input was writing login 

credentials. In the second case, a hacker sent messages to mobile phones about winning a 

prize from a national bank. The required user input was clicking on the website link that was 

included in the message.         

 According to the author of the article, this second case showed the lack in Indonesian e-

crime laws because this case was like the first banking case, which means that this type of 

cases continues growing in the community [7]. From another perspective, having two similar 

attack methods that target users of banking services by including different cyber medium 

shows lack in knowledge among users about the different used attack methods. There is a 

strong relationship between causes of e-crimes and unawareness in e-crime [1]. There is 

another relationship between causes of e-crimes and users being negligent with confidential 

data. Users are negligent with their personal information and do share it irresponsibly with 

unknown or untrusted parties. They can´t imagine how far it can go and what physical loss it 

can cause. Increasing the users´ awareness and knowledge about e-crimes and how to avoid 

them will lead to a decrease in e-crimes, because awareness is the key factor in information 

security assurance [9].         

 In the previous presented attack methods, a clearer user input was required to help the 

hacker commit the e-crime. The user had to click on a link and provide information to give the 

hacker access. But the e-crime can be more complicated and harder to prevent. Sometimes 

the hackers try to exploit the existing vulnerabilities in users´ computers by infecting them 

with a trojan malware, without letting the users notice [7]. Letting a device be vulnerable by 

not keeping it up to date is an opportunity that a user provides freely to the hacker. Saving 

passwords and credit card information on websites is an opportunity that a hacker can exploit 

as in an incident where a hacker group got access to personal information from websites 

including Amazon [1]. The hackers claimed that the stolen user data from online shopping 

sites and dating sites included passwords and credit card information. The opportunity is given 

to the hacker not only by direct interaction but also by security negligence. The security 

negligence continues to cause harm because of users that use weak passwords [7]. The reason 

why self-protection of users is important, is because users´ negligence lead to harm for the 

entire country. As the case in Sri Lanka, when several governmental websites were hacked 

due to weak passwords that were used [1]. On the other hand, users that protect their 
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computers by installing and updating anti-virus software prevent the spread of malware [4].  

 One of the ways a hacker can use to exploit computer or mobile device vulnerabilities is 

by utilizing official platforms to inject malicious codes [28]. Mobile applications can be 

downloaded from different sites, some of them are official sites, but this doesn´t matter 

because despite it, a hacker can inject malicious codes to mobile devices without letting the 

user notice anything. Therefore, downloading programs from official sites is not an assurance 

for getting programs that are free from manipulation. This is because most of the malicious 

codes for mobile devices consist of trojans, which seems to be doing a thing while it executes 

something else behind the scenes [28]. A hacker uses trojans to create a secret path to access 

confidential data that can later be used in phishing scam or any other e-crime. To commit this 

e-crime, the only user input required is downloading and installing the manipulated 

application. If the application is downloaded from an official site and installed, it will seem to 

work normally, then it will be very hard for the user to discover the manipulation and the 

trojan malware will be a reality. In a real case that happened in Sri Lanka, a hacker breached 

the official website of Sri Lanka´s ports authority [1]. To not be directly discovered, the hacker 

didn´t deface the website´s main page but added instead a webpage to the “admin”-folder. 

Real e-crime attacks have occurred where the hacker generates fake free anti-virus pop-ups 

in reputable companies´ websites [19]. Web applications have become the first choice for 

many hackers to launch attacks and spread malicious programs [18]. When 4.5 billion pages 

were analyzed. It was found that one in ten pages contains malicious code.   

 Keylogger is a computer software used to collect information from systems without 

letting the user notice anything [27]. The software-based keylogger can be installed by clicking 

on a malicious link that seems to be sent from a trusted person or party. Another used way to 

promote these malicious links is by shortening them using URL shortening services and sharing 

them on social media [30]. The malicious links could be spam, scam, malware, or a phishing 

attempt. A ransomware malware can be sent in a naive looking e-mail [26]. The e-mail can 

seem to be sent from for instance the electricity board where they state that the user has not 

paid the bills. So, in some cases, sharp social engineering tactics are used for ransomware to 

propagate. But the ransomware malware can also be embedded in a fake anti-virus pop-up 

message. Ransomware can be downloaded unintentionally when another program is 

downloaded, when visiting a website that suffers from bloatware, or by following a malicious 

ad or link. By using removable storage in multiple computers, ransomware can spread. Trojan 

horse virus also hides itself inside other software and can get into a user´s computer by being 

downloaded or in an e-mail attachment.        

 Three password attack methods were described in a literature article. One of them is 

password guessing, where the hacker keeps guessing possible password combinations until 

the right password is found [19]. This attack process takes shorter time when password 

cracking software tools are used and when the targeted user uses a common password. 

Password resetting is the second attack method, but it is not very common. In this attack 

method the hacker must first get access to the file system of the operating system. Then, the 

hacker can modify and crack system files that contain user password. The third attack method 

is password capturing. The malware used in this attack method allows the hacker to 

unconsciously track the user´s keystrokes. Which allows the hacker to get the user´s password 

right away.  
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3.7.3 User mistakes  

Related user mistakes are presented for each found threat that can cause loss or damage to 

users´ assets. 

User mistakes that lead to installation of spyware or trojan horse [4][7][28][26][27]:  

• Downloading a driver, program, or file from an untrusted source. 

• Adding an extension to the web browser from an untrusted source. 

• Installing a fake anti-virus from a pop-up or a third party. 

• Clicking on foreign/suspicious links in messages, e-mails or social media.  

• Downloading and installing applications or programs from third parties.  

• Not keeping software updated. 

 

User mistakes that lead to ransomware infection [26]: 

• Visiting websites full of bloatware. 

• Following a malicious ad or link. 

• Use of foreign removable storage. 

• Opening an unknown e-mail attachment. 

 

User mistakes that lead to password cracking [19]: 

• Use of common passwords. 

 

User mistakes that lead to ID/money theft or fraud [1][7]: 

• Revealing personal information to outsiders. 

• Saving passwords or credit card information on websites. 

• Writing login credentials after clicking on suspicious/unknown links. 
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3.7.4 IT-security recommendations 

3.7.4.1 Use of tools recommendations 

Recommendations about using programs and software aim to provide the user with support 

in detecting and preventing possible e-crime attempts. Anti-virus and other security software 

for mobile devices are example of software that can improve the cyber security for users 

[2][4][28]. Updating anti-virus software will guard systems from new virus attacks [1]. In a 

survey answered by 300 IT-professionals in Sri Lanka, 23%, which is the biggest part of the 

respondents for this question about the used security system by them to avoid e-crimes 

answered installing anti-virus and anti-spyware software program [1]. Using Virtual private 

network (VPN) can improve the network security [14]. Also, pop-up blocker software is good 

to have [19].  

 

3.7.4.2 Preventive recommendations 

These recommendations aim to aggravate the hacker´s work and decrease the possible loss 

caused by an e-crime attack. Preventive recommendations can protect against attacks such as 

password cracking, data encryption in ransomware, network attacks that utilize unprotected 

wireless network connections, vulnerability exploits, and keystroke logger installed on public 

computers. Doing daily backup is important [2]. Data backup should be done regularly [4]. 

Secure data backup is required especially by users [8]. Doing daily backup is the next popular 

security system used by the IT-professionals in Sri Lanka [1]. Ransomware malware encrypts 

the data on a computer and the hacker demands payment to decrypt and restore the data [4]. 

It can take millions of pounds of computation hardware and time to try to recover the required 

private key from the public key [26]. The process may not be finished by 2 years´ time. 

Therefore, safely data backup and data storage are important, so if the computer gets infected 

with malware, the lost data can be restored [4].       

 Changing passwords frequently is necessary [2]. The Computer Emergency Response 

Team of Sri Lanka (SLCERT) urged the users to change their passwords for Facebook and e-

mail accounts after several websites have been hacked [1]. Even when EBay was hacked, the 

managers requested all users to change their passwords. Using strong passwords is important 

to improve network security [2]. The use of strong passwords is the top suggestion [14]. The 

password should consist of at least 7 characters, 3 numbers, and one special character. Users 

should be careful when connecting to a wireless network [2][28]. Since public networks are 

not password secured, they are at much greater risk of getting attacked [19]. Use password or 

PIN lock for mobile devices, to make the data secure and to ensure that only the owner can 

use the data [28]. Passwords serve as essential keys to all the user´s private information [19]. 

Delete passwords and other information from social networking sites to not let hackers use 

the data [28].           

 Computers and software should be updated frequently [4]. Security vulnerabilities in 

software are commonly exploited to gain access and steal the user´s valuable information [19]. 

For software companies, it is hard to patch every single exploit, therefore updating software 

is essential. Some vulnerabilities will still exist, but the chances of exploitation greatly 
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decrease. Public computer should never be used for sensitive activities such as Internet 

banking [8]. Activate firewalls to improve the network security [14]. Delete program and 

information you don´t need instead of discarding them [28].    

 In general, it is important to think before taking actions for instance before giving an 

application access to data or before clicking on URLs [2][28]. Spam messages or e-mails from 

strangers or suspicious parties should not be opened to avoid spreading the spam [4]. User 

should avoid clicking on links sent by e-mail or text messages [28]. Also, personal information 

and passwords should not be shared with strangers [1][2]. This includes personal photographs 

that should not be sent to strangers. In general, only the required information should be 

provided or shared with parties for instance in account registration [4]. Programs should only 

be downloaded or bought from verified official platforms, to avoid risks and threats related to 

injected malware in programs [14][28]. When programs or files have been downloaded, they 

should be scanned before opening them [4]. Even URLs should be double-checked before 

clicking [2]. Look for URL of pop-ups to reveal if the source is genuine or not [19]. 
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4. Research methodology & process 

4.1 Evaluation of qualitative research 

The salient criteria for the evaluation of social research are reliability, replicability, and validity 

[31]. Reliability is concerned with the question of whether the study results are repeatable. 

Replicability is similar to reliability, sometimes researchers want to replicate the findings of 

other researchers. In order to replicate a study, the study must be capable of replication, 

which require detailed procedures to be included in the research for how it was done. Validity 

is about the integrity of the conclusions that are generated from a piece of research.  

 Establishing the credibility of findings means ensuring that the research is carried out 

according to canons of good practice [31]. To estimate the transferability of qualitative 

research findings, the researcher must produce rich accounts of the details of a culture. To 

establish the merit of research in terms of trustworthiness, an auditing approach should be 

adopted, which means ensuring that complete records are kept of all the research process 

phases. Since complete objectivity is impossible in social research, confirmability is about 

ensuring that a researcher has acted in good faith, without overtly theoretical inclinations or 

overtly allowed personal values to sway the research conduct and findings deriving from it.  

 

4.2 Research strategy 

The qualitative research strategy is inductive, interpretive, and constructive [31]. But 

qualitative researchers don´t always subscribe to all these three features. Qualitative research 

can be employed either to generate or to test theories. The type of survey questions in 

qualitative research tend to be more open-ended than the questions in quantitative research. 

In the data collection and analysis, qualitative research emphasizes words rather than 

quantification. All these features serve the selected way to perform this research. 

 

4.2.1 How it fits the purpose of the study  

The qualitative research method involves an in-depth understanding of human behavior and 

the reasons that govern the human behavior [31]. This study aims to investigate the variables 

that govern human behaviors in connection to e-crimes. In addition to the human behavior 

related to typical mistakes, other behavior related to reporting of e-crimes are involved. Not 

reporting e-crimes or late reporting give a feeling of user negligence and unawareness. 

Qualitative research is concerned with description and explanation that will help in making in-

depth understanding of the users´ behaviors [31].        

 The purpose of this research is not to generalize the results; therefore, the selected 

sample size consists of less than 100 participants. In quantitative studies, larger sample size is 

required to generalize the results. On the other hand, most qualitative studies have relatively 

small sample size which makes the results hard to generalize [32].   
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4.2.2 Pros and cons 

Qualitative research methodology is used to seek an understanding of behavior, beliefs, 

values, and more in terms of the context in which the research is conducted [31]. This 

characteristic of qualitative research supports the research aim of this thesis.   

 Findings in qualitative research seem to rely much on the researcher´s unsystematic 

views of what is important and significant [31]. This claim goes against the nature of qualitative 

research where the point of orientation is based on what the participants think is significant 

and important. Qualitative research shows the participants´ point of view. The questions in 

the survey are open-ended which gives the respondents the opportunity to freely answer the 

questions in contrast to quantitative surveys where the questions have pre-selected answers.

 The findings appear also to rely on the close personal relationship between the 

researcher and the participants [31]. Since the research method used is survey, where no 

direct interaction between the researcher and the participants happen, then the findings in 

this research will not be affect by this point. Further, the survey is anonymous, so the 

researcher will not be able to recognize or be able to contact the participants.    

 It is argued that when data is collected from a small number of participants in a certain 

locality, then it is impossible to know how the findings can be generalized to other settings 

[31]. This research doesn´t aim to generalize the data collected since it is hard to reach 

subjected users in general and with the time limitation of this research the task becomes even 

harder.            

 The transparency is an issue connected to qualitative research [31]. It is sometimes 

difficult to establish what a researcher did and how a researcher came to the study´s 

conclusions. Many times, it doesn´t appear how the researcher chose the participants for the 

data collection. Since the audiences have the right to know how the research participants 

were chosen and how the research process was done, all the required information to make 

this research transparent will be clearly described.       

 

4.3 Research method 

The target group for this research is online users. Online users are common humans, but they 

are easier to reach using online platforms. Therefore, online social survey is selected as 

research method for this research. 

 

4.3.1 Data collection method 

Traditionally, surveys rely on three basic data collection methods mail surveys, face-to-face 

interviews, and telephone interviews [33]. For this research, face-to-face interview will most 

probably require traveling to different cities in Sweden to get answers to the questions in the 

survey, which will be costly and time consuming. Besides, face-to-face interviews poses a risk 

for inappropriate frame of reference on participants that might affect the analysis of the data 

negatively [31]. Therefore, face-to-face interviews will be hard to perform.  
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 Telephone interview will not either be the most appropriate method for this research. 

It would be intrusive to ask for personal information for subjected users from for instance the 

police, related authorities, or insurance companies that might have this information. Further, 

it would be time consuming and immoderate to randomly pick numbers to call and ask if the 

persons have been subjected to e-crimes. Therefore, this data collection method is irrelevant 

for this research.          

 Remaining is the mail survey. There is a type of research method that is called online 

social survey that includes e-mail surveys and web surveys [31]. One of the most common 

used methods now for data collection is web surveys [33]. Web survey is being proffered as a 

replacement technology for mail survey. In web surveys, a computer administers the 

questions on a website. Respondents are invited to visit a website where a survey can be found 

and completed online [31]. The data collection process will be easier using web surveys. The 

researcher can start with the analysis of the gathered data while the data is still being 

collected. This data collection method offers more time for the other research-related tasks. 

 

4.3.2 Advantages and disadvantages 

The survey results can be affected by multiple factors [32]. Some of them are related to the 

respondents such as respondent unreliability, misunderstanding, ignorance, reticence, bias, 

and lack of time. Some respondents may answer the questions based on what they believe is 

socially desirable rather than the truth or their real opinions. The fact that users may have 

been subjected to e-crimes some years ago may lead to inaccurate recall of responses due to 

poor or incomplete memory of events.                

 The survey itself can have bad design or wrong selection of words [32]. Later in the 

process, error in coding, processing, statistical analysis, or wrong interpretation of the results 

can also threaten the survey results.       

 Additionally, the generally utilized inductive coding process in qualitative data research, 

can easily be influenced by the researcher´s subjectivity [32]. The subjectivity can be reduced 

by using survey that is usually viewed as a more objective research tool. Further, surveys 

permit a broad range of responses. Web surveys provide broader design opportunity for a 

survey [31]. Surveys can provide evidence of patterns among large populations [32]. The 

survey in this research is not a structured survey because not all the survey questions have 

pre-determined answers. The survey consists also of open-ended questions; therefore, the 

data will not be analyzed quantitatively.  
 

4.3.3 Survey software tool  

SurveyMonkey has been used to create and share the survey questions online. The software 

provides a URL-link that leads directly to the survey questions [31]. The basic features of the 

software are free of charge. A fee exists for advanced features such as getting the collected 

data in PDF-format. The fee is affected by the number of respondents who complete the 

survey. In the free version of the software, the responses will not be viewed for the researcher 

when the number of responses achieve 100, unless the researcher upgrades to an advanced 

featured software version. 
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4.3.4 The survey questions 

The survey has nine questions. The reason for having few questions is to convince respondents 

to participate and to increase the likelihood of completing the survey. In the survey, six of nine 

questions are open-ended. The remaining three questions consist of multiple-choice answers. 

Only the first seven questions are mandatory, the last two questions are optional. Question 

number 8 is depending on the answer to question number 7, if the answer to the previous 

question is “no”, then the user can´t and should not answer question number 8. The last 

question in the survey is for the respondent to add any other information that wasn´t covered 

by the previous questions, therefore this question is also optional.    

 The age of the respondent, the year when the e-crime occurred, and the question about 

reporting the e-crime to the police have multiple-choice answers. The main reason for pre-

selecting the answers for these questions is to facilitate the coding process. For the age, the 

precise age is not determinant for the research, also it becomes easier to manage the age 

using ranges. For the year, it is uninteresting to study too old e-crimes since the methods used 

continuously change. Respondents might not read the introduction where information about 

the considered years of attacks are mentioned. Therefore, this is a way to stop a respondent 

from entering a year that is not considered in the research. This specific year range is selected 

to get reasonable old e-crimes. The same range was used for the selected literature articles. 

For the question about reporting the e-crime to the police, the first reason is to limit the 

variation of answers. The second reason is to highlight the purpose of the question which is 

about the delay in reporting and if the respondent reported or not.    

 Some type of questions should be avoided such as questions where unfamiliar or 

difficult terms are used, leading questions, too complex questions, and double-barreled 

questions [31]. These principles were considered when the survey questions were designed. 

Since users might not know the commonly used cyberattack names, the users were asked 

about the type of e-crime they were subjected to. Additionally, in the question clarification, 

the users were asked about the purpose of the e-crime and what the hacker tried to gain, to 

enable them to describe the type of e-crime in case they don´t know its type. Clarification was 

added to almost all open-ended questions to make sure the respondents understand what 

information the researcher is trying to get.        

 During the period when the survey was open, 24 responses were collected as seen in 

Figure 4. The average time it took for the respondents to complete the entire survey is also 

presented in Figure 4. 12 respondents described the e-crimes in detail while the other 12 

respondents were providing only valuable information about the e-crimes. In general, it is 

harder to remember details of incidents that have occurred five years back in time compared 

to incidents that occurred during the last year.  

Figure 4: Insight over the survey response information 
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4.4 Sampling approach  

Purposive sampling is the commonly used approach in qualitative research [31]. This sampling 

approach is characterized by conducting the sampling based on the research questions, not 

randomly. Within purposive sampling, samples are selected based on the research goal 

criteria. Therefore, it is harder to find respondents using purposive sampling approach. In 

order to answer the questions in the provided survey, a respondent must have been subjected 

to an e-crime during 2015 – 2020 in Sweden. The sample group is therefore limited to 

subjected users. This criterion must be met in order to let a user participate. Since this 

research is focusing on users and not employees, e-crimes on employees or companies are 

excluded.          

 Theoretical sampling and snowball sampling are examples of purposive sampling in 

qualitative research [31]. Snowball sampling is the selected sampling technique for this 

research. A small group of people that are relevant for the research are selected as samples 

[31]. The sampled participants should propose other relevant participants. Then these new 

participants should suggest other participants and so on. The survey link was shared on 

multiple platforms, both physically and online. In the posts where the survey link was shared, 

the respondents were asked to share the link on their social networks. Subjected users might 

not share their e-crime experience with relatives for some reasons. Therefore, a respondent 

that participates in the survey might not have knowledge of relatives or friends that have been 

subjected to share the link with or to inform about the survey. Therefore, this strategy was 

taken, to ask users to share the link on their social networks despite if the respondent knows 

someone to share it with or not.         

 The number of survey responses needed for this research to be statistically valid is 69. 

It is based on the statistics in Brå, The Swedish National Council for Crime Prevention [34]. The 

statistics are for fraud and economic crimes in Sweden during 2018, which is 260 260 reports 

as Figure 5 shows. This number is used to represent a possible population size of the subjected 

users. The sample size was calculated using the population size, which is 260 260, the lowest 

recommended confidence level 90%, and the highest recommended margin of error which is 

10% as seen in Figure 6 [35]. But since it is quite hard to get 69 responses due the previously 

mentioned reasons, saturation will be the criterion for the sample size [31]. The appropriate 

sample size for this research is whatever it takes to achieve saturation regardless of the 

number of responses [31].  
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Figure 5: Statistics for fraud in Sweden 2018 

 

Figure 6: Sample size calculation 
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4.5 Phases of the research  

The main steps of the qualitative research are shown in Figure 7 [31]. The description for how 

some steps have been operationalized and how the other steps are planned to be 

operationalized have been motivated and added below the figure.      

 

 

Figure 7: The main steps of qualitative research 

 

1. A research question has been generated based on the research aim. 

2. The scope of the research including the limitations have been established. The 

research considers subjected users in Sweden with no age limitation. Attacks on 

employees or on companies are excluded.  

3. Part of the data have been collected from literature articles and the other part are 

collected from subjected users using a survey.   

4. The collected data will be manually coded and analyzed in order to interpret the data. 

More information about the coding process can be found under the title Analysis. 

5. The iterative strategy is an alternative, so it is not necessary to apply it [31]. Further, it 

is hard to be applied due to the limited time of the research.    

6. It is important to make sure that the audience is convinced about the significance of 

the interpretations offered [31]. Therefore, the previously mentioned research 

evaluation criteria for qualitative research will be followed.   
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4.5.1 Data collection 

Web survey was used for the data collection in this research. The survey questions were made 

available online using the survey software called SurveyMonkey. To collect data, the link to 

the web survey has been distributed using different online platforms and physical places. The 

following list shows the used ways to share the link: 

1. Through the social media platforms, Linkedin and Facebook. The link together with a 

description and explanation of the research were publicly shared in a post. The users 

were also asked to share the link in their social networks in order to spread the survey 

and get more responses. Totally four users shared the survey link on their social media.  

2. Malmö university and Luleå university of technology student unions were contacted 

and asked to share the link with the personnel and students at the universities. The 

student union at Malmö university referred to a Facebook page for students. The link 

was shared on the page.   

3. At Malmö university, the survey link was written on sticky notes and distributed to 

students and personnel with a spoken description of the research.   

4. The Swedish credit-reporting bureau that is called UC was together with two insurance 

companies contacted and asked for possibility to share the survey link with their 

customers since they might have direct connection with subjected users. The 

responsible employee at one of the insurance companies explained that they don´t 

offer insurance for such e-crimes, therefore they had not the right users to share the 

information with. The responsible employee at the other insurance company 

explained that they can´t be part of the research because they can´t share information 

about their customers. 

5. The QR-code for the survey was shared on Linkedin and Facebook in case some users 

were afraid to click on unknown links. They were asked again to share the link if they 

had the opportunity.  

6. The link together with the QR-code were sent in an e-mail to 18 e-mail contacts. Some 

of these users had Linkedin and Facebook accounts but since they might have missed 

the posts, they got direct information by e-mail.   

7. SMS with information about the thesis, the survey link, and the QR-code were sent to 

five telephone contacts. Two of them replied that they will share the information with 

their friends and family.  

8. A publicly known police IT-security expert was asked to share the survey link on his 

social media, and he did.         
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4.5.1.1 Data collection decisions  

The web survey was available in 31 days from the 1st until the 31st of March in order to collect 

as much data as possible. The period from 21st to the 29th of February was devoted for 

preparing for the survey link release. The preparation included finish writing and reviewing 

the survey introduction and questions. It also included reading about, comparing, and testing 

several survey software tools.         

 This research is limited to the last five years. Users that have been subjected to e-crimes 

during year 2014 will not be able to participate in the research. The research must be limited 

in some manner in order to place the research findings in a context, interpret the validity of 

the scientific work, and assign a credibility level to the research conclusions. For the literature 

review, the search was also limited to the last five years to collect information from the same 

period of time. Besides, the continuously updated attack methods make old cases invalid or 

not helpful. Therefore, a selection of five years old cases was made with an estimation that it 

will provide reasonable old data.    

 

4.5.2 Analysis  

Qualitative data analysis is largely inductive, which allows meaning to emerge from the 

collected data [36]. The analysis will be done manually without the use of computer-assisted 

qualitative data analysis software (CAQDAS) [37]. NVivo is an example of such computer 

software that assists in the analysis of qualitative data [31]. Enough information about NVivo 

is available, but the limited time of the research doesn´t support learning and testing the 

software. Besides, only a 14-days free trial exists. 14 days will not be enough to test and get 

familiar with the software. Before the data collection process is completed, the analysis of 

data should start. These 14 days must last until all needed data is collected and analyzed. On 

the other hand, using the free version of SurveyMonkey prevents from obtaining the collected 

data as for instance PDF-files, which is required by NVivo to read the data. There is also a 

chance that the mental energy will be more focused on the software than the data itself [38]. 

Further, the amount of data collected in this research is not huge, therefore it can be managed 

manually.           

 In traditional pencil-and-paper methods of qualitative data coding, the coding is done 

manually by writing codes on the margin of a paper, next to the text they represent [37]. Color 

coding can also be applied by highlighting texts with different colors to represent different 

coding decisions. Writing codes on paper gives more ownership of and control over the work 

[38].       
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4.5.2.1 Qualitative data coding 

Qualitative coding is a process of defining the nature of a phenomenon by continuous 

interaction with and re-reading of the data [37]. A researcher discovers patterns in the data 

when comparing and ascertaining themes and by stopping to reflect and ask questions. 

Qualitative coding is natively more interpretive and is often corresponded with building 

explanations. The qualitative coding process is over when saturation is achieved. A researcher 

can recognize when saturation is achieved when further analysis doesn´t lead to new patterns 

or codes and when all concepts are well established and defined. Thematic coding is the 

primary process of developing themes for thematic analysis which is the commonly used data 

analysis strategy across all qualitative designs [36]. Thematic analysis will be used in this 

research.    

 

4.5.2.2 Thematic coding 

Thematic analysis is used to identify, analyze, and report themes within the data [36]. Raw 

data forms codes and codes form themes and thematic maps. The created codes and themes 

belong to categories that were created to answer the research questions of this research. Each 

survey question represents a category. Identifications and definitions of themes lead to 

interpretations that become the foundation for the conclusions. Through the conclusion the 

research questions will be answered. To identify meaningful themes, it is helpful to review the 

data question by question [39]. The data will therefore be coded and viewed question by 

question. In thematic analysis, a theme can be important despite it doesn´t appear often in 

the responses [36]. If the theme captures something important in relation to the overall 

research questions, then the theme is important. Transparency of data analysis is very 

important and can be accomplished with a detailed description of the coding procedures and 

how codes and patterns of codes led to themes and resulted in interpretations.    

 

 

 

 

 

 

 

 

 

 



 

31 
 

4.5.2.3 Initial steps of coding 

1. Compiling the data  

This step refers to the transcribing process [36]. All the collected responses will be written 

on papers and organized question by question.   

2. Disassembling the data  

Here the data will be separated in order to create meaningful groupings [36]. This is done 

through coding where similarities and differences in data are identified. Other interesting 

features of data are also identified systematically across the entire data set. A coding 

strategy is established based on a careful review of previous research before the coding 

process has started. Every question has a coding strategy that includes a description of 

what information would be helpful or interesting to include in the research. During the 

coding process, definitions of each created code or group of codes are developed [36].     

3. Reassembling  

Here are codes or categories mapped and put into context with each other to create 

themes (see Table 19), which are patterns in the codes [36]. A theme takes a numerous 

piece of related code to view a bigger picture of what is being portrayed.   

4. Interpreting   

This step is about making analytical conclusions from the codes then the themes [36]. 

Discussion of relationships between themes and global findings related to all codes should 

be included in the interpretations. Literature articles should be used to add value to the 

topic.   

5. Concluding  

It includes responding to the research question or the purpose of the study.  
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4.5.2.4 Coding strategy 

The coding strategy that will be employed will be based on the survey questions. For each 

survey questions, there will be a description of the purpose of the question, what information 

will be helpful or interesting to get, and how the data can be related to other questions. 

1. How old are you? 

The purpose of asking about the age was to show that users of all ages can be subjected 

to e-crimes, and anyone of them can do a mistake. It would be interesting to study if there 

is a relationship between an age-group and a specific user mistake, which will view that 

the users of the age-group perform the same behaviors.      

2. During which year did the e-crime occur? 

The purpose of asking about the e-crime year was to show that e-crimes on users occurred 

five years ago and are still occurring. Knowing the e-crime year makes it possible to map 

and find patterns of relationships connected to specific user behaviors.  

3. What type of e-crime was it? 

The purpose of this question was to get knowledge about the types of e-crimes that users 

are subjected to. Also, to find if there is any pattern of behavior connected to a specific e-

crime type.  

4. Describe the attack method, what happened? 

It would be interesting to get information about how the users apprehend the used attack 

methods. Information such as users´ feelings and the used communication tools would 

help in understanding the ground for the users´ behaviors. The information will help in 

examining the reasons behind the different user mistakes. By comparing this information 

to the information found in the literatures, it will be figured out if the hackers are still using 

the same old attack methods or if there are new attack methods that are not mentioned 

in the literatures.  

5. Have you performed an action that may have facilitated for the hacker to complete 

the e-crime? What was the action?   

It is a way to examine the users´ awareness of the threats related to the use of Internet. 

The done mistake or recommended behavior represent the selected user behavior. It is 

interesting to know what types of mistakes are done and if these are common/previously 

known or new mistakes. Also, if many users are falling for e-crimes by doing common 

mistakes, this will give information about the users´ awareness level. By setting each 

mistake in its context (attack method) and then comparing the events, it will be possible 

to take conclusions regarding the real issues and concerns.  

6. What did you lose as a result of the e-crime?      

The purpose of this question was to show the consequences of a performed user behavior 

and the relationship between user mistakes and loss. Results that present users that didn´t 
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lose anything should also be emphasized to note the positive side of the relationship 

between the selected behavior and consequence when a recommended behavior is 

performed.   

7. Have you reported the e-crime incident to the police? 

The purpose of this question was to get an idea of how many e-crimes are reported. This 

will reflect the users´ awareness of e-crimes. The results can provide more information 

about the users´ protection motivation status. The relationship between loss and 

reporting will be examined to find patterns of relationship that explain the user´s reporting 

behavior and to use this combined data for presenting the coded results for this question. 

What type of e-crimes are reported will also be examined. 

8. If you answered “yes” to the previous question, could the police help you with your 

case, how? 

The purpose of this question was to examine if the e-crime reporting motivation has a 

direct connection to the estimated help that the police can offer. Further if this is a factor 

that affects the users´ protection motivation in any way.   

9. Is there anything else you would like to add? 

This text-field was offered for users that want to add something about the subject but that 

is not connected to the e-crimes that occurred. All information that will be provided by 

this question will be examined and interpreted by relating it to the case itself and 

comparing it to the other responses.    
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5. Results 

5.1 The survey responses  

The collected data from the survey will be presented based on the survey questions. Diagrams 

together with short descriptions and interpretations will be used to present the results from 

questions with multiple-choice answers. The answers for open-ended questions will be coded 

to easily view, interpret, and analyze the results. 

 

5.1.1 Age   

 

Figure 8: The distributions of the responses to the age-question 

 

 

These results in Figure 8 don´t show which age-group is most subjected to e-crimes. They don´t 

either show which age-group uses Internet the most. But these results prove that users of all 

ages can be subjected to e-crimes and that e-crimes are not limited to one age-group (see 

Table 8). Lack of responses from the youngest age-group might depend on lack of interest in 

responding to online surveys or lack in knowledge about the term e-crimes. 
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Age-
group 

E-crime 
type 

Attack method Mistake Loss 

Under 18 - - - The only found 
pattern of 

relationship: 
all “loss of ID” 
belonged to 

the age-group 
18-30 

18 – 30 No one has 
been 

subjected 
for “money 

fraud” 

Most of the 
respondents were 

subjected for “silent 
attacks”. 

The mistake about 
“sharing information 

publicly” was only 
done by 

respondents in this 
age-group 

31 – 40 - - - 

41 – 50 - - - 

51 – 60 - - Less mistakes were 
done by the older 

generations 
61 – 70 - All respondents in this 

age-group were 
subjected for “fraud” 

Over 70 All 
respondents 

were 
subjected 

for “money 
fraud” 

All respondents in this 
age-group were 

reached by 
“telephone”. “Giving 

order” and 
“storytelling” were 

also communal for the 
respondents. 

Table 7: The found patterns of relationship between age-group and mistakes, and some 
additional patterns of relationship 

 

No noticeable patterns of relationships were found between different age-groups and e-crime 

years or police reporting. Users older than 50 years do less mistakes in connection to e-crimes 

compared to users between 18-30 years old that tend to share personal information publicly 

and perform other mistakes. Users that belong to the older generations seem to be more 

careful when using Internet compared to younger generations. It might depend on the 

younger users´ high self-efficacy to confront e-crime threats and the reality-based assessment 

of the threatening event´s probability among older users. 

 

Code Definition of code 

All ages Users of all ages can be subjected for e-crime attacks. 

Table 8: Codes for the results from the age-group question 
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5.1.2 Year of the e-crime  

 

Figure 9: The distribution of the responses to the year of e-crime-question 

 

The results in Figure 9 showed that users of different age-groups have been subjected to e-

crimes in different years. E-crimes have been occurring five years ago and they are still 

occurring (see Table 9). Remembering details of incidents that have occurred five years back 

in time is harder than remembering incidents that occurred during the last year. Therefore, 

some users may decide to not answer the survey because they don´t remember details, 

especially about the attack method. Which explains why most of the responses are from e-

crimes that occurred year 2019.         

 No noticeable changes in the police reporting behavior were found during the 

investigated years. On the other hand, some patterns have been found in the results of the e-

crime types that occurred year 2019. It was clear in the description of three e-crimes that 

occurred 2019 that they were connected to e-commerce. An e-commerce report from 2019 

shows that the Swedish e-commerce was allocated for trips, products, and services where the 

most used payment method was credit card then invoice and last comes the Swedish mobile 

payment system called Swish [40]. From 2018 to 2019, the e-commerce increased with 15,7% 

in Sweden, which is a big increase compared to the past years, 6% in 2018 [41], 10% in 2017 

[42], 11% in 2016 [43]. The increase in e-commerce indicates changed user behavior. A bigger 
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increase in e-commerce draws hackers´ attention, which in turn try to find methods to utilize 

the increased dependency of the service. That may explain the e-crimes of this type where the 

credit card information becomes stolen after a user has brought something online. Two other 

e-crimes in 2019 were connected to the Swedish mobile payment system called Swish. The 

use of Swish has increased a lot [40]. This changed user behavior of increased dependency 

leads the hackers into trying to find new methods to fool users using this system. E-commerce 

and Swish are two examples from the real world about the increased use that leads to some 

sort of dependency that in turn leads to new attack methods. This proves that hackers work 

on the users´ changed behaviors in the use of Internet and its services to commit e-crimes.

              

Code Definition of code 

Existing E-crimes on users exist, they occurred five years ago and are still occurring. 

Table 9: Codes for the results from the e-crime year question 

  

5.1.3 E-crime type 

Code Definition of code 

Accessing personal information The aim is to get a user´s personal information. 

ID-theft The aim is to steal a user´s identity without the user´s 
knowledge to use it in different ways. 

Money fraud The aim is to make a user give money to the hacker 
voluntarily using different fraud techniques. 

Money theft The aim is to steal a user´s money without interaction with 
the user. 

Table 10: Presents coded results of e-crime types and their definitions 

 

As the coded data indicates, money and information are what the hackers often want. In some 

cases, attacks to access personal information are done to enable fraud that leads to financial 

gains.             

 For the money fraud e-crime type, a clear difference was found between users that 

belong to the age-group 18-30 and users older than 70 years. All respondents over 70 years 

were subjected to money fraud while no respondent between 18-30 years old was subjected 

to money fraud. The hacker is the one that selects the e-crime type to use. The selection is 

based on the hacker´s apprehension and experience of which users can become victims of this 

specific e-crime type. The found pattern of behavior is therefore connected to hackers. 

Despite the e-crime type selection belongs to the hacker behavior, hackers´ apprehension is 

based on the perceived user IT/IS-knowledge that affects the six variables of PMT regarding a 

specific e-crime type. Users older than 70 get less updated information about e-crimes, which 

make them unaware and easier to fool.   
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5.1.4 Attack method 

Group of codes Code Definition of code 

Aggravating the 
situation 

Abroad The attack was initiated in another country. 

Fake ID The hacker had a physical fake ID to use for 
impersonating. 

Following 
request 

The user followed the orders given or the planned path by 
the hacker. 

Late 
discovery 

The user didn´t notice any abnormalities until the e-crime 
was completed. 

Communication 
tools 

E-mail  The hacker reached the user by e-mail. 

SMS The hacker reached the user by SMS. 

Telephone  The hacker reached the user through the telephone. 

Website The hacker reached the user through a website. 

User feelings Felt real The incident or story told was convincing, it looked or 
sounded credible which made the user believe it. 

Panic The hacker´s attitude or the incident itself made the user 
get panic. 

Hacker tactics Abusing 
trust in 
authorities 

The hacker claims to be a policeman or a doctor to gain 
trust easily. 

Known 
company 

The hacker used the name of a well-known company to 
fool users. 

Storytelling  To convince the user, the hacker makes up a story where 
the hacker is the problem solver. 

Stressing the 
victim 

The hacker tries to prevent the user from thinking clearly 
by stressing about the lack of time. 

Threatening An attitude used by the hacker to scare the user into doing 
what the hacker is asking for. 

Improving the 
situation 

Aware The user is aware of e-crimes and is therefore trying to be 
cautious. 

Suspicious  The hacker, incident, or story was suspicious and made 
the user pay attention. 

Method 
features 

Complicated No one of the parties involved in the incident could 
explain what/how it happened. 

Fraud  When the hacker communicates with and tries to fool the 
user into giving or doing something for the criminal.  

Giving order The hacker interacts in some way with the user to give 
information and order to enable the e-crime. 

Silent attack  No direct interaction is made between the user and the 
hacker. 

Table 11: Presents the codes with their groups and definitions for the attack method results 
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5.1.5 Mistake 

Code Definition of code 

Believing it The user was little suspicious about the story and may have tried to make 
sure it is real but ended-up believing it and sending money to the hacker. 

Clicking 
wildly  

Clicking on links or ads that lead to downloads of programs or files from 
untrusted sources. 

Logging in 
remotely 

Remotely logging into an e-legitimation service on request from the hacker. 

No mistake No mistakes related to the incident were made according to the detailed 
description provided. The user didn´t give what the hacker needed. 

Sharing 
information 
publicly 

Personal information and pictures are shared online with open access to 
anybody anytime, some information is in real-time. 

Submitting 
information 

Submission of credit card information, personal information, passwords, or 
codes to untrusted parties or platforms.   

Table 12: Presents coded results of the user input related to the incident 

 

5.1.6 Loss 

Code Definition of code 

Complications The user had problem with real and trusted parties as result of the 
e-crime, which took some time to figure out. 

Financial loss The user lost money as a result of the e-crime. 

Loss of ID The user´s ID was taken, which resulted in some other different 
issues. 

No loss The user explained that nothing was lost and why this is the case. 

Probably nothing The user might have lost immaterial assets such as information 
that is harder to notice when it is lost. 

Psychological damage Includes concern, stress, fear, and security issues. 

Technological loss Hardware or software was affected by the e-crime. 

Table 13: Presents coded results of the loss that the e-crimes ended-up with 
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5.1.7 Reporting of the e-crime 

 

Figure 10: The distribution of the responses to the e-crime reporting-question 

 

In this small survey half of the respondents answered that they didn´t report the e-crimes or 

e-crime attempts that they were subjected to. This indicates that the existing e-crime statistics 

don´t show a real picture of the situation. Which in turn may explain why e-crimes on users 

are not getting the same attention that e-crimes on companies get. All users that reported e-

crimes, did that directly when they discovered the incidents. Which indicates that there is no 

intended delay from the users´ side in reporting e-crimes. The patterns that could be found in 

the results for reporting e-crimes could be related to loss.  

 

Group of codes Code Definition of code 

Reporting Informing  The user doesn´t believe the e-crime resulted in physical 
loss but did a police report about the incident to inform. 

Loss is 
present 

The user reported the e-crime because it resulted in loss 
that the user wishes to get back, if possible. 

Not reporting Little loss The user believes that the loss that the e-crime resulted 
in is too little to be worth doing a police report. 

No loss The user doesn´t believe the e-crime resulted in any loss. 
No reason to report the e-crime. 

Police can´t 
help 

The user doesn´t believe the police can help in the case 
despite the huge loss it resulted in. 

Table 14: Presents the coded results from the police reports with the loss in consideration 
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E-crime types Reporting status 
Accessing personal information No reports at all among the respondents. 

ID-theft All incoming cases of ID-theft were reported by the 
respondents. 

Money fraud The most reported e-crime type by the respondents. 

Money theft Few cases were reported by the respondents. 

Table 15: The types of e-crimes reported 

 

5.1.7.1 Reasons for reporting 

In the cases where users had reported e-crimes, economical or psychological damage was 

present. Despite the non-existence of loss, some users did report the e-crimes, which indicates 

that these users were aware of the incidents that occurred and the importance of reporting 

the e-crimes.        

 

5.1.7.2 Reasons for not reporting 

Some users that didn´t lose anything as a result of the e-crimes didn´t find a reason for 

reporting the incidents. In these cases, recommended behavior was performed in the right 

time which means no user mistake. In few cases, the users estimated that the economical or 

psychological damage was too small that it was not worth making a police report. For one of 

the cases, the user didn´t report the e-crime despite the huge economical loss because the 

victim didn´t believe the police can help. Some users think that loss in e-crimes is mainly about 

money, which make them forget other important assets that might have been taken. This 

might explain the e-crime reporting results (see Table 15). In some cases, the goal of an e-

crime is to ID-hijack the user. But since it is harder to discover that someone has taken part of 

a user´s personal information, users miss to consider this type of loss that can have severe 

consequences. Some e-crime types and attack methods raise suspicion more than others.  

 

5.1.8 Help from the police 

The results regarding users that reported e-crimes (see Table 16) showed that all of them did 

a report directly when they discovered the incidents. However, the results showed that the 

police were not able to help in most of the reported cases.  
 

Group of codes Definition of group of codes 
No help The police didn´t help in the cases reported. Some users 

didn´t get explanation for why the police couldn´t help. 

Report to inform Some users reported just to inform about the incidents. The 
users didn´t envisage to get help with their cases. 

Under investigation An investigation was started, and it is still running, the 
police are trying to help. 

Table 16: The respondents´ experience of reporting e-crimes 
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Group of codes Code Definition of code 

No help Little loss When the loss is too small, the police will not 
prioritize the case and therefore it will be put down. 

Report to 
inform 

Common crimes The police responded: similar crimes are becoming 
more common. 

Under 
investigation 

High workload Investigations take long time because the police can´t 
keep up with the large number of reported e-crimes. 

Lack of evidence Time is not spent on investigating e-crimes that lack 
evidences until more objective evidences are in place.  

Table 17: Reasons given by the police for why not being able to help 

 

5.1.9 Anything more to add 

The supplements provided by the respondents summarized a big part of the study by 

mentioning the obstacles in e-crime resistance which are the lack of information for the older 

generations which leads to unawareness. The sophisticated methods used to fool the users 

into believing that the hacker wants to help. The investigation limitations that obstruct 

bringing a hacker to justice. Lastly, e-crime laws that are developed a while after a cyberattack  

has been created.  

 

Code Definition of code 

Unawareness The older generations receive very lacking information about e-crimes. 

E-crime laws The existing laws have a huge impact on the investigation possibilities of 
each e-crime. 

Investigation 
limitation 

The police don´t investigate financial scams on Internet, especially if it has 
been several months since the money was sent, and especially not if the 
money was sent to a bank account in another country that Sweden don´t 
have collaboration with, because  the transactions can´t be stopped in this 
case.  

Sophisticated 
fooling attacks 

Hackers state that they want to help users in various ways, but it ends-up 
in user manipulation and some type of loss. 

Table 18: Coded supplements by the respondents  
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5.2 Themes 

After mapping the codes of each category and putting them in context, the following themes 

were created.   

Category Theme 

Age Comprehensive  

E-crime year Continuous 

E-crime type Hacker behavior 

Material gain 

Different methods 

Attack method Social engineering 

Different purpose 

Mass attack 

New tactics 

Mistake Unawareness 

Direct mistake 

Indirect mistake 

New mistake 

Previously known mistake 

Loss Double loss 

Lost forever 

Sensitive but publicly available 

Police reporting More reports enable investigation 

Right apprehension 

Warning users 

Police´s help Lack of resources 

Rich evidences 

Self-protection 

Table 19: Presents the created themes for each category 
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6. Discussion 

6.1 User behavior 

According to the protection motivation theory, six variables have impact on a user´s selected 

behavior which are perceived vulnerability, perceived severity, rewards, self-efficacy, 

response efficacy, and response cost [9]. All these variables are based on a user´s perception 

and assessment of a threatening situation. But, to enable assessment and perception of a 

situation, a user needs information to obtain knowledge. The results from this research could 

show that the level of IT/IS-knowledge is determinant for the self-efficacy, assessment and 

perception of a threat, which consequently has effect on the selected user behavior.  

 This essential factor may explain why some age-groups tend to have the same behaviors. 

Users that belong to the age-group 18-30 did different mistakes but one of these that only this 

age-group did was sharing information publicly. This user behavior reflects the users´ interest 

but also the users´ IT/IS-knowledge and Internet use experience. Even the Internet use 

experience is built on IT/IS-knowledge. In this research, users within the older generations did 

less mistakes compared to the younger generations (see Table 7). The differences in the 

interest, IT/IS-knowledge, and general experience between these age-groups make the users 

of the older generations apprehend threats and self-efficacy differently.           

 

6.1.1 Perceived vulnerability  

The difference in the IT/IS-knowledge and general experience between the age-groups, make 

the assessment of a threat´s probability by the older generations more reality-based. Some 

users of those that belong to the age-group 18-30 did actions that they knew might be risky, 

such as downloading programs from suspicious websites and clicking on foreign links. The 

users became then surprised when they were subjected to e-crimes or e-crime attempts. That 

is because their assessment of the threats´ probability was low and didn´t matched the reality. 

 In general, what can´t be seen is hard to believe. Users don´t seem to consider the 

remote access to online assets, they are stuck with the old ways of providing access to hackers. 

This have been taking into consideration by hackers when they upgraded attack methods. In 

one of the provided cases, the hacker exploited an online service called Bank ID, which is a 

digital form of ID that many users in Sweden depend on. The hacker called the user and told 

about an on-going money transaction that needs to be stopped. In order to stop the 

transaction, the credit card needs to be blocked. Therefore, the hacker asked the user to log 

into the bank using the Bank ID application. In this case, the hacker didn´t request a code but 

instead let the user submit the code in the program itself. Which made the user feel safe 

because information or codes were not given away. In reality, the hacker had initiated a 

request to the Bank ID application before the user, which gave the first access to the hacker 

when the user entered the code. For the user, the login process was done as usual and 

everything seemed to be normal. This way of wining the user´s trust by giving a fake safety 

feeling was enough to negatively affect the user´s behavior through wrong assessment of the 

threat´s probability. Besides, it made the user focus on the described fictional loss instead of 

the incident´s consequences in case a hacker was behind it.   



 

45 
 

6.1.2 Response cost and rewards  

The recommended behavior requirements and the rewards gained by not following the 

recommended behaviors, both contribute to an unmotivated-protection attitude. When the 

provided IT-security recommendations are inappropriate and demanding, it becomes hard for 

users to evaluate the recommendations´ real value. Disregarding that most IT-security 

recommendations mentioned in literature articles are directed to organizations and agencies 

[3][8][22][17][15], some of the given technical user recommendations lack guidelines or don´t 

consider the users´ basic IT-knowledge [4]. An example of that is recommending the user to 

not open spam messages and e-mails from strangers or suspicious parties. How would a user 

with basic IT-knowledge recognize a spam e-mail without opening it, the e-mail maybe 

consists of a real offer. Any user can get an e-mail from another user for the first time. The e-

mail can also be a reply for a job application. Therefore, recommending users to not open e-

mails from strangers is not sustainable. Regarding e-mails from suspicious parties, hackers use 

known companies´ names in attacks to convince users and increase the users´ interest to open 

e-mails. Many times, as the respondents communicated, the information provided in attacks 

looks very credible. In one of the provided e-crime cases, a cautious user got SMS from the 

bank then shortly after that the user got an e-mail that turned out to be really from the bank. 

Therefore, some of the existing recommendations are estimated to be lacking.   

 Other recommendations are demanding and don´t consider the users´ resources such 

as money and time [7][8]. One of them is about asking a crime control agency for help with 

user awareness [8]. This recommendation was provided as a countermeasure for users. It 

doesn´t seem like a security countermeasure that a user can adapt. With the response cost in 

mind, this recommendation would not be adapted by users since the service might cost and it 

requires time, effort, and willingness to contact the agency. As mentioned in one of the 

literature articles, it is important to implement security measures that can adapt the level of 

risk related to the user [7]. Users will most probably not have high risk level that require 

signing up for different security solutions in different companies to cover the security needs. 

This would be overburdening and might have the opposite effect.     

 The following recommendation example proves that the existing IT-security 

recommendations can get improved. “Avoid sending photograph via online” was provided in 

one of the articles [1]. The meaning of the recommendation and a suggestion of a replacement 

were missing. In another article, the same recommendation was found but with a clarification, 

“avoid sending photographs online, especially to strangers as they may misuse it” [2]. To 

whom the photographs should not be sent, and the reason was added to the recommendation 

to make the purpose of it clear to the user. Since the PMT is about motivation, a user doesn´t 

only need recommendations but also needs to understand the consequences and the risks 

that the recommendations try to avoid in order to get motivated to follow them and do a 

correct evaluation of the related threat.         

 If the existing recommendations were sufficient, then not many users would fall for e-

crimes due to previously known mistakes. To encourage more users to protect their data and 

properties, simple and reasonable recommendations are required. Clear explanations and 

examples of real cases are needed to motivate the users to protect themselves, self-

protection. Also, this information is provided for users to let them decide what and how they 
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want to protect and how much risk they are willing to take.     

 The response cost and rewards variables are not determinant for the user behavior 

because despite the existing inappropriate IT-security recommendations, some functioning 

recommendations exist. Which can be seen in the real e-crime attempt cases where the users 

survived the e-crimes. On the other hand, the issues and lacks in the IT-security 

recommendations affect the user´s motivation to protect but doesn´t directly affect the user 

behavior by itself. The lacks prevent some users from following recommendations, which can 

with great probability lead to bad user behavior because when recommendations are ignored 

the perceived vulnerability will be affected due to lack of information about the risks.  

  

6.1.3 Perceived severity 

In several e-crime cases, it was obvious how the hacker stole the personal information or 

identity as the first step of the two-steps e-crime. The second step is about stealing money 

either from the same victim or from new fooled victims using the stolen identity. Therefore, 

if personal information is shared intentionally or by mistake, it is enough to cause e-crimes 

that affects other users and it will sometime in the future affect the user that shared them.

 This type of user mistake and e-crime consequences are not considered by users. Users 

can´t imagine how far an e-crime attack can go and the loss it can cause [1]. Many times, it is 

hard for a user to estimate the severity of an action´s or event´s consequences. One of the 

common mistakes of this type is sharing personal information publicly. In two e-crime cases, 

publicly shared personal information on social media were taken by hackers to create new 

accounts also on social media with the stolen information. Fake accounts were created, one 

on a dating website and the second on a dating application. Revealing personal information 

for strangers is a mistake [1]. The purpose behind the e-crime was unclear in the dating 

application case because the e-crime was discovered in time. But for the website case, the 

hacker that created the fake account required money in exchange for several services such as 

meeting the “person” to go on a date. The victims of the created fake account contacted the 

user with the real identity and asked to get the money back. Publicly shared information 

caused ID-theft for a user and money fraud of other users. This case is one of many that proves 

the users´ difficulty in estimating the severity of an action´s or event´s consequences.   

 Another example of a user mistake that shows the difficulty in severity estimation is 

trusting a stranger only because he/she has confidential information about the user. The social 

security number that everyone that is registered in the Swedish Tax agency has, is called 

personal number. This personal number is treated by the public as it was very protected and 

that not anyone can or should know someone else´s personal number. While in reality, anyone 

that calls the agency can get information including the personal number about anybody unless 

if the person has protected identity. Some websites provide the same personal information 

that the agency provides but only to its registered users. The personal number together with 

other personal information can be used by hackers to do online purchasing and make the real 

person pay for them. If a hacker that calls a user claims to be working at a known company or 

public authority, the hacker will most probably get trusted if he/she tells the user´s personal 

number to the user. Therefore, in such cases, respondents can´t be sure that they didn´t lose 

anything as a result from e-crime attempts, because the hackers have the respondents´ 
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personal information including personal numbers and can use it in other ways at any time.

 The perceived severity has direct positive or negative effect on a user´s behaviors. As 

mentioned earlier, a user´s IT/IS-knowledge about a threat is the determinant factor for the 

severity estimation of the threat´s consequences.   

 

6.1.4 Response efficacy 

This variable describes a recommended behavior´s efficacy that would motivate a user to 

adapt it [9]. The earlier discussion of the existing IT-security recommendations showed that 

recommendations are lacking information that may motivate users to adapt them. Therefore, 

the perceived efficacy of a recommendation is not an enough incentive to motivate users to 

perform recommended behavior. Users are less likely to perform recommended behaviors if 

an adequate level of motivation is missing [11]. While fear can arouse in response to a 

situation that the user judge as dangerous and requires protection action to be taken [10]. 

Previous studies have discussed user protection motivation and performance of 

recommended behavior through fear appeals [9][10][11]. Fear can motivate and drive users 

to protect themselves.          

 In one of the provided e-crime cases, the user had an anti-virus software installed which 

indicates following an IT-security recommendation that the user estimated as efficient. The 

same user clicked on an ad that led to the download of a keylogger software. Users should not 

click on foreign or suspicious links, in messages, e-mails, or social media [4][7][26]. The user is 

aware of the existing risks of clicking on ads, but the existing recommended behavior was not 

efficient enough to prevent the user from performing this action. Therefore, the response 

efficacy by itself is not capable of making a user do acceptable behaviors in connection to e-

crimes. Especially not if the IT-security recommendations are lacking explanation. It was clear 

in this example how the aware user believed in his/her own ability to cope with the threat 

initiated from clicking on the ad. Further, response efficacy doesn´t have a direct effect on the 

user behaviors. 

 

6.1.5 Self-efficacy 

Self-confidence in the ability to cope with threats can have a positive or a negative effect on 

a user´s behaviors. Despite, research prefer to emphasize the positive effect of self-efficacy 

on users´ behaviors in the information security domain [9]. High estimation of the self-efficacy 

can have the opposite effect and make the users negligent by thinking that they can cope with 

all possible threats. There is a clear relationship between causes of e-crimes and users being 

negligent with confidential data [1]. User negligence can include irresponsible sharing of 

personal information with unknown or untrusted parties. Which could be seen in younger 

users that shared their personal information publicly compared to users of the older 

generations that didn´t show similar behaviors. The users´ estimation of their abilities to cope 

with threats is based on their perception of the level and value of the IT/IS-knowledge they 

have. The younger users´ continuous use of Internet compared to the older generations 

provide them with an inaccurate self-efficacy feeling.      
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 User negligence can have serious effects in an e-crime context. The opportunity is given 

to the hacker not only by direct interaction but also by security negligence. High self-efficacy 

in form of user negligence can negatively affect the user behaviors by doing mistakes or not 

following IT-security recommendations. Security negligence makes users use weak passwords 

[7]. In Sri Lanka, several governmental websites were hacked due to weak passwords used by 

users [1].           

 The user negligence could also be seen in the e-crime reporting behaviors (see Table 14). 

Many users that had been subjected to e-crimes didn´t report the e-crimes. The interpretation 

of their behaviors shows that they felt able to fix the e-crimes without needing help. This gives 

an indication of user negligence and unawareness since e-crimes must be reported. Which in 

turn gives an indication that the user negligence and unawareness regarding e-crime reporting 

extends even to e-crime protection. The user negligence affects and leads to harm for the 

entire country [7]. No personal information access e-crimes were reported which indicates 

user unawareness since the consequences of accessing confidential information don´t seem 

to be considered by the users. While for the ID-theft e-crimes where the loss is more obvious, 

all e-crimes were reported. Money fraud e-crimes combine loss of something valuable and 

bad feelings of being fooled, which explains way many users report this type of e-crimes.

 This feeling of contentment connected to self-efficacy limits the user´s motivation to 

obtain more IT/IS-knowledge. A user that is not updated about the latest information within 

the information technology and the information security fields, will not be able to get 

information about the latest e-crime trends, their probabilities, their consequences´ severity, 

and the related appropriate recommendations. In other words, the user will not be ready or 

able to manage the threat. Therefore, the self-efficacy is very determinant for the users in e-

crime context. It has a direct effect on the user´s behavior.     

 

6.2 Theory of planned behavior  

The needed IT/IS-knowledge for employees is obtained in companies through information 

security awareness training, policies, and involvement. These three variables are part in the 

theory of planned behavior. They complement each other and are connective. When an 

employee is faced with a suspicious e-mail that asks about clicking on a link, the awareness 

about different threats connected to clicking on links sends the first alarm to the employee´s 

mind [9]. The employee starts to think about the consequences of clicking and not clicking on 

the link. To facilitate the decision making, the employee has the organizational information 

security policy that illustrate the actions that an employee should avoid or adopt. In addition, 

the employee´s previous information security experience and involvement contribute to 

carefulness in managing situations where the organization can be harmed.    

 The previous example shows the importance of the three variables for employees´ e-

crime protection preparation in companies. Since these variables are essential for the 

protection of companies, users´ bad behaviors may exist due to the lack of awareness training, 

policies, and experience and involvement. Users compared to employees are not restricted by 

security norms, don´t get awareness training, and don´t get the same opportunities to obtain 

experience.           
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 The foundation of awareness lies in information. Users can on their own get similar 

awareness as employees by searching for information using the Internet. The user awareness 

doesn´t affect the user behavior directly but it contributes to a better perception and 

assessment of the situation which affects the user behavior positively.    

 Restricting employee behaviors by applying information security policies doesn´t always 

work at companies [9][21]. Requiring employees to change their passwords regularly can be 

faced by intentional delay of execution of the request. The recommended behavior is not a 

recommendation anymore but a request. This fact may therefore make the policy has an 

opposite effect which reduces the employees´ protection motivation. Besides, employees see 

the password change request as unnecessary interruption [9]. This means that the response 

cost and rewards in form of time and effort get higher value which will negatively affect the 

user behavior. A user needs explained recommended behaviors not restricting recommended 

behaviors. Since the application of information security policies can go against the users´ 

protection motivation, information security policy is not considered as essential for users to 

preserve acceptable user behaviors. Information security policy works as awareness training, 

it affects the coping and threat appraisals which further affect the user behavior. The user 

behavior is either positively or negatively affected based on the self-efficacy and how the user 

perceives the related threat.         

 Users don´t obtain IT-security experience in the same easy way as employees do. But 

the same deep experience might not even be needed for users. Experience is therefore not 

essential for users compared to knowledge and awareness that may be enough to achieve 

positive user behavior. Involvement on the other hand considers the user´s resources like time 

and energy devoted to an issue [9]. It is originated in motivation and influences users´ 

perception into believing that having a careful manner is not a difficult task. Involvement is 

important but it doesn´t affect the user behavior by itself. Even though, a user is motivated to 

protect, knowledge and awareness are needed to make the user behavior change.     

 

6.3 Hacker behavior  

It became clear from some of the provided real e-crime cases that the hacker behavior is 

depending on the user behavior. The changed behavior patterns that resulted in increased 

dependency on e-commerce led to the increase in the credit card information theft. Which 

proves that e-crime attacks are developed according to the changed user behaviors in the use 

of Internet. The big difference in the victims of money fraud explains the dependency a bit 

more. A hacker´s e-crime type selection is based on the hacker´s apprehension and experience 

of which users can become victims of a specific e-crime type. The hacker´s apprehension and 

experience are in turn based on the perceived user IT/IS-knowledge that affects the six 

variables of PMT when selecting a user behavior. Money fraud is used by hackers when user 

input is needed to initiate or complete an e-crime. It is directed on retired users because it is 

easier to stress and scare them about possible loss of money since they have less IT/IS-

knowledge. The lack of IT/IS-knowledge among users older than 70 years was described by a 

respondent that belonged to the same age-group.  
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6.3.1 E-crime type 

The idea that was obtained from the literatures at the beginning of the research about the e-

crime type categories that can be related to e-crimes on users (see Table 2, Table 3, Table 4, 

Table 5, Table 6), differed from the coded results. It turned out that hackers usually carry out 

e-crimes for theft, to gain something material like money or personal information (see Table 

10). Sabotage, bluffing, privacy violation, or spying are not the main purposes of the e-crimes 

but may be used as a way to gain information or can occur as a result of an e-crime. After 

identity theft or unauthorized access to personal information, another e-crime is always to 

expect. Even if nothing happens after the information has been submitted by a user, it may 

mean that the information has not come into use yet. Therefore, the e-crime purpose cannot 

be known just by considering the loss but also by thinking what other benefits the hacker can 

get using the gained information.   

 

6.3.2 Attack method tools 

Depending on the fraud tactic to be used, the communication tool is selected (see Table 11). 

Threatening works good in SMS. For storytelling and to stress the user, the telephone is used 

to have a real-time interaction and to change the tactic to threatening if needed depending 

on the user´s responses. Websites are used for spreading of false information using for 

instance known companies´ names to gain trust and attention. Also, websites are used to not 

have a direct interaction with the users and to reach multiple users at once. More personal 

fraud e-crimes such as sending fake invoice can be made through e-mail.    

 In two of the provided responses, the purpose was to get the users´ money by letting 

the users submit some information. But each of these users were attacked using different 

attack methods. In both cases the aim was to get money. In the first case, a user got a call 

from the bank about a wrong transaction that was going on. The user was told that if the 

transaction will not be stopped, the user will lose all the money. The hacker wanted to get a 

code from the user to complete the attack and take the money. In the second case, a user got 

a SMS about clicking on a link within 5 minutes, otherwise all the money on the user´s bank 

account would be gone. Another common thing in both cases was the threatening behavior 

to stress the user into doing what the hacker asks for. The hacker tries to prevent the user 

from thinking clearly by stressing about the lack of time and the seriousity of the situation.

 The fear drove these subjected users toward different directions. Both users considered 

the severity of the incidents´ consequences, but with different knowledge bases. The lack of 

IT/IS-knowledge and experience and the great stress that the user of the phone call case was 

exposed to, made the user perceive the risk of not following the order as the gravest issue. 

While the user that got SMS had less pressure which provided better opportunity to consider 

the severity of both actions, clicking and not clicking on the link. The perceived severity had 

therefore the main effect on the selected behaviors in these cases.    
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6.3.3 New tactic 

Exactly the same social engineering methods are used nowadays but with small changes to 

fool even aware users. Social engineering is used to extract confidential information [17]. The 

hackers know that some users have learned to not share codes with strangers. Therefore, the 

hackers took this in consideration when revising the used method to make it more trusted and 

viable. Social engineering techniques are very powerful. Even in attacks that rely completely 

on technology, there is an important role for social engineering to enable the attack. Social 

engineering has been used to reach users in the Cryptolocker ransomware that is the deadliest 

malware the world ever encountered [26].       

 The survey responses provided only one new mistake that wasn´t mentioned in the 

literatures. This mistake is built on manipulation of the users´ knowledge and awareness. The 

hacker claims to be a policeman or to be working at a bank and explains for the user that what 

the hacker is asking for will not harm the user since the hacker is not asking for codes or to 

click on links, therefore the user is safe. The vulnerability in the Bank ID service which lets two 

requests to be initiated at the same time was exploited by the hacker. The hacker utilized the 

fact that in this method, the user doesn´t need to do something beyond the normal process 

done for accessing the bank account, which makes this social engineering method hard to 

discover. The mistake done was to login remotely for someone else.        

 In this e-crime case, the perceived vulnerability was low since the user couldn´t find the 

required input harmful. The perceived severity on the other hand was more connected to the 

hacker´s claim than to the consequences of if the claim was false, because the user didn´t find 

the user input a mistake. The user´s self-efficacy was also high due to the perception that the 

user input wasn´t harmful. These three variables made the decision clear to the user. Further, 

the non-existence of a recommendation since this type of mistake was new at that time, made 

the avoidance of this e-crime much harder.  

  

6.4 Common mistakes 

The survey responses showed that users still fall for e-crimes due to common mistakes (see 

Table 12). Therefore, the hackers don´t need to find new complicated methods that require 

more technical skills. The revealed attack methods were not relying much on technology. They 

were rather built on utilizing vulnerabilities in humans, in human dependency on Internet, and 

in systems or services. The type of mistake described in one of the attack methods in the 

literatures about clicking on links then providing login credentials doesn´t seem to be common 

nowadays [7]. Fewer users click on links of pure unawareness now compared to year 2001 

when this type of attack methods were used. This confirms the relationship between causes 

of e-crimes and e-crime unawareness [1]. The relationship between causes of e-crimes and 

user negligence did also appear in the real e-crime cases. On the other hand, the problem of 

saving information on websites still exist since the mistake is of the indirect type which means 

the mistake is exploited after a while. Once credit card information is saved on a website and 

the website gets breached, then the hacker will have the information and can use it anytime 

while the credit card information is still valid. Such e-crimes can´t be recognized, they are 

committed without direct interaction with users, therefore prevention is important. 
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 The commonly used attack methods are changed parallel to and based on the users´ 

changed behavior on Internet. The development of the Internet in general goes in the right 

direction for the hackers because more users are becoming more dependent on Internet 

services [3]. Every new service or program that users get dependent on must have at least one 

vulnerability that a hacker can exploit [7][15][28]. The basis of the attacks are the same, only 

small changes are continuously done to keep the attack methods working. Mass attacks, which 

are attacks of the same type that target several users at the same time. Mass attacks are 

performed when the hacker doesn´t have a specific target, doesn´t want to interact with users 

through telephone, or the hacker wants to perform several attacks at once. In these cases, 

SMS, e-mail, or website are used to reach the users. Some type of order is given, it might be 

in a threatening attitude. The sender can be manipulated to a known company´s name to gain 

trust and increase the curiosity.        

 Submitting credit card information on e-commerce websites was the reason provided 

by three respondents to explain the e-crimes they experienced. Users should be aware of e-

commerce fraud crime [7]. Saving passwords or credit card information on websites has been 

found as a mistake in the literature [1]. This mistake is of the indirect type that requires higher 

level of awareness, because the mistake is not exploited by the hacker immediately but after 

a while. Publicly shared information and pictures are also of this type. Since indirect mistakes 

are of the type that are utilized after a while, users find it hard to consider these actions as 

risky. In two other cases, the mistakes done were clicking on links. The respondents knew it is 

risky and chose to take the risk due to their curiosity. Another user explained that the mistake 

done was to download programs that might be harmful. Downloading programs from 

untrusted sources or third parties was marked in the literatures as a mistake [4][28].  

 

6.5 The awareness issue 

Until less than two years ago the user unawareness of e-crimes was still considered as a main 

obstacle to prevent and reduce e-crimes [8]. The gathered data could give indications for user 

unawareness, which means that it still exists. Few users of those who shared their experience 

wrote that they could survive the e-crime attempt without doing mistakes or losing anything. 

These users were aware that such e-crimes existed, some of them had countermeasures 

implemented, they knew how to reply to the e-crime attempt, and some of them even knew 

the importance of reporting e-crime incidents despite the e-crimes didn´t result in loss. These 

few users survived the e-crimes thanks to the IT/IS-knowledge they had about e-crimes and 

e-crime protection. Adequate knowledge enables correct estimation and perception of the 

threat and ability to manage the threat.       

 The awareness situation doesn´t seem to be very bad, but there are still many users that 

do common mistakes that make hackers succeed in initiating or completing e-crimes. Some 

users submit their credit card information on any website or share a lot of personal 

information publicly. They are unaware of this type of mistakes that can be utilized by hackers 

after a while. The negligence is obvious in two other cases where the respondents described 

their mistakes of clicking on links as incautious. They knew the action is risky and chose to take 

the risk due to their curiosity. Another group of users tried hardly to investigate, be careful, 

and suspect everything, but the hackers´ ways of stressing users or convincing them to believe 
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and follow orders were hard to get away from.       

 The most appropriate way to find evidences for if users are aware or not is by examining 

the user input in connection to an e-crime. Most of the done mistakes that the respondents 

provided were previously known. IT-security recommendations for them existed to avoid 

doing these mistakes. The mistakes extend from submitting credit card information and codes, 

to publicly sharing personal information and pictures in real-time, to clicking on links and 

believing in information given by strangers. Continue making common mistakes when 

recommendations for avoiding them exist means either that the existing recommendations 

are not appropriate for the users or that the users are unaware of e-crimes.   

 Beyond the provided mistakes, a respondent described that users that belong to the 

older generations receive very lacking information about e-crimes (see Table 18). This 

respondent belongs to the older generations. Just because this user had information about e-

crimes, the user could get away from the e-crime attempt without losing anything. There are 

many ways to reduce e-crimes, but due to the lack of awareness, users still don´t take 

precautions for e-crimes [20]. Further, users´ unawareness about how to report e-crimes is a 

major reason for the increase of e-crimes [8].  

 

6.6 The trusting issue 

The greatest problem of all is trust. It is the main issue and the main reason behind the success 

of the most e-crimes on users. It is about trusting a hacker or trusting information provided 

on a suspicious platform. It has been provided as a recommendation to think before taking 

actions [2][28]. In some cases, even users that are aware of e-crimes and try hardly to not fall 

for them, become victims because at a moment they think that what they hear or see might 

be true. In these cases, the hacker utilizes the users´ needs. When the users become 

convinced, they send money to the hackers and get nothing back.    

 Sometimes, a user´s behavior is a result from the surroundings that provide wrong 

conditions, as in the example of the Swedish social security numbers. Personal numbers don´t 

get the needed protection to avoid impersonating e-crimes. The users´ decisions are based on 

the apprehension of the situation and the exising knowledge. If they believe the personal 

number is protected they will consequently trust anyone that has it. A user believes in the 

information given by a hacker, which is a mistake, but this mistake is a result of the publicly 

available personal information that the Tax agency and some websites provide to the public 

including hackers. Since websites that publish personal information have been granted a 

constitutional right to publish their databases in accordance with the freedom of expression 

constitution, users can´t do anything to avoid being impersonated using the publicly available 

personal information. Despite the user´s responsibility in knowledge seeking, there is a wrong 

communication regarding the personal numbers´ value and accessibility.  
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6.7 The existing help barriers 

The rules for starting investigations for e-crimes on users are very strict (see Table 17). E-crime 

cases where a financial scam is old or when the money is sent abroad are not investigated. E-

crime cases that lead to small financial losses are not either investigated. Even if a user´s loss 

is huge, the money is somewhere in Sweden, and the user reported directly about the 

incident, if the evidences are lacking, no investigation will be started. The police have high 

workload despite they don´t get reports for all the occurring e-crimes (see Figure 10). The high 

workload for the police makes them set limitations for what cases to investigate. Companies 

are in general better equipped to meet e-crimes [2]. From continuous awareness training for 

employees to log files that contain information to use as evidences [16]. Therefore, companies 

have better opportunities to get help in e-crime cases. This shows that information security 

awareness training, policy, and experience and involvement are used by companies to prepare 

employees for managing threats.            

   

 

6.8 Consequences 

Some assets can be lost forever. One in five malware attacks end up with loss of personal data 

and 61% of the subjected users can´t get all their lost data recovered [16]. The technological 

loss can be fixed if it is not too large. Hardware can be repaired or replaced, and software can 

be reinstalled. Even psychological damage that consists of memories of bad feelings such as 

stress and fear regarding the incident can be fixed by time. But two of the most valuable assets 

which are identity and money can many times not be recovered. These were the 

consequences of performing user mistakes. There is another relationship between performing 

recommended behaviors and not losing anything, but this relationship is not as visible as the 

previous relationship. All the respondents that survived the e-crime attempts either followed 

IT-security recommendations or refrained from interacting with the hackers.   

 The real cases provided by the respondents showed that users that were aware of e-

crimes could handle e-crime attempts in a better way. By recognizing the e-crime attempt 

they could avoid doing mistakes that the hackers needed to initiate or complete their e-

crimes. As a result, these users didn´t lose anything (see Table 13). Some of these users could 

not recognize the e-crime attempts and did mistakes but they could still avoid losing their 

assets due to some used preventive measures such as anti-virus software.  

 The mistakes that could be avoided in the real cases were providing hackers with 

information such as login credentials or codes, clicking on suspicious links, and believing in 

received information that leads to paying money for a fake invoice or in exchange with a fake 

service. All these mistakes are of the direct type, that are utilized in real-time by hackers. It is 

more obvious that the requests behind these user inputs can be harmful. Therefore, it 

becomes easier for users to recognize and avoid these mistakes.    
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7. Conclusion and future work 

The answer to the research question, the suggestion for future research, and the research 

contribution are presented in this chapter.  

 

7.1 Conclusion of the findings  

It is believed that changing the user behaviors can help in combating e-crimes [14]. Studies 

have highlighted the power of users and the importance of user behaviors together with 

technology in guaranteeing a secure environment [14][9]. The results of this research showed 

the significance of user behavior in combating e-crimes as part of the information security 

defense together with the use of technology. Through this research, it could be found out that 

perceived vulnerability, perceived severity, and self-efficacy are the variables that affect the 

user behaviors the most.         

 Besides, the result analysis showed that to achieve correct assessment and perception 

of an e-crime situation, IT/IS-knowledge is essential. Users will not be able to do right 

evaluation of the existing threat if they don´t get complete understanding of the 

consequences, probability, and the existing related recommendations. Even the user´s 

estimation of the self-efficacy is based on the user´s IT/IS-knowledge. When IT/IS-knowledge 

is obtained then awareness is achieved. Thereafter, motivation remains to adapt the accepted 

behavior. To get motivation to perform the recommended behavior, users need explanation 

of IT-security recommendations.        

 Users still fall for e-crimes because they lack protection motivation due to the 

inappropriate IT-security recommendations and their lacking explanation. Part of the users 

overestimate their abilities to manage e-crime threats which leads to user negligence and 

make users fall for e-crimes. This appeared in some cases where aware users selected to not 

follow recommended behaviors. Even after being subjected to e-crimes, these users didn´t 

report the e-crimes to indicate the high self-efficacy that result in negligence. The third reason 

is that users don´t keep themselves updated about the latest e-crime trends and other 

information regarding information security, which results in low estimation of threats´ 

probability and consequences´ severity.       

 Information security awareness contributes to a better perception and assessment of 

an e-crime situation which affects the user behavior positively. The information security policy 

on the other hand may go against the users´ protection motivation when the recommended 

behavior becomes a request. A user needs explained recommended behaviors not restricting 

recommended behaviors. Therefore, information security policy is not considered as essential 

for users to preserve acceptable user behaviors. Experience is not essential for users because 

users don´t need the same level of experience that may be required by employees. 

Involvement is important but it doesn´t affect the user behavior by itself. Even though, a user 

is motivated to protect, knowledge and awareness are needed to make the user behavior 

change.    
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7.2 Future research 

For most of the performed user mistakes, if not all of them, there exist related IT-security 

recommendations. Regardless of the recommendations´ quality, the existing 

recommendations can help in avoiding e-crimes. Some of the users that fall for e-crimes know 

about the existing IT-security recommendations but don´t follow them. The user behavior on 

Internet is based on human behavior. A normal human behavior is to ask why when someone 

gives an order without explaining the reason of it. In the same way, users need explanations 

to believe the importance of the provided IT-security recommendations to get motivated to 

follow them. Better suited IT-security recommendations for users is therefore the 

suggestion for the future work. IT-security specialists should provide user-customized IT-

security recommendations based on the existing e-crimes and user mistakes. The user-

customized recommendations should describe the measures that users should take to prevent 

and recognize e-crimes, and measures to take after discovering e-crimes. Each provided 

recommendation should include information like what it protects/ doesn´t protect against, 

the benefits of following it, and example of real e-crime cases where the recommendation 

prevented possible loss. Since the recommendations will be directed to users, they need to be 

simple to adapt the users´ IT/IS-knowledge level.  

 

7.3 Research contribution 

The findings of this research help in filling the gap about the reasons for having many 

subjected users by e-crimes from the users´ behaviors´ perspective by applying the protection 

motivation theory and the theory of planned behavior within the information security domain. 

Finding and understanding the reasons will make the process of reducing the number of 

subjected users easier. 

 

7.3.1 Contribution to theory  

This research provides an insight towards explaining why users still fall for e-crimes. It 

contributes to new knowledge within the protection motivation theory and the theory of 

planned behavior in the information security domain. More specifically, what variables within 

these two theories directly affect the user behaviors connected to e-crimes. Additionally, 

through the analysis of the results it was found that IT/IS-knowledge is an essential factor that 

affects the coping and threat appraisals in this context, which constitute a supplement to the 

existing protection motivation theory-model.   
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9. Appendix  

9.1 The survey  

9.1.1 LinkedIn/Facebook post 

Hi everyone, 

I am writing my master´s thesis in information security. I need your help to move on in my 

research. The research is focused on the users´ behaviors in connection to e-crimes. All e-

crime subjected users in Sweden can contribute to information that can help in investigating 

what variables affect the users´ behaviors. 

• The research applies to common Internet users. Since the focus should be on e-crimes 

that have affected you as a user, e-crimes against e.g. the company you work for or 

against you as an employee are excluded. 

• The e-crimes that will be investigated must have occurred in Sweden during the years 

2015 – 2020. 

• This survey will be available between 1/3 – 31/3. 

• Answering the survey questions is expected to take approx. 5 minutes. 

• The survey is anonymous. 

• More information about e-crimes can be found in the survey.    

Please, share the survey link in your social networks so as many users as possible get the chance to 

participate.  

The link to the survey: https://sv.surveymonkey.com/r/GQ2G9MR  

Users who don´t want to click on unknown links, here you have the QR-code for the survey 

(for previewing): 

 

 

 

 

 

 

 

 

 

 

https://sv.surveymonkey.com/r/GQ2G9MR
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9.1.2 E-crimes on users in Sweden  

9.1.2.1 Introduction  

This survey aims to collect data about e-crimes that occurred during 2015 - 2020 against 

Internet users in Sweden.  

-  E-crimes include data breaches, fraud, distribution of malicious code, distribution of false 

information in order to deceive users, as well as espionage which is often difficult to detect. 

-  This study is limited to e-crimes that require medium to high IT-competence to commit. 

Other e-crimes that are classified as network hate ”näthat”, such as harassment and threats 

will therefore not be considered.  

- The information that the subjected users share here will be used to analyze the users´ 

behaviors regrading e-crimes in Sweden to find out why users fall for e-crimes by examining 

their behaviors through the actions they do. Some actions done by users before or during an 

on-going e-crime attack are mistakes. User mistakes are often used as "point of entry" or to 

gain "extended foothold" by hackers. A User mistake constitutes an attack´s success factor. 

- Leaving a mobile device unwatched and unlocked in a public place or clicking on foreign links 

are examples of mistakes that can be part of the hacker´s attack method to get access to a 

user´s personal information or money. 

 

The data collected by this survey will be used strictly and exclusively for the previous 

mentioned research purpose. The information will never be shared, sold, or used for any 

harmful purpose.  
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9.1.2.2 Survey questions 

1. How old are you? 

- Under 18 

- 18 – 30 

- 31 – 40 

- 41 – 50 

- 51 – 60 

- 61 – 70 

- Over 70 

 

2. During which year did the e-crime occur?  

- 2015 

- 2016 

- 2017 

- 2018 

- 2019 

- 2020 

 

3. What type of e-crime was it?  

Clarification: What do you think was the purpose behind the e-crime? What was the hacker 

trying to accomplish/get by committing this e-crime?  

 

 

4. Describe the attack method, what happened? 

Clarification: Describe the steps of the attack, from the moment you suspected an attack was 

going on until it ended. How and when it started and ended? How and when did you discover 

it?  

 

 

5. Have you performed an action that may have facilitated for the hacker to complete 

the e-crime? What was the action?   

Clarification: Hackers utilize the users´ curiosity, negligence, or unawareness to make them 

perform actions that help hackers to carry out e-crimes. These actions may provide hackers 

with information and access that make the e-crime possible to commit. If you know that you 

did a direct or indirect action before or during the attack that might gave the hacker 

information or more access and helped in completing the e-crime, what was the action?   
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6. What did you lose as a result of the e-crime? 

Clarification: Please mention any type of loss or damage. 

 

 

7. Have you reported the e-crime incident to the police?  

- Yes, I reported immediately when I discovered the attack 

- Yes, I reported some days after I discovered the attack 

- Yes, I reported some weeks after I discovered the attack 

- No  

 

8. If you answered “yes” to the previous question, could the police help you with your 

case, how? 

Clarification: Please mention any type of help you got from the police regarding your case. If 

the police couldn´t offer you help, what was the reason? 

 

 

9. Is there anything else you would like to add? 

 


