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ABSTRACT
We study the optimal control problem of the maximum a pos-
teriori (MAP) state sequence detection of an adversary using
smart meter data. The privacy leakage is measured using the
Bayesian risk and the privacy-enhancing control is achieved
in real-time using an energy storage system. The control strat-
egy is designed to minimize the expected performance of a
non-causal adversary at each time instant. With a discrete-
state Markov model, we study two detection problems: when
the adversary is unaware or aware of the control. We show
that the adversary in the former case can be controlled opti-
mally. In the latter case, where the optimal control problem
is shown to be non-convex, we propose an adaptive-grid ap-
proximation algorithm to obtain a sub-optimal strategy with
reduced complexity. Although this work focuses on privacy in
smart meters, it can be generalized to other sensor networks.

Index Terms— MAP detection, smart meter privacy,
stochastic optimal control, Markov decision process.

1. INTRODUCTION

In smart grids, the energy consumption of the users are
recorded using smart meters (SMs) at frequent intervals for
grid control operations. However, SMs pose privacy risk,
as its data can be used to infer the hidden user states, e.g.,
using energy disaggregation algorithms [1]. Further, the pat-
terns in the inferred states can be used to deduce sensitive
user information such as health status, religious beliefs etc.
This smart meter privacy problem has been studied in several
works, under physical layer [2–7], and data security [8–11]
settings. In this work, we address the problem in physical
layer, whereby using an energy storage system (ESS), the en-
ergy demand from the grid is physically altered in real-time
as shown in Fig. 1. Under the same setting, in [3, 4], the
information theoretic measures were used to achieve privacy
control, whereas in [5–7], the Bayesian risk is used as privacy
metric to design control strategy against the Bayesian hypoth-
esis testing adversary. In contrast to the previous works, we
consider an adversary who estimates the state sequence using
the maximum a posteriori (MAP) detection strategy. Some
notations that we use throughout the paper are listed below1.

1Notations: We denote random variables by capital letters, their realiza-
tions and alphabets by the corresponding lower-case and calligraphic letters.
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Fig. 1. The smart-metering system that alters the user demand
using an ESS. Here, the solid lines denote the energy flow and
the dotted lines denote the information flow.

2. SYSTEM OVERVIEW

In the smart-metering system shown in Fig. 1, the energy con-
sumption measured by the SM is controlled by an energy
management unit (EMU) for a discrete-time horizon K :=
{1, . . . , N}. Within K, let k denote the index of a time-slot.
Here, we consider discrete quantized power and energy mea-
surements. For each k ∈ K, we denote the user power de-
mand by Xk, the SM measurement by Yk, the ESS energy
state by Zk and the operating power of the ESS by Dk, which
are defined on the finite alphabets X ,Y,Z , and D respec-
tively. Further, the hypothesis state of the user is modelled
using a discrete random variable denoted by Hk, which rep-
resents the information that needs to be protected. For exam-
ple, the usage of an appliance can be modelled using a binary
ON-OFF hypothesis state Hk. Let H denote the finite alpha-
bet of hypothesis states. We model the dependency between
the random variables in the sequence [HN

1 , X
N
1 ] using a first

order non-homogeneous hidden Markov model (HMM):

PHN
1 ,X

N
1

(hN1 , x
N
1 )=

N∏
k=1

PXk|Hk
(xk|hk)PHk|Hk−1

(hk|hk−1),

where PXk|Hk
and PHk|Hk−1

are the time-dependent obser-
vation and transition probabilities and the HMM is initialized
by a prior probability PH1

which represents PH1|H0
. The

HMM is fully characterized by a set of parameters denoted
by θ :=

{
PXk|Hk

, PHk|Hk−1
: k ∈ K

}
. In practice, an ad-

versary uses available historical data of the user to learn θ. In

We use ak+i
k to denote the row vector [ak, ak+1, . . . , ak+i]; PA(a) to de-

note a probability distribution function; 1{·} to denote an indicator function;
∆a to denote an (a−1)-dimensional simplex; and E[·] to denote the expecta-
tion. If not specified, the domain of a variable in summations is its alphabet.



this work, we assume that the adversary has the true HMM pa-
rameters θ, without model mismatch. Further, at each k ∈ K,
we model the hypothesis guess of an adversary by a discrete
random variable Ĥk ∈ H. Given the HMM θ and the SM
data yN1 , the MAP state sequence estimate of the adversary is
given by solving the optimization problem:

ĥN1 (yN1 )=argmax
hN
1 ∈HN

PHN
1 ,Y

N
1

(hN1 , y
N
1 )

=argmax
hN
1 ∈HN

N∑
k=1

log
[
PHk,Yk|Hk−1

1 ,Y k−1
1

(hk, yk|hk−11 , yk−11 )
]
. (1)

Here, if the adversary is unaware of the EMU actions, (1) is
solved under the assumption that yN1 = xN1 . In this case, the
MAP state sequence estimate can be obtained efficiently us-
ing the well-known Viterbi algorithm [12] based on forward
dynamic programming. Whereas, if the adversary is aware of
the presence of the ESS, then the MAP state sequence esti-
mate depends on the EMU strategy.

3. ENERGY MANAGEMENT UNIT STRATEGY

The MAP state sequence estimate of an adversary obtained
from (1) uses non-causal SM data, i.e., the detection is per-
formed block-wise after a sequence of SM readings is re-
ceived. However, as the EMU operates causally, it needs to
estimate the expected non-causal detection of adversary using
only the causal information and choose control actions that
worsen the adversarial detection performance. Therefore, in
the design of the EMU strategy, we first solve for a causal de-
tection strategy that achieves the same expected performance
of non-causal MAP detection given by (1). In the following,
we consider two cases of MAP detection depending on the
knowledge of the adversary.

3.1. Optimal control of EMU-unaware MAP detection

We first compute the stochastic optimal detection strategy
of the adversary by formulating a Markov decision process
(MDP) problem. Let the causal detection strategy of the
EMU-unaware adversary be denoted by ζk : X × H → H
which specifies the estimate ĥk ∈ H given the MDP state
(xk, ĥk−1) ∈ X ×H. Let G denote the set of all valid adver-
sarial strategy functions. Further, we define a reward function
given by

rk(xk, ĥ
k
k−1) :=max

[
log
[
PHk,Xk|Hk−1

(ĥk, xk|ĥk−1)
]
, rmin

]
,

where rmin < 0 is an arbitrarily small constant so that the
MDP reward is bounded. Let VK denote the maximum ex-
pected cumulative reward over the finite horizon K, which is
given by

VK(ĥ0)= max
ζN1 ∈GN

[
E
[ N∑
k=1

rk(xk, ĥ
k
k−1) + VN+1(ĥN )

]]
, (2)

where VN+1 denotes the terminal reward function. Let ζ∗k de-
note the optimal decision strategy for each k ∈ K. Using
the Bellman’s stochastic backward programming [12], a se-
quence of optimal strategies [ζ∗1 , . . . , ζ

∗
N ] that achieve VK can

be obtained by solving:

Vk(xk, ĥk−1) :=max
ĥk∈H

[
rk(xk, ĥ

k
k−1)+E

[
Vk+1(Xk+1, ĥk)

]]
,

(3)

where the recursion is initialized by VN+1 and the second
term in the objective function represents the expected future
reward due to the current-step control action.

Next, to minimize the expected adversarial MAP detec-
tion performance, we formulate another MDP problem for
the EMU. Let W := X × Z × H2 denote a vector space
and Wk := [Xk, Zk, Hk, Ĥk−1] denote a vector defined on
W . Let µk : W → Y denote the EMU strategy which speci-
fies the control action yk ∈ Y given the MDP stateWk. Let U
denote the set of all functions of the formW → Y . Here, we
use the Bayesian risk as the MDP cost, which is the average
cost of the adversarial detection given by

ck(wk, yk, ζ
∗
k) :=

∑
h,ĥ

fc(h, ĥ)PHk,Ĥk
(h, ĥ)

= fc (1ᵀ
3(W)wk, ζ

∗
k(yk,1

ᵀ
4(W)wk)) ,

where 1a(W) denotes the vector in ∆|W| with [1a(W)]a =

1, and fc(h, ĥ) denotes the cost incurred when an adversary
detects ĥ ∈ H while the true hypothesis is h ∈ H. Here, we
consider fc(h, ĥ) with a structure where the cost for a correct
guess is higher compared to that of the wrong guess, such that
the EMU aims to minimize the cumulative Bayesian risk. Let
JK denote the maximum expected cumulative cost over the
finite horizon K, which is given by

JK(z1, ĥ0)= min
µN
1 ∈UN

[
E
[ N∑
k=1

ck(wk, yk, ζ
∗
k)+

JN+1(zN+1, ĥN )

]]
, (4)

where JN+1 denotes the terminal cost function. Let µ∗k de-
note the optimal EMU control strategy at k ∈ K. Similar to
(3), a sequence of optimal EMU strategies [µ∗1, . . . , µ

∗
N ] that

achieve JK can be obtained by solving:

Jk(wk) :=min
yk∈Y

[
ck(wk, yk, ζ

∗
k) + E

[
Jk+1 (Wk+1)

]]
, (5)

where the recursion is initialized by JN+1 and the second
term in the objective function represents the expected future
cost. Therefore, to obtain the optimal EMU strategy µ∗k, (3)
need to be solved |X | × |H| times and (5) need to be solved
|W| times at each k ∈ K. Hence, the computational complex-
ity of obtaining the sequence of optimal EMU control strate-
gies increases linearly with the time-horizon length.



3.2. Optimal control of EMU-aware MAP detection

Here, we consider the case where the adversary is aware of
the sequence of the EMU strategies µN1 and the ESS char-
acteristics. For each k ∈ K, let Ik := [Ĥk−1

1 , Y k1 ] denote
the information available to the adversary and Ik denote the
alphabet of Ik. Further, let S = [1, . . . , |H| × |Z|] denote
a discrete set, fs(hk, zk+1) denote a bijective mapping from
H × Z to S, and Sk = fs(Hk, Zk+1) denote the random
variable defined on S. Furthermore, let π̂k denote the poste-
rior distribution of Sk given ik, known as the belief state of
the adversary, which lies in the simplex ∆|S|. Using Bayes’
rule, the elements of the vector πk can be expressed as

[
π̂k(ik)

]
s
=

PSk,Yk,Ĥk−1|Ik−1

(
s, yk, ĥk−1|ik−1

)
∑
s′ PSk,Yk,Ĥk−1|Ik−1

(
s′, yk, ĥk−1|ik−1

)
=

[
Mk

(
yk, ĥk−1, fµ

(
ik−1

))
π̂k−1(ik−1)

]
s∑

s′

[
Mk

(
yk, ĥk−1, fµ

(
ik−1

))
π̂k−1(ik−1)

]
s′

, (6)

where fµ : Ik−1 → U is a deterministic mapping that de-
pends on the EMU strategy and Mk : Y ×H×U → R|S|×|S|+

is a matrix function whose elements are given by[
Mk

(
yk, ĥk−1, fµ

(
ik−1

))]
sk,sk−1

= PSk,Yk,Ĥk−1|Sk−1,Ik−1

(
sk, yk, ĥk−1|sk−1, ik−1

)
=
∑
w

1
{[
fµ
(
ik−1

) ]
w

= yk
}
PWk|Sk−1,Ik−1

(w|sk−1, ik−1).

(7)

Here, PWk|Sk−1,Ik−1
can be computed using the HMM θ, the

ESS characteristics, and the adversarial decision ĥk−1. Fur-
ther, similar to Section 3.1, we formulate an MDP problem
to compute the optimal causal MAP detection strategy with a
reward function given by

r̃k(ik, ĥk, µk) :=max
{̄
rk(ik, ĥk, µk), rmin

}
, (8)

where rmin < 0 is a lower bound for the reward and

r̄k(ik, ĥk, µk)=log
[
PHk,Yk|Ĥk−1,Ik−1

(ĥk, yk|ĥk−1, ik−1)
]

=log

[∑
zk+1

PSk,Yk|Ĥk−1,Ik−1

(
fs(ĥk, zk+1), yk|ĥk−1, ik−1

)]

=log

[∑
zk+1

[
Mk

(
yk, ĥk−1, µk

)
π̂k−1

(
ik−1

)]
fs(ĥk,zk+1)∑

y,s′

[
Mk

(
y, ĥk−1, µk

)
π̂k−1

(
ik−1

) ]
s′

]

=:log

[
aᵀ
(
yk, ĥ

k
k−1, µk

)
π̂k−1

(
ik−1

)
bᵀ
(
ĥk−1, µk

)
π̂k−1

(
ik−1

)
]
. (9)

Here, a : Y ×H2×U → R|S|+ and b : H×U → R|S|+ are de-
terministic functions. Let G̃k denote the set of all functions of
the form Ik → H and ζ̃k ∈ G̃k denote the detection strategy
of the EMU-aware adversary. Let ṼK denote the maximum
expected cumulative reward over the finite horizon K given
the function fµ, that is

ṼK(ĥ0)= max
ζ̃N1 ∈G̃N

1

[
E
[ N∑
k=1

r̃k(ik, ĥk, µk)+VN+1(ĥN )

]]
,

(10)

which can be solved using the Bellman’s backward dynamic
programming recursion similar to (3). However, when using
the information ik as MDP state, as its size increases with k,
the number of optimization problems to be solved increases
exponentially. Let Γk := [Yk, Ĥk−1, Π̂k−1] denote a random
vector defined on the vector space Γ := Y×H×∆|S|, where
Π̂k−1 is a random vector defined on ∆|S| that represents the
belief state at k − 1 time slot. Further, let Ḡ denote the set
of all functions of the form Γ × U → H. It can be argued
from the structures of the reward function given by (9) and
the belief state update equation (6) that a sufficient statistic of
the information Ik for the design of optimal detection strategy
is the random vector Γk. Hence, we arrive at the following:

Proposition 1. The maximum expected cumulative reward
ṼK of the EMU-aware adversary can be achieved by a se-
quence of strategies denoted by [ζ̄∗1 , . . . , ζ̄

∗
N ] ∈ ḠN which are

the optimal solutions to the Bellman’s equation given by

Ṽk(γk, µk) :=max
ĥk∈H

[̃
rk(γk, ĥk, µk)+E

[
Ṽk+1(Γk+1, µk+1)

]]
,

(11)

where the function values of r̃k are given by (8).

Next, we design the EMU using minimax approach,
whereby the worst possible adversarial decision strategy is
assumed to occur. Let Λ := X × Z × H2 × ∆|S| denote
a vector space and Λk := [Xk, Zk, Hk, Ĥk−1, Π̂k−1] denote
a random vector defined on Λ. Similar to Section 3.1, we
define the MDP cost function of the EMU using the Bayesian
risk, which is given by

c̃k(λk, µk, ζ̄
∗
k) = fc

(
1ᵀ
3(Λ)λk, ζ̄

∗
k (fγ(λk, µk), µk)

)
, (12)

where fγ : Λ×U → Γ is a deterministic vector function that
gives γk. Let Ū denote the set of all functions of the form
Λ → U . Further, using the Bellman’s optimality principle
[12], we arrive at the following proposition.

Proposition 2. For each k ∈ K, the optimal minimax strate-
gies denoted by (ζ̄∗k , µ̄

∗
k) ∈ Ḡ × Ū can be obtained using the

backward recursion by solving (11) using µ̄∗k+1 and then:

J̃k(λk) := min
µk∈U

[
c̃k(λk, µk, ζ̄

∗
k) + E

[
J̃k+1(Λk+1)

]]
. (13)



As the belief state π̂k−1 lies in a continuous space ∆|S|,
the optimization problems in (11) and (13) need to be solved
over an uncountable set. Further, as the reward function in (9)
is concave with respect to π̂k−1, the expected future reward
in the objective function (11) becomes a linear combination
of the point-wise maximum of concave functions, which re-
sults in a piecewise concave optimization problem. However,
by solving the optimization problems in (11) and (13) at each
point in a grid approximation of ∆|S|, optimal control strate-
gies subject to the finite precision of the grid can be obtained.

In a regular grid approximation of ∆|S|, a fixed num-
ber of optimization problems are solved at each k ∈ K by
naively approximating the piecewise concave objective func-
tion at these points. Here, by exploiting the structure in the
belief state evolution through (6), we propose a suboptimal
algorithm shown in Algorithm 1 which approximates the be-
lief space by propagating a set of polyhedral partitions in the
backward recursion with respect to all possible non-singular
matrices given by the function Mk defined in (7). We further
divide each polyhedron into a set of polyhedral decision re-
gions obtained from (9) and then approximate these regions
using a finite set of points at which (11) and (13) are solved.

4. NUMERICAL STUDY

We illustrate the designed optimal control strategy using a
simple numerical example with binary state-spaces of X , Y ,
Z , and H for a finite time-horizon of |K| = 6. The HMM
parameter set θ is chosen to be:

PXk|Hk
=

[
0.95 0.05
0.05 0.95

]
, PHk|Hk−1

=

[
0.01 0.9
0.99 0.1

]
,

for all k ∈ K, and with PH1 = [0.45, 0.55]. Further, the
ESS is assumed to be lossless. With a finite precision of
0.1 in the belief space ∆|S| and using the cost function as
fc(1, 1) = fc(2, 2) = 1 and fc(1, 2) = fc(2, 1) = 0, the opti-
mal control strategies and the proposed suboptimal strategies
are computed in MATLAB. In the adaptive-grid algorithm,
we use the Multi-Parameter toolbox [13] to back propagate
the polyhedral regions in ∆|S| and approximate each poly-
hedron with one arbitrary regular grid point within it. We
note that, with the chosen cost assignment fc the Bayesian

Algorithm 1 Adaptive-grid approximation algorithm.

Initialize with a set of polyhedrons PN+1 in ∆|S|. Find Q,
the set of polyhedrons obtained by the intersections of the
half planes {π∈∆|S| : (ai − aj)ᵀπ = 0}, for all possible
vectors ai, aj defined in (9). Then, for k = N to 1, follow:
1: Find Pk, the set of intersections of the Q and the inverse

images of each polyhedron in Pk+1 with respect to (6).
2: Approximate each polyhedron of Pk using a finite num-

ber of points and solve (11) and (13) at these points.

risk denotes the successful detection probability of the ad-
versary. So, the lower the Bayesian risk, the better is the
user privacy. We evaluate the designed control strategies us-
ing 2000 Monte-Carlo simulations. Fig. 2 shows the mean
values and the relative frequencies of the Bayesian risk av-
eraged over each Monte-Carlo simulation in different simu-
lation setups. Here, AV denotes the Viterbi algorithm (non-
causal and EMU-unaware),A1 denotes the EMU-unaware ad-
versary using the designed optimal detection strategy, A2 de-
notes the EMU-aware adversary using the designed optimal
detection strategy obtained using regular grid approximation
of ∆|S|, and A3 denotes the EMU-aware adversary using the
proposed suboptimal detection strategy obtained using adap-
tive grid approximation algorithm. Here, we can see that,
without using an EMU, the designed optimal detection strat-
egy performs almost equally as the non-causal Viterbi algo-
rithm. With the optimal EMU designed for A1, the mean and
modal risk values against AV and A1 were reduced signifi-
cantly,but the EMU-aware adversaries A2 and A3 were able
to increase the Bayesian risk of the EMU. Finally, when the
EMU designed for A2 and A3 are tested against the corre-
sponding optimal detection strategies, the EMU achieves low
risk values. We observe that the proposed sub-optimal con-
trol strategy achieves close to the performance of the optimal
strategy subject to the finite precision.

5. CONCLUSION

In this paper, we have presented the design of an optimal con-
trol against an adversarial MAP detection. We have shown
that when the adversary is unaware of the EMU control ac-
tions, the optimal control strategy can be computed efficiently
using the Markov decision process framework. Whereas,
when the adversary is aware of the EMU, the optimal control
problem becomes non-convex and an optimal control strategy
can be achieved subject to a finite precision by grid approx-
imation. In this case, by exploiting the Bayesian evolution
of the belief state, we present an adaptive-grid approximation
algorithm that reduces the number of optimization problems
to be solved. In a numerical study, we showed that the sub-
optimal algorithm performs close to the optimal performance.

Fig. 2. Performance of the designed EMU when tested with
different cases of adversaries using Monte-Carlo simulations.
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