
Linköpings universitetSE–581 83 Linköping+46 13 28 10 00 , www.liu.se

Linköping University | Department of Computer and Information Science
Master’s thesis, 30 ECTS | Computer Science

2019 | LIU-IDA/LITH-EX-A--19/104--SE

Studying the effectiveness of dy-namic analysis for fingerprintingAndroid malware behavior
En studie av effektivitet hos dynamisk analys för kartläggning av
beteenden hos Android malware

Viktor Regard

Supervisor : Alireza MohammadinodooshanExaminer : Ulf Kargén

http://www.liu.se


Upphovsrätt

Detta dokument hålls tillgängligt på Internet - eller dess framtida ersättare - under 25 år från publicer-ingsdatum under förutsättning att inga extraordinära omständigheter uppstår.Tillgång till dokumentet innebär tillstånd för var och en att läsa, ladda ner, skriva ut enstaka ko-pior för enskilt bruk och att använda det oförändrat för ickekommersiell forskning och för undervis-ning. Överföring av upphovsrätten vid en senare tidpunkt kan inte upphäva detta tillstånd. All annananvändning av dokumentet kräver upphovsmannens medgivande. För att garantera äktheten, säker-heten och tillgängligheten finns lösningar av teknisk och administrativ art.Upphovsmannens ideella rätt innefattar rätt att bli nämnd som upphovsman i den omfattning somgod sed kräver vid användning av dokumentet på ovan beskrivna sätt samt skydd mot att dokumentetändras eller presenteras i sådan form eller i sådant sammanhang som är kränkande för upphovsman-nens litterära eller konstnärliga anseende eller egenart.För ytterligare information om Linköping University Electronic Press se förlagets hemsida
http://www.ep.liu.se/.

Copyright

The publishers will keep this document online on the Internet - or its possible replacement - for aperiod of 25 years starting from the date of publication barring exceptional circumstances.The online availability of the document implies permanent permission for anyone to read, to down-load, or to print out single copies for his/hers own use and to use it unchanged for non-commercialresearch and educational purpose. Subsequent transfers of copyright cannot revoke this permission.All other uses of the document are conditional upon the consent of the copyright owner. The publisherhas taken technical and administrative measures to assure authenticity, security and accessibility.According to intellectual property law the author has the right to bementionedwhen his/her workis accessed as described above and to be protected against infringement.For additional information about the Linköping University Electronic Press and its proceduresfor publication and for assurance of document integrity, please refer to its www home page:
http://www.ep.liu.se/.

© Viktor Regard

http://www.ep.liu.se/
http://www.ep.liu.se/


Abstract

Android is the second most targeted operating system for malware authors and to
counter the development of Android malware, more knowledge about their behavior is
needed. There are mainly two approaches to analyze Android malware, namely static
and dynamic analysis. Recently in 2017, a study and well labeled dataset, named AMD
(Android Malware Dataset), consisting of over 24,000 malware samples was released. It
is divided into 135 varieties based on similar malicious behavior, retrieved through static
analysis of the file classes.dex in the APK of each malware, whereas the labeled features were
determined by manual inspection of three samples in each variety. However, static analy-
sis is known to be weak against obfuscation techniques, such as repackaging or dynamic
loading, which can be exploited to avoid the analysis. In this study the second approach is
utilized and all malware in the dataset are analyzed at run-time in order to monitor their
dynamic behavior. However, analyzing malware at run-time has known weaknesses as
well, as it can be avoided through, for instance, anti-emulator techniques. Therefore, the
study aimed to explore the available sandbox environments for dynamic analysis, study
the effectiveness of fingerprinting Android malware using one of the tools and investigate
whether static features from AMD and the dynamic analysis correlate. For instance, by an
attempt to classify the samples based on similar dynamic features and calculating the Pear-
son Correlation Coefficient (r) for all combinations of features from AMD and the dynamic
analysis.

The comparison of tools for dynamic analysis, showed a need of development, as most
popular tools has been released for a long time and the common factor is a lack of contin-
uous maintenance. As a result, the choice of sandbox environment for this study ended up
as Droidbox, because of aspects like ease of use/install and easily adaptable for large scale
analysis. Based on the dynamic features extracted with Droidbox, it could be shown that
Android malware are more similar to the varieties which they belong to. The best met-
ric for classifying samples to varieties, out of four investigated metrics, turned out to be
Cosine Similarity, which received an accuracy of 83.6% for the entire dataset. The high ac-
curacy indicated a correlation between the dynamic features and static features which the
varieties are based on. Furthermore, the Pearson Correlation Coefficient confirmed that the
manually extracted features, used to describe the varieties, and the dynamic features are
correlated to some extent, which could be partially confirmed by a manual inspection in
the end of the study.
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1 Introduction

Nowadays the smartphone is like a digital Swiss army knife, containing a tool for all of our
digital needs. People choose to handle their sensitive errands (e.g. banking, shopping, wallet)
on the same device as they roam around on different networks, doing social activities, down-
loading applications and surfing the web. This makes the smartphone an appealing target
for malware authors, to steal sensitive information, cause financial loss by calling premium
numbers or other malicious activities.

Android is the dominating smartphone operating system with the big majority of the mar-
ket running Android [29]. Due to the open nature of the operating system and its large market
share, there is no surprise that a security report published by AV-TEST 2018 [5] presented An-
droid as the second most targeted system for malware authors behind Microsoft Windows.
In order to cope with this pressure and avoid uploading of Android malware to the official
application market Google Play Store, Google introduced Bouncer, a dynamic application an-
alyzer, which evaluates the APK (Application Package) and denies malicious applications to
be uploaded. In previous studies ([23, 25]) Bouncer has been proven possible to dissect 1 and
bypass, although, later attempts to dissect Bouncer has failed [23], making the characteris-
tics and effectiveness of Bouncer unknown. However, the issue of less monitored third party
markets remains the biggest threat for Android, as no security validation can be guaranteed
and these markets can simply be exploited as an entrance into the ecosystem. This is the main
reason that more research is needed regarding Android malware detection and classification.

In order to make qualitative studying of Android malware, researchers need large and re-
cent datasets that can reflect the current malware landscape. Recently, the largest public mal-
ware dataset, called AMD [32], was released. AMD (Android Malware Dataset) consists of
24,553 malware samples collected from VirusShare, Google Play Store and third party stores
between 2011 and 2016. The samples are categorized into 71 families based on the dominant
keyword algorithm applied to VirusTotal scan results. Moreover, the samples are divided
into 135 varieties, based on their malicious behavior, which was performed by a clustering
technique presented by Li et al. [22]. The technique generates a fingerprint representation
of the malware using an n-gram sequence of Dalvik bytecode 2 resulting in a bit-vector of

1Black-box analysis that fingerprints an emulator by leaking sensitive information to a custom web server.
2Using the dx tool (part of Andoroid SDK), Java bytecode in .class files can be converted to .dex files (Dalvik

Executable) containing Dalvik bytecode. All applications in Android run on DVM (Dalvik Virtual Machines), where
Dalvik bytecode is used to speed up execution.
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1.1. Motivation

static features. In order to determine the behavior for each of the clustered varieties, the sam-
ples are manually analyzed. However, as manual analysis for all samples in each variety is
not feasible due to the manual effort required, the analysis targets three samples per variety.
As a result, all varieties receive general features describing the malicious behavior for all its
members.

Despite that AMD is the largest recent public Android malware dataset, there is still room
for improvement. The clustering of varieties are based entirely on static analysis and only a
small minority of the samples are actually analyzed in order to profile the varieties.

Multiple tools/studies regarding static [21, 31], dynamic [20, 34] and hybrid [19, 35] anal-
ysis has been presented over the past years with the intention of keeping up with the de-
velopment of Android malware. However, it is known that static analysis is vulnerable to
malware using obfuscation techniques. For example, dynamic loading which can be used by
applications to dynamically load components at run-time and thus, make the behavior asso-
ciated to that component impossible to observe with static analysis. In comparison, dynamic
analysis is more effective against obfuscated malware, as it monitors the application at run-
time instead of inspecting the contents in its APK. However, there are drawbacks for dynamic
analysis as well. The need of a sandbox environment to emulate the application at run-time
can be exploited by the use of anti-emulator techniques. If a malware can fingerprint the
sandbox environment, it can act benign by keeping its malicious activities idle (so-called split
personality). For example, Petsas et al. [26] proved back in 2014, that all 12 sandbox envi-
ronments for dynamic analysis of Android malware covered in their study, were vulnerable
to most anti-emulator techniques. Moreover, additional studies has been published on this
subject since then, showing that this is a remaining issue to solve [8, 11, 27].

This study will contribute to AMD by applying dynamic analysis to each sample in the
dataset, taking anti-emulator techniques into account. This will result in dynamic profiles
for all samples in each variety, instead of one general profile based on manual analysis of up
to three samples. A similarity analysis will be performed between the dynamic profiles, to
study and evaluate the varieties of AMD. Moreover, the study intends to explore the relations
in terms of correlation between the dynamic and manually determined features.

1.1 Motivation

In respect to the fact that Android is the second most targeted system, qualitative classifica-
tion of existing known malware is of big significance. Good classification can simplify the
work of an analyst in order to analyze zero-day malware, as it makes the analyst able to pri-
oritize and distribute his/her time on completely new, unclassified, varieties of malware. The
work of AMD [32] is a well conducted attempt to achieve this. However, as mentioned earlier
the technique used to produce the dataset makes use of static analysis only, which has known
shortcoming on obfuscated malware. As a result, applying dynamic analysis could improve
AMD and complement their findings towards a more complete dataset and image of the cur-
rent malware landscape (as it does not share the same shortcomings). Moreover, dynamic
analysis would be able to produce a profile for each of the samples, whereas the profiled fea-
tures for each variety are based on manual analysis of three randomly selected samples. As
most anti-malware tools use signature-based detection, relations between dynamic and static
features could be valuable in order to make them more robust and efficient, as the signatures
could become more sophisticated.

1.2 Aim

This study aims to contribute to the work performed in order to produce AMD [32]. As it is
completely produced based on static analysis techniques, dynamic analysis would widen the
spectrum of knowledge about the samples and result in a more complete dataset.

2



1.3. Research questions

There are three main contributions the study aims to provide:

• Investigate the tools that are available for execution of dynamic analysis and elucidate
potential deficiencies among them.

• Contribute with a similarity evaluation based on dynamic analysis of the samples in
AMD and the clustering of varieties that the dataset consists of.

• Thoroughly analyze the correlation between the labeled features in AMD and the dy-
namic features collected in this study.

1.3 Research questions

As the project progresses towards the specified aim, there are several research questions that
are expected to be answered. The following research questions are addressed in this thesis:

1. What is the best choice of sandbox environment in the range of open source tools that
are available today, for dynamically analyzing Android malware?

2. Which similarity metric is best suited for comparing similarity between dynamic pro-
files?

3. Do all the members of each variety in AMD have similar or semi-similar dynamic pro-
files?

4. What is the correlation between static features and dynamic features of malware appli-
cations in the AMD dataset?

1.4 Delimitations

All experiments will be performed on the AMD dataset. Moreover, no tool/scheme for dy-
namic analysis will be implemented during this research. The study will make use of open
source software from previous development, in this area of research.

3



2 Theory

In this section, topics directly related to the study are presented. The information presented
is considered crucial by the author in order to follow the line of reasoning and decisions
presented in the thesis.

2.1 Android Applications

Android applications have several core components, restrictions, and features that are im-
portant to have knowledge about in the area of Android malware analysis. Firstly, when
compiling the application, compiled code, data and other resources that is necessary for in-
stalling the application are packaged into an archive file called APK (Android Package). In
particular, there are one important file in the APK called AndroidManifest.xml. In Android-
Manifest.xml, the developer has to declare all components of the application (e.g. activities,
services, receivers and providers) as well as the permissions requested by the application.
Additionally, classes.dex (Dalvik Executable) and native libraries are two important contents
in the APK for this context. The file classes.dex contains the compiled code for the applica-
tion called Dalvik bytecode. Despite the fact that a majority of tools for dynamic analysis still
uses emulators that runs Android 4.x (for example Droidbox1 and CuckooDroid2), it is good
to know that the Dalvik run-time environment has been replaced by ART (Android Runtime)
in Android 5.0 and higher. Briefly, this means that applications are completely compiled to
machine code at installation according to AOT (Ahead of Time) compilation, whereas with
Dalvik, needed code segments are compiled at run-time according to JIT (Just in Time) compi-
lation. Thus, ART has better overall performance although applications will use more storage
space in comparison to Dalvik. Furthermore, as a result of NDK (Native Development Kit)
the developer is allowed to use C/C++ code with Android, for example to manage native
activities, which after compilation is found in the aforementioned native libraries.

In an Android-powered device, each application runs in a VM (Virtual Machine). As a
result, it is isolated from the host operating system as well as other applications that run in
parallel on the same device. This architecture makes it possible for Android to apply the
principle of least privilege since each VM is treated as its own user and is assigned a unique

1https://github.com/pjlantz/droidbox
2https://github.com/idanr1986/cuckoo-droid
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2.2. Obfuscation Techniques

user ID. As a result, actions regarding files and resources belonging to an application can
be locked to that specific user ID. Moreover, the privileges declared in AndroidManifest.xml
for an application can be checked by the operating system using the user ID and thus the
privileges become specific to the application. However, there are exceptions that allows ap-
plications to share the same user ID and even be executed in the same VM. Although, this
requires the application to be signed with the same certificate.

For more Android specific information, the reader is referred to the official Android doc-
umentation for application developers.3

2.2 Obfuscation Techniques

Wei et al. [32] observed that 79% of the malware samples in AMD used at least one type
of obfuscation technique, making obfuscation techniques crucial to understand in order to
study Android malware. The original purpose of obfuscating applications is to protect the
APK from reverse engineering (for example with tools like AndroGuard4) and piracy as well
as optimizing and shrinking the size of the application. Unfortunately, these obfuscation
techniques are exploited by applications with malicious intents as well, which makes manual
and static analysis complicated at the code level, further explained in section 2.6 below.

In order to get an understanding of the importance of dynamic analysis to detect and
label Android malware as well as the drawbacks of static analysis, this section will explain
some of the most commonly used obfuscation/anti-analysis techniques in Android malware
applications.

Renaming

One of the most frequently used obfuscation techniques is renaming. This is because renam-
ing is commonly used when shrinking and optimizing the code for the application, using
for example ProGuard or R8 compiler. The latter can be enabled directly in Android Studio
(Version >= 3.4). Renaming function and variable calls to meaningless names makes manual
analysis a lot more complicated but should not affect static analysis [32].

Repackaging

Repackaging is another common obfuscation technique. Zhou et al. [36] observed that 86.0%
of their 1260 collected malware applications were repackaged versions of benign and legiti-
mate applications. Repackaging is accomplished by reverse engineering a legitimate appli-
cations bytecode back to source code (for example by using AndroGuard). Moreover, with
the source code in possession, the malware author can embed their malicious code along
with the legitimate and benign code and recompile the application. As a disadvantage of the
open nature of Android, malware authors can exploit less monitored third party markets by
uploading the malicious version and advertise the application as the legitimate one.

From an analysts or anti-virus point of view, repackaging complicates detection of mal-
ware. Static analysis receive a huge overhead from the legitimate code and anti-virus soft-
ware often use traditional signature-based detection which can cause repackaged applica-
tions to have similar signatures as the legitimate application. Repackaging makes it possible
for one single malicious application to hide in any other legitimate application. As a result, it
could theoretically exist infinite numbers of different signatures for the same malware.

3https://developer.android.com/docs
4https://github.com/androguard/androguard
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2.3. Malware dataset

Encryption

Malicious applications widely make use of different kinds of encryption methods in order
to hide semantics from code analysis [32]. The original purpose of encryption is to make
data unreadable for unauthorized actors but is also effective for hiding malicious intents. For
example, encryption of strings, URL, command & control commands, class names and more.
As a result, the code could be extremely hard to read and analyze when it is completely
structured with meaningless names and data.

Encryption as obfuscation technique makes the real information available only at run-
time when the application itself needs the data in plain text for execution, by decrypting the
data on the fly just before it is used. Thus, the plain text is not available during static analysis.

Reflection

Reflection is a Java library that can be used in order to manipulate a class or contents of a class
dynamically at run-time. As a result, reflection makes it difficult to completely understand
the behaviors of the application before run-time. Thus, it is obvious that static analysis is
more vulnerable to reflection than dynamic analysis which is performed at run-time.

Dynamic Loading

Dynamic code loading, also referred to as dynamic delivery5 in the Android Studio user guide,
is a functionality that lets the application download code on demand at run-time. One of the
main purposes of this support is to avoid being forced to manage multiple APKs for different
configurations and devices. However, the support of dynamic loading makes it possible for
malware authors to dynamically load malicious code. Thus, the code is not present in the
APK for static analysis but dynamic analysis could still be able to monitor the behavior as the
code need to be present at run-time.

Native code/native payload

Android NDK allows the developer to implement parts of the application in C/C++, which
is stored in specific libraries for native code. However, the reason why this is classified as an
obfuscation technique is because many tools for static analysis does not analyze the native
libraries but instead focuses on the Dalvik bytecode [22] or AndroidManifest.xml file [21].
This makes it possible for malware authors to hide malicious code in the native libraries and
pass potential analysis and malware detection.

2.3 Malware dataset

There are several datasets that has been or are available for research of Android malware,
for example Android Malware Genome Project [36], The Drebin Dataset [3], UpDroid [1] and
AMD (Android Malware Dataset) [32]. From the four mentioned datasets Genome Project
and Drebin could be classified as out of date for studying the current malware threat against
Android devices. Genome Project consists of 1,260 Android malware collected between Au-
gust 2010 and October 2011 and has officially stopped their efforts in sharing the dataset.
Moreover, the Drebin dataset consist of 5,560 samples collected between August 2010 and
October 2012 and is to the best of our knowledge still available on request. UpDroid is a
dataset of 2,479 Android malware samples that were discovered from 2013 to 2017 (most
after 2015). Therefore, UpDroid could be considered as an up to date dataset. However, Up-
Droid is specialized in malware that performs ”update attacks”, for example makes use of
dynamic loading, to ease further research in dynamic analysis where static analysis would

5https://developer.android.com/studio/projects/dynamic-delivery
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2.4. Dynamic Analysis

fall short due to the ”updates”. Lastly, the dataset that is taken into account for this study is
AMD which is by far one of the largest well-labeled datasets available today. AMD consists
of 24,553 different malware samples that has been discovered between 2010 and 2016, and
could therefore reflect the current landscape of Android malware.

AMD

The samples in AMD [32] are divided into 71 families and 135 varieties. The families are
determined based on ”the dominant keyword algorithm” which are applied to the scan result
of VirusTotal6 and the varieties are based on the semantics of the samples. In order to extract
the features/semantics from each sample, the study used a clustering technique presented by
Li et al. [22].

Briefly, the clustering technique disassembles classes.dex (in the APK) into Dalvik byte-
code, which is processed to extract distinctive information. Furthermore, it makes use of an
n-gram sequence of processed Dalvik bytecode and feature hashing to generate feature-based
bit-vector fingerprints for each sample. In order to remove legitimate libraries the study re-
peats the same procedure with the library code and sets matching bits in each sample to 0.
Moreover, all of the fingerprints are intersected based on the assumption that malware au-
thors reuse code segments in different malware samples. The intersections are clustered into
groups of similar intersected fingerprints, which is measured using Jaccard similarity. The fi-
nal groups are then selected based on three criteria: payload entry size, number of distinct
apps associated with the payload cluster and the number of 1-bits in the general cluster fin-
gerprint. As a result, all samples are grouped together in varieties with samples that share
the same malicious payload, which finally can be manually inspected in order to label their
semantics. Although the malicious payload is mined in each sample, there are obvious limita-
tions to manual analysis and therefore three samples in each variety were inspected in AMD
to generate a general profile for the samples in the variety.

2.4 Dynamic Analysis

A plethora of studies regarding dynamic analysis has been published and the research has
come far regarding specific behavior, techniques and intentions of Android malware. Mean-
while, research has also found shortcomings of dynamic analysis as well as investigated al-
ternative platforms for the analysis. In this section, the most important points regarding
dynamic analysis will be described and motivated in order for the reader to get an under-
standing of its advantages, disadvantages and what has been done previously in this area of
research.

The definition of dynamic analysis in the context of Android applications is broad, and not
restricted to any specific platform. The common factor is that the analysis is executed at run-
time and is independent of having the application code available, with exceptions for tools
with sophisticated input generation, which is further covered in the input generation section
below. Thus, the independence of available code makes dynamic analysis robust against
anti-analysis/obfuscation techniques such as repackaging, encryption and dynamic loading,
which was previously explained in section 2.2. This property makes dynamic analysis an
effective and thus important method in Android malware analysis as well as detection.

Although dynamic analysis is needed as Android malware become more sophisticated
and malware authors come up with more advanced obfuscation techniques, dynamic analy-
sis is dependent of an environment where it can perform run-time analysis of applications.
Therefore, dynamic analysis is often executed in sandbox environments such as emulators.
This is preferable in the sense that the sandbox is an isolated environment, and hence it is
simpler to delimit the functionality and privileges of the malicious application. Furthermore,

6https://www.virustotal.com
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2.4. Dynamic Analysis

when operating with malware it is advantageous to be able to revert the system to a previous
snapshot or state between the rounds since the malware might try to alter the system. Above
all, as a result of being able to run multiple sandbox environments simultaneously, this tech-
nique supports analysis at a large scale. The same scaling ability would be difficult to achieve
on real devices, but absolutely necessary for research purposes, especially when analyzing a
large number of applications such as entire datasets.

Run-time Behavior

As mentioned earlier, dynamic analysis monitors/records run-time behavior, but what does
it mean? The meaning of run-time behavior is all activities that are executed or parameters
that are affected at run-time. Common features to monitor is, for example, file and encryp-
tion operations, information leakage/stealing, dynamic loading, network traffic, SMS and
telephone operations [34]. Moreover, there are examples of dynamic analysis schemes and
tools which monitor less common features. For example, anti-simulation, hidden app icons,
packet size, number of API calls, requesting of root permission [34] or pure hardware based
features like, for instance, CPU and RAM usage [19].

Emulator vs Real Device

There are studies where real devices (Android smartphones) have been used in order to either
make it possible to employ engines for dynamic analysis on top of [24], or directly executing
dynamic analysis [2, 18]. This has shown potential in the use of real devices for dynamic
analysis in multiple ways. Mainly because one of the most critical drawbacks of dynamic
analysis, namely anti-emulator techniques or fingerprinting of the emulator, as described
in section 2.5 below, are nearly to eliminated with real devices as platform. Moreover, real
devices has been shown to be more effective in dynamic analysis as it both extracts more be-
havioral features than analysis with emulators, and are able to find unique new features that
are not found with an emulator [2]. For example, Alzaylaee et al. [2] noted that the feature
"System.loadLibrary" was monitored in 209 out of 2444 mixed benign and malware applica-
tions on the real device but never on the emulator. They figured this was the case because the
feature is related to native code which the emulator did not support. Another advantage of
real devices is that they have been shown to crash less frequently during analysis of applica-
tions [2]. More successfully analyzed applications lead to fewer samples that are needed to
be analyzed manually or other additional workarounds. Thus, real devices can be considered
more reliable when only considering dynamic analysis of a single application.

However, several characteristics that are crucial for dynamic analysis are made more com-
plicated with real devices, which is one of the reasons that studies often do not migrate to real
devices completely. Firstly, the expense of utilizing real phones is avoided with emulators,
as you simply set up one and then create the desired number of copies. A second benefit of
using emulators is the simplicity of reverting the system back to a specific state or a snap-
shot of the system. BareDroid [24] aimed to address the shortcoming, of not being able to
efficiently restore a real phone between analysis sessions, by modification to the Android OS
and by relying on SELinux in order to protect system partitions. It successfully speeded up
the process of restoring the system but it could not be guaranteed to be as accurate as an
emulator. Moreover, they experienced that the robustness of real devices are not ideal as the
hardware components significantly increase the number of failure modes during analysis.
Furthermore, there are still flaws to real devices that could be utilized by sophisticated mal-
ware in order to evade analysis. Despite that a real device contains all the sensors, SIM-card
and hardware components as a real phone (in use), it is limited in ways like having a static
GPS position and being connected with USB for charging [24].

From an ethical point of view, it is advantageous to be able to delimit the functionality
available for the installed malware during the analysis. This can be considered trivial when
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using an emulator as it already is an isolated environment, and phone-calling functionality or
similar can not be misused. This is not the case with real phones, where modifications to the
telephony framework has to be done in order to control these sensitive actions [18]. Similar
measures are needed to internet access in order to monitor the internet related actions of
malware.

Input generation

An important feature in dynamic analysis that is frequently discussed when evaluating tools
for dynamic analysis is input generation [9, 10, 20]. Especially: there are two important char-
acteristics, if the input generation is deterministic and the ratio of the code that is actually
tested by the input, often referred to as code coverage [10]. It can be vital for a study to be re-
producible, for example when generating fingerprint representations of malware samples. In
that case a deterministic input generator is the only option. Moreover, it is difficult to perform
qualitative comparisons between tools for dynamic analysis when the output varies for the
same input. However, effective deterministic input generation is complicated to implement
since they often need to be adapted to the application (for example by having the source code
available [10]) in order to keep a high code coverage, which is not feasible within analysis
of huge datasets. Therefore, some studies ([18] [1]) make use of random input generation
with the focus of receiving high code coverage and thereby sacrificing the ability to exactly
reproduce the study. Additionally, random input generation has been shown to often result
in higher code coverage than the more sophisticated alternatives [10].

Examples of frequently used input generation tools are Monkey7 and Monkeyrunner8. The
earlier is used to stress test applications by generating random input like touches and swipes
to the screen and button presses and has for example been used in UpDroid [1]. Moreover,
Monkeyrunner is used in one of the arguably most frequently used tools for dynamic analy-
sis, namely DroidBox, and allows the user to specify a test suite for applications. In the case
of DroidBox, Monkeyrunner is simply used to start the main activity of the application and
no other input data are generated.

2.5 Anti-emulator techniques

Obfuscation techniques do not significantly affect dynamic analysis, as such techniques are
used to hide malicious code. As explained above, dynamic analysis analyzes Android ap-
plications based on their run-time behavior by running the actual application in a monitored
environment and is not dependent of the corresponding code. This encourage Android mal-
ware authors to come up with more sophisticated methods/techniques in order to hide their
malicious intents from dynamic analysis as well. These techniques are often referred to as
anti-emulator or anti-virtualization and is known to be one of the most critical shortcomings
of dynamic analysis. It means that the malware detects the environment and executes its
malicious behavior only if it ”believes” the environment to be a real phone, in use.

A lot of recent studies have been published that investigates possible artifacts and whether
they can be exploited in order to fingerprint emulators used together with dynamic analysis
[8, 11, 27]. As Android emulators are not designed to be used for dynamic analysis and does
therefore not have the requirements for ”not being detectable” as default. Discrepancies to
real phones that are frequently brought up as examples are basic parameters such as IMEI
(International Mobile Equipment Identity) and IMSI (International Mobile Subscriber Iden-
tity) which both are set to specific constant values as default [26]. Another example is that the
default Android emulator has not put effort in hiding the name of their virtual CPU, called
Goldfish, or when applications requests to receive the name of specific hardware in the em-

7https://developer.android.com/studio/test/monkey
8https://developer.android.com/studio/test/monkeyrunner
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ulator, for example sensors [8]. A simple if-statement that checks any of these discrepancies
before executing malicious activities has been shown to often be sufficient, to evade dynamic
analysis [26].

Sensors are a sensitive part which can be used in order to fingerprint a sandbox environ-
ment, as their default simulation are known to have imperfections [8]. However, recently
Mirage [8] was introduced to the literature with a successful attempt to fix the most sim-
plest discrepancies, but more importantly, simulate sensors with data from recordings of real
devices.

Additionally, not even a real phone could be perfectly secure against these techniques as
the goal is to mimic a real phone in use. User data can be used as artifacts to evade analysis,
for example, saved WiFi connections, paired Bluetooth units, system up-time and free space
on the phone [23]. Moreover, contacts and SMS are often empty, standardized or random for
sandboxes making it possible to detect analysis environments by their usage-profiles [11].

2.6 Static Analysis

Although static analysis is not in focus for this study, basic knowledge about the technique
is relevant as the aim is to contribute to AMD [32] which is entirely based on static analysis.
Furthermore, static analysis is often used in combination with dynamic analysis (so-called
hybrid analysis) [9, 19, 35].

What best describes static analysis is the characteristic of being able to analyze an applica-
tion without running its code. In contrast to dynamic analysis, it is completely dependent of
the files and code located inside the APK before installation of the application. Despite that
AMD makes use of the Dalvik bytecode extracted from the file classes.dex, another common
file to extract static features from is AndroidManifest.xml [21, 31].

It has been shown that static analysis is overall more effective for identifying malware
families [9]. Additionally, static analysis is also generally faster than dynamic analysis as
all the features are static and can be extracted directly without executing the application.
However, it is generally known that static analysis is vulnerable to obfuscation techniques.
Malware can exploit this vulnerability to hide their malicious behavior and thus bypass the
analysis.

2.7 Similarity Analysis

One of the research questions addressed in this study is to determine which similarity metric
that is best suited for analyzing similarity of Android malware based on dynamic features.
This section will describe the covered similarity metrics that have been chosen to be investi-
gated based on previous related studies regarding similarity analysis and Android malware.
Note that the metrics calculate either a similarity value or the distance between two samples,
where a small distance implies a high similarity. Henceforth, both types of metrics will be
referred to as similarity metrics, regardless if they calculate similarity or distance.

The calculation of similarity metrics in the context of Android malware analysis is a com-
mon task. However, most studies are performed with the aim to classify unknown samples
into families based on similarity of either dynamic [9, 20], static [22] or a combination of static
and dynamic features [1]. In this study the aim is to evaluate the varieties and the samples
they consist of in AMD [32] and not to construct new varieties or present a classification
method. Thus, a suitable similarity metric is needed to calculate the similarity or distance for
the samples to each variety with respect to the dynamically extracted features.

The similarity metrics that were considered relevant to cover in this study based on previ-
ous studies are: Euclidean Distance, Cosine Similarity, Mahalanobis Distance and Chebyshev
Distance. In the following subsections they are all presented in more detail.
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Euclidean Distance

Euclidean Distance is the first covered metric for the similarity analysis, as it is a well known
algorithm for measuring the distance between two multi-dimensional vectors. Moreover,
Euclidean Distance is commonly used in clustering algorithms, for example K-means. Fer-
rante et al. [15] compared Euclidean Distance, Canberra Distance and Chebyshev Distance
for clustering Android applications based on memory and CPU behaviors using a variant of
K-means, called K-means++. The clusters generated with Euclidean Distance showed overall
best accuracy when used for detecting malicious sub-traces9.

Noteworthy when using Euclidean Distance is that directly applying the metric to two
multi-dimensional vectors, without normalization, does not take dimensional scale into con-
sideration, giving some dimensions higher impact on the actual result. The formula for
calculating Euclidean Distance between vector v1 and v2 is presented in equation 2.1 be-
low, where v1 and v2 are in the n-dimensional space, such that v1 = tv11, v12, ..., v1nu and
v2 = tv21, v22, ..., v2nu.

euclidean-distance(v1, v2) =
b

(v11 ´ v21)2 + (v12 ´ v22)2 + ¨ ¨ ¨+ (v1n ´ v2n)2 (2.1)

Cosine Similarity

Cosine Similarity is another well known metric, which in contrast to the classic Euclidean Dis-
tance, described above, takes the orientation/angle into consideration instead of the vector
magnitude. This metric has been seen before in previous studies regarding a similar con-
text of Android malware and similarity analysis. For example, DySign [20] utilized Cosine
Similarity to distinguish malicious applications from benign and for classifying samples into
families, based on dynamic features. Moreover, DenDroid [30] made use of the metric for
classifying Android malware families, based on code chunks from the malicious applications.

The formula for calculating the Cosine Similarity between two vectors v1 and v2 is pre-
sented as equation 2.2 below, where v1 and v2 are in the n-dimensional space.

cosine-similarity(v1, v2) = cos(θ) =
v1 ¨ v2

||v1||||v2||
(2.2)

Compared to Euclidean Distance where certain dimensions of higher scale can have big
impacts and end up far from each other in the euclidean space, the vectors could still have
high similarity calculated with the Cosine Similarity, as the angle is determined rather than
the distance.

Mahalanobis Distance

The Mahalanobis Distance does not calculate the distance or similarity between two points
like the other metrics, instead it calculates the distance between a point and a distribution of
points. The formula for calculating Mahalanobis Distance is presented in equation 2.3 below,
where x is a multi-dimensional vector, m is the mean vector for a distribution of vectors and
C´1 is the inverse-covariance matrix for the distribution.

MD(x, m) =
b

(x´m)T ¨ C´1 ¨ (x´m) (2.3)

A known limitation of the Mahalanobis Distance is, when measuring the distance to dis-
tributions which contain a large number of columns/features, multiple features are likely
to be redundant or strongly correlated to each other. As the Mahalanobis Distance includes
a variance-covariance matrix of the dataset, a result of such calculations are a singular or
nearly singular matrix [12]. Mathematically, such matrices cannot be inverted, which is a

9A combination of API-calls, memory features and CPU features for a specific time interval of execution.
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fundamental part of calculating the Mahalanobis Distance. Inverting the variance-covariance
matrix also implies that the metric takes variable correlation into account and makes the di-
mensions scale invariant: Two properties that are well suited for distributions with unknown
shape and varying scales.

Although the Mahalanobis Distance is not seen as frequently as Cosine Similarity or Eu-
clidean Distance, it has been used in several related studies for detecting and classifying
Android malware. For example, in MalDAE [16] which received up to 97.89% in accuracy for
detecting malicious applications and 94.39% classification accuracy for classifying malware
into categories (e.g backdoor, rootkit).

Chebyshev Distance

The final metric considered for the similarity analysis is the Chebyshev Distance. It calculates
the difference in all dimensions between two multi-dimensional vectors and then returns the
greatest difference among them. The Chebyshev Distance between two vectors v1 and v2
can be calculated with the formula in equation 2.4, where v1 and v2 are in the n-dimensional
space, such that v1 = tv11, v12, ..., v1nu and v2 = tv21, v22, ..., v2nu.

Dchebyshev(v1, v2) = max(|v11 ´ v21|, |v12 ´ v22|, ..., |v1n ´ v2n|) (2.4)

The Chebyshev Distance has previously been shown to perform equivalent to the well
known metric Euclidean Distance in the context of detecting malicious sub-traces of Android
malware based on API-calls and information about the CPU and memory at run-time [15].

2.8 Term Frequency - Inverse Document Frequency

Term Frequency - Inverse Document Frequency, often referred to as tf-idf, is a technique to de-
termine whether a term/word is of significance for describing a specific document in a set of
documents. Moreover, from this information weights are generated for each term, in order to
prioritize the terms that are of significance to distinguish documents from each other. Hence,
terms that appear often in a few document but not in the rest, receive high valued weights.
Terms that appear often, in general, over many documents, receive a low valued weight as
they are insignificant for distinguishing the documents.

The formula to calculate tf-idf is presented as equation 2.8 and consists of a product be-
tween two parts called tf and idf, which can be calculated separately, presented in equation
2.5 (or 2.6) and 2.7 respectively. Notably, tf can be defined differently as it is a common
practice to apply normalization on the term frequencies. Thus, the definition may depend
on the choice of normalization algorithm. In this thesis two variants are referred to, either
equation 2.5 which uses the absolute frequency fd,t of the considered term t, without any nor-
malization, or according to equation 2.6, where the absolute frequency is normalized using
L2-normalization (also known as euclidean normalization). Furthermore, idf is calculated
as the logarithm of the total number of documents |D| over the number documents which
contains the term t, mathematically presented as |td P D : t P du|.

tf(t, d) = fd,t (2.5)

tf(t, d) =
fd,t

|d|
(2.6)

idf(t, D) = log
|D|

|td P D : t P du|
(2.7)

tf-idf(t, d, D) = tf(t, d) ¨ idf(t, D) (2.8)
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In previous studies, DySign [20] utilized tf-idf for constructing fingerprint representations
of Android applications based on features extracted through dynamic analysis. The finger-
prints could later be successfully used for good detecting capabilities of similar malware.
Moreover, DenDroid [30] used a similar method based on tf-idf, but slightly modified for
code chunks instead of terms and the frequency of a chunks appearance in a family, instead
of document. Similarly to DySign, DenDroid analyzed the results based on similarity and
received, in general, promising results for classifying Android malware families.

2.9 Correlation Analysis

Correlation analysis is a common measure in statistics as it yields valuable information about
the relation between variables. This knowledge could, for example, be utilized to map a cer-
tain type of features used by an application to another set of possibly ”dangerous” features
[17]. Although, a more common usage for correlation is in feature extraction, as a technique
to process the data before constructing a classifier and thus detect/distinguish malicious ap-
plications from benign applications [7, 28]. This a suitable technique since correlation can
be used to analyze information given by specific features and whether they contribute with
any unique and new information. To the best of the author’s knowledge, correlation analysis
of high level static features and dynamically extracted features has not been studied before.
Certainly, no similar studies has been conducted on the AMD dataset and the manually ex-
tracted high level static features that describe the varieties of the dataset. Such analysis could
contribute to new knowledge and more precise predictions of malicious behavior or intents
based on dynamic analysis or vice versa.

The most common method to determine the correlation between two quantitative vari-
ables is to calculate the Pearson Correlation Coefficient (r), which measures the linear corre-
lation between two variables. The coefficient becomes a value in the interval ´1 ď r ď 1
where r = ´1 is considered as perfect negative correlation and r = 1 is considered as perfect
positive correlation between the examined variables. Given two variables X and Y with n
related samples, such as both X and Y are in the n-dimensional space: X = tx1, x2, ..., xnu

and Y = ty1, y2, ..., ynu, then the Pearson Correlation Coefficient between X and Y can be
calculated with the formula presented in equation 2.9.

r =

ř

XY´
ř

X
ř

Y
n

c

ř

X2 ´
(
ř

X)2

n

c

ř

Y2 ´
(
ř

Y)2

n

(2.9)
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3 Methodology

In this chapter, the method executed to address the research questions is described and mo-
tivated. The chapter is divided into 5 sub-sections which describes the 5 main sub-processes
performed in this study. Each sub-process was executed in chronological order, as presented,
since almost all processes are dependent of the preceding process. However, the last two
sub-processes involve analysis regarding similarity and correlation of the generated dynamic
profiles and could practically have been executed simultaneously as their results do not de-
pend on each other.

3.1 Comparison and Selecting a Sandbox Environment

The selection of tool/sandbox environment for dynamic analysis consisted of two parts. The
first part involved a research for open source tools and to collect candidates that could be
used to dynamically analyze the AMD dataset. The second part consisted of a comparison
between the candidates based on several parameters, for example, ease of use/install, rich-
ness of information, time consumption, whether the system was continuously maintained
and whether the sandbox environment has been part of previously published studies.

The research for candidate tools were primarily performed by searching in related studies
which gave an overview of popular tools that has been utilized in the previous literature and
whether the results in that study were successful. Additionally, the research aimed to cover
tools outside of the literature as well, for example by searching in the GitHub repository
android-security-awesome1 which holds a continuously updated collection of Android security
related tools. To be qualified as a candidate, the tools were required to be publicly available,
open source and preferably supported by previous studies. Multiple tools could be excluded
already at this stage because of, for example, obvious lack in information richness compared
to the other candidates.

The comparison of candidates was based on several aspects as mentioned above. The first
aspect taken into consideration was the ease of use/install. If the tool would require much
time and effort to get running, it was considered poorly maintained. This turned out to be
an important part of the comparison as a lot of the publicly available tools, despite being
frequently discussed in the literature, were old and poorly maintained which lead to compli-

1https://github.com/ashishb/android-security-awesome
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cations with compatibility to more recent software versions. As a result, much time would
be spent on workarounds and maintaining the code of tools rather than an actual qualitative
comparison. A second crucial aspect for the study was the richness of information, because
of the subsequent sub-processes which involve similarity and correlation analysis. They are
a big part of the study and their results will be affected directly by the information monitored
by the sandbox environment. Previously, it has been shown that monitoring extra dynamic
features can improve, for instance, detection of Android malware [34]. Another crucial as-
pect which was taken into consideration was the time consumption for the dynamic analysis.
The aim was to analyze the entire AMD dataset which consists of more than 24,000 known
Android malware [32], thus, both analysis time per sample and the possibility to automati-
cally execute the tool in parallel were considered. If the tool could run multiple instances of
dynamic analysis simultaneously without any major modifications, it was considered a great
advantage.

Additionally, some less crucial, but yet relevant, aspects were considered regarding the
choice of sandbox environment, which includes whether the tool was continuously main-
tained, used in previous studies and offers protection against anti-emulator techniques. A
continuously maintained tool could result in more reliable results and increase the value of
the study as the risk that the tool gets outdated and incompatible with future versions are
less of a concern. Similar reasoning was made about the presence in previous studies, as it
increased the confidence of the tool and its results. Furthermore, as anti-emulator techniques
are commonly used among malicious applications for Android [32] and it is known that emu-
lators often contain imperfections that reveals them as not being a real device [8, 11, 23, 27]. A
well developed emulator that is able to mimic a real device could be important to monitor its
malicious behavior [11]. However, the study does not aim to detect malware and all samples
in AMD are already known to be malicious and thus, evasion techniques would not evade
the analysis, but could instead result in less monitored features. Malware that are unusually
inactive or benign could theoretically improve variety classification and evaluation based on
similarity analysis as malware that belongs to the same variety share behavior/features [32].
Hence, protection against anti-emulator techniques is considered a less crucial aspect com-
pared to, for example, richness of information and time consumption, although, it would be
preferable.

Selected Sandbox Environment

As a result of the research and comparison of sandbox environments, Droidbox was selected
to be used for dynamic analysis in this study. More specifically, a dockerized instance of
DroidBox2. For the actual comparison and motivation, the reader is referred to the Results
Chapter below. However, for the upcoming methodology, more thorough knowledge about
the comparison and selection is not necessary.

3.2 Dynamic Analysis using Droidbox

The primarily goal of this process was to analyze all samples in AMD. However, as the dock-
erized version of Droidbox is made to analyze one application/APK at the time and not
entire datasets, the tool needed to be automated. Considering the limited time period avail-
able and the size of AMD, any improvements regarding the effectiveness of the dynamic
analysis were considered rewarding. As the dockerized Droidbox allows the user to specify
the time of analysis for each sample, all measures with respect to effectiveness increased the
amount of time feasible to spend on each application. Moreover, beyond the absolute time
for analyzing each sample, the process of running Droidbox for each application involved
time overhead in terms of creating/running the docker container, starting the emulator and

2https://hub.docker.com/r/honeynet/droidbox/
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installing the application (in the emulator) before the analysis could begin. In test-runs of
single containers it could be noted that approximately 70 seconds of analysis overhead was
inevitable. Thus, analyzing each APK for tanalysis seconds would result in a total time con-
sumption of ttotal = (70 + tanalysis) seconds. For the entire dataset of 24,553 samples, a se-
quential implementation would result in approximately 20 days of analysis, with only the
overhead considered.

Droidbox is not adapted for analyzing multiple applications simultaneously, however,
docker containers can easily be run in parallel. Hence, a Python script was implemented
which automatically and continuously created and ran Droidbox containers for each speci-
fied application and automatically saved the generated log for each run. As each analysis
is an independent process, the procedure could trivially be implemented to run in parallel.
Thus, a multiprocessing library3 for Python was utilized, which made it possible to balance
the workload over all available cores and execute one container per unoccupied core at the
workstation.

As a result of parallelism, the run-time tanalysis could be set to 20 seconds for each applica-
tion. In comparison to previous studies which used Droidbox, for example UpDroid [1] and
EC2 [9], running the application for 20 seconds is a rather short amount of time. However,
the applications in DySign [20] were analyzed for 15 seconds each and the study still received
successful results. Moreover, they observed that malicious applications tend to perform their
malicious behavior as soon as they are executed. Thus, 20 seconds were considered a suffi-
cient time of analysis for this study. Note that none of the previous studies analyzed a dataset
as large as AMD, which makes UpDroid and EC2 an unfair comparison.

Finally, before the analysis of each sample in AMD was run, the internet connection was
shut down from the workstation. From an ethical point of view, isolating the applications
from internet keeps the malicious activities local to the emulator, and it guarantees that no
harmful actions towards outside systems can be performed during the analysis. Whether this
decision potentially affected the results is later discussed in the Discussion Chapter.

Unexpected workarounds

During the analysis, an error was noted for the dockerized Droidbox, as it tended to fail at
random occasions, which caused the emulator to freeze and thus, preventing the container
from shutting down. The container continuously saved screen dumps for the user to be able
to observe the analyzed application. After investigating the issue, it could be noted that this
functionality sometimes caused the analysis to freeze. However, as it was not possible to
disable this feature, the problem was solved by adding a timeout for the container. As each
analysis was expected to take approximately 90 seconds (analysis + overhead), the timeout
was set to 120 seconds. Whenever the timeout for a container was reached the process was
terminated. Afterwards the analysis was repeated until the affected application was success-
fully analyzed.

3.3 Processing Logs to Profiles

As a result from the dynamic analysis of AMD, logs of the dynamic behavior of each malware
sample were generated. To retrieve the logs on a more comparable and uniform format,
each log was processed with the aim to extract features considered significant for describing
or fingerprinting each sample. The remaining redundant information was thus filtered out.
Henceforth, this format will be referred to as profiles.

The method used to process the logs, could be considered a merge of two previous studies
with successful results of classifying Android malware families, called EC2 [9] and UpDroid

3https://docs.python.org/3.7/library/multiprocessing.html
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[1]. The method resulted in a modified bag of words4 approach based on n-grams of specific
words from the logs, with an exception for some additional features. More specifically, the
n-grams were limited to n ď 3, as n greater than 3 has been experimentally verified, in EC2,
not to improve performance for family classification. Furthermore, UpDroid used a couple
of additional features compared to EC2 and considering their successful results, a majority of
their features were also added to the feature set in the modified bag of words approach for
processing the Droidbox logs.

The feature set derived from the Droidbox logs, is presented in Table 3.1. Features 1-9 are
directly derived from the EC2 study [9], which was added without any modifications. More-
over, with inspiration from UpDroid [1], additional features were added and are presented
as the features 10-17. However, as the feature sets from the two studies are in different form
or structure, the first approach, if possible, was to translate the features on arbitrary forms
to n-grams. For example, the feature ”Number of started phone conversations” from Up-
Droid was translated to the n-gram: phonecall [<phonenumber>]. However, features 14-17
could not be translated to n-grams and was therefore treated as special features. The spe-
cial features of type Number are the count of file accesses and unique network connections,
which does not get covered by the n-grams from EC2. Furthermore, the features with type
Boolean, specifies whether a type of cryptographic algorithm or data leakage is used or ex-
ploited. Thus, for a sample that utilized multiple cryptographic algorithms, for example AES
and DES, the words ”crypto_algorithm AES” and ”crypto_algorithm DES” were added to
the bag of words, without considering the number of times each algorithm was present in the
log.

Table 3.1: Features extracted from the logs

Feature Sets
First Feature Set: Mainly inspired by EC2
Number Type Feature
1 n-gram read [[<basepath>][<filepath>]]
2 n-gram write [[<basepath>][<filepath>]]
3 n-gram servicestart [<servicename>]
4 n-gram load [[<classpath>][<classname>]]
5 n-gram crypto [[<algorithm>][<encryptionkey>]]
6 n-gram recvaction [[<path>][<name>]]
7 n-gram sendnet [[<protocol>][<port>]]
8 n-gram recvnet [[<protocol>][<port>]]
9 n-gram sendsms [[<phonenumber>][<message>]]
Second Feature Set: Additional features inspired by UpDroid
Number Type Feature
10 n-gram leak [[<sink>][<taint>]]
11 n-gram phonecall [<phonenumber>]
12 n-gram opennet [[<protocol>][<port>]]
13 n-gram closenet [[<protocol>][<port>]]
14 Number file_accesses #count
15 Number unique_connections #count
16 Boolean crypto_algorithm [<algorithm_type>]
17 Boolean leaked_type [<type>]

The notion of n-grams, operation [[<argument1>][<argument2>]], should be interpreted
as the four words or combinations: i) operation, ii) operation <argument1>, iii) operation
<argument2> and iiii) operation <argument1><argument2>, where the arguments within
”[]” are varying whereas the operation is fixed.

4A technique for collecting terms and counting their frequency
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3.4 Similarity Analysis of Malware Profiles

At this stage, all preparatory information about the samples in AMD has been retrieved and
further processed to an analysis friendly form, called profiles. This specific sub-process strive
to bring an answer to research question 2 and 3. Hence, show whether each profile is more
similar to the variety assigned to in AMD than the other varieties. Moreover, it intends to
find out which similarity metric that can classify the profiles to their assigned varieties with
the highest accuracy.

The approach to realize the best suited similarity metric was to calculate the similar-
ity/distance for all samples to each variety, for all of the covered metrics. This procedure
was then repeated for different number of features as well as different variants of preparatory
processing for the profiles, with the intention to achieve as accurate classifying of samples as
possible.

In the following subsections, a more specific description about the executed steps to ana-
lyze the sample similarity and determine the best suited metric for the task is presented.

Feature Extraction

With the aim to execute the similarity analysis on a varying number of features, a consistent
feature extraction method is required. Nevertheless, to prioritize certain features and avoid
removing the ones that are significant to distinguish samples from each other, all features
derived with the bag of words approach were sorted based on variance. Before calculating
the variance and sorting the features, their frequencies were normalized based on the maxi-
mum value, for that specific feature, over all profiles. As a result, all features became of the
same scale, which removed the issue where certain features of higher scale are prioritized.
Moreover, for each feature count n, the n features with the highest variance could simply be
selected and used for the metric calculations.

To visualize the profiles before and after the normalization, a simplified example is pre-
sented in Table 3.2 which consists of three profiles with five features, given non-normalized
dummy values. After applying the normalization, Table 3.3 is created. Note that the fre-
quency for each feature now is in the interval of 0 and 1, but the relative variance has re-
mained constant.

Table 3.2: Simplified example of profiles with non-normalized features

SampleID Feature1 Feature2 Feature3 Feature4 Feature5
1 2 20 0 4 1000
2 16 15 1 2 100
3 4 10 1 1 400

Table 3.3: Simplified example of profiles with normalized features

SampleID Feature1 Feature2 Feature3 Feature4 Feature5
1 0.125 1 0 1 1
2 1 0.75 1 0.5 0.1
3 0.250 0.5 1 0.25 0.4

Extracting features based on the highest variance could be perceived as a naive method,
as it assumes that features with the highest variance also are the most significant features for
similarity analysis. Based on the experimental results, variance was shown to be a sufficient
solution for the issue of feature extraction. However, an investigation of more sophisticated
methods could be an alternative solution to perform in the future.

18



3.4. Similarity Analysis of Malware Profiles

Normalization and TF-IDF

Prior to calculating the metrics, all profiles were processed according to different methodolo-
gies and combinations among them. As a result, multiple versions or variants of the profiles
were generated, to be experimentally verified during metric calculations. Primarily, two ways
to process the profiles were investigated including feature-wise normalization and generation
of tf-idf weights. Notably, the processing does not apply to the Mahalanobis Distance, which
was treated differently to the other metrics. This is because of the ”built-in” processing of the
Mahalanobis Distance, as the metric is both scale-invariant and takes correlation into account
as it calculates the distance between a point and a distribution, see Theory Chapter 2.7.

Following three different variants of preparatory processing were applied to the profiles
before the metric calculations:

1. Norm - Feature-Wise Normalization

2. Norm-IDF - Feature-Wise Normalization & TF-IDF (no normalization)

3. Norm-TF-IDF - Feature-Wise Normalization & TF-IDF (profile-wise normalization)

The common factor for the processing variants above, is that all of them includes feature-
wise normalization or Norm as it is the only measure performed by the first variant. This
means that all the profiles are normalized based on the maximum frequency among all pro-
files, identical to the normalization described in the Feature Extraction section above. As
a side note, for the sake of completeness, all variants of processing were executed without
feature-wise normalization as well. However, as the results were inferior in comparison,
these experiments were omitted.

In the second variant, Norm-IDF, the tf-idf technique was utilized to generate weights
for the features and highlight the ones with higher significance in distinguishing the profiles
from each other. As mentioned in the Theory section 2.8, two formulas to define tf (term
frequency) are covered in this thesis. Norm-IDF is based on the first formula (equation 2.5),
which simply uses the feature frequency value directly from the profiles.

The last variant, Norm-TF-IDF is identical to Norm-IDF, except for one additional nor-
malization of the profiles. More specifically, Norm-TF-IDF uses the second definition of term
frequency (equation 2.6) and normalizes the profile, according to L2-normalization (euclidean
norm). Note that the profiles are normalized after the feature-wise normalization, and before
the idf weights are applied to the features.

Similarity calculations and classification

In each iteration when the n most significant features had been extracted, based on vari-
ance, and the profiles had been processed according to the three variants presented in the
previous sections, all malware profiles were loaded in to a Python script. Furthermore, the
distance/similarity between each profile and all 135 varieties in AMD were calculated, with
each of the similarity metrics. More specifically, as each variety consists of multiple malware
samples, the mean of all their associated profiles were calculated, to represent the variety as
a single profile. Thus, when stating that the distance between a sample and a variety is cal-
culated, it refers to the distance between a sample-profile and variety-profile. Considering
the Mahalanobis Distance, this is the natural implementation as its formula consists of the
mean vector for the distribution in question, see Theory Chapter 2.7. However, there exists
an exception where the implementation is not as trivial, regarding the calculation of distance
between a sample and variety that the sample itself belongs to. It would not be favorable if
the targeted sample could affect the similarity positively. However, these cases were solved
by excluding the targeted sample from the variety before calculating the variety-profile, and
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hence that sample was only compared to the remaining samples in the variety. This solu-
tion was considered crucial as several varieties in AMD are rather small [32] and the targeted
sample would represent a big part of the variety and thus receive a high and biased accuracy.

The metric calculations, as explained above, resulted in a table specific for each metric
and the combination of feature count and processing variant (Norm, Norm-IDF, Norm-TF-
IDF) that was used. In the table, each row represents a profile and its distances to each of the
135 labeled varieties in AMD, which is represented as columns in the table (one column for
each variety). To clarify the table structure, a simplified example of a result, from the metric
calculations, is presented in Table 3.4. It displays 2 samples with ID 1 and 2 together with
their calculated distances to three different varieties, called variety1, variety2 and variety3
for the sake of simplicity.

Table 3.4: Simplified example of output from similarity metrics

SampleID variety1 variety2 variety3
1 0.75 0.5 0.25
2 1.5 0.5 0.5

Finally, the generated table was used to classify each sample and to display whether the
samples in AMD are more similar to the variety they are assigned to than the other varieties.
Thus, a sample was classified as a member of a variety if and only if the sample was more
similar to that variety than to any of the other varieties. It could be considered unlikely
for a sample to be equally similar to multiple varieties for most covered metrics. However,
during the classifications it was noted that Chebyshev Distance could, in some cases, calculate
the same distance to multiple or all varieties. This was noted when the analyzed sample
contained one or more features specific to itself, as the metric prioritizes the dimension with
the greatest difference, which would be 1 for all varieties. These samples, that were equally
close to multiple varieties, were thus not classified as a member of any variety. For example,
in Table 3.4 above, the profile with Sample-ID 1 would be classified as a member of variety3.
However, for the profile with Sample-ID 2 it would not be classified as a member of any of
the three varieties, as it is equally close to both variety2 and variety3.

To determine the classification accuracy for each metric calculation, the share of profiles
classified to their assigned variety (correctly classified profiles) was calculated, according to
equation 3.1 below. In turn, the classification accuracy could be considered to determine the
best suited similarity metric for comparing Android malware, based on dynamic analysis,
and whether the samples assigned to the same variety are similar or at least semi-similar.

Accuracy =
Correcly Classified Profiles

All Profiles
(3.1)

3.5 Correlation Analysis of Static and Dynamic features

The final sub-process included correlation analysis of the manually determined features, as-
signed to the varieties in AMD, and the dynamically extracted features from the dynamic
profiles in this study. The analysis was performed by calculating the Pearson Correlation Co-
efficient for each pair/permutation of static and dynamic feature. The aim was primarily to
bring answers to whether the two types of features are correlated with respect to the samples
in AMD.

The static features for the varieties in AMD were only available in tables presented on
the AMD website5. As the features were logically structured, they could be collected by
the implementation of a web crawler, which extracted the features locally. However, the
values for each feature tended to vary from either an empty cell, a checkmark or a string

5http://amd.arguslab.org/behaviors
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that specifies the type or how the feature is fulfilled by the variety. For instance, the feature
Root Exploit could consist of either an empty cell (not present in that variety) or the type(s)
of exploit which is exploited by samples in the variety, for example, Aragorn. However, as
the Pearson Correlation Coefficient requires the input to be numeric, the features needed
to be presented as such. The natural solution was to convert the features to binary values,
where empty cells and checkmarks were represented as 0 and 1, respectively. Furthermore,
the strings were split to sub-features like, for example, Root Exploit - Aragorn, which could be
represented as a binary value, whether it was exploited or not. To illustrate, Table 3.5 shows
a simplified example of the original table of features extracted from the AMD website. It
consists of the features Ransom and Root Exploit. After the conversion to binary values, as
explained above, the same data could be presented as in Table 3.6

Table 3.5: Original Table - Static Features from AMD

Variety Ransom Root Exploit
variety1 Aragorn, Sam
variety2 X

Table 3.6: Binary Table - Static Features from AMD

Variety Ransom Root Exploit - Aragorn Root Exploit - Sam
variety1 0 1 1
variety2 1 0 0

Finally, the calculations of the Pearson Correlation Coefficient for each pair of static and
dynamic feature could be executed. As input to the calculations, each dynamic feature
was presented as a list of frequencies retrieved from all sample profiles (without any pre-
processing). For example, regarding the dynamic feature D_Feature1 in Table 3.7, a list con-
taining 2, 16 and 4 would be the input. However, to obtain a similar list for the features
assigned to the varieties in AMD, new profiles were generated based on the variety each cor-
responding sample was assigned to. For example, matching the features in Table 3.6 with the
variety for each sample-profile in Table 3.7 of dynamic features, makes it possible to generate
a profile for each sample based on the static features from AMD, see Table 3.8.

Table 3.7: Example of 3 malware profiles with 4 dynamic features

Sample-ID Variety D_Feature1 D_Feature2 D_Feature3 D_Feature4
1 variety1 2 20 0 4
2 variety2 16 15 1 2
3 variety2 4 10 1 1

Table 3.8: Generated profiles of variety features by combining data from Table 3.6 and 3.7

Sample-ID Variety Ransom Root Exploit - Aragorn Root Exploit - Sam
1 variety1 0 1 1
2 variety2 1 0 0
3 variety2 1 0 0

Validation

As a part of the analysis, the correlation results were validated to make sure that the correla-
tions are general between the actual features. For example, if the investigated static feature
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from AMD is present in a single variety or family only, behaviors and dynamic features spe-
cific to the variety/family would receive high correlation, although, the features are not nec-
essarily correlated. To increase confidence in the results with respect to these situations, the
feature pairs were filtered with respect to the number of varieties or families that contained
the static feature, with different thresholds. Hence, if pairs with high correlation are present
with a high threshold, it could be concluded with high confidence that the correlation is valid.
Moreover, the correlations were manually inspected to ensure that they are reasonable and
thus reliable.
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4 Results

In this chapter, the results for each sub-process of the study is presented. It is divided into
identical sections as the Methodology Chapter.

4.1 Comparison and Selecting a Sandbox Environment

The first process of the study was to select the sandbox environment best suited for dynamic
analysis of the Android malware in AMD, with respect to the large scale of the dataset. From
a general research and comparison of available open source sandbox environments from re-
lated studies and online collections, a coarse grained selection was performed. As a result,
four candidates were selected, which to the best of authors knowledge are the most relevant
open source tools for dynamic analysis of Android malware today. Moreover, to select the
best available tool, all four candidates went through for a more thorough comparison which
is presented in this section below.

The following candidates were selected for the comparison:

• DroidBox

• DroidScope

• MobSF (Mobile Security Framework)

• CuckooDroid

All of the four tools are commonly mentioned or used in related studies for analysis of
Android applications. Similarly, they all have a lot of properties and limitations in common.
Firstly, the highest version of Android supported is 4.1´ 4.4, which means, for instance, that
they all use JIT compilation of applications. Moreover, although it is clear that each of the
candidates offers wide and information rich analysis results, none of the candidates have
listed specifications that state exactly which features that are monitored during the analysis.
To specify this, the sandbox environments would have to be installed and executed for one or
a few samples. Fortunately, more general differences separated them, during the comparison.

In the subsections below, each candidate is presented in more detail and the selection is
then motivated in the final subsection.
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Droidbox

Droidbox [13] was the result of a master’s thesis project 2011, and has been one of most
frequently used sandbox environments for dynamic analysis of Android applications in lit-
erature since. It is built upon TaintDroid [14] which gives it the property of tainting personal
information (leaks) for detecting potential misbehavior by applications. Moreover, Droidbox
monitors the features: file accesses and operations, network traffic, open/closed connections,
usage of cryptography APIs, leakage of data, hashes, phone calls, sent SMS, started services
and use of DexClassLoader.

The analysis is run on the default Android emulator, with the highest supported Android
version 4.1.2. Although, the GitHub repository1, where Droidbox is available, claims that
the latest update to the code was more than 4 years ago (at the time of writing), it is still the
first choice for multiple related studies (for example UpDroid [1] and EC2 [9]). Before the
analysis begins, Droidbox executes a pre-static check on the targeted APK in order to reveal
its main activity from the AndroidManifest.xml file. Later, Monkeyrunner is used in order
to install the application on the emulator and to execute the main activity found from the
earlier pre-static check [13]. Then Droidbox monitors the previously mentioned features for a
time interval, specified by the user. Furthermore, Droidbox has been proven to protect itself
from simple anti-emulator attacks, such as checking for static artifacts like if IMEI is equal to
NULL [26].

Unfortunately, the installation of Droidbox was not as trivial as described in the instruc-
tions on its GitHub page. We suspect that this is due to the fact that the Android emulator
has received several updates since the last update of Droidbox, as the supplied system.image
file made the emulator unable to boot. However, a docker image of Droidbox2 was available,
which removed the need for a local installation.

DroidScope

DroidScope [33] is a tool that unlike many others does not modify the actual operating sys-
tem but instead targets the emulator by modifications to QEMU, which for example the de-
fault Android emulator is based upon. As of today, DroidScope is an extension of DECAF,
which is a QEMU-based binary analysis platform. Compared to Droidbox, during this re-
search DroidScope was seldom seen being used in recent studies but often mentioned among
tools for dynamic analysis of Android malware. Moreover, as seen on the activity of DECAF
GitHub page3 the project seems continuously maintained, although focus does not seem to
be on further developing of the DroidScope extension.

DroidScope consists of 4 plugins: API tracer, native instruction tracer, dalvik instructions
tracer and a taint tracker. In other words, it makes use of taint analysis in order to discover
information leaks by malicious applications [33]. However, the logged features seem to be
the low level instructions directly which leaves interpretation of the instructions open for the
analyst or user of the tool.

Unfortunately, none of the gathered research could be confirmed as the provided virtual
box image containing a pre-installed DroidScope was not available at the time of writing.
Compilation of Android and DroidScope was out of the scope of this project, as it would be
too time consuming regarding the fact that the tool does not seem to be maintained and the
study [33] presenting the tool was released back in 2012. Moreover, DroidScope discusses
the issues of anti-emulator/evasion techniques but does not present any solutions to prevent
such situations [33], which is seen as a shortcoming for the tool.

1https://github.com/pjlantz/droidbox
2https://hub.docker.com/r/honeynet/droidbox/
3https://github.com/sycurelab/DECAF
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CuckooDroid

In the official documentation for CuckooDroid4, it is referred to as an extension to Cuckoo
Sandbox. Briefly, Cuckoo Sandbox is an open source project for automatic malware analysis
of files with support for Windows, macOS, Linux and Android. Moreover, CuckooDroid
is, like Droidbox, often seen in literature and recent studies regarding dynamic analysis of
Android malware. For example, CuckooDroid is used by the malware analyst site Koodous5

and in combination with Droidbox to analyze samples on request [4].
Due to unsuccessful attempts to install CuckooDroid, the exact features monitored during

dynamic analysis could not be verified. However, it is stated that CuckooDroid makes use of
Xposed6 with Droidmon7 which is able to hook chosen Dalvik API calls, for example, crypto
keys, reflection calls, file accesses, fingerprinting, shell commands, crypto plain text, sms
messages, loaded dex files, accounts accessed, SSL traffic and supports many communication
protocols according to a presentation8 located at the CuckooDroid GitHub page. Lastly, it
states that it runs an additional software inside Xposed called "Emulator Anti-Detection",
which is likely to help it hide from anti-emulator techniques.

MobSF - Mobile Security Framework

MobSF9 is a continuously maintained framework described as an "automatic, all-in-one
mobile application(Android, IOS, Windows) pen-testing framework capable of performing
static, dynamic and malware analysis". At the time of writing support from MobSF could
only be guaranteed for Android x86 4.4.2 VM, rooted Android device. Fortunately, it was
offered as a Virtual Box image and could be installed trivially according to the supplied doc-
umentation.

To start the dynamic analysis, the targeted application first had to go through a step con-
sisting of static analysis. Later, the dynamic analysis is performed based on activities found
during the static analysis. However, this causes the analysis to be rather time consuming,
which was noted from experimenting with the tool during research. Despite a time consum-
ing the preparatory static step which was inevitable, the dynamic analysis itself could end up
consuming more than 10 minutes, for a single sample.

MobSF uses Droidmon to hook API calls, and could therefore be expected to monitor
features similar to CuckooDroid. Moreover, MobSF shows intention to hide the virtual envi-
ronment from the malware to avoid anti-emulator techniques, as open source software like
Xposed, Android Blue Pill and RootCloak10 could be noted when running the virtual ma-
chine.

Final choice of Sandbox Environment

The comparison and selection of a sandbox environment for dynamic analysis of AMD, fi-
nally resulted in the selection of Droidbox. More specifically, a dockerized version of Droid-
box due to its ease of installation and simplicity to apply at a large scale (using docker). Out of
the four sandbox environments, Droidbox, CuckooDroid and MobSF do protect themselves
from anti-emulator techniques to some extent. Droidbox has changed default values such as
string artifacts, whereas CuckooDroid and MobSF use external applications installed on the
emulator.

4https://github.com/idanr1986/cuckoo-droid
5https://koodous.com/
6https://github.com/rovo89/XposedInstaller
7https://github.com/idanr1986/droidmon
8https://github.com/idanr1986/cuckoo-droid/blob/master/CuckooDroid_Blackhat_Asia_2015.pdf
9https://github.com/MobSF/Mobile-Security-Framework-MobSF

10https://github.com/devadvance/rootcloak
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Noteworthy from the comparison is that MobSF is the only sandbox environment among
the candidates that was continuously maintained and easy to both install and use. However,
as MobSF always begun its analysis by executing static analysis of the application before a
time consuming dynamic analysis, it was at the time of writing not suited for analysis of large
datasets like AMD. Furthermore, as described above, the remaining two sandboxes required
too much effort to install and was therefore excluded as well.

Henceforth, all presented results and experiments, will be based on Droidbox as the se-
lected tool for dynamic analysis.

4.2 Dynamic Analysis using Droidbox

The dynamic analysis of all samples in AMD was executed in parallel using a dockerized
Droidbox. As a result, Droidbox generated a log for each application consisting of the moni-
tored features, provided that it was successfully analyzed. If Droidbox was unable to analyze
the sample, one of the following error messages were received:

1. ”Failed to execute the application.”

2. ”Failed to analyze the APK. Terminate the analysis.”

3. ”No activity to start. Terminate the analysis.”

From the 24,553 samples in the dataset, 22,868 were successfully analyzed, which corre-
sponds to a success rate above 93.1%. Out of the remaining 1,685 samples that failed, all
except three were due to one of the ”legitimate” reasons listed above, which corresponds to
a failure rate of approximately 6.9%. The three samples that did not fail due to the reasons
listed above, were unsuccessfully analyzed due to external issues where the analysis repeat-
edly crashed, despite multiple tries of execution. These samples were thus excluded from
the study. However, as they correspond to a minor part of the dataset, it was considered
negligible. In Table 4.1 below, the distribution of samples over the different types of analysis
outcomes is presented.

Table 4.1: The distribution of samples over the different analysis outcomes

Analysis Result Samples Share of dataset
Successfully
Analyzed

22,868 93.1%

”Failed to analyze the
APK. Terminate the
analysis.”

799 3.3%

”No activity to start.
Terminate the
analysis.”

678 2.8%

”Failed to execute the
application.”

205 0.8%

Other reason 3 ă 0.1%.

A noteworthy consequence derived from the 1,685 samples that were unsuccessfully ana-
lyzed, is that five varieties in AMD were completely eliminated from the study, as Droidbox
failed to analyze all of their assigned APKs. The varieties in question were: Roop/variety1,
SimpleLocker/variety3, Univert/variety1, Leech/variety2 and Obad/variety1. Moreover,
the remaining varieties that were affected from the failed analysis sessions, were usually
relatively big compared to the number of lost samples. Thus, the remaining samples were
considered to still be able to represent their assigned varieties and no measures were needed
for further studying of AMD.
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4.3 Processing Logs to Profiles

To turn the logs, received by Droidbox, into structured profiles, features were extracted
according to the modified bag of words approach and the listed features presented in the
Methodology Chapter 3.3. As a result, a set of totally 85,600 unique features were extracted
from all logs. Each sample and their dynamic behavior could thus be presented by a finger-
print, consisting of 85,600 features combined with their corresponding value depending on
feature type, which in this study is referred to as a sample profile.

4.4 Similarity Analysis of Malware Profiles

The similarity analysis begun by calculating the Mahalanobis Distance as it, compared to
the other metrics, was not going to use any preparatory processing for the profiles, except for
feature extraction. However, as mentioned in the Theory Chapter 2.7, distributions with large
number of columns (features), compared to rows (profiles), tend to generate a singular matrix
when calculating the variance-covariance matrix and thus can not be inverted. Because of the
varying sizes among the varieties in AMD, a singular matrix could not be avoided, although,
only 200 features were extracted. As a result, Mahalanobis Distance had to be excluded from
the forthcoming calculation and no further results could be presented.

For Euclidean Distance, Cosine Similarity and Chebyshev Distance the procedure for
metric calculations and variety classification was nearly identical. Firstly, the origi-
nal profiles, describing each sample’s behavior based on 85,600 features, were filtered
by feature extraction to 9 new sets of profiles with a reduced number of features. In
each new set, the profiles were shrunk to n features instead of all 85,600, where n P

t200, 400, 600, 2000, 4000, 10, 000, 20, 000, 30, 000, 40, 000u. As previously described in the
Methodology Chapter 3.4, the feature extraction were performed so that the n features with
the highest variance were extracted. Unfortunately, because of hardware limitations it was
not possible to extract more than 40,000 features for the calculations. Thus, neither of the met-
ric calculations could be performed on, for instance, the original profiles of 85,600 features.

The similarity analysis results, for the three metrics, can be divided into three experiments
which were executed on all covered n. The experiments differ with respect to their prepara-
tory processing of the profiles, described in Methodology Chapter 3.4. Henceforth, the pro-
files processed with Norm, Norm-IDF and Norm-TF-IDF will be referred to as the Norm
dataset, Norm-IDF dataset and Norm-TF-IDF dataset respectively. Note that each of the datasets
themselves have n versions, depending on the number of extracted features. Thus, Experi-
ment 1, Experiment 2 and Experiment 3 include the calculation of Euclidean Distance, Co-
sine Similarity and Chebyshev Distance, for the Norm, Norm-IDF and Norm-TF-IDF dataset
respectively.

In Experiment 1, the metric calculations were performed on the Norm dataset, where
all profiles only had been processed according to the Norm variant. After classifying all
profiles to a variety based on similarity, the classification accuracy presented in Table 4.2 was
achieved.
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Table 4.2: Experiment 1: Variety classification accuracy based on the Norm dataset

# Features Euclidean
Distance

Cosine
Similarity

Chebyshev
Distance

200 50.4% 53.1% 64.1%
400 52.4% 55.1% 66.8%
600 55.5% 57.3% 70.0%

2000 61.1% 65.5% 77.8%
4000 64.0% 69.3% 81.4%

10000 65.7% 70.6% 81.9%
20000 66.2% 72.5% 76.0%
30000 66.2% 72.6% 67.9%
40000 66.4% 73.8% 56.5%

From the results of Experiment 1 above, the metric for Chebyshev Distance clearly deliv-
ered the most accurate classification of malware profiles, with an accuracy of 81.9%, calcu-
lated based on 10,000 features. However, compared to Euclidean Distance and Cosine Simi-
larity, it is notable that the pattern of accuracy for Chebyshev Distance does not continuously
increase by increasing the number of extracted features. For Euclidean Distance a different
pattern can be noted. Despite the large increases of extracted features per row in the table,
it seemed to have an insignificant affect on the accuracy past 66%. Thus, Euclidean Distance
shows tendencies to flatten out around 66%. However, for Cosine Similarity the accuracy al-
ways increased when more feature were extracted during the entire experiment. Moreover, it
turned out to continuously classify the profiles more accurately than Euclidean Distance for
all covered feature counts n.

In Experiment 2, the metric calculations were performed on the Norm-IDF dataset, which
differ from Experiment 1 by including additional weights generated through tf-idf, without
profile-wise normalization. The results from the second experiment is presented in Table 4.3.

Table 4.3: Experiment 2: Variety classification accuracy based on the Norm-IDF dataset

# Features Euclidean
Distance

Cosine
Similarity

Chebyshev
Distance

200 46.8% 50.8% 54.7%
400 53.0% 55.5% 58.4%
600 55.7% 59.3% 62.8%

2000 62.9% 67.2% 71.5%
4000 66.3% 72.7% 77.2%

10000 69.6% 78.0% 79.1%
20000 70.3% 80.4% 74.5%
30000 70.3% 80.4% 66.6%
40000 70.7% 83.6% 55.0%

From the results of Experiment 2, there are a few notable differences compared to Ex-
periment 1. Most notable is the results for Cosine Similarity which were able to classify the
profiles with a significantly higher accuracy than the previous experiment. Moreover, the
metric received the highest current accuracy, with respect to the first two experiments. The
highest accuracy for Euclidean Distance and Chebyshev Distance were barely affected and
showed similar results to Experiment 1, with a small increase and decrease respectively.

In the third experiment, Experiment 3, all metric calculations were performed on the
Norm-TF-IDF dataset, and with the same set of feature counts as the two previous exper-
iments. The difference from Experiment 2 is a profile-wise normalization on all profiles. The
classification accuracy for each metric in Experiment 3 is presented in Table 4.4.
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Table 4.4: Experiment 3: Variety classification accuracy based on the Norm-TF-IDF dataset

# Features Euclidean
Distance

Cosine
Similarity

Chebyshev
Distance

200 54.4% 53.7% 53.4%
400 60.3% 59.7% 57.7%
600 65.4% 63.7% 63.1%

2000 72.0% 68.3% 69.2%
4000 76.4% 73.1% 75.2%

10000 79.6% 76.5% 78.7%
20000 79.2% 77.6% 74.1%
30000 80.4% 77.3% 66.4%
40000 81.4% 80.6% 55.1%

A noteworthy result to highlight from the third experiment is the performance of Eu-
clidean Distance. The metric resulted in a significantly higher accuracy for all n of extracted
features, compared to the the same metric in the previous experiments. Cosine Similarity and
Chebyshev Distance performed approximately the same as the previous experiment on the
Norm-TF dataset, with a slightly decreased accuracy for both metrics.

In general, the best performance with respect to all three experiments, was received by
Cosine Similarity on the Norm-TF dataset. However, both Euclidean Distance and Cheby-
shev Distance classified the profiles, at best, with an accuracy just slightly below the best
performance by Cosine Similarity. The last observation from all three experiments is that the
metrics whose results are based on all features in the profiles (Euclidean Distance and Co-
sine Similarity) are favored by including more features to the calculations. Unlike Chebyshev
Distance, which always reached its maximum accuracy with the profiles consisting of 10,000
features and then achieved lower accuracy for all larger profiles, as the number of features
was increased.

4.5 Correlation Analysis of Static and Dynamic features

For the correlation analysis the Pearson Correlation Coefficient (r) was calculated for all com-
binations of features from AMD and the dynamic analysis. When the static features from
AMD had been converted to a binary form, they could be presented as 87 unique features.
Hence, the total number of combinations resulted in 85, 600 ¨ 87 = 7, 447, 200 calculated cor-
relations coefficients. In Figure 4.1, the distribution of all 7,447,200 correlations coefficients,
between the features of AMD and the dynamic analysis, are illustrated in a histogram with
intervals of 0.1 between ´1 and 1 (perfectly negative and positive correlation). Moreover,
because the majority of pairs are centered around 0 (not correlated), it is presented in a loga-
rithmic scale to better display the frequency of each interval.

To further highlight the uneven distribution, the non-zero intervals of correlated feature
pairs are illustrated in Table 4.5. Note that the two intervals covering the Pearson coefficients
between ´0.1 and 0.1 represent 99, 75% of all correlation permutations.
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4.5. Correlation Analysis of Static and Dynamic features

Figure 4.1: The logarithmic distribution for all 7,447,200 one-to-one correlations, based on the
Pearson Correlation Coefficient r

Table 4.5: Interval distribution for one-to-one correlations based on Pearson Correlation Co-
efficient (r)

Interval Number of permutation Share in Percentage (%)
(´0.6, ´0.5) 6 ă 0.0001%
(´0.5, ´0.4) 19 ă 0.0001%
(´0.4, ´0.3) 59 ă 0.0001%
(´0.3, ´0.2) 282 ă 0.0001%
(´0.2, ´0.1) 1,411 0.0002%
(´0.1, 0.0) 6,437,311 86.4393%
(0.0, 0.1) 991,142 13.3089%
(0.1, 0.2) 12,416 0.1667%
(0.2, 0.3) 2,738 0.0368%
(0.3, 0.4) 821 0.0001%
(0.4, 0.5) 382 ă 0.0001%
(0.5, 0.6) 127 ă 0.0001%
(0.6, 0.7) 152 ă 0.0001%
(0.7, 0.8) 201 ă 0.0001%
(0.8, 0.9) 46 ă 0.0001%
(0.9, 1.0) 87 ă 0.0001%

From the results in Table 4.5 above, 87 pairs can be noted in the Pearson Correlation Coef-
ficient interval 0.9´ 1.0. Out of these pairs, 69 received perfect positive correlation. In Table
4.6 below, 25 of the perfectly correlated static and dynamic feature pairs are presented. Note
that the dynamic features are the n-grams generated from processing the logs from Droid-
box to profiles, and multiple features could describe the same behavior, for instance, load
com.alephazain.frameroot-1.apk and load /data/com.alephazain.frameroot-1.apk are likely to be an
example of this phenomenon.
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4.5. Correlation Analysis of Static and Dynamic features

As described in the Methodology Chapter 3.5, the pairs were further filtered based on how
many varieties or families that the feature from AMD was present in, with different thresh-
olds. However, to avoid multiple pages of feature correlations, the results from two different
thresholds are presented. Table 4.7 and 4.8 display 25 pairs each with the highest correlation
coefficient, after filtering the static features from AMD with a threshold of 5 varieties and
families respectively. Note that all feature pairs from Table 4.6, without any thresholds, were
not present in neither of Table 4.7 or 4.8 with the filtered correlations. In fact, all perfectly
correlated pairs were removed already with a threshold of 2 varieties or families. This means
that all 69 perfectly correlated features pairs include a feature from AMD that is seen in a
single variety and family only.
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Table 4.6: Top 25 correlated feature pairs

Dynamic Features Static Features Correlation
load com.alephzain.framaroot-1.apk Root_Exploit-Aragorn 1.00
load com.alephzain.framaroot-1.apk Root_Exploit-Boromir 1.00
load com.alephzain.framaroot-1.apk Root_Exploit-Frodo 1.00
load com.alephzain.framaroot-1.apk Root_Exploit-Gandalf 1.00
load com.alephzain.framaroot-1.apk Root_Exploit-Gimli 1.00
load com.alephzain.framaroot-1.apk Root_Exploit-Sam 1.00
load /data/com.alephzain.framaroot-1.apk Root_Exploit-Aragorn 1.00
load /data/com.alephzain.framaroot-1.apk Root_Exploit-Boromir 1.00
load /data/com.alephzain.framaroot-1.apk Root_Exploit-Frodo 1.00
load /data/com.alephzain.framaroot-1.apk Root_Exploit-Gandalf 1.00
load /data/com.alephzain.framaroot-1.apk Root_Exploit-Gimli 1.00
load /data/com.alephzain.framaroot-1.apk Root_Exploit-Sam 1.00
write phone_date Root_Exploit-MasterKey 1.00
write /data/phone_date Root_Exploit-MasterKey 1.00
recvsaction com.zft.task.result Root_Exploit-MasterKey 1.00
recvsaction com.service.BootBroadcastReceiver Root_Exploit-MasterKey 1.00
recvsaction com.service.BootBroadcastReceiver android.intent.action.BOOT_COMPLETED Root_Exploit-MasterKey 1.00
recvsaction com.demo.service.HoldService Root_Exploit-miroot 1.00
recvsaction com.demo.service.HoldService Root_Exploit-newrealroot 1.00
recvsaction com.demo.service.HoldService Root_Exploit-onekeyroot 1.00
recvsaction com.demo.service.HoldService Root_Exploit-realroot 1.00
recvsaction com.demo.service.HoldService android.provider.Telephony.SMS_RECEIVED Root_Exploit-miroot 1.00
recvsaction com.demo.service.HoldService android.provider.Telephony.SMS_RECEIVED Root_Exploit-newrealroot 1.00
recvsaction com.demo.service.HoldService android.provider.Telephony.SMS_RECEIVED Root_Exploit-onekeyroot 1.00
recvsaction com.demo.service.HoldService android.provider.Telephony.SMS_RECEIVED Root_Exploit-realroot 1.00
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Table 4.7: Top 25 correlated feature pairs (Threshold: 5 varieties)

Dynamic Features Static Features Corr (r)
recvsaction android.intent.action.SCREEN_ON Clean_Evidence-block_notification 0.93
recvsaction android.app.user.TEST Prevent_Destroy-monitor_destory_action 0.91
write test.apk Prevent_Destroy-monitor_destory_action 0.91
write /data/test.apk Prevent_Destroy-monitor_destory_action 0.91
read test.apk Prevent_Destroy-monitor_destory_action 0.91
read /data/test.apk Prevent_Destroy-monitor_destory_action 0.91
crypto 16, 102, 107, 81, -26, 12, 32, 36, 99, -44, 39, -111, 94, -35, 21, 53 Prevent_Destroy-monitor_destory_action 0.90
crypto AES 16, 102, 107, 81, -26, 12, 32, 36, 99, -44, 39, -111, 94, -35, 21, 53 Prevent_Destroy-monitor_destory_action 0.90
recvsaction android.intent.action.ACTION_EXTERNAL_APPLICATIONS_AVAILABLE SMS 0.88
recvsaction com.google.update.Receiver Root_Exploit-Exploid 0.88
recvsaction com.google.update.Receiver android.intent.action.BOOT_COMPLETED Root_Exploit-Exploid 0.88
recvsaction com.google.android.gcm.GCMBroadcastReceiver Langauges-KR 0.84
recvsaction com.google.android.gcm.GCMBroadcastReceiver
com.google.android.c2dm.intent.REGISTRATION

Langauges-KR 0.84

recvsaction android.app.user.TEST Prevent_Destroy-lock_device 0.84
write test.apk Prevent_Destroy-lock_device 0.84
write /data/test.apk Prevent_Destroy-lock_device 0.84
read test.apk Prevent_Destroy-lock_device 0.84
read /data/test.apk Prevent_Destroy-lock_device 0.84
recvsaction android.app.user.TEST Ransom 0.84
write test.apk Ransom 0.84
write /data/test.apk Ransom 0.84
read test.apk Ransom 0.84
read /data/test.apk Ransom 0.84
crypto 16, 102, 107, 81, -26, 12, 32, 36, 99, -44, 39, -111, 94, -35, 21, 53 Prevent_Destroy-lock_device 0.83
crypto AES 16, 102, 107, 81, -26, 12, 32, 36, 99, -44, 39, -111, 94, -35, 21, 53 Prevent_Destroy-lock_device 0.83
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Table 4.8: Top 25 correlated feature pairs (Threshold: 5 families)

Dynamic Feature Static Feature Corr (r)
recvsaction android.intent.action.ACTION_EXTERNAL_APPLICATIONS_AVAILABLE SMS 0.88
recvsaction android.app.user.TEST Prevent_Destroy-lock_device 0.84
write test.apk Prevent_Destroy-lock_device 0.84
write /data/test.apk Prevent_Destroy-lock_device 0.84
read test.apk Prevent_Destroy-lock_device 0.84
read /data/test.apk Prevent_Destroy-lock_device 0.84
recvsaction android.app.user.TEST Ransom 0.84
write test.apk Ransom 0.84
write /data/test.apk Ransom 0.84
read test.apk Ransom 0.84
read /data/test.apk Ransom 0.84
crypto 16, 102, 107, 81, -26, 12, 32, 36, 99, -44, 39, -111, 94, -35, 21, 53 Prevent_Destroy-lock_device 0.83
crypto AES 16, 102, 107, 81, -26, 12, 32, 36, 99, -44, 39, -111, 94, -35, 21, 53 Prevent_Destroy-lock_device 0.83
crypto 16, 102, 107, 81, -26, 12, 32, 36, 99, -44, 39, -111, 94, -35, 21, 53 Ransom 0.83
crypto AES 16, 102, 107, 81, -26, 12, 32, 36, 99, -44, 39, -111, 94, -35, 21, 53 Ransom 0.83
recvsaction com.umeng.adutils.SmsMask Command_Encoding-xml 0.79
recvsaction com.umeng.adutils.SmsMask android.provider.Telephony.SMS_RECEIVED Command_Encoding-xml 0.79
recvsaction com.umeng.adutils.UpdateReceiver Command_Encoding-xml 0.79
recvsaction android.intent.action.SCREEN_ON Drive_by_Download 0.73
recvsaction android.app.action.DEVICE_ADMIN_ENABLED Bank 0.73
recvsaction android.app.action.DEVICE_ADMIN_ENABLED Clean_Evidence-hide_icon 0.71
recvsaction android.intent.action.DATA_SMS_RECEIVED Premium-static 0.69
recvsaction android.app.user.TEST Request_Admin 0.68
write test.apk Request_Admin 0.68
write /data/test.apk Request_Admin 0.68

34



5 Discussion

This chapter discusses the results that were produced and whether it were as expected and
which conclusions that can be made about Android malware behavior, dynamic analysis and
the AMD dataset in general. Moreover, it strives to discuss the methodology to figure out
which changes that could have improved the results or could be interesting to investigate or
compare with in future studies.

5.1 Results

In this section, the results from the Results Chapter are discussed, with focus on which con-
clusions that can be made and if the outcome of certain methods were as expected.

Comparison and Selecting a Sandbox Environment

The comparison between sandbox environments for dynamic analysis of Android malware
involved 4 of the most commonly mentioned tools in related studies, after a more coarse-
grained selection. It indicated that the selection of available tools is limited, which explains
why most recent related studies still use tools like Droidbox and CuckooDroid [1, 9, 20], de-
spite the lack of continuous maintenance and updates. Moreover, the best choice of sandbox
environment depends, not too unexpectedly, on the problem or situation the dynamic analy-
sis is intended for. In this study, the targeted dataset was of large scale, which made inefficient
tools an unfeasible option, given the time limitation. Furthermore, despite that Droidbox is
not receiving any updates, the similarity analysis results show that the tool is sufficient for
classifying most Android malware in AMD into varieties, based on the behavior monitored
by Droidbox.

For the purpose of analyzing Android malware at a large scale, the comparison shows that
Droidbox is the best available alternative in the range of open source sandbox environments
for dynamic analysis. This partially answers the first research question in the study, regard-
ing the best sandbox environment for dynamic analysis of Android malware. However, an
interesting alternative is MobSF as it, to the best of the authors knowledge, is the only tool
among Droidbox, CuckooDroid, DroidScope and MobSF that is continuously maintained.
However, as noted during the comparison, it is not suited for large scale dynamic analysis
due to inevitable and time consuming analysis procedures. Whether MobSF is a better alter-
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native for dynamic analysis when time consumption is less of a concern remains unanswered
in this study, since all experiments were conducted with the AMD dataset in focus.

CuckooDroid is comparable to Droidbox regarding the confidence in related studies.
However, it was excluded because it could not be successfully installed according to the
provided documentation. The main reason was due to outdated commands in the official
documentation to root and persist changes on the emulator. Similar problems were encoun-
tered with Droidbox, as the provided system image file, for rooting the device, made the
emulator unable to boot. However, as there was an available docker image of Droidbox, this
problem could be avoided for that specific tool.

A disadvantage of using Droidbox is that it has been available for a long time and has
been part of plenty of studies. Thus, malware authors could easily test their applications on
the tool and make sure to evade the analysis. It is important to keep this in mind and how it
could have affected the experiments negatively. Finally, the fact that none of the considered
sandbox environments are compatible with Android versions higher than 4.4 is a noticeable
limitation. This excludes more recent API-calls as at least 10 API levels has been added since
Android 4.4. However, with the assumption that Android malware are designed to infect as
many devices as possible, they should not be making use of front line functionality. Therefore,
it is considered less of a concern for this study, but shows a current issue for the existing tools
for dynamic analysis which needs to be addressed.

Dynamic Analysis using Droidbox

The execution of dynamic analysis with the selected sandbox environment, Droidbox, re-
sulted in a success rate above 93.1% , whereas the great majority of the failed samples were
due to legitimate reasons where Droidbox fell short. For example, as Droidbox makes use
of MonkeyRunner1 for starting the main activity for the analyzed application, if this activity
was not found, the analysis failed. However, as AMD contains more than 24,000 samples,
a success rate of 93.1% was an acceptable result and the dataset was still considered to be
able to mirror the actual landscape of Android malware. Thus, no measures were applied as
re-runs would not solve these failures.

Similarity Analysis of Malware Profiles

There are plenty of published studies, that classifies Android malware into families. How-
ever, these studies often strive to do a proof-of-concept or present a method/technique which
can classify unknown malware [20]. In comparison, this study focus on evaluating the work
of clustering Android malware, into varieties, conducted by Wei et al. [32] in order to pro-
duce the AMD dataset. Moreover, it strives to interpret the differences and similarities in the
results as, in contrast to the AMD varieties, the classification is based entirely on the similar-
ity of dynamically monitored features. This makes a comparison of the results to previous
studies a difficult task, as no similar study has been performed on the AMD dataset.

For example, DySign [20] performed a study on the Drebin [3] dataset which involved an
attribution for some of the families, using Droidbox, and applying tf-idf and Cosine Similar-
ity for similarity analysis. However, as the families in Drebin are based on the output from
10 selected anti-virus software via VirusTotal and the study strives to classify unknown mal-
ware, the studies are yet not comparable. However, DySign pointed out two tendencies of
Android malware that were discovered in their study: i) Android malware tend to perform
their malicious operations as soon as the application is executed. ii) In most cases malicious
applications do not need user interaction or input generation. The high classification accu-
racy received in this study during the similarity analysis indicates that similar conclusions
can be made. The samples in AMD are divided into varieties with respect to their malicious

1https://developer.android.com/studio/test/monkeyrunner
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behavior based on static analysis. Thus, the high accuracy of similarity classification shows
that already in 20 seconds of analysis, most samples have executed enough operations to
identify their variety, without any user input generation.

From a general perspective there are several additional conclusions that can be made from
the high accuracy of the variety classification. First of all, a majority of members from each va-
riety are more similar to their assigned variety than to the others. Furthermore, in comparison
to the varieties in AMD, there are an obvious correlation between the static features which the
varieties are based upon and the dynamic features in this study. Moreover, most malware ap-
plications do not make use of sophisticated anti-emulator techniques. This conclusion can be
made since it has been confirmed that Droidbox has discrepancies compared to actual devices
[26] but the dynamic behavior for a majority of the samples still conforms to the others in its
variety. However, despite that most samples do not make use of anti-emulator techniques, it
is not ruled out as an explanation for some samples that were incorrectly classified.

Mahalanobis Distance

Mahalanobis Distance was excluded from the calculations due to too many features com-
pared to samples (in some varieties) as mentioned in the results. A solution to this problem
could have been to filter out small varieties and execute the calculations with a small number
of dynamic features. However, this would have increased the requirements for the features
extraction method to filter out the most significant features. With the results at hand, the
successfully executed metrics indicate that the similarity accuracy increased when increasing
the number of features, up to at least 10,000 features, which would not have been possible
for Mahalanobis Distance to reach without encountering the same issue again with a singular
matrix.

Euclidean Distance

Euclidean Distance showed slightly worse performance in comparison to Cosine Similarity
and Chebyshev Distance, in Experiment 1 and 2. However, in the third experiment, Euclidean
Distance classified the samples most accurately into varieties, with an accuracy comparable
to Chebyshev Distance in Experiment 1. Notable with Euclidean Distance is a significant im-
provement in Experiment 3, with tf-idf and additional profile-wise normalization, compared
to Experiment 1 and 2. It is known that Euclidean Distance is sensitive to differences in the
scaling for the dimensions/features as the magnitude of the vector is considered to calculate
the distance. Thus, this indicates that profile size is important for the metric when calculating
the distance between Android malware profiles, as it is the only metric favored by this kind
of normalization.

Cosine Similarity

The overall best result, with respect to all three experiments, was received with Cosine Sim-
ilarity and the Norm-IDF dataset (Experiment 2), which presented an accuracy of 83.6% at
40,000 features. Thus, the answer for the second research question in the study, regarding
the best suited similarity metric for comparing similarity between dynamic profiles, is Co-
sine Similarity. Moreover, the increase of accuracy with Cosine Similarity did not show any
tendencies to stop at 40,000 features, where the experiments were limited by hardware con-
straints. Without these limitations it is likely that Cosine Similarity could have shown even
better performance by further increasing the number of features. This was the case in all three
experiments. On the other hand, in contrast to Chebyshev Distance, the accuracy with Cosine
Similarity gained a significant increase by applying tf-idf in Experiment 2 and 3. This could
be explained by the assumption that each variety has features specific to it. The weights gen-
erated according to tf-idf and applied to the feature values are likely to increase the distance
in dimensions where features are not shared between profiles. Hence, samples from different
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varieties should get an increased distance from each other in the variety specific dimensions
and simplify the task to distinguish the varieties.

Chebyshev Distance

The most interesting result is received by Chebyshev Distance, as it basically focuses on a
single feature. In Experiment 1, the metric received significantly higher accuracy in compar-
ison to the Euclidean Distance and Cosine Similarity. This observation indicates that specific
dynamic features are of high significance for classification of Android malware into varieties.
The same assumption as with Cosine Similarity above could be applied here, which means
that most profiles contain a feature specific to their variety. As a result, most other profiles
would receive a large difference to that feature as the frequency would be 0 for profiles from
other varieties. Furthermore, in contrast to the Euclidean Distance and Cosine Similarity, the
classification accuracy of Chebyshev Distance decreases as the number of features increases
past 10,000. This phenomenon could to be due to adding features that are less significant for
the varieties. If these features are uncommon or even specific to a single profile, the greatest
distance calculated by Chebyshev Distance would likely result in any of these. This would
deteriorate the variety classification, as it adds additional noise.

In conclusion to the analysis above, the dynamic profiles can be interpreted to be at least
semi-similar, as certain features seem to be of high or low significance for classifying the pro-
files into varieties. This brings an answer to the third research question in the study, regarding
if all member of each variety in AMD have similar or semi-similar dynamic profiles.

Correlation Analysis of Static and Dynamic features

The similarity analysis showed that samples from the same variety are similar based on dy-
namic features, despite that the varieties are based upon static analysis. As it is unlikely to be
a coincidence, it is expected that the static and dynamic features are correlated. However, in
the results from the correlation analysis, most pairs of features from AMD and the dynamic
analysis showed no correlation at all. Moreover, as no pairs showed a high negative corre-
lation, only the pairs with a high Pearson Correlation Coefficient are further discussed and
analyzed.

In the table of correlated features without any threshold to varieties or families, 25 pairs
with perfect correlation were presented. However, all pairs were exchanged with any of
the applied thresholds, meaning that all static features involved were present in one variety
only. Thus, the confidence in those results are low as it is likely to be the variety or family
signature and not necessarily a general correlation between the features. Despite the low
confidence, a closer look into the correlated pairs shows that dynamic features describing the
behavior of dynamically loading an APK called frameroot is correlated to the root exploits:
Aragorn, Boromir, rodo, Gandalf, Gimli and Sam. As frameroot is known to be an one-click
application to root an Android device, it would not be unreasonable for the features to be
correlated. However, the remaining pairs are more difficult to analyze, as it seems like the
paths are the significant part in the features. For example in Table 4.6, com.zft.task.result,
com.service.bootBroadcastReceiver and com.demo.service.HoldService are all paths, and does not
actually describe the behavior. Thus, it could be the variety or family signature, as discussed
above, that causes the high correlation.

The other two presented tables consist of feature pairs which are all filtered with the
threshold of five varieties or families, respectively. In the tables, it is notable that some
pairs are included in both tables. Thus, the static feature from AMD is present in both five
varieties and families, and the confidence for the correlation is high. These feature pairs
indicate, for instance, that reading and writing to test.apk with the main path /data/ is cor-
related to the static features Ransom and Prevent Destroy: lock device. Determining whether
these correlations are reasonable is a troublesome task, as the name test.apk is likely to be
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a lazy or default name. The same reasoning can be applied to the dynamic feature recvs-
action android.app.user.TEST, which is correlated to the same two static features. However,
as the same dynamic features indicate that the malware also makes use of Prevent De-
stroy: lock device, increases the reliability of the correlation, as locking the phone is a com-
mon strategy or approach for ransomware. Furthermore, Crypto AES 16, 102, 107, 81, -26,
12, 32, 36, 99, -44, 39, -111, 94, -35, 21, 53 is, according to at least one of the tables, cor-
related to Ransom and Prevent Destroy: lock device. In contrast to the previous feature
pairs this correlation can be considered reasonable as usage of cryptographic algorithms like
AES is a natural behavior by ransomware. Additionally, the dynamic feature recvsaction an-
droid.intent.action.ACTION_EXTERNAL_APPLICATIONS_AVAILABLE and the feature SMS
is the last pair present in both tables. The dynamic feature is the behavior for components in
an application or other applications to receive the knowledge when external applications are
available, for example, installed on a SD-card. The feature SMS means that the application
communicates with a C&C server via SMS. It is reasonable that malware uses the aforemen-
tioned intent as a trigger to inform the C&C server that the device has finished booting and
that the malware is ready to receive commands.

The behavior of a variety in AMD is determined by manual analysis of three randomly
selected APKs [22], which is assumed to be a time consuming action. These results are col-
lected based on dynamic analysis for 20 seconds per APK. Hence, finding correlated feature
pairs could save time, find features which are missed in manual analysis or simply confirm
many of the findings. Currently, there are no ground truth and no other studies which have
conducted a similar investigation for the manually retrieved features in AMD, which com-
plicates the evaluation of the results. From the analysis of some selected feature pairs above,
it can be concluded with reasonable confidence that there is a correlation between several
features from AMD and the dynamic analysis. However, the correlation is not always trivial
to find with manual analysis, since the names do not necessarily describe the behavior, and
since the static features are not always the direct correspondent to a dynamic feature.

The answer to the fourth and last research question in the study, regarding the correlation
between static and dynamic features of the applications in AMD, is that there is no correlation
between a great majority of the features. However, as just mentioned above, there are several
feature pairs with reasonable correlation that would be interesting to investigate further in
future studies.

5.2 Methodology

In the sections below, each process of the methodology is discussed and criticized with respect
to alternative approaches and how it affected the results. For simplicity, the discussion is
divided into subsections similar to the Methodology Chapter, and each process is discussed
separately.

Comparison and Selecting a Sandbox Environment

With the results at hand, we still find the considered aspects for the comparison of sandbox
environments relevant and well prioritized. Although two of the tools had to be excluded
due to issues at installation, the quality of the comparison came down to the ability of the
author to compare and test the selected tools. However, as the resulting sandbox environ-
ment became the arguably most commonly used tool for dynamic analysis (Droidbox) in the
literature and because of the high accuracy in the similarity analysis, the confidence in how
the comparison was performed and the outcome is high.
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Dynamic Analysis using Droidbox

For the dynamic analysis of the AMD dataset, the main decisions regarding the methodology
were about the time for analysis as well as simulation of user input. A possible drawback of
the used approach was the analysis time of 20 seconds, which is a short interval relative to
other studies using Droidbox [1, 9]. The study is likely to suffer from this decision by missing
out on some features which were never executed during the analysis. However, as motivated
in the Methodology Chapter, it was due to the large number of samples in the dataset and to
avoid excluding any of the samples for the study.

An improvement or interesting future study would be to increase the analysis time. This
could prevent malicious applications with time as trigger mechanic to evade dynamic anal-
ysis by keeping their malicious behavior idle. However, as discussed by Aysan et al. [6], a
weakness of dynamic analysis is the time constraints, which can easily be exploited by mal-
ware authors. This ends up as an efficiency problem, limited by the time available and for
how long the dynamic analysis is feasible to run in the study. Thus, no matter how long the
analysis is run for, the same reasoning could be used.

Regarding simulated user input generation, the study only utilized the built in Mon-
keyRunner script to execute the main activity extracted from the AndroidManifest.xml, by
the pre-static check in Droidbox. Additional input generation could have improved the re-
sults, as it increases the code coverage for the application [10]. This could increase the chance
to monitor the malicious behavior of Android malware with event-based triggering mechan-
ics, in addition to the main activity. However, as a sophisticated deterministic input genera-
tion is not feasible for dynamic analysis at a large scale, the input generation is often random
touches and swipes using Monkey [1, 20]. Thus, to keep the study reproducible, executing
the main activity was considered the best approach. Similar reasoning was applied in EC2
[9].

Processing Logs to Profiles

The methodology to process the logs generated by Droidbox into profiles was a merge of
the approaches in UpDroid [1] and EC2 [9], with the major influence from the latter. This
resulted in a large number of features as most were of type n-gram, with n ď 3. As a result, it
is possible that some redundant features were considered in the profiles. However, the high
number of features were handled by using feature extraction and performing multiple runs
of similarity analysis on different features counts.

Similarity Analysis of Malware Profiles

Prior to the similarity analysis, the profiles were processed into three different variants. As a
result, this widens the scope of the analysis as different metrics performed the best in each of
the experiments. Both basic normalization and term frequency - inverse document frequency
are commonly used techniques in statistical studies. Instead of assuming which variant that
would work the best on Android malware profiles the experiments were conducted on all of
them.

For each feature count, a naive feature extraction method was used which sorted and
returned the features with the highest variance, according to the assumption that features
with a varying frequency is the most significant for distinguishing the samples. However,
due to an interesting phenomenon at 20,000 and 30,000 features for, respectively, Euclidean
Distance and Cosine Similarity, there are reasons to believe this assumption to be false. The
accuracy was barely affected by the increase of features. Moreover, at 40,000 features a more
significant increase could be noted once more. This phenomenon is assumed to be a result
of insignificant features being added to the analysis. Thus, a more sophisticated method
for extracting the most significant features could likely have increased the accuracy for the
similarity analysis, without stretching the hardware limitation of 40,000 features.
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Correlation Analysis of Static and Dynamic features

The methodology to calculate the Pearson Correlation Coefficients between all pairs of fea-
tures could be called an exhaustive computation, as it covered all permutations. Moreover,
the correlations were computed based on the binary values for the static features from AMD
and the frequencies of the dynamic features. What could be seen as a flaw in this approach is
how a high frequency from some profiles would affect the correlation negatively. For exam-
ple, if all samples with a specific binary static feature share the same dynamic feature with
a varying non-zero frequency, the correlation coefficient would be lower than if they were
binary as well. In future studies, it would be interesting to convert the frequencies to binary
values, determining whether the feature is present at all, and to compare the results with this
study.

To assure validity and increase confidence in the calculated correlations between the static
and dynamic features, two thresholds for varieties and families were introduced. The in-
tention was to minimize the chances to receive the variety or family signature rather than
correlations that can be considered general for the feature pairs regardless of the variety or
family. An additional aspect not taken into account by this approach is the size of the variety
or family. The number of features that is considered by the threshold is likely to be significant
from a validity and confidence point of view too. However, as the granularity for the manu-
ally retrieved features in AMD are variety-wise, it was considered natural to keep the same
granularity to assure confidence.

5.3 Future Work

From the study, there are a several aspects that would be interesting to consider or compare
with in future studies.

Regarding the dynamic analysis, there is one notable drawback as it was performed en-
tirely without internet connection. The reason behind this decision is, from an ethical point
of view, a measure to restrict and isolate the malicious behavior to the sandbox environment.
To minimize the impact on the analysis results, the internet could have been simulated [18].
However, due to time constraints it was not prioritized and instead left to be investigated in
future studies. Additionally, there is one type of Android malware, discussed by Maier et
al. [23], that was not covered in this study. Applications that cooperate to avoid detection,
referred to by Maier et al. as Divide-and-Conquer, and are not malicious by themselves. As
the APKs were analyzed one at the time, these attacks were not be covered. However, to
analyze all permutations of APK in a large scale dataset is very time consuming, but could be
interesting to consider.

At last, as discussed above according the methodology for similarity analysis, an interest-
ing measure to improve the results would be to use a more sophisticated feature extraction
method. To investigate such methods was not in focus for this study, however, we believe that
it could be an important measure to make sure that the most significant features are extracted
and to reduce redundant information.
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6 Conclusion

In this study, the available open source tools for dynamic analysis of Android malware has
been explored. After a coarse grained selection, four tools remained and were compared
based on several parameters. It was made clear that the research community need newer,
up to date and maintained sandbox environments intended for dynamic analysis, as related
studies have been using the same tools for many years, despite the lack of maintenance. Thus,
the malware are becoming more sophisticated but the tools to keep up with this development
are not. According the results in this study, the best choice of sandbox environment in the
range of open source tools that are available today for dynamically analyzing Android mal-
ware at a large scale is Droidbox. It has been shown to be sufficient for analyzing malware
profiles based on similarity, for most cases in today’s landscape of malware. However, for
smaller datasets without strict efficiency requirements there are interesting and maintained
alternatives, for example MobSF.

All covered metrics, with Mahalanobis Distance as an exception, showed good qualities
for classifying Android malware profiles into varieties. However, the results indicate that
the best metric is Cosine Similarity, as it received up to 83.6% accuracy during the variety
classification. There are indications that the results would benefit from a more sophisticated
extraction method, when the dynamic features consist of many redundant features, which
is inevitable in bag of words approaches. Moreover, it was assumed likely that the varieties
have variety specific features, since Chebyshev Distance was able to classify the varieties
with high accuracy, despite that its outcome is based on a single feature/dimension. With
this knowledge it can be concluded that members of the same variety in AMD at least have
semi-similar dynamic profiles.

Finally, it was shown according to the Pearson Correlation Coefficient that a great majority
of the manually retrieved features describing the varieties of AMD and the dynamic features
extracted in this study, are not correlated. However, there are a few pairs that showed a high
correlation coefficient. A closer manual analysis of the highly correlated pairs showed that it
can be a difficult task to determine the intent of a dynamic feature and whether it is benign
or malicious. Especially, if the feature consists of, for instance, illogical and meaningless file
names, like the file name ”test” that was observed in multiple features during the correla-
tion analysis. As a consequence, it becomes difficult to determine if the entire correlation is
reasonable. Otherwise, when the intents of the dynamic feature could be determined, the
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correlations seem to aid in understanding properties of malware and should be investigated
further.
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