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SDN-Enabled Resiliency, Monitoring and Control
in Computer Networks
Jonathan Vestin
Department of Mathematics and Computer Science

Abstract
Next generation networks aim to increase network convergence by allow-
ing a single network architecture to serve diverse traffic types ranging from
high-bandwidth video streaming to low-latency industrial automation, while
meeting their respective service level requirements. Such a converged network
architecture puts high requirements on flexibility, interoperability, and re-
silience. While current networks exhibit some degree of network convergence,
they may not reach the level of interoperability required for future applica-
tion areas. This is particularly prevalent in networks that depend heavily on
closed and proprietary equipment, such as industrial automation and small
cell backhaul networks. Recently, Software Defined Networking (SDN) and
Network Function Virtualization (NFV) have been proposed as solutions
for increased network flexibility. By separating and logically centralizing the
network control plane, SDN allows for dynamic control of the network infras-
tructure. NFV, on the other hand, enables flexibility and scalability through
the virtualization and orchestration of network functions.

In this thesis, we investigate how SDN and NFV can be used to make
next generation networks more reliable, flexible and programmable. We focus
mainly on three areas: resiliency, monitoring, and control. First, we look at
the usage of SDN to enable in-network resiliency in wireless access, backhaul
and industrial automation networks. Next, we design and evaluate FastReact, a
switch program that allows industrial automation networks to partially offload
their distributed application logic to the data plane, reducing end to end latency
and increasing network resiliency. Finally, we propose combining FastReact
control with in-network telemetry event detection, significantly increasing the
monitoring capacity by selectively discarding redundant telemetry information
in the data plane.
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1 Introduction
Computer networks have over time become a core component of the IT infras-
tructure in organizations and society as a whole. Today, most networks are
typically deployed using closed, proprietary, and inflexible hardware employ-
ing rather static configurations. However, to meet rising customer demands,
future networks must support new use-cases such as Industry 4.0, Internet of
Things (IoT), and wearable IT. One important concept for these future use-
cases is the idea of network convergence, essentially allowing a single network
architecture to support any traffic type, from high-bandwidth video streaming
to low-latency industrial automation. As network resources are limited, such
a network must be highly flexible, with the ability to quickly provision the
required network resources for each particular traffic flow. One prominent
technology, that can provide such flexibility and enable network convergence,
is Software Defined Networking (SDN) [1], which by opening up and logically
centralizing the control plane, allows for programmatic control of the network
infrastructure. While SDN enables control plane flexibility, the introduction
of Data Plane Programming (DPP) [2], along with compiler and language
support, lifts the flexibility of networking devices to a new level. Addition-
ally, the concept of Network Function Virtualization (NFV) [3] is another
strong enabler of network flexibility, allowing rapid deployment and precise
orchestration of network functions.

Although SDN, DPP, and NFV increase network flexibility, there are
still open challenges that must be solved before widespread adoption of these
technologies can take place. Resiliency is one of these challenges, as use-cases
like industrial automation, autonomous driving, and remote medical surgery
have near-zero tolerance for network failures [4, 5]. Today, highly resilient net-
works often rely on closed, proprietary equipment with low interoperability,
incompatible with the flexibility demand of future applications. Any network
architecture used as a solution for introducing flexibility for such use-cases
must have a mechanism for high resiliency. SDN provides several resiliency
mechanisms. First, the logically centralized view of the control plane allows
detecting link failures and optimally rerouting traffic flows. Also, SDN-enabled
switches can perform rapid local link recovery, immediately rerouting traffic
to a backup path, should the primary forwarding path go down. Finally, SDN
has some preliminary features for switch queue configuration, which could
be used to flexibly prioritize critical traffic. Together, these features may be
the key to demonstrating the viability of SDN for flexible and highly-resilient
networks.

Another aspect that must be considered is scalable network monitoring.
Accurately providing appropriate network resources for each service flow,
without overprovisioning, requires precise and up-to-date information of the
network state [6]. Traditional network monitoring systems do not provide the
highly-configurable per-service-flow information needed for future networks,
but rather rely on inflexible and proprietary systems. With the introduction
of DPP through SDN came the idea of In-band Network Telemetry (INT) [7],
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which allows switches to append telemetry information to data plane packets.
INT provides a basis for scalable, accurate and highly configurable network
monitoring, and if good methods of telemetry insertion and collection are
developed, it can prove viable even in large scale data center networks.

Finally, the idea of moving some operations, typically performed by the
network control plane or by end-hosts, to the network fabric itself, is a power-
ful method to improve scalability and reduce latency of distributed applications.
However, the inflexible design of traditional networking devices makes this
difficult, as equipment tend to be closed and fixed in functionality. The intro-
duction of DPP opens up the data plane for programming, which promotes an
increase in network fabric intelligence. However, as programmable network
devices can be limited in both expressiveness and performance, a good balance
between in-network and end-host processing must be found.

In this thesis, we focus on how SDN and DPP can be used to improve
the flexibility, resiliency, monitoring, and control for future networks. First,
we will look at how SDN can improve the resiliency of Split-MAC Wireless
Local Area Network (WLAN) networks, which are WLAN networks that
logically centralizes association state. This is done by designing QoS extensions,
making switch queue management strategies configurable from the control
plane. Second, we use SDN-enabled local link recovery and packet duplication
to improve the resiliency of both industrial automation and 5th Generation
(5G) mmWave small cell backhaul networks, investigating the tradeoff between
link recovery speed and traffic overhead. Third, we research how in-network
telemetry event processing can be used to increase the scalability of network
monitoring, through optimal configuration of telemetry probes and highly
customizable event filtering in the data plane. Finally, we design and evaluate
an in-network complex event detection system for industrial networks, which
allows rapid reaction to sensor events, reducing latency, while also providing
the resiliency required for distributed industrial control applications.

The rest of the thesis is structured as follows. Section 2 introduces the
reader to SDN and the ideas of network resiliency, monitoring, and control,
which serves as background material for the main contributions of the thesis.
Section 3 describes the research objectives, while Section 4 briefly describes
the scientific methods used. Section 5 presents the main contributions of this
thesis work. Section 6 summarizes the appended papers. Finally, Section 7
provides concluding remarks and discusses future work.

2 Background and Related Work
This section will introduce the background of the thesis. Section 2.1 explains
Software Defined Networking and how it can be used to provide network
resiliency. Section 2.2 describes Data Plane Programming, along with the P4
language. Section 2.3 provides the background behind and the functionality of
various resiliency improving technologies. Section 2.4 describes in-network
control, stream processors and complex event processing. Finally, Section 2.5
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explains in-network monitoring and discusses current approaches to event
collection and filtering.

2.1 Software Defined Networking
Computer networks are separated into three logical planes: the data plane,
the control plane, and the management plane. The data plane (also known as
the forwarding plane), comprises software or hardware components of the
network forwarding device, which performs the actual packet processing and
forwarding. It typically consists of simple forwarding logic, often through the
use of a forwarding table, and is most often implemented through high-speed
dedicated hardware. The forwarding plane behavior is managed by the control
plane.

The control plane takes care of higher-level functionality, with the main
responsibility of populating the forwarding tables of the data plane, in order to
control network state. Notably, the control plane decides where to send traffic
through higher level decision logic. This could be a simple MAC learning table
in a network switch, or be the communication with other network devices
through routing protocols (such as the Border Gateway Protocol [BGP] [8]
and the Open Shortest Path First [OSPF] [9]) in a router. As the control plane
is typically implemented in software, that runs on a general-purpose CPU,
packet processing takes significantly more time in the control plane compared
to the data plane.

The control plane is in turn configured and maintained by themanagement
plane. It includes protocols used for network device configuration, such as
Telnet [10], Simple Network Management Protocol (SNMP) [11], Secure
Shell (SSH) [12], and Netconf [13]. Network Management System (NMS)
typically maintains and orchestrates the management plane in large network
deployments, both monitoring device status and ensuring appropriate device
configuration [14]. Due to early design considerations of the Internet, the
control and data planes are traditionally tightly coupled, and the configuration
is distributed [15].

To cope with the proprietary nature of computer networking devices, a
new network architecture called SDN [1] was introduced. SDN separates the
control and data plane of a traditional network device. The control plane is then
implemented through one or more logically centralized controllers (also called
Network Operating Systems [NOSs]). Each of these SDN controllers can
manage multiple network forwarding devices, through a south-bound API (e.g.,
OpenFlow). Higher level logic can be implemented through applications on
top of SDN controllers, which communicate through a north bound API (e.g.,
REST, JSON). Finally, SDN controllers can also coordinate network-control
activities by establishing communication channels between each other using an
east-west API, mainly for scalability and resiliency. These relationships can be
seen in Figure 1, which shows a basic overview of a typical SDN architecture.

Much like the control plane in traditional networking, the SDN controllers
manage the forwarding logic of the data plane, along with other control plane



6

Control Plane

Data Plane

Network Devices

SDN Controllers

South-bound API (e.g. OpenFlow)

North-bound API (e.g REST)

East-West API

SDN Applications SDN Applications

Application Plane

Figure 1: Overview of a typical SDN architecture.

functions, such as path calculation and traffic control configuration. This
greatly simplifies the architecture (or design) of the data plane, as the control
plane functions can be relocated to a separate, more powerful device. It also
increases the flexibility of the control plane, which can obtain a centralized
view of the network and, based on this view, calculate more optimal routing
strategies and carry out more efficient traffic engineering. Furthermore, the
SDN controller can be implemented in a high-level language, allowing network
device manufacturers to keep the low-level implementation details of their
devices hidden from competitors, while at the same time facilitating for network
administrators and researchers to perform experiments, and to introduce new
protocols and architectures using SDN-enabled devices. There are several
SDN controllers in wide use today, e.g., Open Daylight [16], Ryu [17] and
ONOS [18].

SDN applications are programs which perform higher-level network deci-
sions and communicate the desired network behavior to the SDN controllers
through their north-bound API. These applications range in responsibilities, in-
cluding configuration and management, monitoring, troubleshooting, security,
and accounting. One of the major responsibilities of these applications is SDN
orchestration, which involves managing multiple controllers, ensuring Service
Level Agreement (SLA) adherence and providing network administrators with
monitoring information [19].

OpenFlow [20], which is an open protocol for programming the flow tables
in SDN-enabled networking devices, spearheaded the development of SDN.
Five major versions of the OpenFlow specification have been published [21].
One of the most popular software switches is Open vSwitch [22], which is a
production-grade, multilayer virtual switch, supporting all major OpenFlow
versions. OpenFlow suffers from one major drawback, which is that the
programmability only extends to the control plane. This means that the data
plane protocols supported are inherently limited by the current OpenFlow
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specification. Additionally, operations that require a rapid reaction to changes
in network state may not be easily implementable. These include operations
like stateful forwarding, i.e. allowing the data plane to store information from
incoming packets and use this to augment forwarding decisions.

2.2 Data Plane Programming
The introduction of SDN has made great strides in opening up network for-
warding devices, for both industry and academic use. However, there are
still a number of design limitations preventing full control of the network
behavior. One of these limitations is the fixed set of header fields1, which
OpenFlow-enabled switches can process. Over time, more header fields have
been added to the OpenFlow specification, meaning older equipment might
support a smaller subset of headers compared to newer equipment.

To combat these challenges, several solutions were introduced to improve
the programmability of network equipment. These solutions can be divided
into two groups, the first one being host-based solutions. Host-based solutions
aimed to improve the performance of end-host network processing. These are
typically used in cloud deployments on hypervisors to serve in conjunction
with SDN-enabled virtual switches. One widely used host-based solution is the
Intel Data Plane Programming Kit (DPDK) [24], which is a set of libraries to
accelerate user-space packet processing. Another important host-based solution
was the eXpress Data Path (XDP) [25], extended from Extended Berkley Packet
Filters (eBPF) [26]. XDP enables installation of small network programs in the
Linux kernel, which are invoked each time a network packet is received before
the kernel performs any other packet processing. From XDP, AF_XDP [27]
was introduced, which in the same way as DPDK accelerates user-space packet
processing.

The other group of solutions is switch-based solutions. This group of solu-
tions aims to improve the processing flexibility of network switches. One such
solution is OpenState [28], which extendedOpenFlowwith stateful operations,
essentially allowing it to update its forwarding behavior without requiring
interaction with the control plane. The software switch Open vSwitch [22]
(e.g., used in the Pica8 [29] hardware switch), also made several efforts to
increase the programmability of the network switch, including executing
eBPF [26] programs on incoming packets [30]. Another switch-based solution
is SnabbSwitch [31], which is a virtual switch, programmable in the high-level
programming language Lua.

One of the major challenges with these solutions is how to provide a good
balance between speed and programmability. Some operations, which may be
very useful, may also be very costly for a packet forwarding device expected
to run at line rate. One of the solutions, which attempt to combine both
expressiveness and performance, is Programming Protocol-Independent Packet
Processors (P4) [2]. This solution was developed from the abstract switch
table model, Reconfigurable Match Tables (RMT) [32]. The P4 language is

1There are 12 fixed header fields in OpenFlow 1.0 [23]
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Parser Ingress Egress Deparser
Match/Action

Table
src=10.0.0.1→drop()
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Figure 2: One of the possible data path abstractions provided by P4. This
particular data path abstraction is used in the BMv2 software switch [35].

used to define the data plane behavior of a network device. There are currently
two versions of P4 in use, the older version P4_14 [33] and the newer version
P4_16 [34]. As shown in Figure 2, P4 programs are typically divided into
four principal parts: a parser, an ingress pipeline, an egress pipeline, and a
deparser, although which parts that are included in the programmable part
of the processing pipeline and the order of these parts may differ among
manufacturers. The parser is structured as a state machine, where each node in
the state machine represents a parser state. Incoming packets are processed from
the starting state, and parsing is complete when the current state concludes in
either an accept or a reject. The parser can be recursive, in order to parse header
stacks. However, each P4 target typically has a limitation on recursion depth.

The ingress pipeline consists of a control block, syntactically quite similar to
the C programming language: if-clauses can be used for conditional execution,
local variables can be defined and modified, and packet headers and persistent
switch memory (registers, meters, and counters) can also be modified. Another
component which P4 control blocks have access to is match/action tables. By
using these control blocks, P4 switches expose their forwarding behavior
to an SDN controller. A P4 table has, like an OpenFlow table, a defined
match-action tuple, which consists of one or more header fields and a set of
actions. After ingress processing is complete, the packet is typically moved to
an internal packet buffer. At the time the packet is removed from the buffer,
egress processing is carried out on it. The egress pipeline functions similarly to
the ingress pipeline, consisting of control blocks and forwarding tables. Finally,
the packet reaches the deparser, which re-assembles the packet and sends it to
the specified output port. In-between egress processing and deparsing, some
switch targets also have a re-calculate checksum step.

Although the ingress and egress processing look very much alike regular
C code, there are several inherent limitations imposed on this programming
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model. Particularly, since packets most of the time have to be processed at line
rate, the ingress and egress processing have to be timely. To this end, floating-
point arithmetic, integer multiplication, and integer division are unavailable.
Integer multiplication can be performed, provided the multiplication entails
multiplying two constants, or a variable and a constant, as the multiplication
can be transformed into a series of additions. Also, loops are not available,
as their execution time may be unbounded. Instead, loop unrolling can be
used in place of loops. In addition to these limitations, each target may have
additional limitations, depending on how the software or hardware is designed.
Typical limitations include program complexity, memory size, header size,
and parsing tree size.

Pure P4 is a standardized language, and a program written in P4 should be
executable on any target platform. However, P4 also supports extensions which
makes it possible for manufacturers to include purpose-built functionality that
goes beyond the P4 standard. These external primitives, or externs, are spe-
cialized, target-dependent functions. Examples of typical P4 extensions include
hashing functions, encryption/decryption, floating-point or other mathemati-
cal operations, and other functionality excluded from the P4 standard to keep
it simple and compatible with a wide range of devices. Many platforms also
allow developers to implement custom external functions, typically in a spe-
cific, target-dependent language. These languages include Micro C, for the
Netronome Agilio platform family [36], and Verilog, for the P4-NetFPGA [37]
platform family.

Today, there is a wide range of P4 compilers and target platforms avail-
able. For example, the Behavioral Model (BMv2) [35] is a software switch
acting as a reference implementation. While not a production-grade software
switch, it is still useful for developing, debugging and experimenting. The
behavioral model is typically used with the p4c [38] compiler, which is the
reference compiler for the P4 language. The Netronome Agilio [39] is a hard-
ware platform, which has support for the P4 language, through the use of
the Netronome datapath programming tools. Another hardware platform is
Barefoot Networks Tofino [40], which is based on the Protocol Independent
Switch Architecture (PISA) [41]. There are also a set of compilers, which target
additional platforms, such as P4-NetFPGA [37], which compiles P4 code to
the NetFPGA [42] platform. Another compiler is p4-xdp [43], which uses
p4c as a base, compiling P4 code to an XDP program. Finally, the T4P4S [44]
compiler is able to compile P4 code to multiple targets (Intel DPDK, among
others), through the use of a network hardware abstraction layer.

Many powerful applications have been developed using the P4 language.
For example, the authors in [45] implement and evaluate a local link repair
primitive through the use of P4, with functionality similar to fast failover.
Another example is P4CEP [46], which presents an in-network approach to
Complex Event Processing (CEP), using the P4 language. They compare their
approach to other CEP processing platforms, such as Apache Flink. Another
example is in-network telemetry [7], which is a P4 framework designed to
facilitate network monitoring through the data plane, by having telemetry



10

information piggyback onto regular data plane traffic.

2.3 SDN-Enabled Resiliency in Computer Networks
Resiliency is the ability of a network to maintain a certain level of service,
when exposed to external factors, that disrupt network functionality. Examples
of such external factors may include equipment failures, power outages, signal
fading, software or human errors, denial of service, and malicious service
disruption. Network resiliency, as such, involves quickly identifying and
recovering from such failures [47, 48]. While the area of network resiliency is
broad, this thesis mainly focuses on network link resiliency, i.e., how networks
can cope with link or device failures.

In traditional networks, link resiliency technologies can be divided into
two groups: alternate path protocols and parallel operation protocols [49].
Alternate path protocols provide one or more alternate traffic paths, that are
used if the primary network path fails. Examples of alternate path protocols
include Spanning Tree Protocol (STP) [50], Rapid Spanning Tree Protocol
(RSTP) [51], and Media Redundancy Protocol (MRP) [52]. The other type
of resiliency mechanism is parallel operation. In parallel operation, data is
replicated over multiple disjoint paths, which makes link recovery more or less
instantaneous. However, this requires concurrently running network devices,
which can increase both installation and operational costs. Furthermore, these
protocols often require specialized hardware and/or software support in the end
nodes to detect and remove duplicates. Examples of parallel operation protocols
include Parallel Redundancy Protocol (PRP) [53], IP Parallel Redundancy
Protocol (iPRP) [54], and High-Availability Seamless Redundancy (HSR) [55].

Future network applications, such as Industry 4.0, IoT, autonomous driv-
ing, and remote medical surgery, impose new requirements in both network
flexibility and resiliency. Traditionally, highly resilient networks are often
powered by inflexible, proprietary equipment with low interoperability (such
as HSR and PRP [55]-enabled proprietary Industrial Ethernet equipment).
In other words, they are incompatible with the flexibility requirements of
future networks. SDN is one approach which can provide the high flexibility
required, while also sustaining high resilience.

In SDN, there are two main approaches to link recovery: proactive and
reactive recovery [56, 57]. In the reactive approach, when a link fails, the SDN
controller is informed, re-calculates new forwarding rules, and installs them in
the device where the link failed. Other devices may also have their forwarding
tables updated as required. As the controller has to receive information about
the link failure, calculate new forwarding rules, and perform the rule installa-
tion, a reactive recovery of a link typically takes a relatively long time, in the
order of 50ms [58].

Compared with the reactive approaches, the proactive approaches reduce
the link recovery time by pre-installing the available backup paths in the
forwarding devices. The forwarding devices continuouslymonitor link liveness,
and should the link go down, one of the live alternate backup links are used
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instead. The downside of this approach is that the sizes of the flow tables are
increased. Further, failures where there are no backup paths requires additional
maintenance of local state, such as using Crankback forwarding [57], i.e.,
sending packets back until they reach a switch that can forward them on an
alternative path or a state-based solution, such as OpenState [28]. Ideally, when
SDN is used to provide network resiliency, a combination of proactive and
reactive recovery approaches should be used. This makes it possible for the
network to quickly recover from a link failure through a proactive recovery,
and when the SDN-controller detects the broken link, it can recalculate optimal
paths and install new rules reactively.

With the introduction of OpenFlow 1.1 [59], support for group tables was
added. A group table is a group of output ports combined with a group type.
Instead of forwarding an incoming packet to a specific port, the controller
can forward it to a group table. The group table will then, depending on
the group type, select one or more of its ports, and forward the packet via
the selected port. Fast failover is a group type that sends packets to the first
live port. If no ports are considered live, the packets are dropped. This is
considered a type of proactive link recovery. Fast failover requires that the
ports in a group table have some kind of liveness detection method config-
ured. There are multiple methods for detecting the liveness of a link, such as
relying on Ethernet Normal Link Pulses (NLPs) or using another protocol
like Bidirectional Forwarding Detection (BFD) [60]. The popular software
switch, Open vSwitch [22], implements fast failover and uses BFD for liveness
detection. Recent improvements in Open vSwitch, allow for very low BFD
message intervals. This enables Open vSwitch to detect and recover from link
failures within (3.3 ± 0.8)ms [57].

2.3.1 SDN-Enabled Resiliency in Industrial Automation Networks

Industrial automation networks are networks used in industrial applications,
such as Profinet [61] and Modbus [62]. These networks are typically closed
and tightly integrated, making interoperability with other networks challeng-
ing. The application areas are very diverse and include manufacturing systems,
energy and power systems, automotive communications, avionics, aerospace,
and railway control systems [49]. What these systems have in common is the
need for fast and reliable machine to machine communication [63, 64]. For
example, avionics might require communication between heading sensors and
navigation systems while a manufacturing plant might need synchronization
between motor actuators and photosensitive sensors. With the introduction of
Industry 4.0 [65] and IoT [66], these industrial automation systems will put
even higher requirements on both timeliness and resiliency. As standard Ether-
net was not designed with timeliness or resiliency in mind, it cannot provide
deterministic packet delivery, and it lacks built-in resiliency mechanisms.

Time Sensitive Networking (TSN) [67] is a recently introduced improve-
ment of Ethernet, which aims to make it more deterministic and suitable for
industrial automation applications. TSN currently encompasses roughly 12
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IEEE 802 standards [68], together aiming to provide deterministic networking,
with a high quality of service, without compromising on interoperability. Of
particular interest is IEEE P802.1CB Frame Replication and Elimination for
Reliability [69], which seeks to guarantee latency during single points of failure.
It does this through selectively duplicating packets at the sender and discarding
duplicates at the receiver, providing parallel operation resiliency.

While TSN seeks to make Ethernet more time-sensitive and fault-tolerant,
it increases the number of network parameters that need to be configured and
maintained. Further, their configuration may depend on data derived from a
global network view, such as global monitoring information, traffic patterns,
and network topology. With an SDN solution, the controller can manage this
configuration, and thus provide higher-layer service guarantees. There are many
ways in which SDN can be utilized in an industrial setting [70, 71, 72, 73] and
several of these ways use SDN to manage the parameters in TSN [74, 75, 76].
Resiliency in SDN-enabled TSN networks can be provided either from TSN,
through IEEE P802.1CB, or from SDN, through the use of packet duplication
combined with fast failover groups and BFD. The challenge of the SDN
approach is duplicate identification and discarding at the destination, which
has to be performed by the end-host, or in the network using programmable
data planes.

Throughout this thesis, we will consider the idea of integrating SDN and
NFV in an industrial automation network, essentially creating a converged in-
dustrial network able to support any type of traffic. Here an SDN orchestrator
could, from the characteristics of each industrial application, configure the en-
tire service chain. This could include TSN parameters, resiliency configuration,
timing requirements, bandwidth reservation and queue management strategies,
depending on the particular equipment. Such a network may be one step to-
wards supporting the diverse traffic future industrial applications may produce,
and provide a simple and consistent interface, where automation parameters
could be directly and seamlessly translated to network configuration.

2.3.2 SDN-Enabled Resiliency in 5GmmWave Small Cell Backhaul Net-
works

With the emergence of the 5G mobile networks, high demands are placed
on both throughput and latency, targeting 1Gbps – 10Gbps throughput and
sub 1ms latency [77]. The 4th Generation (4G) Long Term Evolution (LTE),
which is the currently deployed solution for high data rate mobile network-
ing, has seen a significant capital and academic investment in the develop-
ment of new technologies to facilitate even higher throughput. These im-
provements include the deployment of Massive Multiple-Input and Multiple-
Output (MIMO), the introduction of Co-ordinated Multipoint (CoMP), im-
proved coding, and modulation schemes [78]. However, despite these improve-
ments, traditional frequency bands encompass a small, heavily used spectrum,
and cannot provide the bandwidth required for such high-speed transmissions.

One solution to cope with the high bandwidth requirements of 5G, is
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to utilize parts of the Extremely High Frequency (EHF) spectrum, such as
the mmWave bands (typically between 30GHz and 300GHz) [79, 80, 81, 82].
Using these frequencies provide very high potential bandwidth, up to 100Gbps,
and allow mobile stations to communicate with base stations at the high data
rates required by future applications. These EHF bands have traditionally not
been considered due to their short-range and non-line-of-sight coverage issues.
In these frequency bands even rain and thick foliage may incur propagation
losses. In order to deal with these propagation losses, technologies such as
directional beamforming antennas are often deployed. These antenna arrays
can circumvent some blockage [83]. However, the prevalence of blockage in
urban environments may still cause intermittent outages and thus fluctuation
in available bandwidth.

Mobile network cells are typically connected to the core network through
fiber links, or point-to-point high-speed microwave wireless links. However,
with the increasing density of mobile cells, this method of providing core net-
work connectivity can be cost-prohibitive. As such, one strategy for reducing
costs is using the mmWave bands also to provide backhaul connectivity to the
core network. SDN [84, 85, 86] has been suggested as a method to coordinate
these small cell backhaul networks. An additional advantage to using SDN
for the backhaul network, is that SDN-enabled local link recovery could be
utilized to recover from the rapid link quality fluctuations present in mmWave
frequency bands.

2.3.3 SDN-Enabled Resiliency in Split-MAC WLAN Networks

Future network use-cases, such as autonomous driving, IoT, and Industry 4.0
require high network flexibility and resilience. In mobility scenarios, WLAN
networks suffer from connectivity loss during handover between access points,
which is incompatible with the near-zero tolerance for failures of future network
applications. One method to solve this is to provide seamless handover through
a Split-MAC approach [87]. In a Split-MAC network, the WLAN station
association state is separated from the access point and relocated to a logically
centralized controller. There are multiple approaches of how to realize a Split-
MAC. One approach is Odin [88], where Light Virtual Access Points (LVAPs)
maintain the association state of the WLAN stations, and an SDN controller
handles the handover between different LVAPs. Other approaches include
CAPWAP [89] and its predecessor LWAPP [90]. CAPWAP uses a centralized
controller to discover WLAN APs, which also provides authentication and
authorization services to them. In this approach, some WLAN management
frames are generated by the CAPWAP controller, while other frames are
generated by the APs.

CloudMAC [91] is an additional Split-MAC approach, which functions
similar to Odin, however, it moves all Access Points (AP) functions to a Virtual
Access Point (VAP), which is deployed in a co-located cloud, and transforms
the physical APs into lightweight Wireless Termination Points (WTPs). These
WTPs simply tunnel traffic from one or more VAPs, while also responding
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to time-critical WLAN acknowledgements. An SDN controller manages the
connection betweenWLAN stations, WTPs, and VAPs, and performs seamless
handovers between WTPs, by rewriting flow rules to redirect traffic towards
the new WTP. Indeed, as the association state is maintained by the VAP in the
cloud, the mobile station is always associated and the flow routing is updated
according to the mobility of the station. A difficulty with these approaches is
the timing of management frames. When WLAN stations connect to an access
point, the access point expects timely responses to management and control
frames [92, 93]. For example, the response time for a WLAN acknowledgment
is as short as 10 µs using 802.11g [94]. As management and control frames are
processed on a separate host, WLAN connection stability can be significantly
reduced by congestion, and connectivity may be lost.

One option to increase the connection stability of such networks is em-
ploying queue management strategies in order to prioritize CloudMAC man-
agement frames, such as Hierarchical Token Bucket (HTB) [95], Stochas-
tic Fair Queueing (SFQ) [96] or, more recent Active Queue Management
(AQM) strategies such as Controlled Delay (CoDel) and FlowQueue-Codel
(FQ-CoDel) [97]. As most Split-MAC networks maintain the connection
between VAPs and stations, through the use of an SDN controller, queue
management strategies must be configured through this controller. Several
approaches that allow SDN controllers to configure network queue manage-
ment have been proposed, such as QoSFlow [98] and FlowQoS [99]. One of
the weaknesses with these approaches is that the extensions are unavailable
on production-grade switches. Currently, only Open vSwitch allows con-
figuration of queue management through the platform-agnostic ovsdb [100]
protocol, although it only supports the HTB and Hierarchical Fair Service
Curve (HSFC) queue management strategy, and lacks support for modern
AQM strategies.

2.4 SDN-Enabled In-Network Caching and Control
Future application areas, such as 5G mobile networks, autonomous driving,
and smart cities will significantly increase the processing capacity demand on
computer networks. To provide a scalable solution to this development, a
promising idea is to partially distribute the application logic, typically per-
formed by end-hosts, to the network fabric [101, 102]. This is beneficial, as
certain application logic is easily implemented with low complexity input-
output processing techniques. This enables them to be deployed directly
in-network, reducing the requirement for dedicated end-hosts.

Two approaches, which provide such functionality, are in-network caches
and in-network Complex Event Processing (CEP). The idea behind caching
comes from Online Service Providers (OSPs), such as web search engines,
social networks, and web stores, where a single web request could generate
hundreds or thousands of storage accesses [103]. To make such services pos-
sible, providers typically rely on in-memory key-value stores, which cache
frequently accessed pages [104]. One example of in-network caching enabled
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through the use of data plane programming is NetCache [102], which provides
an in-network, load-balancing, medium-hit-ratio cache, with a prototype im-
plemented for the Barefoot Tofino platform supporting up to 2 billion user
queries per second. Another approach is NICached [105], which instead uses
XDP, and increases cache reply speed for typical end-hosts by performing the
lookup at the earliest point, when the packet reaches the device.

CEP, on the other hand, involves inferring more complex events from a
set of smaller, less complex events. For example, a complex event might be a
fire outbreak in a manufacturing plant, which could be inferred from, e.g., a
smoke detector and a temperature meter. Here, a sudden rise in temperature
together with smoke being detected by the smoke detectors could indicate
an outbreak of fire, and thus should trigger a fire alarm [106]. Complex
events can, as such, involve multiple sensors reporting specific values over a
range of time, where in order to detect the event, historical events must be
stored. Industrial automation is one area that involves the detection of complex
events, and could benefit from moving its event detection to the network
fabric. For example, it could result in faster reaction time to critical events, as
the event detection is placed in-network, closer to the sensors and actuators.
Additionally, as the sensor-actuator loop is shorter, there are fewer points
of failure in the network, increasing overall resiliency. Finally, compared to
conventional stream processors, like Apache Flink [107], in-network CEP
is faster, with more deterministic latency, which is an important aspect for
industrial automation networks.

P4CEP [106, 46] is one method for processing complex events in the data
plane through the use of P4. In P4CEP, events are expressed in a high-level
CEP language, that are compiled to P4 code, which in turn is compiled to a
switch program. The authors evaluate their approach using the Netronome
Agilio NFP4000 platform, showing a significant improvement in performance
compared to Apache Flink and the BMv2 software switch. A similar approach
is Packet Subscriptions [108], which provides content-based routing through
the use of CEP-like expressions, such as “stock = MSFT and price < 60
and shares > 100”, where the values for stock, shares, and price are
provided from the packet payload. The authors use a two-stage approach,
where they compile a specification into a P4 program. When the resulting
switch program is compiled and installed in the switch, they generate and
install a set of table entries that specify the exact forwarding rules. The Packet
Subscriptions approach has been evaluated on a Barefoot Tofino switch and
offered in this evaluation a packet processing time of less than 20 µs. One of
the disadvantages with these approaches is that when the CEP expression is
compiled and installed in the switch, the control plane is limited in altering its
behavior. This limits the flexibility of these approaches because the controller
cannot update the control logic of a networking device without installing a
new P4 program.
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2.5 SDN-Enabled In-Network Monitoring
Providing network operators with accurate and up to date knowledge of net-
work status is crucial in modern network deployments, to provide high-quality
user experience and/or SLA conformance. However, as future networks must
provide high flexibility, and at the same time scale with the throughput demand
from next generation applications, future networkmonitoring approaches must
be both flexible and scale with the size of the network. These requirements
became even more important with the introduction of NFV [3] and Service
Function Chaining (SFC) [109, 110], as each service flow and network func-
tion must be monitored to ensure a correct and SLA conformant handling of
packets in the network. With the introduction of SDN and DPP came the idea
of In-band Network Telemetry (INT) [111], which is a method for providing
network monitoring through the data plane. The processing required from
the data plane to support INT is comparatively small, allowing per-packet
monitoring to be performed at line rate with minimal impact on regular traffic.
Additionally, using DPP to provide INT enables network operators to individ-
ually customize monitoring characteristics for each service flow, enabling high
flexibility.

In an INT-enabled network, each node along a network path adds telemetry
information to incoming packets, which at the end of the path is removed and
sent to a network monitoring platform. These telemetry items may include
ingress timestamps, queue occupancy information, switch identifiers, per-
packet selected ingress/egress port, and various other metadata. INT-enabled
networks typically identify three different roles, which each forwarding device
can take: source, in-transit, and sink. The source nodes insert the telemetry
header, along with an instruction bitmask. The in-transit nodes identify incom-
ing packets that contain a telemetry header, look up the instruction bitmask,
and add INT metadata headers according to the bitmask. Finally, the sink
removes the telemetry and metadata headers, and forward the collected
information to an event monitoring system. This event monitoring system is
typically a stream processor, which may act on the incoming data, or store it
in a database for offline analysis.

Many INT-based solutions to network monitoring have been proposed.
One of the solutions is INTCollector [112], which improves the telemetry
processing capacity of end-hosts, by offloading processing to a fast path uti-
lizing XDP. It has support for both interval-based and threshold-based event
filtering. Another solution is Sonata [6], which is a framework that enables
complex, in-network telemetry event detection. In particular, it splits event
processing between user-space stream processors and programmable data planes.
This approach enables the use of powerful stream processing operators such
as filter, map and reduce. The authors in [113] present an approach using
in-network telemetry as an enabler for Knowledge Driven Networks (KDNs).
They demonstrate the INT approach for KDN in several use cases, includ-
ing traffic engineering and anomaly detection. Selective In-Network Teleme-
try (sINT) [114] is an approach to telemetry collection, where the collection
rate of packets can be adjusted according to the frequency of important changes
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in the network information. INT sinks use data provided by the INT sources
to determine this insertion ratio. Keysight [19], which improves upon Net-
sight [115] uses in-network telemetry to troubleshoot switch data plane code,
through the use of packet postcards, that contains the forwarding path and state
of the packet itself. To detect errors, the postcards are compared to acceptable
network behavior. One key challenge of using INT is finding a good balance
between the accuracy of the captured network state and the overhead of net-
work telemetry processing. While previous approaches such as INTCollector
and sINT improve processing speed by event filtering, the monitoring accuracy
is reduced as important events may be filtered out.

3 Research Questions
For future converged networks to support next generation use-cases, such as
Industry 4.0, IoT, and wearable IT, they must be flexible, dynamic, and scalable,
with the capacity to support multiple divergent traffic types simultaneously.
One method which can enable such flexibility is SDN, and by extension DPP,
which both attempt to open up traditionally closed network equipment for
programming. The objective of this thesis is to explore how SDN and DPP can
improve the resiliency, monitoring and control capabilities of next generation
networks. To achieve this research objective, we seek to answer the following
research questions:

1. Can SDN be used to improve resiliency in computer networks?
Computer networks that require high availability could benefit from
the flexibility and reliability which SDN provides. The centralized con-
troller can improve reliability through queue management configuration,
reducing network congestion, and through active link recovery, allowing
switches to rapidly repair link failures. While these two approaches can
improve the reliability in SDN-enabled networks, their use in real-world
networks remains partially unexplored. We set out to investigate these
SDN-resiliency features in three divergent use-cases: Split-MACWLANs,
industrial automation and 5G mmWave small cell backhaul networks.
As each of these use-cases has widely varying characteristics, our goal
is to find both an effective approach for how to utilize the resiliency
provided by SDN and evaluate that approach.

2. Can DPP and in-network telemetry be leveraged to improve the scalability
and flexibility of network monitoring?
The introduction of DPP, and in particular the P4 language, promoted
the idea of in-network telemetry as a monitoring solution for future
networks. By inserting telemetry data in the network fabric, precise, scal-
able, and flexible network monitoring is possible. Although a promising
approach, the performance impact remain largely unexplored. Addition-
ally, telemetry collection is traditionally performed through the use of
end-host stream processors, which do not scale well in larger network
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deployments. Our objective is to research and develop solutions that
improve the scalability of telemetry collection, which enable the use of
in-network telemetry in large data center networks.

3. Can DPP be used to increase the switch intelligence, enabling processing of
complex events in the data plane?
Through the introduction of DPP, the data plane is opened up and
network equipment become significantly more programmable. This
allows moving complex event processing, typically performed in the
control plane or by end-hosts, to the data plane. For example, parts
of the distributed automation logic in an industrial automation setup,
network monitoring or general stream processing, could be moved to
the data plane. However, data plane programs often have restrictions in
expressiveness and must execute in bounded-time, processing packets at
line rate. We aim to create a highly flexible and high-performance frame-
work for complex event processing in the data plane. To demonstrate its
viability, we will use an industrial automation event processing use-case
to evaluate the tradeoff between performance and flexibility.

4 Research Methods
Computer Science can essentially be divided into three different categories:
hardware, which examines the physical structure of computational devices,
software which examines the software that is executed on the hardware, and
theoretical computer science, which examines the capabilities of computational
methods through analyzing and designing algorithms and data structures [116].
With the aim of answering the research questions formulated in Section 3,
we will examine a combination of these aspects in a computer networking
context, including the performance and limitations of networking hardware,
the implementation and design of networking software and some consideration
for algorithms related to networking.

As the main method for answering our research questions, we will utilize
the scientific method [117]. The scientific method is an approach for acquiring
knowledge, following an iterative process, that involves careful observation
and rigorous experimentation. The use of the scientific method, generally go
through a series of stages, each depending on the previous one. How these
stages relate to each other can be seen in Figure 3. To demonstrate the stages
of the scientific method, we use our approach for Paper I as an example:

Hypothesize Formulate a hypothesis that can explain an observation. The
resulting hypothesis must be falsifiable, otherwise it cannot be tested.
For example, in the early stages of Paper I, we crafted a hypothesis, which
stated that the cross-traffic in CloudMAC negatively impacts connection
establishment.

Design Create an experiment that can test your hypothesis. In Paper I, the
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1. Hypothesize

2. Design4. Analyze

3. Experiment

Figure 3: The iterative process of the scientific method.

hypothesis was tested by simulating cross-traffic and measuring the con-
nection success rate.

Experiment Perform the experiment. Repeating the experiment multiple
times help improve our confidence in the result. The number of repeti-
tions depends on the variability of the experiment, and the requirements
of the analysis.

Analysis Analyze the results of the experiment(s). If they do not match your
hypothesis, revise or reformulate your hypothesis or formulate a new
one. In Paper I, the results showed that the connection success rate was
impacted. We observed that the management frame delay, together with
the employed WLAN hardware, to a large extent determined whether
a connection was successfully established or not. This resulted in the
formulation of a new hypothesis, that using traffic control in the Cloud-
MAC network would improve the success rate.

The experiment step of the scientific method is of particular interest and is
in computer networking typically conducted in three different ways: through
simulation, testbed experiments, and emulation. Simulations often use software
which contains algorithmic and mathematical models, that make simplifying
assumptions on how network elements behave. Simulated computer networks
generally provide high accuracy, as long as the model used to simulate the
network is realistic. However, some parts of real computer networking can
be extremely difficult to simulate precisely, e.g., wireless networks. Testbed
experiments, on the other hand, uses real-world hardware, software, and con-
figurations, which can provide very accurate results. However, testbed experi-
ments with real traffic many times comes at the cost of obtaining equipment,
which may require significant capital investment. For certain experiments,
there may not even be suitable equipment available, as it has not yet been
created. Another weakness of testbed experiments is the increased amount of
variability, which makes repetition more difficult. For example, performing a
wireless experiment may have interference caused by nearby objects or people.
It is also difficult to reproduce an already published testbed experiment, which
involves obtaining the right equipment, the correct setup, and the correct con-
figuration. Finally, we have emulation, which is a hybrid approach between
the simulation and testbed experiments. In emulation, physical hardware is
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Paper
Paper I

Paper II

Paper III

Paper IV

Paper V

Paper VI

Paper VII

Emulation

Evaluation of resiliency in industrial auto-
mation networks using the CORE emulator
Evaluation of fast failover in mmWave 

networks using the CORE emulator
FastReact evaluation using BMv2 software 

switch through the CORE emulator

Testbed Experiment
Measuring QoS impact 

on CloudMAC

Evaluation of INT header insertion 
overhead using P4-NetFPGA

Evaluation of INT event filter and Kafka 
message production on physical hardware

FastReact evaluation 
using NFP4000 SmartNIC

Figure 4: Per-paper table of experimental methods used.

used for some parts of the network, such as the host machines, while other
parts of the network are simulated.

While all of these methods have their respective advantages and disadvan-
tages, it is important to note that to validate a hypothesis, a combination of
these approaches should be used. In this thesis, both emulation and testbed
experiments are used to validate our hypotheses. Table 4 shows a table, sum-
marizing the experimental methods in each paper included in this thesis.

Emulation

In both Paper II and Paper III, an emulation approach was used, utilizing the
CORE emulator [118]. This emulator uses Linux containers and network
namespaces to create a large number of virtual machines running on the
same physical computer. These virtual machines are connected using virtual
bridges, which can be configured using the traffic control (tc) system in
Linux. The emulator can emulate link characteristics such as bandwidth, delay,
jitter, and packet loss, while still using real traffic and real applications. In
both experiments (Paper II and III), we extended the CORE emulator to
support Open vSwitch [22], a popular OpenFlow software switch. We chose
to emulate the network setup, because performing physical experiments with
large networks or new technologies can be quite challenging, and emulation
gives us a near-realistic environment while allowing us to construct a cost- and
time-effective testbed. In Paper II, as we were interested in the performance
of local-link repair using fast failover in industrial automation networks, we
mainly focused on the packet loss rate and latency. However in Paper III,
as we investigated the feasibility of using fast failover in future mmWave 5G
networks, we included more metrics, such as: throughput, delay, BFD failover
count, and overhead.

We utilized our experience with emulation and the CORE network emula-
tor, adding support for the BMv2 P4 software switch. This extended emulator
was used to evaluate FastReact (Paper IV), our idea for how P4 can be used to
partially move end-host processing to the data plane. Through an evaluation
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with the CORE emulator, we compared the latency obtained with our switch
program with the latency obtained in a regular industrial automation network
setup. Further, we evaluated the recovery time during a link failure for our P4
implementation of fast failover.

Testbed Experiments

In Paper I, we performed the evaluation using a testbed approach with desktop
PCs, WLAN access points and off-the-shelf switches. To evaluate the perfor-
mance of the network, we studied the latency and throughput, response time,
and the WLAN connection success rate. This was tested with and without
cross-traffic, using various traffic control algorithms. We chose this validation
method because CloudMAC is designed to work with off-the-shelf WLAN
stations, and should continue to do so even after our improvements.

In Paper VII, an experiment testbed was used for our P4 programs. The
testbed was built using both Netronome NFP4000 [36] SmartNICs and the
T4P4S compiler [44]. The physical hardware, while being more challenging to
use, gave us significant insights into how FastReact behaves in a real network.
We looked in detail at the effects of performing complex event processing in the
data plane on latency and throughput. For Paper VI, we used the Netronome
NFP4000 hardware platform for our P4 switch program and combined this
with AF_XDP to increase the INT report collection capacity of a network.
We primarily measured throughput and, based on the measured throughput,
we extrapolated processing capacity from it. Finally in Paper V, we used a
different P4 hardware platform, called P4-NetFPGA [37] to explore the impact
of pushing INT headers on packet processing time.

5 Main Contributions
This section summarizes the main contributions of this thesis and how the
contributions relate to the research questions formulated in Section 3.

Can SDN be used to improve resiliency in computer net-
works?

Our first contribution towards answering this research question was im-
proving the connection stability, and thus resiliency, of Split-MAC WLAN
networks. These networks are commonly SDN-enabled, using the controller
to manage handovers between access points. We extended Open vSwitch with
classless qdiscs2, namely SFQ, CoDel and, FQ-CoDel, measuring their impact
on connection stability in CloudMAC, a Split-MAC network. From the results,
we can conclude that the connection stability is significantly increased, even
in networks where the wired part is heavily congested, through the use of
either SFQ, HTB or, FQ-CoDel as a queue management strategy to prioritize
WLAN management frames. Through the implementation, evaluation, and

2Available in mainline Open vSwitch as commit 677d915
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results, we contribute a strong argument for using SDN to provide queue
management in Split-MAC networks, as a method for improving connection
stability. These contributions were presented in Paper I. Further extensions,
including Quality of Service (QoS) improvements, using IEEE 802.11ae access
categories, Grafana [119] and InfluxDB [120] integration in the controller,
were presented in [121].

Our second contribution towards this research objective was investigating
the usage of SDN-enabled proactive link recovery in both SDN-based industrial
automation and 5G mmWave small cell backhaul networks. In the case of
SDN-based industrial networks, our design allows for both parallel operation
(duplicating traffic) and alternate path (fast failover) approaches. These two
approaches were both evaluated separately, and in combination, showing an
almost-zero packet loss, even under bad network conditions. This contribution
was presented in Paper II. We also evaluated similar techniques in an emulated
5G mmWave small cell backhaul network, utilizing a mathematical model
to simulate the periodically changing network conditions prevalent in such
high-frequency networks. Using SDN-enabled link recovery, with alternate
paths consisting of both other mmWave nodes, and a direct LTE link to the
eNodeB, our approach was able to cope with rapid fluctuations in link stability.
It also significantly reduced packet loss and increased available throughput.
The idea was presented as a poster in [122] and expanded through the use of a
more accurate model and a LTE assist mode in [123], and further expanded
including TCP and UDP throughput, overhead costs and failover count metrics
in Paper III. In combination, these contributions demonstrate an approach
where both SDN-enabled parallel operation and alternate path methods can
improve the resiliency of SDN-based computer networks. Due to the SDN
based architecture, resiliency parameters are configurable on a per-flow basis,
and can be tailored to each traffic type.

Can DPP and in-network telemetry be leveraged to im-
prove the scalability and flexibility of network monitoring?

To answer the second research question, we evaluated the impact of the
INT header and data insertion, using the P4-NetFPGA platform. Through
these results, we contributed accurate measurements on the per-item cost of
INT telemetry insertion, both in INT source and transit nodes. These mea-
surements were used in Paper V in order to optimize the active probing of
network slices. Additionally, we investigated how to improve the telemetry
collection capacity of INT networks, through intelligent in-network event
filtering and high-speed telemetry collection. We contributed both a method
and an implementation of highly flexible in-network INT event filtering. Ad-
ditionally, we designed and implemented a high-speed telemetry collection
program, utilizing AF_XDP. We evaluated both of these contributions together,
showing significant improvement in INT collection capacity. We believe this
finding may strengthen the idea of INT as a scalable alternative for network
monitoring in future networks. The implementation and results from the
evaluation were presented in Paper VI.
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Can DPP be used to increase the switch intelligence, en-
abling processing of complex events in the data plane?

We contributed the design for FastReact, a data plane switch program
for complex event detection, along with a feasibility analysis discussing the
hardware requirements for such flexibility. We also contributed an actual im-
plementation of the FastReact switch, along with support for alternate path
link recovery, using the P4 programming language. This implementation was
thoroughly evaluated, using the BMv2 software switch, in an industrial au-
tomation network topology. The evaluation demonstrated that FastReact both
could reduce the sensor-actuator latency and rapidly cope with link failures.
The design, implementation and evaluation results were presented in Paper IV.
In Paper VII, we proposed an improved implementation of the FastReact
switch, which extended the switch with support for selective multicasting and
concurrent packet processing. We increased the flexibility of FastReact, by
writing a Python program that could be used to tailor FastReact to the specific
device, allowing for improved performance. A detailed evaluation was carried
out using the Netronome Agilio SmartNIC platform, which showcased the
performance impact of in-network complex event detection. Additionally, we
conducted a set of measurements using the T4P4S multi-target P4 compiler.
Altogether, these measurements demonstrate the feasibility of using FastReact
to enable complex event detection in the data plane.

6 Summary of Appended Papers
This section summarizes the appended papers.

Paper I - QoS Enabled WiFi MAC Layer Processing as an Example of a
NFV Service

CloudMAC [124] splits the WLAN MAC layer processing and moves the
management and data frame processing to a VAP in the cloud. The WLAN
APs are simplified intoWTPs, and serve as simple radio heads: transmitting the
traffic they receive from the VAP to the wireless medium, and forwarding all
received wireless traffic to the VAP. Between the WTPs and the VAPs, a SDN-
enabled network connects the WTPs to the VAPs. The SDN controllers in this
network continuously monitor the signal strength of each station connected
to the CloudMAC network and update the forwarding rules between the
WTPs and VAPs, when the signal strength weakens. This performs a seamless
handover between the APs, as the connection state is kept in the VAP.

In Paper I, we investigated the impact of cross-traffic on WLAN manage-
ment frames in the CloudMAC network; in particular, we studied the probe
response/request frames which are essential for a successful association attempt.
This impact is caused by Wireless Network Interface Cards, ignoring WLAN
networks that do not respond to probe requests within a certain deadline.
Different manufacturers have different delay tolerances for probe responses.
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Our investigation showed that in a network where the wired part is heavily
congested, the increased probe response delay did increase the prevalence of
connection failures. As a solution, we proposed reducing the delay of Cloud-
MAC management frames by prioritizing them in a congested network, using
several of the traffic control strategies available in Linux-based switches and
routers. We extended Open vSwitch to include support for multiple additional
traffic control strategies, such as SFQ [96], CoDel [125], FQ-CoDel [97] 3,
and made this available through the SDN controller, using the ovsdb [100]
interface.

To verify that the added traffic control algorithms would improve the con-
nection success rate, we performed an evaluation using the above-mentioned
algorithms and the HTB [95] traffic control algorithm (already implemented in
Open vSwitch). The evaluation was performed by loading the SDN-based net-
work with cross-traffic and at the same time trying to connect to a CloudMAC-
controlled WLAN station. This showed that the added traffic control algo-
rithms would increase the network reliability from 50% to almost 100% under
high load.

Paper II - Resilient Software Defined Networking for Industrial Control
Networks

Transmission reliability and fast data delivery are important aspects of Indus-
trial Control Networks (ICNs), where the consecutive loss of data could have
severe consequences for a particular industrial process. Providing latency and
packet delivery rate guarantees are difficult in Ethernet, especially when repair
times have to be below 10ms.

In Paper II, we proposed using SDN to improve the resiliency of Industrial
Sensor Actuator Networks (ISANs). Due to the centralized view of the net-
work, enabled through an SDN-based architecture, link failures can be repaired
as soon as the controller receives information on the link status. However,
while the link detection in SDN-enabled switches such as Open vSwitch is
often slow, the reaction time can be significantly reduced by utilizing the new
features in OpenFlow 1.1, such as fast failover and group tables. In fact, under
beneficial conditions, the reaction time can be as low as (3.3 ± 0.8)ms [57].
Another method that can reduce the Packet Loss Rate (PLR), is the duplication
of packets at the sensor network gateways. Although effectively halving the
available link throughput, the packet duplication prevents the loss of packets
in the interval between the failures and the failure detection.

An emulation-based testbed implemented in the CORE emulator was
used to evaluate the impact of using fast failover in ICNs. The testbed was
configured with both a wireless and a wired part, both experiencing packet
loss. Additionally, the wired portion of the network experienced link failures
throughout the test. Our experiments show how the PLR varies with different
BFD message intervals. The PLRs were high due to the configured PLR in

3The changes are available in Open vSwitch mainline since 2016, at commit hash:
677d9158fc0aa16f875198d83c7bd8f87238aed5
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the emulated wireless portion of the sensor network. Our results show that
a low BFD interval often gives a lower PLR. Furthermore, it shows that the
PLR is significantly decreased, when the number of gateways and the number
of copies in the network increases. This indicates that using SDN with fast
failover and packet duplication could increase the reliability of an SDN-based
ICN.

Paper III - Low Frequency Assist for mmWave Backhaul - The Case for
SDN Resiliency Mechanisms

To cope with the increased demand for mobile network bandwidth, one ap-
proach considered for the 5G standard is utilizing the 60GHz frequency bands,
also called the mmWave bands. However, these high-frequency bands suffer
from high levels of signal attenuation, shadowing, and blockage. Moreover,
these frequency bands typically require near-line-of-sight (LOS) conditions
in order to transmit data with an acceptable packet loss rate. To cope with
the path loss, mmWave transmitters employ antenna arrays and beamforming
techniques to help improve signal strength. Still, despite these improvements,
intermittent objects may cause links to be blocked temporarily, especially at
high distances between sender and receiver.

Traditionally, 5G mmWave small cell backhaul networks are closed and
proprietary, hindering fast innovation and deployment of new networking
technologies. In Paper III, in order to open the backhaul network, we proposed
using an SDN-based approach for management of SDN-based backhaul net-
works. One of the most popular SDN protocols, OpenFlow, enables support
for fast failover, which can be used to cope with intermittent link failures. Fast
failover allows the configuration of backup paths in the networks, which can
be used should the primary path be temporarily down. When BFD is used,
monitoring packets are continuously sent over each link, reporting the link
status. As the monitoring packets are sent, the link quality is continuously
reassessed. In that way, the node can choose whether to transmit through the
primary path or one of its configured backup paths.

An experiment testbed was set up, using the CORE emulator, with the
extensions used in Paper II. The testbed was further improved by implementing
a three-state model suggested from measurements in [126]. This model changes
the quality of the link by randomly switching between three states: LOS,
non-line-of-sight (NLOS), and outage. The results from the paper suggest that
a low BFD interval can improve the packet loss of a 5G mmWave small cell
backhaul network.

Paper IV - FastReact: In-Network Control and Caching for Industrial
Control Networks using Programmable Data Planes

With the recent introduction of IoT and Industry 4.0, the area of industrial
automation has gained a lot of attention. This increase in attention has put
pressure on current ICNs to expand and provide cloud-enabled highly flexible
networking. However, at the core of ICN, the stringent requirements for both



26

near-absolute reliability and low latency remain. In Paper II, we introduced
the idea of using SDN as a provider of resiliency for industrial automation
networks, and in this paper we continue exploring what optimizations are
possible using the most recent developments in SDN.

This paper presents FastReact, which allows outsourcing part of the in-
dustrial automation logic (typically performed by a Programmable Logic
Controller [PLC]) to the network fabric. This is possible through the use of
programmable data planes, which allows re-programming the fast path of a net-
work switch. FastReact parses incoming event messages from sensors, records
the event data, and can trigger highly customizable actions. These actions
are installed from the control plane through the use of Conjunctive Normal
Form (CNF)-based tables. Additionally, FastReact supports a resiliency tech-
nology similar to that provided by BFD and fast failover. FastReact could thus
be used in future SDN-enabled industrial automation networks, where it can
provide even greater control to the SDN orchestrator. Here the orchestrator
can decide, for each specific automation process, which events benefits from
having in-network logic, and which are better suited for end-host industrial
controllers.

To verify the functionality of FastReact, we set up a simple experiment
testbed, again using the CORE emulator. The emulator had to be extended to
support the P4 software switch called BMv2. Results from the experiments
show that the switch could both reliably perform fast failover, and was able to
reduce the latency of the industrial process, by partially moving the automation
logic to the network fabric.

Paper V - IntOpt: In-band Network Telemetry Optimization for NFV
Service Chain Monitoring

The concept of INT has recently gained a lot of attention from both the
research community and the industry. INT allows network operators to get
a highly detailed and up-to-date view of the network state, such as the queue
buildup for a certain network path, or the latency for a specific hop. In the INT
framework, switches or other network forwarding devices append telemetry
information at line rate to data plane packets, as they are forwarded, through
the use of a custom INT header. This data is eventually consumed by an INT
sink, which sends the traffic to an INT collector, that stores the aggregate data
in a network management database, for further processing such as storage,
replay or analytics. This data can then be used by the SDN controller to
improve forwarding decisions or for offline analysis using e.g., statistical or
machine learning methods.

Accurate and timely measurements of network parameters are an important
part of operating computer networks. Such measurements can help opera-
tors perform quality control, identify and reduce congestion, ensure SLA
conformance, and other critical maintenance functions. With the recent de-
velopments in NFV, more and more network services are being virtualized,
e.g., the Domain Name System (DNS) and Deep Packet Inspection (DPI).
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Service Function Chain (SFC) are virtual chains of such Virtual Network
Functions (VNFs), which typically are managed by an SDN controller. The
SDN controller can then dynamically configure which flows are processed
through which SFC. These SFCs may have stringent SLAs imposed on them,
so continuous monitoring of network parameters is essential.

Through this work, we proposed IntOpt, a flexible and scalable teleme-
try collection framework, which monitors a set of SFCs deployed over a
substrate network. Through a Simulated Annealing-based Random Greedy
(SARG) [127] meta-heuristic approach, the controller determines a set of op-
timal monitoring flows, such that the total monitoring network overhead is
minimized. IntOpt uses this data to determine the placement of INT source,
transit and sink nodes, ensuring the required monitoring data is collected with
a minimal performance impact. Through benchmarks on the P4-NetFPGA
platform and the Open Source Network Tester (OSNT) traffic generator, we
benchmark IntOpt and compare it to a naïve approach.

Paper VI - Programmable Event Detection for In-Band Network Teleme-
try

Traditionally, INT collection, i.e., the INT packet processing, is done by
stream processors (e.g., Apache Flink) running on specialized machines. This
approach is typically not scalable to line rate processing. One approach which
improves scalability of INT collection is INTCollector [30]. It performs
INT event detection in the data plane at the INT collector using XDP. Our
approach further improves this by performing the event detection directly in
the INT sink. Packets are filtered in the network fabric, reducing the INT
traffic which reaches the end-host stream processor. We develop a solution
running at near line rate and providing an interface to configure flexible event
detection, in the P4 data plane, with a per-flow granularity. We also introduce
the idea of using FastReact logic processing to further increase configuration
flexibility.

We implemented a P4 switch application which processes incoming INT
metadata and performs event detection, using the Netronome Agilio NFP4000
hardware. Also, we developed an AF_XDP program, that takes event reports
from the P4 INT sink and converts them into Apache Kafka messages, which
can be sent to a Kafka cluster. Tests were performed through the OSNT
NetFPGA application, using the osnt-extmem configuration. The tests suggest
that the event detection in the data plane improves the potential throughput by
several magnitudes and that the AF_XDP collector improves throughput further,
as data plane processing is performed in- or close to the hardware, removing
the need for copying data between kernel- and userspace.

Paper VII - In-Network Caching and Control for SDN-Based Industrial
Automation Publish/Subscribe Networks

As a direct follow-up to Paper IV, we implemented FastReact on real P4 hard-
ware and applied it to OPC Unified Architecture (OPC-UA), a real use-case in



28

industrial networking. OPC-UA [128], introduced by the OPC Foundation,
is an effort to standardize the diverse network standards and protocols used in
industrial automation. While traditionally proposed as a client-server protocol,
the publish/subscribe model has recently been proposed to reduce the network
load. With the publisher/subscriber model, sensors act as publishers, which
periodically transmit data to an OPC-UA server. This server, in turn, relays
the data to any interested subscribers, which typically are actuators or other
control systems.

One way to potentially improve the performance and scalability of the
OPC-UA server could be to provide the same functionality as provided by
an in-network application, in FastReact. In this paper, we implemented the
FastReact design on the Netronome Agilio NFP4000 platform and extended
it to support multi-threaded packet processing. The NFP-based platforms
allow the implementation of functionality as external primitives, using the
Micro C language. We implemented FastReact using both a pure P4 approach,
as well one utilizing Micro C for the decision logic. We also implemented
the same functionality, using the DPDK-based T4P4S [44] software switch.
Additionally, we implemented a Python code generator, which generates P4
code according to configurable parameters such as memory size and maximum
complexity bounds.

To evaluate the performance of FastReact on physical hardware, and its
characteristics in an OPC-UA deployment, we configured a simple testbed
using the OSNT NetFPGA application. To compare the performance of Fas-
tReact with a typical user-space stream processor, we implemented similar CEP
functionality to FastReact in Apache Flink, using the FlinkCEP library. From
the evaluation, we observe that both tested configurations of FastReact perform
significantly better than Apache Flink, due to the reduction of overhead from
operating system packet processing.

7 Conclusions and Future Work
The introduction of SDN has brought greater flexibility in the configuration
and management of computer networks, and an open protocol along with a
large set of open source networking software. From the limitations in tradi-
tional SDN, DPP was introduced, to further open up the network device by
exposing a programmable data plane. With networking trends pushing for
even higher data rates, greater availability, and lower latency, while still requir-
ing strong reconfigurability and flexibility, these two technologies emerge as
prominent solutions for providing such flexibility. Through this thesis, we
have investigated, implemented, and evaluated solutions for a set of SDN and
DPP use-cases, with a belief that the same tools and ideas could be applied to
any networking deployment.

This thesis investigated how SDN can be used to increase in-network flex-
ibility and intelligence, improving upon resiliency, monitoring, and control
capabilities. First, we investigated how the control-plane can be used to accom-
plish this, looking in particular at issues of network resiliency. We utilized
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both resiliency and traffic control provided by SDN to improve connection es-
tablishment in Split-MAC networks, especially under high network congestion.
We used fast failover combined with BFD, to improve the packet delivery in
both SDN-based industrial automation and 5G mmWave small cell backhaul
networks.

In addition to investigating the improvements SDN can have on network
resiliency, we used the P4 programming language to design, implement, and
evaluate FastReact, a switch program which provides highly configurable in-
network event processing, while at same time providing similar resiliency as
fast failover combined with BFD. This kind of event processing can both
reduce latency, by performing event detection early in the network path,
and increase scalability as events can be processed at line-rate directly in the
switch hardware, reducing the load on end-hosts. We investigated two separate
use-cases for this kind of in-network event detection: industrial automation
and network monitoring. Through the use of FastReact, we were able to
increase the switch intelligence in SDN-based industrial automation networks,
while still preserving the high resiliency mandated by such networks. This
increase in intelligencewas shown to effectively reduce the sensor-actuator travel
path, thus reducing latency and further increasing resiliency. The FastReact
implementation was also demonstrated on physical hardware, showing good
performance compared to other state-of-the-art CEP applications. Finally,
we used our new expertise in DPP to investigate the performance costs of
programmable INT, and optimal placement of INT source, transit, and sink
nodes for active probing of service chains. These results also guided our
XDP INT sink implementation, which enabled high-performance INT event
filtering and processing.

Through this thesis, several aspects of using SDN and DPP in industrial
networks, Split-MAC WLANs, 5G mmWave small cell backhaul networks,
and data center networks, have been analyzed, evaluated, and improved. Taken
together, the results obtained strengthen the idea of using SDN and its DPP
extensions as an enabler of future, highly flexible, converged networks.

While our investigation has demonstrated the viability of SDN as an enabler
of converged networks, there are still a number of unexplored avenues for future
research. One example of important future work, is further investigating Split-
MAC networks. This includes evaluating how Split-MAC networks manage to
uphold low latency in a multi-tenant cloud, where a large number of virtual
machines may introduce delays due to context switching. Also, programmable
data planes, like P4, could allow us to significantly increase the handover speed,
as the handover decision could be taken locally, in the switch. We have also
discussed the idea of moving our INT collector to a pure P4 implementation,
instead of splitting it between P4 and AF_XDP. This could further increase
the performance and further simplify deployment in a real network. Finally,
in our evaluation of FastReact we only considered the industrial automation
use case. We feel that there may be other, perhaps more interesting, use-cases
where complex event detection in the data plane could prove useful.
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SDN-Enabled Resiliency, Monitoring and 
Control in Computer Networks

Next generation computer networks aim to provide a single network architecture, 
which can support any type of service, ranging from high-bandwidth video 
streaming to low-latency industrial automation. Those services have a wide range 
of network requirements that must be supported by a single converged network, 
which puts high requirements on flexibility, interoperability, and resilience.

Recently, Software Defined Networking (SDN) and Network Function 
Virtualization (NFV) have been proposed as solutions for increased network 
flexibility. By separating and logically centralizing the network control plane, 
SDN allows for dynamic control of the network infrastructure. NFV, on the 
other hand, enables flexibility and scalability through the virtualization and 
orchestration of network functions.

In this thesis, we investigate how SDN and NFV can be used to make next 
generation networks more reliable, flexible and programmable. We focus mainly 
on three different areas: resiliency, monitoring, and control, and how they can 
be improved upon through using SDN.
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