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Abstract 

A common trend, in general as well as in the field of combat vehicles, is the rapidly 

increasing demand for data network capacity and even more in transferred data. To 

handle this increased demand, different countries with their armed forces and 

equipment manufacturers evaluate methods to increase the data transmission capacity 

in combat vehicles. The different types of transmitted data are of different criticality and 

have different security demands. An easy solution to this is to have separated networks 

for each type of traffic, but that is quite expensive and uses a lot of hardware. This thesis 

focuses on a different solution, with a shared network for all types of data transmissions.  

This is done by evaluating different types of data networks and add-on protocols and 

then testing the networks practically with varying transmission rates. In the thesis, all the 

practical testing is done with data networks according to the Ethernet standard, which is 

the standard evaluated with a throughput that is high enough for the use case. Ethernet 

as a standard is not suitable for critical data traffic and therefore add-on protocols for 

Ethernet to optimize the system for critical data traffic are tested. With these 

optimizations made, Ethernet can be considered more suitable for critical traffic, but this 

depends entirely on the system requirements. 
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Sammanfattning 

En stor trend, såväl generellt som specifikt gällande stridsfordon, är den snabbt ökande 

efterfrågan på datanätverkskapacitet och en än större ökning när det gäller mängd 

överförd datamängd i nätverken. För att kunna hantera den ökande datatrafiken 

utvärderar olika länders försvarsmakter och försvarsmaterieltillverkare metoder för att 

kunna öka dataöverföringskapaciteten i stridsfordon. Olika kategorier av 

dataöverföringar har olika säkerhetskrav och därför vill man undvika att blanda dessa 

olika kategorier. En enkel lösning på detta är att ha separerade nätverk för varje typ av 

överföring, men det blir dyrt och hårdvarukrävande. Denna rapport är inriktad på en 

annan lösning med ett delat nätverk för alla typer av dataöverföringar. Detta görs genom 

utvärdering av olika typer av datanätverk och tilläggsprotokoll och genom att testa 

nätverken praktiskt med varierande belastning. I rapporten görs all praktisk testning med 

datanätverk enligt Ethernet-standarden, som är den standard som efter utvärdering 

anses ha tillräckligt hög dataöverföringshastighet för scenariot i rapporten. Ethernet som 

standard är inte lämpligt för kritisk datatrafik och därför testas tilläggsprotokoll för 

Ethernet för att optimera systemet för kritisk datatrafik. Med dessa optimeringar gjorda 

kan Ethernet anses mer lämpligt för kritisk trafik, detta helt beroende på vilka krav som 

ställs på systemet.  
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1 Introduction 

The department Vehicle Systems at Saab AB is responsible for development of electronics 

and battle support solutions for military vehicles. One product type from this department 

is Ethernet switches for use in local networks onboard combat vehicles. Today, most 

combat vehicles use one system for internal voice communication and external radio 

communication and separate systems for data communication. The separation of data 

networks is often due to different secrecy levels or latency demands. 

A common trend, in general as well as in the field of combat vehicles, is the rapidly 

increasing demand for data network capacity and even more in transferred data. 

However, as the load increases on the network, it is important to maintain reliability for 

critical transmissions. The separation of physical networks leads to increased hardware, 

such as cables and switches, which increases the system cost and takes up more space 

inside a vehicle. 

1.1 Motivation 

Due to demands of higher bandwidths, lower cost and flexible systems in terms of 

possible configurations, it is beneficial to use as few physical networks as possible.  

 

To be able to combine different types of networks into one physical network, it is 

important to ensure maintained functionality, safety and security of each system to 

operate in the network. 

1.2 Purpose 

The purpose of this thesis work is to investigate the feasibility of using only one physical 

network for communications on board a vehicle while still maintaining the demands for 

data security and low latency for time-critical applications like video streaming and 
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vehicle health monitoring systems. With a single network, less hardware such as cables 

and switches are needed, and it improves the flexibility of the vehicle platform.  

1.3 Problem statements 

The goal of the thesis is to answer the following questions: 

1. Is it feasible to use a shared physical Local Area Network (LAN) for safety-critical 

communication combined with non-safety-critical communication? 

2. Is it possible to make sure safety-critical traffic can flow reliably and with low 

latency through a crowded computer network? 

3. Is it plausible to retain reasonable data security in a shared physical Local Area 

Network? 

1.4 Limitations 

This thesis is limited to focus on the local data network used inside a combat vehicle. It does 

not take into account the demands of a network with connection and communication with 

other networks, for example the Internet, which would be much more complex. This is 

generally not a problem in the use case of combat vehicle, because the local network has a 

very limited and controlled connection to other networks outside the vehicle.  
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2 Theoretical background 

This chapter describes the various network standards found when investigating 

reasonable methods to create a common data communication network inside a combat 

vehicle. Two different network standards are found as a base for the evaluation in this 

thesis. Their advantages, limitations and behaviour are described. This chapter also 

describes different ways to optimize the behaviour of the Ethernet standard to fit this 

vehicular use case.  

2.1 Divided or Shared Network 

This thesis evaluates if it is reasonable to use one shared data network for all 

communication on-board a combat vehicle or if the best solution is to use one network 

for each specific task. One big difference between a regular open network connected to 

the Internet and this kind of network is that an open network is mostly uncontrolled and 

can contain any kind of data traffic. The data traffic in a combat vehicle network on the 

other hand is more controlled and the traffic load is mostly predictable. No application 

or device will be added to the network without approval of those administrating the 

different systems.  
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Figure 2.1 Simplified combat vehicle with two divided data networks  

 

Figure 2.2 Simplified shared data network in a combat vehicle 

A simplified example of the data communication used in a combat vehicle using cameras 

and monitors for both front and rear view can be seen in Figure 2.1 and Figure 2.2. Figure 

2.1 shows an example of a combat vehicle where two different data networks are used 

to avoid network conflicts. Figure 2.2 depicts a combat vehicle where one single shared 

network is used. The example system in these figures uses a system with cameras and 

monitors to be able to see in front or behind the vehicle when driving. This is instead of 

the use of optics or windows (the vehicle does not have such) to see out from the vehicle. 

To be able to drive a vehicle safely, a very low latency for the communication between 

camera and monitor is demanded. 
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2.2 Performance of Network Standards 

The two types of networks that are compared with each other are Controller Area 

Network (CAN) and Ethernet. CAN is a network type with an almost entirely deterministic 

behaviour suitable for networks with high reliability demands, but with a limited data 

transfer rate. Ethernet on the other hand uses a best effort kind of behaviour when 

handling traffic. This makes Ethernet less suitable for critical applications in a network. 

On the other hand, Ethernet does not have the same constraints in terms of data rate. 

2.2.1 Controller Area Network with Flexible Data-Rate 

Controller Area Network (CAN) is a network type where all nodes are connected to a 

shared bus. All frames sent in the network use ID-numbers for prioritization. In case of 

colliding frames, the one with the highest priority (lowest ID-number) is transmitted and 

frames with lower priority (higher ID-number) will wait until the network is idle before 

retransmission. This means that it is possible to calculate the maximum delay for frames 

of any priority depending on the network utilization. The latest version of the CAN 

standard is CAN FD (Flexible Data-Rate), with a maximum theoretical throughput of 8 

Mbit/s [1]. 

2.2.2 Ethernet 

Ethernet is a widespread wire-bound networking standard, which has been in use for 

over thirty years. In the early years, Ethernet used a bus type of network topology where 

sent packets reached all hosts connected to the bus. This had the effect that packets sent 

on the bus from different hosts could collide. 

Nowadays, most Ethernet applications use a switched network topology. By doing it this 

way packets will not collide on the bus. Packets will instead queue up and be handled by 

the switch. The switch will put incoming packets in a queue and transmit them in the 

same order as they arrive at the switch. If the queue is full, the switch will drop arriving 

packets.   

Ethernet does not prioritize traffic at all and has no guarantees when it comes to latency 

for specific applications or critical transmissions. It uses so-called best effort transmission 

for all traffic. 

The specification for the current Ethernet standard allows for data rates up to 400 Gbit/s 
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through a single network link [2].  

2.3 Add-on protocols to Ethernet 

To use the high data rates available in Ethernet in an optimal way for critical and 

prioritized traffic, there are add-on protocols available. The first protocol mentioned here 

is Virtual-LAN, which is available in most high-performance network switches. Practical 

tests of VLAN performance are presented in this report, while the other more advanced 

add-on protocols are only evaluated from a theoretical perspective. 

2.3.1 Virtual – LAN 

Virtual Local Area Network (VLAN) is a way of dividing a physical Ethernet network into 

several virtual or logical networks. This is done by assigning a VLAN number to each port 

on an Ethernet switch. An example of a simple VLAN can be seen in Figure 2.3. All hosts 

that are connected to the same VLAN are visible to each other. Both the connected hosts 

and frames sent are hidden to hosts connected to another VLAN. There are ways of 

intrusion to capture frames and information from another VLAN, but as long as the used 

switches are managed in a correct manner, this takes a significant effort [3]. 

 

Figure 2.3 Basic setup with two virtual LANs (VLAN 10 and VLAN 20).  

When VLAN frames are transmitted between switches, a so-called VLAN trunk is used. A 

trunk contains all the VLANs that need to be connected. When frames are sent from a 

host through a port on a switch, the switch will add new VLAN information to the header 

of each frame. The VLAN specific information is added to the 4-byte 802.1Q part of the 

Ethernet header. The VLAN number and the VLAN priority are located in this part [4]. 
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VLAN priority can be set to eight different values. The default value is 0, which gives the 

default best effort priority. The other priorities are from 1 (lowest priority) to 7 (highest 

priority). This can be used to prioritize important or critical applications [5]. 

2.3.2 Time Triggered Ethernet 

Time Triggered Ethernet (TTEthernet) is a networking protocol that makes network 

performance more deterministic and predictable for critical and latency sensitive 

applications. The main features of this technique are to divide traffic sent through the 

network into three classes of priority and to schedule the highest priority traffic into 

specific time slots.  

The highest priority traffic in this kind of network is time-triggered (TT) traffic. This traffic 

uses global clock synchronization for all TTEthernet devices on the network. The network 

switches primarily handle the pre-planned time-triggered traffic in these slots making it 

almost fully deterministic and with a predetermined latency. However, if no time-

triggered traffic is transmitted, the time slot can be used for lower priority traffic. 

The second priority level is rate-constrained (RC) traffic. RC applications have a limit on 

how much bandwidth each application can use. RC traffic is not clock synchronized. The 

total maximum allowed bandwidth makes it possible to calculate the maximum network 

load and then the upper bound for the latency in a certain application. 

The third and lowest priority traffic is the best effort (BE) traffic. This traffic uses the 

available bandwidth not used up by TT and RC traffic. The BE traffic is fully compatible 

with standard Ethernet and makes it possible to connect non-TTEthernet equipment to 

the network. 

TTEthernet is among other things developed for use in critical systems on airplanes [6]. 

2.3.3 Time-Sensitive Networking 

Time-Sensitive Networking (TSN) is an add-on standard to Ethernet, currently under 

development and early implementation. The main goal for TSN is to make critical and 

time-sensitive Ethernet traffic deterministic by scheduling time for this traffic in a Time 

Division Multiple Access (TDMA) way.  TSN is applied in layer 2 of the OSI model to control 

the operation of network switches. It uses a regular Ethernet network as a base combined 

with specific hardware to handle the TSN-traffic. The main functionality that must be 

added for TSN operation is distributed clock synchronization between nodes in the 

network and a central network controller (CNC). The CNC is used to calculate and set the 
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rules for all of the traffic flows in the network [7]. 

To initialize the Time-Sensitive functions all of the planned streams are added to the CNC, 

and then the CNC will calculate the exact timing and schedule all of the streams in the 

TSN network [8]. 
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3 Method 

This thesis focuses on evaluating if it is reasonable to share a data network for all data 

communications in a combat vehicle. This is done by evaluating network types and ways 

for optimizing them. The three main performance issues, which the thesis focuses on, 

are the maximum throughput between two network nodes, rate of frames lost during 

transmission and transmission latency. 

3.1 Prestudy 

Two types of completely different network standards are evaluated and compared; this 

is done to see their benefits and limitations. The first standard, CAN has the benefit of 

strict packet prioritization and deterministic latency, and was developed for use in safety 

and time critical systems. However, CAN (CAN-FD) has a maximum theoretical network 

data rate of 8 Mbit/s. Ethernet on the other hand has no built-in priority method and it 

treats all packets the same way. Ethernet has a much higher theoretical data rate of 400 

Gbit/s.  

The goal is to be able to send safety-critical data over a LAN, which is loaded by other 

non-safety-critical information, and to see how much traffic load the network can handle 

and still deliver the safety-critical packets on time by using existing protocols and 

hardware. 

3.1.1 Quality of Service 

Methods have been developed to improve the performance of Ethernet in terms of 

prioritizing traffic and making it more deterministic. The three methods evaluated here 

are Virtual-LAN, Time-triggered Ethernet and Time-Sensitive networking. The evaluated 

parameters were their performance when it comes to prioritizing traffic, keeping the 

packet latency low and that the packet latency deviates as little as possible.  The 

feasibility of implementing the methods practically in this project is also evaluated.  
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3.1.2 Security 

No simulated or practical tests of the security level of the different network types were 

done, but other reports on the security of Virtual LANs were used to evaluate the 

separation of networks in a security aspect. The actual security level, for example 

tunneling and encryption used in a combat vehicle data network, is most often 

configured by the customer of the vehicle and publicly unknown. 

 

3.2 Implementation of performance tests 

Simulated tests and tests on the physical network were done with the same network 

structure in all tests, but with different configuration and different load. The network 

configuration can be seen in Figure 3.1. All links in the network used a 1 Gbit/s 

connection. Prior to the tests, all of the links were tested to see their maximum 

throughput and it was approximately 960 Mbit/s, that is close to the specified throughput 

and this means that all links worked according to the specification. The network was 

tested in three different ways. The first way was to use a regular Ethernet LAN and let the 

switches handle the network traffic with their regular best effort method. The second 

way was to split the LAN into two different VLANs and let the switch handle the separated 

traffic, still with the best effort method. The final way was with two different VLANs and 

with highest priority set on VLAN 10. 

Each configuration was tested with a constant transmission rate of 100 Mbit/s for the 

communication between VPC 1 and VPC 2. Then transmissions from VPC 3-6 to VPC 7 

were added to the network to create network congestion in the 1 Gbit/s link between 

the two switches. The transmission rate from VPC 3-6 was fixed at 250 Mbit/s each. Tests 

were done with none of VPC 3-6 transmitting, only VPC 3, VPC 3-4, VPC 3-5 and finally 

with VPC 3-6 transmitting. All network traffic was created using the network test software 

Iperf3 [9]. This software transmits the desired traffic from point to point in a network 

using a server and client configuration and delivers a report of the transmission results. 

The report contains information about dropped packets and latency. 
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Figure 3.1 Setup of the test network (Virtual PC 1 and 3-6 located in Computer 1 

and Virtual PC 2 and 7 located in Computer 2).  
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3.2.1 Performance tests 

Twenty-five different test transmissions were performed with varying load and different 

configurations. Each of the Virtual PCs adding load to the network transmits 250 Mbit/s 

of data in a single direction. These test cases (numbered 0-24) can be seen in Table 3.1, 

Table 3.2 and Table 3.3. In all test cases a 100 Mbit/s transmission is sent from VPC1 to 

VPC2. The results obtained from the tests are the packet loss and the latency (Min, mean, 

max and mean deviation) from this transmission.  Each measurement is done with a 10-

minute test time.  

 

Table 3.1 Performance tests with all VPCs on the same VLAN and no priorities set. 

VLAN 10 10 10 10 10 10 10 10 10 

Priority 0 0 0 0 0 0 0 0 0 

Test 

Number 

VPC1 

to 

VPC2 

VPC3 

to 

VPC7 

VPC4 

to 

VPC7 

VPC5 

to 

VPC7 

VPC6 

to 

VPC7 

VPC7 

to 

VPC3 

VPC7 

to 

VPC4 

VPC7 

to 

VPC5 

VPC7 

to 

VPC6 

0 X         

1 X X        

2 X X X       

3 X X X X      

4 X X X X X     

5 X X    X    

6 X X X   X X   

7 X X X X  X X X  

8 X X X X X X X X X 
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Table 3.2 Performance tests with VPC1 and VPC2 on a separate VLAN and the 

same priority for both VLANs. 

VLAN 10 20 20 20 20 20 20 20 20 

Priority 0 0 0 0 0 0 0 0 0 

Test 

Number 

VPC1 

to 

VPC2 

VPC3 

to 

VPC7 

VPC4 

to 

VPC7 

VPC5 

to 

VPC7 

VPC6 

to 

VPC7 

VPC7 

to 

VPC3 

VPC7 

to 

VPC4 

VPC7 

to 

VPC5 

VPC7 

to 

VPC6 

9 X X        

10 X X X       

11 X X X X      

12 X X X X X     

13 X X    X    

14 X X X   X X   

15 X X X X  X X X  

16 X X X X X X X X X 

 

Table 3.3 Performance tests with VPC1 and VPC2 on a separate VLAN and highest 

priority for VLAN 10. 

VLAN 10 20 20 20 20 20 20 20 20 

Priority 7 0 0 0 0 0 0 0 0 

Test 

Number 

VPC1 

to 

VPC2 

VPC3 

to 

VPC7 

VPC4 

to 

VPC7 

VPC5 

to 

VPC7 

VPC6 

to 

VPC7 

VPC7 

to 

VPC3 

VPC7 

to 

VPC4 

VPC7 

to 

VPC5 

VPC7 

to 

VPC6 

17 X X        

18 X X X       

19 X X X X      

20 X X X X X     

21 X X    X    

22 X X X   X X   

23 X X X X  X X X  

24 X X X X X X X X X 
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3.2.2 Simulation 

The test-system was first set up using GNS3 (Graphical Network Simulator-3) network 

simulation software according to Figure 3.1 [10]. This software is to act as much as 

possible as real network hardware and to be able to set up a network topology without 

physical devices.  

3.2.3 Practical tests 

The system was set up using physical network switches and two physical computers 

connected to the two switches. Together with virtualization software, the system has 

seven virtual-PC clients, each with a dedicated physical cable connection to the switches. 

Hardware 

The hardware used for the tests were two manageable 16 port Gigabit Ethernet switches, 

two computers with two respectively five physical Ethernet connections each and 

Ethernet cables to connect the hardware as shown in Figure 3.1. 

Software 

The computers use Ubuntu Linux as operating system with additional virtual Ubuntu 

installations in the computers [11]. This was done with the virtualization software 

VirtualBox that can add more network clients without adding extra physical computers 

[12]. The software in the switches was configured according to the different test cases. 

3.3 Evaluation 

The main points in the evaluation of the transmissions were how many packets that 

were lost and how high the maximum packet latency or delay was. With the help of 

these results, the feasibility of using this kind of network for critical applications inside a 

combat vehicle could be evaluated. 
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4 Results 

In this chapter, both the results of the evaluation of the different transmission methods 

that are reasonable to use in a combat vehicle data network and the results from network 

testing are presented. 

4.1 Evaluation of Transmission Methods 

When comparing the CAN type of network with Ethernet, CAN comes out ahead when it 

comes to guaranteed performance and latency. This is because Ethernet as a standard 

has no such guarantees. It treats all frames the same and with no priorities. CAN, on the 

other hand, has a strict priority scheme for all frames, where the frame with the highest 

priority is transmitted without any delay or risk of collision. The main problem with CAN 

is the maximum throughput, which is too low to transmit, for example, high-resolution 

video.  

4.1.1 VLAN 

By separating the network into virtual local networks, a security barrier can be created 

since nodes connected to a specific VLAN cannot see packets from other VLANs or even 

the existence of other VLANs. Dividing the physical network into different virtual 

networks ensure that network traffic stays between nodes connected to the same VLAN. 

This removes the risk of packet collisions between nodes that has no need to 

communicate. This separation does not have any impact on other performance aspects 

for the network. 

4.1.2 Prioritization 

By using the Ethernet add-on protocol 802.1p [5], it is possible to set a priority level for 

incoming traffic on each port; there are eight priority levels available in the standard. 

Incoming packets to the network switch are placed in a queue. The switch will send the 
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queued packets with the highest priority first. If the packet queue is full, the lowest 

priority packets will be dropped. This means that the probability of dropped packets from 

the highest priority ports are very low. The packet latency also becomes lower for high 

priority packets, but there is no guaranteed latency. 

4.1.3 TTEthernet and TSN 

The two add-on technologies TTEthernet and TSN use different techniques to set specific 

timeslots for the highest priority traffic and by this guarantee an exact latency. To use 

these two techniques there is a need for specialised hardware on top of the regular 

Ethernet hardware. If one of these protocols are used, the network could be made fully 

deterministic for critical transmissions. Due to the specialised hardware used, the system 

setup and maintenance complexity will be much higher than when only Ethernet with 

VLAN prioritization is used. 

4.2 Simulation Results 

A simulated network was set up using the GNS3 software combined with VirtualBox 

virtual machines, but VLAN prioritization did not work. The test configuration with four 

virtual machines can be seen in Figure 4.1. All of the frames got the priority value 0 (Best 

Effort). The simulation tests were discarded and discontinued because there was no 

meaning to do further testing after the failure to setup VLAN priorities. 

 

Figure 4.1 GNS3 network topology 

4.3 Practical Test Results 

Tests were done with all of the planned network configurations and with different 
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network utilization according to Table 3.1, Table 3.2 and Table 3.3. The complete test 

results can be seen in Table 4.1. 

Table 4.1 Complete practical network test results 

Test 

number 

Packet loss 

iperf3 

Packet loss 

Switch 

Minimum 

latency 

Mean 

latency 

Maximum 

latency 

Mean 

latency 

deviation 

0 0.00141% 0% 0.139 ms 0.379 ms 1.493 ms 0.121 ms 

1 0.0252% 0% 0.158 ms 0.306 ms 1.543 ms 0.104 ms 

2 39.3% 10.5% 0.141 ms 0.321 ms 1.238 ms 0.111 ms 

3 53.5% 18.2% 0.143 ms 0.336 ms 0.624 ms 0.123 ms 

4 76.5% 30.8% 0.163ms 0.411 ms 0.903 ms 0.128 ms 

5 0.0147% 0.000807% 0.106 ms 0.287 ms 0.673 ms 0.073 ms 

6 13.2% 3.35% 0.157 ms 0.304 ms 0.632 ms 0.084 ms 

7 41.1% 11.8% 0.159 ms 0.470 ms 5.333 ms 0.249 ms 

8 58.6% 14.4% 0.415 ms 0.757 ms 11.718 ms 0.852 ms 

9 0.00121% 0.000168% 0.118 ms 0.304 ms 0.668 ms 0.095 ms 

10 22.8% 5.99% 0.135 ms 0.293 ms 1.528 ms 0.114 ms 

11 43.4% 14.2% 0.162 ms 0.343 ms 0.636 ms 0.119 ms 

12 72.8% 28.7% 0.140 ms 0.417 ms 0.663 ms 0.118 ms 

13 0.0161% 0.000235% 0.126 ms 0.293 ms 0.639 ms 0.071 ms 

14 12.4% 3.01% 0.121 ms 0.272 ms 0.609 ms 0.069 ms 

15 36.3% 9.61% 0.153 ms 0.443 ms 0.869 ms 0.139 ms 

16 60.0% 14.7% 0.425 ms 0.729 ms 7.317 ms 0.596 ms 

17 0.00171% 0% 0.144 ms 0.295 ms 1.17 ms 0.082 ms 

18 3.61% 0% 0.13 ms 0.275 ms 1.385 ms 0.077 ms 

19 8.23% 0% 0.155 ms 0.261 ms 1.557 ms 0.084 ms 

20 13.8% 0% 0.140 ms 0.245 ms 0.75 ms 0.056 ms 

21 0.000101% 0% 0.119 ms 0.281 ms 1.511 ms 0.109 ms 

22 2.33% 0% 0.141 ms 0.246 ms 3.093 ms 0.129 ms 

23 7.30% 0% 0.134 ms 0.244 ms 4.319 ms 0.177 ms 

24 17.3% 0% 0.129 ms 0.239 ms 1.131 ms 0.063 ms 
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4.3.1 Packet loss rate 

Early in the testing phase, a high packet loss rate was noticed from the iperf3 software. 

The packet loss rate reported in iperf3 was significantly higher than the number of 

dropped frames reported in the switch internal software. The following figures present 

the percentage of packets lost during the transmissions. Lost or dropped packets are 

measured both internally in the switch and in the iperf3 software in the computer. When 

only the measured computer or one load computer started to transmit frames, there was 

no or almost no packet loss. In the cases without prioritization, as soon as more than one 

load computer started transmitting, the number of dropped frames started to increase. 

There were more dropped frames during the one-way, simplex transmissions than the 

two-way, duplex transmissions.  

 

 

Figure 4.2 Packet loss without VLAN separation 

When a single LAN is used for all traffic, the switch is starting to drop a significant amount 

of frames as soon as more than two computers transmit with a total network utilization 

of 600 Mbit/s in a single direction (Simplex). This can be seen in Figure 4.2. The switch 

drops a few packets in the duplex case with one load computer as can be seen in test 

case 5 in Table 4.1. The packet loss is consistently lower for Duplex transmissions than for 

Simplex. The measured packet loss is much higher when measured in iperf3 than the 
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drop rate for the switch. 

 

Figure 4.3 Packet loss with VLAN separation and no prioritization 

There was no significant difference in the measured packet loss when the network was 

separated into two different VLANs according to Figure 3.1, from when only one LAN was 

used. The small difference between Figure 4.2 and Figure 4.3 is due to the variation in 

different test runs. 
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Figure 4.4 Packet loss with VLAN separation and priority set. 

When VLAN priority was introduced, the switch did not drop any packets from the 

measured transmission with highest priority set. This can be observed in Figure 4.4 (The 

grey line for simplex measurement in the switch is hidden behind the black duplex line). 

Even with packet-priority activated, there was packet loss in the iperf3 software. The loss 

was smaller than without prioritization, but still significant. 

4.3.2 Effects on latency 

The other parameter measured during the test transmissions was packet latency where 

the most interesting results are on the mean latency and the mean latency deviation. In 

a few of the duplex tests, there were also some packets with a much higher maximum 

latency. 
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Figure 4.5 Mean packet latency depending on network load. 

As it can be seen in Figure 4.5 the packet latency is higher with no extra network traffic 

than when one or two 250 Mbit/s streams are added. The mean latency is much higher 

for the cases with duplex transmission compared to the ones using simplex; this is 

without network priority and with a high network utilization. With network prioritization, 

the latency decreases with an increasing network utilization.  
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Figure 4.6 Mean deviation of packet latency. 

The mean deviation of the packet latency is almost constant on all the test cases, except 

for the tests with duplex and high utilization, where the deviation increases significantly, 

as can be seen in Figure 4.6. In the priority case, the deviation stays low and stable. The 

maximum latency gets higher in all duplex cases. It increases with the increased load, 

including when VLAN prioritization is used. 
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5 Discussion 

This chapter discusses the results presented in this thesis and the methods used to obtain 

these results. It also discusses what could have been done better as well as this work in 

a wider perspective. 

5.1 Results 

In this section, a discussion will be held on the results from the evaluation of proposed 

network protocols and from both the simulated and practical tests. 

5.1.1 Network protocols 

We first look at two completely different types of networks, where the Ethernet type of 

network was the only viable option. With the need of transmitting real-time video, a high 

bandwidth needs to be available. The CAN type of network is too limited to transmit data 

at a high enough rate. 

With the standard Ethernet or Ethernet divided into two different Virtual LANs, there is 

no quality of service guarantees at all. Therefore, it should not be used without add-on 

protocols in systems with critical transmissions. Those critical transmissions could easily 

be interrupted or delayed by other transmissions on the network.  

By specifying packet prioritization on every incoming switch port in accordance with the 

importance of the transmission, with eight priority levels available, the most important 

packets arriving at the switch will be transmitted first. However, the switch will not abort 

those transmissions that already have started. Since those transmissions vary in length 

(time), there will not be a guaranteed latency even for the prioritized packets. 

Both add-on protocols TSN and TTEthernet seem like good solutions to remove the 

system latency issue and make the network behaviour almost fully deterministic for the 

prioritized transmissions. To use TSN and TTEthernet protocols, specialized hardware is 

needed, this will add up network complexity and increase the system cost. Because of 
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the increased complexity and cost, the use of one of these add-on protocols should be 

well motivated. For example, in terms of reduced overall platform complexity or reduced 

total network cost.  

5.1.2 Simulation 

To do meaningful simulations of a network proved to be harder than it seemed in the 

beginning. The free available emulated network equipment (Switches, Routers, etc.) did 

have a lack of features and was not useful in this case. Firstly, to get network switches 

that match the real ones, the manufacturer needs to create emulated hardware. 

Secondly, there is limited number of users for this kind of products, which make the 

emulated hardware expensive. The most interesting use of the GNS3 software was to 

connect physical networks with virtual nodes and networks in order to create a larger 

network topology. This is done in the cloud function where GNS3 nodes connect to the 

computers physical network interfaces. The connection can be found in Figure 5.1. 

 

Figure 5.1 Virtual network connected to a physical network in GNS3 

5.1.3 Practical Testing 

In addition, the practical testing showed that it was hard to add emulated hardware and 

still receive relevant test results. The results would have probably been closer to reality 

if one computer per network interface was used. The problem with this would have been 

the increased number of computers needed, which would give an impractical test 
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system. Optimally only one computer should be used for the whole test system but using 

only one computer gave rise to network issues when a computer tried to send data to 

itself via the switches. 

When using the practical test setup with physical Ethernet Switches the prioritization 

settings problem was eliminated and all the planned tests could be performed. The tests 

showed that with under 50% utilization of the switch and two clients connected, the 

frame drop rate as well as the latency was low. As soon as the utilization reached over 

50%, the switch started to drop frames and the drop rate increased rapidly with 

increasing load. This means that if a regular Ethernet switch without priority settings is 

going to be used and a low packet loss rate is demanded, the switch capacity needs to be 

much higher than the actual network load. 

When VLAN prioritization is activated, the packet loss in the highest priority VLAN-traffic 

is independent of the network load on other lower priority VLANs. This means that the 

most system critical traffic can be transmitted through the same Ethernet Switches and 

cables as any other lower priority traffic without any packet drop issues. If the network 

has a high total load, the problem with dropped packets will be moved down to the lower 

priority VLANs. 

The software used for creating all network traffic (iperf3) got a few dropped packets 

during my ten-minute test sequences, even with almost no load. During the same tests, 

no packets were dropped in the switch itself. This problem can be seen in the result 

section when the iperf3 measured packet loss gets much higher than the packet loss in 

the switch. There are a few possible reasons for this extra packet loss, the computer’s 

network card or a driver, some issue in the Ubuntu system, the iperf3 software itself or 

some other software issue. 

5.2 Method 

The first task was to search for and evaluate possible methods to optimize a specified 

combat vehicle network. It was quite easy to find reasonable standards and technology 

that would work in this case and find their gains and limitations. After these evaluations 

were done, the network technology should be tested; here the problem occurred that a 

few of these technologies that were found demanded specialized and expensive 

hardware. This hardware was not available during the thesis work and therefore only the 

more common technology available in network switches today was practically tested. 

Testing on an Ethernet network with several network connections on a single computer 
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proved to be quite problematic to setup and run. It was hard to detect if the results 

depended on the tested network or other hardware limitations.  To get a better test setup 

one should ensure that every connected computer (virtual or physical) acts exactly as a 

physical device with a single network connection before any network testing is 

performed. The results from the test software (iperf3) in this thesis were therefore not 

always that relevant. 

The simulation part of the work proved to be troublesome and gave almost nothing in 

the end. Therefore, this part could have been skipped and the time could have been 

spent better on other parts of the thesis work. 

5.3 The work in a wider perspective 

Currently there are several ongoing efforts in the military industry to find solutions for 

safety-critical data transmissions over Ethernet and combining data transmissions of 

different priorities into the same network. For example, Kongsberg Defence & Aerospace 

have applied for a patent for a system where weapons are remotely controlled, using a 

secure tunnelling protocol over a non-secure network connection [13]. Another example 

of a project related to this thesis is ongoing development of a new flexible 

communication system for combat vehicles with high demands on both safety and 

security by Rheinmetall [14]. The need for data transmission capacity and system 

complexity will probably grow rapidly over the coming years. With a future vehicular 

network that handles a combination of several live video streams, both local and remote 

weapon control and other kinds of data communication, there will be very high demands 

on both security, network capacity and control of data flow in the network.  

To create a combat vehicle network that is able to handle any kind of data, with almost 

any demand on quality of service and throughput, an Ethernet network with TSN enabled 

seems reasonable. This is when TSN hardware and applications more widely reaches the 

market and the pricing gets competitive enough to implement it into combat vehicle 

systems. 
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6 Conclusions 

6.1 Answers to the Problem Statements 

This section consists of answers to the statements that this thesis work is based on. 

6.1.1 Statement 1 

“Is it feasible to use a shared physical Local Area Network (LAN) for safety-critical 

communication combined with non-safety-critical communication?” 

It is not feasible to use one shared LAN for safety-critical communication combined with 

other communication if only Ethernet with VLAN-priority is used. This is because of the 

lack of guarantees when it comes to network latency and timing. 

On the other hand, it is feasible if add-on protocols and hardware, like TSN or TTEthernet, 

are used. This is due to their ability to use specific timeslots on the network for critical 

communication. In these timeslots, latency and timing could be guaranteed. 

6.1.2 Statement 2 

”Is it possible to make sure safety-critical traffic can flow reliably and with low latency 

through a crowded computer network?” 

It is possible to create an Ethernet network that meets these requirements if the total 

network throughput is much higher than the bandwidth needed for the prioritized safety 

critical traffic. Since the non-critical network traffic has lower priority, it does only 

marginally affect the critical traffic. Even with over one hundred percent total network 

load, the prioritized packets are delivered without a single packet drop. 

6.1.3 Statement 3 

”Is it plausible to retain reasonable data security in a shared physical Local Area 

Network?” 
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It was hard to test and evaluate what was reasonable data security in a network. The 

security demands are generally very tough for military networks and probably different 

for different system users, and as they tend to be secret, these demands are unknown. 

The only thing that was concluded when it comes to security was that a well-configured 

VLAN hides packets from other VLANs and this gives network separation with some 

added security (Compared to a non-protected network). 

6.2 Future work 

A reasonable next step would be to setup a test system for a LAN combined with TSN, 

TTEthernet or another similar add-on technique. By adding real combat vehicle on board 

systems, sensors, computers and other communication devices to this test system it 

would be possible to do a good evaluation if this is something to focus on in the future. 

The final step would be to set up a complete system inside a combat vehicle for field-

testing. The field-testing could be done by comparing a simpler VLAN separated system 

and a more advanced TSN or TTEthernet system with real network traffic.
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