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Abstract 
During the last few years, there has been increasing interest in making medical records more centered around 
patients. Empowering the patient more in the care process has proven to increase the quality of care. It can 
also enable increased data sharing among different actors, where today patient health data is locked into 
thousands of separate data silos. Meanwhile, growth in portable medical devices and patient-generated health 
data (PGHD) poses a new source of valuable data which today has limited utilization in clinical settings. In 
solving these issues of data availability without compromising the privacy of patients, blockchain has been 
suggested to play an important role through a more patient-centric model of controlling information.  
 
The purpose of this study is to investigate how blockchain can solve data availability and security issues in the 
healthcare system. We explore the research question from a Sweden-specific context by first defining the 
current state of the Swedish health data ecosystem, and then analyzing how blockchain helps in increasing the 
availability and security of personal health data. Qualitative methods were used, and data was collected through 
both a literature review and an interview study where 16 semi-structured interviews were conducted with 
Swedish governmental agencies, EMR providers, informaticians, as well as blockchain experts.  
 
The current issues in data availability and security in the Swedish healthcare system were identified together 
with the benefits of using blockchain in this context. Our findings suggest that Sweden has already solved many 
of the problems other countries face, limiting the marginal benefit of using blockchain. However, problems of 
sharing raw data persist and blockchain has benefits in managing accesses to health data from both regulatory 
and privacy perspectives. There are also benefits of using the technology for ensuring the quality of PGHD as 
well as providing increased security for health data. Lastly, we propose and discuss three separate blockchain-
based solutions to be used in healthcare. 
 
A major contribution to literature lies in finding that system barriers in form of legislation and technical and 
semantic interoperability are issues that first need to be resolved in order to harvest the full value of using 
blockchain technology - issues often understated in other papers. We call for future studies to investigate 
practical use-cases such as small-scale consortiums addressing specific data sets or patient groups to provide 
proof-of-concept on how the technology performs in terms of cost, integrity, security, and scalability in for 
personal health data. 
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Sammanfattning 
Patientdata är i dagsläget spridd i tusentals data-silos i sjukvården. Att involvera patienten i vårdprocessen har 
visat sig förbättra vårdresultatet, vilket senaste åren ökat diskussioner om att göra hälsodata mer tillgänglig och 
centrerad kring patienten. Samtidigt växer användandet av portabla medicinska apparater och patient-genererad 
information snabbt, och utgör nu en ny datakälla som i dagsläget i princip inte utnyttjas i den kliniska kontexten. 
För att lösa dessa problem och öka tillgängligheten av data utan att äventyra patientens integritet har 
blockkedjeteknologi föreslagits spela en viktig roll genom en mer patientcentrerad modell av 
informationsdelning. 
 
Syftet med denna studie är att undersöka hur blockkedjor kan lösa problemen med tillgänglighet av 
sjukvårdsdata inom vårdsystemet. Vi undersöker frågeställningen utifrån en svensk kontext genom att först 
definiera de existerande problem relaterade till datatillgänglighet och säkerhet i det svenska vårdsystemet, för 
att sedan analysera blockkedjans roll för att lösa dessa problem. Studien är av kvalitativ natur där datainsamling 
gjorts genom dels en litteraturstudie, och dels genom en intervjustudie, där 16 semistrukturerade intervjuer 
genomförts med svenska myndigheter, journalsystems-leverantörer, informatiker samt blockkedje-experter.  
 
Nuvarande problem inom datatillgänglighet och datasäkerhet identifierades tillsammans med de fördelar som 
finns av att använda blockkedjor i sammanhanget. Våra resultat visar att Sverige redan har löst många av de 
problem många andra länder idag möter, vilket potentiellt minskar den marginella nyttan av att använda 
blockkedjor. Dock existerar fortfarande problem när det gäller delning av digitala kopior av journaler mellan 
aktörer, och en blockkedjelösning har fördelar ur både regulatoriska perspektiv och integritetsperspektiv. Vidare 
finner vi fördelar av att använda blockkedjor för att försäkra kvaliteten av patient-genererad hälsodata, samt för 
att öka säkerheten i arkitekturer som möjliggör datadelnin. Slutligen föreslår vi och diskuterar tre olika 
blockkedjelösningar för den svenska sjukvårdssektorn. 
 
Ett av huvudbidragen till litteraturen ligger i att identifiera systembarriärer i form av legislativa åtgärder samt 
teknisk och semantisk interoperabilitet - problem som måste lösas för att till fullo kunna åtnjuta fördelarna av 
en blockkedjelösning. Vi uppmanar framtida studier att undersöka praktiska användningsområden såsom 
småskaliga konsortium för att vidare bidra med hur tekniken levererar på frågor kopplade till kostnad, integritet, 
säkerhet och skalbarhet för personlig hälsodata. 
 
Nyckelord 
Blockkedja, Blockkedjeteknologi, Sjukvård, Hälsa- och sjukvård, Hälsodata, Journalsystem, PGHD 
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1 Introduction

1.1 Background

Ever since Electronic Health Records (EHRs) was introduced to replace paper records

in the early 90s, there has been hope for being able to exchange information easily

between healthcare organizations (Evans, 2016). However, the healthcare value chain

consists of multiple interlinked parties with different activities, incentive structures,

and data sharing systems - together forming a complex ecosystem where collaboration

is essential but in many cases cumbersome. Lack of collaboration between parties

and geographical regions, combined with the sensitive nature of the information that

flows within the sector and trust-boundaries within organizations, has led to existing

structures lacking the interoperability and security to fully utilize and leverage full-

scale information exchange.

Parallel to this development, the use of portable medical devices grows rapidly with

the ability to assist the treating party in diagnostics, continuity of care, efficiency

and ultimately - the quality of care (Frier et al., 2016; Klasnja et al., 2015; Tsoukalas

et al., 2015). By 2020, medical device data is predicted to produce over 2300 exabytes

of data (2300*1015 kilobytes) globally (McGibbon, 2018). However, this massive pool

of data is not being fully utilised in the clinical setting today (Zhu et al., 2016) and

even if presented by the patient, uncertainties remain around the clinical validity of

the data; how can it be confirmed, trusted and relied upon?

Furthermore, there has been a growing trend towards patient-centric care and em-

powering the patients to make them more involved in their health as this has proven

to improve the care outcome (NHS England, 2019). An investigation carried out by

the European Commission shows that both individuals and healthcare organisations

in general stand positive to that citizens should be able to manage their own health

data.
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Figure 1: Attitude towards individuals ability to manage their health data (European

Union, 2018)

With this, many argue that health information should be made more accessible and

manageable to patients. Not only could such a patient-centered system increase pa-

tient involvement, but it could also provide a more simple solution of health data

integration from many sources; Instead of creating a spider-web-like network of in-

teroperability between thousands of different IT systems, a patient-centered system

places the patient as the connecting point between different actors to control who can

access, edit and share their data.

In increasing the availability of health data through more person-centered control

of information, blockchain technology has been suggested to play an important role

(Azaria et al., 2016; Yue et al., 2016; Zhang, Schmidt, White and Lenz, 2018). Cur-

rently, in the aftermath of the blockchain hype peak, its value of application beyond

financial transactions is being explored in most industries (Deloitte, 2018). In 2018

alone, blockchain based projects raised a total of $21bn (Georgiev, 2019). Scholars,

consultants, and practitioners aim to find relevant applications of it in different con-

texts to understand its true business value. Healthcare is one of these industries, and

blockchain technology has been viewed by both academics and commercial actors to

have several valuable applications within this sector. Among problems that blockchain

are proposed to solve in the sector, such as drug traceability (Engelhardt, 2017),

managing the issue of lack of patient health dataflows is one of the most commonly

mentioned proposals (Rabah, 2017; Zhang, White, Schmidt, Lenz and Rosenbloom,

2018).

Briefly explained, blockchain technology consists of an open distributed ledger that

record transactions between parties efficiently, verifiably and permanently. Each

transaction is cryptographically signed and appended to an immutable ledger, vis-
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ible to all peer participants. In contrast to conventional database technology - being

ordered collection of data put on a secure server in a central location with limited

user access - blockchain has the potential to create value by providing immutable

records of data, transparency, and trust among the data-sharing participants; A trust

otherwise having to be guaranteed by an intermediary actor (Zheng et al., 2017).

1.2 Problem statement

The Swedish healthcare system is decentralized by nature and is organized around its

20 regions and 290 municipalities in the country, with only principles and guidelines

set from a national level (Kliniska Studier Sverige, 2019). Regions, municipalities and

private caregivers often lack standards and efficient processes for sharing medical data

with each other, and as a result, patient-journeys are locked into thousands of data

silos (Gustafsson, 2018).

Some initiatives to coordinate the data supply between regions and systems are al-

ready in place, mainly the National Service Platform, but it has yet to solve the

whole problem (Gustafsson, 2018). Solving these integration- and data scarcity is-

sues are crucial in order to improve patient safety and harvest the massive medical-

and technological advancement we are witnessing today. Better access to health data

could also spur a wave of innovation in preventive care as third-parties and startups

could, with the patient’s consent, get access to their full medical record and apply

techniques such as machine learning and artificial intelligence to get better insights

of their health, and in the end improve their outcome (Rajkomar et al., 2018).

Several suggestions have been brought to the table for solving the health data issues,

centralized nation-wide systems being one of them. However, letting an agency control

such a large information database is not without risks, which could be seen as the

Swedish initiative Hälsa för mig (“Health for me”) that aimed to create personal

health profiles, integrating both patient-generated data and their full medical records,

was pushed down in 2018 by the Swedish Data Protection Agency because of the

risk of letting an agency handle such a large amount of sensitive information (The

Administrative Court in Stockholm, 2018)

Given the interest of applying blockchain in healthcare settings, it might have the

potential to contribute to solving the problems existing in Sweden. Several researchers

have already made this case, proposing systems and data architectures for a medical-
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data blockchain. However, little research exists on how it would work in practice in

a real-life scenario, given a specific country’s healthcare system. This thesis aims to

do just that in the context of the Swedish healthcare system.

1.3 Purpose and research question

The purpose of this paper is to explore the data availability issues in the Swedish

healthcare sector, blockchain as a potential solution for it, and the implications of

increased data availability. This can be summarized in the following research question

(RQ), which is answered by first answering two subquestions (SQ):

• RQ: How does blockchain technology solve the availability and secu-

rity issues of patient health data?

• SQ1: What are the existing data availability and security issues in the

Swedish health data ecosystem?

• SQ2: What are the benefits of using blockchain for patient health data?

Where patient health data refers to (1) medical records and (2) patient-generated

health data, and data availability in the ecosystem can be broken down into three

major categories of recipients:

• For caregivers: Making sure that caregivers have a complete picture of their

patients to provide the best possible care and minimize risk for errors. This

includes medical records but also patient-generated health data which is argued

to become increasingly important in the future.

• For patients: Making sure that patients have access to their medical records

for increased patient empowerment.

• For third-parties (including commercial players): Making sure that third

parties can get access to medical data about patients when needed, e.g. inno-

vative health apps getting access to patient data without compromising patient

privacy.

Data security here loosely refers to preserving confidentiality, privacy, and integrity of

the health data so that no unauthorized parties can access a patient’s data, making

sure that data is trustworthy and consistent, and minimizing the chance for data

breaches.
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1.4 Expected contribution

This study is of interdisciplinary nature and therefore aims to contribute partly to

the intersection of technology (blockchain) and industry (healthcare). The study aims

to provide key decision makers in healthcare, the public sector, caregivers and other

stakeholders with information about the value of using blockchain for health data.

More specifically, to answer the question of whether it is a valuable technology to

pursue in the context of the Swedish healthcare system.

Academically, it aims to fill a gap of studying how blockchain for patient health

data works in a specific context of a country. There has been a growing body of

literature on blockchain for patient health data in the last few years (Hölbl et al.,

2018), but most of these papers address technical challenges and algorithms of the

articles, see e.g. (Zyskind et al., 2015) and (Azaria et al., 2016). Many papers also

propose own solutions and architectures for blockchain implementations in healthcare

(da Conceição et al., 2018; Zhang, White, Schmidt, Lenz and Rosenbloom, 2018).

However, the solutions differ widely between authors and some are built on unrea-

sonable assumptions, such that EMR systems would be replaced by the blockchain

(Pirtle and Ehrenfeld, 2018). Another issue is that they focus only on specific parts of

the health data ecosystem, such as integration between caregivers and personal health

data, but not discussing sharing to third-parties (Yue et al., 2016). To understand

the true value of blockchain for patient health data, there is a need to apply it to a

real-life setting, taking into account the needs and challenges of the full ecosystem,

and how a blockchain would fit into the context.

In this paper, we aim to contribute to the literature by, given what can be done

by blockchains today, explore what role blockchain has in making the transition to-

wards accessible health information and patient-centric record keeping for patients,

providers, and third-parties while preserving the integrity and security of the patient.

1.5 Limitations and delimitations

Due to limited time and resources for the study, research institutes and municipal-

ity care (mostly elderly care and disability care) will not specifically be included as

distinct actors in our scope, even though they constitute critical institutions in the

healthcare sector. While municipality care can be viewed as another caregiver in our
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three category-distinction above, our results can not promise to be fully applicable

for this type of care as it might bear unique features not included in regional care. As

for research institutes, they could be viewed as a third-party that a patient can share

information to, but when it comes to the need for larger amounts of aggregated data

or population data, we have chosen to leave this outside the scope for future studies

to focus on.

There is also a geographical delimitation in the study in that it focuses on the Swedish

healthcare ecosystem, with its regulations, market structure, and the specific interplay

of actors and EMR-systems. This is intended as the study aims to make a case study

of the Swedish healthcare sector and see the fit of the technology studied in this

context. However, we believe that making the case for usefulness (or non-usefulness)

in Sweden will be valuable for actors in other countries exploring the technology since

the specifics of Sweden will be discussed.

Other general limitations in this study lie in the explorative, interview-based method.

As the study will build on us drawing conclusions from the interviewees’ opinions,

it matters greatly what the interviewees decide to talk about during their interview;

and us sampling interviewees with certain opinions might not give an accurate view

of the state of the healthcare ecosystem. Further on, snowball interview sampling was

used to some extent which could increase the sampling errors.

1.6 Disposition

The thesis is structured as follows:

1) Introduction: In this chapter, we describe the study carried out. The reader

is introduced to the subject in the background and problem statement. Further,

the purpose of the study is presented together with the expected contribution

of the study. Finally, delimitations and limitations with the investigation is

presented.

2) Research context: This part aims to give the reader an introduction to rel-

evant concepts needed to understand the context of the study. The section

consists starts with an introduction to Blockchain technology and what it can

be used for, followed by an introduction to health data and the Swedish health-

care sector.
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3) Prior studies and examples: This section presents a critical review of earlier

literature on the subject of blockchain applications in healthcare, followed by

an overview of existing blockchain implementations on a governmental,- com-

mercial, and national level.

4) Method: The method describes the research approach chosen and how the

process of research was carried out, including interviews, literature, and analysis.

It is concluded with a discussion of the quality of research.

5) Swedish health data ecosystem: Here we present the results on the state of

the Swedish health data ecosystem. We start by discussing the structure of the

ecosystem today, followed by what problems and challenges lie ahead to increase

the availability of patient health data.

6) The role of blockchain: In this section, we will present the results for

what role blockchain has in increasing the availability and security of patient

health data in the Swedish healthcare ecosystem. Blockchain attributes are put

against the context of the Swedish healthcare system and different scenarios of

blockchain functionalities are outlined, ultimately supporting the understanding

of feasibility and prerequisites for the given context.

7) Discussion: This chapter contains a proposal of blockchain solutions, a sum-

mary of the main findings, our main contributions in the study and suggestions

on what further work should focus on.
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2 Research context

To enable readers without prior knowledge about blockchain technology and/or the

healthcare sector (and its specifics in Sweden) to follow our analysis and discussion in

this paper, an introduction to the most relevant concepts is presented in this chapter.

First, blockchain basics and its usefulness as well as considerations when using it are

introduced. Then, healthcare topics such as distinction of data types, interoperability

issues, and personal health records are explained.

2.1 Blockchain basics

2.1.1 What is blockchain?

Blockchain is a novel technology that takes a decentralized approach to store and

manage records, as opposed to centralized database architecture. In a blockchain,

information is stored on equally sized blocks which are linked in a chain-like structure

using cryptographic keys. A network of nodes (i.e. computers) share this specific

blockchain and all changes to it are managed by the network of nodes in a democratic

manner.

The revolutionary with this technology is that it allows for a number of actors that

do not necessarily trust each other, to (1) make transactions to each other and to

(2) share one and the same ledger, without the need of a central authority. The last

part is integral to understanding blockchain and is the reason why blockchain is often

viewed as a disintermediating technology that enables cutting out of middlemen and

third-parties (Christidis and Devetsikiotis, 2016; Natarajan et al., 2017; Zheng et al.,

2017).

Figure 2: Blockchain, conceptual architecture (Natarajan et al., 2017)
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Sometimes, blockchains are referred to as Distributed Ledger Technology (DLT); how-

ever, blockchain is rather a special case of the more general DLT (Natarajan et al.,

2017). DLT refers to the type of technology that allows for storing and recording

data across multiple networks. Blockchain is the type of DLT where data is stored

in blocks that are connected to each other in a chain-like structure and uses crypto-

graphic keys for security (Natarajan et al., 2017; Thake, 2018). Figure 3 below shows

the structure of a typical blockchain, whereas a DLT would not necessarily have to

use this structure.

Figure 3: Blockchain structure (Christidis and Devetsikiotis, 2016)

A blockchain can thus be seen as a log in a chain-like-structure, with its records

stored in blocks. Every block contains a block header where the hash of the previous

block is stored, along with other metadata, and a block body where the actual ledger

of transactions is stored, encoded in a special structure called a Merkle tree. Note

that all nodes have the same full list of all transactions, meaning that all participants

easily can verify transactions in the network (Zheng et al., 2017).

2.1.2 How does blockchain work?

The process of a blockchain running can be explained in 4 steps (Christidis and

Devetsikiotis, 2016):

1. A user signs their transactions and sends it to the neighbor nodes.

Users interact with the network using an individual pair of private/public keys.

The unique private key is used by the user to sign the transaction, while all

other nodes have access to the public key to easily verify the signature. The

signed transaction is sent out to the closest nodes in the network.

2. The neighbor nodes validate this transaction using the public key before

sending it further. False identities are discarded. Eventually, the transaction is

spread to the whole network.
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3. A block is created through a mining process. Transactions that are

validated by the network are collected in a block, in a specific order, with a

timestamp. This process is called mining. One miner broadcasts his block back

to the network. A consensus algorithm decides the order of transactions as well

as the contents of the block.

4. Verification of the block. The network validates the transactions in the

block, and that the block references to the hash on the previous block in the

chain. If this is the case, then the network adds the block to their chain,

otherwise, the block is discarded.

The result of the above process is an authenticated and timestamped record of the

network’s activity, without the need of a central actor, and without the need for nodes

to trust each other (Christidis and Devetsikiotis, 2016).

What should be considered a “valid transaction” in (2) of the process? The answer

is that it depends on the application of the blockchain. For a financial transaction,

two criteria could be that a user can not spend more money than the balance on his

account, (i.e. the sum of all earlier transactions), as well that the transaction is signed

by this specific user such that user can not transact money from other users. For the

first types of blockchains, validity was restricted to financial transactions, but after

the emergence of smart contracts, essentially any type of rules could be implemented

in the blockchain as for what nodes should classify as valid (Natarajan et al., 2017).

2.1.3 Public and private blockchains

One of the key properties of the Bitcoin blockchain was that, despite the fact that the

network was open for the whole world to join, a trust could still be established. We

call this a public blockchain. However, for companies and organizations not wanting

the whole world to view the transactions, it might make sense to restrict access to a

selected set of nodes. Blockchains, where an actor controls accesses to the blockchain,

is called a private blockchain. In between, there are also consortium blockchains.

They are distinguished as follows (Oh and Shong, 2017; Xu et al., 2017; Zheng et al.,

2017):

• Public Blockchain: A fully decentralized blockchain where the information

in the blockchain is open for the whole world. Anyone can join the network,
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make transactions and participate in the consensus process. Examples include

the Bitcoin blockchain which anyone can join and be a part of.

• Private Blockchain: A central organization controls which actors are allowed

into the network, as well as their possibility to write and commit. An example is

a private company setting up a blockchain inside the boundaries of the company

with a central actor defining the role of the different actors.

• Consortium Blockchain: A partially decentralized blockchain; a pre-set num-

ber of nodes participates in consensus procedure of new transactions, and man-

ages access for other participants. An example is a group of financial actors

setting up a payment infrastructure.

The characteristics of these types of blockchains can be summarized in terms of a

number of parameters, as seen below (Zheng et al., 2017).

Figure 4: Comparison between blockchain types (Christidis and Devetsikiotis, 2016)

While private blockchains are usually more efficient and do not require heavy consen-

sus mechanisms such as proof of work, this also leads to a drop in security as there

are fewer nodes performing the mining/consensus mechanisms. True immutability is

only existent when there is a large number of independent nodes, as in the public

bitcoin network.

Carson et al. (2018); Dob (2018) and (Kravchenko, 2016) uses another classification

with one additional dimension in permissioned and permissionless networks, allowing

for a 2x2 matrix to explain their characteristics:
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Figure 5: Blockchain architecture options (Carson et al., 2018)

Permissioned here refers to the ability of a network operator to appoint authority to

certain actors. For example, in a public permissioned network, anyone could join the

network and read the transactions, but only certain nodes would be able to broadcast

transactions and participate in the consensus mechanism. In a permissionless network,

on the other hand, all participating nodes have equal status on a network level. Note

that smart contracts in public permissionless networks (such as Ethereum) can still

allow for contract-owners to manage permissions for specific other nodes, but not on

a network level (Dob, 2018). Public here refers to whether or not anyone can join the

network as to read it, whereas in a private network (or consortium) read-accesses are

also controlled.

2.1.4 Consensus protocols

The distributed decision making in a blockchain requires a mechanism to make the

participants reach consensus, otherwise, the network would end up with different

ledgers. This is ensured by a consensus protocol or a consensus algorithm. Reaching

consensus where actors do not trust each other is a type of Byzantine Generals’ (BG)

problem (Lamport et al., 1982; Zheng et al., 2017), and this problem is an analogy to

the consensus protocols in blockchains. In the fictitious BG-problem, divisions of a

Byzantine army is surrounding an encircled city from different angles and with some

distance between each division. Each division is led by a general, who has gotten

the order to attack the city simultaneously, as if not enough divisions attack at the
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same time, the attack will be too weak and fail. Furthermore, they have to agree on

a date and time themselves, and they can only communicate by sending a messenger

between each other, and not directly (Lamport et al., 1982).

The problem now is that the interests of the generals might not be aligned, and some

traitor generals might try to prevent the generals to reach an agreement. Furthermore,

attacking the city might only succeed at certain times, so there is a risk that traitors

will try to adopt a non-succeeding plan. A solution to this problem therefore needs

to meet two requirements:

1. All loyal generals decide upon the same plan of action

2. A small number of traitors cannot cause loyal generals to adopt a bad plan

(Rijnbout, 2017).

We can reach these requirements by letting the generals have a majority vote after

observing the state of the city. In that case, the traitors can only cause the adoption

of a bad plan if the loyal generals’ votes are equal. Otherwise, the best plan based on

their observation will be chosen.

This problem was restated by Nakamoto in 2008 with the same foundation: a number

of participants need to agree on something where all actors are not trustworthy. In

a blockchain, it is nodes that need to agree on transactions and the order that these

transactions are listed on the block (Christidis and Devetsikiotis, 2016), in order for

all nodes to have the same copy of the blockchain.

One way to solve this is by simply having a majority vote, such that “traitors”,

or untrustworthy nodes would need to be > 50% of the network in order to seize

control of the network (Rijnbout, 2017). However, a few entities could simply create

a large number of identities, such that their number of nodes is more than half, and

then influence the network despite being a minority, which is known as a Sibyl attack

(Douceur, 2002). A solution to this emerged with Nakamoto’s proof of work algorithm

(Christidis and Devetsikiotis, 2016; Nakamoto, 2008; Rijnbout, 2017), and since then

a number of varieties of the algorithm have emerged. The most important are stated

below:

13



Proof of Work (PoW)

PoW is essentially a type of voting, but where the problem with Sibyl attacks is solved

by letting the miners solve a computationally expensive mathematical problem. The

assumption is that nodes that use large amounts of computational resources are less

likely to be malicious (Zyskind et al., 2015). Because of computational limits for

computers, it would then be hard for a small group of agents to take over the network

since the aggregate computational power would decide voting power rather than the

number of identities (Christidis and Devetsikiotis, 2016).

Remember that nodes in the network assemble blocks in a mining process, but only

one of these will be added to the blockchain. In PoW, the miners have to find a random

number in a block’s header that will make an SHA − 256 hash function return the

correct amount of leading zeros that the network expects. When a miner solves this

puzzle, they have generated a proof-of-work, and the first one to do it gets to add their

block to the chain and is given some reward, usually a bit of cryptocurrency. Since

hash-functions are easy to run the other way around, the network can verify that

their solution is correct, but cannot guess what the input should be. Proof-of-work is

often used in public blockchains, with Bitcoin being one of the best-known examples.

Proof of Stake (PoS)

A problem with proof of work is that because it is so computationally intensive, a

lot of energy is being consumed to add transactions to the block. Proof of stake is

a variation of the proof-of-work algorithm in which the chance that one successfully

mines the next block depends on the balance of the node (Christidis and Devetsikiotis,

2016). The core assumption is that a node with the higher stake in the chain, i.e.

someone with more currency in the network, is less likely to have malicious intent

towards the network, and therefore should have a higher chance of being selected to

add their block to the chain (Zheng et al., 2017). A variation of this protocol also

takes into account the length of time that users have held onto their currency, to stop

rich stakeholders to dominate the network, for example by buying up a lot of coins

quickly and then attack the network. Coin age is defined as the amount of currency

multiplied with the number of days a user has held onto their coins (Vranjičić, 2018),

and is the measure used in Peercoin to assign probabilities to miners in the network.

Delegated Proof of Stake (DPoS)

Delegated proof of stake is a type of proof of stake in which the nodes select repre-
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sentatives to do the mining process for them, instead of doing it themselves. This

way, the mining process gets more efficient as there are fewer nodes doing the mining,

leading to a faster confirmation process of a block (Bitshares, 2019).

Practical Byzantine Fault Tolerance (PBFT)

For blockchains without free access points for the general public where participants

are whitelisted (i.e. permissioned), the risk of Sibyl attacks is essentially non-existent.

The need for economic incentives for mining then disappears and allows the network

to have a less costly consensus mechanism. One of such is Practical Byzantine Fault

Tolerance (PBFT). PBFT reaches consensus while tolerating some level of byzantine

faults (i.e. some amount, usually 1/3, of failing or malicious nodes). The process is

conducted in rounds. One round starts with one of the known nodes being randomly

selected as the leader which proposes a block. The other whitelisted nodes then

validate this block, and if the block seems invalid, a new leader is chosen to propose a

new block. A block is committed first when enough nodes agree (commonly 1/3) on

its validness. There are variations of the protocol which does not need a leader and

can tolerate timing differences as well (POA Network, 2018).

Proof of Authority (PoA)

Like PBFT, Proof of Authority also relies on having a set of trusted nodes, i.e.

authorities, that can handle the voting mechanism. There is then no mining process,

but instead, identification of authorities is used as verification for being able to validate

transactions. New blocks have to be validated by a majority of authority nodes in

order to be added to the chain, meaning that it tolerates N/2− 1 byzantine nodes to

operate correctly (Curran, 2018). This type of mechanism becomes especially useful

in private settings such as a consortium, where trust is already established for a group

of actors, but one still wants to avoid a single point of failure by delegating the task

to one actor. Compared to PBFT, PoA offers higher performance, but to the cost of

some lack of guarantee of data integrity (De Angelis et al., 2018).

2.1.5 Evolution of blockchain

Since the Bitcoin blockchain was presented in 2008, the technology has developed.

This development can be viewed in different stages of maturity, or versions, from

Blockchain 1.0 to Blockchain 4.0. These should not necessarily be viewed as im-

provements but rather different, and extended, functionalities, such that the right

“version” depends on the use case (Angelis and da Silva, 2019). The features of these
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blockchains are described below:

• Blockchain 1.0: Currency. The original use of blockchain, as in Bitcoin, is

as a means of payment, or currency, to facilitate peer-to-peer payments without

going through a central actor (e.g. a bank).

• Blockchain 2.0: Smart contracts. This stage allowed for transactions out-

side financial payments by using smart contracts. The smart contract can be

viewed as a “small computer program that lives inside the blockchain”, which

can execute an action when certain conditions are fulfilled. Ethereum is an

example of a blockchain that enables smart contracts.

• Blockchain 3.0: dApps. The third stage of blockchain is Decentralized Ap-

plications, which refers to applications such as mobile apps being run on a

blockchain instead of a central ledger as today. Instead of simply being infras-

tructure, dApps can have a user interface and front-end code, bringing new

opportunities for value creation.

• Blockchain 4.0: Blockchain 1.0 to 3.0 is established in the literature, see

for example Swan (2015), while blockchain 4.0 is emerging and its role is still

unclear. A common theme in what current literature suggest on blockchain 4.0 is

the integration of blockchain and artificial intelligence and the further usability

in wider industrial applications (Angelis and da Silva, 2019; Yang et al., 2018).

2.2 Blockchain in practice

2.2.1 Benefits of using blockchain

A blockchain’s main benefits lie around that of enabling secure transactions without

the need for a third-party authority to validate it. Zheng et al. (2017) summarize the

benefits of blockchain into 4 generic key characteristics:

1. Decentralization: Blockchain uses a consensus algorithm to validate transac-

tions, eliminating the need for third parties leading to reduced transaction costs

and complexity.

2. Persistency: Transactions in a blockchain are immutable and cannot be deleted

or changed after a transaction has taken place.
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3. Anonymity: Since the user interacts with the blockchain through a generated

address, the identity of the user is never directly revealed.

4. Audibility: Transactions can easily be verified and tracked in the blockchain

so that the legitimacy of transactions can be ensured.

Natarajan et al. (2017) adds one unique benefit (5) to the stated ones above as well

as three other (6-8) benefits that follow from decentralization:

5. Automation & programmability: Blockchain allows “smart contracts”, en-

abling augmenting the network with pre-agreed actions that are executed once

certain conditions hold, such as invoices that pays themselves when a shipment

arrives.

6. Gains in speed and efficiency: By reducing friction from third-parties in

transactions, clearing and settlement processes can be carried out faster and

more efficiently.

7. Enhanced cybersecurity resilience: The decentralized nature of blockchain

makes for a more resilient system with no single point of attack, and is therefore

better protected towards cyber attacks compared to a centralized ledger.

8. Cost reductions: The lack of need for third-parties for validation of transac-

tions means that cost per transaction can be significantly reduced compared to

centralized ledgers.

These benefits are further reinforced by (Azaria et al., 2016; Davidson et al., 2016;

Hawlitschek et al., 2018). However, it is important to note that the value of using

a blockchain does not necessarily come from having all of these features, but rather

one or a few of them. Even the feature of disintermediation, commonly viewed as

the most important characteristic of a blockchain, is not necessary for a blockchain

to generate value. Carson et al. (2018) writes instead that incumbent intermediators

can extract commercial value by embracing blockchain technology, either alone or

together with other industry players, to reduce transaction costs and securely sharing

data with each other.

2.2.2 Blockchain suitability and feasibility

As with all new technologies, the question of how to use blockchain and in which use

cases it actually creates value takes time and some experimenting to answer. Given
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the large interest in blockchain, it might be tempting for managers to start pouring

funds into blockchain projects in their company or organization. However, this is

risky and might lead to an unnecessary waste of resources. Managers must have a

clear idea of what increased value blockchain is supposed to bring in a given use-case.

How does one determine whether it is a good idea to use blockchain for a specific

use-case? This is a question that has been explored in the last few years, with some

examples of frameworks discussed here.

On a high level, for a blockchain to be useful in a certain setting, there must be some

issues with trust, consensus, immutability or a combination of these three factors

(Rhian Lewis, 2016). Otherwise, one could simply set up a central database in order

to achieve whatever it is one is trying to achieve.

Lo et al. (2017) propose a framework consisting of seven critical questions to answer

to determine if blockchain is valuable for a use-case. It can be seen in figure 6 below.

Figure 6: Blockchain feasibility framework (Lo et al., 2017)

1) Multi-party: A blockchain only provides value if there are multiple parties involved,

whereas systems with one actor should opt for a central database. 2) Trusted author-

ity: Blockchain is useful in scenarios where there either does not exist a trusted au-
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thority, or if a current trusted authority can be decentralized, to avoid a single point

of failure. 3) Centralized operation: If central operation of the system is required,

e.g. because of constantly changing requirements that are not easily changed in a

distributed setting, a central database is preferable. 4) Data transparency vs confi-

dentiality: Blockchain provides data transparency as all transactions are visible, but is

not built for true confidentiality. If commercial confidentiality is required, a blockchain

might not provide the answer 5) Data integrity: A key property of blockchain is that

it stores transaction history, if this is not required, blockchain might be an unneces-

sary solution. 6) Data immutability: Is it necessary for the shared transaction history

to be immutable? If not, other shared systems could be used. 7) High performance:

A blockchain is unviable if speed is important and/or large volumes of data is to be

stored on it (Lo et al., 2017).

It is worth noting that some solutions on the data transparency versus confidential-

ity trade-off have been found, e.g. with Zyskind’s work (2015), but storage off-chain

might undermine some of the potential advantages of blockchain. Also, the issue

around high-performance can also be bypassed with off-chain storage as well as pri-

vate/consortium settings with faster consensus mechanisms than PoW (Natarajan

et al., 2017; Xu et al., 2017; Zheng et al., 2017).

Carson et al. (2018) proposes a framework for determining the feasibility of blockchain

from a business angle. In their view, blockchain does not have to be a disintermediator

to generate commercial value, but could be used by private companies to create value

e.g. by reducing transaction complexities. They propose 4 dimensions to evaluate to

determine the feasibility of using blockchain in a specific sector: 1) Common standards

and regulations so that blockchain-based solutions are considered legal, as well as how

well information can be standardized for exchange 2) Technology maturity, in that

blockchain is still used in relatively small-scale while many organizations will need

trusted enterprise solutions to consider implementation, 3) Type of asset: sectors

where the asset is already digital will be more feasible compared to physical assets

such as goods in a supply chain 4)Nature of the ecosystem: how hard is it to coordinate

actors in the system for the blockchain solution to reach the critical mass needed?

Another technical angle comes from (Xu et al., 2016) and their framework to assess

whether a blockchain is better than a conventional database. Angelis and da Silva

(2019) develops a framework from a business angle for value analysis, where the
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different categories of value a blockchain can bring should be closely assessed, as well

as a criteria for determining whether it truly is preferable to a centralized database.

2.2.3 Considerations when using blockchain

Since blockchain is a relatively complex data structure that is yet to take off on a

large scale compared to traditional databases, one should first consider if blockchain

is the easiest solution to the problem it proposes to solve (McKinsey, 2019). A few

concerns to consider before choosing to implement a blockchain are described below:

Scalability concerns

Since the full transactional history is stored in the blocks the size of the blockchain will

only continue to grow. As all participants in the network store the whole blockchain,

this can lead to enormously large redundancies in storage where every user has to

store thousands of gigabytes of information on their device (Scherer, 2017). It eas-

ily becomes impractical if data-heavy information is to be stored on the blockchain.

Furthermore, on proof-of-work based blockchains such as Bitcoin, there is a scalabil-

ity issue in terms of transaction amounts. Bitcoin can only process 7 transactions

per second, compared to Visa that usually processes 1,700 transactions per second

(Aoki et al., 2019). For high-volume applications that to display data in real-time,

such a system is unviable. However, other consensus protocols, and especially in

permissioned settings, can easily scale up to much higher volumes.

Anonymity leaks

While users interact with public and private keys and never with personal information,

blockchains do in some sense preserve their anonymity. However, since all transactions

are visible on the blockchain, it is said that blockchains lack transactional privacy

(Kosba et al., 2016). By letting transactions be visible for the whole network, it can

be possible to track patterns of transactions with some public key and link them to a

specific user (Barcelo, 2014). A user’s identity can thus be revealed if all transactional

data is visible for the whole network, which would make blockchains unsuitable for

storing sensitive information. However, there are methods to improve anonymity,

such as mixing and using multiple input addresses when sending transactions (Möser

and Böhme, 2017) or hiding transaction data with e.g. zero-knowledge proof (Miers

et al., 2013). Another solution is to store sensitive information off-chain (Zyskind

et al., 2015).
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Immutability and management issues

Immutability is a double-edged sword. When smart contracts are enforced, they are

hard to overrun, which is part of the point of using a blockchain, but there are cases

when they need to be changed. The decentralized nature of blockchains could make

it hard to change these contracts if an application would need so, compared to having

a central actor deciding what rules should be implemented. Consider if the original

smart contract accidentally left open vulnerabilities or serious bugs in the code, then

it might be hard to make all participants change their code. This happened during the

‘DAO-attack’ on the Ethereum blockchain in 2016 when a user found a vulnerability

and transferred funds from other users up to e50m to himself. After some time,

enough participants decided to go forward with an updated version of the network,

leading to a so-called fork, where the old network became known as Ethereum Classic

(Mehar et al., 2019).

Responsibility of users

Since blockchain systems are essentially a single point of entry in that data can only

be accessed by the owners with their private key, users have a large responsibility

in managing their data. If the private key is lost, there is no authority to ask for a

new private key (like if one lost their bank card), but the data would be lost forever.

A Canadian cryptocurrency exchange lost £145m when the chief executive died by

disease, being the only individual with knowledge of the password to the digital wallet

(The Economist, 2019).

2.3 Health data

2.3.1 Clinical-generated health data

In a clinical context, data is generated from multiple different sources. The source can

be a clinician manually entering a diagnosis, a lab reporting system, an MRI scan, an

X-ray to name a few. The relevant data from all these sources should be reflected in

a patient medical record which is a compilation of documents relating to a patient’s

health. It consists of records about a specific patient’s medical history across time

(Socialstyrelsen, 2018a). An electronic medical record (EMR) is a patient medical

record stored in a digital format, which is how the majority of medical records today

are stored (Garets and Davis, 2006). From here on, we will consider EMR data to

be the complete picture of data gathered from the clinical side i.e. the CGHD. In

other words, we will not consider any data availability- and exchange issues between
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specific data sources for a specific caregiver.

In Sweden, there are set regulations on what needs to be recorded in a medical record.

To ensure the quality of care, certain health and medical information have to be stored

in the patient’s medical record by the treating personnel (Datainspektionen, 2019).

The patient data law formulates requirements for what information a Sweden patient

record should always contain, given that the information is available. These data

elements includes:

• Details of the patient’s identity

• Essential information on the background to care

• Information on diagnosis and reason for more prominent measures

• Essential information on actions taken and planned

• Information about the information provided to the patient, his / her guardian,

and other related parties

• Information on positions made on the choice of treatment options and the pos-

sibility of new medical assessment

• Information that the patient has chosen to abstain from care or treatment details

of who made a certain note and when the note was made (Socialstyrelsen, 2018a)

2.3.2 Patient-generated health data

Patient-generated health data (PGHD) is defined as ‘health-related data – including

health history, symptoms, biometric data, treatment history, lifestyle choices, and

other information – created, recorded, gathered, or inferred by or from patients or

their designees to help address a health concern (Shapiro et al., 2012). PGHD differs

from CGHD in the way that patients are primarily responsible for capturing and

recording this type of data themselves, as well as deciding how to share their data to

other parties (Office of the National Coordinator for Health Information Technology,

2018).

The latest years with the introduction of smart medical devices and mobile applica-

tions - the volumes of PGHD available has grown significantly (Hudson and Clark,

2018). Patients are becoming collectors of data, and most often in everyday settings

outside the traditional healthcare context. This information now offers a great source
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of information and value to the healthcare system, with the opportunity to be shared

with healthcare providers to increase the depth, breadth, and continuity of informa-

tion available (Islind et al., 2019). Integrating PGHD into the healthcare ecosystem

offers new ways to strengthen consumers’ engagement in managing their own health

(Office of the National Coordinator for Health Information Technology, 2018).

A study from Michigan State University exploring clinicians’ perception of PGHD,

shows that the perceived value of using PGHD in the clinical setting is high, although

the trust in the data generated from third-parties is medium-high. On the question

“There are worthwhile health benefits from reviewing patient-tracked data” the mean

value from the 189 respondents was 3,9 on a Likert-type scale (ranging from 1 =

“strongly disagree” to 5 = “strongly agree”) - indicating a general agreement on the

potential value using PGHD. On the question “I am concerned about security and

privacy of the data collected from these devices and apps” the mean value was 2,8 -

indicating some uncertainties in the clinicians’ trust in such data. The same study

explored clinicians’ perception of the value of specific PGHD, in which data on physical

activity, diet, and vital signs were deemed most important and approximately 50% of

the respondents saw it to be very or extremely useful (Holtz et al., 2019).

Further empirical evidence indicates that at least in some conditions, e.g. in cases

of patients with high blood pressure and diabetes, acting on patient accrued data

improves the healthcare outcome in cost-effective ways (Wild et al., 2016). Another

study could show for three clear benefits in utilizing PGHD in a clinical context

which included a deeper insight into the patient’s condition, more accurate patient

information and thirdly, insight into the patient’s health between clinic visits which

enables adapted care plans (Cohen et al., 2016). In short, the concerns about the

use of PGHD in a clinical setting can be summarized as trust/authenticity issues in

the data, integration of the data in the clinical workflow, i.e. how should this data

be used from a clinical perspective as well as the financial impact of integrating this

data.

2.3.3 Ownership of health data

There is no specific legislation determining the ‘ownership’ of data, but several legisla-

tions regulates who possess the right and ability to control the data. In Sweden, these

legislations include ‘upphovsrättslagen’, ‘lagen om skydd för företagshemligheter’ and

‘patientdatalagen’ and on EU level - ’The EU General Data Protection Regulation’
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(GDPR), to name a few (Ullberg, 2018). Breaking down the dimensions of ‘data

ownership’ into the ability to access/view, create/edit, and share provides us with

more easily-evaluated criteria when looking at data ownership. In terms of the right

to access and view patient information in EMR systems, two distinctions have to be

made:

1. Who has the right to access patient information within a caregiver’s own activ-

ities (inner confidentiality)

2. Who has the ability to access patient information that another caregiver has

made available (outer confidentiality)

For (1), it is the employee who participates in the care of the patient, or whom for

other reasons need to access the information in their work related to healthcare. For

(2), the criteria for access is that the information relates to a patient where a current

patient-caregiver is established, that the information can assume to have significance

to prevent, examine or treat diseases and injuries and finally, that the patient consent

to the caregiver accessing this information.

Rights to create and edit in a patient’s medical record is the same as for (1), but

limited to employees participating in the care of the patient. Patients are able to

request their medical records from each caregiver they have attended - which they

most often have to collect physically at the given clinic. They are also able to access

and view journalen - a brief overview of their medical history, which is available

through a web service. For the patient, there are three ways in which they can edit

their own medical record:

1. They can request a correction if they feel that information has been wrongly

added to their records.

2. If the patient and caregiver can not agree on the changes, the patient can request

that the caregiver makes a ‘notation’ in their record, stating that the medical

record contains false or misleading information.

3. The patient can request the deletion of their medical record. The prerequisite for

this is that the patient experiences it mentally stressful if the data are preserved

(The Health and Social Care Inspectorate, 2017)
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These ownership attributes for EMR data distributed between the patient and the

caregiver are summarized in the table below. Third-parties currently have no right

to own patient data and are therefore left out of the table.

Patient Caregiver

Right to view Yes: Ability to request their medical

records from each caregiver they have

attended - which they most often have

to collect physically at the given clinic.

Yes: For employees participating in the

care of the patient, or whom for other

reasons need to access the information

in their work related to healthcare.

Right to edit Partly: Can request a correction if

they feel that information has been

wrongly added to their records, and

otherwise a ‘notation’ in their record,

stating that the medical record contains

false or misleading information. Also,

the patient can request deletion.

Yes: For employees participating in the

care of the patient.

Right to share Partly: The patient can after having

collected their medical record share it

with anyone they want. However, there

is no digital disclosure mechanism to

support this.

Partly: With consent from the patient,

a caregiver can share the medical record

to another caregiver.

Table 1: Summary of data ownership

2.4 Interoperability

The European Commission defines interoperability as “the ability of organizations

to interact towards mutually beneficial goals, involving the sharing of information

and knowledge between these organizations, through the business processes they sup-

port, by means of the exchange of data between their ICT systems”. In the Eu-

ropean interoperability framework, four layers of interoperability is defined: legal-,

organizational-, semantic -, and technical interoperability:

1. Legal interoperability - This layer ensures that organizations which operate

under different legal frameworks, strategies, and policies can work together and

exchange information (The European Commission, 2017) This dimension is not

about the actual information exchange itself; interoperability in this layer is

rather about having legislation compatible with - and supporting - the interop-

erability one tries to achieve within the other layers (Goldkuhl, 2008).
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2. Organizational interoperability - This layer refers to the way organizations

align and coordinate their business processes, expectations, and responsibilities

to achieve commonly agreed goals (The European Commission, 2017). The

considerations of these non-technical aspects support in creating interoperability

being integrated into workflows and processes - resulting in higher efficiency and

relationships (Mircea et al., 2010).

3. Semantic interoperability - This layer covers two sublayers - both the seman-

tic and the syntactic aspects. The semantic aspect refers to the meaning and

interpretation of data; all communicating parties have a shared understanding

of the vocabulary and meaning of data. The syntactic aspect refers to the exact

format of the information exchanged and is a prerequisite in order to create

semantic interoperability (The European Commission, 2017).

4. Technical interoperability - Enabling information exchange between dis-

parate systems, this layer is about establishing inter-connectivity needed (through

specifications of interfaces, data integration services, and secure protocols, etc.)

for multiple systems or applications to share data between each other. It sets no

requirements for the communication to be interpreted and understood, which

the semantic interoperability addresses (The European Commission, 2017).

Drawing from the more general levels of interoperability, HIMSS has divided health

information interoperability in 4 different layer - foundational, structural, semantic

and organizational which addresses the same levels as those dimensions identified by

The European Commission (HIMSS, 2019).

2.5 Sharing health data in Sweden

2.5.1 Clinical-generated health data

The figure below (fig. 7) is a simplified illustration of the division of EMRs in the 20

different regions in Sweden. It is worth noting however that the reality is far more

complex, where different levels of care often use different systems. This complexity

will however not be further discussed in this paper to avoid delving into details.
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Figure 7: Geographical distribution of EMR system used, planned or current (Cederberg,

2016)

As seen in the figure above, there are broadly speaking 5 different EMR vendors, in

use or in process of being implemented, in the Swedish regions. These systems often

lack technical interoperability, and can not in a flexible manner share data between

each other (Gustafsson, 2018). Each region, municipality and private caregiver are

free to choose whichever EMR system they want, and there are no overall set rules of

coordination across geographical areas or levels of care. There have been attempts in

coordinating procurements of EMR systems across regions, but none have been suc-

cessfully deployed. An example is Stockholm, Sk̊ane and Västra Götalandsregionen

(VGR) combining forces in procuring a new information platform and EMR system

together. In the process of realization, both VGR and Sk̊ane expressed they experi-

enced more acute needs in procuring their own systems, ultimately leaving Stockholm

alone in the process (Gustafsson, 2018).

The inconsistency of EMRs being used in different geographical areas and levels of

care results in several issues. A main issue is that clinicians’ accessibility to all

relevant patient health information cannot be guaranteed, which risks compromising

patient safety if they cannot view important information about a patient. Moreover,

a vicious cycle is created where upgrades in existing systems result in even worse

interoperability with other systems - complicating the healthcare process development
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as new knowledge is hard to implement (Swelife, 2015).

So, the negative aspects of the current setup are known, and even medical profession-

als have expressed concerns in regards to their EMR systems. In a Swedish survey

examining clinicians perception of their own EMR system, it was found that only 38%

were satisfied with their system. The single largest factor for dissatisfaction was that

care information was unavailable and could not give proper support in the clinical

decision (V̊ardanalys, 2016).

In 2016, the Swedish government and SKL agreed upon a vision called ‘Vision e-

hälsa 2025’ (vision e-health 2025), aiming to position Sweden as the best e-health

country in the world by using the possibilities of digitalization and e-health to make

it easier for people to achieve good and equal health and welfare (Regeringen, 2018).

Standardization is of the three priority areas within the vision, and a joint framework

for interoperability is a project that is currently carried out by SKL in cooperation

with Inera AB and Swedish Medtech. The project is exploring the opportunities

with the standards OpenEHR, NI, Contsys/13606-3 and FHIR and partly aims at

creating better prerequisites for semantic and technical interoperability, exchange

and innovation (Sveriges Kommuner och Landsting, 2019).

Setting the direct interoperability of caregivers’ EMR systems aside, there have been

some evolvements in terms of making CGHD more available to both caregivers and

patients. In 2008 the Swedish government passed the bill Patientdatalagen (’the Law

on Patient Data’), which enabled caregivers to provide the patient with direct access

to their medical records through internet services. In addition, it enabled cohesive

record keeping, which meant that healthcare providers could give and receive direct

access to each other’s medical records (Datainspektionen, 2019). This was done by

creating a national data infrastructure, Nationella tjänsteplattformen - the National

Service Platform (NSP), where caregivers could act as both information producers

and information consumers to and from the platform.

Nationell patientöversikt (NPÖ) is one service application connected to this infras-

tructure, which is used by clinicians and enables them to view medical records from

other caregivers - given a patient’s consent. Another main service application con-

nected to the NSP is Journalen (’the Medical Record’), where patients can view

a summary of their medical records provided from different caregivers online (1177
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V̊ardguiden, 2019).

Caregivers are given the choice to connect to NPÖ and continuously feed it with

data from their own IT system. NPÖ supports 12 different information types such

as diagnosis, medication and prescription, and vaccination. The information shared

is up to each region and private caregiver to decide upon, which has resulted in an

inconsistency in what information is being uploaded from different caregivers’ systems

(Gustafsson, 2018). In addition, there is currently no way for the clinician to know if

the information presented in NPÖ covers the patient’s full health record or to know

what parts of the information is missing. A survey done by Inera in 2016 on clinicians’

perception of NPÖ shows that all respondents (557) had comments on that certain

valuable information was missing from the platform. Moreover, the second most

common remark on how NPÖ could be improved was to connect more caregivers to

the platform (Inera, 2016). With all this being said, NPÖ has by no doubt increased

the accessibility of patients’ health data, and solve some of the issues with CGHD

availability in the healthcare system, although it does not address e.g. the semantic

interoperability issues.

2.5.2 Patient-generated health data

Currently, the value capture of PGHD is limited; few EMR systems have built any

interoperability with hardware and devices, and data generated on the ‘patient side’

most often remains in individual silos, separated from the ‘clinical side’ of healthcare

(Dagens samhalle, 2019). However, there are a few shining examples of local pilot

projects or commercial initiatives trying to integrate PGHD in the continuity of care

of certain patient groups, often with chronic diseases. As an international exam-

ple, King College Hospital in London ran a pilot where cancer patients undergoing

chemotherapy tracked valuable data through their Apple Watches, and shared it with

their clinicians to improve care outcomes (Comstock, 2015). Another example is the

Swedish company FRISQ, providing a digital platform for care plans, where patients

can choose to share their own health data so that clinicians better can follow-up on

their progress and improve the delivery of care (FRISQ, 2019).

Although all these innovative examples of integrating PGHD provides improved op-

portunities for niched parts of the healthcare system to utilize all available and valu-

able sources of information - one could also argue it adds complexity as these initiatives

create their own form of data silos, separated from the healthcare system as a whole.
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In their paper ‘Five key strategic priorities of integrating patient-generated health

data into United Kingdom electronic health records’ C. Kathrine et al. identifies

three main areas which inhibit a widespread integration of PGHD into clinical appli-

cations, which are 1) technology-related factors such as interoperability, 2) use-related

factors such as data overload and 3) characteristics of the strategic environment such

as existing standards (Cresswell et al., 2019). Although the study is focused on the

context of the UK healthcare system, parallels can be drawn to a more general health-

care system.

2.6 Personal health records

There is a growing awareness of the importance in engaging patients in their health

and there is evidence supporting the theory that actively involving the patient in their

own care can improve the patient experience, the health outcome and potentially yield

efficiency and cost saving for the whole system (NHS England, 2019). Interoperability

within healthcare is most often circulated around enabling data exchange between dif-

ferent caregivers (Rahurkar et al., 2015). Creating this type of interoperability is often

challenging and requires separate data sharing agreements, advanced patient match-

ing algorithms, governance rules and procedures for each entity-to-entity relationship

(Gordon and Catalini, 2018). An alternative setup to the conventional entity-to-entity

interoperability, is patient-centered interoperability, placing the patient at the center

of information exchange through letting the patient act as an intermediate and driver

of all information flows.

A personal health record (PHR) is a concept in which all health data and other

information related to the care of the patient is maintained by the patient (Tang

et al., 2006). Although different precise definitions of the concept exist in literature -

a fundamental part of the concept is making personal health data more accessible for

both clinicians, patients, and third-party organizations as well as putting the patient

in greater control of the data.

Sweden

The value of PHR has been recognized by both government and commercial actors.

In Sweden, Apotekens Service AB was in 2012 - on the behalf of the government

- given the responsibility to develop the PHR ’Hälsa för mig’ (English: Health for

me). The idea of the platform was to integrate both CGHD and PGHD intended to

strengthen the Swedish residents knowledge and commitment to their own health and
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be a platform for companies to build innovative-health services on top of (Halsa for

mig, 2019). The responsibility of the service was transferred to the Swedish eHealth

Agency at its formation in 2014 (Gustafsson, 2018). Connections of applications and

services to the PHR would only be allowed after the specific patient had given their

consent. Furtheron, the eHealth Agency would validate that the third-party only

asked for information relevant to the service they were providing.

The initiative was shut down in 2017 by The Swedish Data Protection Agency, and

although the judgment was anchored in a few different reasons, their main concern

was regarding the agency’s responsibility for sensitive personal data (’personuppgift-

sansvar’). The Swedish Data Protection Agency stated that the eHealth Agency’s

responsibilities also cover whether third-parties can take part of this personal data.

They stated that it is not consistent with their task to technically store health data on

behalf of the individual and at the same time make the data available to third parties

for purposes that are not on the individuals behalf. The Swedish Data Protection

Agency stated that Hälsa för mig could result in an unmanageable distribution of

sensitive personal information (The Administrative Court in Stockholm, 2018).

Estonia

In contrast to Sweden’s failed attempt at creating a PHR - Estonia is an example

of a country that successfully deployed PHR to its citizens through a system named

’e-Health record’. The system retrieves medical records from various Estonian care-

givers (who may be using different EMR systems) and presents the information in a

standardized format which the patient can access online. In ensuring integrity in the

retrieval of electronic medical records, Estonia is using blockchain technology. The

citizens also have greater control in managing accesses of their medical information,

e.g. granting access of their own medical information to a partner, a parent or to

whoever the individual judge would be appropriate and valuable.
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Figure 8: Estonian health information sharing model (Novek, 2018)

Australia

Australia is another country offering PHRs to their citizens, which can be viewed as

an online summary of the patients’ key health information. The individual can add

personal notes about allergies etc., advance care plans or custodians details as well as

set access controls to manage who can see their health information. The individual is

also able to get notifications to know when a caregiver accesses their medical record

(Australian Digital Health Agency, 2019).

Finland

Finland is offering a similar service named ’Kanta’ where patients are possessed with

greater control over the data sharing and transparency in who has accessed their

health information. Currently in the trial phase, they are currently exploring the

possibilities with letting the patient record their own well-being data. At the time

being, the purpose is solely for personal use but the idea is that - with changes in

legislation - the patient will be able to give consent to share this data with social

welfare and other healthcare professionals. The prerequisite for these third-parties to

access this data will be using a certified application in addition to having a care or

service relationship with the patient (Kanta, 2019).

Commercial actors

Examples of commercial actors exploring the opportunities within PHR exists as

well, and Apple Inc. is one example. Through their service ‘Health Records’ they aim

at enabling individuals to aggregate their health records from different healthcare
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providers alongside their own patient-generated data. The individual is able to down-

load their health records directly from healthcare organizations that has connected

themselves to Apple’s service. After being downloaded, the data will be stored in the

device’s HealthKit database. The individual is then able to share that information in

combination with their PGHD to third-parties (Apple, 2019).

Both Microsoft and Google have made similar initiatives in 2007 and 2008 respectively,

trying to integrate a service for the storage and sharing of personal health information

Microsoft launched the platform ‘HealthVault’ - aimed at letting the individual gather,

store, use and share health data and putting them in control of it (Health Vault,

2019). In April 2019, Microsoft announced that the service will effectively cease to

exist by the 20th of November, and any data still stored on the platform will be

deleted (Mary Jo, n.d.). Google shut its project down soon after launch due to lack

of widespread adoption (Google, 2011).
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3 Prior studies

To build on previous work and studies in the field and make sure that this study

comes with a unique contribution, this chapter focuses on critically reviewing work

already done on the topic of blockchain applications for health data. This helps build

a foundation for our findings. Then, this section presents a few practical examples of

blockchain being implemented in health settings, giving a picture of what has already

been implemented on a wider scale.

3.1 Academic papers

Blockchain applications in healthcare is a relatively new field of research, with the

first published articles in 2015. However, interest in the topic has increased rapidly: a

systematic literature review from 2018 identified 33 articles on the subject, in which

25 of them were peer-reviewed journals or conference papers (Hölbl et al., 2018), and

the body of literature has continued to grow. It was found that most commonly

researched topics are within data sharing, health records and access control (Hölbl

et al., 2018), which is also the field this paper aims to explore.

Perhaps as a foundation for applying blockchain to medical records, was an influential

paper by Zyskind et al. (2015), describing a blockchain solution that could preserve

personal data. A common objection to blockchains is that, because transactions are

viewable for all actors in the network, blockchain cannot truly preserve privacy (Gue-

gan, 2017). Zyskinds paper showed that by only storing pointers on the blockchain

and storing data off-chain (e.g. locally on a user’s device, in a centralized cloud or a

distributed hash table), other nodes cannot learn anything about the data from the

blockchain transactions, effectively meaning that users’ privacy is fully maintained

(Zyskind et al., 2015). The blockchain layer then works as a control manager, enforc-

ing access control policies for the underlying data (Gordon and Catalini, 2018).

Conceptual use cases

Radanović and Likić (2018) explores the potential uses of blockchain for health data

and claims that it offers an opportunity for cost savings as well as increased data

sharing among relevant health stakeholders while improving data security. However,

they state that there are obstacles to overcome such as scalability issues and exten-

sive security risks with the utilization of smart contracts. Dimitrov (2019) comes

to similar conclusions and breaks down the benefits of blockchain in healthcare data

34



management into 5 parts: (1) enabling decentralized management of health data

without the need of a central intermediator, (2) providing immutable audit trails, (3)

enabling data provenance, (4) by ensuring robustness and availability of data, and

(5) increasing the security and privacy of data.

Blockchain prototypes

Azaria et al. (2016) built on Zyskind’s work to propose MedRec, a blockchain based

system to manage health records. The system integrates health records from different

sources (i.e. from different caregivers) to give patients a full overview of their health

records without the use of a central database. Patients can control access to their

health data to any providers and third-parties as they wish by utilizing smart con-

tracts, managing the relationship between patients and providers. Effectively, their

solution puts the patient as ‘owner’ of his or her data, providing the ability to choose

to reject or acknowledge other actors to access their data.

A key architectural component of the setup is that all medical data is stored off-chain:

the blockchain instead stores metadata which can be used to locate and authenticate

the locations for underlying records, which are kept in the providers’ databases. The

role of the blockchain is to store information about patient-provider relationships,

ownership of data, permissions and integrity of the underlying data (Azaria et al.,

2016). The smart contract structure of the blockchain can be viewed in the figure

below:

Figure 9: MedRec smart contract structure (Azaria et al., 2016)

In the original paper, proof-of-work was used as a consensus mechanism, proposing

that medical researchers could mine it in exchange for anonymized medical data to
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use in their research. However, this was changed in MedRec 2.0 to proof-of-authority.

The assumption is that medical providers are already trusted with medical data today,

and can therefore form a group of authorities to more efficiently provide consensus in

the blockchain. The MedRec 2.0 system has been successfully implemented in a test

in collaboration with Beth Israel Deaconess Medical Center (MedRec, 2019).

Yue et al. (2016) used a similar approach to propose a blockchain-based architecture to

put data in control of the patient in an application called ‘Healthcare Data Gateway’

(HGD). This would also enable patients to control their medical data while ensuring

privacy. Unlike the MedRec prototype, they propose medical data to be stored on

the blockchain and not off-chain, in the ‘private blockchain cloud’. However, the

scalability and privacy issues of storing information directly on the blockchain are

not discussed, and the architecture therefore seems unviable to use on a large scale.

Further, the system has not been tested. The model does however include some

concrete views of a user interface during an interaction between a patient and a

provider in their respective mobile apps, seen in the figure below:

Figure 10: User interface, Healthcare Data Gateway (Yue et al., 2016)

Dubovitskaya et al. (2017) made a significant change from the MedRec system in that

it stores patient data encrypted on a cloud platform, so that data may be available

even if the hospital node should be off-line, compared to the MedRec system where

raw data is kept in the caregivers’ databases. The blockchain still only stores metadata

such as pointers to the underlying data. They use a permissioned blockchain where

trusted institutions such as caregivers would constitute nodes in the network, which

allows for utilizing PFBT as a consensus mechanism. Patients would not be a part

of the blockchain but would have access points through a patient API, from where

all access to the patient’s underlying records would be managed. The architecture
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proposed can be displayed below:

Figure 11: Architectural structure Dubovitskaya et al. (2017)

Dagher et al. (2018) write that blockchain can address the problems of balancing

the privacy and accessibility of electronic health records. Their blockchain solution

‘Ancile’ enables data sharing between health providers, patients, and third parties by

placing patients as owners of managing access permissions to their medical records

through utilizing smart contract structures and a database manager. The role of

blockchain is twofold: (1) to manage access control and (2) confirm the integrity

of data. As distributed systems have a high storage cost, health data should never

be stored there, instead hashes of underlying records and query links, together with

the access permissions is what should be stored on the blockchain and kept intact.

They add that this solution assumes that the EHR vendor uses secure procedures and

databases for storing the medical records.
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Figure 12: Architectural description of Ancile (Dagher et al., 2018)

Privacy in Ancile is preserved by only defining a patient through their account num-

ber and Ethereum address. Further, information tied to a patient is split into differ-

ent contracts which adds a level of obfuscation. Lastly, all sensitive information is

encrypted with the use of a Cipher Manager which makes it difficult to retrieve. How-

ever, they state that while their system improves privacy and security in comparison

to e.g. MedRec, it loses in performance and ease of use (Dagher et al., 2018), and

conclude that there will always be a trade-off between the two. Further, they argue

that blockchain, by design, will never perfectly preserve privacy as information in the

network is shared between the nodes.

However, it does seem like a solution such as Dubovitskaya et al. (2017) would be

able to solve this by only letting a limited amount of trusted nodes (e.g. hospitals

and caregivers) constitute the network and have patients access it through a client,

and therefore minimizing the actors that share the information.

Interoperability

It is worth noting that neither Azaria et al. (2016); Dagher et al. (2018); Dubovitskaya

et al. (2017); Yue et al. (2016) address the lack of data standards as a problem for

exchanging information. Some papers even seem to suggest that blockchain in itself
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would solve the interoperability issues Gordon and Catalini (2018). However, not

having established a standard between different actors would make querying specific

pieces of information hard, and instead full documents would be exchanged every

time. This means that patients only wanting to share some set of data to a third-

party, would not be able to do so but have to share his or her full medical history. This

leads to unnecessary transactions in terms of security and compromises the privacy

of the patient. Additionally, the third-party might not get the data in such a format

that it is easy for them to utilize the data in their own systems.

Zhang, White, Schmidt, Lenz and Rosenbloom (2018) and Peterson et al. (2016)

proposes blockchain solutions where they take into account the need for interopera-

ble data to enable exchanging specific and structured pieces of information between

healthcare actors. Zhang, White, Schmidt, Lenz and Rosenbloom (2018) solution

’FHIRChain’ proposes the use of HL7’s FHIR standard as the foundation of making

data interoperable and readable between actors. This is enforced in the smart con-

tracts, such that data is first validated if it follows the FHIR API standard before

being integrated. Peterson et al. (2016) also proposes FHIR, motivating the choice

by the popularity of the standard, but also because of supporting audit trails and

provenance.

The role of blockchain

There are many similar solutions to the described ones above such as Gordon and

Catalini (2018); Liang et al. (2017); Yang and Yang (2017) who all propose blockchain

solutions for health data from different angles. The common theme among the papers

is that the role of blockchain is to enable health data sharing through (1) access

control management between multiple data sources, (2) confirming the integrity of

health data and (3) enabling audit trails of access to a medical record. This echoes

the conceptual findings of Dimitrov (2019) and Radanović and Likić (2018).

Summary of blockchain architecture proposals

A summary of 19 papers proposing blockchain architectures (see appendix 1 for de-

tails), including journal, conference and grey literature, can be seen in the table below.
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No. of publications (%)

Blockchain platform

Ethereum 6 (32%)

Hyperledger Fabric 2 (11%)

Multichain 1 (5%)

Not defined 10 (53%)

Consensus algorithm

Proof-of-work 2 (11%)

Proof-of-authority 1 (5%)

PFBT 2 (11%)

Hybrid / other 4 (22%)

Not defined 10 (53%)

Private/public

Private 4 (21%)

Public 3 (16%)

Consortium 3 (16%)

Not defined 9 (47%)

Permissioned/permissionless

Permissioned 11 (58%)

Permissionless 0 (0%)

Not defined 8 (42%)

Smart contracts
Yes 12 (63%)

Not defined 7 (37%)

Medical data storage

On-chain 4 (21%)

Off-chain 15 (79%)

Not defined 0 (0%)

Table 2: Technical summary of blockchain papers

Medical data storage

The only parameter that none of the papers examined left undecided was choosing to

store medical data off or on-chain. A clear majority (n=15) chose to store it off-chain

as on-chain storage was seen as an unviable solution, with only 4 proposing on-chain

storage. Reasons include privacy issues of keeping data visible as discussed earlier,

but also performance issues (da Conceição et al., 2018), storage cost of maintaining

all data on every node (Dagher et al., 2018; Park et al., 2019) and scalability issues
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(Zhang, White, Schmidt, Lenz and Rosenbloom, 2018). Among the proponents for

on-chain storage, Ivan (2016) writes that having data stored on-chain provides a

higher degree of security because there is no institution that can be hacked to obtain

multiple medical records. Indeed, a blockchain cannot hinder tampering or a hack in

the off-chain storage, but merely manage access to it through the blockchain network

and easily detect if the underlying data has been tampered with.

Private vs public & permissioned vs permissionless blockchains

Most solutions tend to favor private or consortium blockchains (37%) compared to

having them public (16%). Further, none of the solutions described them as per-

missionless, but instead 58% proposed a permissioned blockchain environment. This

makes sense as public ledgers typically demand proof-of-work or similar consensus

algorithms that raises scalability concerns, in combination with the sensitive nature

of health information.

Smart contracts

A majority (63%) described their systems as utilizing smart contracts, which should

not come as a surprise as it is that property that allows for data exchange management

on top of a blockchain. The other part did not explicitly mention smart contracts,

but it could be deduced from the functionality that they intend to use it.

Consensus algorithm

Half of the papers proposed a specific consensus algorithm. Similar to the few

amounts of public blockchain environments, there were only 2 papers proposing proof-

of-work as consensus mechanisms: which makes sense since it mainly needed for pub-

lic blockchains. There was a wide range of consensus algorithms for permissioned

settings, with PFBT and hybrid consensus mechanisms on top, but also proof-of-

authority, QuoromChain consensus algorithm, and proof-of-interoperability. MedRec

2.0 utilizes the highly scalable proof-of-authority, instead of the proof-of-work used in

the first version, which builds on having trust in caregivers as authorities. However,

some argue that proof-of-authority raises consistency concerns and should be avoided

in settings with high demands on data integrity (De Angelis et al., 2018) and instead

favor PFBT even if there is some loss of efficiency. Fan et al. (2018) propose a hybrid

consensus mechanism in their solution to regain some of that loss of efficiency from

using PFBT, which they describe is impractical for medical data.
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Blockchain platform

Half of the papers suggested a blockchain platform to run their solution on. Among

those, Ethereum was most commonly suggested (32%), usually because of its sup-

port of smart contracts and therefore possibility to manage information exchanging

(da Conceição et al., 2018; Dagher et al., 2018). It is also worth noting that, while

Ethereum foundationally is a public, proof-of-work based blockchain platform, it also

supports permissioned and consortium blockchains based on its protocol (Olleros and

Zhegu, 2016), which also is what the majority of papers proposes, and not public

Ethereum blockchains. The other two proposed platforms were Hyperledger Fabric

and Multichain, both two other smart contract platforms aimed to set up non-public

blockchain architectures.

3.2 Practical examples

3.2.1 Commercial actors

During recent years, several commercial initiatives have been developed, trying to

package blockchain-based solutions for personal health data facing caregivers, pa-

tients and/or third-parties. Patientory, MedicalChain, PokitDoc, MediBloc, and

HealthWizz are just a few examples of such services having implemented solutions for

the storage and sharing of personal health information through a blockchain-based

platform (Dimitrov, 2019). The majority of these services use private permissioned

blockchains on Ethereum or Hyperledger and do not store any actual health data on

the blockchain. Further, many of these services issues tokens as part of the setup. Pa-

tientory views the tokens as the best available payment system to support this kind

of infrastructure, where caregivers would get rewarded for meeting certain quality

metrics, and patients would pay token to use the network to rent health information

storage space (McFarlane et al., 2017).

3.2.2 Non-commercial actors

Two major non-commercial projects related to the field are currently in place. Esto-

nia has implemented a national system, the e-Health record, that integrates medical

records from healthcare providers with different systems in a shared, nationwide,

ledger. Every citizen that has visited a doctor will get one of these e-Health records,

which they can access through the national e-Patient portal. Doctors can access the

e-Patient portal in a single electronic file if given authority by the patient, to view

the full medical record of the patient (including image files).
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To increase security and ensure data integrity for the Estonian e-Health records de-

scribed in chapter 2.6, a blockchain layer has been built on top of the database.

The role of the blockchain is to act as a “digital defense dust”, protecting the data

from misuse. While no medical data nor access management rules are stored on the

blockchain, log files that records and timestamps all activity (such as access and data

changes) are. This way, practitioners and patients can be sure that no unauthorized

access or edits have taken place, and if a breach happens, administrators are im-

mediately noticed so that they can take action (Einaste, 2018). The system is fully

implemented and in use: 99% of the population have one online e-Health stories and

more than 20m documents and 250m events are stored in their information system,

on which the blockchain layer operates (e-Estonia, 2019).

The blockchain is operating on a private network, using a KSI blockchain called KSI

Blockchain developed by vendor Guardtime. However, it is unclear who runs the

nodes in the system, and some even doubt to which extent Estonia’s system really

can be said to use blockchain (Kivimäki, 2018).

The United Arab Emirates also aims to secure their EMRs with blockchain (Brytskyi,

2019). In 2017, NMC, the largest healthcare provider in UAE started a pilot project

together with telco company Du and consultancy Guardtime to improve their EMRs

with blockchain. One key property of using blockchain was that of enabling doctors

and caregivers to be “100% sure of the accuracy of retrieved records” to increase

their trust in external health information. It aims at being a part of making health

records more accessible across organizations in the Emirates, with the main function

of improving security (Albawaba, 2017).

An interesting note about this is that the blockchain is not here aiming to strengthen

patient empowerment, but mainly to increase access to patient records from a care-

giver’s point of view. Thus, blockchain could be part of enabling increased data shar-

ing to relevant stakeholders without the use of patient-centric health records. Indeed,

it is to the cost of loss in patient privacy and ownership of their health information,

but maybe, one might argue, for the better in terms of caregiving.
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4 Method

In this section, the method used to conduct the study is presented to the reader. This

chapter covers the research approach chosen, the logical process of the study, how data

was collected and analyzed and lastly - the research quality.

4.1 Research approach

This thesis aims to answer a wide and open-ended question of qualitative nature,

trying to explore and understand a problem rather than trying to understand a quan-

titative relationship (Creswell, 2014). We aim to contribute to the literature by study-

ing and predicting the outcome of a phenomena (blockchain) in a certain industry

(healthcare), in a certain level of analysis (business/industry-level). Doing so where

little literature on the topic exists demands an explorative and inductive approach

since there are few in-depth studies on the topic of blockchain in healthcare.

There are three ways to conduct research in exploratory studies: reviewing literature,

expert interviews and focus group interviews (Saunders et al., 2009). This study

focused on a combination of the former two: expert interviews and literature collec-

tion. Because of the interdisciplinary nature of the study, knowledge from several

knowledge bases had to be integrated into the study, such as healthcare, blockchain,

regulations, startups, etc.

4.2 Research process

The research questions asked circles around data exchanging in the healthcare sector:

the potential of it as well as the role of blockchain in enabling it. A starting point for

answering these questions was thus through conducting a pre-study on current issues

in the healthcare data ecosystem. This provided us with insights into what challenges

that remain and laid a foundation how further research questions could be answered.

While the research process was not completely linear, the steps could be simplified as

shown in table 3 below:
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Research question Description Research design step Scope of investigation

SQ1

Mapping up the actors

in Swedish health data

ecosystem

Step 1a

Swedish Health Data

Ecosystem

Identify which problems

are solved and which re-

mains to be solved

Step 1b

Map out the current work

towards solutions today

Step 1c

SQ2

Identify the value created

by using blockchain for

health data

Step 2a

Blockchain healthcare

experts and healthcare

actors

Identify how blockchain

could help how to address

the remaining problems

in the Swedish healthcare

sector

Step 2b

Identify the feasibility

and the prerequisites for

a blockchain implementa-

tion given the identified

scenarios

Step 2c

Table 3: Research process overview

4.3 Data collection

Data was collected through a combination of interviews and literature. Hence, the

study has a multi-method qualitative design as it uses more than one qualitative

data collection technique Saunders et al. (2009). The choice of combining more than

one data collection technique gives the benefits of being able to use it for different

purposes - in the early more exploratory stage the literature review supported the

design of the themes and topics used in the semi-structured interviews while at the

same time, topics found in the interviews could be further studied in the literature

review Tashakkori and Teddlie (2010).

4.3.1 Literature review

Sharp et al. (2017) argue there are two major reasons for conducting a literature

review. The first is to support in generating and refining the research idea and the

second one - most referred to as the critical review - is a part of the research project.

In this study, a literature review was first conducted at an early stage of the work to
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better understand the research topic and the existing intellectual territory, as well as

finding gaps in the current literature on the research topic. Secondly, a literature re-

view was performed on current work on blockchain for personal health data to further

be able to understand and map the current suggested solutions existing today. These

findings could then be critically reviewed and related to findings from the interviews

held. Due to the immaturity of the research topic chosen, a review of academic pa-

pers such as journals had to be complemented with the use of non-academic sources

of information. Moreover, the majority of academic papers reviewed were produced

latest in 2018 in order to ensure relevance. Non-academic papers mainly consisted

of secondary literature in the form of newspapers and government reports as well as

primary literature/grey literature such as company reports and white papers. The

primary data sources for the literature review was Web of Knowledge, IEEE Xplore,

JSTOR, SpringerLink, Google Scholar, and ScienceDirect.

4.3.2 Semi-structured interviews

All conducted interviews were of a semi-structured character, where a list of themes

and questions were covered but which varied from interview to interview. Because of

the exploratory nature of the study, the use of unstructured or semi-structured inter-

views was the most preferred choice of data collection and lets the researcher be more

flexible and seek new insights given a specific organization context and (Saunders

et al., 2009). The majority of interviews conducted were performed face-to-face in

Stockholm except for three interviews were the interviewee were located either abroad

or outside of Stockholm. Those interviews were conducted via Skype or Google Hang-

out. All interviews were recorded using a mobile phone for the face-to-face meeting,

and an inbuilt recording function when over Skype. In addition, notes were taken

during the interviews - aiming at catching all relevant content arising during the in-

terviews. The language used varied from interview to interview between English and

Swedish.

Interview sampling

All interviewees were chosen given their expertise in the field of personal health data

and/or blockchain technology. We stratified the sampling by making three clear dis-

tinctions in the interviewee study sample group and then formulated a set of criteria

to be matched when selecting individual interviewees. The sample size distribution

of the different study sample groups was not predetermined but rather a result of the

response rates gained when reaching out to potential participants. The interview sam-
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pling technique used was a combination of self-selection and snowball sampling. The

self-selection of interviewees was made by heavy research on health- and blockchain

related forums, articles, and Linkedin. In some cases, the interviewees were instead

selected opportunistically through referrals from another interviewee and hence snow-

ball sampling was used which is suitable when it is difficult to identify members of the

desired population (Saunders et al., 2009). This was the case for some areas in the

study where it was difficult to determine the most relevant interviewees to contact.

All interviewees were contacted either via email or LinkedIn.

Study sample group Research design step Sample Universe Inclusion

Criteria

Sample size (interviews)

GA: Governmental Agency Steps: 1a - 1c The interviewee has a project

leader role or similar in a govern-

mental agency with clear touch-

points to health governance and

development

3

BE: Blockchain Experts Steps: 2a - 2c The interviewee is either 1) a

published author on the subject

of blockchain for health infor-

mation or 2) founder/c-level em-

ployee at a company focusing

on blockchain for health informa-

tion

5

HDE: Health Data Expert Steps: 1a - 1c The interviewee is either 1) c-

level executive or project leader

at an EMR company or 2) in-

formatician/IT consultant at a

company working with health

data or 3) researcher within the

are of health information

7

Table 4: Interview sampling overview
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Name of interviewee Interviewee code Position of interviewee Affiliation of interviewee Organisation Date Channel Length (min)

Stefan Farestam BE1 Co-Founder Blockchain health experts Carechain 01.03.2019 In person 60

Johan Sellström BE2 Co-Founder Blockchain health experts Carechain 01.03.2019 In person 60

Allan Gustafsson HDE1 CEO Personal health account Mapsec 12.03.2019 In person 90

Christina Kling-Hassler GA1 Operations strategist Governmental Agency Inera 18.03.2019 In person 70

Marcus Claus HDE2 Chief of Health Consultant C.A.G 22.03.2019 In person 120

Dennis Höjer HDE3 CEO EMR Evimeria 26.03.2019 Video 60

Martin Grundberg HDE4 Chief of Informatics EMR Cosmic 27.03.2019 In person 75

Jens Alm HDE5 Founder and CEO EMR ProRenata 29.03.2019 In person 60

Karina Tellinger GA2 Coordinator and strategist e-health Governmental Agency SKL 01.04.2019 In person 70

William Oliver HDE6 General Manager Sweden EMR Cerner 05.04.2019 In person 75

Carl Jarnling GA3 Unit Chief Governmental Agency The Swedish eHealth Agency 09.04.2019 In person 65

Andrew Lippman BE3 Senior Scientist Blockchain expert MIT media lab 11.04.2019 Video 45

Sara Riggare HDE7 Author and researcher Healthcare Karolinska Institute 12.04.2019 In person 60

Björn Skeppner HDE8 IT Architect Personal health data C.A.G 23.04.2019 In person 60

Mirko De Malde BE4 President Rome Chapter Blockchain expert Government Blockchain Association 02.05.2019 Video 75

Peng Zhang BE5 Research assistant Blockchain expert Vanderbilt University 17.05.2019 Video 60

Table 5: List of interviewees

Interview design

As already described in the previous section, the semi-structured interviews followed

specific themes and topics but diverged in many cases depending on the context

of the organization and the content that arose during the interview. Because of

the exploratory nature of this study, there was no need for a precise consistency of

questions asked during the interviews. However, the interviews followed set themes

and topics for each respective study sample group, as illustrated in the table below.

Each interview had a scheduled duration for one hour, but some came to be shorter

(minimum 45 minutes) and some came to be longer (maximum 120 minutes).
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Study sample group Theme/topic

GA: Governmental Agency

Information about the interviewee

Current trends in health data and interoperability

Blockers for increasing data availability in Sweden

Governmental initiatives in increasing data availabil-

ity and interoperability in Sweden

Governmental initiatives on blockchain for health-

care

BE: Blockchain Expert

Information about the interviewee

Value of blockchain for personal health data

Current blockers for blockchain adoption

What needs to happen for mainstream adoption

The role of government vs. commercial players

HDE: Health Data Expert

Information about the interviewee

Current trends in health data and interoperability

Blockers for increasing data availability in Sweden

Governmental initiatives in increasing data availabil-

ity and interoperability in Sweden

Value of blockchain for data availability

Table 6: Interview themes

4.4 Data analysis

The data collected from the interviews followed a grounded approach, where relation-

ships between the data were identified and questions/hypotheses were developed to

test these relationships (Saunders et al., 2009). The initial analysis was performed

during the interviews, where data was processed in real-time. The recordings from the

interviews were listened through within a week post each respective interview in or-
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der to keep the contextual importance of the interview fresh in memory. As Saunders

et al. (2009) states, there are different alternatives in reducing the time needed for

audio transcribing, and the technique used was to only prescribe those parts of each

recording that was perceived as pertinent to the research. A condensation of meaning

was performed in this stage through the summarization of key points emerging from

the interviews. This compression of long text into brief statements provided the main

sense of what had been said in a more comprehensive way, more easy to categorize.

This allowed for a more interrelated and interactive process where the analysis quickly

helped in shaping the direction of the data collection as it opened up for the detection

of important patterns and themes which could be used in redefining categories in

proceeding interviews. After the summarization, the data were categorized by first

developing categories relevant to the research question and subsequently, mapping

pieces of data to the developed categories. This exercise allowed for the identification

of further relationships and meaningfulness of data.

4.5 Discussion of research quality

Saunders et al. (2009) define internal validity as the “extent to which findings can

be attributed to interventions rather than any flaws in your research”. Exploring

topics such as the current state of the data health ecosystem in Sweden at the role of

blockchain in increasing data availability and security - the interviews conducted will

always be subjective to the interviewees perspective and context and not undoubtedly

be mirroring the ‘truth’. There are a few specific concerns related to the internal va-

lidity of such a study, that can be mitigated through certain actions. Alvesson (2003)

raises the need for critically assessing the interview methodology and the definition

and understanding of specific terms used in the interviews. Because terms like “how

does blockchain provide value” probably will be highly subjective to the interviewee,

it is important to create clear definitions of all terms exposed of being misinterpreted,

in order to create consistency between the interviews and to be able to draw logical

relations from the data collected from the interviews. Furthermore - as one of the

four types of triangulation techniques defined by Denzin (1978) and Patton (1999) -

this study used data source triangulation through cross-checking of certain findings

with other interviewees, in order to increase the validity of the research.

Construct validity refers to the extent to which the measurements actually measures

the construct they were intended to measure and describes the reality (Cooper and
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Schindler, 2008; Saunders et al., 2009). Construct validity has become a major objec-

tive in terms of a study’s validity (Hubley and Zumbo, 1996). Cooper and Schindler

(2008) argue that construct validity is present when the researchers are deploying

adequate definitions and measures of variables. Further on, Gibbert et al. (2008) de-

fines different steps in enhancing construct validity with the first one is having a clear

chain of evidence to allow the reader to connect the logical relationships from research

to the final conclusion. Secondly, as already mentioned in the previous section - the

researchers should use triangulation in order to establish a variety of angles to the

same phenomenon/construct.

In exploring the state of the current health data ecosystem in Sweden and the role

of blockchain in increasing data availability and security, the question of construct

validity in this study is whether the interview questions formulated and the findings

gathered from the data collected fully represent the reality and answer the stated re-

search question. To mitigate these risks, this study has used triangulation of different

data sources (multiple interviews) and different data collection methods (literature

review and semi-structured interviews). Further, as mentioned in the section above -

specific terms exposed to a risk of misinterpretation has been clearly defined to the

interview subjects.

External validity is about the generalizability of the study to all relevant contexts -

i.e. to what extent the findings from the research can be applicable to other types of

research settings (Saunders et al., 2009). Creswell (2014) argues that the character-

istics of the sampled interviews, the setting and the timing of the interviews are the

major threats in establishing external validity. Important to point out is that this

study does not seek to produce any theory that is generalizable to all populations, but

rather to explain what is going on in the Swedish health data ecosystem and the role

of blockchain in that context. As this study does not claim to produce results, con-

clusions or theories that could be applied to all other research contexts, proving the

external validity of the research is not fundamental (Saunders et al., 2009). Moreover,

as blockchain is a highly immature technology, the timing could affect the findings

both from the literature review and interviews.

Another issue in terms of data quality when using semi-structured interviews as a

primary collection of data is the reliability. Reliability in research refers to the extent

to which the same derived results could be produced following the same methodology.
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This definition is flawed in qualitative research with diverse paradigms and the core

of reliability is therefore mainly referring to consistency (Leung, 2015). Another issue

related to reliability is that it may not be intended to be repeatable since the results

reflect the data gathered at a specific point in time. In order to ensure high reliability

in the study, however, the clear notes regarding research design, arguments supporting

the choice of both strategy and methods and the data collected should be sufficient in

creating the reliability of the study even though different results might be obtained

using the same methods in another context of geography and time.

52



5 The Swedish health data ecosystem

To be able to answer how blockchain solves data availability and security issues in

the Swedish health context, we must first examine specifically what those problems

are. This section focuses on the first sub-question regarding the current state of the

Swedish health data ecosystem. Results on the identified issues are presented and

discussed in a combination of interview material and literature. These findings will

feed into SQ2 and later into the main RQ.

Below is a simplified illustration of the current health data ecosystem in Sweden.

Data production- and consumption flows are illustrated as well as identified con-

sumption/production flows that are currently missing. In short, the issues are as

follows:

• (1) The National Service Platform only providing view-access to medical records

and no ability for data consumers to get access to raw data (i.e. digital disclo-

sure)

• (2) Third-parties not being able to consume information from the system as it

would compromise patient privacy

• (3) Patients not being able to consume all clinical health data about themselves

• (4) Caregivers not being able to flexibly exchange data with each other, however

• (5) Patients not being able to produce information to the system, i.e. no inte-

gration of PGHD
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Figure 13: Schematic overview of Swedish health data ecosystem

While these issues were identified and confirmed through interviews, a major finding

on the current state in Sweden was also regarding the issues that are already solved.

The national service platform (NSP) in place has made vast improvements in data

availability for both patients and caregivers, as it collects information from health

care centers and hospitals in Sweden and allows for different data consumptions flows;

Patients can view their own medical records collected among different institutes they

have visited through the service Journalen, caregivers can view their patients medical

through the service NPÖ, and certain healthcare actors can access specific sets of

information about patient through the national service platform, e.g. pharmacies

being able to view what drugs a patient have been prescribed by a caregiver. These

points are also illustrated in figure 13.

Many pointed to the fact that we have come along way in contrast to other countries,

and that there is a general misunderstanding that we lack this infrastructure today:

”There is a problem in today’s debate when people say that there is no

standardized way to reach and exchange information in Sweden and that

we need to take a number of steps forward. All regions have, from the

beginning of 2005, worked out a regulatory framework and a technical in-

frastructure for this. This infrastructure exists, and today most people
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have joined it, but there are still some people in the debate saying it is not

done. There is thus a marketing problem in Swedish healthcare” - (HDE2,

2019)

Increasing data availability for caregivers

In other words, there is a central infrastructure currently in use that supports data

exchange between caregivers and health actors in the Swedish data ecosystem. How-

ever, this is not to say that it has solved all of the problems. One issue is that NSP

and its service applications (e.g. Journalen, NPÖ), do not have full information cov-

erage and that the information shared varies significantly between regions and private

caregivers. This can be viewed in figure 14 below, displaying the percentage of regions

and private caregivers currently sharing information to the National Service Platform

in terms of the main 8 data elements supported by the infrastructure (note: munici-

pality data is left out). Note that private caregivers that are not commissioned from

the public payer is completely lacking the ability to connect to NPÖ as well and are

excluded from the figure. Figure 15 then displays the importance of being able to

access these elements when treating a patient, as rated by doctors.

Figure 14: Share of caregivers connected to NPÖ, broken down by data element and

caregiver type (Inera, 2018)
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Figure 15: Doctor perception of data importance when treating a patient (Inera, 2016)

0-49 Very low importance

50-59 Low importance

60-69 Medium importance

70-79 High importance

80 - Very high importance

Table 7: Index classification (Inera, 2016)

As illustrated in the graph above, less than 50% of the regions share patient data

on medication/prescription, image examination results and drug sensitivity to NPÖ

- which is of high or very high importance to doctors when treating a patient, ac-

cording to a survey conducted by Inera (Inera, 2016). Although private caregivers

are better in sharing some data elements to NPÖ (e.g. medication/prescription and

drug sensitivity), only a small fraction of private caregivers share data on examina-

tion results for clinical chemistry and images. The key takeaway is that the technical

infrastructure in place today is not fully utilized by caregivers, and simply making

caregivers connect more data elements to the national infrastructure would improve

the data available for both patients and physicians.

Why is not all information shared if there is a technical infrastructure in place? A part

of the problem according to interviewees is found on a regional level with the incentive

structures and governance in Sweden. Swedish healthcare is driven by each region

rather than on a national level, where individual regions have low or non-existing

incentives to establish data sharing structures with each other as it is a costly and

difficult process:
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“It is difficult and expensive to integrate into service contracts, you have

to connect each system and each data element” - (GA1, 2019)

There is no obligation for regions, municipalities and private caregivers in sharing all

possible information to NPÖ, and further on no clear incentive for them to do so.

Regions, municipalities and private caregivers basically might not perceive any direct

benefit of sharing more data.

To solve this, one key requirement that several interviewees pointed out was to simply

introduce requirements for caregivers to connect all the data elements to the NSP. A

more underlying part of this problem can according to the interviews be linked to a

lack of clear leadership on these questions, which was a commonly brought up theme

during the interviews when trying to understand what needs to be done in order to

create greater accessibility to data:

”Most realize that we must go towards a more person-centered paradigm

and also give the individual more power to dispose of their information.

However, in my opinion, there is no strong political leadership on these

issues. There is a clear will but no clear leadership” - (GA2, 2019)

HDE4 also called for better governance by authorities on the subject on defining

standards to use to improve interoperability:

in“We as an EMR provider wants authorities to nationally say, “do this”.

But currently governance is lacking, there are too many governmental

agencies which makes it unclear how to govern properly within this area.”

- (HDE4, 2019)

“The largest problem in Sweden in these areas today is that we lack one

common decision maker, instead we have 21. So much energy is put to-

wards reinventing the wheel time after time” - (HDE3, 2019)

Although NPÖ has solved some of the data unavailability issues in the Swedish health-

care system for caregivers, current legislation still hinders bilateral exchangeability

which sometimes is required in the care process where the treating party has to view

the patient’s medical record beyond information displayed in NPÖ. Paramount to

increasing the data availability here is of course interoperability - both technical and
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semantic - and this was something brought up in every interview held. To nationally

agree on a standard like FHIR won’t solve all problems since there is still a need

for greater semantic interoperability in order to create a greater flow of information

in the ecosystem (HDE4, 2019). Investigations are being made by SKL and Inera

as a part of vision e-health 2025, to develop a framework for standards and the ex-

amined standards are OpenEHR, Contsys /13606-3 and FHIR and the end result is

yet to be seen. When asking about EMR providers own work towards standards like

OpenEHR to create greater semantic interoperability, many of the interviewees refer

to the complexity and cost of doing so.

“Building this into our systems is like a heart transplant of a system.

This type of complex legacy care system has been built for years and is

most often modernized on the surface where they are easy to build new

interfaces and applications. It is very difficult because it is complex and

very risky and costly to replace the entire subdivision in such a system.” -

(HDE4, 2019)

Integrating PGHD in the system

As discussed in the literature, patient-generated health data has the potential to

significantly improve the caregiving and health outcomes of patients. However, the

integration of such data in a clinical setting in Swedish healthcare is essentially non-

existent. There is no infrastructure in place for how patients could provide data

to their caregivers, and the current National Service Platform does not support the

integration of PGHD or IoT devices.

Integrating PGHD into the clinical setting has several challenges to tackle. There is

a need to agree on technical and semantical standards, but also on defined work pro-

cesses of how this data is supposed to be utilized in the clinical context. A commonly

brought up theme in regards to challenges in integrating PGHD data into the conven-

tional care process is the need for standards and guidelines on how to use this type

of data. How can the data quality produced from the patient side be trusted from a

clinical perspective and how can it be integrated into the current work processes of

physicians are still question marks needed to be resolved.

“If a patient, for example, can register their own measurements, and this

is to be transferred to the hospital’s EMR system - who is going to monitor
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this data flow and ensure the quality of data?” - (HDE4, 2019)

HDE4 argues that the trend towards involving the patient more in his/her care is clear,

but that the one’s today carrying out the care have a more conservative view on the

obstacles that need to be resolved before this can actually happen, both legally and

operationally. HDE7, a researcher and chronically ill patient, explained the benefits

of integrating the patient and PGHD better in the clinical settings:

“The care system today is not well adjusted for patients like myself, suf-

fering from chronic illnesses such as Parkinson, and who wants to im-

prove our own health and create solutions for ourselves. And this is a

great problem. There is a study by Schroeder (2007) that concludes that

the professional caregivers contribution to health outcomes is merely 10%,

while 40% comes from our living habits (the rest is social factors and ge-

netics). Utilizing this part better in healthcare, for example by integrating

data generated by patients, is easily one of the greatest opportunities [for

improving healthcare] today.” - (HDE7, 2019)

There is some resistance to this movement, as seen by HDE5, a former clinician,

who is questioning the value of integrating PGHD data for ‘regular’ patients - i.e.

patients not suffering from chronic illnesses. HDE5 thinks there is a large potential

for crossbreeding between different third party health data applications and that there

is an overlap to the clinical setting, but that this overlap should not be exaggerated.

“I think one should watch out for the hype, most often I experience that

it’s coming from people who don’t have a clear view on how healthcare

is carried out. People who are too focused on the wellness perspective” -

(HDE5, 2019)

However, BE1, BE2, HDE5, and HDE7 all stress the value of making this data avail-

able in the clinical setting and integrating it into the clinical processes for people

suffering from chronic conditions where it could add a lot of value in the continuity

of care.

Increasing data availability for patients and third-parties

As the only actors allowed to view a patient’s medical records according in accordance
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with patient data law is the caregiver currently treating a patient, and the patient

itself (Datainspektionen, 2019), there is no opportunity for a third-party actor such as

a company to get access to this type of data except through a patient choosing to share

his or her information to the third-party physically. Therefore, making data available

to third-parties is also strongly linked to first making the information available for

patients themselves.

In enabling the flow of patient health data outside of the conventional care system,

there are several challenges to tackle. Today, the patient data law enables the disclo-

sure of patient medical records through direct access, which today is done through

the application Journalen. There, the patient can get an overview of their medical

history. A patient also has the right to request a copy of their full medical record from

any given caregiver they have had relations to, who has to comply with the request.

However, this is done by the clinic providing the patient with a physical paper copy

of her/his medical record. There is no regulations around a digital disclosure of a

patient’s full medical record transferred in a machine-readable way. This leaves us

with having mechanisms for direct access but not for direct disclosure meaning the

patient can not gather and own a digital copy of their medical record to share with

other parties such as research institutions, medical companies and other third parties

(HDE2, 2019).

“The problem is mainly that we do not have digital disclosure. The Patient

Data Law should be changed to regulate for disclosure in a digital, machine-

readable way. I think it is only a matter of time before some authorities

propose changes to the ministries and government that the law must be

changed. The Data Inspection themselves says that their task is ensuring

compliance with legislation, and if one sees the legislation as an obstacle

to development, one must address it and propose a change. They basically

send the message back to the experts in the market to request a legislative

change - and it has to happen!” - (HDE2, 2019)

The barriers to increased data sharing with current legislations appeared during the

initiative “Hälsa för mig”, where The Swedish Data Protection Agency had concerns

in how far the responsibility for sensitive personal information stretches. HDE1 argues

that GDPR which started to apply in May 2018 - just one day after the final judgment

of ‘Hälsa för mig’ - has created sufficient legal grounds for the conceptual setup of
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“Hälsa för mig”, a personal health account in which the individual controls the data

and can restrict accesses. GA2 is of a similar opinion and thinks that article 20 in

GDPR - ‘Right to Data Portability’ - is the big enabler of giving the patient more

power and control of their data. The article states that:

“The data subject shall have the right to receive the personal data concern-

ing him or her, which he or she has provided to a controller, in a struc-

tured, commonly used and machine-readable format and have the right

to transmit those data to another controller without hindrance from the

controller to which the personal data have been provided” - (Council of

European Union, 2018)

HDE5 is of a similar opinion and states that the Data Inspection Agency should be

given new directives. He argues that it’s an absolute given that a patient, with the

consent of their partner or family member, should be able to view their records or

share it with whomever they please.

In solving these legislations issues and questions on who is responsible for the use

of data and to what extent, one solution that was brought up in the majority of

interviews is empowering the user with greater control of their personal health data.

One could argue that, ultimately, CGHD concerns a specific patient and their health

condition and that the patient therefore should be able to control how this data is

being used.

“One solution is to give the power to the individual to decide whether

she/he wants to use the data for other purposes. Today, it is extremely

difficult for researchers to gain access to data in the care system. First,

it must be ethically tested by an ethics review board, then the healthcare

provider must disclose the information in a standardized format. By in-

stead allowing the individual to collect her/his information herself/himself,

one has moved the control to the individual to decide for themselves whether

they want to share the data or not” - (HDE2, 2019)

A trend to be pointed out is the increased understanding EMR companies have gained

in the value of having a more open ecosystem and integrating third-parties. HDE6

states they are opening up their EMR APIs to let commercial startups use their data
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to develop new specific services and products which then could be used to provide

improved care for patients. His view on EMR companies in the future is that they

will be the operating system, the ‘back bone’ to personal health data and thereof

providing the opportunity for third-parties to develop certain applications on their

platform.

“We have run out of software essentially and we have to keep going. We

want to be the operating system for healthcare, and you go do whatever

you want to do and write whatever app you want and whoever is the best

will win. We will continue to write the operating system and facilitate

the network for all of this to happen. Again, there is a huge problem in

Sweden with privacy and the ability to write apps on top of this type of

data, procurement laws and all challenges around this needs to be solved”

- (HDE6, 2019)

Another EMR provider interviewed also mentioned their work on an external inte-

gration platform where companies can find open APIs to integrate against. For this

provider, this has for example been used to improve the process of optician referrals,

where opticians - who are not a part of the healthcare system in the regular sense

in Sweden - can refer directly to physical care through an integration to the EMR

system.

“We as an EMR provider does not develop all relevant applications today,

but by opening up systems it is possible for others to identify an operational

issue and develop a specific solution targeting that. I believe that in the

future we will have more and more cross-organisational issues requiring

the use of third-parties” - (HDE4, 2019)

Furtheron, consumer trends in the market indicates the demand for increasing the

possibilities to share patient health data to third-parties. An example of services

supporting this trend is PatientsLikeMe which was a spontaneously emerged and that

offers a patient network and real-time research platform, where patients can connect

with others who have the same disease and share their data and experience with each

other (HDE2, 2019).

“When you have a chronic or terminal illness, you might feel you need
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support and advice from people in similar situations and that is one major

benefit of increasing the data availability and letting patients be able to

share their data with other parties” - (HDE2, 2019)

Data security

Another issue brought up in a couple of interviews - related to improving data ex-

change and availability of patient health data not so commonly discussed - is the

security of patient health data. The majority of health related IT systems used in

Sweden today was developed in the 90’s or early 00’ and suffer from severe security

flaws which was pointed out by HDE8. SLL’s largest EMR which has more than 35

000 users has most of its information in plain text and saved on disk. HDE8 argues

that if you are on the hospital’s network, it’s extremely easy to access the files in the

EMR, which poses a high risk for a leak of medical records. Breaches In addition, the

governmental agency responsible for the NSP, Inera,

Another security issue confirmed by HDE8 who was involved in the development of

the National Service Platform is that the NSP constitutes a single point of failure.

All call permissions for information consumers are handled within a directory service

inside the infrastructure which, if compromised or hacked, could result in personal

health information being exposed.

When it comes to integrity and confidentiality preserving, under the current system in

Sweden, caregivers are required to perform systematic samplings of their employees’

logs under guidelines postulated by the The National Board of Health and Welfare

(Socialstyrelsen, 2018b). The procedure of such “systematic sampling” is however not

defined, but a common process adopted by caregivers are to each month review 10%

of the employees’ logs under a duration of at least 24 hours, to detect anomalies in

their employees’ activities. This approach is far from perfect and the quality of the

set procedures likely to differ from caregiver to caregiver leaving an unknown number

of wrongfully accessed medical records.

To summarize, there are several required actions needed to be taken in order to reach

further in making patient health data more availability in the healthcare ecosystem

and connect the data silos. The figure below is an illustration and short summary of

the current issues we have identified through the interviews as pertinent to solve in

order to increase the data availability and use of both clinical and patient generated
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health data.

Figure 16: Data subject overview

Figure 17: Identified obstacles to increase data availability

64



6 The role of blockchain

This section aims to provide the findings regarding blockchain that are needed to an-

swer the main RQ. First, the question of how blockchain is useful for health data is

examined, which answers SQ2. Then, we analyze blockchain in relation to the Swedish

context in terms of which of the current problems it cannot solve, as well as the fea-

sibility of using blockchain in Sweden. By answering these questions, we can propose

solutions in the discussion of what role blockchain can have.

6.1 Why use blockchain for health data?

6.1.1 Relevant attributes

Using Zheng’s framework for the usefulness of a blockchain, we could match the

properties towards the given properties of a blockchain as follows:

• Decentralization: Not using a central intermediator means that there is no

single point of entry and no single point of failure. This provides value in terms of

increased security compared to having a central actor storing and managing all

of the health information since you need to gain control over 51% of the network

to effectively be able to control it. In addition, Swedish regulations prohibit a

central actor such as a government authority to manage large amounts of patient

data in a way that would enable increased data sharing, as seen in the shutdown

of Hälsa för mig. Having a decentralized network enforcing access rules might be

compliant with current regulations as there is then no single actor responsible

for the information flows and could be the enabler of increased data sharing.

• Persistency/immutability: The data stored on the blockchain is immutable

and cannot be altered with. This would be a useful property as it means that

health professionals could be sure that they can trust data from other sources.

However, most of the literature proposed off-chain storage because of privacy

and performance reasons (see chapter 3.1), meaning that there would be no real

immutability of the health data. If one accessed the server where the health data

is stored, one could retrieve, and even change, the data without the blockchain

being able to prevent it. However: a) storing access management rules on the

blockchain means that there is no point of access to underlying data through the

blockchain if not consent has been given, and b) storing time-stamped hashes on
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the blockchain means that one can easily verify that data haven’t been altered

with. There is thus still value in the immutability property, but it is not as

strong as one might think at first glance at the application.

• Anonymity: It is important that the anonymity of medical records and health

data are preserved because of the sensitive nature of patient records. Swedish

regulations prevent anyone but the person providing care to a patient to view it

and any health data exchanging platform must comply with this. A blockchain

system preserves anonymity to a certain extent since no personal information

is stored on it, however, as discussed in the literature, this is only pseudo

anonymity as users are linked to a specific generated address. The value of

this anonymity would probably not be enough to, in itself, be suitable for man-

aging health records if identities can be inferred from the data stored (even if

the medical data is stored off-chain).

• Audibility: Blockchains keep a time-stamped audit trail, meaning that all

alterations of medical records could be kept track of to ensure that no unautho-

rized actor has accessed or changed the data. As there is currently a problem

with doctors and caregivers trusting information from other sources than their

own EMR system (see 5.2.), this property would be valuable as it is simple to

check that the information is correct.

6.1.2 What problems are solved?

The interviewees stated that there are many different use cases for a blockchain in

the health data setting, but some were more commonly mentioned. A common view

was that the main value lies in 1) giving patients and caregivers an overview of

the data collected for a specific individual among different sources, 2) establishing

trust-checking mechanisms for the collected information and 3) enabling automated

permissioned sharing of data through the patient. One blockchain expert researching

its use-case in healthcare answered as follows on the question of the value of using

blockchain:

“What I see as a proper use case of blockchain, [...] is as a sort of meta-

data catalog [...] between different [health] organizations and data sources.

This catalog would give visibility of all data that is stored in these orga-

nizations, and where you can easily prove the existence of certain data.
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Then, you would be able to provide and exchange data between organiza-

tions by setting up permission/condition rules through the patient, which

can be automated and enforced through smart contracts on the blockchain.”

- (BE4, 2019)

The blockchain, in his view, could store meta-data describing the location of medical

data stored in different EMR systems connected to a specific patient, without storing

any medical information itself, to create the full picture of a patient’s information. It

would also set up permission rules and be able to prove the existence of data.

Respondent BE3, who co-authored and developed the MedRec system, explained the

value of using a blockchain for health data being that of automating data exchange

and sharing in a patient-centric system such that the patient controls permissions:

“[the blockchain] would allow you to create a set of contracts or rules,

by which a medical provider would release the record to somebody else.

[...] a patient might, for example, write a contract that says ‘I want my

pharmacist to access all my prescriptions from any healthcare providers

that I have a relationship with’. [...] so when you think about it, one of

the main benefits of a blockchain is that of a compatibility mechanism. ”

- (BE3, 2019)

It is important to notice that the value of blockchain does not lie in handling the

medical records in themselves, but rather in the exchange process of the data. As

respondent BE3 continued, the role of blockchain is to deal with permission man-

agement for data sharing and relationship management, and not, per se, health data

management:

“The records are being held by the caregivers themselves, and therefore,

we don’t really guarantee that they are understandable by someone else

- we only guarantee that they are accessible by someone else. [..] We

aren’t actually dealing with medical records - we are really dealing with

permissions, identities, and relationships” - (BE3, 2019)

Indeed, blockchain is not an instrument for storing the medical data as already dis-

cussed in the literature (da Conceição et al., 2018; Dagher et al., 2018; Park et al.,
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2019; Zhang, White, Schmidt, Lenz and Rosenbloom, 2018). This was further con-

firmed in the other interviews, such as with respondents BE1 and BE2, founders of a

health tech startup utilizing blockchain technology to provide a health data platform

for patients in Sweden:

“So the first conclusion when it comes to data within healthcare is that

blockchain, in almost all circumstances, can never be a primary data stor-

age facility. The reason is variability in size of medical data sets [...] Blood

pressure tests can, with compression come down to only a couple of bytes

while genetic data would be multiple gigabytes. [...] If you start putting

this in a blockchain, you will encounter problems.” - (BE1, 2019)

They further emphasized the property of immutability and the idea of sharing a com-

mon ledger among participants in the health ecosystem as being key functionalities

in the context. While the blockchain would not be able to store the medical data

itself, it could store hashes of data, and still provide a common “truth” of underlying

health data. From their perspective, the main value of blockchain is thus as proof

that certain data exists and has not been tampered with:

“The first category [of useful applications] is bookkeeping hashes of differ-

ent kinds [of health data]. So why do you do that? Basically, to prove the

existence of certain information at a given point of time. [..] Then you

can show that no-one has tampered with that data” - (BE1, 2019)

Given a system in which different actors can agree on a common truth, it follows

that a major benefit is being able to increase trust outside of health organizations

traditional boundaries, i.e. expanding the trust-boundaries. Interviews conveyed that

this is a common problem for health organizations:

“Generally speaking, we have a different set of actors managing informa-

tion where actors trust information within their own system, e.g. within

a hospital. However, when you exchange this data with another caregiver,

they cannot be sure to trust this data. [...] So you might establish a system

to reconcile data from different actors and check whether or not they are

coinciding, but this is where blockchain comes in. With a blockchain, you

can keep a common ledger among ledger that all actors can trust and be
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sure that it hasn’t got lost on the way.” - (BE1, 2019)

The properties of audibility and immutability in a blockchain is, in other words,

useful for increasing trust outside organizational borders, in that data is true from

source. While being valuable in the traditional clinical context with medical records,

interviewees stressed that these properties would become increasingly important as

patient-generated health data (PGHD) grows in importance for care providing. To

make caregivers trust this data and integrate it in the caregiving context, certifications

of data devices; of the data that has been generated; and of the patient generating

the data will be needed. Here, blockchain could play an important role:

“It’s perfect that Sweden has a system where traditional data sources to

be interconnected and give patients availability over its data. Point is,

what happens when the patient themselves would be able to provide more

data than is generated through a clinical context? [...] I want to have one

entry point, which is the patient, but I need to certify all data entities of

all these devices, of the patient itself, and of the data that is generated

by the patient. And this can be done more easily by the blockchain, than

by integrating such in the system that you have now in Sweden” - (BE4,

2019)

PGHD is also the type of use case that interviewees BE1 and BE2 are focusing on

rather than traditional clinical data. They argued that, in addition to the certification

aspect from a caregivers point of view, blockchain can also help with certification from

the patients’ point of view as well:

“We are partly looking at the identification aspect: i.e. that the individual

should be comfortable with knowing that the receiver on the other side is

who it is aimed to be [when sharing their own data]. And we are also

looking at the ledger aspect in this; by fingerprinting the data when it

has been created, we can know that you have been out and running with

runkeeper during a specific date so that you cannot fake this at a later

stage. ” - (BE1, 2019)

“You can connect these devices that you get with you home - e.g. smart

scales, blood pressure gauges - and record this generated data on a blockchain,
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so that it can be taken into account in the medical record keeping at the

hospital” - (BE1, 2019)

6.1.3 Is blockchain necessary to use?

Data sharing mechanisms and time-stamping accesses can be set up without using

blockchain or decentralized architecture. There is therefore also a question of whether

blockchain is actually a necessary technology, or if a centralized system works just

as well. Literature suggests that, generally speaking, blockchain is only useful where

there is a reason not to trust a central intermediary of handling a specific task (Lo

et al., 2017; Rhian Lewis, 2016). In other words, the question of whether blockchain

is really useful or not depends on the level of trust that can be placed in a central

intermediary. This was also a central theme when talking about handling health

information:

“[permissioned data sharing] can be done without blockchain - so the ques-

tion is, do you want a distributed system where it’s all in the user’s hand?

Or do you want an intermediary, like a bank in which you hold your bank

account, where it’s in an intermediary’s hand?” - (BE3, 2019)

As mentioned in the literature, blockchain is not a panacea for managing health data

(Azaria et al., 2016), and other solutions might be just as good for the intended

purpose. Interviewees also confirmed this view:

“[a centralized data infrastructure] is perfectly fine as a substitute to blockchain

to a certain extent, if the objective is providing visibility of data to the pa-

tient or access. [...] if you manage to sort out an issue without using

blockchain - you should not use it! It’s that simple.” - (BE4, 2019)

The key issue of whether or not to use a blockchain for health data should thus

depend on if an intermediary can be trusted to handle the data management. This

will naturally differ between countries with different levels of trust towards their

public sector and government authorities to handle their information. In countries

where trust is higher, such as Sweden or Switzerland (see fig. 16), a government

authority-controlled solution centralized, national solutions such as might be just as

good.
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Figure 18: Confidence in national governments (OECD, 2013)

Smaller countries are also more likely to be able to utilize centralized solutions as less

coordination is needed. However, even in smaller countries, the question of trusting

a central vendor to manage health data could be questioned:

“Of course you can create, especially in countries that are not that big, a

centralized infrastructure where you can create these tools where patients

can access their data. The point is that, who is keeping this data now?

Who is maintaining this data?” - (BE4, 2019)

Respondent BE3 also implied that countries with national health systems have less

use of blockchain compared to countries such as in the U.S. where health services are

privatized and competing:

“A blockchain solution is proportionately less useful in places like the UK,

because the UK has a unified health system, so the problem of your records

being held in one hospital versus another doesn’t really exist the same way

we have in the U.S. in the U.S., you see a multiplicity of independent

doctors and hospitals, and the way things are transmitted between them is

awkward at best” - (BE3, 2019)

However, an important note is that trust in itself should not be the sole basis of

discussing whether blockchains are needed or not. Even if a public authority is trusted

by its citizens with handling sensitive information, the fact is that they are still a

single-point-of-failure. As discussed in 5.1., a centralized data sharing system, could
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if hacked - even if not storing any information - be used to access and release the

medical records from all connected EMR systems. A blockchain solution, on the

other hand, would need to have 51% of the network taken over by attackers for the

contracts to be overrun and access the underlying records. This is much harder to

achieve. In other words, while both access management and a “single-truth-ledger”

can be achieved through a centralized model, from a security perspective, such a

model would by design be significantly more vulnerable to malicious attempts.

Another reason for using blockchain comes with the rise of PGHD. Compared to clin-

ical data, PGHD is often collected on a day-to-day basis, possibly monitoring every

second of a day, leading to a much larger quantity of data than medical records.

This data can be informative about individual behavior, habits, and lifestyle which

is extremely sensitive from a privacy perspective. Connecting this in a central in-

frastructure means that the stakes of potential data breaches are higher. This fact,

in addition to the certification possibility discussed in the last chapter, implies that

even if a nationalized central system for exchanging data could work in place of a

blockchain-based one, it would be less useful and riskier when new data streams from

the patient come into place.

Even without a national infrastructure, the reality today is that data collected in

health apps and wearables are often owned by the corporations that created the

software. This is also centralization of data, and has implications for patients and for

society at large:

“There has been lots of talk about data ownership, and the new model of

data ownership, because people are tired of giving their data to [large tech

corporations]. They are creating a big amount of our data, centralizing

this data, and then sells us services. This creates a very uneven market,

huge disparity and its very risky for individuals themselves” - (BE4, 2019)

To conclude, while centralized setups can achieve many of the objectives of proposed

blockchain solutions in literature and conveyed by interviews, there are security and

integrity aspects that cannot be gained without using decentralized technology such

as blockchain. These benefits will grow as more and more health data is generated

and becomes part of the health data ecosystem.
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6.2 Problems not addressed by blockchain

During the interviews with blockchain experts, it became clear that there are certain

misperceptions, fallacies, on what blockchain is able to address in the health data

ecosystem. The rise of commercial actors positioning themselves as a ‘one-size-fits-all’

solution addressing all data availability issues in the healthcare sector often oversees

important prerequisites needed to be in place or naively neglects the complexity of

these issues. BE3, BE4, BE5 all argue that one has to be cautious with initiatives

neglecting certain factors and that these companies have damaged the technology

itself and the trust in it.

“These companies are damaging - the community has lost credibility be-

cause there have been many scams that put a blockchain on everything,

just so say that there is a blockchain” - (BE4, 2019)

“Whenever I come across a blockchain proposal or blockchain idea that

uses these cryptocurrencies or cryptonative tokens as a way to communi-

cate, I don’t think they are getting the point. I think they are wanting to

create a blockchain for the sake of being hyped up. Or you know, being

a popular trend. I have definitely seen start-up companies locally failing,

probably because it does not have a lot to do blockchain, but you know,

they were trying to raise these ICOs to get funding” - (BE5, 2019)

Below are the issues in the availability and security of personal health data not ad-

dressed by blockchain discussed.

Technical and semantical standards

In literature, sometimes blockchain systems were referred to as solving interoperability

issues (Gordon and Catalini, 2018). Interviews however clearly conveyed that it is

a problem outside the domain of blockchain. Actors need to agree on standards for

exchanging information so that EMR systems can output information in a common

format that is interpretable by other actors outside their organizational boundaries -

issues that have nothing to do with blockchain architectures. However, when it comes

to the question of whether this is a problem that needs to be solved before being able

to use a blockchain data exchange solution, opinions were not as clearly aligned.

On the one hand, current exchange mechanisms are usually without having agreed on
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such standards. in Sweden, there are no defined standards for exchanging information

more than the 12 data categories included in the National Service Platform. Services

such as NPÖ and Journalen are however still providing value for caregivers, in being

able to view patients past records and patients that are able to keep track of doctors

visits. Therefore, one could argue that a blockchain system could be useful even

without considering these factors, which was also the view of BE3:

“Ideally you would want something like FHIR, but even if its nothing more

than just simply a text-field that says “Your blood type is this” that has to

be analyzed by hand, that’s the way we do it today! So it works without

FHIR, but in the future, you would expect that FHIR would facilitate that”

- (BE3, 2019)

On the other hand, essentially all of the Health Data Experts interviewed shared

the view that one of the largest problems in terms of increasing data sharing is the

lack of common interoperability standards, both in terms of technical and semantic

standards. For example, sharing information to third-parties might be difficult if they

do not know what the information really means. This view was also reinforced by

BE4:

“[Before creating a blockchain] There is a need for a mapping, that allows

for harmonizing between data sets, in a way that you can call the same

thing with the same name. And there is also a matter of that the collec-

tion of data is contextual: So you need to understand how data has been

collected, for what purpose, what sort of usage was intended - which is not

to do with blockchain technology implementation” - (BE4, 2019)

Additionally, not agreeing on any technical standards means that patients cannot

release specific subsets of their data but has to share their entire medical record his-

tory. Even with the 12 data elements currently in place in the Swedish infrastructure,

patients cannot be more specific than e.g. sharing “notes” or “lab answers” - broad

categories that would create unnecessary large information flows, both in terms of

patient privacy concerns and strain on the systems. In order to have caregivers being

able to interpret information correctly, that comes from other organizations, semantic

explanations about the context or a standard would also need to be in place.
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So, while not necessarily being a foundation for using a blockchain, in order to truly

reap the benefits of data exchanging - there is definitely a need for solving the issues

of technical and semantic interoperability.

Integrating patient-generated health data

As discussed in section 5.1, integrating patient health data into the clinical setting

faces challenges related to (1) the trust in the quality of the data, (2) how PGHD

should be integrated into the clinical work processes and (3) technical and semantic

interoperability of the data. Using blockchain addresses (1) and can support in val-

idating that the data is true from source and that it hasn’t been manipulated with,

as discussed in section 6.2. However, it does not address challenge (2) or (3), which

still would have to be solved before making use of the data.

Secure and effective EMR systems and databases in each region/hospital/caregiver

As our proposed solutions still rely on the central storage of medical information in

the individual caregivers’ and regions’ data storage systems, simply implementing a

blockchain layer to the data exchange does not mitigate the security risk the individual

databases are exposed to. As discussed in section 5.1, EMR systems used in Sweden

often suffer from age and have security flaws as stated by HDE8. These issues are

not addressed by the proposed blockchain solutions.

Incentives to share information

As discussed in section 5.1, the Swedish healthcare system currently lacks incentive

mechanisms and/or regulations to encourage data sharing - which has resulted in

a large variation in to what extent caregivers and regions share specific data sets.

Blockchain does not address these issues, although it would provide more transparency

to what data is not being shared and where it is located. Ultimately, to make a

blockchain system useful, caregivers must choose to connect their systems and share

information, which potentially can be costly for small caregivers.

6.3 Feasibility of using blockchain

Given the current state of the Swedish health data ecosystem, the role of blockchain

given this context and the required prerequisites discussed above, below is a short

discussion on the feasibility of blockchain adoption for personal health data in Sweden.

As outlined in previous sections of the thesis, the regional commissioning and gover-
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nance of healthcare in Sweden results in a lack of coordination among caregivers and

the 20 different regions in Sweden. The reimbursement mechanism in place for health-

care in Sweden, in general, does not favor cross-regional coordination of care and the

same applies to data sharing between different caregivers and regions. Adoption of a

blockchain solution on a national level would require all caregivers to join the network

favor which in lack of historical evidence on coordination and cooperation could prove

itself to be a difficult task, if not stipulated through regulations on a governmental

level. As stated by BE1, BE2, and BE3, it’s hard to build trust and make caregivers

believe in this novel technology.

Moreover, as there already is an established infrastructure in place through the Na-

tional Service Platform - solving some parts of data availability issues in regards to

medical data - changing the data architecture could potentially be both financially

and operationally questioned, although this part has received limited focus in this

study. Applying the Occam razor principle - stating that the simpler solutions are

more likely to be correct than the complex ones - one could argue that the likelihood

for blockchain adoption on a national level in Sweden in the near future is quite low,

given the current architecture in place, legacy IT systems and difficulties in coordi-

nating change on a national level in the Swedish healthcare system.

“The healthcare system in Sweden is a fairly cemented system. It’s nothing

you change overnight. If you do it, for example, as Estonia has done, in

building up from scratch, then it feasible. But we have 30-40-year-old

systems so it’s hard” - (BE1, 2019)

“So, for now, it might be that you can have little additional value to a

blockchain if you already have a system like that [in Sweden]. Because at

the end of the day, especially in a medical domain, it’s always like this:

you need to have trust in the environment because it’s a very sensitive

domain. It’s not like tokenization of digital content - it’s about health

data” - (BE4, 2019)

Another large question mark is ‘who should take the initiative and do this on a

national level?’. As discussed in earlier sections, there is a lack of care coordination

on a national level. The large spread in governmental agencies with separate yet

overlapping responsibility areas within healthcare - such as The National Board of
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Health and Welfare, the Swedish eHealth Agency, Inera and SKL - further confuses

responsibility distributions and mandates on which entity should take a leading role

in such a development. As confirmed through interviews, the misalignment of interest

in the healthcare sector further poses challenges in establishing such a solution.

As for legal feasibility, current legislation does not address decentralized storage per

se, and applying a blockchain solution for health data is in Sweden is still lacking

established practice from a data security perspective. In the article ‘Data i egna

händer’ (Data in own hands), Alan Gustafsson takes a legal perspective on patient-

centered health information, and argues that current legislation does not put any

obstacles in the way of such a solution:

“The new data General Data Protection Regulation and its adaptations

on Swedish legislation is based on an information landscape where institu-

tional actors deal with information about individuals. It lays, in spite of

this, in my opinion, no obstacles in the way of a scheme where the main

principle is that the individual controls the information and then empowers

other actors to treat it” - (Gustafsson, 2018)

The case for smaller-scale solutions in the setup of consortia is however highly realistic,

pending the nature of that specific set of actors. This would prove itself to be feasible

for a set of independent entities wanting to exchange information, but who lacks data

exchange mechanisms and where established trust is necessary.
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7 Discussion

In this section, we will first answer and discuss the main RQ of how blockchain solves

availability and security issues in the Swedish context, in terms of 3 proposed solutions.

Then, we will summarize the study and conclude our findings followed by pointing

out our main contributions from both a theoretical and practical perspective. Lastly,

we will reflect on sustainability and ethical considerations related to our study and

conclude by stating our limitations and suggestions for further studies to focus on.

7.1 Proposed solutions

The findings above imply that there are many potential roles for blockchain in a

health data setting. Further, as smart contracts can be tweaked to possess any types

of rules and mechanisms coded into the structure of a blockchain (Azaria et al., 2016;

Wood et al., 2014), blockchain architectures can be adapted so that it fits the Swedish

context with preferred access management rules, regulations, and privacy concerns.

The question then is what role fits the Swedish system?

We propose 3 different roles of a blockchain based on the value of blockchain for health

data and given the specificity of the Swedish context. The first two are suggested to

be run on a national level while the third is more of a small-scale solution.

7.1.1 Solution 1: National data access manager (S1)

As both interviews and literature conveyed: one of the main roles of blockchain for

health data is as a data exchanging platform. This is also our first suggestion for

the role of blockchain in the Swedish context; a decentralized, blockchain-based data

sharing platform, as a replacement of the current national service platform, with se-

curity enhancement for integrity perseverance and audit logs.

Functionalities

The solution proposed exhibits the following features:

1. Data sorucing: The blockchain system, similarly to NPÖ and Journalen, col-

lects information from all connected providers to give an overview of patients

medical history. It also collects PGHD from mobile devices and wearables to

provide a more complete picture of a patient’s health compared to today’s ser-

vice.
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2. Automated data sharing: Patient health data can be shared automatically to

actors in the network through smart contracts, where access permissions to data

are controlled by the patient. This enables the possibility of patients to share

health data to third parties, other caregivers, researchers or family members, in

a way that they cannot today in Sweden. Further, it provides value in terms

of increased patient-empowerment by letting patients view, handle and manage

their own information. Compared to NPÖ, a patient’s verbal consent to access

information will not be enough for a medical provider to access their record,

but the patient will have to use his/her private key to enable access through the

network.

3. Patient-provider relationships: Smart contracts can handle and specify

more detailed relationships between patients and caregivers so that, for exam-

ple, the caregiver they are registered with always can access certain information

elements and share it freely to other medical actors (e.g. medical labs) that

needs it for efficient treatment of the patient. This allows the system to work

also for patients that are not interested in managing their own data (an im-

portant factor conveyed by interviews), as well as patients wanting to delegate

their authority to another individual such as a family member.

4. Dynamic consent: The patient has the authority to specify certain relations

with providers or third-parties, and can choose to give or deny consent to actors

wanting to access their information. A patient does not have the authority

to delete their information, but to be compliant with the Patient data law’s

requirements of inner and outer confidentiality, a patient can choose to hide

certain information for a caregiver.

5. Audit trails: To enable audit trails, all accesses to underlying data are logged

on the blockchain.

6. Integrity preserving: Further, to ensure the integrity of the underlying data,

cryptographic hashes are stored on the blockchain which cannot be altered be-

cause of the immutability property of the blockchain.

7. PGHD quality assurance: See the next solution (S2).

79



8. Exception handling: Exceptions to the patient-centricity are allowed in some

situations. For example in emergencies when a patient is unconscious, medical

actors can retrieve their full record without asking for consent by the patient

so that e.g. allergies towards certain medication can be to provide care towards

the above rules are enforced through smart contracts, e.g. so that caregivers can

access a medical record without asking for consent if the patient is unconscious.

High-level system architecture

Technically, the setup for the blockchain architecture would be as follows: Swedish

caregivers are connected to the blockchain platform (similar to how they are connected

to the national service platform), but instead of being connected to a central platform,

the caregivers together create the platform by running a full node of the blockchain.

They constitute the decentralized permissioned environment as a consortium and are

trusted to validate new transactions on the blockchain. This allows them to run

lightweight consensus protocols such as PoA or PBFT to ensure fast and energy-

efficient transactions. Patients are not nodes but clients to the blockchain, so they

don’t store the full copy of the blockchain but rather has an interface to it, and is

given a public/private key pair, and is thus part of the Public Key Infrastructure

(PKI).

Underlying data is kept in EMR databases with hashes of the data and pointers to it

stored on the blockchain, together with patient contracts. Another approach towards

data storage is using decentralized storage such as IPFS in combination as proposed by

BE1, BE2 and Hanley and Tewari (2018), which they argue, is suitable to use together

with blockchain and would have benefits of reducing the provider databases roles as

single-point-of-failures for the data they are responsible for. Especially considering

regions like SLL being responsible for ∼2m inhabitants, such a structure would have

major advantages in terms of security enhancement.

Discussion

While Sweden already has a health data exchange architecture in place with the

national service platform, it cannot actually share raw data, but only provide view-

access to the data. As discussed in 5.1., this has implications such as not being able

to use this data for advanced care outside the institution that data is stored in, and

that patients cannot share it to third parties. The ‘Hälsa för mig’ project attempted

to create downloadable versions but was shut down because of privacy concerns. A
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decentralized architecture, on the other hand, would not have any additional owner

or responsible party over personal data and is more likely to comply with Swedish

regulations. While it is possible that the national service platform could be enhanced

with allowance for downloading copies of the raw data, since the major blocker today

according to HDE2 is that caregivers do not have a legal obligation to share the

information in a structured, machine-readable format, it would still be a governmental

agency running this information exchange platform and it is unclear if the strict

interpretation of the patient data law by the Swedish Data Protection would allow it.

Another of the main benefits of embracing this blockchain solution compared to en-

hancing the current national service platform towards having data exchanging prop-

erties is in terms of security. As already discussed in 6.1, any illegal actions such

as retrieving medical records without permission or changing patient-provider rela-

tionships require 51% of the network to agree on it, practically making the network

incorruptible since this would require coordinated breaches in a majority of indepen-

dent caregivers systems.

7.1.2 Solution 2: National audit trail and integrity securing (S2)

Another role of blockchain is to function as a nationwide audit trail for securing the

compliance of accesses and ensuring the integrity and location of data. This solution

provides a less resource-heavy deployment than the previous example and does not

imply any smart contracts. This solution would function as a nationwide book-keeping

of all data transactions/edits that is being made and is similar to what Estonia uses

today. It can be seen as a subset of solution 1.

Functionalities

Compared to the current setup in Sweden, this solution would provide the following

properties

1. Integrity preserving: While the proposed solution does not prohibit EMR

data to be accessed by an unauthorized party, by connecting all changes to a

patient’s medical record to the blockchain infrastructure, this action would be

registered on all the nodes copy of the blockchain and therefore likely discovered

by the patient and/or caregiver. This would be a vast improvement towards the

current system of having monthly reviews by 10% of employee’s logs as discussed

in chapter 5.
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2. Audit trails: All accesses to underlying data are logged on the blockchain in

an immutable manner, enabling to easily track who has violated accesses.

3. PGHD quality assurance: By validating that data stemming from the pa-

tient themselves are true from source, this solution would serve as a tool to

ensure that the data produced from the patient-side can be trusted and hasn’t

been manipulated. This can be achieved through “fingerprinting” the data at

the moment it is created, to make sure the data has not been manipulated in

a later stage (BE1, 2019). This quality of blockchain in book-keeping events

could serve as an enabler for increased trust in PGHD for the clinical commu-

nity, which today is one of the problems why it has not been integrated yet.

“Either you complicate the IT-architecture to have all these gigantic types

of data sources [PGHD] connected to the same IT system, or you can

create an additional data model for patient-generated health data in which

the patient is the pivot of this whole thing. Hence you have one entry

point, which is the patient, and you can certify all data entities of all

these devices, of the patient itself, and of the data that is generated by

the patient. And this can be done more easily by using blockchain, than

by integrating such in the system that you have now in Sweden” - (BE4,

2019)

High-level system architecture

The setup, with strong similarity to solution 1, would technically be to connect the

Swedish caregivers and have the running a full node, and constituting the permissioned

environment. However, the system is not used for enabling data sharing so it does

not store any smart contracts or specified relationships - instead, it stores hashes and

pointers to underlying data so that integrity can be ensured, as well as timestamps

of accesses so that audits can be made. The EMR data would still be locked into

silos in each caregiver’s or region’s own data storage solution but there would be a

transparent, immutable single truth - visible to all participants - on where the data

is and who has accessed it.

Discussion

This type of solution is more of a light-weight solution compared to the access man-

agement system proposed in solution 1. Instead of replacing the national service
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platform, it could compliment it as ”digital defense dust” similarly to the Estonian

model. One benefit of using this is that this is a currently deployed solution, that

is proven to work on a large scale. As key decision makers in healthcare might be

hesitant to try new and novel technologies for sensitive information - and probably

rightly so - this use case has the advantage of being less risky while still gaining some

of the benefits that blockchain offers.

“[The Estonian blockchain model] It’s not particularly a breakthrough. But

it’s very solid. They [Estonia] use it, and it’s successful. Because they can

always say: who has done this? What data is being transferred by whom?

At what moment? Versioning of data is taken care of, because you have

complete visibility.” - (BE4, 2019)

7.1.3 Solution 3: Specific use cases/health consortia (S3)

The third role for blockchain in the Swedish in context is for smaller scale - non-

nation wide - health consortia in enabling data sharing between a limited specific set

of actors for specific use-cases. Personal health data being characterized as sensitive

in nature, using an immature technology for such data nationally could prove itself

difficult due to legacy and inertia. Hence, starting with a smaller set of actors and/or

data sets could serve as a proof-of-concept - without the associated risks of deploy-

ing a blockchain solution nationally. Such projects would support in conveying key

stakeholders in their decision-making to further develop blockchain based health data

solutions on a more national level. BE5 agrees with this view:

“I think, the idea of starting something small is always a better idea than

starting with the mainstream approach, because if you don’t test out enough

in healthcare especially with sensitive information, you are likely going to

fail a lot harder than if testing out with a smaller proof of concept. And

also it’s going to be easier to convince other people that this is a working

model for this specific use case, and then you can scale it up, little by little,

and then people will start using it more broadly. Just like the internet

started slowly, and then migrated over to all over the world to where we

are today.” - (BE5, 2019)

Such initiatives of consortia could focus on a wide range of different use-cases. Spe-

cific patient groups (rare disease communities, cancer patients, etc.) and/or utilizing
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specific data sets such as PGHD are examples of use-cases. WarOnCancer - a social

network for cancer patients - is such an example. Using the service, members can

contribute and share their data with a larger ecosystem. The service uses blockchain

as a ‘backbone’ to ensure traceability for how the data is being used (BE4, 2019).

Focusing blockchain based healthcare projects on specific patient groups with rare

and/or chronic diseases makes sense as these patients often are spread across differ-

ent geographical locations and lack the support they might feel they are in need of

(BE5, 2019). Providing a network such as WarOnCancer for these patients to connect

with each other as well as other parties can provide a lot of value and because of the

unestablished trust and rules between these parties as well as the sensitivity of the

data, integrating a blockchain layer to ensure privacy, immutability and traceability

of the shared data could foster such an ecosystem.

BE4 further stresses the need for smaller-scale projects and the false perspective one

can get when looking at the current commercial landscape of blockchain health data

solutions.

“They [many commercial companies] start with “I will provide the patient

with a data wallet” and “I will make all systems interoperable”, but that

is not what is happening. They are working with individual institutions

to create small use cases. They realized that, from what they promised,

they actually cannot deliver in the given IT architecture, there is a big gap

between this. They needed to start smaller” - (BE4, 2019)

Another concrete example of such a consortium utilizing blockchain is the EU-funded

project ‘MyHealthMyData’ that offers an open biomedical information network for

patients to share their medical data with other parties. The consortium consists of

multiple parties including universities, research centers, hospitals, and other caregivers

as well as healthcare technology providers. The platform is built on dynamic consent

where data subjects can allow, refuse and withdraw access to their data. The data

exchange is governed by peer-to-peer relationships between all stakeholders in the

consortium (Panetta et al., 2017).

Under current legislation in Sweden, a caregiver could theoretically develop their own

digital platform to disclose a patient’s full medical record in a machine-readable for-

mat. This digital copy would then be owned by the patient, opening up the possibility
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to share with other third-parties or patients. This care provider could enter into a

consortium with validated third-parties such as developers, researchers, technology

providers, etc. to form an ecosystem with inbuilt consent mechanisms to share their

medical data with other parties. This is an example where a private permissioned

blockchain could prove itself useful to continuously control accesses, immutability,

and traceability of the data flowing in the ecosystem.

7.2 Summary and findings

In this paper, we have focused on the use of blockchain technology for patient health

data from a Swedish context. A mixed-method literature and interview study have

been used, where 16 semi-structured interviews have been conducted with actors

within the Swedish healthcare system as well as blockchain experts focusing on the

use case of health data. Below, our main findings related to our sub-questions and

main research questions are stated:

SQ1: What are the existing data availability and security issues in the Swedish patient

health data ecosystem?

To answer RQ1, data from the semi-structured interviews with governmental agencies,

personal health data experts as well as online documents and literature was consid-

ered. The gathered data suggest several key issues in terms of data availability and

security of patient health data. Sweden has - through its national service platform

and the connected services NPÖ and Journalen - come a long way in solving some of

the data issues patients have in accessing their CGHD, as well as the issues physicians

have in accessing CGHD from other caregivers.

The lack of legislation and incentive structures has hindered the full potential of this

national architecture and there is a large variation to the extent caregivers share

certain information to these services. And although the data displayed through NPÖ

and Journalen functions as a ‘patient summary’ - it does not necessarily contain

all relevant information contained in the patient’s full medical record stored in the

caregiver’s own EMR system.

Another key issue identified is the lack of a set mechanism to retrieve digital copies of

medical records in a machine-readable way, which makes it difficult or impossible for

patients to share their medical data to other parties. Further on, current legislation

and operational setups prohibit caregivers to share patient data to third-parties, even
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if the patient would comply with such data sharing. Other parties could be commercial

actors but also family members or others who might need to access the data. In the

literature - and strengthened in interviews - it has also been found that the lack of

technical and semantic standards between different caregivers makes it difficult to

couple data from different sources in a meaningful way.

Finally, for PGHD to be utilized within the clinical setting, the largest issues are

related to the assurance of data quality and integrity, procedures in how to use this

data in a clinical context - which rather poses a prerequisite to make use of PGHD in

a clinical context - and lastly the missing technical and semantic standards to enable

this data to be communicated and exchanged between parties.

In terms of security issues, through the interviews, it was confirmed that many of the

old legacy IT systems used in the healthcare sector today provides an easy opportunity

to be the subject of a malicious attack with the risk of exposing sensitive patient

health data. Moreover, the national platform also constitutes a single point of failure

with the potential to overrun access rules to the underlying EMR system, creating a

security risk in that it can be used as an entry point to the whole Swedish populations’

medical record history.

SQ2: What is the benefit of using blockchain for personal health data?

By critically reviewing academic papers, grey literature and conducting expert inter-

views in the blockchain domain, we were able to find key benefits of using blockchain

for personal health data.

Our findings suggest that blockchains 1) enable gathering of health data from different

sources for a specific individual to provide an overview of the patient’s medical history,

2) can provide trust-checking mechanisms to be sure that health records are true

from source as well as audit logs over interactions of the medical records for increased

security, and 3) enable automated data exchanging and sharing of data through the

patient. These three features can significantly increase the availability of health data

to relevant actors as it is possible for connected actors to gain access to a patient’s

data given his/or her consent. Trust-checking mechanisms allow for a higher trust

of information created outside organizational boundaries, facilitating data sharing

further.
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However, many of these can be done without a blockchain so key benefits of using

a blockchain stem from its generic properties of decentralization and immutability:

where it is not feasible to have a central intermediator manage a health data exchange,

blockchain can allow medical providers to run it in a decentralized manner. The

immutability property means that access flows cannot be tampered with, making it

more trustworthy than a centralized solution

RQ: What is the role of Blockchain Technology in increasing the availability and se-

curity of patient health data in the Swedish health data ecosystem?

Building on the findings from our two subquestions, we could answer the main RQ.

Given the Swedish context, we were able to find 3 roles - S1, S2, and S3 - of blockchain

technology in increasing availability and security of patient health data.

S1: The first solution encompasses all properties discussed in SQ2 and works as a

replacement for the current national service platform. In S1, patient health data is

exchanged automatically through smart contract mechanisms in a blockchain archi-

tecture constituted by caregiving institutions such as hospitals. Patients can establish

relations with care providers, third parties and other patients using dynamic consent

concepts. They interact through a public key and since only hashes, pointers and

relations are stored on the blockchain, identities are never revealed. This would make

sharing health information simple and secure while preserving the privacy of patients.

However, major barriers to this solution is lack of technical and semantical standards

for effective information sharing in Sweden; legacy systems with major security flaws

and low integration in many regions and lack of aligned incentives for caregivers to

embrace such a blockchain solution without a coordinated national effort to do so.

S2: The second solution is without any data sharing mechanism that S1 has and

resembles the Estonian model. Blockchain is mainly used as an additional secu-

rity enhancing layer for audibility and integrity perseverance of underlying medical

records. These properties become increasingly interesting with the integration of

PGHD in a clinical setting as fingerprinting the data at creation to make clinicians be

sure that the data is true from source. The Advantage of this solution is that it can

be integrated into current Swedish architecture without any need to replace existing

solutions in place. It provides valuable properties in security and also as solving some

of the problems with the lack of trust in PGHD.
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S3: The third solution is about the opportunity for a set of independent actors -

where data exchange is normally not done, or performed in inefficient ways - to create

consortia utilizing the blockchain to enable safe and secure transfer and traceability of

data. Such initiatives of consortia could focus on a wide range of different use-cases,

e.g. specific patient groups (rare disease communities, cancer patients etc.) and/or

utilizing specific data sets such as PGHD. We conclude that this type of consortia

initiatives are necessary as a proof-of-concept of the technology and that it would

increase the level of confidence for key decision makers to allocate resources in the

R&D of such solutions.

7.3 Contribution

Our study provides three theoretical contributions. First, by concluding that blockchain

solves several problems in terms of data availability and security in a specific health-

care context (Sweden). This adds to the literature by confirming that blockchain as a

technology is likely to have benefits for a health data ecosystem as it solves some of the

issues as stated by experts in the healthcare sector, in contrast to papers’ proposals

building on generic health contexts. However, we find that much of the literature has

focused too little on the barriers towards reaping those benefits, especially when it

comes to challenges in technical and semantic interoperability which blockchain can-

not solve. Secondly, while much of the literature focuses on blockchain as a complete

solution of health data management, we find that blockchain has usefulness in solv-

ing specific problems as well; e.g. as a data exchange, by securing integrity, quality

assurance of PGHD - which are all valuable independently of each other. Thirdly, we

find that while literature has focused mostly on the problem of enabling data sharing

to other caregivers, one of the largest benefits of a blockchain system is by enabling

third-parties access this information through the patient. This might, however, be a

finding mostly applicable in Sweden, as the type of infrastructure in place in Sweden

seems to be rare in most other countries.

For managers, our contribution lies in explaining that blockchain technology is a

valuable technology in terms of managing health data, and that specific use-cases is

recommended for those interested in pursuing the technology as opposed to large-

scale solutions aiming to solve all of the data sharing problems. Policymakers and

governmental agencies in Sweden interested in blockchain are recommended to look

into the technology mostly because of its potential in terms of integrating PGHD,

and secondly in terms of security issues in the centralized infrastructure in Sweden.
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However, we are humble towards the many other challenges in the healthcare sector

that may need to be prioritized and do not recommend to aimlessly pursue the tech-

nology for its hype and promises. Technology maturity is still low and in a critical

environment such as health data, governmental organizations are prompted to wait

until its practical usefulness is better confirmed.

7.4 Reflections on sustainability aspects

The United Nations (UN) has defined 17 Sustainable Development Goals as a blueprint

to successfully bring a more sustainable future for all of us. The third goal defined by

the UN is ‘good health and well-being’, which aims at ensuring healthy lives and to

promote well-being for everyone (The United Nations, 2018a). Access to good health

and well-being is a human right, and pertinent to being able to provide ‘good care’

is having the ability to make informed decisions which in turn requires professional

skills as well as access to information. As this study explores the current issues in the

health data ecosystem and what role blockchain has in solving these, the study sets

out to contribute to the third sustainable development goal defined by the UN. The

study contributes through exploring how the information within the healthcare sector

can become more accessible and exchangeable - ultimately in order to enhance the

quality of care delivered, foster innovation on new treatments, as well as giving the

opportunity for individuals to take more control of their own health and well-being.

Goal nine defined by the UN - ‘ Industry, Innovation, and Infrastructure’, aims at

building resilient infrastructure, promote inclusive and sustainable industrialization

and foster innovation (The United Nations, 2018b). This study contributes to at least

one of the three encompassed aspects of the goal, ‘architecture’. Target 9C in the

ninth goal is defined as:

“Significantly increase access to information and communications technol-

ogy and strive to provide universal and affordable access to the Internet in

the least developed countries by 2020” - (The United Nations, 2018b)

As this study explores how data availability in the health data ecosystem can be

increased, it clearly contributes to this target.

An ethical aspect to take into consideration in every blockchain project is the energy

consumption caused by the mining process. Bitcoin is infamous for its over usage of
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computing power and energy wastage caused by miners validating the transactions.

Such a system, even if having benefits in transparency, trust, and decentralization,

could be argued to be unethical from a sustainable perspective because of the excessive

use of energy. This is however mainly caused by the public nature of bitcoin network

and its use of proof-of-work as consensus mechanism. Our blockchain suggestions for

the medical sector builds on permissioned environments were settings where simpler

consensus protocols such as PoA or PBFT can be used. This needs significantly lower

computing power, and therefore also lower energy consumption and would probably

not have a significant impact compared to using a central intermediary.

7.5 Limitations and further work

Due to the nature of the research question and the immaturity of the technology

explored, this study anchor in a research context prone to shifts in the near future due

to the growing attention to blockchain as a technology, and health data availability

as a universal issue in many countries. However - since the core functionalities of

blockchain are likely to persist and that the current state of the health data ecosystem

has been thoroughly outlined - the risk should be low for any near-future obsolescence

of our results. Further, this study uses a strictly qualitative research approach with the

risk of generating subjective results. These limitations have however been mitigated

through actions on reducing the risk of sampling errors and other biases affecting the

validity of the results.

We propose future research to focus on real case studies on the value of blockchain

for specific use cases of health data. The growing theoretical body of literature on

blockchain for health data lack investigations on practical use cases and its perfor-

mance on security, integrity, scalability, and cost. For blockchain technology to be

adopted in the wider healthcare context, more effort needs to be allocated towards

proof of concept on practical use-cases. We further call for additional literature on

the clinical community’s perception of patient empowerment and how the adoption of

blockchain technology to push this development would affect their profession. Further

areas uncovered in existing literature, where future research should be put, is sustain-

able business models to adopt to increase the adoption of blockchain technology in

the health data domain.
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Hölbl, M., Kompara, M., Kamǐsalić, A. and Nemec Zlatolas, L. (2018), ‘A systematic

review of the use of blockchain in healthcare’, Symmetry 10(10), 470.

95

https://www.halsaformig.se/
https://www.himss.org/library/interoperability-standards/what-is-interoperability
https://www.himss.org/library/interoperability-standards/what-is-interoperability


Holtz, B., Vasold, K., Cotten, S., Mackert, M. and Zhang, M. (2019), ‘Health care

provider perceptions of consumer-grade devices and apps for tracking health: A

pilot study’, JMIR mHealth and uHealth 7(1), e9929.

Hubley, A. M. and Zumbo, B. D. (1996), ‘A dialectic on validity: Where we have been

and where we are going’, The Journal of General Psychology 123(3), 207–215.

Hudson, F. and Clark, C. (2018), ‘Wearables and medical interoperability: The evolv-

ing frontier’, Computer 51(9), 86–90.
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Möser, M. and Böhme, R. (2017), Anonymous alone? measuring bitcoin’s second-

generation anonymization techniques, in ‘2017 IEEE European Symposium on Se-

curity and Privacy Workshops (EuroS&PW)’, IEEE, pp. 32–41.

Nakamoto, S. (2008), ‘Bitcoin: A peer-to-peer electronic cash system’.

Natarajan, H., Krause, S. and Gradstein, H. (2017), ‘Distributed ledger technology

and blockchain’.

NHS England (2019), ‘Involving people in their own care’, https:

//www.england.nhs.uk/ourwork/patient-participation/. Accessed: 2019-

05-22.

Novek, A. (2018), ‘Blockchain in estonian national health information sys-

tem’, https://cdn.ymaws.com/echalliance.com/resource/resmgr/images/

DHW 2018 Profiles /2018 Presentations /Artur Novek.pdf. Accessed: 2019-

05-22.

OECD (2013), ‘Confidence in national government in 2012 and its change since 2007’,

http://tiny.cc/j58c7y. Accessed: 2019-05-24.

Office of the National Coordinator for Health Information Technology (2018),

‘What are patient-generated health data?’, https://www.healthit.gov/topic/

otherhot-topics/what-are-patient-generated-health-data. Accessed:

2019-05-22.

98

https://www.england.nhs.uk/ourwork/patient-participation/
https://www.england.nhs.uk/ourwork/patient-participation/
https://cdn.ymaws.com/echalliance.com/resource/resmgr/images/DHW_2018_Profiles_/2018_Presentations_/Artur_Novek.pdf
https://cdn.ymaws.com/echalliance.com/resource/resmgr/images/DHW_2018_Profiles_/2018_Presentations_/Artur_Novek.pdf
http://tiny.cc/j58c7y
https://www.healthit.gov/topic/otherhot-topics/what-are-patient-generated-health-data
https://www.healthit.gov/topic/otherhot-topics/what-are-patient-generated-health-data


Oh, J. and Shong, I. (2017), ‘A case study on business model innovations using

blockchain: focusing on financial institutions’, Asia Pacific Journal of Innovation

and Entrepreneurship 11(3), 335–344.

Olleros, F. X. and Zhegu, M. (2016), Research handbook on digital transformations,

Edward Elgar Publishing.

Park, Y. R., Lee, E., Na, W., Park, S., Lee, Y. and Lee, J.-H. (2019), ‘Is blockchain

technology suitable for managing personal health records? mixed-methods study

to test feasibility’, Journal of medical Internet research 21(2), e12533.

Patton, M. Q. (1999), ‘Enhancing the quality and credibility of qualitative analysis.’,

Health services research 34(5 Pt 2), 1189.

Peterson, K., Deeduvanu, R., Kanjamala, P. and Boles, K. (2016), A blockchain-

based approach to health information exchange networks, in ‘Proc. NIST Workshop

Blockchain Healthcare’, Vol. 1, pp. 1–10.

Pirtle, C. and Ehrenfeld, J. (2018), ‘Blockchain for healthcare: The next generation

of medical records?’.

POA Network (2018), ‘Poa network: How honey badger bft consensus works’,

https://medium.com/poa-network/poa-network-how-honey-badger-bft-

consensus-works-4b16c0f1ff94. Accessed: 2019-05-22.

Rabah, K. (2017), ‘Challenges & opportunities for blockchain powered healthcare

systems: A review’, Mara Research Journal of Medicine & Health Sciences - ISSN

2523-5680 1(1), 45–52.
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Swelife (2015), ‘Fr̊an öar av data till till kunskap för samhällsnytta’, https://

swelife.se/wp-content/uploads/2016/12/3H3R Flyer.pdf. Accessed: 2019-05-

22.

Tang, P. C., Ash, J. S., Bates, D. W., Overhage, J. M. and Sands, D. Z. (2006),

‘Personal health records: definitions, benefits, and strategies for overcoming barriers

100

https://medium.com/yope-chain/30-things-you-can-do-with-a-blockchain-b23b2ab39664
https://medium.com/yope-chain/30-things-you-can-do-with-a-blockchain-b23b2ab39664
https://div.socialstyrelsen.se/juridiskt-stod/patientjournal-innehall-i-en-patientjournal
https://div.socialstyrelsen.se/juridiskt-stod/patientjournal-innehall-i-en-patientjournal
https://div.socialstyrelsen.se/juridiskt-stod/patientjournal-vad-ar-en-patientjournal
https://div.socialstyrelsen.se/juridiskt-stod/patientjournal-vad-ar-en-patientjournal
https://skl.se/halsasjukvard/ehalsa/standardiseradinformationsforsorjning/gemensamtramverk.11806.html
https://skl.se/halsasjukvard/ehalsa/standardiseradinformationsforsorjning/gemensamtramverk.11806.html
https://swelife.se/wp-content/uploads/2016/12/3H3R_Flyer.pdf
https://swelife.se/wp-content/uploads/2016/12/3H3R_Flyer.pdf


to adoption’, Journal of the American Medical Informatics Association 13(2), 121–

126.

Tashakkori, A. and Teddlie, C. (2010), Sage handbook of mixed methods in social &

behavioral research, Sage.

Thake, M. (2018), ‘What’s the difference between blockchain and dlt?’, https:

//medium.com/nakamo-to/whats-the-difference-between-blockchain-and-

dlt-e4b9312c75dd. Accessed: 2019-05-22.

The Administrative Court in Stockholm (2018), ‘Dom halsa for mig’,

https://www.datainspektionen.se/globalassets/dokument/ovrigt/dom-

halsa-for-mig.pdf. Accessed: 2019-05-22.

The Economist (2019), ‘What happens when your bitcoin banker dies?’,

https://www.economist.com/finance-and-economics/2019/02/09/what-

happens-when-your-bitcoin-banker-dies. Accessed: 2019-05-22.

The European Commission (2017), ‘New european interoperability framework’,

https://ec.europa.eu/isa2/sites/isa/files/eif brochure final.pdf. Ac-

cessed: 2019-05-22.

The Health and Social Care Inspectorate (2017), ‘Ansökan om journalförstöring’,
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