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Abstract 

Over the last few years, DevOps has gained much attention in the IT development field. It 

is a new way of thinking of how developers and operators work, which aim to integrate 

the development, testing, and operation work efficiently. DevOps breaks down 

communication silos, improve collaboration and productivity by automating 

infrastructure deployment, workflows, continuously improving the integration and 

delivery process, and measuring the application performance indicators. Automation is 

crucial in DevOps, and a key aspect of automation is “Infrastructure as code (IaC)”. 

IaC allows companies to manage and maintain their infrastructure resources such as 

virtual machines, load balancers, firewalls, and network devices programmatically in 

codes instead of manual processes and procedures. As a result, companies will be able to 

provision and deploy these infrastructure resources consistently, increase the rate of 

software delivery and improve the time to market, which in turns lead to a substantial 

competitive advantage. Previous research call for an examination of the gained 

opportunities and the challenges that can be faced in implementing IaC. Understanding 

these challenges and opportunities and their implications allow the companies to know 

why IaC can be interesting for them? And what and how changes should be done to adopt 

IaC. This paper presents a qualitative study that aims to illustrate the opportunities and 

challenges in implementing Infrastructure as a code. This paper will also present how 

infrastructure used to be managed in physical datacenter and cloud systems, and how 

agile, DevOps and IaC affect the infrastructure management. Our findings show 

considerable benefits in adopting IaC, and some challenges might be encountered when 

implementing IaC. Furthermore, the study acknowledges the role of agile, cloud systems, 

and DevOps in facilitating the implementation of Infrastructure as a code. 

 

Keywords: DevOps, Infrastructure as a code, Automation, Infrastructure resources, agile, 

cloud systems 

1. Introduction and Background 

The ever-increasing need to rapidly increase software releases lifecycle and delivering fast 

products updates to achieve higher customer satisfaction changed companies’ thinking about 

development and operation. IT companies are suffering from a lack of cross-departmental 

integration, which delays the process of final software delivery to customers (Hummer et al., 

2013). They used to have a whole team who was responsible for operating the infrastructure. 

This operation team (OPS) had to do many things to have new infrastructure resources from 

ordering quotes, setting up the rack, cooling, power to installing the operating systems, 

applications, dependencies, and configuring the application's files. They had to go through this 

process every time they needed to escalate and have new machines. At the same time, there 

was another team who develops and builds the software application (Dev) and send it to the 

OPS team to install it in the built infrastructure. These processes used to be done manually, 
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and as the infrastructure grows, the software release and delivery become slow and painful 

(Brikman, 2017). 

In the last recent years, cloud systems have abstracted the management of many hardware 

layers helping Ops team to focus more on higher levels in the infrastructure environment and 

being closer to the application layer. This is when the DevOps movement started getting 

popular, in which both Dev and Ops work closely together on writing codes. DevOps is where 

Dev and Ops work closely together on a set of practices, tool, and processes to deliver the 

software to customers in a fast and an efficient manner (Ebert et al., 2016). This movement 

aims to break through the communication silos and inflexibility by increasing collaboration 

between teams and automating their workflow, which can ultimately lead to better 

productivity, profitability, and satisfied customers. Hummer et al. (2013) considered that “one 

of the pillars of DevOps is the notion of Infrastructure as Code (IaC)”. Infrastructure as code 

(IaC) is a new approach to configure and manage IT infrastructure via codes instead of the 

manual processes and operating procedures. The idea of IaC is to treat infrastructure resources 

as if they were software in a code, which allow IaC to utilize the software development practices 

and provision and deploy infrastructure environments quickly and consistently (Morris, 

2016). Infrastructure as code empowers DevOps team with tools to provision infrastructure 

resources, making fast configuration changes for services and applications as well as 

automating repetitive tasks in those resources and services. Not only this but also IaC can be 

integrated with continuous integration and continuous delivery pipeline which allow the 

application code to be built automatically, tested and deployed on the created infrastructure 

via IaC without human interference (Johann, 2017). Even though in recent years, IaC has 

gained much popularity in the IT market, many aspects of IaC remains unexplored. Morris 

(2016) considered that the patterns, ideas, and best practices for using infrastructure 

automation effectively have not been standardized and organized in one place. They are being 

dispersed across blog posts, talks, and conferences.  

Also, Rahman et al. (2018, p.34) stated that “IT organizations have not adopted IaC at a 

wide scale and, as a result, empirical studies related to their experiences and challenges have 

not been reported”. Therefore, we aim in this study to answer the following research question: 

what are the opportunities and challenges in implementing infrastructure as code IaC? We 

also aim to understand how infrastructure is configured and managed before and after cloud 

systems, and how agile, DevOps, and IaC affect infrastructure management. 

The rest of this paper is structured as follows: Section 2 presents a model which describe 

the flow of a review for the related research. It presents agile, DevOps, automation, 

infrastructure ages, and Infrastructure as code. Section 3 introduces our research 

methodologies, a brief description of the used methods and tools, and a discussion of the 

choices. Section 4 presents the data we collected and the findings. Section 5 and 6 discuss and 

concludes the results and their relation with related research, potential avenues for the study 

subject, and argues for the contribution of the study in practices and the implications for 

research. 
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2. Related research 

Here the related research is illustrated in five main sections. These sections were developed 

and chosen based on my understanding of the infrastructure as a code (IaC) studies.  Figure 1 

below describes the presentation of four sections and their relation. The last section from the 

figure below is about the concept of infrastructure as a code. But before presenting this section, 

I added another section called “iron age and cloud age” to describe how infrastructure is 

managed in physical data-centers (iron age) and cloud systems (cloud age). This section will 

help to understand the motivation for IaC and the opportunities and challenges in 

implementing it.  

 
   Figure 1: A model to describe the flow of the related research 

2.1 Agile software development  

In the software development world, the agility is the ability to respond to changes rapidly, 

and plans for deploying software releases are highly flexible. Highsmith (2002, p.4) stated that 

“Projects may have a relatively clear mission, but the specific requirements can be volatile and 

evolving as customers and development teams alike explore the unknown”. Agile principles 

and methods are developed as a result of the problems and challenges that companies faced 

when using traditional project management and development methods such as waterfall 

(Phalnikar et al., 2009). These traditional methods have sequential and rigid development 

model, in which software requirements should clearly be defined in the beginning by customer 

needs and testing sometimes can not be started unless the development is done. As a result of 

which defects and bugs are found late in the development lifecycle, and thus, the deployment 

for software releases to customers are slow and costly (Balaji et al., 2012). In responding to 

this, in 2001, a group of agile developers came with the Manifesto for Agile Software 

Development which is emerged to uncover better ways of developing software processes as 

they were cumbersome, unresponsive and focus too much on documentation. They articulate 

four key values that they believe they should be used to guide the work (Williams, 2012). The 

four key values are: 
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➢ Individuals and interactions over processes and tools. 

➢ customer collaboration over contract negotiation 

➢ working software over comprehensive documentation 

     ➢ responding to change over following a plan 

 

Nowadays, IT companies are adopting agile software development to get higher customer 

satisfaction, making iterative sprints and incremental delivery of software releases in short 

iterations (Williams, 2012). Matharu et al. (2015) explained and compared different agile 

methods for implementation such as Kanban, Scrum, and XP, which involve continuous 

development, integration, and testing in the software development life cycle. By adopting these 

practices and values, changes can be embraced and deployed rapidly, and customer 

satisfaction can also increase considerably. 

Overall, agile methods and principles have solved many of the problems and challenges of 

traditional software methods. But there is still a big waste and handovers between different 

teams (development, testing, security, system admins and release management) delivering 

software releases to customers as well as massive amount of repetitive works. All these teams 

add much more time and complexity to the deployment and end up having a human 

intervention for reviewing. Therefore, the focus is being shifted to maximizing IT efficiency by 

having better and active collaboration between development and operation teams, and 

effective use tools and processes to help companies running things better. Here, when the term 

DevOps began to emerge and getting popular in many IT companies. DevOps has come not as 

a replacement to agile, but as a culture that has concepts and practices which brings even more 

flexibility on top of the agile methods and principles. 

2.2 DevOps  

From different definitions in the literature, DevOps can be considered as a culture or 

movement that emerged from the operation of agile. DevOps is based on the idea that 

development (Dev) and operation (Ops) team work closely together in the whole software 

development life cycle from the planning, going through the development to the deployment 

and continuous improvement. In which, the work nature for the operations team has been 

shifted to have the same methodologies and techniques of the developers. 

As stated earlier in the previous section 2.1, Agile is considered as a significant factor that 

enables and supports the DevOps concept in different literature. Hosono (2012) and Bang et 

al. (2013) believed that adopting the DevOps thinking can be achieved effectively through 

implementing agile methods and principles, as agile encourages knowledge sharing, the 

collaboration between teams, values and process, and tools. Ustinova et al. (2015), in their 

study, viewed DevOps as an extension for agile in terms of principles. They argued that DevOps 

activities through the close relationship between developers and operators extend and leverage 

and the agile principles to the entire pipeline of software delivery processes.  

In the not too distant past, many of software delivery processes to customers were done 

manually, the typical development team integrates their codes to build an application, and it 

was then the operations team who figures out how to deploy the application to be tested first 

and then release it in the production environment. This has created a big need to bridge the 
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gap between Dev and Ops teams to work more closely together, and this is how the DevOps 

movement emerged and became popular across IT companies (Brikman, 2017). 

Erich et al. (2014) conducted a systematic study that focused on DevOps definition, 

practices, and how the development of IS (Information system) is affected by the close 

relationship between development and operation. Moreover, they proposed a definition for 

DevOps that they claimed it overcomes the inconsistency and ambiguity in how DevOps is 

defined in different literature. They also suggested some practices in DevOps and identified 

how DevOps practices could be used to overcome the challenges of using DevOps in 

information systems development.  

A better way to understand DevOps from different perspectives is a framework that is 

created by John Willis and Damon Edward called, which is now used by many DevOps 

practitioners. The model has four fundamental values to be leveraged to DevOps 

implementation. The model CAMS stands for the four cardinal values, which are Culture, 

Automation, Measurements, and Sharing (Humble and Farley, 2010).  

Culture is the most crucial part of the model, different teams work closely together, getting 

feedback, having transparency, empowerment, and share responsibilities and knowledge their 

work can break all the barriers for moving the company forward and adopting agile practices. 

The automation is the key enabler and cost saver for DevOps. Getting feedback, bugs, and 

results earlier help companies to save so much time and resources. The automation part in 

DevOps needs to have the right people, process, and tools to eliminate unnecessary waste. 

Here, Culture plays a vital role in sharing the spoken language to have a high-performance 

automated mechanism in all environments “Development, testing, and production”.  The 

measurement is a significant part as well in order to get better transparency in companies. 

Measurements such as system performance, quality, business KPIs, and application behavior 

have to be accessible and open across the company. Having these measurements, everyone can 

quickly identify strange behavior, give inputs, and ideas for continuous improvement (Humble 

and Farley, 2010). 

The spirit of the agile is collaboration, which is vital to have the sharing culture in place first. 

Sharing the challenges, lessons learned, discoveries, and tools are crucial for any company to 

have better collaboration between teams, avoid constraints in the company, and encourage 

collective intelligence.  

To sum up, it can be clearly noticed that DevOps is similar to agile in terms of values and 

principles, but it has many tools and practices that are used to facilitate and automate the 

actual operation work of the software lifecycle. Several research considered DevOps tools and 

practices as enabler or supporter to agile principles and values to deploy software and 

implement changes faster. In the next section, we will explore the automation part of the 

CAMS model, as in this study, we will focus mainly on the automated deployment part of the 

DevOps, which is a set of principles and tools that facilitate and control automating the 

deployment process of the software infrastructure  (Humble and Farley, 2010). 

2.3 DevOps automation 

From the model that is presented in the previous section, automation is considered a key 

principle in DevOps that has taken the most significant interest since the DevOps term 
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emerges. It got a degree that there are some people in the IT field consider DevOps is actually 

about just automation. Ebert et al. (2016, p.94) explicitly wrote in the abstract of their article 

called “DevOps” that “DevOps means end-to-end automation in software development and 

delivery”, and companies should implement a high degree of automation to release software 

with short cycle time. In the same manner, Perera et al. (2017) conducted qualitative research 

of interviews and questionnaires in the software development industry with DevOps experts. 

Their study seeks to analyze DevOps practices and identify its relation with software quality. 

They concluded that DevOps practices are positively affecting the quality of the produced 

software, and they have strongly argued that the automation part in the CAMS model is the 

most critical factor to improve the software quality. In relation to agile, De Cesare et al. (2010) 

argued that the second most important agile software principle is to deploy and deliver 

valuable software fast to achieve high customer satisfaction. 

Ebert et al. (2016) divided the DevOps into three main phases, which are: build, 

deployment, and operations. They illustrated some automation tools that can be used in each 

phase. The build phase has tools that facilitate the continuous integration/continuous delivery 

pipeline (CI/CD) where developers used them to merge their code, compiling and running 

automated tests to identify and fix the broken codes. The second phase is the deployment 

where the infrastructure started to be treated as if it were software. Here, the tools are used to 

define and configure the infrastructure as a code in files. As a consequence, the infrastructure 

can get the benefits of the code practices to be shared, tested, and version controlled. The 

operations phase comes in place after the software is already deployed. Operations tools are 

used to maintain the performance and stability of the software infrastructure. It has some tools 

for Logging to debug and trace any issues in operation, and also for monitoring to proactively 

identify and detect suspicious trends before affecting the critical business service. These tools 

actively checking the overall system’s health such CPU utilization, memory consumption, 

storage capacity, and network traffic, and alert the administrator or perform automatic actions 

when they detect any behavior that exceeds predefined thresholds.  

In short, tools are inevitable for DevOps automation, and choosing the right set of tools 

according to the project environment is very important to have high release reliability. There 

are many tools available in the market that support the above mentioned DevOps phases. In 

this study, the focus will be on the DevOps automation in the infrastructure deployment phase. 

I will present the “infrastructure as a code (IaC)” concept and exploring the challenges and 

opportunities with implementing it. But first in the next section, I will explain how the 

infrastructure has been managed before and after the cloud age, and later in the discussion, 

we will see how they affect IaC. 

2.4 Iron age and cloud age 

Before going to infrastructure automation with IaC, it worth explaining how the IT 

infrastructure used to be managed with physical infrastructure and how it is changed 

nowadays with cloud technology. Morris (2016) described the change management processes 

for infrastructure in both what he called “Iron age” and “cloud age”.   

On the one hand, In the Iron age of IT, companies used to develop applications and deploy 

them in physical hardware such as HP and Dell servers. Those hardware servers had to be 
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ordered first from their vendor, then waiting for them to be shipped in boxes and taking them 

to a data-center. After that, Operation team had spent a lot of time manually maintaining and 

provisioning the infrastructure. The biggest challenge was time, as day-to-day manual and 

routine work for fixing problems, fighting bugs, and setting up new servers do not leave enough 

time to work on continuous improvement. As a result, change management was complicated 

and needed to have much consideration and review before the implementation. At that time, 

it made sense to emphasize many processes before making any change, because mistakes cost 

a lot of time, resources, and money. 

 In the same manner, Brikman (2017) stated that operation team had a lot of manual 

processes from preparing the environment where the application will be running on, such as 

installing the application and it’s dependencies to maintaining and responding to different 

changes in the configuration settings. As these processes are done manually, and the number 

of servers/virtual machines increases as the business is growing, deploying new releases 

becomes painful, slow, and needs considerable resources and planning. 

On the other hand, in the cloud age of IT, the cloud system provides computing engine 

resources which can allocate server, firewall, load balancer, storage, and other resources in a 

way that can be managed programmatically. Thus, applications that run the business service 

have been decoupled from the needed physical machines to run it, offering much more 

flexibility.  Different software systems can be used to perform routine jobs, provisioning, and 

maintenance, freeing operation teams to focus on continuous improvement and innovation. 

Moreover, changes can be implemented in term of seconds or a few minutes, offering rapid 

deployment of new business features, higher reliability, fast time-to-market, and high 

customer satisfaction (Morris, 2016). 

Infrastructure automation has come to take the management in cloud age to the next level 

using the idea and practice of treating the infrastructure as if it were software in a code. In this 

paper, the goal is to get a more in-depth insight into infrastructure as a code and explore the 

challenges and opportunities associated with implementing it. 

2.5 Infrastructure as a code 

The cloud age has changed dramatically how the IT infrastructure is being treated. One of the 

significant changes is that the well-known cloud providers such as AWS, Google cloud, and 

Azure are API (Application programming interface) driven which can be called remotely to 

perform specific tasks against the infrastructure. As a result, the concept infrastructure as code 

has emerged as those APIs can be written as code in files. Kief Morris was interviewed by 

Johann, and when he was asked to define IaC, he stated that “I tried to chase down the origins 

of the term. I talked to various people who’d been involved, but nobody would step up and say, 

“I came up with this” Everybody was pointing to other people until it went around in loops.” 

(Johann, 2017, p.118). Morris (2016) stated that the term “infrastructure as code (IaC)” does 

not have a clear author. He considered that the approach of Infrastructure as code has inspired 

from the software development practices to automate IT infrastructure. The premise of IaC is 

to define and codify the infrastructure as if it were software and manage the infrastructure and 

their configurations by using software development tools and practices such as libraries of 

testing, version control systems and orchestration. In the same manner, Brikman (2017) 
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defined IaC as writing and executing a code that defines, update, and deploy your 

infrastructure. He considered both creating resources (virtual machines, load balancers, 

databases, etc.) as well as managing the configurations and settings inside those resources as 

part of IaC tools. There are different tools which use different programming languages to 

specify infrastructure environment such as the number of virtual machines, CPU core, amount 

of memory and disk, network connectivity, firewall rules, etc. They are written as a code in files 

which can then be versioned and changed like any other source code (Jiang and Adams, 2015).  

Hermanns and Steffens explained infrastructure as code concept and analyzed some IaC 

tools that apply these concepts in different level of infrastructure and use cases. They stated 

that “the basic idea of all these tools is to add an abstraction layer to give a high level interface 

to some low level functionality” (Hermanns and Steffens, 2015, p.23). They considered 

replacing error-prone shell scripts that are used to maintain infrastructure resources as a 

significant opportunity for IaC tools. These tools are written in high level programming 

languages that are easy to read, and they make a consistent view of the built infrastructure. 

They also argued that shell scripts are not easy to maintain and are hard to make them in a 

modular and reusable way. Another opportunity they mentioned is adding better flexibility for 

the process of installing and configuring services in virtual machines. They, however, did not 

address challenges that may be faced when implementing their presented tools.  

Artac et al. (2017) stated that IaC could adopt the software versioning practices, in which 

debugging and backtracking control can be applied to the infrastructure. Lavriv et al. (2018) 

studied the disaster recovery processes with IaC. They stated that manual infrastructure 

maintenance time increase with the number of resources needed to be recreated in the cloud 

and the complexity in their dependencies. Therefore, they considered disaster recovery to be 

very resource demanding and cumbersome process without IaC. However, IaC tools are very 

powerful that can make changes to a bunch of infrastructure resources at the same time, which 

also means misconfiguration will result in damage to many things very quickly. Therefore, 

automated tests need to be done to the developed code for IT infrastructure in different 

environments to avoid negative risk (Johann, 2017).    

Nevertheless, Rahman et al. (2018, p.3) that “Even though interest in IaC is growing 

steadily, the current state of IaC research remains under-explored”. They concluded in the 

potential research avenues in IaC section that IaC users could face challenges as any other new 

technologies, and “what are the challenges in learning and implementing IaC, could be of 

interest to researchers” (Rahman et al., 2018, p.36). 

 It is clear that infrastructure as a code aims to create system stability and reliability, but it 

is never an easy task. From my experience working with physical infrastructure before, the 

traditional management for the physical infrastructure is very different from managing 

infrastructure as a code. Infrastructure as a code is not just about implementing a set of tools 

for automation. Scott (2012) stated that doing automation can lead to much more damages 

than bringing benefits if it is done unwisely. Morris (2016) noted that the patterns, ideas, and 

best practices for using infrastructure automation effectively have not been standardized and 

organized in one place. They are being dispersed across blog posts, talks, and conferences. 

Therefore, we aim in this study to identify more opportunities that can be gained, and the 
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challenges that may be encountered when adopting infrastructure as a code, and explore how 

do the previous sections (that we presented in the related research) affect IaC implementation. 

3. Research methodology  

The research methodology is the processes and techniques that the study will be conducted 

accordingly in a specific area, where the researcher uses its tools and guidelines in collecting 

the data, analyze it and solve a problem in that particular area (Ritchie et al., 2014). In this 

paper, an exploratory single case study is conducted in which the goal is to capture and 

understand specific concepts, norms or values that are shaped from study participants frame 

of reference (Taylor et al., 2015). The case study was done in Rebtel Networks AB, a tech 

company that aims to empower migrants and delivers products and services to them. The data 

collection was done with participants only from the company. 

3.1 Research design  

According to Taylor et al. (2015, p.7), “qualitative methodology refers to the broadest sense to 

research that produces descriptive data people’s own written or spoken words ... It is a way of 

approaching the empirical world”. They also argue that qualitative research emphasizes on 

understanding the world and gives insights on the candidate phenomena from people’s 

perspectives and interpretation as they experience it. In the same manner, Ritchie et al. (2014) 

argue that qualitative research aims deep and interpreted understanding of a phenomena/case 

from the research participant’s point of view by learning from experience, social circumstance, 

and perspectives. I believe that using exploratory study is well-suited and fits the aim of the 

research in gaining a deeper insight of the employee’s experience in working with managing 

and automating the IT infrastructure during their career as developers or operation engineers. 

I conducted a single study in Rebtel Networks AB, in which the data is collected using semi-

structured in-depth interviews. The qualitative research methods are well-suited to provides 

answers to questions such as “what”, “why,” and “how”, in which the former is the interest of 

this study. 

3.2 Data collection 

The data was gathered through in-depth semi-structured interviews. They were conducted in 

face-to-face interviews in Stockholm with Rebtel Networks AB employees. Capturing the social 

interaction and body language with the participants through semi-structured interviews is very 

effective to get their in-depth focus and clarification of the study case (Ritchie et al., 2014; 

Kvale and Brinkmann, 2009). Five interviews were conducted in a semi-structured manner, 

and all had a duration between 45-79 minutes each. The interviews had four main themes, 

which are: Agile and DevOps, Experiences during the iron age, Experiences during cloud age, 

the challenges, and opportunities with implementing IaC.  

I had main questions, and there were follow-up questions that were dependent on the 

participant’s answer (appendix A). This approach is used to allow the study participants to 

freely express their thoughts, opinions, and interact with the questions I will ask in the 
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interview (Bryman, 2012). However, while the questions were opened and the participants had 

the freedom in the answers, I had certain limits in some responses from the participants to 

control the time of the interviews with the questions that the study aims to address. It is also 

important to note that there was no judgment mindset, and I sought to not affect the answers 

of participants by my experience and knowledge on the main and follow-up questions 

(Bryman, 2012). I followed Ritchie et al. (2014) guidance in doing the stages of conducting 

semi-structured interviews. The interviews started with an introduction to the research topic, 

and a question regarding the participants career briefly. Following that, opening questions 

techniques was used to ask the main questions. However, the interviews process was also 

flexible, in which follow up questions were asked in some cases to get a deeper understanding 

of interesting answers from the participants.  

I informed all participants that the interview would be recorded for transcribing and 

analysis purpose to prevent the note-taking process, and I got the consent from each 

participant. I explained to them how the recording would be used with the ethical 

consideration that will be presented later in this paper to make them feel comfortable with the 

recording. Having the interviews recorded allows me to entirely focus and interact with 

participants to ask follow-up questions as well as being able to return to the transcription of 

the interviews in the analysis process. Moreover, the recording saved time and effort during 

the interviews since I did not have to write down the answers of the participants, and got the 

exact words of the participants to be coded and analyzed. Along with the semi-structured 

interviews, I was also doing work with two IaC tools (Ansible and Terraform) to get practical 

knowledge of how these tools work, their capabilities and understand the technical terms in 

IaC tools. I used Terraform to create and build a new environment from scratch in Amazon 

Web Service cloud (AWS), and I used ansible to automate changes and perform repetitive tasks 

against different cloud resources in Google cloud platform (GCP). These were not used for 

analysis, rather than to better understand the knowledge area. 

3.2.1 Sampling strategy 

As there was a limited time frame for the study, the data sampling strategy was needed to 

capture the best samples, which can contribute to the study. Therefore, non-probability 

sampling is chosen, in which the samples are deliberately selected for specific 

features/characteristics within the population. In particular, homogeneous purposive 

sampling was used for selection where the strategy of choosing participants is based on 

particular features to enable detailed exploration and understanding of the central themes 

(Ritchie et al., 2014). According to Rubin and Rubin (2011) hold the view that researchers 

should conduct interviews with those who have experience with the problem of interest. Thus, 

I have chosen five employees who have experience with infrastructure management in general 

and infrastructure as a code. There was one more employee I could have chosen, but he works 

only with infrastructure as a code, and he did not have experience in managing IT 

infrastructure before the concept and tools of IaC and cloud. All the participants are working 

in Rebtel Networks company and had experience with managing infrastructure in the iron age 

before the cloud systems. Also, they have experience with infrastructure as code concept and 

tools in at least one of three cloud systems (AWS, GCP, and Azure). Table 1 in Appendix B 
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present the participants in the interviews, their job title with the used cloud system and IaC 

tools, and the interview duration. 

3.3 Ethical considerations 

Ritchie et al. (2003) argue that the most important ethical consideration is to provide detailed 

information for participants about the purpose of the study. I have informed the participants 

by the object of the study, the purpose, and how the provided data will be used. Also, the 

informed consent was based on the understanding that interviewee’s participation is 

voluntary, and the participants were asked for their permission to record the interview. Since 

the study topic is not sensitive, anonymity and confidentiality were not an issue for all the 

participants, and we had informed consent from the participants. However, I made it clear for 

participant what the study is addressed and aimed, and why they were selected before being 

part of the interviews. They also had the choice and freedom of how much they talk and if they 

want to withdraw a particular question from the interview (Ritchie et al., 2003). All participant 

had free self-acting pace and time to think to make them feel comfortable and not left them 

with unpleasant feelings about the participation 

Moreover, I informed them that the recording, analysis, and result would not be used in any 

other purpose than this research (Ritchie et al., 2014). Lastly, the participants are informed 

that they will be given feedback on findings and use; their recorded data will be protected and 

not accessible by the public (Ritchie et al., 2014).  

3.4 Data analysis 

As stated earlier that the data was gathered using in-depth semi-structured interview, reading 

the related research in the area of the study. Also, Practical work with IaC tools that are 

commonly used in the field of the study was done to understand technical terms in the 

interviews. However, it was not used in the data analysis and did not affect the final result. All 

interviews were held in English, and the recording for the interviews have been transcribed to 

be able to go through the data and read it several times. This allowed me to understand the 

participant’s answers better and think about the coding and categorization of the data.  In this 

study, thematic analysis was used as a data analysis method because it will be helpful in 

identifying, analyzing, and reporting patterns and themes among interviewees data. It is 

argued that thematic analysis is highly effective in examining different participants’ 

perspectives, highlighting similarities and differences, and summarizing key features of a large 

data set (Braun and Clarke, 2006). Moreover, thematic analysis is a well-structured method of 

handling data, which makes it easily grasped, accessible form of analysis, capable of producing 

a well-organized final report (King, 2004). As we have a considerable number of interviews for 

a limited time frame, thematic analysis is efficient in time and easy to be used for analyzing 

these interviews. Thus, I felt that the above characteristics of thematic analysis are well-suited 

for my study. I have followed the summarized table below (Table 2) described by Braun and 

Clarke (2006), which provides an outline guide of thematic analysis.  
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Table 2. Phases of data analysis 

Phase  Description of the process 

1- The 

researcher be 

familiarized 

with the data 

The audio data of the participants were transcribed, repeated reading the 

data was done in an active way to find patterns and meanings, and taking 

notes out of them. 

2- Generating 

initial codes 

Having in mind my research questions, I selected the most interesting and 

meaningful features of the data, and I used here line by line coding. 

3- Searching for 

themes 

By analyzing the generated codes, I collated and combined different codes 

into code groups. After that, I searched for more higher level categories, and 

I categorized these code groups into code categories. Following that, themes 

were created out of the code categories. I used some tools to help me in this 

process, such as mind maps and AtlasCloud. 

4- Reviewing 

themes 

I checked if the themes can be put together or broken down into separate 

themes or delete some themes. This refinement involved two levels, 

reviewing the themes with coded data extracts and with the entire data set. 

Generating thematic maps was also used to help in this phase.  

5- Defining and 

naming themes 

Defining and naming was done to determine the essence of each theme 

about and what it captured in relation to the complete story to generate a 

clear definition and name for each theme. As a result, four main themes 

were chosen to present in the result section. 

6- Producing 

the report 

I did a final analysis of the selected themes and relating their findings to the 

research questions and related work to write the discussion and complete 

the final report. 

However, this process was iterative and was not in a linear way of analysis, which means 

that analyzing the data did not start only when all data was gathered. I transcribed and read 

some interviews to be able to identify if more questions that may emerge from these interviews 

can be asked in the other upcoming interviews. Table 3 in appendix B shows examples of how 

the third phase of data analysis in the above table was done. 
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3.5 Method discussion 

One could argue that the number of interviews might not be enough to get better insights and 

result of the research questions. To mitigate this, I did some practical work with IaC to gain 

the technical knowledge behind the study and to be able to ask the right questions. Also, I have 

done the interviews face-face to capture all social interactions aspects and body language to 

get a better understanding (Ritchie et al., 2014). Moreover, the coding was done at more 

detailed levels. The first level was almost initial unique codes; the second level was code groups 

where I grouped similar initial codes into groups. The third level was code categories where 

the code groups were categorized, and the last level was the themes that emerged from the 

code categories. This process allowed more code groups and categories to emerged, and we 

could get more in-depth results from the participants’ data.   

Another aspect to consider is the type of data collection. It could be argued that focus groups 

might have better outcomes and measure the reaction of the participants. However, the 

respondents of the research had experience in different companies, and thus, they worked with 

various tools and techniques. I felt focus group could lead to a bias in the outcome of a group 

discussion from some respondents, and someone could also affect others in reaching certain 

assumptions or conclusions about a research question (Morgan, 1996).  As a result of the fact 

that audio recording of interviews might lead to an uncomfortable situation in sharing truthful 

data and opened discussion (Walsham, 2006). However, I have informed the participants that 

the recording will not be shared with anyone else, and it only will be used to transcribe the 

interview. Then it will be deleted after that. The participants felt good about the recording and 

did not state or express any inconvenience reaction. 

4. Results 

In the following sections, the outcome of research design will be presented. The result is 

derived from in-depth interviews and will be shown in four different themes which are 

developed from the process of the analysis. Those themes are Agile and DevOps, Experiences 

during the iron age, Experiences during cloud age, the challenges, and opportunities with 

implementing IaC. All the interviewees in Table 1 have experience with DevOps, Infrastructure 

management before and after the cloud, and Infrastructure as a code. Both Preto and 

Maharjan are using Microsoft Azure cloud for their infrastructure and Terraform 

(https://www.terraform.io/) as a tool for Infrastructure as a code. Hammami is using Google 

cloud platform and Cloud Deployment manager as a tool for Infrastructure as a code. Andrade 

is using Amazon Web Services (AWS) for Web infrastructure and has been using 

CloudFormation (https://aws.amazon.com/cloudformation/) and Terraform as tools for 

Infrastructure as a code. 

4.1 Agile and DevOps 

This section shows the finding the relation between Agile and DevOps. This section will help 

to understand how IaC is being affected by these concepts later. The respondents have 

expressed that the company is fairly agile. Preto stated that it was easy to implement agile 

because the company develops its own products. But he considers from his experience that 

agile is still challenging to do in outsourced projects because you have a close scope with a 
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closed quote to deliver something that meets certain requirements. Therefore, it is needed to 

spend more time planning exactly what should be done, when, and how. 

“every some week depending on what is our sprint period, we refine our priorities, 

we make an incremental change for the product, and we roll it out. It works really 

well [agile] “- Petro 

 

However, the respondents mentioned that DevOps was emerged because of the significant 

need to make development, and operation teams work more closely together as agile did not 

consider that before. Maharjan stated that one of a big limitation of agile earlier was that 

involving development team and not operation team, we used to discuss development and 

testing for the products, and the product was in high quality in those environments. After that, 

when we shipped the product to operation teams to implement it in the production 

environment, it ended up in errors or the product behaving differently in the production 

environment.  

“It [DevOps] moves closer to the same knowledge, so you need to be able to write 

code. That makes the distance between development and operations much closer, 

meaning we can have faster iterations and get fewer problems. That's because 

when you do not separate the operation from development, you do not get the 

operation the last place taking care of to some extent, and otherwise, someone else 

needs to wake up someone else needs to clean up the mess and fix the problems” - 

Dahlqvist 

 

Similar to Dahlqvist argument above, Other respondents also expressed the lack of 

flexibility in communication and collaboration between the development (Dev) and operations 

(OPS) team, and it was back and forth to get the application installed, checking logs and make 

it up and running. They also consider that DevOps automation plays an essential role in having 

faster iterations and delivery to customers. 

“With DevOps, you started to have the operation team more focused on the 

application layer management and being close to the development team. With IaC, 

continuous integration and continuous delivery (CI/CD) pipeline, the developed 

code will be built, tested and deployed with the right configuration to the 

infrastructure environment without someone having to go and do that manually 

or intervene” – Andrade 

 

The quote above by Andrade shows that the operation team is being more focused on writing 

codes to manage the application layer. They develop a code to build the infrastructure 

environment, and they are also being engaged to integrate that code with CI/CD pipeline tools 

to deploy the backend code and the needed configuration for the built infrastructure to make 

the application up and running. With these DevOps tools in all layers from infrastructure to 

the actual application, Petro stated that It becomes a lot faster to solve problems, people a lot 

more involved because they know exactly how their systems are running, what they developed, 

how's it being installed and how is it being operated. We can intervene much faster; we gained 

speed in how we can add and have new features and address problems from customers. 

 



 

 

15 

 

4.2 Experiences during the iron age 

This section shows the findings from the participant’s experience of working with physical 

infrastructure management. It appeared from the results that the interviewees faced many 

challenges and problems during the encounter with physical infrastructure management 

before the cloud. A common challenge that emerged from the code groups was that physical 

infrastructure needed considerable resources in terms of time, money, and human resources. 

Respondents stated that running the product application with the physical infrastructure 

needed to have many people in two separate teams, a development team who develops the 

code for actual application and operation team who operates and maintains the infrastructure 

environment for the application. Dahlqvist stated that having your own data-center 

infrastructure, you would need to have an infrastructure team that does both procurement 

function and installation process, from procuring all network elements, to mounting them in 

the data-center, screwing them into the rack, and connecting them with cables. On top of that, 

they would need to configure all these networks and resources from scratch and install the 

software and the application. After all of that, Hammami stated that he also experienced 

difficulties in maintaining the physical infrastructure afterward.  

“There was a lack of tools; we could not even monitor and debug very well 

remotely, and then when something happened, we used to go physically and check. 

Just to maintain the infrastructure hardware on itself was a big challenge because 

you have to think and know about all the hardware disk, processor, memory, etc.” 

- Hammami 

 

The lack of flexibility and scalability techniques for infrastructure resources was also a 

common concern for the respondents. They explained that since the infrastructure resources 

were physical, it was a complicated process to make any change to them, and sometimes you 

would need to replace those resource.  

“if there is a need to fix one of these hardware resources or modify the network 

design and architecture, we could not change easily, and sometimes we had to do 

it from scratch or buy completely new hardware” – Hammami 

 

“we used to have one server where It had one particular software that would take 

most of the use of the server resources like CPU and memory. And if we ran out of 

space of you, ran out of memory then we had pretty much to buy the physical 

memory card or buy the physical disk and put them in the server and then 

configured them to have more space or more processing power” - Maharjan 

 

In terms of scalability, they mentioned that there was no easy and efficient way to scale 

hardware elements such as Memory, CPU core, and disk space. This lack of scalability not only 

in terms of hardware elements within the infrastructure resources but also to scale out 

geographically. Dahlqvist stated that the company has traffic from countries in different 

continents, and if we built infrastructure in each of those continents, we would have overhead 

to maintain multiple data center environments, we would have a load balancer and many other 

resources in each of these environments. 

“…. you would have at least three times more people, you would not be able to scale 

up and down resources so easily, and you would not be able to evolve things so 
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quickly. The physical infrastructure used to be extremely static, and nothing used 

to change very fast [...] we can only have as many servers as the data center 

supports the physical infrastructure” - Preto 

 

One last challenge that was expressed by the respondents was that they had experienced 

several errors and issues due to configuration drifts and differences in their infrastructure 

resources. This inconsistency in resources configuration and settings was due to manual 

changes, and sometimes issues happened to a server that had to be fixed separately and 

became different from others. There was a lack of tools that could actually recreate or rebuild 

servers that are different from others. 

“there would always be some problems with one of the networks or all of them not 

working as they should, or host files still not been updated correctly. It was 

extremely cumbersome “- Dahlqvist. 

4.3 Experiences during the cloud age 

This section shows the findings from the participant’s experience in working with cloud 

infrastructure management. The physical infrastructure as mentioned above has many 

limitations and challenges. The respondents considered cloud systems got popular because it 

addressed these limitations, as well as having other features and advantages. All the 

respondents pointed out that simplicity and flexibility in the cloud is the most significant 

advantage in comparison to physical infrastructure. This simplicity and flexibility are due to 

the fact that the cloud has abstracted the management of the hardware layer. That means not 

only people do not have to maintain the physical elements of the infrastructure resources and 

manage the physical servers, but also, they can deploy infrastructure in different regions and 

zones in the world without physically being in them. 

“with the abstraction of the hardware layer in the cloud, it gets simple, cheap, and 

attractive. We have the same application deployed in different countries and 

continents, which before the cloud would almost be impossible” – Andrade 

 

“The abstraction of the hardware can go further to become serverless, and you just 

deploy your code only. in that way, all you need to think of is the code of your actual 

application” - Maharjan 

 

Another distinct advantage stated by the respondents was the flexibility in the cloud in a 

way that they could increase and decrease the infrastructure resources efficiently and 

effectively. Maharjan stated that now with the cloud you need to go to cloud portal and you 

just click a button to add the memories or CPU cores or disk space, which saves so much of 

time and cost. In the same manner, Dahlqvist pointed that one main improvement compared 

to how we had it before, we could get a new server, and even if we do it via the cloud portal, 

and increase the infrastructure capacity in a matter of minutes. However, he expressed that 

this simplicity brought a challenge that It is easy to create a mess in the cloud where it is hard 

to understand what all these things are, why do we have them, why are they needed. Another 

challenge he mentioned was also that there is always new and changes to the way how things 

work in the cloud.  
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“... like Amazon cloud has over 200 different services. Of course, you need to really 

know which services to use, and in many times, there is also like “Oh that service, 

that was the only thing you could use two years ago. Nowadays we do not use that 

service anymore, and you can use this service instead” – Dahlqvist 

 

Petro stated that also what made cloud gets popular across companies is the good 

dissemination of different flavors of virtual machines (VMs), images and operating systems as 

well as many tools, dashboards to monitor performance, facilitate the integration and 

deployment, and validate all the configurations. Security and safety were a common issue that 

the respondents talked about. Hammami expressed a positive feeling about security in the 

cloud. He stated that before with your own infrastructure, you have to be compliant with many 

security and safety guidelines, and also you should protect yourself from many different types 

of attacks. Today with cloud systems, it is much easier to be secure and compliant and protect 

your cloud environment from many attacks.    

In contrast, several respondents expressed challenges and concerns regarding security 

issues in the cloud. Petro stated that people think that the cloud is safer because it is hosted by 

big companies like Google, Amazon, and Microsoft, but maybe they will become less aware of 

certain security concerns. With that, a big concern that raised by both Dahlqvist and Andrade 

is the access credentials and policies in the cloud. 

“The simplicity of the cloud has brought one challenge that you need to have access 

policies to control who can do what for which infrastructure resources. Even 

though with the simplicity in the cloud, you can do more things easily and 

efficiently, but it is difficult to manage everything. So, this simplicity actually 

brought a complexity at the same time” - Andrade 

 

“even if it was very frustrating and very slow [physical infrastructure], it also 

meant we could not create any security vulnerabilities. Now [with cloud], only just 

giving the right access for the right people, we have all secrets under control, and 

we rotate them on a regular basis to make sure we are safe, these are new 

challenges that we did not have before” - Dahlqvist 

 

With these challenges, Petro think that the cloud systems will start providing safer and safer 

predefined environments, and some tools are appearing such as playground 

(https://www.playgroundcloud.se/) which can run against the management APIs of cloud, 

and then give you a list of security issues and threats. 

4.5 The challenges and opportunities with implementing IaC 

An interesting finding in the results of the study is how the respondents consider the 

challenges and the opportunities of IaC in different aspects. In this section, I will present the 

opportunities/challenges in the most common aspects that the respondents expressed. 

4.5.1 Opportunities 

- flexibility and saving resources 

The most common response from the participants was flexibility and saving time and 

resources. They mentioned that creating Infrastructure resources or making changes manually 
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through the cloud console GUI to build a proper environment used to take a lot of time, and 

many people were involved.  

 

“It's natural to use the cloud GUI, but the graphical interface will never be faster 

than how fast you can click, how fast the browser can refresh” - Dahlqvist 

 

Maharjan stated that when we wanted to make changes to infrastructure resources, we used 

to do that manually. He continued, “ for example; application gateway has many configuration 

parameters. So, we had to create them one by one. And for some parameters, if the application 

gateway does not work, then we had to delete it and create a new one going through the same 

steps again. That was very frustrating. But with IaC like we write everything in the code, and 

we can run that code to create any resource, destroy it and recreate it again”. 

“If you have infrastructure environments in five different countries, and you want 

to change something in the application that has to be reflected in all these 

environments. Then, you have to set up that change five different times, one by one. 

with IaC, now you can actually make those all of those changes in a code in a fast 

and consistent way” - Andrade 

 

Preto expressed that the speed at which we now create a new version of the stage 

environment is way less than if we create it manually. 

“just looking at how many people do we have managing the production servers? 

Two, three people! But we have more than 50 servers. And we could probably if we 

have everything very well automated, we probably having 50 or having 150 would 

be the same.  I think that's where it becomes beneficial in terms of scalability” - 

Preto 

 

Maharjan stressed the role of IaC in saving resources where testers can destroy the whole 

infrastructure or shut it down with code in a matter of seconds after they are done with their 

tests, and recreate the same environment when they have another sprint of testing. He stated 

that this eliminates the waste for the number of resources of being running without any use, 

and thus cut a considerable cost since most of the cloud resources are charged per 

minute/hour. 

 

- Consistency 

Another common mentioned by all the respondents is the consistency that can be achieved by 

IaC. Human mistakes and non-homogeneous naming when creating infrastructure resources 

manually through the GUI was a big challenge for the respondents. It was difficult to trace the 

logs and resources had a different style of naming. Keeping consistency in configuration and 

resource naming seem to be a very important practice for all the respondents. 

“In the past, we could not have our environments consistent. I think manual tasks 

are a lot more likely to fail to be forgotten, to be overlooked, to be executed 

incorrectly” - Preto 
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“When we were doing everything manually with GUI, it was difficult when we have 

an issue to know exactly where is the problem, and in which level of the 

infrastructure environment” - Maharjan 

 

“Now, with IaC, we guarantee that our environment is coherent, consistent, and 

follow the same set of rules because it was spin up by the same scripts. For instance, 

in the code, we develop a module to set up a new application gateway, and then all 

application gateways will be set up like that. And then the chance that we have 

configuration drift between the different application gateways is almost zero” - Preto 

 

However, Dahlqvist expressed that to have a consistent and reliable environment, you 

should deploy immutable infrastructure with IaC, meaning you never change the 

configuration. He stated, “The goal is to never login to any machine, and then you will not have 

any configuration drifts, and if you want to change the configuration, you should deploy a new 

image. Sometimes, it might be attractive login to all machines instead and change that 

configuration; then you may probably get configuration drifts. But if you make it as easy as a 

code to deploy a new image. It's then going to be easier to take that route”. 

 

 

- Versioning 

Both Hammami and Preto considered versioning to be the third important part in IaC. Several 

respondents stated with versioning the infrastructure deployment; it is transparent to know 

who did what, where and when. 

“with the infrastructure being in code, it becomes something easy and simple to 

maintain. This is a huge thing for us. We can have version control systems for that 

version all our deployments. We can change our infrastructure from a version to 

version, and we know all the changes applied to the infrastructure in all versions” 

- Hammami 

 

“we actually know when we created the test development environment. We see 

what was the version that we ran, and it only had these things automated. Then we 

have a history of all the changes we made” - Preto 

 

- Repeatability 

All the respondents expressed that using the same a code and repeat it to create multiple 

environments (development, testing, and production) in a fast and consistent way is a 

significant advantage that they could have it before. This stated to build multiple environments 

used to take time and effort manually through the cloud GUI. It was not an efficient process, 

and it may end up in misconfiguration and inconsistency.  

“Now with IaC since we have everything in a code, even though we have to create 

the same resources in multiple environments, we just run the code of the needed 

environment and we do not need to go the portal and remember all the parameters 

to configure, since it will always exist in the code” - Maharjan 
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Repeatability can also mean that with IaC, the infrastructure resources can be created, 

destroyed, and created again with the same code. Dahlqvist stated that “we have our 

environments in Terraform as IaC, we can tear them down, and put them up again. You 

increase productivity so much. So, you get productivity and also repeatability.”  

“Of course, we have spent some days automating all these scripts, but if you do a 

task multiple times then it's very good that you have done in code because then you 

can do it for development, staging and production environment and repeat it 

anytime you want” - Preto 

- Risk management 

Several respondents expressed that IaC can play a vital role in infrastructure risk management.  

Andrade and Maharjan argue that IaC is a very efficient and cheap way to have a disaster 

recovery solution for the infrastructure environment. Similarly, Hammami argues some IaC 

tools like Terraform can allow companies to have cloud portability solution, meaning that they 

can move from one cloud to another in a little time with IaC.  

“In case of any risk, then basically you have everything in your environment as a 

code, and executing that code with one command can actually recreate everything 

and trigger the CI/CD pipelines to deploy your applications to the newly created 

infrastructure” - Andrade 

 

“IaC is not only used to build an environment but can also be used to migrate an 

environment to a different cloud system. With Terraform, you can write a code to 

create infrastructure resources, and Terraform does request the right APIs 

according to the cloud system you specify in the code. And then, you do not have to 

know about different cloud APIs to create those resources” - Hammami 

 

- Integration: 

Andrade and Maharjan expressed that an essential practice in DevOps is to have continuous 

integration and continuous delivery pipeline. The findings here show that IaC tools can be 

integrated with another tool to complete pipeline that creates an environment and deploys the 

application code in that environment automatically. 

“After we deploy the needed environment with Terraform, we use Octopus [CI/CD 

tool] is triggered which detect the environment that was just built by Terraform, 

and then it fetches from central storage the latest configuration and backend code 

to deploy them in the created infrastructure resources” - Maharjan 

 

However, Dahlqvist considered the integration of IaC with CI/CD can be challenging to 

make effective depending on the used tools and the underlying infrastructure type. 

 

- Documentation 

Preto argues that the best place to write documentation is in the code. Aligned with Preto, 

the other respondents considered that the IaC code is very simple and easy to read and 

understand. Thus, there is no need to have separate documentation to write the infrastructure 

details. Maharjan stated that before IaC only specific people could deploy because we used to 

do it manually, but now with IaC, the knowledge is shared via a code in a central repository 

that is accessible for the whole team. 
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“… if you have a code, then it easy to understand that this part would create these 

exact machines. This code can be executed from anywhere for those who have 

access and permission to run that code” - Maharjan 

 

- Skills 

As stated earlier that creating infrastructure resources manually can be a very frustrating 

process, especially when some resources require recreation if they have been misconfigured. 

Preto and Maharjan noted that a significant benefit for IaC is that IaC practice is developing a 

code which is simple and close to what the DevOps team do and enjoy. IaC code can also be 

executed several times to create and destroy resources without the need to do anything 

manually every time there is a need to recreate these resources.  

“We mostly have development engineers in our company. We can use their skills to 

do something that otherwise I do not think they would be so happy doing it. I mean 

most people do not enjoy running these set of instruction, installing the OS, 

configuring the files. But if they are writing code to do them, it's closer to what they 

like to do, to what they enjoy” - Preto 

 

In conclusion to IaC opportunities, Dahlqvist stated “I think going from having to order new 

machines and network elements, to being able to do it easily and efficiently through the cloud 

console, taking it further to infrastructure as the code to have all the auto-scaling of various 

kinds. This is just an order of magnitude fast innovation opportunities”.  

4.5.2 Challenges 

- Community and implementation 

The biggest challenge that expressed by all the respondents is that it is difficult to implement 

IaC hundred percent. They vary, however, about the satisfaction level depending on the IaC 

tool and the cloud system that they are working on. Andrade stated that AWS cloud community 

is focusing on IaC; they have their own IaC service CloudFormation. Also, there is also an 

independent tool Terraform is also growing fast with the community. Whereas, Preto and 

Maharjan considered that for Microsoft Azure cloud a lot of things were a bit behind compared 

to what he saw that could be done with Google and Amazon cloud in terms of using Terraform 

scripts. 

“I experienced a lot of problems and most of the solutions I found from the 

community such as Stack Overflow, Terraform community, and blogs where 

people have made their own experience. The challenge I am still facing is more of 

advanced technical things that it is quite hard to find in the documentation and the 

community because maybe most of the community does not need that kind of 

architecture. Then I have to spend more time to try and test those customized things 

by myself” - Maharjan 

 

“A big challenge could be the right level of automation and still maybe not being 

completely mature. When we looked at Terraform in Google cloud, we did not find 

all the modules for GCP services. And Google's deployment manager for IaC also 

did not seem to have everything IaC ready” - Dahlqvist 
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“There are many things that are not easy to automate in these tools, because maybe 

that the right API does not exist. For instance, there are many detailed 

configurations that are not really exposed by the APIs. then after deploying with 

IaC, you still need to go and then do a few more clicks, and a few manual actions 

to have it done [...] we kind of gave up because we did not really know if it was 

possible to achieve, then it would imply too much research ” – Preto 

 

 

 

- Synchronization: 

Several respondents expressed that the dependency between resources is one of the most 

critical parts of IaC. They stated that to create an environment from scratch is very simple, but 

to change an already existing infrastructure is challenging to keep track of the dependencies 

between those resources. However, they stated that the lack of synchronization between those 

resources might lead to service disruption and outages. 

“The biggest challenge as it a new concept, we need a lot of learning and testing, 

especially in understanding the dependencies between infrastructure resources 

and how IaC tools deal with them. Sometimes if you want to change a resource 

parameter, those tools may recreate that whole resource, and you end up having 

downtime just because of that little change” - Hammami 

 

- Visualization and control     

Andrade expressed concern in validation and verification mechanism in IaC tools. He stated 

that before IaC, even though it was not efficient to manage infrastructure through the cloud 

GUI manually, but it is more visual to see how the change takes effect and you get visual 

feedback about that change. He continued that now with many IaC tools, we lack better 

processes and techniques to control those changes, visualize them, to audit and ability to roll 

back in a better way. With many IaC tools, it's quite hard to visualize and to make sure the 

change is going to be right or wrong. 

 

4.5.3 Something in between 

 

- Security and Safety 

In the IT world, when new technologies and tools appear in the market, the feeling of security 

and safety in using them become one of the critical factors to adopt it or not. With IaC, the 

respondents, however, expressed different feeling in terms of safety and security when using 

it. Maharjan, Hammami, and Andrade expressed their concern when it comes to changes in 

the infrastructure. They stated that even with small changes to infrastructure resources, some 

IaC tools like Terraform require to destroy and recreate them again. Not only this but 

sometimes they also can identify the dependent resources to them and destroy and recreate 

them.  

“I had a couple of incidents when I was creating infrastructure, and I was doing 

some changes on some resources and then Terraform required recreating. It ended 

up deleting everything on that resource group that because it also deletes all the 

dependencies of the updated resource. In these cases, I don't feel so safe” - Maharjan 
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Maharjan continued that “although with Microsoft Azure cloud there is a way to put a lock 

on infrastructure resources so that Terraform can not delete them. But also, I mean, I do not 

feel a hundred percent safe. It is a bit risky”. In contrast, Dahlqvist and Preto expressed that 

manual configurations are likely to have inconsistency and result in problems.   

“I think it is [IaC] safer in the sense that you try to work towards reducing human 

errors” - Dahlqvist 

 

“We run a code that set up all of our environments instead of having them mostly 

set up manually through the GUI which might slightly be configured in different 

ways because you did one and then I did the other one, you forgot some clicks, and 

I added some other clicks, and naming conventions were not super enforced” - 

Preto 

 

But also, Dahlqvist expressed concern regarding access rights and permissions in IaC. He 

stated that you need to add a service role for the IaC tool, which can then be leaked. It's not 

trivial and could be insecure. 

“I think it is [IaC] safer and more robust in terms of that you are less dependent on 

human, and you could you have automated regression tests for the deployed 

infrastructure. But also, it might not be necessarily safer. In general, the challenge 

with public cloud is that it is easy to give people more opportunities to create 

Internet-facing vulnerabilities that they do not necessarily have the knowledge to 

secure” - Dahlqvist. 

5. Discussion 

The aim of this study is to get a better understanding of IaC concept and identify the challenges 

and opportunities involved in implementing infrastructure as a code. I did a case study in the 

implementation of IaC with five employees in one company. Capturing how infrastructure is 

treated technically and managerially in the iron age and cloud age from traditional 

management going through agile to DevOps helps to understand and gain insights on the 

opportunities and challenges associated with IaC. This section shows a discussion of the study 

results based on the research question: What are the opportunities and challenges in 

implementing IaC. Despite pre-existing research such as Hosono (2012) and Bang et al. (2013) 

argue that agile is considered as a supporter and enabler for DevOps. However, the finding of 

this study argues that DevOps emerged as a result of the limitation of agile methods in not 

addressing the operation team. Therefore, we can strengthen Ustinova et al. (2015) thought 

that DevOps could be viewed as an extension for DevOps as DevOps is inspired by the 

principles and values of agile. The practical implication of this is that companies need to 

address the operation team in their agile methods and get them more involved in the 

development side of the products. 
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5.1 Opportunities with IaC and their implications 

Our finding suggested the most significant advantage in IaC is simplicity and saving resources. 

Morries (2016) argue that physical infrastructure resources needed a lot of resources to be 

managed. It was a slow and cumbersome process to maintain and configure these resources. 

Even after that, in the cloud age with GUI, it was a simpler process to change, but it still takes 

time to make changes, and many people have to be involved in building a proper environment. 

Our finding is aligned with Morries (2016) that with IaC, the infrastructure environment is 

defined in a code that can be executed to create, destroy, and recreate without wasting time in 

doing them manually. 

Moreover, different environments in different regions can be defined in codes to maintain 

and deploy them at the same time without having to do that to all of them separately one by 

one which saves so much time and resources. The implication of this is that the team has to 

code everything that used to be done manually, which can take much time in the beginning. 

However, we argue that doing that one time will enable companies to use the same with little 

changes to deploy different environments and repeat it at any time. Our argument is aligned 

with Hermanns and Steffens (2015) that the IaC is adding better flexibility by maintaining 

modular and reusable code for infrastructure resources which then can be repeated to create 

multiple environments (development, testing, and production). 

In the same manner, as previous research has acknowledged, the most apparent benefit for 

IaC is saving time and work by avoiding manual, repetitive tasks, and routine (Johann,2017). 

Our finding further argues that IaC can make quick and efficient changes, and this leverages 

the fourth value of agile, which is “responding to changes over following a plan” (Williams, 

2012). Another finding goes in line with the findings by Ebert (2016) and (Johann,2017), that 

companies should implement a high degree of automation to release software with short 

lifecycle to achieve high customer satisfaction. This can be achieved by integrating IaC with 

CI/CD pipeline. Here, the cloud systems and DevOps concepts are crucial to implementing 

this integration. The cloud systems abstract hardware layers which makes the DevOps team 

can focus more on higher layers in which the team can go beyond IaC to integrate it with 

(CI/CD) continuous integration/continuous delivery pipeline. This integration allows the 

developed code to be automatically tested and deployed on the created infrastructure via IaC 

without human interference. The implication of this is that some challenges can be faced in 

the integration of some IaC tools with some cloud systems, and best practices for this 

integration could be of interest to researchers. 

The study found that IaC can solve human mistakes and non-homogeneous naming for 

infrastructure resources which is a big challenge when it is done manually because manual 

tasks are a lot easier to be forgotten, overlooked and can be executed incorrectly. Evidence of 

this has also been noted in previous research such as that by Hermanns and Steffens (2015) 

that a big opportunity for IaC is to replace error-prone shell scripts and manual configuration 

by a reliable and robust code to make a consistent view of the built infrastructure. This result 

further confirms Morrie's interview that reliability is one of the significant benefits for IaC in 

making sure that every time you deploy something, it is done the same way as others 
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(Johann,2017). This will allow companies to have coherent and consistent infrastructure 

environments that follow the same set of rules in the code.  

Another significant opportunity for IaC found by Artac et al. (2017) that versioning practices 

enable logging and backtracking control systems to the infrastructure. We can with our 

findings provide further insights on versioning benefits which allow visibility transparency 

among the team to know who did what, where and when. With IaC, it is simple to maintain the 

versions of deployment, knows all the changes in versions history, and changes the 

infrastructure from a version to version. Versioning implies that companies have to adopt 

DevOps culture, which means maintaining infrastructure and configuration are not only on-

hand of the Ops team. The IaC code should be shared in a version control system such as Git. 

This finding leverages the benefit of DevOps presented by Brikman (2017) that DevOps aims 

to bridge the gap the developers and operators to work more closely together. Moreover, it 

leverages the practices of sharing part (S) in the CAMS model of DevOps by having the code of 

the infrastructure shared in a central repository that everyone in the team has access to, and 

they can see who did what changes to which infrastructure resources in all versions.  

The study also found that IaC can play an essential role in risk management. It is a very 

economical and convenient solution to have a disaster recovery plan in a code. This result is 

further deeply studied with Lavriv et al. (2018). They argued the disaster recovery process 

without IaC concept is resource demanding and very exhausted process, and they focused on 

the performance indicators for the disaster recovery process in case of manual and automated 

recovery based on IaC concept. Their result proved benefits of IaC disaster recovery approach.  

Our finding suggests that the best place to write infrastructure documentation is in the code. 

We found that the codes of the presented IaC tools are very simple and easy to read and 

understand, and thus, we argue that there is no need to have separate documentation to write 

the infrastructure details. With IaC, the knowledge is shared via a code in a central repository 

that is accessible for the whole team. Prior research here indicates that documentation of IaC 

in the code is more reliable to be compliant because otherwise people may change things and 

take shortcuts without necessarily update the documentation (Johann, 2017). The study 

results from the experience of iron age and cloud age showed that managing infrastructure 

resources manually can be a very frustrating process, especially when some resources require 

recreation if they have been misconfigured. Also, most people do not enjoy running these set 

of instruction, installing the OS, updating resources, and configuring the files. Our finding 

suggests that if the team are writing code instead to do them, it will closer to what they like to 

do, and to what they enjoy. This finding, however, implies that companies should bridge the 

skills gap between Dev and Ops, so that both teams know about the development skills 

(coding) as well as operating and maintaining the infrastructure. 

With all these opportunities, we strengthen the Ebert et al. (2016) and Perera et al. (2017) 

argument that to release applications faster in short periods with high quality, companies have 

to adopt a high level of automation.  

5.2 Challenges with IaC and their implications 

Rahman et al. (2018, p.34) stated that “IT organizations have not adopted IaC at a wide scale 

and, as a result, empirical studies related to their experiences and challenges have not been 
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reported”. Therefore, we also aim in this study to address the challenges that are faced by the 

company in implementing IaC. 

The most interesting challenge we found is that it is difficult to implement IaC hundred 

percent. It varies, however, depending on the used IaC tool and the underlying cloud system. 

We found There are many detailed configurations in cloud systems that are not exposed by 

APIs, then after deploying with IaC, few more clicks, and a few manual actions still need to be 

done sometimes. Although we found that solutions for many of problems and issues can be 

found in different communities such as StackOverflow, the community of the IaC tool, and 

blog posts, there are still advanced technical things that it is quite hard to find in the 

documentation and the community. Therefore, this would imply that companies need to 

search and understand the architecture of their environment to choose the right IaC tool and 

the right cloud system. 

Another challenge the dependencies between resources is one of the most critical parts of 

IaC. They stated that to create an environment from scratch is very simple, but to change an 

already existing infrastructure is challenging to keep track of the dependencies between those 

resources. However, they stated that the lack of synchronization between those resources 

might lead to service disruption and outages. In addition, we found that validation and 

verification mechanism is challeneging in IaC tools. The result of the study indicates that 

before IaC, even though it was not efficient to manage infrastructure through the cloud GUI 

manually, but it is more visual to see how the change takes effect and the team gets visualize 

feedback about that change. The study found some IaC tools lack better processes and 

techniques to control changes, visualize them, audit, and ability to roll back effectively and 

efficiently. We suggest that empirical research could be done to address better testing, 

validation, and verification techniques.   

Paradoxically, our finding reached different conclusions about safety and security with IaC. 

On the one hand, it is found that there is a concern and unsafety when it comes to changes in 

the infrastructure. Even with small changes to infrastructure resources, some IaC tools such 

as Terraform requires destroying these resources and create them again. Not only this but 

sometimes these tools can also identify the dependencies between resources and recreate the 

dependent resources as well. This may not always be the desired result as unnecessary outages 

might be experienced. However, the result also found that some cloud systems allow locking 

infrastructure resources, and thereby IaC tools ca not delete them. This finding implies that 

companies who want to adopt IaC need to work more on doing automated testing for 

infrastructure changes.  Another concern is regarding access rights and permissions. The study 

found that it is required to add a service role for the IaC tool, which can then be leaked and 

could be insecure. This challenge has come with the cloud systems that it is easy to create roles 

and give more opportunities to create Internet-facing vulnerabilities. This finding would imply 

that companies need to educate the team with the knowledge to secure the access keys and 

roles in the cloud system that are used by IaC tools. 

On the other hand, the study indicates that IaC is safer in the sense that it works towards 

reducing human errors. Having infrastructure provisioning and configuration in a code 

guarantees that this code can be repeated to deploy infrastructure consistently and reliably. 
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The limitation of this research is that it is a single case study in one company, and only five 

employees are interviewed. This study only addresses the opportunities and challenges with 

implementing IaC in one company with specific tools and cloud systems. More opportunities 

and challenges could be found with other tools and other infrastructure systems. Another 

limitation is that the study did not suggest patterns and anti-patterns for implementing the 

IaC. Another limitation of the study is that we did not address the containerization concept. 

The management of virtual machines in the cloud can be abstracted even more to what is called 

containers. Containers are a new form of virtualization that can share the same resources of 

the host operating system (Yadav et al., 2019). 

6. Conclusion 

The study set out to present how IT infrastructure is managed in the iron age and the cloud 

age, and how concepts and tools such as agile, DevOps and IaC affect management processes 

of the IT Infrastructure. However, “IT organizations have not adopted IaC at a wide scale and, 

as a result, empirical studies related to their experiences and challenges have not been 

reported” (Rahman et al., 2018, p.34). The challenges of implementing IaC is important to 

study and identify their implications for the companies to have a successful continuous 

deployment. Furthermore, it is also important to address the opportunities in adopting IaC, 

which can enable companies to deploy software faster, having a consistent and robust 

environment and achieve high customer satisfaction. Therefore, we argue it is important to 

study the opportunities and challenges in implementing IaC to gain insight into what they are 

and what are their practical implications. A single case study was conducted, and the data was 

collected through semi-structured in-depth interviews to get insights on our research 

question: What are the challenges and opportunities in implementing IaC? 

In our answer to the research question, we acknowledge the role of agile, DevOps culture, 

and cloud systems in IaC implementation. Our findings suggest that companies should adopt 

agile and DevOps culture to be able to deploy releases efficiently and effectively. DevOps 

requires companies to bridge the gap between Dev and Ops team and educate them in both 

development skills and operating infrastructure. A version control system needs to be 

implemented to have IaC code in a central place where everyone in the team has access, which 

in turns enable transparency and maintain up-to-date documentation. The study also suggests 

integrating the IaC tool with a CI/CD pipeline to have full DevOps automation, which can 

significantly improve the speed of the software delivery and software quality.  Our study also 

found that IaC code can be used as a disaster recovery solution and also as documentation 

since the code for IaC tools is easy to be read and understood. We identified that IaC could be 

used as a replacement to manual and repetitive tasks to solve the configuration drifts issues, 

and it can be used to replace error-prone shell scripts by a reliable and robust code to make a 

consistent view of the built infrastructure. 

This study found evidence that it is challenging to implement IaC completely for every 

infrastructure element, it varies; however, depending on IaC tools and the underlying cloud 

system. This finding would imply that companies need to search and understand the 

architecture of their environment to choose the right IaC tool and the right cloud system. We 
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also found other challenges in resources dependencies control, verification, and validation 

techniques, and integrating the IaC with CI/CD pipelines. However, research needs to be done 

on best practices for DevOps tools integration, and companies need to understand what are 

the right tools for their case. In addition, learning needs to be strengthened around the security 

of the access keys and roles that can be used by DevOps tools to make them more secure and 

safe to be used. We have contributed to IaC by identifying some new opportunities and 

challenges in implementing IaC, and we believe more opportunities and especially challenges 

can be identified in other cases with other tools and infrastructure systems. Finally, yet 

importantly, we believe that DevOps automation is going to continue improving, and the aim 

will be to have almost any task automated, not just infrastructure, and there will be best 

practices and standards for integrating DevOps tools. 
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Appendix A: Interview questions 

 

Could you tell me a little bit about when you started in the company and your roles in the 

company since you started? 

 

How was the situation with managing the infrastructure before moving to the cloud? 

 

What does the cloud add for you in terms of managing the IT infrastructure “API”? 

 

What would you say was the main reason for switching to a DevOps approach in general? 

Any specific problems with the old approaches? 

 

What is IaC? What was it with IaC that made you want to use it?  

Why is IaC important? What are the benefits of implementing IaC? 

Any other benefits?  

Does adopt the cloud affects implementing IaC?  

What are the challenges and problems you faced in the beginning when you started 

implementing IaC that made you afraid? 

How did you overcome them? 

What are the challenges and problems that you are still facing in Infrastructure as a code? 

How IaC affect software development lifecycle?  

How is the change process handled/implemented in IaC?  

 

How is the current situation after implementing some IaC tools and principles? What do you 

think the future for IaC! 
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Appendix B: Tables  

Table 1. List of respondents 

Employee 

name 

Job title  The used Cloud 

system and IaC tool 

Interview duration 

Johan Dahlqvist The CTO  Manage the 

implementation of 

different cloud and tools 

that will be mentioned 

for other employees 

below 

45 minutes 

Vasco Preto Software backend 

team leader  

Microsoft Azure 

 

Terraform 

Configuration Manager 

1 hour and 7 minutes 

Saroj Maharjan Senior systems and 

software tester  

Microsoft Azure 

 

Terraform 

Configuration Manager 

1 hour and 19 minutes 

Oussama 

Hammami 

Senior systems 

Engineer  

Google cloud platform 

 

Google Deployment 

manager 

Ansible - Puppet 

1 hour and 6 minutes 

Miguel Andrade Web team leader Amazon Web service 

AWS 

 

CloudFormation 

Terraform 

1 hour and 2 minutes 
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Table 3: samples of the coding process 

Empirical quote Code Code group Code 
category 

Theme 

the number of 
people companies 
had just to manage 
the physical data 
centers were much, 
much higher than, 
for instance, we now 
have 

The physical data 
center needs 
more people to 
be managed  

More resources 
needed in 
physical 
infrastructure 
than cloud 

physical 
infrastructur
e  Challenges 

Physical 
Infrastructure 
management 

when we moved to 
the cloud, we could 
without any 
additional overhead 
just scale out 
geographically 

Easy to scale out 
the 
infrastructure 
with cloud 

Cloud systems 
are flexible 

Cloud 
infrastructur
e benefits 

cloud 
infrastructure 
management 

the operation team 
in the data center 
would get like this 
set of instructions, 
they would do it, and 
then they would 
send back over the 
fence and say to 
developers this is 
what happened, 
these are the logs, 
and this is breaking. 
 

Back and forth 
between Dev and 
Ops to 
troubleshoot 
problems  

Communication 
issues between 
the Ops and Dev 
team 

Why DevOps Agile and 
DevOps 

We actually know 

when we created the 

test development 

environment. We see 

what was the version 

that we ran, and it 

only had these things 

automated. Then we 

have a history of all 

the changes we made 

trace changes in 
IaC deployment 
versions 

good control 
mechanism in 
IaC practices 

IaC 
opportunitie
s 

IaC challenges 
and 
opportunities 

There are many 

things that are not 

easy to automate in 

these tools, because 

maybe that the right 

API does not exist. 

Lack of API in 
some cloud 
systems to 
automate 
infrastructure 
resources 

Limitation in IaC 
implementation 
- not 100% 

IaC 
challenges 

IaC challenges 
and 
opportunities 
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For instance, there 

are many detailed 

configurations that 

are not really 

exposed by the APIs. 

then after deploying 

with IaC, you still 

need to go and then 

do a few more clicks, 

and a few manual 

actions  
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