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ABSTRACT 
There is a range of tools and techniques in the realm of 

information security that can be used to enhance the security 

of a distributed network protocol and some of them introduce 

new problems. A security analysis of the distributed network 

protocol SLMP is made and three vulnerabilities are 

identified; messages can be intercepted and tampered with, 

nodes can fake id, and leader nodes can do a lot of harm if 

they are malicious. Three versions of SLMP that aims to 

remedy these vulnerabilities are implemented and the results 

show that while they remedy the vulnerabilities some of 

them introduce new problems. 

Author Keywords 

SLMP; distributed system; security; VPKI 

INTRODUCTION 
Technologies used in vehicular transportation are getting 

increasingly sophisticated, wireless communication and 

advanced sensors can allow nodes to form groups which 

enables the possibility of collective decision making. Such 

distributed systems would only be feasible if the participants 

achieved some level of consensus about who is participating. 

There are two factors that make it harder to achieve 

consensus, high network churn (nodes joining and leaving 

the system) and unreliable network links [1].  

 

Asplund et al [1] presents a protocol Synchronous Leader-

Based Membership Protocol (SLMP) with the aim to tackle 

these problems. SLMP is designed with vehicular 

transportation in mind but is not limited to that environment, 

therefore this thesis will refer to the participants of a SLMP 

communication as nodes instead of vehicles.  

 

The only purpose of SLMP is to make participating nodes 

that have the same context aware of each other in an 

environment where some packets may not arrive, and nodes 

enter and leave. The protocol does not make any assumptions 

about what this context could be or what applications that 

could be built on top of SLMP. But to give an example the 

context could be virtual traffic lights at some road 

intersection. SLMP would make sure that every node with 

the context virtual traffic lights at some road intersection is 

aware of each other. An application of SLMP is vehicle 

coordination where the vehicles themselves decide whose 

turn it is to go in the road intersection.  This would omit the 

need for drivers being dependent on signals from physical 

traffic lights.  

The group of nodes that share the same context is called a 

view. And the view is broadcasted by special leader nodes.  

 

SLMP does not consider any security aspects at all. For 

example, nodes can use whatever identity they want. There 

is also the issue of outside actors intercepting messages. 

Additionally, there is nothing that ensures that leaders do 

their job properly, nodes trust the broadcasted view to be 

correct and if this is not the case the effects can be severe.  

 

Imagine the previous scenario where the protocol is used in 

a vehicular environment and the context is virtual traffic 

lights at some road intersection. The leader should include 

everyone with the context virtual traffic lights at some road 

intersection in the same view. A leader could instead include 

nodes in separate views so that each view only contains one 

node. This would trick the receiving nodes into thinking that 

they are the only ones with the context virtual traffic lights at 

some road intersection. In a scenario where nodes think they 

are alone at a road intersection they probably think it is ok to 

cross it. If multiple nodes think it is ok to cross a road 

intersection simultaneously there is a very high risk of 

collisions. This scenario makes some assumptions about 

what applications are built on top of SLMP but at the same 

time illustrate the power of a leader node. [1] can be read to 

get a deeper understanding of SLMP. 

RQ: How can SLMP be made more secure? 

THEORY 
The aim of this chapter is to introduce terminology, show 

common techniques used to strengthen the security of 

protocols like SLMP as well as related research. First let’s 

get familiarized with the SLMP protocol. 

SLMP 

As explained in the previous chapter the group of nodes that 

share the same context is called a view and the view is 

broadcasted by special leader nodes. Nodes that receive the 

view that they are included in are referred to as followers. 

Besides broadcasting views leaders also manage the 

followers by removing those that it has not heard from for 

some time.  

There are three types of messages that are used in SLMP. 

The first is the view-broadcast that consists of every node 

that has the same context (Table 1). The second is a join-

request (Table 2) where a leader requests entry to a 

broadcasted view of another leader that it considers better. 

When a leader is accepted into another view it becomes a 



follower of that view which means that it stops broadcasting 

its own view. When the followers of the converted leader 

stop receiving the view they are included in, they will 

become leaders themselves. This means that the followers 

(now leaders) will start considering another leader to join.  

The result of this behavior is that the best node in a set of 

nodes that have the same context emerges as leader. In a real-

world implementation, better would probably mean that the 

communication overhead would be lower if a leader became 

a follower, but as of now better means that the id of a sending 

leader is lower than the id of the receiving leader. Currently 

the ids are assigned incrementally to every node. 

The third message is a notification message (Table 3) that is 

sent by followers to let their leader know that they have not 

timed out.  

View-broadcast 

Field Type Description 

sender_id int Id of the sender. 

context string Context of every 
follower. 

followers int[] The id of included 

nodes. 

Table 1. View-broadcast structure. 

Join-request 

Field Type Description 

sender_id int Id of the sender. 

context String Context of the 

sender. 

receiver_id int Id of the receiver. 

Table 2. Join-request structure. 

Follower-notification 

Field Type Description 

sender_id int Id of the sender. 

context string Context of the 

sender. 

receiver_id int Id of the receiver. 

leader_age int Time since follower 

heard from leader. 

Table 3. Follower-notification structure. 

Terminology 

The Parkerian Hexad [2] is a set of six elements of 

information security and any breach of security affects one 

or more of them. When the readers encounter terms like 

authenticity and availability they refer to the elements in 

Table 4. Continuing, [1] will be referred to as the SLMP-

paper. 

Element Description 

Control Important information has been stolen but 

the victim does not now if it has been used 

yet. 

Confidentiality Information is limited to a set of users. 

Integrity Data is correct and have not been modified 
accidentally or by a malicious party. 

Authenticity The message comes from the claimed sender. 

Availability Information can be accessed when needed. 

Utility If someone lost their key to an encrypted file 
utility is breached. 

Table 4. The Parkerian Hexad. 

 

Cryptography  

Cryptography is the study of secure communication. 

Cryptographic systems are based on assumptions that a 

mathematical problem cannot be solved easily [3]. As an 

example, access to some resource can be given to a limited 

set of users by issuing them a special key where the issuing 

process involves solving the mathematical problem. Anyone 

that has the key, can access the resource easily while others 

must try to guess it. Guessing involves solving the 

mathematical problem many times until the right key is 

found. Because the combinations of possible keys are very 

large, guessing the correct key is practically impossible.  

Cryptography offers an array of tools and techniques that are 

used to solve different problems that relate to the Parkerian 

Hexad. Using the concept of cryptographic keys, the problem 

of integrity and confidentiality can be approached. 

Integrity and Confidentiality 

Sending a message securely usually means that the receiver 

can verify that the message has not been tampered with 

between the sender and the receiver (integrity) and that only 

the receiver can view the contents of the message 

(confidentiality).  

A real-world example of integrity is sealed envelopes, a 

receiver can easily see if the seal has been broken and 

ensuring confidentiality can be compared to a locked 

mailbox where only the people that has access to the key can 

see the contents of the messages inside. In cryptographic 

terms, the integrity problem is solved using something called 

digital signatures whereas the confidentiality problem is 

solved using encryption.  

One of two approaches can be taken to encryption and digital 

signatures. The first is the symmetric approach. In the 

symmetric approach nodes must agree on the same key [3], 

which means that the key must be shared somehow. If the 

sharing process is insecure someone that the key was not 

intended for can get hold of the key which enables it to 

decrypt messages and create invalid signatures. [4] presents 

the RSA-algorithm that solves the key sharing issue by using 

an asymmetric approach. In the asymmetric approach each 

node has two keys that are related to each other instead of 

one. One key is kept private and one can be shared freely. 

Using the key that is shared operations that are not sensitive 

like verifying a digital signature or encrypting a message can 

be made but sensitive operations like creating a signature or 

decrypting a message require the private key [4]. Encryption 

and digital signatures using the asymmetric approach will 

now be explained in more detail.  

Encryption 

A sender uses the public key of the intended receiver and the 
message to create an encrypted version of the message. 
Because the public and the private key are related to each 
other, only the owner of the private key that relates to the 
public key can decrypt the message [4]. 



Digital Signatures 

When sending a message, the sender creates a digital 
signature using its private key and the contents of the 
message. The sender attaches the digital signature in the 
message along with its public key and sends it. The receiver 
can verify that the public key in the message relates to the 
private key that was used to generate the signature and that 
the content was the original content used to generate the 
signature [4]. If any of the above conditions are not met the 
receiver knows that the signature is modified, or the message 
is not the original message used to generate the signature.  

Integrity and confidentiality are important to SLMP because 
it does not have any security measures in its current state, so 
it can be assumed that it is vulnerable to the things encryption 
and digital signatures attempts to solve. 

When the concept of identity is introduced as in the case of 
SLMP and other protocols additional efforts must be taken. If 
a receiver gets multiple messages claiming to be from the 
same sender but all with different public keys, how can the 
receiver know which of the messages came from the real 
sender, or if any of them came from the real sender. This issue 
relates to authenticity.  

Authenticity 

To ensure the authenticity of a message, digital certificate 

can be used. A digital certificate is a proof that a public key 

is associated with a certain identity and is issued by a 

certificate authority (CA)  [5]. The digital signature contains 

the public key and identity of the participant that wants the 

certificate be issued as well as the digital signature of the CA. 

When providing identity to the CA it usually validates it. The 

process of identity validation varies. As an example, a 

mobile phone number could be used as the identity. To prove 

that the participant has control over the phone-number the 

CA would send a text message that includes some code that 

participant has to provide back to the certificate authority, 

this would complete the validation process. When a digital 

certificate has been issued to a participant, it attaches it to the 

messages it sends. This allows receivers to verify that the 

certificate was signed by the CA as the receiver would have 

access to the public key of the CA. Because the message is 

signed by the sender, the receiver can verify that the 

certificate itself is not stolen. Anyone with access to the 

private key of the CA can create certificates that participants 

trust to be valid, so it is very important that only the CA has 

access to its private key. If certificates are issued by the 

trusted CA, the authenticity of a message can be verified. 

Centralized CA 

There are different types of certificate authorities. A type of 

CA is centralized and used as a single component in a larger 

public-key infrastructure (PKI). In a PKI, responsibilities 

such as issuing certificates, validation, registration and 

                                                           
1By Wikipedia user Chrkl and OpenCliparts.org under 

https://creativecommons.org/licenses/by-sa/3.0/   

revoking of certificates are all separated between different 

types of authorities as seen in Figure 1.  

 

 

Figure 1. PKI example. 1 

 

Larger PKIs usually use CAs that are hierarchical with 

multiple levels of subordinate CAs and one root CA. The 

motivation for using a hierarchical CA is usually that of 

performance, scalability and redundancy. If one CA fails 

another can take its place and users would communicate with 

their nearest CA which would distribute the load over 

multiple CAs.  

There are multiple larger companies that operate PKIs with 

the purpose to sell certificates. The TLS certificate is an 

example of such a certificate, it is mostly sold to companies 

that host public web servers. When users access their web 

server, they are given a TLS certificate which can be used to 

verify whether the certificate is issued by the trusted CA or 

not. The verification is possible because most browsers come 

preinstalled with public keys of major TLS certificate 

issuers. After the verification is complete the browser trusts 

the identity of the web-server at which time they can 

initialize a safe communication session using HTTP [5]. The 

trust is based on the resources of the TLS certificate issuer, 

how many customers they have and that major browser 

vendors decided to include the public key of an issuer in their 

software.  

Web of Trust 

Another type of authenticity verification uses the concept of 

Web of Trust (WoT). In this setup there are no centralized 

CA that issues certificates, instead every participant can 

verify the identity of other participants [6]. Just like the 

centralized CA a verifier needs some way to check the 

identity of a participant. The preferred form of identity 

verification in a web of trust is to check with other 

participants whether they have verified the identity of the 

https://creativecommons.org/licenses/by-sa/3.0/


claimant. The participants that are asked are usually those 

that the verifier trusts, i.e., those that the verifier has 

previously checked the identity of. If none of the trusted 

participants have checked the identity they propagate the 

request to the participant that they in turn have checked the 

identity of. The longer the chain until the identity is found to 

be verified the less trust is usually put on the identity and 

verifiers can individually decide the maximum length of the 

chain for it to trust the verification of the identity. A WoT 

can be thought of as a system where participants vouch for 

the identity of other participants. Figure 2 illustrate the 

difference between a hierarchical PKI and a WoT. 

 

Figure 2. Hierarchical CA (left) vs WoT (right). 

 

A problem with a web of trust is how the identity of new 

participants are going to be verified. When participants join 

a WoT no one has verified their identity yet, so the described 

method of identity verification will most likely fail. One 

solution is to attend physical key signing parties. In a key 

signing party participant physically verify the identity of 

others using common methods such as photo-id verification. 

When the verifier decides that the identity is valid, they add 

the participant to the participants they trust.  

In a WoT a participant could claim the identity of anyone, so 

the system relies on the diligence of the verifiers to properly 

verify identities. In such a system, fake identities would 

receive little to no endorsement. OpenPGP [7] is an example 

of a protocol that is based on a web of trust.  

Consensus 

Consensus means that nodes come to an agreement about the 

system state. Consensus is broken if a node in a network have 

different views about what the correct state is. This is 

relevant for SLMP as it relies on the views broadcasted by 

leaders are correct and as shown in the introduction might 

not be the case if the leader is malicious.  

Byzantine Fault Tolerance 

A solution to the consensus problem is to ask multiple nodes 

for the system state, but what if these nodes are also lying? 

In a system of three nodes it is impossible to determine which 

nodes are lying or telling the truth as shown in Figure 3. This 

is an example of the byzantine general’s problem [8]. The 

byzantine general’s problem is based on historical events 

where an occupying force controlled by a commander is 

capturing a city. The force is divided into several small 

forces, each small force is controlled by a lieutenant. 

Through message communication the commander and 

lieutenants must come up with the best strategy, either retreat 

or attack. The strategy is only successful if the whole force 

follows it. The defending force has large incentive for the 

strategy to fail so they might bribe lieutenants, the 

commander or intercept messages. The Byzantine Fault 

Tolerance (BFT) algorithm  that allows participants to come 

to a conclusion in a system where at least two thirds of the 

participants are non-malicious was presented in [8]. BFT has 

the drawback that it requires much communication between 

the participant. 

 

Figure 3. Illustration of the byzantine general’s problem 

Blockchain 

A blockchain is a technology that can solve the problem of 

money transfer [9]. Traditionally money transfer is made 

through a trusted centralized third party that validates the 

sender and receiver. The problem with using a third party for 

money transfer is that in some cases it can take days for the 

transfer to be complete. Another problem is that the third 

party can take a transaction fee from the original amount. 

Blockchain technology can aim to remove the trusted third 

party from the transaction process.  

Bitcoin uses blockchain technology to hold a public record 

that contains information about every transaction and the 

balance of every node [9]. Because the blockchain is public 



anyone can see if someone tries to spend money that they 

don’t have, if that is the case the transaction will not be added 

to the blockchain [9]. The blockchain is distributed which 

means that everyone can have a copy of it, a problem arises 

because the blockchain must be synchronized between every 

node. 

When a node wants to create a transaction, it broadcasts it to 

everyone in the network, at this point the transaction is not 

validated yet. For the transaction to be validated and added 

to the blockchain the concept of miners must be introduced. 

A miner is a special node that verifies the transaction, they 

compete among themselves who will be the first to verify the 

transaction. The first miner that succeeds in verifying the 

transaction receives a financial reward [9]. 

There are two steps in verifying a transaction, the first is to 

check whether the creator of the transaction has enough 

funds, this information is recorded in the blockchain, so it is 

easy to figure out. The second step involves the miner 

sacrificing some resource to show commitment, in the case 

of a Proof of Work (PoW) system the miner must guess a 

special key that is easy for the rest of the network to verify 

[9]. The guessing process is like the one described in the 

Cryptography section but in this case, it is not practically 

impossible to guess the correct key, just very hard. Because 

guessing is hard miners are incentivized to use powerful 

hardware which in turn consumes a lot of electricity.  

Proof of Stake (PoS) is an alternative to PoW where instead 

of sacrificing computational power a miner (in the case of 

PoS they are usually referred to as forgers instead) stakes 

some of his or her financial resources [10] and a combination 

of random selection, the amount of resources staked and the 

time the forgers has staked could be used to determine which 

miner gets to verify the transaction and in turn receive the 

financial reward. 

For invalid transactions to be verified or valid transactions 

be rejected a malicious party needs control over 51% of the 

network [11] In the case of PoW this means that the attacker 

must control more than half of the computing power of the 

miners [11] and in the case of PoS have staked more than 

half the financial resources staked by other forgers [11]. So, 

when a blockchain technology uses PoS or PoW a potential 

attacker is required to make big investments for an attack to 

be successful. What additionally discourages a potential 

attacker is that if the attack is successful the currency would 

likely fall in value which in turn devalues their initial 

investment.  

Centralization vs Decentralization 

Centralization and decentralization both have pros and cons. 

Decentralized technologies like WoT, blockchain and SLMP 

solve some problems of their centralized counter parts while 

simultaneously introducing new problems. Problems that 

decentralized technologies like these attempts to solve is the 

single point of failure problem i.e., distributing work over a 

network so that if one node fails the network can still 

function. While it is true that some centralized approaches 

have an infrastructure that allows for some parts to fail 

(Hierarchical CA) these systems are not able to scale like 

their distributed counterparts. Additionally, in a 

decentralized approach the need for infrastructure is reduced 

since the nodes themselves take the responsibility of leaders 

(SLMP) or transaction verifiers (blockchain) etc. In the case 

of distributed networks for vehicular communication like 

SLMP the nodes would probably only communicate with 

nodes that are close, so response times could be lower than 

if the nodes communicated with a centralized entity.  

Centralization on the other hand offers a simpler 

communication model since nodes usually only talk to the 

centralized entity which generally would reduce 

communication overhead. A vulnerability in techniques that 

rely on peer-2-peer (WoT, PoS, PoW, BFT) is that that the 

same person could potentially create multiple nodes and 

therefore gain a larger influence on the network, this is 

usually referred to as a Sybil attack.  A centralized approach 

does not suffer from this vulnerability since the nodes by 

design usually do not have any influence on other nodes. 

Additionally, centralization offers a greater deal of control 

which can be appealing for some applications. In the case of 

a centralized vs decentralized database (blockchain) the 

decentralized version is duplicated across many nodes which 

makes the total storage consumption huge. Another 

argument that speaks in favour of centralization is the fact 

that our society is mostly organized this way, the argument 

being that if the model works sufficiently enough in society 

it might do sufficiently enough in information security as 

well. 

Technique Attribute Problems 

Digital signatures Integrity  

Message 

Encryption 

Confidentiality  

Digital certificates 
(CA) 

Authenticity Single point of failure 
requires additional 

infrastructure, privacy 

concerns, popular 

certificates cost money. 

Digital certificates 

(WoT) 

Authenticity Vulnerable to sybil attacks, 

low level of control, hard 

to gain trust as a new node.  

Byzantine Fault 

Tolerance 

Consensus Vulnerable to sybil attacks, 

at least 2/3 of nodes have 

to be non-malicious, 
communication overhead. 

Proof of Work Consensus Vulnerable to sybil attacks, 
vulnerable to 51% attack, 

communication overhead,  

low level of control, 

large power consumption. 

Proof of Stake Consensus vulnerable to sybil attacks, 

vulnerable to 51% attack, 

low level of control, 

communication overhead 

Table 5. Summary of techniques 

Centralization can be thought of as having one weak point 

and if it fails or is compromised the whole network is 

affected whereas having decentralization many nodes must 

fail or be compromised before the network is affected. But 



because there is only one or a few weak points in the 

centralized case it can be easier to protect. Table 5 shows a 

summary of techniques presented in the theory chapter and 

what attribute (Element in Parkerian Hexad or consensus) 

they aim to enhance as well as what some of the problems 

the techniques are. Every technique introduces some 

overhead and because most techniques are based on 

asymmetric keys, they have the issue of how to store the 

private key securely. 

Related Works 

Security in vehicular ad-hoc networks (VANETs) like SLMP 

is quite a recent field of study in which there are a lot of 

challenges. Much of the existing research levitates towards 

different types of Vehicular Public Key Infrastructures 

(VPKIs). A review made by D. Förster et al [11] aims to 

show different efforts that have been made in the field 

between 2007 and 2017. A significant effort was made 

developing a security credential management system 

(SCMS) in collaboration with the U.S Department of 

Transportation [12]. SCMS has four functionalities: 

bootstrapping, certificate provisioning, misbehavior 

reporting and revocation. The goal of SCMS was to provide 

security and privacy. The challenges of SCMS was found to 

be certificate revocation of nodes that misbehaves while at 

the same time providing privacy against inside attackers. 

Other efforts have been made to develop different types of 

VPKIs including VeSPA [13], SEROSA [14] and PUCA 

[15]. The authors of VesPA assume that vehicles have access 

to a variety of applications including location-based services, 

pay-as-you-drive systems and safety applications. In such a 

system vehicle anonymity and location privacy is important 

as such information could come into the hands of parties that 

monitor the communication. The authors propose VeSPA 

where cryptographic tokens called tickets are used to 

anonymously provide access control and authorization to 

services. VeSPA also allows for detecting and de-

anonymizing misbehaving vehicles. VeSPA uses a 

combination of short lived and long-term certificates. The 

short-lived certificates are called pseudonyms and by 

frequently changing one’s pseudonym the authors states that 

the risk for privacy attacks is reduced. New pseudonyms are 

issued by providing the long-term certificates to the CA that 

issues the pseudonyms. 

There is some work that aims to delegate much of the work 

done by VANETs to the cloud. N. K. Qureshi et al [16] 

presents a cloud computing model for VANETs, the authors 

discuss challenges relating to security, privacy and resource 

management. 

Additionally, there have been work on decentralized 

certificate authorities that are not based on the web of trust 

model but instead blockchain technology. L. Hentschker et 

al [17] identifies problems with traditional certificate 

authorities and present an alternative DeCert where issued 

certificates are recorded on the blockchain and users engage 

in a voting scheme to determine which certificates are trusted 

and which are not. The voting scheme works by users 

spending tokens to be allowed to vote and the solution 

assumes that honest voters outspend malicious voters which 

the author identified as a problem. 

METHOD  

To make SLMP more secure the vulnerabilities of the 

protocol must be known. This chapter shows a pre-study with 

the goal to find vulnerabilities that relate to elements in the 

Parkerian Hexad (Table 4) or consensus. This chapter also 

aims to show the methodology used to make SLMP more 

secure as well as show some important aspects of the 

implementation.  

Pre-Study (Security Analysis) 

Step 1 (Understanding SLMP) 

The first step of the security analysis was to get a general 

understanding of the protocol. First, the SLMP paper was 

read and specifically the parts where SLMP is explained in 

more detail. After reading the paper discussions and email 

communications about the protocol were conducted with 

Mikael Asplund (one of the authors of the SLMP paper). 

Additionally, access to an existing C++ implementation of 

SLMP was given and studied. From the information gathered 

about SLMP an implementation in Python was made with the 

aim to get an even deeper understanding about the protocol. 

Step 2 (SLMP specific vulnerabilities) 

When a certain level of knowledge about SLMP had been 

acquired, vulnerabilities that are specifically related to 

SLMP could be identified. These vulnerabilities could be 

thought of as SLMP-specific because they are exploited by 

malicious SLMP-nodes.  

To identify vulnerabilities specific to SLMP the method used 

was to assume that a sender of a message is malicious, the 

receiver is non-malicious and then, for each state of the 

receiving node (Leading or Following) derive the effects of 

a message sent by the malicious node. The effects are derived 

by using the understanding achieved about SLMP in the 

previous step. Each message field was looked at individually 

and the field is considered malicious if it does not follow its 

description shown in the tables (Table 1, Table 2 and Table 

3). It is assumed that non-malicious nodes omit messages 

that do not follow the format that they expect. Additionally, 

the receiver_id is only used as an address and is nothing that 

a receiver processes, so it is not considered in the security 

analysis.  

First, the case where the node is in the leading state was 

considered. A leader node expects join-requests, follower-

notifications and view-broadcasts (a leader decides to quit 

leading if a better leader was found through a received view 

broadcast). Table 6, Table 7 and Table 8 below show what 

fields a malicious sender can use to affect a non-malicious 

leader. 

 

 



Leader receives malicious join-request 

Vulnerability Field Effects 

Sender uses the 

id of another 

node. 

sender_id Nodes will be 

joined 

involuntarily to a 

view. 

Sender uses the 

id of a node that 
does not exist. 

sender_id Ids of nodes that 

does not exist are 
added to the view. 

Sender uses a 
context that is 

not its own. 

context A node will be 
included in the 

view that does not 

share context with 

the other nodes in 

that view. 

Table 6 Show the effects of fields sent by a malicious node to a 

leader in a join-request. 

Leader receives malicious follower-notification 

Vulnerability Field Effects 

Sender uses the 
id of an existing 

follower in the 

view. 

sender_id The leader will 
think the node 

with the sender_id 

is still active when 

it might have 

timed out. 

Sender uses a 

very small 

leader age. 

leader_age The sender tricks 

the leader into 

thinking that it just 

heard the leader, 
So it might not be 

removed from the 

view when it 

should. 

Table 7. Show the effects of fields sent by a malicious node to a 

leader in a follower-notification. 

Leader receives malicious view-broadcast 

Vulnerability Field Effects 

Sender uses a 

very small 

sender_id 

sender_id The node will 

consider the 

sender as a better 
leader than itself, 

so the receiver 

will quit leading 

and try to join the 

sender instead. 

Table 8. Show the effects of fields sent by a malicious node to a 

leader in a view-broadcast.  

Follower receives malicious view-broadcast 

Vulnerability Field Effects 

Sender uses the 

id of the leader 
that the follower 

considers its 

leader. 

sender_id The receiver gets 

multiple views 
where only one of 

them is the one it 

has joined. 

Leader adds 

followers that 

does not exist to 

the 

follower_ids. 

follower_ids Follower is tricked 

into thinking it 

shares context 

with nodes that 

does not exist. 

Leader does not 

add followers 
that wants to 

join the view. 

follower_ids Receiver is not 

made aware of 
nodes that it 

shares context 

with. 

Table 9. Show the effects of fields sent by a malicious node to a 

follower in a view-broadcast. 

Secondly, the case where the node is a follower was 

considered. When a node is in the following state the only 

message it expects is a view-broadcast from the leader it has 

joined. Table 9 show what fields a malicious sender can use 

to affect a non-malicious follower. 

A node can also act maliciously without sending malicious 

messages. For example, a leader could send multiple valid 

join-requests to different leaders. This is considered 

malicious behavior since nodes should not appear in multiple 

views simultaneously as described in [1]. 

Step 3 (General vulnerabilities) 

Besides vulnerabilities that relate to SLMP specifically the 

protocol suffers from other vulnerabilities as well. These 

vulnerabilities can be exploited by outside actors when every 

SLMP-node acts non-maliciously. Because vanilla SLMP 

does not have any security measures it is easy to identify 

these vulnerabilities because they are inherent to many 

communication protocols with no security measures. Two 

general vulnerabilities were identified. The first vulnerability 

was man in the middle attacks. 

A man in the middle attack means that someone intercepts 

messages between two nodes. Such an attack usually has two 

goal. The first goal is to modify the message to trick the 

receiver into thinking that the message is the original 

message from the sender, this relates to the integrity element. 

The second goal is to eavesdrop on the communication to get 

access to confidential data which relates to the 

confidentiality element. 

The second general vulnerability is denial of service attacks. 

A denial of service attack is performed with the intent to 

overwhelm a service with messages that has no value so that 

the processing of valid messages is delayed or not processed 

at all.  

Step 4 (Scope) 

Many vulnerabilities have been identified that relate to 

SLMP specifically (Step 2) and communication protocols in 

general (Step 3). For the scope of this thesis it could be 

reasonable to remedy three of them. The fourth and last step 

to the security analysis is therefore to decide which ones to 

pick. This should be based on severity of the vulnerabilities. 

Motivation to which vulnerabilities to pick follows. 

Vulnerabilities relating to identity faking can be found in 

Table 6, Table 7, Table 8 and Table 9, because it occurs many 

times it has high severity. Identity faking relates to the 

authenticity element (Table 4). 

Leaders have a great responsibility to broadcast views that 

are correct, they should for example include nodes that wants 

to join and not add fake followers. Because of this, malicious 

leaders can cause a lot of trouble so malicious leaders also 

have high severity. This vulnerability would relate to 

consensus because followers would disagree about which 

nodes share the same context. 

Looking at the data sent between nodes (Table 1, Table 2 and 

Table 3) no confidential data like passwords or credit card 

details are used. The most sensitive information an 



eavesdropper can get hold of is who the leader is. Therefore, 

eavesdropping is not seen as that high of a threat. 

Eavesdropping relates to the confidentiality element (Table 

4). The result of a man in the middle tampering with 

messages between two non-malicious nodes can have the 

same effects as if the messages were sent to malicious nodes. 

For example, a man in the middle could clear the 

follower_ids field in a view-broadcast. Because of this 

message tampering has at least as high severity as malicious 

leaders. Message tampering relates to the integrity element 

(Table 4). 

SLMP is by its distributed design resistant to denial of 

service attacks because as described in the SLMP section of 

the theory chapter, when followers stop receiving view-

broadcasts from their leader one of the followers will take its 

place. Therefore, denial of service is not seen as a major 

threat to SLMP in its current state. Denial of service relates 

to the availability element (Table 4). 

From the above three vulnerabilities should be picked. Based 

on severity the vulnerability where nodes fake their id 

(authenticity), malicious leaders (consensus) and message 

tampering (integrity) are chosen.  

Implementation 

In the pre-study three vulnerabilities were found that relate 

to the Parkerian Hexad or consensus. For each of them a 

version of SLMP that aims to remedy them are implemented. 

The programming language chosen was Python and for 

cryptography the pycryptodome module has been chosen and 

RSA will be used for key operations. 

V1 (Tampering resistance) 

The first version only aims to introduce tampering resistance. 

According to the Parkerian Hexad (Table 4) this relates to 

the integrity element and as explained in the theory chapter 

is solved using digital signatures. A simple example of how 

tampering resistance is used in V1 is shown in snippet 1. 

 

 Snippet 1. Pseudo-code for V1 

V2 (V1 + faking identity resistance) 

This version aims to remedy the vulnerability that relates to 

nodes faking their id. The theory chapter presented two 

techniques that allow nodes to verify identity; centralized 

certificate authorities (CAs) and a decentralized Web of 

Trust (WoT). A centralized CA is chosen over a WoT 

because it seemed easier to implement. Snippet 2 shows the 

message exchange when the sender can request a certificate 

be issued from a CA. Snippet 2 is similar to snippet 1, but the 

public key in the message has been exchanged with a 

certificate and in addition to verifying the integrity of the 

message the integrity of the certificate is verified as well. A 

simple example of the certificate authority is shown where 

the certificate contains the numerical id, public key and the 

signature by the CA. For simplicity sake the only information 

a node provides the CA is its public key and the CA manages 

the numerical id. A nice detail about using an incremental id 

in the certificate is that someone can never get a better 

identity regarding the leader selection than the one received 

the first time. An important thing to notice is that the receiver 

has access to the public key of the CA to be able to verify 

certificates.  

 

Snippet 2. Pseudo-code for V2 



V3 (V2 + malicious leader resistance) 

For malicious leader resistance a centralized version of 

SLMP is implemented which means that there is a single 

leader-server, nodes themselves never take the responsibility 

of a leader. In the theory chapter a couple of solutions for 

consensus was presented, for example, a byzantine fault 

tolerant algorithm could be used to see if the leader is not 

including nodes as it should in the view. A centralized leader-

server was chosen over using a byzantine fault tolerant 

algorithm because it seemed easier to implement and because 

byzantine fault tolerance introduces some problems as 

described in the theory. Snippet 3 shows a simple example 

of a node in a centralized version of SLMP. In the 

implementation there is a single leader server. 

Just as the distributed version of SLMP a node asks to join 

by sending a join-request. The centralized leader server 

would manage every view and continually send out each 

view to each member of that view.  

 

Snippet 3. Pseudo-code for V3 

RESULTS 

Pre-study (Security Analysis) 

The result of the pre-study has been presented in that section 

since the next part of the method regarding the 

implementation was dependent on it. 

Implementation 

Some pseudo code has been presented in the method. The 

full Python implementation for vanilla SLMP, V1, V2 and 

V3 is available on github https://github.com/Taegos/slmp. 

Evaluation 

Tests show that if the signature or content of a message is 

tampered with the verification on the receiver side fail. For 

V1 this means that a receiver notices if someone tampered 

with the message and for V2 it means that a receiver notices 

if the certificate is not valid. Additionally, for V2 it is 

assumed that the CA always issues valid certificates which 

is hard to prove. For V3 the assumption is made that a 

centralized leader server is never malicious.  Table 10 shows 

what vulnerabilities each version fixes and some of the 

problems they introduce, Table 10 is based on the summary 

of the techniques presented in the theory chapter (Table 5). 

 

 

 

 

 SLMP Vanilla  SLMP V1 SLMP V2 SLMP V3 

Vulnerable to 

message 

tampering  

Yes No No No 

Vulnerable to 

malicious leader  

Yes Yes Yes No 

Vulnerable to 

identity faking 

Yes Yes No No 

Requires 

additional 

infrastructure 

No No Yes (CA) Yes (CA + 

leader 

server) 

Single point of 

failure 

No No Yes (CA) Yes (CA + 

leader 

server) 

Table 10. SLMP versions comparison. 

DISCUSSION 

Result 

Based on the overview given in the theory section about 

digital signatures and certificates it can be expected that a 

tried and tested library for RSA cryptography like 

pycryptodome works as advertised. In the implementation a 

few basic tests ensure this. The same library is used both for 

checking the integrity of a message and verifying 

certificates.  

Table 10 is somewhat simplified and relies on some 

assumptions. Being resistant to message tampering means 

that the nodes must keep their private key private. If someone 

gets access to their private key, they can tamper with 

messages sent by the victim.  

Claiming that centralizing the leader role and therefore 

achieving malicious leader resistance is also a bold 

statement. There is nothing that ensures that the centralized 

leader server will not turn malicious, but it can be assumed 

that the leader server is under the authority of some trusted 

entity that should not turn malicious. But even with this 

assumption there could be potential attackers that target the 

leader server in an attempt to gain control over it.  

Identity faking resistance follows the same argument as 

above because it was solved using a centralized CA. If the 

CA turns malicious it could create invalid certificates (for 

example, creating multiple certificates with non-unique ids). 

The CA also relies on keeping its private key private. 

So, the results in Table 10 only hold if the assumptions are 

made that the private keys of the nodes and CA are never 

compromised and that the centralized leader or CA never 

turn malicious. 

Additionally, as described in the theory there can be multiple 

points of failure with centralization, but for simplicity sake 

only one instance of the leader-server and CA was 

implemented.  

Using a single leader server means that if packets are lost so 

that followers don’t get their view, they cannot switch to 

another leader because there is only the one. This would 

defeat the purpose that the authors of vanilla SLMP had 

https://github.com/Taegos/slmp


(node eventually getting access to view despite packet loss). 

A more sophisticated solution for a centralized leader server 

would perhaps include a set of leader servers so that during 

high packet loss nodes can switch to another leader server.  

Method 

The method used to make SLMP more secure was first to 

conduct a security analysis in the form of a pre-study. To get 

an understanding about the effects of using different kind of 

data in the messages SLMP need to be studied. The security 

analysis did not follow any established method about how to 

conduct a security analysis. Using some established method 

would probably lead to a more structured analysis and 

perhaps a better result. 

I was fortunate to have one of the authors of SLMP as my 

supervisor which was very helpful in understanding the 

protocol. If the thesis were to be done again at some other 

time for the sake of replicability, he might be unavailable. 

Additionally, there might be other vulnerabilities that exist 

that have not been identified using the approach in the pre-

study.  

The second part of the method was to connect the 

vulnerabilities to the techniques described in the theory 

chapter. Assuming the techniques are known and what 

vulnerability they attempt to solve and that the same 

reasoning is used in the case where there are multiple 

techniques that solve the same problem (example: WoT vs 

CA) the result should look similar. 

Source Criticism 

Old sources have been cited, many of them are more than 20 

years old. On the other hand, the old sources are very well 

cited, [4] is cited over 20000 times and [8] is cited over 5000 

times. It could be questionable if the techniques they present 

are still relevant to this day.  But despite its age the technique 

presented in [4] is widely used to this day, as an example, the 

library used for cryptography pycryptodome is directly based 

on that technique2.   

Some references to IETF are made, because they are 

developing standards that are adopted by the industry it was 

determined to be a decent source.  

When presenting related research multiple works were cited. 

In some cases, instances of works had the same authors 

(VeSPA [13] and SEROSA [14]). A risk of citing the same 

authors multiple times might be that if the papers are 

somewhat similar like in this case (they both present some 

kind of VPKI) some information could get overrepresented 

compared to works cited by other authors. 

Ethical 

The more secure versions V2 and V3 (Table 10) relies 

heavily on centralization. In the implementation the only 

                                                           
2Pycryptodome RSA documentation 

https://pycryptodome.readthedocs.io/en/latest/src/public_ke

y/rsa.html 

information the CA gets access to be the public key of the 

sender. As explained in the theory a certificate authority is 

usually more sophisticated and verifies some kind of identity 

before issuing the certificate. This means that the CA gets 

access to identities of many users.  In a real-world scenario 

the identity could be considered as sensitive information. So, 

the CA would be able to access sensitive information from 

many users which could be questionable from an ethical 

perspective.  

CONCLUSION 

This thesis had a single purpose, to make SLMP more secure. 

Through a security analysis, vulnerabilities that relate to how 

SLMP specific and general vulnerabilities was found. From 

the security analysis three vulnerabilities were identified. 

From these vulnerabilities three versions of a more secure 

SLMP was presented and implemented. From the techniques 

used as described in the theory chapter it can be concluded 

that some of the more secure versions of SLMP introduce 

new problems.  

Further Work 

The mitigation for malicious leaders and faking identity was 

based on centralization. As described in the theory there are 

decentralized approaches to these problems. A Web of Trust 

could potentially be used as a mitigation for identity faking 

and a byzantine fault tolerant algorithm could potentially be 

used to mitigate against malicious leaders. Because SLMP in 

its vanilla state is decentralized it would be interesting if this 

property could be kept while simultaneously providing some 

level of mitigation for these problems.  

Most of the related work is focused on providing anonymity 

for the user through pseudonyms. Despite anonymity being 

of seemingly high importance in protocols that target a 

vehicular environment this thesis did not focus on anonymity 

at all. When fundamental security flaws have been fixed it 

might be an interesting aspect to consider. 

Another aspect that much of the related research focused on 

was the ability to revoke certificates for nodes that 

misbehave. The security analysis shows that there are many 

ways a node can misbehave, therefore it is perhaps relevant 

to consider this in the versions of SLMP that uses 

certificates. 

The leader election mechanism in SLMP is identity based. 

If SLMP was to be used in a real vehicular environment this 

mechanism could be based on something else. Instead of 

another leader being better if it has a smaller id it could be 

considered better if it is closer to the followers than the 

current leader. It would be interesting to investigate 

vulnerabilities and mitigations in such a scenario. 

https://pycryptodome.readthedocs.io/en/latest/src/public_key/rsa.html
https://pycryptodome.readthedocs.io/en/latest/src/public_key/rsa.html
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