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ABSTRACT 

 

 

 

Multiple Access Techniques is the emerging techniques for the next 

generation (3G) wireless communication systems. Multiple access techniques has 

been designed to add features such as multimedia capabilities, high data rates and 

multi-rate services to the existing wireless communication framework. The data 

rates proposed 2, 3 are 2Mbps indoor, 384 Kbps pedestrian, and 144 Kbps 

vehicular. Several standards for third generation systems have been proposed and 

developed by different industrial committees in countries such as the U.S, Europe 

and Japan. All the standards have accepted in one form or another as the multiple 

access method for wireless communications requirements.  

 

In this project, we study the implementation issues involved for one of the 

proposed multiuser channel estimation and detection algorithms for base-stations. 

It was found that these proposed algorithms for multiuser channel estimation and 

detection have different processing and precision requirements. 
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1 Introduction 

 

1.1 Wireless communications 

 

Wireless communications have become one of the hottest research areas in 

the world. The fast growing cellular industry provides higher and higher 

capacities for more and more subscribers each year. Major companies use low-

cost, multi-functional and highly reliable services to expand their market. 

“Connecting people “is not only a slogan for such companies as Nokia, but also 

the goal for both research and development of new wireless communication 

technologies. 

 

After a long discussion about the best method for multiple accesses, 

CDMA (Code- Division Multiple Access) has emerged as one of the best multiple 

access schemes. One of the major reasons is that the first CDMA based standard 

IS-95 (Interim Standard) for North American cellular communications has been 

very successful. Some special features of CDMA are capacity increase, improved 

call quality, enhanced privacy, simplified system planning, improved coverage 

and increased talk time for mobiles. These benefits lead to the wide acceptance of 

this standard. 

 

In CDMA communication systems, all the subscribers share the common 

channel. The only way to distinguish them is to use orthogonal or nearly 

orthogonal codes (or so-called spreading sequences) to modulate the transmitted 

bits (Figure 1.1). Figure 1.2 shows an example of the spreading result. The base 

station uses the knowledge of these codes to detect and estimate each user's bits. 
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Unlike TDMA (Time-Division Multiple Access) and FDMA (Frequency-Division 

Multiple Access), where each user is assigned a unique time slot or channel, users 

in CDMA experience direct interference from the other users. This is called MAI 

(multiple access interference), which is the major limitation in capacity for the 

current IS-95 CDMA standard. The other related problem is called the near-far 

problem. When a user is far from the base station, it is likely that the nearer users 

would overshadow his signal. In the IS-95 standard, perfect power control is 

utilized, which ensures that the received signal of any user within the cell is equal 

to each other. It requires a complicated control system on both base stations and 

mobile phones. Users at far end of the cell usually consume extremely large 

amount of power, which would inevitably shorten the battery life or even damage 

the amplifiers. 
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In bi-directional CDMA communication systems, transmission from mobile users 

to the base station is called an uplink and from the base station to mobile users is 

called a downlink. The uplink problem is a multiple points to one point 

communication problem, where MAI and near-far problems are the major 

limitations. The downlink problem, however, is a one point to multiple points 

broadcasting communication situation, where there are no interfering users in the 

system. Therefore it no longer has MAI and near-far problems in the downlink. 

 

 

The focus of most current research is on Wideband CDMA (W-CDMA) or NG 

(next generation) CDMA. In W-CDMA, the multimedia wireless network will 

become feasible. Not only voice, but also images, mobile phones or other portable 

devices can transmit data and video. Achieving a higher data rate and higher 

capacity are two major goals for W-CDMA, which makes the multiuser 

interference problem more and more crucial. 

 

1.2 Assumptions and conditions 

 
The W-CDMA system we researched on is a proposed short-code uplink system. 

Short code is the spreading code that is repetitive bit after bit, while different from 

user to user. One case is to use the Gold code, which is one of the best orthogonal 

code sets ever found. Our research is mostly based on the commonly used Gold 

code 31 system, where the spreading gain is 31. Most proposed future W-CDMA 

systems use BPSK (Binary Phase Shift Keying) modulation for uplink 

communications. We assumed the channel to be an AWGN  (Additive White 

Gaussian Noise) channel. If the system only has one user, the bit error rate (BER) 

versus signal to noise ratio (SNR) is: 
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Where  is the SNR (Signal to Noise Ratio) 

However, if the system contains more than one user, the desired user will treat all 

the other users as noise. The implementation of this scheme is to use a 

conventional matched filter, which has been applied to the IS-95 standard. 

Therefore at this time, the bit error rate for the desired user would be: 

 

 

 

 

P where is the cross-correlation coefficient between the interfering user j and 

the desired user i. 

 

In order to measure the negative effect of the interference, a degradation factor is 

defined by showing how many extra dBs we need to achieve the same bit error 

rate in the multiple users environment as in a single user system. A sample of 

degradation factor is shown in Figure 1.3. Here we assume all the users have the 

same power and the cross-correlation coefficients are identical for all the users. 

From Figure 1.3, we can see that bigger the coefficient is, the higher the 

interference would be. The other aspect of this figure shows the ways to reduce 

the degradation factor, that is, either by designing a better spreading code to 

minimize cross-correlation coefficients, or by removing the interference from the 

desired user. 

 

1.3 Previous work 

As mentioned, simply considering all the other users as noise causes the multiuser 

interference problem. One viable scheme is to use the cross-correlation 
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information 

 

 

of all users to do the multiuser detection or interference cancellation. It requires a 

short code-spreading scheme so that the cross-correlation information is 

determined. The optimal multiuser detector proposed by Verdu [6] eliminates the 

MAI and offers a significant improvement over the conventional detector. The 

mechanism is to find the maximum-likelihood sequence (MLS) for one user's 

received signal. However, for a K-user N-bit communication system, it requires 

 time’s exhaustive searches to find a maximum likelihood sequence, which is 

computationally prohibitive. 

 

This led researchers to find sub-optimum multiuser detectors, such as decor 

relating detectors and minimum mean-squared error (MMSE) detectors. Those 

detectors need to compute the inverse of the cross-correlation matrix or the 

matrix, which has the same scale [4,10,11], the complexity of which is  

There are some approximative implementation methods, such as [12{14]. They 

either compromise on the performance or use very complex architecture, leading 

to high cost. Another branch is adaptive detectors [15{17] , which could also be a 
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trend for multiuser detection in the future. In [18], the author discussed the 

performance of different multiuser   detectors. 

 

The other group of detectors is based upon interference cancellation (IC). The 

idea is to cancel the interference generated by users other than the desired user. 

Lower computation demand and hardware related structures are the major 

advantages of this strategy. This category includes serial interference cancellation 

(SIC)] and parallel interference cancellation (PIC). One of the most effective PICs 

comes from the iterative multistage method, first proposed by Varanasi and 

Aazhang. The inputs of one particular stage are the estimated bits of the previous 

stage. After interference cancellation, the new estimations, which should be closer 

to the transmitted bits, come out to be fed into the next stage. The later 

researchers developed this multistage idea and introduced some other types of 

PICs. Most of them were trying to increase the speed of the convergence and to 

enhance the performance. 

 

However, almost all the existing multistage based algorithms neglect the fact that 

as the iterations progress, the solution becomes more and more invariant, i.e. more 

and more elements in the output vector turn out to be the same as the elements in 

the input vector. Ideally at the last iteration stage, the output and the input should 

be identical if the algorithm converges. Therefore in last several stages, the 

multistage detector will almost compute from the same input to generate the same 

output. This is a substantial waste of the computation power and it increases the 

system delay. 

 

Lin, et al, invented a differential matched filter and gave a FPGA implementation 

of it, which used the differential information in the FIR filter's coefficients to 

mitigate the complexity. This idea is important to our research on the complexity 

reduction for the multistage detector. 
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2 Differencing Multistage Detection 

 
2.1 Multiuser communication model 

 

We assume a K-user binary phase-shift keying (BPSK) modulated DS-

CDMA com-munications system. The channel is a single path channel with 

additive white Gaussian noise (AWGN). Figure 2.1 shows the structure of the 

multiuser communication system. 

 

 

 

 

At the receiver end, the continuous received signal is given by 

 

 

 

 

In equation 2.1, K is the number of users and N is the detection window size for 

the  
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multi-shot multiuser detection (multi-bits detection simultaneously). We to can 

get the estimation of the kth user's signal power  by the channel estimation 

block. The source data bits are represented by  Here because we use BPSK 

modulation  is the signature sequence (spreading code) of 

the kth user, where T is the duration of one bit. In order to get the best 

performance,  is generated by a Gold code sequence. AWGN is represented by 

. 

 

 

  2.2 Matched filters and cross-correlation matrix 

 

Matched filter bank is usually the first stage in the base band signal detection. 

Almost all modern multiuser detection techniques deal with the output of the 

matched filter bank and the cross-correlation information of all users in the 

system. Therefore, we discuss these two topics first and then present the multiuser 

detection algorithms. 

 

2.2.1 Conventional code matched filters 

 

The conventional code matched filter bank is the major signal detection block in 

the IS-95 standard. The technique of the matched filter bank is to use one matched 

filter to detect one user's signal. There are no cross links among the filters. Each 

branch of the matched filter bank consists of the correlation operation of the 

received signal with one particular user's signature sequence, which is 
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Equation 2.2 can also be expressed in a simpler matrix format 

 

 

 

Where vector y and d are the output of the matched filter bank and the transmitted 

user bits respectively. There are NK elements in each vector. In a general 

asynchronous system, the scale of matrix R is  cross-correlation 

coefficients. The elements in the cross-correlation matrix can be represented by: 

 

 

 

 

 

We do not care the value of auto-correlation coefficients in our multistage 

detection algorithm, because all the estimated bits are +1 or -1 within the 

multistage detector (we take only the sign of these bits). The amplitude of each 

user is not relevant for the final hard decision. Therefore, all the auto-correlation 

terms are normalized to one. If we need to provide soft decision output for later 
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decoding block, we should also compute the values of the auto-correlation 

coefficients. 

 

The cross correlation matrix R can split into three parts, i.e. in equation 2.6 

format: 

 

 

 

      Where  is the lower triangular part of matrix R. Since R 

is symmetric, the upper triangular matrix should be the transpose of the lower 

triangular matrix. 

 

A is the amplitude matrix of the signal, which is represented as: 

 

Where 

                

if   for all    we call such kind of system time invariant 

system, otherwise time variant system. Our differencing multistage detector is 

based on getting non-linear estimated detection bits from linear equations 2.3. 

2.2.2 Chip matched filter and joint synchronization and detection method the 

newly published methods of joint channel estimation and multiuser detection are 

widely accepted [35, 36] due to their high performance. In joint channel 

estimation and detection, we notice that we could use chip-matched filter to get 

the chip matched filter output  
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Consists of spreading sequence of all the users, delayed by all possible delays. Z 

is the composite channel impulse response vector, which includes delay, 

multipath and multi-sensor information. 

 

The code matched filter output and the cross-correlation matrix are given by 

expression 2.10: 

 

 

Therefore the multiuser detection, using joint channel estimation and detection 

scheme, is able to combat multipath fading. The signal model is still valid in 

equation 2.3. 

 

 

 

2.3 Multistage detection 

 

The multistage detector uses basic interference cancellation scheme. In each stage 

of the multistage detector, PIC parallely removes the component of other users 

from the received signal to get a better-estimated signal for one particular user. 

Because we do not know the exact bit information for any user, we use the 

estimated (hard decision) bits in each stage. The output of the  iteration is:  
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Term is defined as the to estimated interference given by the others users to the 

desired user. Since is pre-calculated, there are not any 

multiplication operations in equation 2.11. From the assumption made in last 

section, D = I. We take hard decisions (sign bit) of the soft detections; therefore 

the amplitude matrix A has no impact on the final detection output. However, if 

the next process after the detection is channel decoding such as Viterbi decoding, 

soft decisions would be more useful than hard decisions. Therefore, a suitable 

adjustment of the final output is necessary for such kind of applications. Here we 

just assume only hard decisions are observed after the detector. Therefore, the 

multistage detection algorithm is a non-linear algorithm. The following algorithm 

describes this process.  To simplify the notation, here simply denote 

 

 

 

 

 

2.4 Derivation of the differencing multistage detector: 

 From the algorithm described in Section 2.3, we have several observations. After 

iterations, it is greatly possible to observe Which reacts the exact 
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property of the convergence. So instead of dealing with each estimated bit vector 

,as we did before, we calculate the difference of the bits in two consecutive 

stages, i.e. the input of each stage becomes 

is called differencing vector. By subtracting 

the outputs of two consecutive stages represented by equation 2.11, we get:  

 

 

 

Using this differencing algorithm, we are going to save a lot of computations 

during computing equation 2.12 instead of equation 2.11 because more and more 

elements in the vector tend to be zero after several iterations. Moreover, all 

the non-zero terms of   equal . Such kind of constant multiplication 

in equation 2.12 can be implemented by arithmetic shifts, which will not 

introduce any multiplication operations. Further, because our action, which 

subtracts two consecutive stages, is a linear transformation, the BER after each 

stage will not change, compared with the conventional multistage detection. It 

makes the final BER of the differencing multistage detector be the exact same as 

the conventional multistage detector. 

The complete algorithm is described below: 
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2.5 Convergence analysis 

2.5.1 Linear Jacobi method analysis 

If we did not use the hard decisions in the multistage detector, we would 

perform a Jacobi iterative method to solve linear equations 2.3. According to, the 

convergence is determined by the spectral radius of the iteration matrix G, which 

is defined as: 

 

 

In equation 2.11, the iterative matrix G is 

 

 

 

Here since we use linear method, D is no longer a normalized identity matrix, but 

a diagonal matrix. According to the theorem, if RA is strict diagonal dominant 

matrix, the spectral radius of G satisfies the inequality , then the 

iteration converges for any starting vector. 
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The other theorem shows if is symmetric and positive definite, then the 

Jacobi iteration converges for any x. Since it is very easy to show that R is a 

symmetric positive definite matrix, we can infer that Jacobi iterative method for 

this problem will converge eventually. 

2.7 Fixed-point implementation analysis 

 

In order to reduce the cost and increase the speed, the algorithms should be imple- 

mented into fixed-point arithmetic finally [39{41]. Generally speaking, 

converting an algorithm from floating point to fixed point requires two major 

procedures. One is that we need to estimate the dynamic range of the input data 

and all the variables used in the algorithm. The other procedure is to find 

optimized word length to represent numbers and truncate the results. We will 

show some analysis and simulation result about fixed-point implementation of the 

differencing multistage detection in this section. 

 

2.7 Bit Error Rate 

2.7.1 Range estimation 

The data involved in differencing multistage detector are cross-correlation 

coefficients and the matched filter output. The former ones come from local code 

integrators and 24 

channel estimation block, while the later ones are generated by the integrators. 

Both of them need A/D (analog to digital) converters to sample and digitize the 

analog input signals at front end. 

 

From the characteristic of the Gold code, we know that the maximum value of 

cross-correlation coefficients is the auto correlation of any particular spreading 

sequence i.e. is range  
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where the spreading gain is . Therefore if we use Gold code 31. 

The 

range of the user's amplitude depends on the dynamic range (or MAI) of the 

system. 

The relationship is the following 

 

 

The range estimation for the matched filter output is complicated because SNR, 

MAI, and the number of users determine it in the system. Since a matched filter 

treats all the interfering users as noise, the probability density function (PDF) of 

the matched _lter output follows Gaussian distribution, as illustrated in Figure 2.8. 

 

The distribution is also symmetric, based on the assumptions of BPSK 

modulation, binary distribution of the source bits and the binary symmetric 

channel. The range of such kind of distribution is estimated as 

 

 

where  is the mean of one peak and _ is the standard deviation of that peak. n is 

an empirical constant. For Gaussian distribution, n = 3 can guarantee 99.9% of all 

the samples fall in range . 
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3 MULTIPLE-ACCESS TECHNIQUES 

3.1 Introduction 
 

Cellular systems divide a geographic region into cells where a mobile 

unit in each cell communicates with a base station. The goal in the design of 

cellular systems is to be able to handle as many calls as possible (this is 

called capacity in cellular terminology) in a given bandwidth with some 

reliability. There are several different ways to allow access to the channel. 

These include the following. 

• Frequency division multiple-access (FDMA)  

• Time division multiple-access (TDMA)  

• Time/frequency multiple-access  

• Random access  

• Code division multiple-access (CDMA)  

o Frequency-hop CDMA  

o Direct-sequence CDMA  

o Multi-carrier CDMA (FH or DS)  

As mentioned earlier, FDMA was the initial multiple-access technique for 

cellular systems. In this technique a user is assigned a pair of frequencies 

when placing or receiving a call. One frequency is used for downlink (base 

station to mobile) and one pair for uplink (mobile to base). This is called 

frequency division duplexing. That frequency pair is not used in the same 

cell or adjacent cells during the call. Even though the user may not be 

talking, the spectrum cannot be reassigned as long as a call is in place. Two-

second generation cellular systems (IS-54, GSM) use time/frequency 

multiple-access whereby the available spectrum is divided into frequency 

slots (e.g., 30 kHz bands) but then each frequency slot is divided into time 
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slots. Each user is then given a pair of frequencies (uplink and downlink) and 

a time slot during a frame. Different users can use the same frequency in the 

same cell except that they must transmit at different times. This technique is 

also being used in third generation wireless systems (e.g., EDGE). 

Code division multiple-access techniques allow many users to 

simultaneously access a given frequency allocation. User separation at the 

receiver is possible because each user spreads the modulated waveform over 

a wide bandwidth using unique spreading codes. There are two basic types of 

CDMA. Direct-sequence CDMA (DS-CDMA) spreads the signal directly by 

multiplying the data waveform with a user-unique high bandwidth pseudo-

noise binary sequence. The resulting signal is then mixed up to a carrier 

frequency and transmitted. The receiver mixes down to baseband and then 

re-multiplies with the binary {± 1} pseudo-noise sequence. This effectively 

(assuming perfect synchronization) removes the pseudo-noise signal and 

what remains (of the desired signal) is just the transmitted data waveform. 

After removing the pseudo-noise signal, a filter with bandwidth proportional 

to the data rate is applied to the signal. Because other users do not use 

completely orthogonal spreading codes, there is residual multiple-access 

interference present at the filter output. 

This multiple-access interference can present a significant problem if 

the power level of the desired signal is significantly lower (due to distance) 

than the power level of the interfering user. This is called the near-far 

problem. Over the last 15 years there has been considerable theoretical 

research on solutions to the near-far problem beginning with the derivation 

of the optimal multiuser receiver and now with many companies (e.g., 

Fujitsu, NTT DoCoMo, NEC) building suboptimal reduced complexity 

multi-user receivers. The approach being considered by companies is either 

successive interference cancellation or parallel interference cancellation. One 

advantage of these techniques is that they generally do not require spreading 

codes with period equal to the bit duration. Another advantage is that they do 
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not require significant complexity (compared to a minimum mean square 

error-MMSE-detector or a decorrelating detector). These interference 

cancellation detectors can also easily be improved by cascading several 

stages together. 

As a typical example, Fujitsu has a multistage parallel interference 

canceller with full parallel structure that allows for short processing delay. 

Accurate channel estimation is possible using pilot and data symbols. Soft 

decision information is passed between stages, which improves the 

performance. Fujitsu's system uses 1-2 stages giving fairly low complexity. 

Fujitsu claims that the number of users per cell increases by about a factor of 

2 (100%) compared to conventional receivers and 1.3 times if intercell 

interference is considered. 

3.2 Time Division Multiple Access 

Time Division Multiple Access (TDMA) is a technology for shared medium 

usally radio networks. It allows several users to share the same frequency by 

dividing it into different time slots. The users transmit in rapid succession, one 

after the other, each using their own timeslot. This allows multiple users to share 

the same transmission medium (e.g. radio frequency) whilst using only the part of 

its bandwidth they require. Used in the GSM,PDC and IDEN  digital cellular 

standards, among others. TDMA is also used extensively in satellite systems, 

local area networks, physical security systems, and combat net radios systems. 

The name "TDMA" is also commonly used in America to refer to a 

specific second generation (2G) mobile phone standard, more properly referred to 

asD-AMPS, which uses the TDMA technique to timeshare the bandwidth of the 

carrier wave.  

The two different uses of this term can be confusing. TDMA (the 

technique) is used in the GSM standard. However, TDMA (the standard, i.e. IS-

136) has been competing against GSM and systems based on CDMA modulation 
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for adoption by the carriers, although it is now being phased out in favor of GSM 

technology.  

 

TDMA frame structure showing a data stream divided into frames and those 

frames divided into timelots. 

TDMA is a type of time division multiplexing  with the special point that 

instead of having one transmitter connected to one receiver, there are multiple 

transmitters. In the case of the uplink from a mobile phone to a base station  this 

becomes particularly difficult because the mobile phone can move around and 

vary the timing offset required to make its transmission match the gap in 

transmission from its peers. 

In the GSM system, the synchronisation of the mobile phones is achieved 

by sending timing offset commands from the base station which instructs the 

mobile phone to transmit earlier or later. The mobile phone is not allowed to 

transmit for its entire timeslot, but there is a guard period at the beginning and end 

of the timeslot. As the transmission moves into the guard period, the mobile 

network adjusts the timing offset to re-center the transmission. 

Initial synchronisation of a phone requires even more care. Before a 

mobile transmits there is no way to actually know the offset required. For this 

reason, an entire timeslot has to be dedicated to mobiles attempting to contact the 

network (known as the RACH in GSM). The mobile attempts to broadcast at the 

beginning of the timeslot, as received from the network. If the mobile is located 

next to the base station, there will be no time delay and this will succeed. If, 

however, the mobile phone is at just less than 35km from the base station, the 

time delay will mean the mobile's broadcast arrives at the very end of the timeslot. 

In that case, the mobile will be instructed to broadcast its messages starting a 

whole timeslot earlier than would be expected otherwise. Finally, if the mobile is 

beyond the 35 km cell range in GSM, then the RACH will arrive in a 

neighbouring time slot and be ignored. It is this feature, rather than limitations of 

power which limits the range of a GSM cell to 35 kilometers when no special 



 

~ 29 ~ 

 

tricks are used. By changing the syncronisation between the uplink and downlink 

at the base station, however, this limitation can be overcome. 

In radio systems, TDMA is almost always used alongside 

FDMA(Frequency division multiple access) and FDD(Frequency division 

duplex); the combination is referred to as FDMA/TDMA/FDD. This is the case in 

both GSM and IS-136 for example. The exceptions to this rule include WCDMA-

TD which combines FDMA/CDMA/TDMA and TDD instead. 

A major advantage of TDMA is that the radio part of the mobile only 

needs to listen and broadcast for its own timeslot. For the rest of the time, the 

mobile can carry out measurements on the network, detecting surrounding 

transmitters on different frequencies. This allows safe inter frequency handovers 

something which is difficult in CDMA systems, not supported at all in IS-95A 

supported through complex system additions in UMTS. This in turn allows for co-

existence of micrcell layers with macrocell layers. Also, TDMA is marginally 

more secure than CDMA (code division multiple access). 

A disadvantage of TDMA systems is that they create interference at a 

frequency which is directly connected to the time slot length. This is the irritating 

buzz which can sometimes be heard if a GSM phone is left next to a radio. 

 

3.3 Frequency division multiple access 

FDMA, or Frequency Division Multiple Access, is the oldest and most 

important of the three main ways for multiple transmiters to  share the radio 

spectrum. The other two methods are Time Division Multiple Access(TDMA), 

and Code Division Multiple Access (CDMA). 

In FDMA, each transmitter is assigned a distinct frequency channel that 

receivers can discriminate among them by tuning to the desired channel. 

TDMA and CDMA are always used in combination with FDMA, i.e., a 

given frequency channel may be used for either TDMA or CDMA independently 
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of signals on other frequency channels. (Ultra wide band is arguably an exception, 

as it uses essentially all of the usable radio spectrum in one location.) 

 

3.4 Code division multiple access 

3.4.1 General Information 

Generically (as a multiplexing scheme), code division multiple access 

(CDMA) is any use of any form of spread spectrum by multiple transmitters to 

send to the same receiver on the same frequency channel at the same time without 

harmful interference. Other widely used multiple access techniques are Time 

Division Multiple Access (TDMA) and Frequency Division Multiple Access 

(FDMA). In these three schemes, receivers discriminate among various signals by 

the use of different codes, time slots and frequency channels, respectively. 

The term CDMA is also widely (but perhaps too liberally) used to refer to 

a family of specific implementations of CDMA pioneered by Qualcomm for use 

in digital cellular telephony. These include IS-95 (aka cdmaOne) and IS-2000 

(aka cdma2000). The two different uses of this term can be confusing. 

To lessen confusion, the Qualcomm brand name cdmaOne may be used to 

refer to the 2G CDMA standard, instead of using more confusing generic term 

CDMA, or the technical term IS-95. 

Also frequently confused with CDMA is W-CDMA. Here are a few quick facts: 

• CDMA (the multiplexing technique) is used as the principle of the W-

CDMA air interface.  

• The W-CDMA air interface is used in the global 3G standard, UMTS, and 

Japanese 3G standards, FOMA by NTT DoCoMo and Vodafone.  

• The CDMA family of standards (including cdmaOne and cdma2000) are 

not compatible with the W-CDMA family of standards.  
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Another important application of CDMA — predating and entirely 

distinct from CDMA cellular — is the Global Positioning System, GPS. 

3.4.2 Technical Details 

All forms of CDMA use spread spectrum process gain to allow receivers 

to partially discriminate against unwanted signals. Signals with the desired 

spreading code and timing are received, while signals with different spreading 

codes (or the same spreading code but a different timing offset) appear as 

wideband noise reduced by the process gain. 

The way this works is that each station is assigned a spreading code or 

chip sequence. Such chip sequences are expressed as a sequence of -1 and +1 

values. The dot product of each chip sequence with itself is 1 (and the dot product 

with its complement is -1), whereas the dot product of two different chip 

sequences is 0. 

E.g. if C1 = (-1,-1,-1,-1) and C2 = (+1,-1,+1,-1) 

C1 .  C1 = (-1,-1,-1,-1) . (-1,-1,-1,-1) = +1 

C1 . -C1 = (-1,-1,-1,-1) . (+1,+1,+1,+1) = -1 

C1 .  C2 = (-1,-1,-1,-1) . (+1,-1,+1,-1) =  0 

C1 . -C2 = (-1,-1,-1,-1) . (-1,+1,-1,+1) =  0 

This property is called orthogonality. These sequences are Walsh codes 

and can be derived from a binary Walsh matrix. 

A station sends out its chip sequence to send a 1, and its inverse to send a 

0 (or +1 and a -1; zero being silence). 

When multiple chip codes are sent by multiple stations, the signals add up 

in the air. For example the chip sequences (-1,-1,-1,-1) and (+1,-1,+1,-1) add up to 

(0,-2,0,-2). The receiver merely needs to calculate the dot product of the station 

it's interested in with the signal in the air. E.g. (-1,-1,-1,-1) . (0,-2,0,-2) = +1. Had 

-1 been sent the signal in the air would have been (+2,0,+2,0) and the dot product 

would have been (-1,-1,-1,-1) . (+2,0,+2,0) = -1. 
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A TDMA or FDMA receiver can in theory completely reject arbitrarily 

strong signals on other time slots or frequency channels. This is not true for 

CDMA; rejection of unwanted signals is only partial. If any or all of the unwanted 

signals are much stronger than the desired signal, they will overwhelm it. This 

leads to a general requirement in any CDMA system to approximately match the 

various signal power levels as seen at the receiver. This is inherent in the GPS in 

that all of the satellites are roughly equidistant from the users on or near the 

earth's surface. In CDMA cellular, the base station uses a fast closed-loop power 

control scheme to tightly control each mobile's transmit power. 

The need for power control can be deduced neatly from the above 

calculations; if some stations would broadcast +0.8 and -0.8 and others +1.2 and -

1.2, this would wreak havoc with the calculations. 

Forward error correction (FEC) coding is also vital in any CDMA scheme 

to reduce the required signal-to-interference ratio and thereby maximize channel 

capacity. 

CDMA's main advantage over TDMA and FDMA is that the number of 

available CDMA codes is essentially infinite. This makes CDMA ideally suited to 

large numbers of transmitters each generating a relatively small amount of traffic 

at irregular intervals, as it avoids the overhead of continually allocating and 

deallocating a limited number of orthogonal time slots or frequency channels to 

individual transmitters. CDMA transmitters simply send when they have 

something to say, and go off the air when they don't. 

 

3.4.3 Spread Spectrum Multiple Access 

• Spread Spectrum technology was originally developed for military, 

single user, anti-jam applications where the intent was to conceal the signal being 

communicated in the presence of a jammer [a signal that is intended to make 

communications unreliable]. Spread spectrum works by spreading the energy of a 

narrow-band source signal (e.g, 10 kHz speech) over a wide bandwidth (e.g, 1-10 
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mHz). The spread spectrum modulated signals are broadband, noise like, and 

resistant to multipath (since they are broadband). Invented by the female 

American actress Heddy Lamar during World War II 

 

• Current major application of spread spectrum is to the multiple user 

environment in2G (IS-95) and 3G cellular communications. For a single cell: 

CDMA-based IS-95 and TDM-based GSM/IS-136 has the same theoretical 

capacity [in a given bandwidth (B Hz) and time duration (T sec)--- i.e., 2BT 

orthogonal carriers are possible]. 

 

• Spread Spectrum is a (controlled) interference-limited system 

o Carriers are chosen to be “random” waveforms with regard to each other 

o Each user/carrier is assigned a unique randomized code, different and 

approximately orthogonal (i.e., low cross-correlation) 

o To the other codes [analogous to having unique time slot in TDMA or 

unique frequency in FDMA] 

o Correlation (CDMA) and frequency agile (Frequency Hopping Spread 

Spectrum ---FH/SS) receivers are used 

o To separate the users 

o Users can transmit asynchronously with respect to each other 

(performance is better if synchronized) 

• In Code Division Multiple Access or CDMA ( specially with Direct 

Sequence Multiple Access): 

o In addition to being rejected by correlation, the residual interference is 

averaged over a long time (CDMA is said to be a noise-averaging system) 

o The code is a pseudo-noise (PN) like, high bit-rate signal that is used to 

multiply the user information symbols. 

o The capacity of a system is not subject to a hard limit (like TDMA); 

increasing the number of users reduces the received signal-to-interference 

ratio and performance 
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o Technical issue: power control (for maximum system capacity, all users 

must be received at ~ same power) 

• In Frequency Hopped Spread Spectrum (FH/SS) the code is used to 

generate a pattern of frequency hops (signal typically stays on a frequency for a 

small number of bits) that avoids other users.FH/SS is a noise-avoidance system 

Multiple Access System Fundamentals 

• Popular Multiple Access Alternatives [for Wireless Systems] 

o Frequency Division Multiple Access (FDMA): First-generation analog 

systems 

o Time Division Multiple Access (TDMA) 

o Spread Spectrum Multiple Access 

• Code Division Multiple Access (CDMA) [also called Direct Sequence 

(DS) Spread Spectrum] 

• Frequency Hopped Spread Spectrum (FH/SS) ---this is what Heddy 

Lamar invented 

– Time Division Duplex (TDD) 

• Two classes of multiple access 

o Contending for rf resources (eg, time slot, code, or frequency) using an 

“ALOHA”-like protocol like that used on packet networks. This is a 

multipoint (many terminals) to point (the base station) network 

o Sharing circuit resource (frequency, time, or code) with other users on a 

point-to-point basis between the mobile terminal and the base station (this 

is where the FDMA, TDMA, and CDMA technologies apply --- once the 

circuit has been established.) 

• Third-generation (3G) systems will be data/packet oriented and will use 

“ALOHA” like protocols to send info in a (controlled) asynchronous mode  

• Two basic approaches to resource sharing 

a. Orthogonal systems (ideally non-interfering): TDMA, FDMA, TDD 

b. Controlled Interference: Spread Spectrum 
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Code Division Multiple Access: Spread Spectrum Techniques 

Code Division Multiple Access (CDMA) is based on the principle that each 

subscriber is assigned a unique code that can be used by the system to distinguish 

that user from all other users transmitting simultaneously over the same frequency 

band. There are several techniques that have been considered for mobile radio 

CDMA communications, including: 

· Frequency-Hopping Spread Spectrum (FH/SS) 

· Time-Hopped Spread Spectrum (TH/SS) 

· Direct Sequence Spread Spectrum (DS/SS) 

· Frequency-Hopping Spread Spectrum 
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In a frequency-hopping system the signal frequency is constant for 

specified time duration, referred to as a time chip T c. It is frequently convenient 

to categorize frequency-hopping systems as either “fast-hop” or “slow-hop”, since 

there is a considerable difference in performance for these two types of systems. 

A fast-hop system is usually considered to be one in which the frequency-hopping 

takes place at a rate that is greater than the message bit rate. In a slow-hop system, 

the hop rate is less than the message bit rate. 

· Time-Hopped Spread Spectrum 

In a time-hopping system the transmission time is divided into intervals 

known as frames. Each frame is divided into M time slots. During each frame one 

and only one time slot will be modulated with a message. All of the message bits 

accumulated in the previous frame are transmitted in a burst during the selected 

time slot. 

· Direct Sequence Spread Spectrum 

In a direct sequence system, a pseudonoise code digital stream multiplies 

the transmitted baseband signal. 
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Spread Spectrum Classification 

Spread spectrum is the general term describing a communication system in 

which: 

1. The information is transmitted with a wider bandwidth (at RF) then the 
information bandwidth. 
2. The RF bandwidth is independent of the information bandwidth. 
 
Three types of spread spectrum methods are: frequency hopping (FH) spread 

spectrum, time hopping (TH) spread spectrum, and direct sequence (DS) spread 

spectrum. 

In a frequency-hopping system the signal frequency is constant for 

specified time duration, referred to as a time chip, Tc. It is frequently convenient 

to categorize frequency-hopping systems as either “fast-hop” or “slow-hop,” since 

there is a considerable difference in performance for these two types of systems. 

A fast-hop system is usually considered to be one in which the frequency-hopping 

takes place at a rate that is greater than the message bit rate. In a slow-hop system, 

the hop rate is less than the message bit rate. There is, of course, an intermediate 

situation in which the hop rate and the message bit rate are of the same order of 

magnitude.  

 

In a time-hopping system the transmission time is divided into intervals 

known as frames. Each frame is divided into M time slots. During each frame one 

and only one time slot will be modulated with a message. All of the message bits 

accumulated in the previous frame are transmitted in a burst during the selected 

time slot. 

The direct sequence (DS) (or pseudo noise—PN) is an averaging type 

system where the reduction of interference takes place because the interference 

can be averaged over a large time interval. The frequency hopping (FH) and time-

hopping (TH) systems are avoidance systems. Here, the reduction in interference 

occurs because the signal is made to avoid the interference a large fraction of the 

time. 
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A list of the advantages and disadvantages of the three types of systems is shown. 

 

 

 

 

 

 

a. The information signal, b(t) [with symbol rate 1/T], is multiplied by a 

unique, high-rate digital spreading code, c(t), that has many [~100] zero 

crossings per symbol/bit interval [with T c sec between symbols] 

b. The Spreading Code, c(t), is periodic with a period of T sec. [the 

source symbol period] 

c. Bandwidth spread by code bits (called Chips) before transmission 

d. The transmitted signal, b(t)c(t) is wideband and has the bandwidth of 

the spreading code 
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e. At the transmitter (eg, a cellular Base Station), Multiple Signals are 

combined onto one radio frequency channel 

f. In IS-95: Only transmit rf bits when there is active speech 

 

 

 

a. Each signal looks like “noise” to the desired received signal 

b. Spread Signal Multiplied Again by a Synchronized Replica of the Same 

Code to “De-Spread” and Recover Original Signal [Note: c 2 (t) = 1, 

for all values of “t”] 

c. Signal from Multiple Users Recovered via their Unique/Different 

Codes 

d. Codes from different users are orthogonal if their time bases are aligned 

e. Cellular: Speech activity factor [~0.4] reduces interference [when codes 

not synchronized] and increases capacity 
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· Digitized speech signal: b(t), with a bit-interval of T b 

· PN code generator output signal: where T c is known as the chip 

time. . The Processing Gain is defined as 

                                                  

· The processing gain is central to system performance when codes from different 

sources/users are not time synchronized. 

· Spectrum of  [narrowband], and the spectra of  which 

are 

respectively, are wideband where  

· We say that the spectrum of b(t), has been spread to a wider bandwidth. 
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Correlation Function of the Code Sequence-3 

• The operation of the shift register can be described in terms of a z-Transform 

[many references use the term D-Transform]. As a polynomial in “z,” the transfer 

function of the shift register is generally a primitive polynomial---a primitive 

polynomial is one that cannot be factored [see Chapter 6] for more information. 

Using this framework it can be shown that the mod-2 sum of the output of the 

shift register and any phase shifted signalis the same signal at a different phase 

[i.e., a time shifted version of the signal]. 

• Such an autonomous [no input] shift register, can never have all zeroes as its 

state, and therefore as it cycles through all possible non-zero states, the output of 

the shift register will have one more one than zeros [and thus the number of ones 

is 1/2 (M+1)] 

• Using the above, the periodic correlation function is given by 

 

Since for k=mM, the words are aligned and N A = M and for arbitrary k, the 
modulo-2 sum [or the product in real numbers] remains a shift register output 
sequence, then there 
is one more one than zero, so that  
• Using the above result, the correlation function becomes 
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DS-CDMA Receiver ----One User and No Channel Distortion 

• Consider a DS-CDMA system with a single user b(t), spreading code c(t), and 

AWGN n(t). The received signal is Let 

the signal b i (t) be an equiprobable binary [1 or -1] signal. Initially we assume no 

channel distortion. 

 

• The Maximum Likelihood receiver computes Given b i (t), the 

detection 

Problem reduces to a known signal [c(t)bi(t)] in AWGN. The ML detector is thus 

a minimum distance detector that simplifies to a correlation detector .The receiver 

has filters that correlate r(t) with for i =1,2 over the interval 0 < t < 

T 

 [ie, over the entire symbol interval]. See next page for a correlator receiver. 
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• The output of the i th correlator recovers the signal, and is given by 

 

 

 

 

 

 

 



 

~ 47 ~ 

 

 

 



 

~ 48 ~ 

 

 

 

 

Tapped Delay Line Model For Frequency Selective Fading Channels-II 

• The received signal can be expressed as 

 

 

where we follow our convention that u i (t) [i=1,2] represents one of the binary 

choices for the baseband-equivalent transmitted signal [which is the product of 

the information bearing signal and the spreading code]. Recall that the signal u(t) 

= b(t) c(t). Later we will consider the situation with multiple sources/users. 

• In a macro cellular system, the multipath delay spread is limited to <20ì s 

[according to the GSM standard]. So, for GSM with a symbol interval of 3.69ì s, 

multipath can spread the transmitted signal over 4-5 symbols and produce 

Intersymbol Interference [ISI]. For  
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IS-95, the chip time is 1/1.25MHz =0.8ì s, and so the multipath extends over ~25 

chips, but does not exceed the 64 chips in a symbol interval . Thus for commercial 

spread spectrum systems [IS-95 and WCDMA] the multipath is such that the 

spread of the output signal is confined to much less than the duration of the 

symbol interval, T b , of the baseband signal [but spread across many chips]. Thus 

there is no ISI [except for the “edge effect” of some spill over into the first part of 

the next symbol]. 

• If the channel tap weights are known, then we have the familiar problem of a 

known, binary signal in WGN; the optimum receiver consists of two filters 

matched to v 1 (t) and v 2 (t), followed by samplers and a decision circuit that 

selects the signal corresponding to the largest output. An equivalent optimum 

receiver uses correlation instead of matched filtering. Note that the correlator or 

matched filter will, in theory, need to have M sub-filters, one for each multipath 

component. 

• Since there are generally only a small number of significant multipath samples, 
the receiver can be simplified. The RAKE receiver is a realization of such a 
computationally efficient receiver [realizing only the active L branches. 
 
• Techniques for rapidly estimating the channel weights will be studied later. 
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Performance of the RAKE Receiver: Single User System 

• There are L diversity channels each carrying the same information-bearing 
signal. We will assume that each channel is slowly fading with Rayleigh 
distributed envelope statistics, and the fading process among the channels 
is assumed to be mutually statistically independent and to each contain 
AWGN. 

• The optimum receiver computes:     
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• To calculate the error probability we condition on a fixed set of channel 

weights h k and determine this conditional error probability and then 

average over the probability density function of the {h k}. 

• For a fixed set of {h k} the decision variable is Gaussian [a linear 

combination of Gaussian variables] with mean and variance given 

respectively by 
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DS-CDMA Multi-User Receiver: The Optimum Receiver is defined as the 

receiver that selects the bits of probable sequence most the selects receive that the 

as defined receiver is optimum e given by the 

received signal First let us 

consider the synchronous transmission, where each user produces exactly one 

symbol which interferes with the desired symbol. In AWGN  [remember that the 

actual channel will have Gaussian fading], it is sufficient to consider the signal 

received in one symbol interval (0,T). The maximum likehood [ML] computes the 

log-likehood function of the signal vector  where the ‘ 

denotes the transportation vector. In what follows we simplify b (1) buy writing b. 

The likelihood is given by   
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Characteristics of CDMA ---Summary 

• Multiple subscribers use the same RF carrier simultaneously • Signal-to-

Interference (S/I) ratio degrades as the number of simultaneous users on a RF 

carrier increase 

• User signal is spread to a wide bandwidth by modulation with a PN sequence 

(this gives the signal more immunity to multipath fading) 

• The PN sequences have low autocorrelation and zero crosscorrelation and are 

used to separate the user signals at the receiver 

• RAKE receivers are used to combine multipath signals for better receiver S/I 

• Power control is essential on the uplink 

• Quadrature spreading and modulation are used for better performance 

• Conditions less favorable to CDMA 
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– systems requiring very high bit rates (eg, a user rate of 10 Mbps and a spreading 

factor of 100 gives a bandwidth/clock of 1 GHz (expensive!) 

– systems that use CDMA in a common rf band for cellular and office (PBX) 

systems. Difficulties in achieving power control if the systems are run 

autonomously. 

 

4 Problem Statement 

 
The new mobile systems and services should be designed to offer 

sufficient level of protection to mobile subscribers. 
Data transmission security is an essential part of wireless network 

engineering. Since access to the network cannot be restricted physically, 

cryptographic methods must be used to protect transmitted data and network 

elements.  

 

Security in GSM consists of the following aspects: subscriber identity 

authentication, subscriber identity confidentiality, signaling data 

confidentiality, and user data confidentiality. 

 

 The subscriber is  uniquely identified by the International Mobile 

Subscriber Identity (IMSI). This information, along with the individual subscriber 

authentication key (Ki), constitutes sensitive identification credentials analogous 

to the Electronic Serial Number (ESN) in analog systems such as AMPS and 

TACS. 

 

� The design of the GSM authentication and encryption schemes 

should be in such a way that this sensitive information is never 

transmitted over the radio channel. Rather, a challenge-response 

mechanism should be used to perform authentication. 

� For this an authentication algorithm to be developed which 

intakes 128 bit (Ki )-authentication key and 128 bit RAND –

random number send from BS,and should generate 32 bit SRES-
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signal response which is send to BS for verification. And also a 

54 bit-ciphering key (Kc) must be generated. 

� The actual conversations are encrypted using a temporary, 

randomly generated ciphering key (Kc).  Encrypted voice and 

data communications between the MS and the network is 

accomplished through use of the ciphering algorithm A5. 

� The ciphering algorithm (A5) must be developed in such a way 

that it must generate encrypted data communication between 

MS and BS by using a   ciphering key (Kc) and a frame . 

Systems designed today should be made secure enough for the future users 

to feel safe to use them.  
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1 GLOBAL SYSTEM FOR MOBILE COMMUNICATION 

Definition 

Global system for mobile communication (GSM) is a globally accepted 

standard for digital cellular communication. GSM is the name of a standardization 

group established in 1982 to create a common European mobile telephone 

standard that would formulate specifications for a pan-European mobile cellular 

radio system operating at 900 MHz. It is estimated that many countries outside of 

Europe will join the GSM partnership. 

 Throughout the evolution of cellular telecommunications, various systems 

have been developed without the benefit of standardized specifications. This 

presented many problems directly related to compatibility, especially with the 

development of digital radio technology. The GSM standard is intended to 

address these problems.  

 

The GSM Network: 

The GSM network is divided into three major systems: 

 

� The Radio subsystem (RSS), 

� The   Network and switching system (NSS),  

� And The Operation and support system (OSS). 
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The Radio subsystem 

 

The radio subsystem (RSS) comprises all radio specific entities i.e. 

� The mobile station (MS), 

� The base station subsystem (BSS). 

                    

    The mobile station (MS)  

                                       

                 The MS comprises all user equipment and software needed 

for communication with a GSM network .An MS consist of  

� User independent hard- and software   

� The subscriber identity module (SIM), which stores all 

user-specific data. 

� Typical MS’s for GSM 900 have a transmit power of up to 

2W, whereas for GSM 1800 1W is enough due to smaller 

cell size.  

 

An MS can be identified via international mobile equipment identity 

(IMEI). 

 

A user can personalize any MS using his or her SIM; i.e., user-specific 

mechanisms like charging and authentication are based on the SIM, not on the 

devise itself. Without the SIM only emergency calls are possible. 

The SIM card contains many identifiers and tables, such as card type, 

serial number, a list of subscribed services, a personal identity number (PIN), a 

PIN unblocking key (PUK), an authentication key K, and the internationals 

mobile subscriber identity (IMSI). 

Apart from the telephone interface an MS can also offer smaller cell size. 

Other types of interfaces to users with display, loudspeaker, microphone and 

programmable soft keys. Further interfaces comprise computer modems,  IrD,  

Blue tooth. 
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MS stores dynamic information while logged into the GSM system, such 

as, e.g., the cipher key KC and the location information consisting of a temporary 

mobile subscriber identity (TMSI) and the location area identification (LAI). 

Typical MSs, e.g., mobile phones, comprise many more vendor –specific 

functions such as using fingerprints as PIN, calendars, address functions, ands 

even simple games. 

 

Base station subsystem (BSS) 

 

A GSM network comprises many BSS’s, each controlled by a base station 

controlled by a base station controller (BSC). The BSS performs all functions 

necessary to maintain radio connections to an MS coding /decoding of  voice , 

ands rate adaptation to/ from the wireless network part. Besides a BSC, the BSS 

contains several BTS’s. 

 

Base transceiver station (BTS) 

 

A BTS comprises all radio equipment, i.e., antennas, signal processing 

amplifiers necessary for radio transmission. A BTS can form a radio cell or, using 

sector zed antennas, several cells (see section 2.8), and is connected to MS via the 

Um interface (ISDN U interface for mobile use), and to the BSC via the A bus 

interface. The U m interface contains all mechanisms   necessary for wireless 

transmission (TDMA<FDMA etc.)And will be discussed in more detail below. 

The A bus interface consists of 16or 64 kbit/s connections .A GSM cell can 

measure between some 100 m and 35 km depending on the environment  

(buildings, open space, mountains etc. ) But also expected traffic. 

 

Base station controller (BSC)  

 

The BSC basically manages the BTS. It reserves radio frequencies, 

handles the handover from one BTS to another within the BSS, and performs 
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paging of the MS. The BSC also multiplexes the radio channels onto the fixed 

network connections at the A interface. 

                   

The Network and Switch System 

The switching system (SS) is responsible for performing call processing 

and subscriber-related functions. The switching system includes the following 

functional units.  

Home location register (HLR)—The HLR is a database used for storage 

and management of subscriptions. The HLR is considered the most important 

database, as it stores permanent data about subscribers, including a subscriber's 

service profile, location information, and activity status. When an individual buys 

a subscription from one of the PCS operators, he or she is registered in the HLR 

of that operator. As soon as an MS leaves its current LA, the information in the 

HRL is updated. It is necessary to localize a user in the worldwide GSM 

networks. It also supports charging and accounting. 

Mobile services switching center (MSC)—The MSC performs the 

telephony switching functions of the system. It controls calls to and from other 

telephone and data systems. It also performs such functions as toll ticketing, 

network interfacing, common channel signaling, and others.  

Visitor location register (VLR)—The VLR is a database that contains 

temporary information about subscribers that is needed by the MSC in order to 

service visiting subscribers. The VLR is always integrated with the MSC. When a 

mobile station roams into a new MSC area, the VLR connected to that MSC 

would request data about the mobile station from the HLR. Later, if the mobile 

station.  Makes a call, the VLR will have the information needed for call setup 

without having to interrogate the HLR each time.  

Authentication center (AUC)—A unit called the AUC provides 

authentication and encryption parameters that verify the user's identity and ensure 
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the confidentiality of each call. The AUC protects network operators from 

different types of fraud found in today's cellular world.  

Equipment identity register (EIR)—The EIR is a database that contains 

information about the identity of mobile equipment that prevents calls from 

stolen, unauthorized, or defective mobile stations. The AUC and EIR are 

implemented as stand-alone nodes or as a combined AUC/EIR node. 

The Operation and Support System 

The operations and maintenance center (OMC) is connected to all equipment 

in the switching system and to the BSC. The implementation of OMC is called the 

operation and support system (OSS). The OSS is the functional entity from which 

the network operator monitors and controls the system. The purpose of OSS is to 

offer the customer cost-effective support for centralized, regional and local 

operational and maintenance activities that are required for a GSM network. An 

important function of OSS is to provide a network overview and support the 

maintenance activities of different operation and maintenance organizations. 

Authentication and security  

Since the radio medium can be accessed by anyone, authentication of users to 

prove that they are who they claim to be is a very important element of a mobile 

network.  Authentication involves two functional entities, the SIM card in the 

mobile, and the Authentication Center (AC).  Each subscriber is given a secret 

key, one copy of which is stored in the SIM card and the other in the 

Authentication Center.  During authentication, the AC generates a random 

number that it sends to the mobile.  Both the mobile and the AC then use the 

random number, in conjunction with the subscriber's secret key and a ciphering 

algorithm called A3, to generate a number that is sent back to the AC.  If the 

number sent by the mobile is the same as the one calculated by the AC, the 

subscriber is authenticated.  
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The above-calculated number is also used, together with a TDMA frame 

number and another ciphering algorithm called A5, to encipher the data sent over 

the radio link, preventing others from listening in.  Enciphering is an option for 

the very paranoid, since the signal is already coded, interleaved, and transmitted 

in a TDMA manner, thus providing protection from all but the most persistent and 

dedicated eavesdroppers.  

Another level of security is performed on the mobile equipment, as 

opposed to the mobile subscriber.  As mentioned earlier, a unique International 

Mobile Equipment Identity (IMEI) number identifies each GSM terminal.  A list 

of IMEIs in the network is stored in the Equipment Identity Register (EIR).  The 

status returned in response to an IMEI query to the EIR is one of the following:  
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1 Description of GSM Security Features 

 

Security in GSM consists of the following aspects: subscriber identity 

authentication, subscriber identity confidentiality, signaling data confidentiality, 

and user data confidentiality. The subscriber is uniquely identified by the 

International Mobile Subscriber Identity (IMSI). This information, along with the 

individual subscriber authentication key (Ki), constitutes sensitive identification 

credentials analogous to the Electronic Serial Number (ESN) in analog systems 

such as AMPS and TACS. The design of the GSM authentication and encryption 

schemes is such that this sensitive information is never transmitted over the radio 

channel. Rather, a challenge-response mechanism is used to perform 

authentication. The actual conversations are encrypted using a temporary, 

randomly generated ciphering key (Kc). The MS identifies itself by means of the 

Temporary Mobile Subscriber Identity (TMSI), which is issued by the network 

and may be changed periodically (i.e. during hand-offs) for additional security.  

The security mechanisms of GSM are implemented in three different 

system elements; the Subscriber Identity Module (SIM), the GSM handset or MS, 

and the GSM network. The SIM contains the IMSI, the individual subscriber 

authentication key (Ki), the ciphering key generating algorithm (A8), the 

authentication algorithm (A3), as well as a Personal Identification Number (PIN). 

The GSM handset contains the ciphering algorithm (A5). The encryption 

algorithms (A3, A5, A8) are present in the GSM network as well. The 

Authentication Center (AUC), part of the Operation and Maintenance Subsystem 

(OMS) of the GSM network, consists of a database of identification and 

authentication information for subscribers. This information consists of the IMSI, 

the TMSI, the Location Area Identity (LAI), and the individual subscriber 

authentication key (Ki) for each user. In order for the authentication and security 

mechanisms to function, all three elements (SIM, handset, and GSM network) are 

required. This distribution of security credentials and encryption algorithms 
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provides an additional measure of security both in ensuring the privacy of cellular 

telephone conversations and in the prevention of cellular telephone fraud.  

Figure 4 demonstrates the distribution of security information among the 

three system elements, the SIM, the MS, and the GSM network. Within the GSM 

network, the security information is further distributed among the authentication 

center (AUC), the home location register (HLR) and the visitor location register 

(VLR). The AUC is responsible for generating the sets of RAND, SRES, and Kc 

which are stored in the HLR and VLR for subsequent use in the authentication 

and encryption processes.  

Figure 4 Distribution of Security Features in the GSM Network 

 

 Authentication 

 

The GSM network authenticates the identity of the subscriber through the use 

of a challenge-response mechanism. A 128-bit random number (RAND) is sent to 

the MS. The MS computes the 32-bit signed response (SRES) based on the 

encryption of the random number (RAND) with the authentication algorithm (A3) 

using the individual subscriber authentication key (Ki). Upon receiving the signed 

response (SRES) from the subscriber, the GSM network repeats the calculation to 

verify the identity of the subscriber. Note that the individual subscriber 

authentication key (Ki) is never transmitted over the radio channel. It is present in 

the subscriber's SIM, as well as the AUC, HLR, and VLR databases as previously 
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described. If the received SRES agrees with the calculated value, the MS has been 

successfully authenticated and may continue. If the values do not match, the 

connection is terminated and an authentication failure indicated to the MS. Figure 

5 shown below illustrates the authentication mechanism.  

Figure 5 GSM Authentication Mechanism 

The calculation of the signed response is processed within the SIM. This 

provides enhanced security, because the confidential subscriber information such 

as the IMSI or the individual subscriber authentication key (Ki) is never released 

from the SIM during the authentication process.  

 

2 Subscriber Identity Confidentiality 

 
To ensure subscriber identity confidentiality, the Temporary Mobile 

Subscriber Identity (TMSI) is used. The TMSI is sent to the mobile station after 

the authentication and encryption procedures have taken place. The mobile station 

responds by confirming reception of the TMSI. The TMSI is valid in the location 

area in which it was issued. For communications outside the location area, the 

Location Area Identification (LAI) is necessary in addition to the TMSI. The 

TMSI allocation/reallocation process is shown in Figure 8 below.  
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Figure 8 TMSK Reallocation Mechanism 

 

3 Signaling and Data Confidentiality 

 
The SIM contains the ciphering key generating algorithm (A8) which is 

used to produce the 64-bit ciphering key (Kc). The ciphering key is computed by 

applying the same random number (RAND) used in the authentication process to 

the ciphering key generating algorithm (A8) with the individual subscriber 

authentication key (Ki). As will be shown in later sections, the ciphering key (Kc) 

is used to encrypt and decrypt the data between the MS and BS. Having the means 

to change the ciphering key, making the system more resistant to eavesdropping, 

provides an additional level of security. The ciphering key may be changed at 

regular intervals as required by network design and security considerations. 

Figure 6 below shows the calculation of the ciphering key (Kc).  

Figure 6 Ciphering Key Generation Mechanism 
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In a similar manner to the authentication process, the computation of the 

ciphering key (Kc) takes place internally within the SIM. Therefore sensitive 

information such as the individual subscriber authentication key (Ki) is never 

revealed by the SIM.  

Encrypted voice and data communications between the MS and the 

network is accomplished through use of the ciphering algorithm A5. Encrypted 

communication is initiated by a ciphering mode request command from the GSM 

network. Upon receipt of this command, the mobile station begins encryption and 

decryption of data using the ciphering algorithm (A5) and the ciphering key (Kc). 

Figure 7 below demonstrates the encryption mechanism.  

Figure 7 Ciphering Mode Initiation Mechanisms 

 

 

 

 

 

 

 

 

 

 



 

~ 89 ~ 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 



 

~ 90 ~ 

 

1 EXISTING SYSTEM 

 

The motivations for security in cellular telecommunications systems are to 

secure conversations and signaling data from interception as well as to prevent 

cellular telephone fraud. 

Throughout the evolution of cellular telecommunications, various systems 

have been developed without the benefit of standardized specifications. This 

presented many problems directly related to compatibility, especially with the 

development of digital radio technology.  

With the older analog-based cellular telephone systems such as the 

Advanced Mobile Phone System (AMPS) and the Total Access Communication 

System (TACS), it is a relatively simple matter for the radio hobbyist to intercept 

cellular telephone conversations with a police scanner. 

Another security consideration with cellular telecommunications systems 

involves identification credentials such as the Electronic Serial Number (ESN), 

which are transmitted "in the clear"  in analog systems. With more complicated 

equipment, it is possible to receive the ESN and use it to commit cellular 

telephone fraud by "cloning" another cellular phone and placing calls with it. The 

procedure wherein the Mobile Station (MS) registers its location with the system 

is also vulnerable to interception and permits the subscriber’s location to be 

monitored even when a call is not in progress. 

 

2 PROPOSED SYSTEM 

The proposed system had to meet certain criteria:  

� Good subjective speech quality with high data 

rates,  

� Low terminal and service cost,  
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� Support for international roaming,  

� Security 

� Ability to support handheld terminals,  

� Support for range of new services and facilities,  

� Spectral efficiency, and  

� ISDN compatibility. 

The GSM standard is intended to address these problems.  

The data rates supported by GSM are 300 bps, 600 bps, 1200 bps, 2400 

bps, and 9600 bps. 

Telecommunications are evolving towards personal communication 

networks, whose objective can be stated as the availability of all communication 

services anytime, anywhere, to anyone, by a single identity number and a pocket 

able communication terminal. The economies of scale created by a unified system 

are enough to justify its implementation, not to mention the convenience to people 

of carrying just one communication terminal anywhere they go, regardless of 

national boundaries.  

 

� Networks such as GSM, with international roaming and 

interactions with other operators, offer other opportunities for 

exploitation. GSM has been designed to offer various technical 

solutions to prevent misuse, such as strong authentication, 

together with anonymity and encryption of the signaling and data 

over the radio. However, all systems are dependent on secure 

management and procedures, and lapses in these areas will have a 

severe impact on the resilience of the business process to fraud. 

 

� Together with international roaming, and support for many other 

services such as data transfer, fax, Short Message Service, and 
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supplementary services, in addition to telephony, GSM comes 

close to fulfilling the requirements for a personal 

communication system: close enough that it is being used as a 

basis for the next generation of communication technology. 

Total Mobility: The subscriber has the advantage of a Pan-

European system allowing him to communicate from 

everywhere and to be called in any area served by a GSM 

cellular network using the same assigned telephone number, 

even outside his home location. The calling party does not need 

to be informed about the called person's location because the 

GSM networks are responsible for the location tasks. With his 

personal chip card he can use a telephone in a rental car, for 

example, even outside his home location. Many business people 

who constantly need to be in touch with their headquarters 

prefer this mobility feature. 

 

� High Capacity and Optimal Spectrum Allocation: The former 

analog-based cellular networks had to combat capacity 

problems, particularly in metropolitan areas. Through a more 

efficient utilization of the assigned frequency bandwidth and 

smaller cell sizes, the GSM System is capable of serving a 

greater number of subscribers. The optimal use of the available 

spectrum is achieved through the application Frequency 

Division Multiple Access (FDMA), Time Division Multiple 

Access (TDMA), efficient half-rate and full-rate speech coding, 

and the Gauss Ian Minimum Shift Keying (GMSK) modulation 

scheme. 

 

� Security: The security methods standardized for the GSM 

System make it the most secure cellular telecommunications 
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standard currently available. Although the confidentiality of a 

call and anonymity of the GSM subscriber is only guaranteed on 

the radio channel, this is a major step in achieving end-to- end 

security. The subscriber’s anonymity is ensured through the use 

of temporary identification numbers. The confidentiality of the 

communication itself on the radio link is performed by the 

application of encryption algorithms and frequency hopping 

which could only be realized using digital systems and 

signaling.  

� Services: The list of services available to GSM subscribers 

typically includes the following: voice communication, 

facsimile, voice mail, short message transmission, data 

transmission and supplemental services such as call forwarding. 

� Another point where GSM has shown its commitment to 

openness, standards and interoperability is the compatibility 

with the Integrated Services Digital Network (ISDN) that is 

evolving in most industrialized countries. GSM is the first 

system to make extensive use of the Intelligent Networking 

concept in ISDN.  

 

3 Limitations of security 

 

Existing cellular systems have a number of potential weaknesses that were 

considered in the security requirements for GSM.   

 

The security for GSM has to be appropriate for the system operator 

and customer: 

� The operators of the system wish to ensure that they could issue 

bills to the right people, and that the services cannot be 

compromised. 
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� The customer requires some privacy against traffic being 

overheard. 

The countermeasures are designed:  

� To make the radio path as secure as the fixed network, which 

implies anonymity and confidentiality to protect against   

eavesdropping; 

� To have strong authentication, to protect the operation                      

against billing fraud; 

� To prevent operators from compromising each other’s security, 

whether inadvertently or because of competitive pressures. 

The security processes must not: 

� Significantly add to the delay of the initial call set up or 

subsequent communication; 

� Increase the bandwidth of the channel, 

� Allow for increased error rates, or error propagation; 

� Add excessive complexity to the rest of the system, 

� Must be cost effective.  

The designs of an operator's GSM system must take into account the 

environment and have secure procedures such as:  

� The generation and distribution of keys,  

� Exchange of information between operators,  

� The confidentiality of the algorithms.  

 

 

4 FEASIBILITY STUDY 

 

Once the problem is clearly understood, the next step is to conduct 

feasibility study, which is high-level capsule version of the entered systems 

analysis and design process. The objective is to determine whether or not the 

proposed system is feasible. The three tests of feasibility have been carried out. 
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� Technical Feasibility  

� Economical Feasibility  

� Operational Feasibility 

 

Technical feasibility:  

 

In Technical Feasibility study, one has to test whether the Proposed 

system can be developed using existing technology or not. It is planned to 

implement the proposed system using OOPS technology. It is evident that the 

necessary hardware and software are available for development and 

implementation of the proposed system. Hence, the solution is technically 

feasible. 

 

Economical Feasibility:  

 

As part of this, the costs and benefits associated with the Proposed 

system compared and the project is economically feasible only if tangible or 

intangible benefits outweigh costs. The system development costs will be 

significant. So the proposed system is economically feasible. 

 

Operational Feasibility: 

 

It is a standard that ensures interoperability without stifling 

competition and innovation among users, to the benefit of the public both in terms 

of cost and service quality. The proposed system is acceptable to users. So the 

proposed system is operationally feasible. 
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1 INTRODUCTION 

 

The design of an information system produces the details that state how a 

system will meet the requirements identified during system analysis. Systems 

specialists often refer this stage as logical design.  

In this project using UML develops the designing phase. The UML is a 

standard language for writing software blueprints. The UML may be used to 

visualize, specify, construct, and document the artifacts of a software-intensive 

system. 

 

The UML behavioral diagrams are used to visualize, specify, 

construct and document the dynamic aspects of system. 

 

Sequence diagram Focus on the time ordering of the messages 

. 

Collaboration diagram Focus on the structural organization of 

object that send and receive messages. 

 

Activity diagram Focus on the floor of control from activity to 

activity. 
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 : bs  : bs_interface : bs_controler : bs_file  : ms  : ms_interface : ms_controler  : ms_file  : ms.a5_file : bs.a5_file

accept Ki( )

accept Ki( )

accept RAND( )

accept RAND( )

accept bs.SRES( )

generate ms.SRES( )

bs.SRES =? ms.SRES

generate Kc( )

generate bs.SRES( )

accept Ki( )

accept Ki( )

accept Ki( )

accept Ki( )

accept RAND( )

accept RAND( )

generate Kc( )

access permition

SEQUENCE DIAGRAM FOR AUTHENTICATION
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 : bs  : a.bs_interface : a.bs_controler : a.bs_file  : ms : a.ms_interface : a.ms_controler : a.ms_file : ms.a5_file : bs.a5_file

accept frame no( )

accept frame no( )

generate 114 bit key stream ( )

generate   114 bit key stream ( )

accept Kc( )

accept frame no( )

accept frame no( )

accept frame no( )

accept frame no( )

accept Kc( )

SEQUENCE  DIAGRAM FOR ENCRYPTION
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 : bs

 : bs_interface

 : bs_controler

 : bs_file

 : ms_interface

 : ms_controler

 : ms_file

 : ms.a5_file

14: bs.SRES =? ms.SRES

 : ms

 : bs.a5_file

COLLABORATION  DIAGRAM  : AUTHENTICATION

1: accept Ki( )
7: accept RAND( )

3: accept Ki( )
8: accept RAND( )

5: accept Ki( )
9: accept RAND( )

11: generate bs.SRES( )

12: accept bs.SRES( )

17: generate Kc( )

15: access permition

10: accept RAND( )

2: accept Ki( )

4: accept Ki( )

6: accept Ki( )

13: generate ms.SRES( )

16: generate Kc( )
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 : bs

 : a.bs_interface

 : a.bs_controler

 : a.bs_file

 : a.ms_controler

 : a.ms_file

 : ms.a5_file

 : ms

 : a.ms_interface : bs.a5_file

COLLABORATION  DIAGRAM FOR ENCRYPTION

2: accept frame no( )

4: accept frame no( )

6: accept frame no( )

10: generate   114 bit key stream ( )
1: accept frame no( )

3: accept frame no( )

5: accept frame no( )

9: generate 114 bit key stream ( )

8: accept Kc( )

7: accept Kc( )



 

~ 102 ~ 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

accept Ki( )

accept RAND( )

performing 

substitution

converting bits 

from bytes

permutation

ACTIVITY DIAGRAM FOR AUTHENTICATION

generate 

RAND( )

SRES( ) is generated 

for validation

Kc( ) is 

generated

a5 : ms.a5_filebase station : a.bs_filems.authentiction : ms_controler
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accept frame 

no( )

accept Kc( )

clockreg( )

loop 22 times

clockingreg( )

loop 64 times

clock( )

loop 100 times

ACTIVITY DIAGRAM FOR ENCRYPTION

generate 

Kc( )

mobile 

station

base 

station

generate 228 bits

the first 114 bits from ms to bs

the last 114 bits from bs to ms

base station : a.bs_filemobile station : a.ms_filemobile station : ms.a5_filemobile station : a.ms_controler
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1 TESTING PHASE 

 

The completion of a system is achieved only after it has been thoroughly 

tested. Though this gives a feel the project is completed, there cannot be any 

project without going through this stage. Though the programmer may have taken 

many precautions not to commit any mistakes that crop up during the execution 

stage. Hence in this stage it is decided whether the project can under go the real 

time environment execution without any break downs, therefore a package can be 

rejected even at this stage. 

 

The testing phase involves the testing of the developed system using 

various kinds of data. An elaborated testing of data is prepared and system is 

tested using the test data. While testing, errors are noted and corrections remade, 

the corrections are also noted for future use. 

 
 
System Testing 

 
Testing is a set of activities that can be planned in advance and conducted 

systematically. The proposed system is tested in parallel with the software that 

consists of its own phases of analysis, implementation, testing and maintenance. 

Following are the tests conducted on the system. 

 

Unit Testing: During the implementation of the system each 

module of the system was tested separately to uncover errors with 

in its boundaries. User interface was used as a guide in the process 
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Functionality Testing: To determine if the various display screens 

meet the design rules and functionality is complete and correct . It 

is tested that the output screens meet all the design rules 

 

 

Robustness:  To study the behavior of the module in case of 

feeding in the relevant data and ensure that the system is able to 

display appropriate message and role back to its initial state. 

 

Acceptance Testing: Acceptance testing is done to verify for 

implementation and use. The proposed system provides the end-

user confidence and ensures that the software is already to use. 

 

Integration Testing: The objective of integration is to take unit 

tested modules and build a program that has been defined and 

designed, we have done a top down integration test which is an 

increment approach which constructs and tests small segments 

where errors to isolate and correct. 

 

2 IMPLEMENTATION PHASE 

 

The implementation is the final and important phase. It involves User 

training, system testing and successful running of the developed system. The 

users test the developed system when changes are made according to the needs. 

The testing phase involves the testing of the developed system using various kinds 

of data. An elaborate testing of data is prepared and system is tested using the 

tests data.  

   

 Implementation is the stage where theoretical design turned into a 

working system. Implementation is planed carefully to propose system to avoid 
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unanticipated problems. Many preparations involved before and during the 

implementation of proposed system. 

 

3 SECURITY 

 

The GSM security system is provided with security by creating the 

password to the source code. By this the code for both COMP128 (authentication 

algorithm) and A5 (encryption algorithm) are kept secure. 

 

Only the authorized person can access the code that knows the correct 

password. While running the code it will ask for the password.  

 

If the password matches exactly to the password of the developed system, 

then the system can be accessed. Else it gives three chance and automatically exit. 

 

This security is provided for unauthorized access to the system. 
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Conclusion 

 

In this project I have tried to give an overview of the GSM security 

system.  GSM is a standard that ensures interoperability without stifling 

competition and innovation among suppliers, to the benefit of the public both in 

terms of cost and service quality.   

Together with international roaming, and support for many other services 

such as data transfer, fax, Short Message Service, and supplementary services, in 

addition to telephony, GSM comes close to fulfilling the requirements for a 

personal communication system: close enough that it is being used as a basis for 

the next generation of communication technology.  

GSM is a very complex standard, but that is probably the price that must 

be paid to achieve the level of integrated service and quality offered while subject 

to the fairly severe restrictions imposed by the radio environment.  

GSM Security System provides: subscriber identity authentication, 

subscriber identity confidentiality, signaling data confidentiality, and user data 

confidentiality The design of the GSM authentication and encryption schemes is 

such that the sensitive information is never transmitted over the radio channel. 

In order for the authentication and security   mechanisms     to function, 

authentication and encryption algorithms (COMP128 & A5 algorithms 

respectively) are required. They provide an additional measure of security both in 

ensuring the privacy of cellular telephone conversations and in the prevention of 

cellular telephone fraud.  
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