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Abstract  
 

Findings of this research work provide clear understanding of why organizational 

technology(Network technology) adoption decision makers decide to recommend  or not  

recommend an Internet Protocol migration(adoption of the latest protocol), or a migration 

from Ipv4 to IPv6/ or adoption of IPv6, to their organizations. A meticulous review of 

literature on the practice of various organizations technology adoption process served as a 

base for developing relevant research questions and corresponding hypothesis.  The research 

hypothesis was developed to examine organization‟s technology (Network technology) 

adoption decision maker‟s perception of IPv6: quality of service, auto configuration 

capability, security, mobility, address abundance and cost effectiveness and its effect on their 

decision.   

 The study result indicated that network expert‟s decision to recommend a new network 

technology adoption, specifically, internet protocol migration from IPv4 to IPv6 is highly 

influenced by their perception of the factors listed in the previous paragraph, therefore 

network expert‟s perception of the aforementioned factors are instrumental for their decision 

of recommending whether to encourage the internet protocol migration. It is also implied that 

managers at top level can make a technology adoption or migration decision based on the 

recommendation from the experts already knowing that their decision is highly influenced by 

their perception of capabilities and functionality of the new IP (IPv6).  In addition to the 

apparent contribution of this study to organizations that fall in to the category of organization, 

where this study was conducted, the result of this study also helps different organizations 

engaged in other kinds of business activity, such as:  network infrastructure manufacturers 

and application developers by providing essential information regarding which functionalities 

and capabilities are playing a major role for organization‟s choice for a certain network 

infrastructure.   
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 Definition of terms 
 

 Internet protocol (IP) - In simple terms, it is a layer 3 protocol in TCP/IP protocol suit that 

allow for relaying datagram across network boundaries.  

 TCP/IP – is a set of standards or protocols that govern communication between hosts on 

the internet  

 IPV4- It is one the protocols in the TCP/IP protocol suit responsible for facilitating 

communication among communicating objects. It is also known as level 3 protocols that 

sits in the network layer of TCP/IP protocol stack. IPV4 indicates the fourth version of the 

Internet protocol.     

 IPV6- the same is true for IPV6 with some difference due to some enhancements on it. The 

difference is cased due to improvement of the weaknesses in IPV4.   

 IANA- stands for internet assigned Numbers authority; it is a governing body for allocation 

of, specially, IP address and other means for communication on the internet.   

 ARPANet - It is the first packet switching network to be employed and function at DARPA. 

It is also referred as DARPA‟s ARPANet. 

 Network control protocol (NCP)- It is a protocol which facilitated communication in the 

DAPA‟s ARPANet.   

 FTP. is a file transfer protocol very common for moving files from one computer to 

another, it is also considered as easiest way to exchange files.   

 HTTP- is acronym for hypertext transfer protocol, and its basic duty and function is to 

transferring multimedia files, such as picture, audio, video…etc.  

 POP- it is called Post out Protocol mainly known for facilitating to mail to be transferred 

from ISP servers to local mail client.  

 SMTP- on the other hand simple mail transfer protocol used for sending mails from local 

client to somewhere else. 

 IP migration- is a process of systematically converting existing internet protocol with 

another one by using well defined and tested strategy.  

 Quality of service (QoS) - it is an option made available on IPV6 in order to give users the 

level for quality service they expect to get.  

 RFC- is acronym for request for comment; it is a document for requesting comment on a 

given technology when it first introduced or, at least, when modification is   

 DNS- called domain naming system, used for …. 

 OSI- called open system interconnects; it is a protocol suit with 7 layers each working 

towards realizing communication of devices in the internet.  

 Network address translation (NAT) - is a method for giving connection to hosts when 

public routable IP addresses are limited. 

 ISPs – called internet service providers. These are the companies giving internet 

connection service to the public. They are responsible for maintaining and securing the 

internet connection and, in return they charge. 

 IETF- it is an acronym for a very reputable institution called Internet Engineering Task 

force. This institution has served as a base for very well-known technologies in the world 

serving billions of peoples across the world.  

 Variable length subnet mask (VLSM) - is a method for facilitating communication between 

different parties running different protocols by using combination of several protocols. 
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1. INTRODUCTION 
 

Selmar, on his article titled Western Expatriates in China, have stated that effective 

communication depends on the use of common language (J Selmer, 2006). It means that 

communication is hardly possible unless there is a standard procedure that can be understood 

by all participating parties. This statement also holds true for communications between 

humans, animals end even computer systems as well. In order for computers to communicate 

properly, a procedure (common language) which is supported by all communicating systems 

should be used; this common language or procedure governing or guiding the communication 

between computers is referred to as a protocol (Berglund, 2002). Formal definition to 

Computer network protocols is given in the next section. 

 

The idea of computer network, Internet and many related services that are available for use 

today, are foretold by some great scientists in the early 20th century, such as Nikola Tesla 

who predicted the coming of a fast way of communication technology that enables peoples in 

different geography to communicate and exchange information.  H.G Wells also predicted the 

birth of communication technology which is capable of storing, sorting, processing and 

disseminating information from centrally controlled place, which is identical to the present 

day search engines, such as Google, yahoo…etc.(Kleinrock, 2010). However, the modern day 

computer network intended for computer to computer data communication has begun roughly 

in the early 1960‟s, but the first remarkable computer network developed around 1967 which 

is intended to share resources in the US military institution called Arpanet (Leiner et al, 

2012). Since then computer networks have gone through serious of changes and 

developmental stages, such as: a transformation from Narrowband Integrated service digital 

network(ISDN) to Broadband ISDN, from X.25 protocol, which is a Packet switched 

connection oriented reliable network protocol to Internet protocol(IP), which is based on 

packet switched connectionless best effort network (Weinstein, 2005). There are zillions of 

changes and developments around computer networks, however, this study is not intended to 

go through serious of changes; hence I don‟t discuss them here.   

 

Nowadays we have increasing number of computer networks around the world facilitating 

different types of communications; as a result it is acting as a major player of success for 

almost all kinds of business activities. One can mention several reasons for this massive 

development and expansion of computer network but one of the major reasons, which are also 

the focus of this study, is the development of different networking protocols, capable of 

supporting efficient computer network communications (Schneider, 1979). He defines a 

protocol as „„a set of mutually agreed up on conventions for handling the exchange of 

information between computing elements‟‟ (1979, p.8). There are various kinds of protocols 

in the computer networking world that handle and facilitate communication between different 

systems, but only few of them are discussed in this study, mainly in the literature review 

section (part II).  

 

During the last couple of ten years organizations have been eagerly investing in IT, 

especially in communication technologies, hoping that they would improve their production 

capability, create more wealth, and achieve customer satisfaction (Gartner, 2013). As 

expected, communication technologies such as the Internet, computer to computer, computer 

to other device networks…etc., have played a substantial role in meeting organizational 

objectives in different organizations. Since its beginning, communication technologies have 
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undergone series of changes and advancements, and became sophisticated and capable of 

performing various functions.   

 

The advancements in one of the communication technologies, known as computer network 

can be seen from two perspectives:  the first one being technology side and the second one is 

business aspect of it. Let me start with the technology aspect, it is characterized as a constant 

improvement and/or innovation of various communication technologies that help connecting 

different users, such as: individuals, organizations, education sectors and many more to 

perform their functions in a very efficient way. On the other hand, the advancement in 

communication technology has triggered some changes in business world as well. For 

example, advancement in communication technology have resulted in improved 

organizational functions, such as improved productivity due to fast and automated 

communication, fast and better way of communication that resulted in saving major costs, 

mobility, modern and better way of doing business, a good example of this would be the use 

of ecommerce system to conduct business…etc. (Solmon, 1985; Schroeder, 2006).   

 

These advancements in computer network can be seen as an opportunity in one hand and 

challenge in the other hand. Before speaking of the opportunities and challenges caused by 

computer network advancement, it is worth noting that success of technological advancement 

can be judged when it is implemented, which is again will be judged by the consistency and 

quality of targeted organizational members‟ use of the technology and its relative 

performance (Klein and Sorra,1983). In their study, Klein and Sorra suggested that the use of 

newly invented technology by users and its relative performance is a function of two 

variables, the first being favorability of the organizations‟ environment for the invented 

technology and, the second one is the fit of that innovation to the values of the organization. 

Using the model developed by Klein and Sorra, we can say that the aforementioned 

communication technologies have been successful in conforming to the organizations 

environment and fit the value of organizations at large.  

 

Having said that much about the success of computer network, let‟s talk about the 

challenges and opportunities due to advancements in computer networks. The dynamics and 

sophistication of this communication technology has caused the following major 

technological challenges to organizations, such as complexity, skill intensiveness, 

unpredictability…etc. are among the many. In the other hand, computer network 

advancements has also caused some challenges to businesses, such as uncertainty, increased 

competition, cost associated with upgrading and maintenance of the technologies, huge initial 

capital …etc.; It also has opportunities, for instance, it opens rooms for new discoveries- the 

existence of modern communication technology made the production of various modern 

technologies possible, otherwise, it wouldn‟t be possible; allows for a new way of doing 

business that never been used before.  

 

In spite of successful operation for over 2 decades, computer networks(from simple 

computer to computer network to the global internetworking, also called the Internet)  have 

started facing some difficulties while operating; the technologies has been unable to operate 

as they used to operate or as they were intended to operate. Some of the reasons as to why 

these problems have been occurring/ have occurred are discussed in the following sections.  

 

Since its introduction, computer networks have been growing in size, complexity, and 

capability; these circumstances are making an efficient network management nearly 

impossible or very difficult. Various factors have contributed to the growth of internet, as we 
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see it today; for instance: Increased research in the area, advancement in IT industry, 

existence of networking protocols such as TCP/IP, the advent to World Wide Web(WWW), 

the advent of different media oriented services…etc., are among the many( Weinstein, 2005; 

Tanenbaum and Wetherall, 2011; Loshin, 1999). The growth of internet in size, complexity, 

and capability has resulted changes to both technology and business world. According to 

Wetherall (2011), the growth, which has been occurred in computer networking field, has 

resulted in many changes in the design and implementation of various networking 

infrastructures. It also changed the way how different devices, using computer network, 

communicate; this change also substantially affects design of different devices as well (Evans, 

2011). 

 

The evolution of computer networks starts with the original concept of professor 

Licklider‟s „Galactic networks‟ (Weinstein (2005), followed by packet communication 

networks and goes all the up to the present day global internet. Computer network consists of 

several elements that work together to fulfill a common goal; the focus of this study will be on 

one of these elements, called Internet protocol (IP). 

 

Ever since its first implementation, Internet protocol (IP) has been serving as the main 

protocol for computer communication. As an essential element for the current global 

computer networks, or the internet, IP has gained reputation as a „'core protocol for internet‟‟ 

and preferred application delivery mechanism, hence attracted several electronic equipment 

producers to base their equipment design and production on IP (Weinstein, 2005, pp,335). But 

in recent years, starting from late 90‟ onward, IPV4(the current internet protocol) is facing 

some critical challenges, such as address depletion, quality of service concerns, security 

issues…etc.(Loshin,1999). 

 

For the past two decades, scientists and researchers of computer networks have been 

devoting increasing attention to the global computer network, called the Internet. They have 

been working tirelessly to stabilize and even enhance the staggering network management and 

related issues. Scientists at Internet Engineering Task Force began developing a new internet 

protocol, first named „„the next generation internet protocol‟‟ and later the name was changed 

to IPV6, in the mid 1990‟s as a remedy to the problems facing IPV4 (Loshin, 1999).  Even 

though the new internet protocol (IPV6) is technically superior to the existing internet 

protocol (IPV4), it has been subjected to different arguments and uncertainties regarding:  
 

 Whether IPV6 provides solutions for all kinds of problems caused due to IPV4 

limitations or it is just another hokum. 

 The right timing for IP migration. 

 The many criteria that should be fulfilled before one should decide to migrate to the 

new internet protocol …etc.  

But given the current situation of IPV4 and the alternative technical solutions provided by 

IPV6, migration to IPV6 seems inevitable for all kinds of organizations using the internet; 

however, the timing may vary depending on the attributes characterizing the organizations, 

such as size, type of operation/activity, capital, nature of business,…etc.  Currently, many big 

and medium size organizations, which are aiming in expansion and growth, are considering 

the possibility of  migrating their core internet protocol from IPV4 to IPV6 as a major 

undertaking that can keep them competent and successful (Turiel, 2011). 

 

However, will the new internet protocol (IPV6) solves all the problems facing the existing 

internet protocol IPV4 as intended, while meeting all the requirements and expectations of 
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different organizations? This question has two views as it has technical and business aspects 

to it; hence, answering it should address both aspects. First off, let us look at the evolution of 

computer network protocol from technical/technology perspective, the introduction of 

ARPANet, the first packet switched computer network, which employed Network control 

protocol (NCP), supported as few as 4 computers. The primary purpose of this network was to 

mainly move data from source to destination without any protection against errors and 

security, but later on, when the requirement for high security and need for data protection 

emerge, NCP had been replaced by more robust and technologically advanced internet 

protocol, known as TCP/IP. The introduction of TCP/IP protocol in mid-70‟s improved 

transmission of data between ends by facilitating reliable end- to-end data transmission (TCP) 

on top of unreliable datagram protocol (IP) Weinstein (2005). Therefore, transformation from 

NCP to TCP/IP enhanced the capacity and quality of internetworking dramatically.  

 

In addition, different protocols have been designed and developed in order to facilitate and 

enhance communication in computer networks and they have been successful; protocols such 

as:  FTP, HTTP, POP…etc. (application layer protocols); TCP, UDP… etc. (Transport layer 

protocols); IP (Network layer protocol); and ATM, PPP, Ethernet…etc. (Physical layer 

protocols), are among the many (Lotion, 1999).The aforementioned protocols classification is 

according to the TCP/IT protocol suite. These protocols, in the TCP/IP protocol stack execute 

various tasks fundamental to the operation of global computer network, the internet; this trend 

clearly shows that Network protocol evolution has been successful in giving technical 

solutions to different requirements and problems through time. 

 

Large amount of research works has been done on technology aspects of Internet protocol 

(IP), precisely on topics such as: the importance of IP migration-why it is so important to 

migrate from the existing IPV4 to IPV6 and what technical benefits might be achieved 

through migration, how IP migration can be done-includes the different migration strategies 

available for use,  and relative technical weakness or limitations of IPV4; but issues such as, 

the implications of IP migration for business, employees, and society has been taken for 

granted. Moreover, there is also very few, if not none, studies which have been done on 

factors influencing organization‟s decision whether to conduct an IP migration, from existing 

internet protocol (IPV4) to the next generation internet protocol (IPV6). As of today, 5
th

 of 

March 2013, the search for IP migration on Google search engine, www.google.com,retrieves 

more than 24201000 hits about IP migration, out of which, 2, 4100,000 hits focus on technical 

aspects, and the rest 101,000 hits relate to business and human aspects of migration. However, 

none of the retrieved works thoroughly deal with factors that might affect IP migration 

decision in the organizations. 

 

There are so many issues, both technical and non-technical that need due concern before 

conducting the actual IP migration process. But the focus of this thesis work is on evaluating 

factors influencing organizations IP migration decision, as perceived by network technicians 

of the selected organization, named Volvo AB (a Swedish car manufacturing company). After 

conducting meticulous literature reviews and a pilot case study on IP migration studies (IPV4 

to IPV6), the researcher identified the following factors that influence organizations‟ decision 

to conduct IP migration based on network technicians recommendation, such as IP address 

depletion, need for quality of service (QoS), requirement for easy and robust network 

management and operation techniques, Cost minimization, and enhanced security are among 

the potential factors that can  influence network technician‟s decision whether to recommend 

a protocol migration the new internet protocol( IPV6) or not.  
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1.1 Background of the study  
 

The very nature and current trend of Internet protocol makes organization‟s decision to 

conduct Internet protocol migration from its current version (IPv4) to the next generation 

protocol version (IPv6) very complex and difficult. This is because there are scarcities of 

resources such as: absence of sufficient previous adoption scenario, scarcity of research work 

on non-technical internet protocol adoption issues, for instance IP adoption decision making 

in organizations, shortage of trained individuals on IPv6 and individuals relative awareness of 

both protocols, IPv6 and IPv6 are few of them.  It is pointed out by various researchers that a 

certain technology adoption fate is determined by its relative advantage of cost effectiveness,  

compatibility, perception, complexity, observablity, trialability, capability to enhance the 

existing service, reliability and need  for the technology(Moore and Benbasat ,1991; 

Ramamurthy and premkumar,1995; Tornatzky and klein, 1982; Chau and Tam, 2000; Craig & 

Hamidi-Noori, 1985). However, the adoption of IT technologies doesn‟t fully accord with 

other technology adoption practice, it shows small deviation.    

 

Usually, before adopting any new technology, organizations want to make sure that the 

proposed technology for adoption brings actual benefit worth its expenditure (Hamidi-Noori, 

1985). Which means the advantage of the proposed technology must outweigh the amount of 

cost the organization is going to spend or invest for the adoption of new technology. In order 

to determine whether or not the aforementioned premise is met, organizations conduct „cost 

benefit analyses‟ for their investment (Lease, 2005). However, it is suggested by some 

researchers that traditional cost benefit analysis proofed to be difficult for use in IT because of 

lack of models which can be used for analysis purpose (Au & Kauffman, 2002; Mercuri, 2003 

cited in Lease, 2005). Moreover, besides being IT technology, IPv6 is quite a new protocol 

which lacks sufficient previous implementation and operation scenarios, hence, makes it even 

more difficult to deal with since there are no established models for its adoption practice. 

Therefore, based on these initial ideas, this study intends to illuminate IPv6 adoption process 

so that organizational technology adoption decision makers will be able to clearly see the 

adoption process and make informed decision about IPv6 adoption or migration to it.  

 

1.2 Problem statement 
 

Network Administrators, engineers, technicians, programmers, and different concerned 

bodies have been continuously faced with the challenge of making decisions whether to adopt 

new technologies within their working environment or not. Ever Since the introduction of the 

first packet switched network, ARPANet, researchers, practitioners, and companies working 

in this filed have been concerned about determining the best possible way of making smooth 

network technologies/Infrastructures transition or adoption, so that organizations which are 

either conducting or considering to conduct network infrastructure migration or adoption 

would get maximum benefits out of this process. Making a network technology/Infrastructure 

migration or adoption decision has never been easy for organizations as its success and failure 

depends on several factors (Sambamurthy v et al 1996).  As global computer networks expand 

and as a result require a new internet protocol to handle its operations, organizations are now 

facing various issues while making a decision whether to migrate their organizational current 

Internet protocol to the next generation internet protocol or not.  
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Organizational decision making process whether to migrate or not to the next generation 

Internet protocol is usually either based on or highly influenced by consultant 

recommendation, internal network experts push, technology vendor‟s recommendation, 

technology push, or customer demand, functional needs and many more ( Hovav et al.,2004; 

Sandra and Valor, 2008). It is also mentioned by some researchers, such as(,,,,,) that 

organization‟s technology adoption practice is highly influenced by the knowledge or 

perception of technology experts of the organization about the proposed technology; however, 

there are no clearly defined factors that are affecting decision maker‟s stand regarding their 

position to recommend or demand IP migration. In this research, I evaluated the factors which 

are believed to be influencing the decision of Network technology experts whether to 

recommend an IP protocol migration or not to their organizations. 

 

1.3 Purpose of the study 
 

The purpose of this study is to examine and rate the factors affecting the decision of 

organizational network experts whether to recommend IP migration, a migration from IPV4 to 

IPV6, to their organizations. But, due to time and resource constraint, the scope of this study 

was limited to one of the biggest Swedish car manufacturing companies, called Volvo AB.  

Due to the fact that, at the moment, researchers and other stakeholders are focusing on the 

technical aspect of the migration process, there is a gap of studies dealing with the business 

and human aspect of IP migration process. Hence, the findings of this research work serve as 

a theoretical base for future research on the topic, opens door for further analysis, and help 

networks experts make useful migration decision by providing and prioritizing factors 

affecting their decisions within organizations settings. This study, as mentioned above, was 

done at a Swedish car manufacturing company, nevertheless, it also represents other 

companies with similar scope and structure. In addition, further research can be done to other 

types of companies with different structure and scope by following the same procedure used 

in this study.  

 

1.4 Rationale of the study 
 

Various researchers, network technicians, and practitioners have been arguing about the 

possible driving force (or the motivation factors) behind organization‟s decision to conducting 

IP migration referring to the different advantages, which are listed in the following sentence, 

which can be enjoyed if a migration from IPV4 to IPV6 is done. The advantages are: Quality 

of service; sufficient IP address; enhanced security; cost minimization; and easement in 

network configuration and management are the ones impacting the decision of, not only the 

organizations conducting the migration, but also including all the elements of internet supply 

chain (described in table 2). Since the internet supply chain elements are interlinked with each 

other and work cooperatively, a change in one particular element definitely affects the 

operation of other elements or group of the internet supply chain. Therefore, it is possible and 

logical to assume that pressure for IP migration is a combination of all internet supply chain 

elements, such as Application vendors, ISPs, Internet users, and Infrastructure vendors. 

 

Apart from being the most used and familiar internet protocol which has been serving for 

more than 2 decades, IPV4 is now straggling to cop up with all the demands coming from 

different technologies which are being invented, going to be invented  or the existing ones. If 
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we compare IPV4 with its successor protocol (IPV6), IPV4 lags in several aspects, such as 

level of security, quality of service, availability of address space, ease of configuration, 

network management…etc. Hence, migrating from IPV4 to IPV6 would benefit one by 

providing relative advantages over the aspects mentioned above.  

 

IP protocol migration doesn‟t impact a single sector or some part of the internet supply 

chain, it rather affects every part. Internet supply chain constitutes all entities ranging from 

ISPs to normal internet users. A research work by Gallaher &Rowe, (2005) divides Internet 

supply chain in to four major stakeholder groups as shown in table 2. Every element in the 

internet supply chain plays a significant role in forcing Internet protocol migration. 

Table 1 Internet supply chain and its constituents 

Groups: Description: 

Application vendors:   Suppliers of e-mail, file transfer protocol (FTP) and Web 

server software, and database software 

ISPs: Companies that provide Internet connectivity to customers. 

Internet users: Any kinds of users other than those mentioned here. 

Infrastructure 

vendors - 

Manufacturers of computer networking hardware 

 

Internet protocol migration adds significant values to application vendors. In IPV4 

protocol, where NAT is used as a remedy to IP address depilation, application development 

process becomes a very complex task. Sometimes, it may require tedious workarounds where 

developers are required to go through very complex processes in order to develop a capability 

to their applications to traverse through NAT box. In some instances, application developers 

might even be forced to retreat from developing new applications that require capability of 

NAT traversal. Hence, the company may lose income that might have been gained otherwise. 

In contrary, conducting a migration of a network protocol, from IPV4 to IPV6, eliminates the 

requirement for NAT‟s technique to increase the number of IP addresses to be used in a 

certain network domain.  

 

The remedy of IPV4 addresses depilation problem, the NAT technique,  have been 

primarily used as a means of increasing the number of IP addresses to be used, however, it has 

caused the original idea behind the design of computer network, which is a peer to peer 

communication, to fail. This failure has resulted in complexity, inability and inefficiency 

issues, such as user‟s failure to initiate a communication with computers or any devices which 

are placed behind a NAT boxes, inability of VOIP applications to function properly…etc. In 

contrary, unlike IPv4 protocol addresses, IPV6 addresses are routable from inside and outside 

of the network domain. This capability of IPV6 promotes and supports the idea of peer to peer 

communication, which is the original idea behind the design of Internet, and encourages the 

development of applications that has been discouraged by the former protocol, Ipv4; the 

following are few of them: VOIP applications, FTP…etc. Therefore IPV6 lifts restrictions and 

limits imposed by IPv4 due to the use of NAT and gives freedom to application developers to 

develop applications that take advantage of peer to peer communication without worrying 

about how to traverse through NAT devices, hence increase productivity.  

 

While helping other sectors of the internet chain, the migration of IP from IPv4 to IPv6 

would largely benefit ISPs, hence they are considered as one of driving forces behind IP 

migration. The primarily advantage of IP migration for ISPs would be a dramatic 

enhancement of usable IP addresses, which can be assigned to any new customers without 
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even worrying about the depilation of address space in the future.  In addition to increasing 

the number of usable IP addresses, migrating to IPV6 protocol would benefit ISPs by enabling 

them to give services for more customers while reducing the amount of cost required for 

service provision. In IPv4 ISPs incur additional cost in order to purchase and operate 

additional complex devices, such as NAT to efficiently use or preserve their IP address pool, 

hire new employees with NAT configuration knowledge, train employees and many more, but 

IPV6 eliminates all these by simply lifting the restriction imposed by NAT box. The other 

advantage of IP migration for ISPs is that it helps them assure the provision of quality of 

service for their customers. In IPV4 it is very difficult to guarantee the required type and 

quality of service for customers, but IPV6 solves this problem by providing mechanisms to 

assure quality of service. In addition, migrating to IPV6 would reduce the complexity of 

network management and configuration while allowing for unlimited network growth without 

complication. Hence, IP migration increases revenue, decrease operation and infrastructure 

cost, increases service provision capacity of ISPs, and increase their profit.            

 

Infrastructure vendor and producers are also one of the driving forces behind internet 

protocol migration (IPV4 to IPV6). Network infrastructures are designed and manufactured 

according to the rules and specifications defined by the internet protocol to be used. 

Therefore, any change on the internet protocol directly affects the design and production of 

network infrastructures. IPV4 protocol limitations, such as limited IP address, the absence of 

direct mechanisms to assure quality of service, absence of robust security measures…etc., 

affected the production of new devices and freedom of production, hence caused the income 

to be reduced.    

 

Internet users are another group of push force behind IP protocol migration. This category 

involves organizations, governmental institutions, Collages, Universities, individuals…etc. 

The benefits that can be achieved through IP migration (IPV4 to IPv6) are: 

 Cost reduction such as: network operation cost, cost of delay, new infrastructure 

related cost…etc. The cost related to new infrastructure includes, cost incurred for 

purchasing new infrastructures, cost of operation and maintenance. 

 Optimized service.  

 Creates opportunities for new innovations. IPV4 hindered innovation of new 

technologies in many ways. The major hindrances are:  limited IP address, the 

presence of NAT device, and difficulty of integration in the current protocols…etc.  

Everett M Rogers‟ (2003) model of diffusion of innovation, Ajzen & Fishbein(1980) work 

of technology adoption and Marvit (2002) work of technology adoption indicated that 

network expert‟s attitude and their perception or knowledge about the technology to be 

adopted are instrumental for the decision to adopt new technologies. Network experts, as 

defined in this study, are employees working in different network job positions, such as 

Network engineer, system administrator, and network technicians. They have technical 

knowledge and play significant role in the decision of the organizations to conduct adoption 

of new technologies. Some researchers, such as Hovav et al. (2004), Chau (1997), Chau & 

Tam (2000) and others attributed organizational decision to conduct IPv4 to IPv6 migration or 

transition to Organizational network expert‟s decision whether to recommend a migration or 

not. The studies further describe that Network experts‟s decision to recommend an IP 

migration is based on: 

 Network expert‟s awareness with the new protocol (IPV6)    

 Network expert‟s perception about the current need for IP address. 
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 Network expert‟s need for quality of service and 

 Network expert‟s need for enhanced security 

In addition to network expert‟s recommendation, the studies also describe the following 

points as decisive factors affecting decision maker‟s attitude to recommend IP protocol 

migration, from IPV4 to IPV6. The factors are:  organizations need for cost effective 

technologies, drive for new technology and environmental push. Based on the aforementioned 

findings and the postulations of Everett M Rogers‟ (2003) model of diffusion of innovation, 

Ajzen & Fishbein (1980) work of technology adoption and Marvit (2002) work of technology 

adoption, which also describe attitude and perception or knowledge about the technology are 

instrumental in the decision to adopt the technology, this study evaluated the perception of 

network technicians regarding the two major Internet protocols, IPV4 & IPV6, and their 

willingness to recommend IP migration from the existing protocol (IPV4) to the next 

generation Protocol (IPV6). 

 

The major contribution of this study is that it helps both organizational executives and 

network technicians to endorse a recommendation made by network experts and make a 

sound decision whether to recommend IP migration to their organization or not respectively.  

 

Sample Selection and Data Source 
 

The group of companies initially considered for this study was the following companies: 

Technology and Communications, Banks and other financial institutions, and Manufacturing 

and Construction. These companies were initially considered for the research work based on 

their use of internet technology, organizational size, and scope of work.  However, due to time 

and other resource constraints the researcher excluded two of the three categories and decided 

to focus on manufacturing company. The manufacturing sector was chosen for the following 

reasons:  

 The sponsor for this research work is in manufacturing sector, specifically, Car 

manufacturing. 

 The nature of manufacturing firms allows for extended organizational structure that 

resides in different geography and also contains many employees, which is good for 

data collection.  

 Availability of previous research work on the field. 

After choosing the sector, the researcher also determined specific case for study. The specific 

case chosen for this study was Volvo IT. This company was chosen for the following reasons:  

 the company initiated the research work and sponsors the study  

 relative proximity of the company 

 organizational structure and scope of operation is relevant for this study 

 suitability for representing similar organizations, for result generalization purpose    

Data collection was done after understanding company‟s decision making process regarding 

new technology adoption process. Based on this, the following employees who are working in 

in the following networking job positions were considered for survey.  The sample size was 

determined by Thorndik‟s(1978) sample size determination technique, hence the survey was 

administered for  124 network experts. 
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Function of network experts in organizations 
 

Network experts, in organizations, are professionals who are in charge of performing 

various tasks ranging from designing company‟s computer network to monitoring the 

company network. Generally, the phrase „organizational network experts‟ may include all or 

some of the following professions, such as Network administrator, network engineer, and 

network technician. This categorization is based on the differentiation of various functions 

performed by network experts. In the following section, the skill set, type of activity and 

hierarchy of the aforementioned networking professions are presented as follow:   
  
 Network engineer:  is a networking professional responsible for designing and 

deploying organization wide computer networks, setting strategy for organizational 

network infrastructures use, coordinating all organizational network experts (Tarmo 

Anttalainen, 2003). Network engineers are required to have intensive skill set of 

network administration tools, infrastructures, protocols, security tools and 

mechanisms….etc. in addition, they possess skills in computing, electronics, project 

management…etc. Network engineers are classified as tier3 personnel as they are 

responsible to fix issues that cannot be fixed or maintained by tier2 (desktop/network 

technicians) and tier1 (help desk) personnel.  

 

 Network administrator:  is a networking professional responsible for maintaining 

organization wide computer network, deploying servers, employing security solutions, 

and ensuring that the network operates as intended in the design (Tarmo Anttalainen, 

2003). Despite these categorizations, roles of network administrators might vary 

according to the organization‟s policy and setting. However, network administrator 

usually performs activities like: routing protocol assignment, configuration and 

maintenance of routing table, directory service…etc. Like Network engineers, network 

administrators are also classified as tier3 personnel.   

 

 Network technician: is also networking professional whose role is to ensure that the 

users of the network get the best possible service. Network technician is responsible 

for monitoring network equipment, creating connection between network components, 

such as wiring, configuring network equipment, such as routers, switches…etc.    

 

1.5 Research questions 
 

This study was done to lay a foundation for organizational internet protocol (IP) migration 

decision making. It provides an insight about the major factors affecting organizational 

decision maker‟s position whether to endorse or recommend an IP migration. Based on the 

literatures mentioned above and further development of relevant concepts, this study 

examined the following research questions. Each of the following questions measure the 

corresponding aspect of network technician‟s perception about internet protocol 6 (IPV6) and 

the following factors, which are extracted from different literatures, such as quality of service, 

IP address abundance, strong security, cost effectiveness, mobility and device auto 

configuration of IPV6.  

 

Question 1: What relationship does exist between organizational network technician‟s 

decision to recommend IP migration (from IPV4 to IPV6) and his/her perception of IPV6‟s 

quality of service? 

http://www.google.com.et/search?tbo=p&tbm=bks&q=inauthor:%22Tarmo+Anttalainen%22
http://www.google.com.et/search?tbo=p&tbm=bks&q=inauthor:%22Tarmo+Anttalainen%22
http://www.google.com.et/search?tbo=p&tbm=bks&q=inauthor:%22Tarmo+Anttalainen%22
http://www.google.com.et/search?tbo=p&tbm=bks&q=inauthor:%22Tarmo+Anttalainen%22
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Question 2: What relationship does exist between organizational network technician‟s 

decision to recommend IP migration (from IPV4 to IPV6) and his/her perception of IPV4‟s IP 

address depletion? 

 

Question 3: What relationship does exist between organizational network technician‟s 

decision to recommend IP migration (from IPV4 to IPV6) and his/her perception of IPV6‟s 

strong security? 

 

Question 4: What relationship does exist between organizational network technician‟s 

decision to recommend IP migration (from IPV4 to IPV6) and his/her perception of IPV6‟s 

cost effectiveness? 

Question 5: What relationship does exist between organizational network technician‟s 

decision to recommend IP migration (from IPV4 to IPV6) and his/her perception of IPV6‟s 

mobility? 

 

Question 6: What relationship does exist between organizational network technician‟s 

decision to recommend IP migration (from IPV4 to IPV6) and his/her perception of IPV6‟s 

device auto configuration? 

 

 

1.6 Research Hypothesis 

 

Based on the research questions formulated above, this study tasted the following null 

hypothesis.  

 

Hypothesis 1: Organizational network technician‟s decision to recommend IP migration (from 

IPV4 to IPV6) is independent of his/her perception of IPV6 protocol‟s quality of service. 

 

Hypothesis 2: Organizational network technician‟s decision to recommend IP migration (from 

IPV4 to IPV6) is independent of his/her perception of IPV4 protocol‟s IP address depletion. 

 

Hypothesis 3: Organizational network technician‟s decision to recommend IP migration (from 

IPV4 to IPV6) is independent of his/her perception of IPV6 protocol‟s strong security. 

 

Hypothesis 4: Organizational network technician‟s decision to recommend IP migration (from 

IPV4 to IPV6) is independent of his/her perception of IPV6 protocol‟s cost effectiveness. 

 

Hypothesis 5: Organizational network technician‟s decision to recommend IP migration (from 

IPV4 to IPV6) is independent of his/her perception of IPV6 protocol‟s mobility. 

 

Hypothesis 6: Organizational network technician‟s decision to recommend IP migration (from 

IPV4 to IPV6) is independent of his/her perception of IPV6 protocol‟s device auto 

configuration. 
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1.7 Significance of the study 
 

Making technology migration or transition decision can be a very complex and risky task. 

When it comes to internet protocol migration things get even more risky because IP is 

considered to be an engine for the internet. Any communication between communicating 

parties in the internet is done by using Internet protocol, IP. In other words, IP is like a brain 

in IP abased network where without which communication is meaningless. Therefore, if 

anything goes wrong in this layer, it might be a big challenge to anyone using it. Likewise, if 

problems occur during IP migration process or after that, it directly affects the overall 

wellbeing of a certain organization since communication is a key factor in every type of 

business. 

 

Sooner or later internet protocol migration is inevitable circumstance that it potentially 

affects almost all aspects of internet users ranging from individual users to internet service 

providers. It is evident that most of the research works done on IP migration are focused on 

the technical aspect of the protocols as if it is the only thing that matters. This means that 

companies have been offered with information, which has to do with technical superiority of 

one protocol over the other, in order for them to make IP migration decision. Even though 

these technical descriptions about the protocols are true in some way, they cannot show the 

reality of why organizations are making or not making IP migration.  Besides not showing 

real world scenario, technical descriptions might not be able to give a picture of which factor( 

functionality or advancement) of the new protocol is putting more influence on the migration 

process, hence lacks credibility among decision makers when they consider making decision 

of IP migration. 

 

 In order fill the gap pointed out in the previous paragraph, this study was focused on 

examining decision maker‟s perception of the identified factors and their decision to whether 

to recommend IP migration or not. Presenting decision maker‟s perception in relation to their 

decision to recommend IP migration will serve a purpose of presenting a real world scenario 

for another decision maker. Hence, carefully examining and rating those factors in relation 

with the decision made, whether to recommend a migration or not, would substantially 

illuminate the obscure image of IP migration process and give much confidence to the 

decision makers.  

 

This study significantly contributes to the IP migration process. It brought a new 

knowledge in to the subject of internet protocol migration process by showing the importance 

of organizational network expert‟s perception and knowledge about IPV4 weaknesses and the 

relative strengths and newly added functionalities of IPV6. In addition to technical reasons, 

which have been studies well, the study determined business reasons that have been affecting 

the decisions of organizational network expert‟s decision whether to recommend IP migration 

to their organizations or not. This study, to the very best extent, is based on logically related 

literatures, survey data, and a pilot case study.  
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1.8 Limitations and assumptions of the study 
 

The study was particularly limited to the network experts of certain companies with similar 

scope and features as the Swedish car manufacturing company, called „Volvo AB‟. General 

Introduction about Volvo AB has been given in the introduction section of this study.  The 

research work was also specifically limited to examining and rating factors that have been 

affecting network expert‟s decision whether to recommend IP migration to their organization 

or not. Besides limitations, assumption was also made that the result from this study would 

represent other companies with similar scope and features in developed countries.    

 

1.9 Study Structure 
 

The thesis comprises 6 chapters, and organized as follows: Chapter one- this part starts off 

with a description of study background and followed by problem statement, which is base for 

requisitions formulation. Then follow the questions and research hypothesis to be tasted, and 

finally, significance of the study and limitations of the study are presented. Chapter two-     

includes a systematic and evaluative account of what has been published on the chosen topic. 

It gives theoretical foundation underlying the effort of this study.  The literature review 

mainly includes the following topics: Internet protocol, IPV4 issues and IPV6 solution, IPv6 

adoption trend, factors affecting technology adoption decision, and organizational technology 

adoption decision making. In chapter 3, description of research philosophies and research 

methodology that is used in the study are presented. Chapter 4 presents the result of the study. 

Chapter 5 presents analysis of the result from chapter four.  Finally, Chapter 6 presents the 

conclusion made and discussion which is based on result and analysis in previous chapters.  
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2. LITERATURE REVIEW 

2.1 Introduction 
 

The main goal of this thesis work was to support organizational network technology adoption/ 

migration decision makers- network experts, by providing essential information about non 

trivial factors influencing organizational network technology migration/adoption decision 

makers to recommend IP migration from IPV4 to IPV6. In order to do this, the author 

examined the following factors extracted from extant literatures on the subject, such as 

IPV6‟s: Quality of service, IP addresses abundance, strong security, cost effectiveness, 

mobility, and device auto configuration. The intention of the examination was to find out 

whether these identified factors are legitimate and acceptable factors affecting the decision of 

network experts in organizations 

 

2.2 Organization of the literature review 
 

The literature review, in this chapter, is based on 2 core topics presented in two separate 

parts: Part 1 provides the overview of internet protocol (IP) and its predecessor protocols, and 

part 2 provides analysis of organizational decision making process pertinent to organizational 

technology adoption or migration decision process. 

 

Part 1 gives a deep account of three main topics in 3 separate sections: section 1: provides 

a general overview of the foundation of computer networks and internet protocols, such as: 

Network Control Protocol (NCP), TCP/IP Protocol, Open System Interconnection (OSI) 

Reference model, TCP/IP protocol stack, Internet Protocol (IP), IPV4. In addition, section 1 

also discusses IPV4 issues, IPV4 remedies and the corresponding weaknesses and IPV6 

solutions to IPv4 problems. Section 2: The deference between IPV4 and IPV6, and section 3: 

Analysis for technology adoption in the organizations.  

 

Section 1: provides an overview of evolution of the internet and the corresponding 

protocols; it describes different Internet protocols invented and used since packet based 

network came to existence. Internet communication models, such as TCP/IP and OSI 

reference model are also discussed in section 1. Furthermore, section 1 includes discussion 

about: the current state of IPV4 protocol, the reasons why organizations need IPV6, and how 

the deployment of IPv6 or migration to IPV6 might fulfill different needs which arise due to 

limited capability of the current internet protocol, IPv4. It includes discussions on: issues with 

IPV4, proposed solutions and limitations of the corresponding solutions. It also presents IPV6 

solutions, current status and deployment challenges. The overview provides the following: 

explanation about what made IPV4 unable to provide the kind of service it used to provide 

over the last 2 decades and the counter measures taken to overcome these challenges over the 

years, the limitation of these counter measures, and IPV6 solutions to IPV4 limitation.  

 

Section 2: provides a systematic presentation of a comparison between IPV4 and IPV6 based 

on both protocol‟s header fields. Some advanced functionalities provided by IPV6 and their 

respective advantage is also discussed in this section. 

 

Section 3: provides scenario based IPV6 deployment experience and its challenge in current 

context in different organizations. It examines the experience different organizations have 
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with IPV6 deployment in their network environment. This part is followed by description of 

the gap in the literatures regarding IP migration studies.  

 

Part 2 presents the overview of organizational technology decision making process, including 

the identification of technology adoption/migration decision makers, the roles played by these 

groups and the effect of decision maker attitude and perception on organizational technology 

adoption decision making process. Concepts from technology adoption decision making 

process in organizations and the factors that triggers a migration from IPV4 to IPv6, which 

are identified in section 1, are basis for the research questions of this study.  
 

Part 1 
 
Comprises the following three sections, Section 1, Section 2, and Section 3 accordingly: 

 

Section 1 

   
Computer communication network began in the United States at defense force as a means 

to facilitate communication within military setting; it was based on programs such as 

DARPA‟s ARPANET, UUCP Waldrop (2008). Since then, the functions and scope of 

computer network has grown sharply, this massive and sharp growth of computer network is a 

result of several factors, but the focus of this study, as mentioned in the introduction part of 

this report, is the internet protocol (IP) migration - a protocol responsible for facilitating 

communication between computers and internet at large; it is also one of the factors that 

promote change on global computer networks, the internet.  

 

The form of today‟s internet structure and capabilities are the product of series of changes 

and modification through time. It has been long recognized that establishing a fast, accurate, 

efficient, cost-effective communication system is a critical factor for continued success of 

organizations (Gardiner and Whiting, 1997). Recognizing this, since the beginning of 

computer network, researchers in different sectors including, universities, research 

institutions, government agencies, and various companies have been devoting much attention 

and putting maximum effort to improving the performance of communication systems. 

Increasing performance or replacing existing network infrastructure with a new and better one 

has been primary a goal for those who have been engaged in network infrastructures 

enhancements. As a result, we now have various network infrastructures that took different 

forms and improved the capability of computer networks when compared to their 

predecessors, Internet protocol version 6 is one example of it. Let‟s see the evolution of 

internet and related protocols that has been critical for the functionality of computer networks.  

 

Network Control Protocol (NCP) 

 

It is the first protocol to be implemented in ARPANET; it was developed by Network 

working group (NWG) in 1970 (www.isoc.org/internethistory). The NCP was responsible for 

connection establishment, connection termination and flow control (RFC60) 

(www.cs.utexas.edu/user/chris/think/technical_tour/host-to -host.shtml). NCP is a layer 2 

protocol (RFC 6529) that uses control links to manage connection. ARPANET was being 

http://www.isoc.org/internethistory
http://www.cs.utexas.edu/user/chris/think/technical_tour/host-to%20-host.shtml
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used in a secured environment, such as: different universities, government institutions like 

American defense force and laboratories. During that time there were no major security 

threats, hence, anticipation for error and theft was minimal. Therefore ARPANET had worked 

fairly fine in terms of security and reliability without a need for mechanisms for error control. 

When the idea of open network architecture(ONA) was put in place, Khan, a researcher at 

DARPA, decided to develop a protocol that could meet the underpinning requirement of the 

concept called, open network architecture (Barry M, et al., 2012). 

 

TCP/IP Protocol 

 

In 1974, two most prominent internet pioneers named Vint Cerf and Bob Khan  have 

decided to develop a new internet protocol which is capable of solving the existing problems 

facing NCP as the internet grew bigger and got complicated(Andrew, 2004). It just occurred 

to them that NCP has fallen short of functions to handle increasing number of communication 

between the hosts and sub-networks. Therefore they developed a protocol called transmission 

control protocol (TCP) „„that would eventually replace NCP protocol in the protocol suite‟‟ 

(P.6).   

 

After series of further developments, testing and additions on the existing protocol suite, a 

new network protocol suite called TCP/IP came in to existence. TCP/IP protocol suite is 

based on open network architecture that allows every sub-network to have its own unique 

design and implementation. Therefore, TCP/IP is suitable for every kind of network design 

and implementation while maintaining smooth communication between networks with 

different design and implementation; communicating networks do not need any kind of 

alterations alteration or changes on the original design and architecture in order to 

communicate with a network of different design and implementation. Open internet 

architecture concept was first introduced by Khan in 1970 after he moved to DARPA (Barry 

M, et al., 2012). 

 

Since its creation, TCP/IP has been regarded as a key protocol suite that allows the internet 

to function properly by defining certain rules and procedures that govern communication 

among communicating parties. A recent work by Barry M, et al. (2012) lists the main 

underpinning elements for TCP/IP protocol suite as follows: 
 

 Regardless of its design or architecture, no network should alter or change anything in 

order to connect with the internet 

 Communication would be on best effort basis. 

 Gateways and routers would be used to facilitate connection, and they are called black 

boxes.  

 Operations would be monitored and controlled in different levels, which mean no 

global control at operation level.  

These are not the only assumptions made by Cerf and khan, but not all assumptions are 

covered here except for those assumptions mentioned above, which are relevant for this study. 

As computer network grew and various new technologies flourished, such as Ethernet 

technology, TCP/IP also went through serious of adjustments and changes.  

 

The early days of the TCP/IP and the underlying concept of internet was somehow 

different from what we see today.  As the internet expanded and became familiar among 
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society, it became major tool for doing business and other activities; hence it had a major 

influence on the way how internet communication was managed. One of the major problems 

was keeping track of all host address in a table; the existing scheme of managing hosts was 

having a record of all hosts in one table. But this wasn‟t any longer possible due to the 

massive growth of hosts connected to internet. However, later this problem was solved by the 

invention of Domain Name System (DNS) by Paul Mockapertris (Barry M, et al., 2012).  

 

The invention of DNS also revolutionized the original idea of host name representation 

mechanism in the interface level by introducing a new way of representing hosts, e.g. 

www.volvo.com, such way of representing hosts became primary host identification 

mechanism while mapping host names with the internet/IP address is the duty of DNS. 

Internet growth also made existing routers to experience difficulty when accomplishing their 

tasks. This is because original routers in the internet had a single distributed algorithm, which 

is not easy to scale (Baran, 1964), but it was later replaced. To understand how the distributed 

algorithm works, examine the following picture: 

 

 

 

Figure 1 Distributed network architecture Paul Baran (1964, p.1) 

The above picture shows different possibility of designing computer networks. As is 

shown in the figure above, centralized network is managed from central node. This design has 

few benefits, such as central administration, ease of maintenance and so forth; however, its 

design makes it fragile when it comes to destruction; failure of central node can cause the 

entire network to halt. In contrast, decentralized network works fine when disaster strikes, but 

in this case, the nodes are not independent to the extent that allows them to communicate in 

the time of failure. Distributed network was designed by seriously examining problems facing 

the previous two network types; hence failure in any node would not cause the whole network 

to halt. This kind of network was perfectly managed by uniformly installed distributed 

algorithm in the routers, but as the network grew it started deteriorating, and finally replaced. 

Before I further discuss about TCP/IP protocol suite, let me highlight few more concepts that 

gives foundation to the present day global computer network, the Internet.  

 

 Open System Interconnection (OSI) Reference model 

 

Following the most recognized and later decommissioned communication model of 

department of defense, called Department of defense model (DOD), the international standard 

organization (ISO) has devised a new framework called Open system interconnection 

reference model (OSI) that defines the way how deferent devises, manufactured by different 

Centralized                     Decentralized                   Distributed 

http://www.volvo.com/
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manufacturers, while residing in different networks, can communicate each other 

smoothly(Balchunas, 2012). The model constitutes 7 layers, each with its own responsibilities 

and roles in facilitating communication. Let‟s break it in to pieces so that we better 

understand how it works.    

 

     

 

 

 

 

 
 

 

 

 

 

 

 

 

 

 

 

 

The protocols in the OSI reference model are logically divided in to two broad categories, 

called the upper layer protocols, marked in the above figure as layer I, which includes layer 7, 

6, and 5; and the lower layer protocols marked as II in the figure includes, layer 4, 3, 2, and 1. 

The figure also shows how data will be processed in different levels before it goes out and 

directed to the intended destination.  When data reaches the other end, it will be processed 

exactly in reverse order, starting from physical layer up until application layer. Protocols in 

the upper category manage application level functions and generally implemented in software; 

example of the upper layer protocol are FTP, SMTP, and POP…etc.  But the lower level 

protocols can be implemented in both software and hardware and they are responsible to 

facilitate end to end data communication between devices; example of lower layers or the 

lower category protocols are: TCP, UDP, IP...etc. (Balchunsa, 2012, p.3). In spite of its design 

impeccability, OSI model couldn‟t get the intended popularity and acceptance among 

networking industry, hence lost the battle against its competitor model, called TCP/IP model.     

TCP/IP protocol stack 

 

TCP/IP is named after its two most prominent Protocols- transmission control protocol 

(TCP) and Internet protocol (IP). It was developed by the Defense Advanced Research Project 

agency (DARPA) following the agency became aware of some issues with the existing 

protocol, NCP.  Since the development of transport communication protocol, TCP/IP went 

through serious of developmental stages and finally took today‟s form and became de facto 

standard protocol for the internet. Unlike its competitor model, which is OSI reference model, 

TCP/IP protocol suite/model has 4 layers as shown in fig.3.  
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      Figure 3 TCP/IP to OSI reference model mapping  

 

Internet Protocol (IP) 
 

As defined in RFC 793, IP is a key protocol in the TCP/IP protocol stack responsible for 

sending packets from source to destination by attaching a unique sender and receiver IP 

address to each datagram, so that all communicating parties send and receive data in this 

manner. It also defines addressing scheme and structure for datagram encapsulation 

(Sadanada and Manohar, 2011). IP went through serious of developmental stages, also 

considered as versions of IP, starting from 0 up to 4. But the first IP to be officially accepted 

and implemented internet protocol is IPV4, it still serving as the dominant protocol of the 

internet.  In spite of its incredible success, IPV4 is now facing different kinds of challenges 

contributing for its failure (a detailed account of IPV4 is given in the following section).  But 

this incident is not unexpected; engineers at IETF had foreseen the limitations of IPV4 and 

embarked on a new project to develop the next version of internet protocol, named IPV6 after 

several suggestions.  

 

 IPV4  
 

Internet protocol version four, IPV4, is the 3
rd

 layer protocol in the TCP/IP protocol suite. 

It was first designed in the 1970s and officially documented in 1979, since then it went 

through incredible transformation. It is now serving as a default internet protocol; it can be 

used over different kinds of networks, such as Ethernet, Token ring, ATM…etc. (siyan and 

Karanjit, 1997). It has been successful in serving as the basic network infrastructure for 

various kinds of networks and this is achieved by encapsulating data in the upper layer as 

Packets, so that no network technology has to deal with the content of the datagram/packet 

(P.5). IP defines addressing schemes and data gram encapsulations to send and receive data.  

 

IP addresses in IPV4 are made up of 4 bytes each separated by dot. 1 byte is equivalent 

with 8 bits, which is referred as an octet.  The following example shows how IP address looks 

like, for example: 192.168.0.12 is a standard class „C‟IP addresses which contains 4 parts; 

each place is occupied by decimal number. It can be represented in binary numbers in order 
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for computers to understand it.  The basic function of IP address is allowing computers to 

identify each other and communicate in the internet. It is analogous to telephone number, 

where every group of numbers represents different things. For e.g. +46-XXX XXX XXX is a 

particular telephone number where the first 3 digits identifies the country, in this case 

Sweden, the next 3 represents area/ region code and the rest digits represent the specific 

address of the user. By the same logic, in IP address, the decimal numbers represent network 

and host address respectively. But the number of bits that represent network and host address 

varies based on the class to which the IP address belongs to. IP address class is discussed in 

the following section.    

 

Originally, all IP addresses were divided in to 5 major classes and these classes went from 

A to E. The number of computers that can be connected to a network is determined by the 

type of class they belong to. Which means the IP address that is to be assigned for each 

computer is based on IP classification method. The following table shows the five major 

classes of Classful IP addressing scheme. 

 

Table 2 IPv4 Addressing Scheme 

Class Range Network Hosts  Comment 

A 1.0.0.0 -  126.255.255.255 126 16,777,214  

B 128.0.0.0 – 191. 255.255.255 16,384 65,354  

C 192.0.0.0 – 223. 255.255.255 2,097,152 254  

D 224.0.0.0 – 239.255.255.255 - - Multicast 

E 240.0.0.0- 255. 255.255.254 - - Reserved 

 

IP address is composed of two sections; it is designed to uniquely identify the network and the 

host. But the original classful network design found to be not efficient when it comes to 

address allocation. Using only classful IP address scheme created a lot of wasted addresses, 

hence IP address to be used in the internet depleted so fast. Many researchers forecasted the 

depletion of IP address would reach its final stage around 2008/09, but some factors extended 

the period of depletion. According to Mishra (2009) the following three techniques have 

extended the life of IPv4: Classless inter-domain routing (CIDR), network address translation 

(NAT) and IP subnetting. In addition to reducing IP address exhaustion rate, it also prevents 

peer-to-peer collaboration through shared applications that in turn has a big advantage to 

enhance security (Liebmann, 2001). 

 

In addition to inefficient IP addresses allocation, extremely fast growth of internet, in terms 

of size and sophistication, has been causing enormous challenges to the existing IP version. 

One notable problem mainly caused by the aforementioned circumstances is a sudden IP 

address exhaustion (Blanchet, 2006).  

 

But It didn‟t take long for researchers to figure out having 32 bits long IP address would 

not be enough to sufficiently represent every single device that need IP address, as a result, 

scientists at IETF started a crash program to develop a new version internet protocol that has 

long address and possibly overcomes their fear of running in to address exhaustion (Blanchet, 

2006). After doing an extensive plan, study and proposal, finally IPV6 was standardized to 

remedy the problems posed by IPV4 address utilization.  

 



27 
 

Since its introduction, the new protocol has been increasingly advocated by many 

researchers as an ultimate solution. Hence, migrating from the current protocol (IPV4) to the 

new protocol (IPV6) would benefit all users, individual users, organizations, and developers 

by providing enhanced services, such as a better Quality of service (Qos), enhanced mobility, 

Security, sufficient IP address, …etc. It is, however, very difficult to make a migration 

decision without proper preparation. Conducting protocol migration needs very careful study, 

planning, and execution of a migration process. It also requires considering both technological 

and business aspect of it. A recent study by Gallaher and Row (2006) revealed that In the 

future, migration related problems in companies are likely to have even greater impact on 

business, individuals and even in the societies since the dominance of IPV6 is known to 

increase. Therefore proper planning and execution of is necessary to insure smooth transition 

and ultimate result. 

 

IPV4 issues 

 

Having a network that can be easily scaled without any distraction that maintains reliable 

and fast communication while providing strong security is vital for the success of today‟s 

business operation in organizations (Imel, 2004). Non-scalable network can limits growth in 

connectivity and communication because network infrastructures available for supporting 

connectivity are limited. Due to IP address depletion, IPV4 is now limiting the scalability of 

network, forcing networks to stay in a specific context and scope.  The negative influence this 

kind of network put on business is immense: it can highly hamper organizational 

competitiveness, business sustainability, and operational capability of organizations (Yoo et 

al, 2009).  

 

As a matter of fact, since IPV4 protocol was originally built to provide services with no 

option for granting the type of service required by communicating parties, quality of service is 

mostly compromised. In addition, IPV4 is requires a complex procedure for configuring 

different devises on the network and have them work seamlessly. Hence, it may cause slow 

network operation or it may even halt the operation and can cause tremendous effects on 

organizational activities. It delays messages which are essential for healthy operation of 

organizations or sometimes it may even not traverse messages between sender and receiver 

due to some workarounds or complex configurations, hence serve as a cause for organizations 

failure.  

 

The other network property which is essential for healthy and positive organization 

function is security. In non-secured network environment, unauthorized entity can cause 

serious threats on organizational property. IPV4 security cracks have potential cause for: 

unauthorized access of information which is vital for its operation, damage on hardware and 

software components, in few cases theft of money. Hence threatens business sustainability. 

The existing methods implemented on the current Internet protocol (IPV4) to alleviate the 

aforementioned problems are inefficient, costly, and difficult to implement and maintain 

(Blanchet, 2006). IPV4 remedies for network scalability, speed and reliability, and security 

are described in the following sections.  
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IPv4 remedies for network scalability problems 

 

NAT 

 

Defined in RFC (1631), NAT is a network address translation method, usually implemented 

within network edge devices, such as routers, mainly to preserve IP address in IPV4 (Blanchet, 

2006).  NAT accomplishes this by enabling users (organizations, individuals…etc.) to create their 

own organized numbering scheme (unique local IP addresses) to represent every device they have 

by using few global IP addresses.  NAT lets several devices behind NAT router use few or even a 

single global IP address in order to get connected or function properly.  NAT‟s functionalities can 

go beyond simply multiplying the availability of IP addresses in organizations; it can serve several 

roles, such as: additional layer of security, eases network integration, makes switching between 

ISPs simple (Passmore, 2004). 

 

 

Variable length subnet mask (VLSM)  

 
A method introduced to solve IP address assignment problem that has been mainly promoting 

the exhaustion of IPV4 addresses. IPV4 original IP address assignment plan is found to be very 

inefficient in providing the right amount of addresses, instead it usually assigns much more 

address than required, hence wastes IP addresses. IPV4 address plan assigns IP addresses for a 

certain organization based on maximum number of hosts in a subnet and assigns corresponding 

bit-level subnet mask (Blanchet, 2006, p.8).  For instance, if a certain organization has 68 hosts in 

a single subnet, the subnet mask bit, according to IPV4 IP assignment rule, will be 7 and the total 

number of hosts that can be supported on this subnet will be 128(27), a total wastage of 68 IP 

addresses.    

 

In order to make IP address assignment more efficient and preserve IP addresses, VLSM was 

introduced and defined in RFC 1812.  VLSM method enables the assignment of exactly right 

amount of subnet mask according to the need.  

 

IPV4 remedies for network service reliability issues 

 

IPV4 quality of service (QoS)   

 

Ferguson and Huston (1998) defined QoS as a capability that enables one to identify and 

provide different services (or required service) for distinct traffic type.   IPV4 based quality of 

service assurance methods such as Multiprotocol Label Switching (MPLS), Differentiated 

Services (DS) and Traffic shaping (TS) have been developed and deployed in IPV4 network. 

QoS services in IPV4 is provided through Type of service filed (TOS) of IPV4 packet header 

and identification of the payload (RFC 791).   

 

 Multiprotocol Label Switching (MPLS) 

In traditional IP network, forwarding of packet is accomplished through serious of tedious 

and non-efficient routine processes. According to cisco systems.inc (2006) report on 

Drawbacks of traditional IP routing, traditional IP routing is based on the following 3 

problematic points: 

1. Routing protocols are used in all devices to distribute routing information 
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2. Packet forwarding is only based on the destination address of the payload 

3. Routing lookup process is performed in every router, routers doesn‟t    

      Communicate before making own routing decision.   

But MPLS, unlike the traditional IP network, promotes efficient traffic engineering (Dave 

et.al 2000), and forwarding is based on labels (source address, QoS, destination 

address…etc.), there is also no tedious routing lookup in each router, instead routers only 

checks and modifies the label value and forward the pack to the next router.  

 

 Differentiated services(DS) and Integrated Service(IntServ) 
 

Differentiated services architecture allows for prioritization of traffic type or 

discrimination of service in the internet without maintaining individual packet flow status 

(Blake et al, 1998). The traditional IP packet flow management is based on „Best effort’ 

mechanism; It doesn‟t guarantee delivery of packet in a required format and there is no 

prioritization of any traffic type, instead, every traffic gets equal treatment (Szigeti and 

Hattingh, 2005). Service level agreements that can be used to manage packet flow (IP traffic) 

can be categorized as: integrated service flow management (individual flow based model) and 

Differentiated (aggregated flows model) services, based on packet flow management (shah et 

al, 2006).  

 

On the other hand,  Integrated service flow model can be used to assure QoS over limited 

amount of flows (packets) because it strictly reserves a bandwidth and requires end to end 

path setup (configuration in every router along the path) for packet forwarding (Chris Lewis 

& Steve Pickavance, 2006).  However, differentiated services (DS), unlike the previous one, 

guarantees QoS regardless of the packet flow; it can successfully and easily manages large 

flows of packet by creating traffic conditioning means and allowing core routers to perform 

other essential processes.  
 

 Traffic shaping (TS) 
 

Lewis et al (2006) described that In IP network experts define network policy in order to 

best control IP traffic inside their organization‟s network.  They also a bandwidth limit and 

actions to be taken if the traffic conforms, exceeds or violates the rules set on the network 

policy (P.47). Organizational network policy doesn‟t ease or buffer overflowing network 

traffic, it rather takes measure to discard or remark the traffic. But the Traffic shaper makes 

the traffic smooth by buffering the traffic if the flow rate exceeds the amount specified in the 

policy.  

 

IPV4 security features and the different mechanisms which are being used to 

enhance its security  

 

The original design of IPV4 incorporates only one means to address security issues by 

putting security option field on IPV4 packet header.  This option enables hosts to send packets 

by setting security and handling restriction parameters (IETF.org/rfc/rfc0791.txt). As time 

went by and some additional security measures were needed, some security mechanisms were 

added in the application layer; these security mechanisms are the following: Secure socket 

layer (SSL) for web, which works at session layer and SSH/TLS (Blanchet, 2006).  SSL 

ensures the communications between communicating devices is secure, so that sensitive and 
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critical information being sent over the network will not be acceded by hackers or any kind of 

intruders.  

 

Today, in addition to SSL protocol, there are several application protocols and methods to 

enhance security thread-off in IPV4. The following are few the protocols and methods 

designed to improve security trade-off in IPv4: the use of remote authentication dial in user 

service, Triple DES encryption, challenge hand shake authentication protocol…etc. (yoke, 

2002;  Blanchet, 2006). More advanced and native security option or protocol called IPsec is 

also available for use in IPV4. This protocol was developed as integral element for IPV6 

security option; it was developed at IETS to be used as a native security protocol that is 

mandatory for IPV6 and can also be used for IPV4 to enhance its security feature. 

 

 IPSec protects IP level communication between two devices by using either of the two 

modes of encapsulation- transport mode of encapsulation (between two end nodes) and tunnel 

mode (between gateways) (Blanchet, 2006).  Any IPSec communication precedes the 

establishment of other security association. First off, peers negotiate and communicate 

security keys and cryptographic algorithms, and then data exchange follows. IPsec services 

are provided by authenticated header (AH) protocol, which ensures the integrity of packet and 

authentication of the sender and replay protection, and Encapsulating security payload (ESP) 

which guarantees confidentiality of the payload by encrypting it (p.239). I ESP also 

authenticates the source, protect replay and keep the integrity of the packet.     

      

Nevertheless, the above mentioned measures, which are taken against IPV4 vulnerabilities 

and shortcomings, helped IPV4 to relive some of its problems, hence extended its life. A 

meticulous examination of these methods or remedies, however, disclosed several problems 

and vulnerabilities.  

 

Shortcoming of the measures taken against IPV4 problems 
 

Different Issues with IPV4 scalability remedies 
 

IPv4 remedies for network scalability problems such as NAT and VLSM methods are 

useful to solve scalability problem of IPV4 given they operate in the environment conducive 

to their operation. NAT allows for allocation of enough IP addresses in organizations without 

requiring additional public routable IP addresses, hence conserves global IP addresses. In 

addition to conserving public routable IP addresses, NAT serves as an additional security 

layer for IPV4 network, it shields how the internal addressing has been administered and 

implemented. The addressing mechanism of NAT, however, can cause major problems for 

communication between hosts within organization where NAT is deployed as a means of IP 

address conservation. It can also cause communication problem between hosts outside 

organization‟s network domain and hosts inside the organization‟s network where NAT is 

deployed. For instance, if two hosts want to engage in some sort of activity that involves the 

exchange of data, they first need to establish a session. When they try to establish a session, 

they exchange their IP addresses, however, the IP address inside the territory of NAT is only 

internally routable or communicable, and therefore both hosts cannot communicate due to the 

disparity of their IP address nature and scope (Liebmann, 2001).   

 

Some solutions have been proposed to solve such problems caused due to IP address 

disparity between NATed environment and public IP addresses. One possible way of dealing 

with IP address disparity problem is putting address translation mechanism in the session 
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creation communication or pre data communication session (carpenter and Jung, 2009). But 

this solution violates the original concept of data communication called data integrity 

(Blanchet, 2006). A typical example of problem that occurs due to IP address disparity 

between communicating applications is VoIP applications failure to work. In a situation like 

this one, applications residing outside of the NAT border cannot establish communication 

with the one inside NATed environment since they don‟t know corresponding member‟s IP 

address. Other protocols requiring bidirectional communication at the outset of the 

communication and during data communication may not work well in NATed environment. 

For instance, applications and protocols such as Kerberos authentication protocol, Network 

file service (NFS), IPsec, File, and transfer protocol (FTP) do not properly work in NATed 

environment ( Yen and Cooper, 2005, p. 37).  

 

According to liebmann (2001), since different activities performed in a certain organization 

is becoming more compartmentalized, professionals working in each compartment give much 

emphasis to their own activity than others, which means that they tend to be focused solely on 

accomplishing their own task without caring about other compartments that they might be 

integrated at the end, therefore, this kind of practice causes interoperability problems. For 

instance, what network technician has done to solve a problem in his/her domain can cause a 

serious complication for a programmer who is working in an application development 

department.  

 

Using Variable length subnet mask (VLSM) method to solve inefficiencies in IP addresses 

allocation is relatively robust mechanism and majorly contributes to IP address preservation. 

Network experts in organizations or ISPs allocate subnets of different size for those who are 

in need of IP address, based on their requirements. As per RFC 1812, VLSM enables one to 

give different subnet masks to the same class address space, however,   Classful protocols 

such as RIPv1 and IGRP do not support VLSM (Wendell Odom, 2010). Even though VLSM 

comes handy in preserving some IPv4 addresses, which otherwise would have been wasted, it 

doesn‟t come free. Blanchet (2006) describes the requirements for VLSM to be fully 

operational as follow:  routing information protocol (RIP) needs to be updated in order for a 

full functioning of VLSM. In addition, configuration of such network is not straight forward; 

it involves a lot of guessing work and complicated workarounds. 

 

Issues with IPV4 Quality of Service (QoS) problem remedies  

 

The existing IPV4 quality of service remedies, which have been made available for solving 

communication reliably problems and/or for ensuring quality of service in general, are not 

ideal in providing solutions for every dimension of network service quality problems. These 

remedies, such as: multi-protocol label switching (MPLS), differentiated service (DS), traffic 

shaping (TS)…etc. have their advantages and disadvantages. Since advantages and functions 

of the aforementioned method are discussed in the previous sections, I only herein discuss the 

problems facing the aforementioned solutions.     

 

 Challenges of Multi-protocol label switching (MPLS)  

MPLS ensures a quality of service to the extent of its deployment or its domain; which 

means it doesn‟t provide end to end quality of service. It is highly static that it highly 

resembles domain specific circuit switching network, or in another word, it is a technique 

used for establishing a label-switched path (Wendell Odom, 2009). In addition, it doesn‟t 

grant a dynamic application specific quality of service, it rather provides predetermined static 

http://www.google.com.et/search?tbo=p&tbm=bks&q=inauthor:%22Wendell+Odom%22
http://www.google.com.et/search?tbo=p&tbm=bks&q=inauthor:%22Wendell+Odom%22


32 
 

quality of service. Therefore, due to inability of MPLS to provide a dynamic application 

specific requirement of quality of service, it fails to serve VoIP application requirements for 

quality of service (Chris Lewis and Steve Pickavance, 2006)  

    

 Challenges of  Differentiated service (DiffServ) 

DiffServ is a technique for marking packets and providing different traffic treatments 

based on labels on aggregate bases, not per packet flow [RFC2475].  In spite of its advantage 

in providing the required quality of service, DiffServ falls short of adequate time resource 

reservation to its expedited forwarding (EF) service; it strictly limits bandwidth and delay 

time. On the other hand, packet treatment mechanism in DiffServ opens a room for an 

attacker to steal or even perform a denial of service (Gont, 2008).  Integrated service (IntServ) 

was developed to solve DiffServ weakness); unlike its predecessor, IntServ grants some 

resource reservation and packet admission control (Chris Lewis and Steve Pickavance, 2006).  

IntServ handles both tolerant applications, such as: music streaming applications and non-

tolerant applications, such as VOIP applications. However, due to its complexity for 

installation and configuration, DiffServ is chosen over IntServ.     

 
 Challenges of  Traffic shaping(Ts) 

Organizational network experts can set policies that can deal with network congestion. 

When a network is overcrowded with too much packet, organizational network policies can 

help the network relive the congestion by discarding the packet. But traffic shaping technique 

smooth out the over congested network or bandwidth by buffering some packets and re 

sending them again when there is enough channel for forwarding. According to cisco report 

on comparing traffic policing and traffic shaping, published in Aug 10, 2005, In spite of its 

advantages, Ts can introduce delay in packet due to queuing.  

 

Issues with IPV4 security remedies  
 

While the size of global internet is increasing in a manner as never before and network 

infrastructures evolving continually, internet core protocol remain the same as it was built 

some 20 years ago by DARPA(Bellovin, 1989). Bellovin also pointed out most of internet 

security related problems; he said that most internet security problems has been caused either 

due to the problem in configuration of the protocol or flaw in the design of the protocol itself.   

 

Gont (2001)[RFC6272], described that over the course of the last 20 years, different 

security problem fix propositions have been made by different concerned bodies, but there 

were no common repositories where every recommendation or security fixes can be kept and 

serve as a source or starting point for further work so that all the IP security efforts made 

towards solving IP security issues could have been synchronized. However, the absence of 

organized practice rendered IP network security weak. The main challenge of IPV4 security is 

that internet technology is becoming complex and dynamic as it grows in size. On the other 

hand, according to [RFC 6274], requirements from different applications and users are 

constantly changing; hence providing robust security measures on IPV4 is a complex and very 

difficult task (Gont, 2011).  In some cases, some security mechanisms violate the operation of 

other security measure addressed by different vendors (silbersack, 2005).   

 

Basically, IP provides a means for data gram transportation from sending host, the origin, 

to the destination host. IP datagram contains the header, which contains different fields, and 

http://www.ciscopress.com/authors/bio.aspx?a=a8385039-ffc6-4a47-baae-8edab6726e67
http://www.ciscopress.com/authors/bio.aspx?a=750bb74c-39ce-4aa4-bcdb-1e7ae45633a4
http://www.ciscopress.com/authors/bio.aspx?a=a8385039-ffc6-4a47-baae-8edab6726e67
http://www.ciscopress.com/authors/bio.aspx?a=750bb74c-39ce-4aa4-bcdb-1e7ae45633a4
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the actual data to be transported over the network. Each IP header filed has its basic function 

for proper datagram transportation. Even though security wasn‟t major concern at the time of 

IP protocol design, Option field was reserved for additional security option for the datagram.  

In addition to security option field, every other field has some kind of contribution or help for 

general IP security (Gont, 2008).  

 

The option field of IP protocol provides a mechanism for better controlling the datagram 

during routing by letting one to set pre-defined parameters that determine how the datagram 

should be processed by the system. Besides, option field allows for the creation of new 

options for the datagram. But this original IP design didn‟t take in to account all the possible 

security perspective related to IP datagram.  Therefore, as time went by and network 

technology became complicated things started falling apart regarding IP security.  

 

No inherent security measure is embedded in the original IPV4 protocol; but there is an 

Option filed for accommodating another security measures developed by different vendors.  

Different security measures were given as options; however most of the options available for 

use are either problematic or useless in the current context. Gont(2008) assed the different 

options available for use in IPV4 IP datagram and pointed out the weaknesses or disadvantage 

of using each option filed. Generally, he stated that using the options, which he listed as 

useless or harmful, can cause the following issues: delay in datagram processing, introduces 

unnecessary field for processing, or even creates an opportunity for attack.  IP datagram 

options that has been assessed and found problematic are presented in the following table.  
 

Table 3 IP Datagram option and corresponding effect 
 

Option name Option-type 

number 

Type of effect Remark 

End of option list 0 No effect Not necessary 

No operation 1 No effect Not necessary 

Loose Source Record 

Route 

131 Opens room for different 

kinds of  attack 

 

Strict Source and Record 

Route 

137 Opens room for different 

kinds of  attack 

 

Record Route 7 Opens room for network 

attack 

 

Stream Identifier 136 No effect Obsolete  

Internet Timestamp 68 Opens room for different 

kinds of  attack 

 

Router Alert 11 No effect Obsolete 

Probe MTU 11 No effect Obsolete 

Reply MTU 12 No effect Obsolete 

Trac eroute 82 No effect Obsolete 

DoD Basic Security 

Option 

130 Data lose If improperly 

used  

DoD Extended Security 

option 

133 Introduces extra processing  

Comercial IP Security 

Option  

134 No effect  

Sender Directed Multi-

Destination Delivery 

149 No effect Obsolete 
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The Overview of Internet protocol version 6 (IPV6)  
 

IPV6, also called IPneg (next generation Internet protocol) is the successor of IPV4 

internet protocol; it is primarily developed to solve IPV4 addresses depletion issues (Raicu & 

Sherali, 2003 p.2). The protocol has gone under several changes through time; it is now 

considered as a protocol that brought the following improvements over IPV4, such as: 

increased security, network scalability, enhanced mobility and increased IP address (Blanchet, 

2006; Raicu & Sherali, 2003). It is also considered as Internet Protocol which is capable of 

handling elastic and in-elastic networks and gives secure, cost effective, reliable and fast 

communication among communicating parties (S. King et.al., 1999; B. Carpenter, 1999; C. 

Jung, 1999; Blanchet, 2006; Raicu & Sherali, 2003).   

 

 

Improvements of IPv6   
 

The design of IPv6 added new functionalities, reduced un-used or optional fields and 

retained some functionality, which have been proven essential, of the existing internet 

protocol (IPV4).  Of several modifications and changes made, the following are some of 

essential capabilities which received major boost and change in IPV6: IP addressing 

capability, routing and forwarding capability, device configuration property, Packet flow 

labeling or quality of service capability and enhanced security capability (Amirth, 2008) 

.Each of these listed IPV6 new and improved functionalities are discussed in the following 

sections. 
 

IPV6 –Addressing and Routing 
 

Back in 1994, IETF saw the forthcoming IPV4 address depletion and as a counter measure, 

they started developing a new protocol that is capable of providing sufficient amount of IP 

addresses for very large number of devises (Hinden, 1996). IPV4 address depletion was the 

major impetus behind IPV6 development.  IPng protocol, later called IPV6, is the result of 

protocols evolution that started in 1992(P.64). According to Internet protocol version 6, IPV6, 

specifications (1998), the address space in IPV6 is four times larger than that of IPV4‟s 

addresses, which means that the address space in IPV4 is 32 bits while IPV6 address is 128 

bits. In addition to increasing the amount of public routable IP addresses, IPV6 simplifies IP 

address assignment and configuration by implementing a hierarchical addressing structure and 

auto-configuration capability. 

 

Routing and packet forwarding is also another segment that received a big improvement in 

IPV6. The improvement in routing is majorly due to the change in packet header; the header 

in IPV6 is much more robust and simple to process than that of IPv4. Packet header field, 

which has been 13 on IPV4, has been reduced to 7 compact fields, which are capable of being 

easily processed by routers, in IPV6. Moreover, options are not included in the main packet, 

so that they are handled in separate. But what makes the routing fast and simple is that routers 

should not process optional header packet unlike it is in IPV4 (Chris Lewis and Steve 

Pickavance, 2006). The other factor that simplified routing is IPV6‟s hierarchical addressing 

scheme; it provided for a better aggregation of routers, easy address assignments and 

scalability of global routing table (Blanchet, 2006, p. 30).  Unlike IPV4, multi casting 

http://www.ciscopress.com/authors/bio.aspx?a=a8385039-ffc6-4a47-baae-8edab6726e67
http://www.ciscopress.com/authors/bio.aspx?a=750bb74c-39ce-4aa4-bcdb-1e7ae45633a4
http://www.ciscopress.com/authors/bio.aspx?a=750bb74c-39ce-4aa4-bcdb-1e7ae45633a4
http://www.ciscopress.com/authors/bio.aspx?a=750bb74c-39ce-4aa4-bcdb-1e7ae45633a4
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forwards a packet to specific number of nodes in the network by using by using any-cast 

address.   
 

IPV6- Auto configuration 
 

For every device which needs to be configured and connected to the network in IPV4, 

IPV6 offers a mechanism for automatic configuration. For instance, in IPv4 when a device 

gets hooked up in a network, there should be some kind of manual or automatic (using 

DHCP) address assignment and configuration process. But in the case of IPV6, there is no 

need for either manual or automatic addressing or configuration; the only requirement for a 

device to become operational in IPV6 is only it connectivity. IPV6 offers two kind of address 

configuration: Stateful automatic configuration and stateless automatic configuration (Cooper 

et al, 2005).  
 

Stateful configuration is handled similar to automatic address assignment done in IPV4 by 

using a dynamic host configuration protocol (DHCP) that assigns addresses which have been 

stored   in a data base on the server (p. 30). On the other hand, Cooper described that stateless 

address auto-configuration is done in a unique way that no pre stored IP addresses are 

required for address assignment, which means that host configuration doesn‟t require an 

address and little other configuration information from a server, rather it uses some locally 

available native information, such as MAC address, and information advertised by routers 

(Chie et al, 2000, cited in Cooper, 2005, p.31). 

 

IPV6- Quality of services (QoS) 
 

Ferguson and Huston (1998) describe QoS as a mechanism that allows for different 

treatments of traffic types by providing a means to differentiate data traffic. In IPV4, as 

described in its design specification, packet is delivered in a „best effort‟ approach; if a 

network is busy or congested, there might be delays or even data losses. However, there are 

few mechanisms in IPV4 to achieve a quality of service by using option field in the packet 

header. The mechanisms are sane for both protocols except for few additions in IPV6 and 

described as follows: 
 

Differentiated service (DiffServ)  
 

DiffServ [RFC2475] is a mechanism that gives an option for packets get marked and get 

different treatment from routers in the network. Packets get marked for DiffServ based on the 

type of protocol they belong. In IPv4, DiffServ making is done by setting bitts, called DS bits 

in TOS field of general packet header. Whereas, DiffServ bits in IPv6, are marked in traffic 

filed on IPV6 packet header (Blanchet, 2006).  
 

Integrated Service    
 

In integrated Service mechanism, QoS is achieved through admission control and resource 

reservation methods. Before packets get any router special treatment, they need to pass 

through authentication process, which is done in admission control.  Once the packet is 

determined eligible, resource reservation protocol in the packet that reserve resource along the 

path signals QoS to every from source to destination. Integrated service works in such a way 

that first; source node sends a reservation for the entire routers along the way. When 

reservation reaches its destination, an acknowledgement is sent back to the sender node to 

confirm resource reservation is made. The reservation specifies the flow sent from the source 
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node to be processed for some QoS level (Blanchet, 2006, p. 257).  The flow is identified by 

its destination address, destination transport port and IP protocol; in addition, each router 

looks in to every packet and determines if it belongs to the flow and eligible to use the 

reserved resource. However, the process is routine and sometimes problematic. For instance, 

in the case of multimedia flow, a several transport ports in every router along the way might 

be used to handle forwarding based on the required QoS level. Instead of using this 

mechanism to handle flows, it is much robust and effective if the sender node marks the 

packets based on the flow and sends this markers along with its request; in this case, the 

routers only have to see the „„flow labels‟‟ on the flow in order to determine whether the flow 

is eligible for the kind of quality of service required (p.258). 

 

Flow label 
 

In the previous section, I discussed that Integrated service model would require a router to 

process the packets by looking in to application protocol payload to determine whether the 

packet qualifies for using the reserved resource. The major disadvantage if this model is that it 

forces routers to look in to packets and determine their eligibility for QoS. In addition, if the 

packet is encrypted, the model cannot determine the port number which is embedded in the 

packet.  
 

On the other hand, if the source node puts some kind of identification on the flow before it 

gets transported over the network, the routers identify the flow even without opening the 

packet; therefore packet classification would be easy (Blanchet, 2006).  The flow label filed is 

part of IPV6 and included in IP header in order to bypass complex packet processing by 

routers along the path, from source to destination.  
 

IPV6-Security 
 

One of the major IPV6 protocol improvements over IPV4 is its enhanced security. The 

original IPv4 design was done without having much thought on security; its major intention 

was mainly to facilitate datagram transportation across different kinds of networks 

(Kleinrock, 2010). Since there is no IP layer security in IPV4, additional security layer has 

been deployed on session and application layers of the TCP/IP protocol stack. Security 

options, such as SSL/TLS are the examples of IPV4 based security options. Later on, IETF 

identified the need to put a security on IP level as essential requirement for IPV6 protocol. 

However, IPsec is designed to serve both protocols, IPv4 & IPV6 (Blanchet, 2006). The 

following picture shows the deployment of various security measures in different layers of 

TCP/IP protocol stack.  
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Figure 4 TCP/IP protocol stack and security (Blanchet, 2006) 
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Improvements of IPV6 security over IPV4 
 

 Improvements of IPv6 are caused because of the following change: 
 

Increased IP addresses.  
 

The increased IP addresses somehow helped to increase the security of Packets by making 

port scanning very difficult (The Government of the Hong Kong Special report, 2011). As a rule of 

thumb, network attackers start their attacking on networks, first, by conducting a port scan in 

order to gather as much information about the network they intend to attack as possible. In the 

case of IPV4, it is estimated that, given enough bandwidth, actual timing for scanning the 

entire IPV4 network is around 10hours. But, extremely extended number of IP address in 

IPV6 makes port scanning extremely difficult, or almost impossible. 

 

Cryptographically generated address (CGA) 
 

Cryptographically generated address is a key generated by binding a public signature key 

to IPV6 IP address (The Government of the Hong Kong Special report, 2011). This system 

adds an extra security layer to IPv6 next neighbor discovery mechanism, and allows the user 

to provide a proof of ownership for a particular IP address (P. 7). This capability of CGA 

enables the users to escape IP spoofing or at least it makes it very difficult; and it allows them 

to prove their authenticity. 

 

IP security (IPSec)  
 

It is a standard security mechanism for IP packet; and it provides the following security 

functions: IP packet integrity, authorization/access control, authentication, confidentiality, and 

replay protection (Desmeules, 2003; Blanchet, 2006).even though, IPSec was designed to be 

used on both protocols, and it is a mandatory security feature for IPV6 while it is optional in 

IPV4. 
 

Section 2:  
 

Presents the comparisons of IPV4 and IPV6 
 

IPv4 
 

IPv4, also known as Internet protocol version 4 is residing in the network layer of TCP/IP 

protocol suite; its major purpose is facilitating routing of packets across physical networks 

(Chris Lewis and Steve Pickavance, 2000). IP provides best effort unreliable packet 

forwarding mechanism, hence it neither send delivery acknowledgment to the sender nor re-

send the packet to receiver if the packet lost along the way. Even though some pre-versions of 

IP exist, the first internet protocol that has been widely deployed in public network is IPv4.  

IPv4 packet is comprised of 2 parts: the packet header and data portion.  The packet header is 

responsible for delivery of the data contained in data portion of the protocol. IPv4 packet 

header has the following 13 fields working together to traverse packets from point A to point 

B in physical network  the fields are: Version, HL, TOS Total Length, Identification, Flags, 

Fragmentation Offset, Time to Live, Protocol, Checksum, Source Address, Destination 

Address, and Option fields. Each filed has specific function based on the type service 

http://www.ciscopress.com/authors/bio.aspx?a=a8385039-ffc6-4a47-baae-8edab6726e67
http://www.ciscopress.com/authors/bio.aspx?a=750bb74c-39ce-4aa4-bcdb-1e7ae45633a4
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required. Table 4 presents the description of each field in IPv4 packet header and the 

corresponding state of these fields in IPv6. 
 

IPv6 

 
Was developed mainly to solve IPV4 address depletion problem and gradually included 

several features. The protocol provides extremely vast pool of IP addresses capable of 

supporting 2
128

 hosts. According to RFC[1752], While keeping some of IPV4 functions that 

has been proofed as working, some new functions has been added on IPv6. However, some 

functions which are considered as not working on IPV4 has been removed or made optional in 

IPv6. Therefore, the amount of IPv6 header fields has been reduced: Version, traffic lass, 

Flow Label, Payload, Length, Next Header, Hop Limit, Source address, Destination Address 

and extension Header.  According to a recent study by Blanchet (2006), IPv6 is characterized 

by the following features:  
 

Larger IP address space:  precisely 2
128

 IP addresses are available to be assigned for hosts 

all over the globe. The address spans 128bit, which is 4 times as large as IPv4 address space, 

and big enough to address all devices on earth without need for NAT boxes. Hence ensures 

network end-to-end capabilities work without hindrance. The address structure also allows for 

enhanced capabilities, such as: better aggregation of route, scalability for the global routing 

table, and easier address allocation.   
 

Auto configuration capability: ensures provision of reliable services.  Every host linked to 

the router always gets auto-configuration information, hence, for instance, if a certain router 

dies, the other routers still sends out configuration information. This working strategy fault 

tolerant than that of DHCP server based address configuration where addresses are assigned 

automatically by a DHCP server that contains a pool of IP addresses and keeps track of 

assigned addresses.  
 

Mandatory IP security: this feature enables nodes to send and receive packets that are well 

protected by advanced security features such as: authentication control and encryption. IPsec 

gives freedom to every node to set its security preferences on their traffic if they have 

necessary key infrastructure. 
 

Quality of Service feature- Flow labeling:  Flow labeling is implemented in the packet 

header as Flow label filed. Unlike some QoS mechanisms in IPv4, such as Diffserv where 

resource reservation information is imbedded in the packet so that each router that receives 

the packet looks it up and decide whether the packet belongs with the flow to which the 

resource reservation is made, Flow labeling only puts labels on packets so that the routers 

determine the type of required service.  Hence, this way it makes resource reservation and 

packet processing very simple. Table 3 shows summarized a comparison of IPv4 and IPv6.  

Comparison included the following points as a guideline for comparison: Addressing, Mode 

of configuration, Security, Quality assurance, and Protocol header. 
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Table 4 Basic different between IPV4 and IPv6 
 

Point of 

comparison 

IPV6 IPV4 Remark 

Addressing  Uses 128 bit address 

space( or 16 bytes) 

contains 3.4*10
38 

 

addresses 

 Simple and fixed 

architecture 

 

 Uses 32 bit address 

space( or 4 bites) 

approximately 

contains  over 4 

billion addresses 

 Complicated and 

variable architecture  

 

Mode of 

configuration  

Automatic(considerably 

eliminates network 

administrator‟s role) 

Requires network 

administrator‟s do a lot of 

configuration. It also uses 

other protocols, such as 

DHCP for dynamic IP 

address allocation. 

 

Security IPSec-Mandatory IPSec- Optional  

Assurance of 

data delivery 

Labeling of flows 

guaranteed through Quality 

of service(QoS) 

Uses best effort  delivery 

method, no guarantee at all 

Data 

prioritization is 

possible in IPV6 

Protocol header Simple and efficient, 

without check sum field  

Bulky with unnecessary 

fields, such as 

checksum…etc. 

Size of IP header 

affects the 

amount of 

processing time 

required by 

routers. 
 

Figure 4&5, the comparison of these two pictures clearly shows the changes made on 

IPV4. IPv6 contains only 8 fields while IPv4 has 12 fields. Checksum and Header Length 

fields are removed from the basic header while Fragmentation field is moved in to extension 

header of IPv6. A new filed, called Flow Label is added and some existing fields were re-

defined. For instance, Protocol field in IPv4 has been redefined to Next Header field and 

Option field in IPv4 has been re-defined and embedded in optional extension headers.  The 

description of each field is presented on table 4.  
  

 
 

 

 

 

 

 

 

 

 

 

 

Fig. 4 IPV4 header                                            Fig. 5 IPv6 header (source: Bruce  

 

The following table shows IPV4 fields and their IPV6 use  

 

Figure 5 IPv4 Header filed (Blanchet, 2006)       Figure 6  IPv6 Header filed (Blanchet, 2006)  
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      Table 5 IPv4 filed and their IPv6 use 

 
 

IPv6 basic header fields are presented in table 5. The fields in this table are the actual fields 

left after change has been made on IPv4. Description about each field and its corresponding 

size in bits is also given.    

 

Table 6 Description of IPv6 header fields 

Name of the field Allocated size Explanation 

Version 4 bit 6, shows the version(IPV6) 

Traffic class  8bit DiffServ and explicit congestion 

notification bits 

Flow Label 20 bits Per flow identification 

Payload Length  16 bits  Size of inner datagram 

Next Header  8 bits  Identification of inner datagram 

Hope Limit  8 bits Maximum number of hops  

Source Address  128 bits Source address of the datagram 

Destination Address 128 Destination address of the data gr. 

 Modified from (Blanchet, 2006) 

 

Version field: is 4 bit in size and holds 6 in order to enable the operating system receiving the 

packet direct it to the appropriate stack handles IPv6 packets.  

 

Traffic Class field: is 8 bit in size and was defined to give different level of service for 

datagram. The field has been re-defined to accommodate Differentiated Service code points in 

its 6 bits for QoS and Explicit Congestion Notification (ECN) in its last 2 bits. Hassle   

 

Flow Label field: is 20 bits in size and extends the functionality of „Integrated service‟ 

strategy for QoS. Using flow label field, sender puts a label on the outgoing datagram so that 

routers process the datagram without looking or inspecting its content, they only look at the 

label and process the packet. This way, flow label field ensure QoS.  
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Payload Length field: 16 bits wide and shows the payload length. Unlike IPv4 header, IPv6 

header shows the length of the payload: transport and application data together with extension 

headers (Blanchet, 2006). 

 

Hope Limit field: 8 bits in size and implemented in a way that it gets decremented by 1 every 

time a router forwards the datagram. The data gram gets forwarded until Hope Limit field 

counter reaches 0; when that happens, a router discards the datagram and sends time exceeded 

report to the sender.  

 

Source and Destination Address fields: 128bits each, they uniquely identify sender and 

receiver of the datagram.  

 

Section 3 
 

IPv6 deployment status and its current challenges  
 

IPV6 development was intended for solving mainly IP address depletion problem in IPV4 

protocol; it promises to provide sufficient amount of IP addresses that can, at least, support 

every devises on earth that require an IP address or devises or applications yet to come in the 

foreseeable future . In addition to its sufficient IP addresses, IPV6 provides the following 

essential services to every technology that requires the following: better quality of service, 

strong native security, and the possibility of devise auto configuration. 
 
Notwithstanding its potential benefits and multiple advantages over internet protocol 

version 4 (IPV4), IPV6 has not been widely deployed for use up until recently, especially in 

Europe and USA. It is caused due several reasons or factors, such as:  Development of 

Network address translation method (NAT), Virtual hosting, MPLS, VLSM, high cost…etc. 

These factors have helped IPV4 to survive for some time by reliving some of its problems 

threatening its existence (Nikkel, 2007; Yoke, 2002; Gilligan et al, 1996) in addition, Thia, 

(2010) described that it is organization‟s lack of vision and high costs of IPv6 deployment 

hinder IPV6 migration. But, as time goes by and new technologies and trends necessitates a 

protocol that is capable of providing extended services, which is not possible to attain in 

current context, IPv4 is now giving a way for the coming new internet protocol, IPV6.Even 

though the deployment of IPV6 has been compromised for some time now, the upcoming 

technologies, innovations and security concern that comes with the inventions are pushing the 

deployment of IPV6 (Nikkel, 2007).  

 
Even though the lead to deploy IPv6 was taken by Asian countries, such as China, Japan, 

and India, after a long time of silence, few companies in the United States and Europe started 

enabling IPV6 in their network in order for keeping communication with other companies, 

which deployed Ipv6 in their network. According to Steven J. Vaughan, a writer of 

technology on ZDNet blog, as of June 6, 2012, quoting a survey done by a network company, 

he said that out of 67 ISPs providing internet to over 110 million US households, 97% of 

these companies have implemented or have a plan to do it in the near future. Besides, some 

Asian companies are making a huge move towards IPV6 deployment in their network while 

china and north Korea preparing their way towards IPV6 and testing it in their cities, japan 

has already implemented an IPV6 production network (Eslambolchi, 2013).  

 

During the past few years significant improvements have been seen regarding IPV6 

deployment. Researchers and practitioners account this development towards IPv6 
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deployment to various factors, such as: IPV4 address depletion in world‟s fastest growing 

countries (such as china and India) and the increasing demand for IP address in these 

countries, Government mandates in countries like US, japan and china, growth in familiarity 

with the protocol, and software and hardware vendors support are some of the factors 

encouraged widespread adoption of IPV6 in these countries(Eslambochi,2013; Blanchet, 

2006;  Cooper & Yen, 2005; Marson, 2004; Tan, 2004; Nikkel, 2007 ). 

 

Nowadays, a number of existing and newly invented application trends and devices are 

requiring IP addresses and forcing IPv4 out of market. For instance, devices such as: smart 

phones, personal computers, computerized materials (such as: cars, refrigerators, aircrafts, 

light bulbs, micro ovens…etc.) are requiring IP addresses, hence aggravating the depletion of 

IPV4 addresses in most of the local internet registries, especially in China, Japan and India 

(Reddick et al, 2013).  Since IP address allocation wasn‟t even between registries, at least at 

the beginning, United States and Europe took their lion share of IP address, hence they are 

still not in short of public IP addresses (Waddington, 2002). Therefore, the push for IPv6 

deployment is stronger in Asian countries.  

 

In addition to address depletion issue, IPV4 is also failing to fulfill the different 

requirements today‟s trends and technologies are demanding it is failing to provide: strong 

security, prioritization services-a mechanism for ensuring quality of services, and auto device 

configuration (Nikkel, 2007). The absence of aforementioned services in IPv4 is causing a 

great impact on the life of IPv4 and the adoption behavior of IPv4. As communication 

technologies are becoming sophisticated and communication network is becoming bigger and 

bigger, the need for better and robust management strategy is required; that is why adoption 

of IPv6 is picking up these days.  

 

On the other hand, interest from Government of some countries and leaders of some 

companies in some countries are also contributing for the growth of IPV6 adoption.  For 

instance, OPNET technologies, Inc. on its report on „„IPV6 migration planning‟‟ stated that, 

since June 2008 government agencies‟ network  should support IPV6 based on the mandate 

issued by the U.S federal government. Outside U.S.A, Eslambolchi on his report says that, 

European Union also mediated that in few years to come, all devises must support IPV6 in the 

European region. 

 

Ever since IPv6 was ready for deployment, many software and hardware vendors have 

been devoting time and efforts on developing applications suitable for use in IPv6 

environment. For instance, the following companies are among the ones that have been 

working on different applications and operating systems, such as: Microsoft has already 

enabled IPv6 on its operating systems starting from Windows 2000and Windows server 2003 

(Cooper et al, 2007).  The other vendor to support IPv6 in its product is Novell NetWare; the 

company started enabling its Operating systems starting from NetWare 6.3(Novell‟s online 

knowledge base). The other vendors to implement IPv6 in their products are: Sun Solaries-

since salaries 8, Linux-since version 2.2.x, Apple MacOS-since version 10.2(Cooper et al, 

2007).        

 

Several researchers and practitioners also indicated that while more and more service 

providers and companies get their network IPV6 enabled, it is wise to plan ahead and get 

things sorted out before push come to shelf. According to Cisco report on, titled „‟IPV6: How 

to get started‟‟ that currently, as of 2010, 32% ISPs provide public IPV6 services, and over 

60% ISPs have a plan to provide the support in the very near future. In addition to that, in the 
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US alone 80% of large companies have already gotten IPV6 addresses or they planning to 

have it in the coming few years (P.1). Nikkel also indicated that despite the fact that IPV6 

deployment is delayed due to some IPV4 remedies, such as NAT, VLSM, CIDR…etc., the 

upcoming technologies and trends will necessitate the deployment of IPV6, and hence it 

would be better to plan ahead. In addition, several researchers, such as (Mackay et al, 2004; 

Blanchet, 2006: Deering, 1998; Templin & Gleeson, 2002) also support the idea of moving to 

IPV6 or enabling IPV6 protocol in company‟s network sooner than later. 

 

On the other hand, the current situation regarding IPV6 transition rate is very unsettling, 

when seen as a whole.  Many has expected that the transition to IPV6, at least in the 

beginning, would be somehow slow, but then it picks up and maintains accelerated growth 

(Lee et.al, 1998). But the fact shows otherwise; a study conducted by Huston (2013) indicated 

that users are still sticking with the use of IPV4. The study was based Google‟s evaluation of 

user‟s preference to use a service which is available in both IPV4 and IPV6; the result was 

more of a shock than IPV6 usage growth. The survey was conducted over the course of 4 

years and the result is as follows. In 2009, when the survey was commenced, IPV6 preference 

over IPV4 was less than 1%. After 4 years, IPV6 based service preference was increased very 

slightly above 1, which is 1.2%.  Even though the measurement considered only one 

parameter or aspect of it, it shows that something is not going right. Huston warns that, while 

IPV4 addresses are being depleted or already depleted, failing to make a transition or at least 

not having a near future transition plan can cause a disaster on service providers as well as 

users.   

 

Lack of enough experience with the new protocol is one of the hindrances for IP transition 

to IPv6. In principle IPV6 is far superior in performance than IPV4, but when it comes to 

familiarity among Network experts and other user groups, IPV4 is well tested, mastered and 

trusted Internet protocol than IPV6,  therefore, people choose to stay with the existing 

protocol as long as possible.  

 

The other problem related to IPV6 transition related complication that makes difficult to 

predict a definite „‟return on Investment (ROI)‟‟Rowe &Gallaher, 2006, P. 520); this is 

because of lack of enough IPV6 implementation cases and research works.  Availability of 

various solutions to the existing IPV4 problems is also another factor affecting IPV6 

adoption.  The improvement options presented by IPV6 are mostly achieved by some 

workarounds implemented on IPV4, for example: IPV4 address issue is solved by 

implementing various methods such as, NAT, VLSM, Virtual Hosting, Proxying (Nickel, 

2007).  He also mentioned other reasons, such as: built in Security at network layer made 

possible for IPV4, which is accomplished by implementing security methods, such as SSL, 

TLS…etc. at application layer. Even QoS service is not as such important given the 

availability of Network with high speed and low latency (Blanchet, 2006). In spite of these 

disadvantages and the technical advantages that could have been achieved if IPv6 adoption is 

done, there are some other advantages that has been tested and proven and presented in the 

following section.     

 

 

Advantages of adopting IPV6 (Migrating to IPV6) 
 

Since the advent of IPV4, network service providing companies and research institutes, 

engaged in networking related research works, responded by developing different solutions to 

the problems occurred in IPv4, which in turn resulted on serious of works to be done in order 
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to maintain proper functioning of Network (Blanchet, 2006). This kind of practice could cause 

the organization incur more cost than it could have spent if IPV6 were Put in place; this is 

because IPV6 is capable of giving all service on its own, this in turn considerably reduce 

operation cost.   

 

The second advantage of adopting IPV6 is that it gives competitive advantage for those 

who implement IPV6 than who don‟t (Hovav et al, 2004). Running a single protocol would 

enable one to communicate with the others who are running the same protocol, but they 

cannot communicate with parties which are running different protocol than the protocol they 

are running. By the same logic, those who implemented both protocols, IPV4 & IPV6, in their 

network can communicate with anyone who is running one of the protocols or both.  

 

The other advantage of adopting IPv6 is that it opens rooms for innovation. IPV4 have 

been a hindrance for different kinds of technology innovations due to its limited IP address 

and some inherent properties, which created many complications (Blanchet, 2006). Unlike 

IPV4, IPV6 promote innovation by allowing developers do their job without unnecessary 

restriction and removing complicated and restrictive processes or methods that put in places in 

order to keep IPV4 working. It also gives plenty of IP addresses (Raicu & Zeadally, 2003), 

which encourages innovation. But all these do not come without cost.  

 

Dis-advantages of adopting IPV6 (Migrating to IPV6) 
 

The biggest risk of adopting IPV6 is Uncertainty (Rowe &Gallaher, 2006). This is because 

there is no way to perfectly anticipate what is coming since there is no enough information 

regarding the success of IPV6 adoption in organizations.  Even though there-exist some 

experimental information that show how the new Internet protocol works under certain 

circumstances in a given environment, one cannot be sure of the consequences before the 

Protocol is adopted.   

 

The other disadvantage of adopting IPV6 is that, it requires an organization incur 

additional cost on its daily operation, at least in the beginning (Cooper & yen, 2005). But this 

cost is incurred only until the protocol is implemented; once it is enabled, it could 

dramatically reduce the cost of network operation and maintenance. Even though it is certain 

that this initial investment could pay of; it is considered as disadvantage because it is 

additional cost to the normal daily operation that is needed to keep network operation running.  

 

IP transition or migration from the existing IPV4 to IPV6 may require change of software, 

hardware or even both components (Fowler, 2007, p.7-8).  Change in any network 

infrastructures requires one to carefully plan, execute and maintain the changing process; it 

also requires preparedness for any kind of problem that might occur. If change is not properly 

administered it could cause failure to the organization doing it. Even if one has carefully 

designed plan for IP migration, it invites some complications to the organization conducting 

it. For instance, if there are various in- house developed applications that run only on IPV4 

environment, migrating to IPV6 could cause them Holt.   

 

Since IPV6 is new protocol relative to IPV4 at least in terms of implementation, it lacks 

experts trained on it, hence may require companies, considering an adoption of the protocol, 

can cost lot of money in order to employ experts who can work with IPV6 and give training to 

their employees.   
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Summary 
 

Literature review on the current status- current practice and challenge of IP migration 

indicates that there is a promising future for IPv6. Companies around the world, especially in 

Asia, tend to be interested in adopting IPV6 due to the fact that there is scarcity of IPV4 

addresses (Cooper and Yen, 2004). In addition to its abundant IP address, IPV6 promises 

several improvements (economical and operational) on the existing internet protocol, IPV4, 

while calling for some challenges. Even though the advantages of migrating to IPV6 is clear, 

organizations need to be alert and have clear understanding, reason and plan before they 

decide to conduct a migration in a given time. They also have to do pre-study to determine the 

effects of the intended migration on their employees, customers and infrastructures. 

 

Literature Gap on IP migration study 
 

Extensive literature review on IP migration study, internet protocol migration from IPV4 to 

IPV6, revealed that there is significant gap in research works regarding the factors affecting 

the decision of network experts(those who are in charge of making network technology 

adoption or migration decision) whether to recommend an adoption of the new internet 

protocol, called IPv6. There is also a big gap in the internet protocol adoption literatures 

regarding how a decision to adopt or employ a new network technology should be or can be 

made in different organizations in effective way, and what are the factors affecting decision of 

technology Experts, those in charge of making a migration or adoption of new network 

technology decision. In general, the review indicated that more research has been done 

concerning mainly technical benefits of the new protocol and technical weaknesses of the 

existing internet protocol. Almost equally critical issues, such as organizational aspect of IP 

migration/adoption process (decision making process in order to employ this new protocol 

and its impact) has been taken for granted.  Research work on such aspects of IP migration 

process would help organizations to make their decision to adopt or migrate to IPv6 with less 

pressure and higher ease. In addition, infrastructure vendors also get the nothing of where 

they should give much emphasis and in which functionality of the equipment or service once 

they know organizational decision making process to adopt the new IP.    

 

Part 2 
 

A review of organization’s adoption of IPv6 
 

As mentioned in the above sections, the focus of this study is to analyze the factors 

affecting the decision of network experts‟ decision whether to recommend IP migration, from 

the existing on to the new protocol, IPv6. Besides providing a detailed account on 

organizational IPV6 adoption, it is the interest of this study to highlight organizational 

decision making and how organizations adopt change since a decision by network experts 

whether to recommend IP migration or not directly affects organizations decision whether to 

deploy IPv6 in its network environment. The matter of fact is that, as of today, there is no 

coherent theory that explains everything about internet protocol migration decision making in 

organizations, but there are quite a number of views among different researchers about 

organizational decision making. Some of them believe that organizations‟ technology 

adoption decision is accompanied by uncertainties, haphazard and full of ambiguities while 

others believe that organizational decision is based on rational thinking and optimality (Cohen 
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et al, 1972; Isenberg, 1984; Mintzberg et al, 1976). A meticulous review of literature on 

organizational decision revealed that there exist several schools of thoughts and disciplines 

used in the study of organizational decision making. Moreover, scholars, researchers, and 

practitioners basically differ in their concepts, approaches, methods, and applications or 

organizational decision making (Mintzberg et al, 1976, P.68). 
 

According to lease (2005), the literature of organizations decision making can be 

categorized in to 2: the first one is organizations decision theory, and the second one is 

behavioral decision theory. Though there are major differences between these theories, some 

cross pollination between them exists. Some of the early organizations‟ decision making 

studies portray that organizational decision making is generally rational and is subject to 

cognitive constraints of the decision maker (Tversky & Kahneman, 1974 sited in Lease, 

2005). According to these studies, organizations‟ decision to adopt a new technology/ or inn 

ovation is highly influenced or determined by how „‟individuals treat preferences, 

expectations, and perceptions‟‟ (P.69). 
 

On the other hand, behavioral decision theory presents individuals behavior in organization 

as a prime factor for organizations decision. The theory borrows some concepts from 

organizational decision theory and some other speculative ideas; it doesn‟t stand on its own 

right, it rather floats between concepts taken from organizational decision theory and some 

other unproven speculative concepts (Lease, 2005). In behavioral decision theory, there are 

some models, such as rational model, which present that organizational decision as a process 

where decision is made by analyzing the alternatives based on their future consequence 

(Tversky & Kahneman, 1974). Lease concludes that the early of decision process both at 

individuals or organization level is some sort of explanation that decision is based on „‟willful 

human action‟‟ (p.69).  
 

Modern organizations‟ decision making studies somehow relate to early studies in a way 

that some underlining concept relate in some way. For instance, both theories agree that 

human „‟willful action‟‟ is a baseline for decision making. However, making organizational 

decision is not an easy single process that can be made instantaneously; it rather includes 

several complex processes. Some researchers, for instance, describe technology adoption 

decision as a process that include the following series of steps: awareness of the technology 

by decision makers as a potential solution for the problem at hand or as a potential candidate 

for the intended improvement,  evaluation of the proposed technology based on the context of 

the intended organizational setup,  then, based on evaluation result, using the technology, and 

finally, institutionalization will be performed(Ettlie & Vallenga, 1979).  

 

Some researchers put a decision to recommend new technologies as a unit part of 

organizational technology adoption process; the process includes: awareness of the 

technology, perception of the innovation, decision whether to recommend or not to 

recommend the technology, implementation of the innovation, and finally, confirmation of the 

decision(Everett M. Rogers ,2003). A decision whether to recommend or not to recommend a 

new technology can be influenced by several factors; the following sections describe different 

factors that influence the decision to recommend a new technology and its relative 

consequence.  
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Organizational change as a factor for technology adoption 

 

Change in organizations affects different elements of organizations, such as: Individuals, 

Group and business. These elements play a major role in determining whether to adopt a new 

technology that the organization is planning to adopt it (Pildush, 2008).  For the sake of 

clarity, the presentation of how the change in the organization influences the adoption of 

innovation in the organization is presented in the following sections from the following 

perspectives:  Individuals, Group, Business and the organization itself.  

 

Individual’s perspective 
 

One of the characteristics of a successful change in organizations is maintaining a good 

employee-organization relationship, which in turn influences the adoption of innovation 

(Kimberly and Evanisko, 1981). The type of relationship or the degree of commitment that 

the employees have with their organizations significantly affects their technology adoption 

behavior. Apparently commitment of individuals to their organizations can be greatly affected 

by the change underway.  A recent Study by Armenakis and Bedian (1999) categorizes 

individuals‟ commitment to their organization in 3 broad categories:1, Compliance 2, 

Identification and 3,  Internalization.  

 

Compliance is defined as employee‟s accordance with their respective organizations rules, 

policies and structure. On the other hand, identification commitment shows employee‟s total 

attachment and devotion to the organization where they are working.  Internalization is 

relatively loose kind of relationship that the employee simply accepts and accord to inherent 

values in a change. Based on above description about individual‟s commitment to their 

organizations, it is possible to propose that the type of relationship that the employees develop 

during the change process is key for technology adoption in the organization. For instance, if 

individual employees remain skeptic and uneasy about the change underway, and develop 

Internalization type of commitment to their organizations it is possible that they may 

intentionally manipulate the decision to adopt a certain technology adoption (Hage and 

Dewear, 1973). In addition, Breu and Benwell (1999), describe that effect of change on 

individuals affect innovation adoption process. They categorized   throughout the change 

process. They categorized the effect of change in 5 categories: 1-Disintegration stage.2- 

Euphoria stage.  3- Crisis stage. 4- Development stage and.5-Redefinition stage.  

 

Disintegration stage- it is defined as a stage when the organization is in a clueless 

atmosphere with substantial amount of profit loss and progressive deterioration.  When this 

situation is noticed by employees it could trigger their interest to recommend organizational 

technology or innovation adoption that can alleviate the problem. The euphoria stage is the 

second category, which is defined as a stage that makes the individuals happy and encourages 

them to show their best efforts in decision making process, encourages the adoption of new 

technology because this stage motivates individuals to come up with a new solution. The third 

stage is called crisis stage; this stage is characterized by individual‟s feeling of insecurities 

about their future due to the change that makes the process, which they are familiar with, 

obsolete. While encouraging adoption by making individuals make their best efforts towards 

new knowledge, it can also influence the adoption in a negative way. The fourth one is 

developmental stage. The stage is characterized by the recognition of individual‟s potential 

that leads to redefinition and realization of change. The last stage is called redefinition, 

conforms the individual commitment while aiding the organization (Pildush, 2008, p.73).   
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Organizational perspective 

 

Coordination and integration in a changing organizational environment is also essential to 

organizational technology adoption behavior. Change in organizations creates tensions 

between integration and differentiation of components in the organization, hence leading to 

chaos. The resulting influence of this change could be a negative influence on organizational 

technology adoption behavior; it could lead away from intended solution to various 

possibilities (Carr et al, 2004). On the other hand, operating under this circumstance might 

bring new structure, product, environment…etc. that might promote technology adoption 

decision. 

Business perspective 

 

It is natural for any organizational change, be it merger, accusation or a simple change 

(Pildush, 2008) to put influence on organization‟s business activity. When change inside and 

outside of organizations occurs, it affects the technology adoption behavior of organizations. 

For instance, economic shift of local and global market shape the adoption behavior of a 

certain organization (p.77).  

Group perspective 

 

As individuals influence organizational change process, group, which is individual‟s 

collection, also puts its finger print in organizational technology adoption behavior. The form 

and capacity of groups in the organization determines or influence the decision of 

organization whether to employ a certain technology or not (Higgs and Ronald, 2000). Form 

indicates the strength of cohesive force that holds individuals together in a group based on 

mutual understanding, sharing, learning from each other, which is essential for adoption of 

new technology in organizations (p.77).  

 

Different theories and approaches that describe various factors affecting 

technology adoption decision in organizations 

 

Diffusion of innovation theory 

 

Hovav et al (2004) describes how an innovation of technology puts its feet in to 

organizations environment and what factors determine or affect its implementation. Their 

theory states that diffusion of innovation is a social process of communication that potential 

adopters become aware of the innovation and are influenced to adopt through time. Hence, 

decisive factors are time and awareness of the new technology. Economics literatures have 

also developed another perspective to factors affecting the adoption of innovation/technology 

in the organization; is based on the concept of economics of standards, which says „„there are 

increasing returns to adoption for a potential adopter to the extent that others in the 

community of Potential adopters also adopt the innovation.‟‟ (p. 469). Examining these two 

perspectives would provide a factor that influence adoption of innovation, which is the extent 

of technology adoption by potential adopters. 
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Economics theory of technology adoption 
 

The economic perspective suggests that the return of innovation/technology adoption 

would be determined by the amount of adopters of a given innovation. This means that, as the 

number of adopters grow, return of innovation adoption also grows (Hovav et al, 2004). 

According to Katz and Shapiro, (1986, cited in Hovav et al, 2004) that as the number of 

adopters grow, there will be: 

 Positive network externalities among adopters  

 Learning from each other 

 Cost of the technology decreases, while the amount of expertise increases  

 Room for other technological infrastructure innovation 

Hovav also listed the factors, which are identified by economists, affecting the adoption of 

innovation when there is: 

 Prior technology drag- when prior technology hinder a smooth adoption of new 

technology(innovation) 

 When adoption requires huge initial investment that cannot be tolerated if there is less 

return, minimum loss or no return due to the possibility of limited number of adopters 

of the innovation.  

 Presence of sponsorship 

 Expectation of the adopters, when they expect there will be a lot of adopters of certain 

innovation would help decide to adopt innovation.   

 

Various works on Technology Adoption 

 
Several research works and theories have defined technology adoption decision process 

and identified the factors influencing the decision of individuals who are in charge of making 

a decision whether to recommend an IT technology to his/her organizations or not to 

recommend at all. As per these studies, the proposed technology‟s capability to meet 

organizational requirement and organizational capability are core factors affecting the 

decision of individuals whether to recommend IT technology or not (Duxbury et al, 2002; 

Grover, Khazanchi, 2005; Lai & Guynes, 1997; Dasguptaet al, 1999). In addition, other 

researchers also identified the following factors as essential in influencing the decision to 

adopt a certain new technology in organizations, such as: the characteristics of a new 

technology, organizational requirements, organization‟s environment, security of the new 

technology, reliability, organizational needs, ease of use, function-effectiveness(Roberts and 

Pick, 2004; Quantz, 1984; Putnam, 1987; Bergstrom, 1987).  
 

A recent study by Rogers (2003) depicts that studies and the drawn models on IT 

technology adoption decision are based on theories of social psychology and innovation 

adoption. There is a common underlying concept, called perceptions of a new technology, 

which has been added as independent variables for these models and gave them alike 

structure. Including Rogers, several researchers agree that attitude is a precursor for adopting 

a new technology since it is formed based on decision maker‟s perceptions of the 

technology‟s specific use (Everett M. Rogers, 2003; Ajzen & Fishbein, 1980; Fishbein & 

Ajzen, 1975; Otway and Haastrup, 1989). Young (1972), also stated that attitude towards a 

certain technology can be used to whether to employ it or not to employ; attitudes can be used 

this way because it is more stable and created in steps. 
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Summary of theories and approaches governing the adoption decision of 

innovation/technology in organizations 

 

Adoption of Innovation in organizations can be influenced by various factors. Different 

researchers have described how innovation or technology can be adopted and the factors 

influencing its adoption decision.  It is customary that organizational change of any size, 

magnitude and structure puts its imprint on its elements: individuals, groups and even on 

organization itself. According to Pildush (2008), change can be triggered by various factors 

from within and outside of the organization, such as: process, content, time, equilibrium... etc.  

Induced by factors (such as: political change, change in organizations settings, administration, 

research findings, technological advancement, organizations need, and business process 

change), change in organizations can be a factor for innovation/technology adoption decision.  

 

For different entities in the organization, change calls for different challenges, which in 

turn influence the adoption of innovation. Since individuals, groups and the organization itself 

are intertwined concepts, effects on one element influences the overall performance. On the 

other hand, diffusion theory of innovation suggests that adoption of innovation is a social 

communication process that innovation/ technology adoption depends on the awareness of its 

benefits; the factors, according to diffusion theory, are time and the awareness. Some 

economics literatures, such as the work done by Farrel and Saloner (1987), Katz and Shapiro 

(1986), and Rosenburg(1982) also give alternative view on classical diffusion theory, which 

complements the idea of diffusion theory. In addition to the factors, already mentioned in 

diffusion theory, economics literatures add the following points as a major factor influencing 

adoption of innovation in a certain organizational environment, such as:  Positive network 

externalities, learning trend, Cost of accusation, need, technology drag, sponsorship, and 

expectation. 

Organizational adoption of IPV6 

 

According to Hovav et al(2004), traditionally adopters of new technologies are categorized 

as „Leaders‟, „Initial adopters‟, „Late adopters‟ and „Lagers‟ based on when they adopt the 

technology.  Each group has its distinct features that determine change process; the features 

are: culture, complexity, compatibility, initial cost, drag, inertia, maturation. Drawing up on 

these underlining concepts, Hovav made distinctions among different ISPs based on IPv6 

adoption timing.  Table 6 shows the distinctions among ISPs in terms of IPV6 adoption 

through time.  

 

Organizational IPv6 adoption trend differs from internet service providers‟ (ISPs) adoption 

practice due to difference in nature of undertakings and operation between ISP‟s environment 

and business organizations. Hence, the research work done under ISP environment setting 

cannot fully represent other type of organizations engaged in different business activities. For 

instance, the nature of business and organizational environment of VOLVO AB, where this 

study is conducted, is quite different from ISP environment. However, since there exist some 

similarities between ISPs and business organizations in terms of: organizational settings- as 

ISPs provide services to their customers, big organizations also have similar structure that 

they provide services to different branches scattered across different geography. Even though 

the type of undertakings basically varies, there is some overlap regarding their business 

operation. Due to the aforementioned reasons and extant literatures on organizational IP 

migration to IPv6, the researcher decided to draw some context from the study done for ISPs 
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and use it in this research work. Table 6, in the next section summarizes the aspect of ISPs 

and their respective adoptions behavior.  

 

Table 7 Characteristics of IPv6 adopting ISPs 

Characteristics 

of 

the adopting 

ISP 

Leaders Early adopters Later 

adopters 

Laggards 

Barrier to adopt 

- 

Culture 

Adaptive and 

creative 

Company. 

Barriers to 

change are 

relatively low. 

Barrier to adopt 

is high 

but the culture is 

of 

change and 

innovation 

Barrier to 

adopt is 

low but the 

culture 

does not 

support 

quick 

adoptions and 

change 

Barriers to adopt 

are high. 

Culture does not 

support 

change 

Compatibility No need for long 

term 

backwards 

support 

Need for some 

backward 

support 

Need for 

support of 

both Ipv4 and 

v6 

Need to continue 

support of 

Ipv4 

Complexity Available skills 

and R&D 

capabilities 

Available skill. 

Technology is 

acquired 

externally 

Skills and 

technology 

can be 

obtained 

No available 

skills increase 

the complexity 

of 

installation and 

management 

Cost to convert High Medium Medium Low 

Crisis Major impact I  Impact Some impact No impact 

Drag Low  Medium Medium High 

Existing sunk 

cost 

High  High High High 

Inertia Low  Medium Medium High 

Maturation Create early 

prototype 

Trials with new 

technology 

Wait until 

standard 

is establish 

Will only adopt 

fully 

mature 

technology 

Network 

Externalities 

Partnerships with 

H/W 

and S/W 

suppliers and 

standard setting 

consortium 

Cooperation 

with H/W 

and S/W 

suppliers 

Minimal 

networking 

None 

Observablity – 

the ability to 

observe the 

benefits 

Significant factor  Important factor Minor factor Not a factor 

Relative 

Advantage 

Creating 

competitive 

advantage 

Following 

industry 

leader 

Survival Niche market. 

Ipv6 does not 

provide an 

advantage 

Sponsorship Major High  Medium None 
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governmental 

involvement 

Technical 

features 

align with 

market 

trends 

Market driver  Highly aligned Some 

alignment  

 

Market is not 

interested in 

the technical 

features 

provided 

Technological 

interrelatedness 

No interrelated 

tools are 

Available. Need 

to 

develop them 

Few interrelated 

tools 

are available 

Interrelated 

tools 

are available 

Current tools are 

completely 

interrelated with 

Ipv6 

The need for 

supply of new 

IP 

addresses 

Supply << 

demand 

Supply < 

demand 

Supply = 

demand 

No current 

demand for new 

IP addresses 

Trialability- the 

ability to pilot 

test 

Significant factor  Important factor Minor factor Not a factor 

Concept adopted from „„INTERNET TECHNOLOGY DIFFUSION: ADOPTION OF IPV6‟‟ 

by Hovav.et al 2001, Global Co-Operation in the New Millennium the 9th European 

Conference on Information Systems Bled, Slovenia, p.470-472. 

 

The leaders 
 

Leaders are characterized by their culture of innovation, creativity and change. These 

companies have advantages of getting the right support from frontier network technology 

producers, such as Juniper, Cisco…etc. (Hovav et al, 2004, p.471). Besides having support 

from these big networking equipment producer companies, leaders are also motivated by 

different factors such as absence of compatibility issues with deployment of IPv6 adoption in 

their networks before anyone does it. They also have highly skilled work force and research 

and development team backing the adoption process. Early adoption of IPv6 by leader ISPs is 

not Marley motivated by technical factors which are mentioned here, but also motivated by 

business related factors such as: the thought of IPv6 as a means to gain competitive 

advantages over others.  Even though these ISPs are optimist about the early adoption, they 

are faced with some challenges, such as: high cost of conversion, high risk of failure, 

existence of sunk cost (P.472).    

Early adopters 
 

Early IPV6 adopters differ from leaders in many ways, but their difference is mainly based 

on their characteristics. As with leaders, early adopters also have high change and innovation 

culture and skilled work force but the hindrance for adoption is significantly high. Even 

though they take initiative to adopt IPV6 early, unlike leaders, they need some backward 

support for IPV4. Cost of conversion is relatively medium because, relative to leaders, the 

abundance of network infrastructures required to implement IPV6 are available, hence 

reduces cost. Unlike leaders, early adopters see the adoption of IPV6 as an important 

undertaking that keeps them follows industry leaders.  As with other groups, the adoption is 

mainly motivated by IP address depletion.  
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Late adopters 
 

Late adopters are characterized by their strong culture that prohibits adoption of 

technology and change in the organization at large. Unlike the previous two, late adopters are 

pushed by the need itself to adopt IPV6, after almost all competitors have adopted the 

technology. Survival is the biggest target of interest for these kinds of organizations when 

there is strong need to support both protocols, IPV4&IPV6. Since the technology is tried and 

tested in different cases, the degree of risk of failure or crisis is minimal. In addition, the 

existences of other tools or technologies, which are similar to IPV6, are also another 

hindrance mechanism in the adoption practice. For instance, in the current context, the 

existence of different methods and techniques, such as use of IPSec extensions in IPV4, 

Multi-protocol label switching(MPLS), differentiated services(DS),Network address 

translation(NAT) (Blanchet, 2006)  in a certain organization that remedies IPV4 weaknesses 

are among those factors that hinder IPV6 adoption.   

 

Lagers 
 

Lagers are characterized by their strong resistant culture for adoption of innovation and 

change. One of the distinctive features of such organizations is its total dependence on fully 

implemented and properly maintained IPV4 protocol. Every organizational requirement, 

including IP address requirement, quality of service, security and mobility are adequately 

provided with IPV4, while maintaining high level of functionality. Their work force is trained 

on only IPV4; there is no IPV6 work force. In general, there is no significant factor that forces 

them to adopt the protocol while others are massively investing in the adoption process.  

 

Literature Gap on adoption of IPV6 

 
Extensive literature review on organizational technology adoption, including IT 

technology, has revealed that there is scarcity of research work focusing on factors affecting 

the decision of organizational Network technology adoption decision maker‟s decision 

whether to recommend IPv6 adoption (or a migration to IPV6) or not. There are several 

research works on adoption of new technologies or innovations in the organization, factors 

influencing technology adoption, change theory, change triggers, impacts of change, and 

IPV6 adoption trend in different ISPs (Murphy, 2006; Huy, 2001;Hovav et al, 2004; Fichman 

et al, 1993; Katz et al, 1986; Leonard-Barton et al, 1988; Rogers, E.M. 1983; Van de Ven, 

1993; Hazard and Wurman, 2007) Researchers, such as (Murphy, 2006; Huy, 2001). 

However, none of these literatures have pointed out or described the factors affecting the 

decision of network experts to recommend the adoption of IPv6 to their organizations. 

Research direction 

 
As shown in previous sections, making a decision in organizations regarding technology 

adoption or migration can be very complicated; the process can be even more complicated when 

dealing with new IP adoption in organizations settings. The very nature of IP is the reason for its 

adoption complication.  IP is the main protocol responsible for packet routing, hence plays a 

major role in data communication. Besides, Internet protocol (IP) features, such as:  capabilities, 

structures, and the current adoption trend can make the decision to recommend or not to 

recommend a new IP or a migration from IPv4 to IPv6, even more difficult.  Therefore, research 
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work on identifying the factors that influence a Network experts decision to recommend or not to 

recommend IP migration from IPv4 to IPv6 could help to determine the current IPv6 adoption 

trend in organizations and what aspect of IPv6 features are playing a prime role in influencing the 

decision to recommend an IPv6 adoption in organizations.  

3. METHODOLOGY 
 

In this chapter, the research purpose, method and study design are described. The study 

took place in a Swedish company which manufactures trucks, buses, construction equipment, 

drive systems for marine industrial applications, aerospace components, financing and 

services, called Volvo group. The Group has about 100,000 employees and production 

facilities in 20 countries; it also has sales in more than 190 markets 

(http://www.volvogroup.com). This study is mainly conducted at Volvo IT, which is a global 

company and part of the Volvo Group, whose responsibility is to provide IT support for 

Volvo group as well as other large industrial companies. Currently, Volvo IT is getting ready 

for the future Change in the Internet technology, and this study is part of it.  

 

Research Paradigm  
 

Research paradigm represents philosophical point of view which guides collection and 

analysis of data about a certain phenomenon of interest. It guides selection of research 

methodology for gaining knowledge, beliefs about the nature of reality (ontology) and the 

theory of knowledge (Epistemology) (Popkewitz et al, 1979).  In other words, research 

paradigm represent the way a certain entity of interest is viewed, understood and interpreted.  

Generally, there are two kinds of research paradigms, called positivism and Interpretive 

paradigms (Creswell, 2003).  

 

Positivism  
 

Epistemological position of positivism seeks to explain the nature of reality based on 

independent empirical facts governed by laws of cause and effect. Positivism presents 

research work as a series of undertakings which include conducting logical deduction, 

empirical observation, and combining them together in order to produce or discover 

probabilistic cause and effect pattern, or it seeks to obtain law like generalization (Neuman, 

2011). On the other hand, ontological position of positivist research paradigm regards reality 

as already existed construct but requiring application of scientific methodologies (Bassey, 

1995). According to this paradigm, reality is stable and „out there‟ and can be observed and 

described with an application of scientific procedure, unbiased and value free.  Positivist 

research is generally based on quantitative methods where numerical data gathered and 

analyzed by using statistics.  

 

Interpretive 
 

On the other hand, interpretivist paradigm opposes the presentation of reality as it already 

exists. As described in Positivist paradigm; it rather presents reality as something constructed 

and experienced by actors rather than already existed. Interpretivists believe that 

interpretation of reality may vary or they can have different interpretations that can be 

http://www.volvogroup.com/
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considered as valid scientific knowledge. However, their validity depends on the application 

of rigorous scientific procedures. According to Farzanfar, (2005), unlike positivist paradigm, 

which seeks to generalize a point of inquiry to the general population, interpretivist paradigm 

sole purpose is to understand or study a particular phenomenon of interest. Unlike positivists, 

Interpretivists study the phenomena under its natural environment without manipulating and 

altering its condition (Ulin, 2004). Knowledge will be created through interaction of 

researcher and researched. It is qualitative in nature and includes hermeneutical and 

dialectical procedures for knowledge generation.     

Research in Informatics 
 

As the domain of informatics research spans through technological, organizational, 

psychological, managerial, engineering and psychological aspects, it involves researches 

based on both positivist and interpretive paradigms (M.R. de villeiers, 2005). Extensive 

analysis of IS journals has indicated that substantial amount of research works in IS discipline 

are based on both positivist and interpretive paradigms. Even though it is not the intention of 

this study to show why studies in IS do not take a monolithic form, a highlight is given 

through pictorial demonstration and brief explanation as to why research in IS falls in both 

domain. 

      

 

Figure 7 Research methods on a positivist Interpretivist axis (Villeiers, 2005) 

 

               The picture clearly shows that researches which are tending to be either qualitative 

or quantitative might fall in an overlap regardless of the paradigm they seek to employ. The 

prime reason why IS research falls in both domains is because IS research includes different 

disciplines with different methods.  

 

Motivation for using Positivist approach 
 

This research work is based on the positivist approach for conducting a research. The 

choice is based on considerations of various critical concepts that enhance the validity of 

findings. Since this study is done from the perspective of business informatics, whose focus is 
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developing solutions for business problems, the output or the result of this study should bring 

a solution that meets the requirement of today‟s business environment. Due to unpredictable 

dynamics of today‟s business environment, organizations are always faced with uncertainties, 

which are requiring them to be extra careful and get prepared for future circumstances. Due to 

these reasons, research works based on the actual reality and standard procedures are 

favorable for today‟s business environment, so that findings of which can be repeatable 

verified and trusted. Result of studies which are based on positivist approach are testable, 

open for verification, confirmed or falsified by applying empirical observation of 

reality(Hacking, 1981).  
 

Methodology 

 

Schulze (2003) stated that no single research methodology is ideal for studying research 

problems; each has its pros and cons. Therefore, the choice of methodology to be used in a 

research should be based on a particular paradigm the research is based on. The researcher of 

this study used positivist approach in carefully crafted manner while using a combination of 

survey and literature study. 

         

Research Design  
 

Research design describes the purpose of the research, the research questions underlying the 
effort of this research work, hypothesis to be tasted, research population, and data collection. 

 

Research purpose  
 

The purpose of this study is to examine the major factors influencing the decision of 

network technology adoption decision makers whether to recommend IPv6 adoption or not. 

Since there isn‟t enough study or research work devoted on examining factors influencing the 

decision of network technology decision makers whether to recommend IPv6 adoption or not, 

findings of this study help organizations to make an informed decision by identifying factors 

that affect the decision of network technology adoption decision makers whether to 

recommend a migration of IP, from IPv4 to IPv6. 

 

The decision to migrate from the current internet protocol, IPV4, to the next generation 

internet protocol, IPv6, has a significant impact on organization‟s overall function (Blanchet, 

2006). Nevertheless, little has been done on the factors that affect the decision of the 

organization to pursue IP migration. For the sake of setting a background for IP migration, 

technology adoption or migration studies are discussed. Several studies describe the process 

of technology adoption or migration of technology from the existing version to the next 

version. But this study is only interested on the technology adoption triggers or factors 

affecting the adoption of new technology.   

 

Technology change or adoption of new technologies can be triggered by forces within or 

outside of the organization; these forces can be thought of as factors. Researchers of 

organizational innovation adoption process have proposed various factors to be factors 

affecting the adoption of innovation in organizations. A study by Chau and Tam (2000) 

portrays that the following studies on IT innovation adoption, such as: Moore and Benbasat 

(1991) and Ramamurthy and Premkumar(1995) have based their studies on Roger‟s diffusion 
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of innovation theory (DOI) and identified 5 attributes of innovation that influence its 

diffusion; the attributes are: relative advantage, compatibility, complexity, observablity, and 

trialability. Tornatzky and klein conducted a meta-analysis on various works about 

technology/innovation adoption in organizations and came up with three attributes that 

characterize innovation adoption, such as: compatibility, complexity and relative advantage 

(Tornatzky and klein, 1982 cited in Chau and Tam 2000, p.230).  Despite the success of DOI 

theory in providing explanation regarding the cause or trigger of technology/innovation 

diffusion in some fields, it faced criticisms from researchers in the field of IT, such as Prescott 

and Conger (1995). They argued that diffusion of innovation theory is not perfectly suited to 

explain how technology diffusion occurs in the field of IT.    

 

There is also another school of thought that seeks to explain how technology diffusion 

occurs in the organization; it is called technology Push and need pull (TP-NP) model. The 

concept is introduced by Schon as the underlying motivation and driving force behind the 

innovation and adoption of new technologies (Chau and Tam, 2000). TP concept suggests that 

technology diffusion will be triggered by the recognition of its capability to enhance the 

existing service. On the other hand, NP concept proposes that user needs are the essential 

factors for technology adoption (Meyers and Marquies, 1969). A recent study by Jianyuzhang 

et al (2008) also acknowledged the existence of this model and described that TP has minor 

role in the adoption of innovation relative to NP.  The unifying work, perhaps more relevant 

one, is done by Munro and Noori, which states that both NP and TP contributed to the 

adoption of new technology. By merging both models, they came up with three drivers for the 

adoption of new technology: „„the recognition if a promising new technology, a performance 

gap and the motivating forces of both ‟‟ (Munro and Noori, 1988 cited in Chau and Tam, 

2000, p. 231).   

 

The adoption of new technologies have been studied by several researchers in different 

fields, even though these studies provide some bases for this research effort, this study is 

mainly based on findings of the following research works: Dewar and Dutton(1986), 

Damanpour (1987), Bannister(1993), Chau and Tam(2000). These studies served springboard 

role to my study by laying a foundation for the adoption of new Information technology, or a 

transition of technology from one version to another one, in organizations. Drawing up on the 

aforementioned extant literatures and using a combined innovation diffusion model proposed 

by Munro and Noori (1986), this study examines the factors that affect the decision of 

organizational network technology decision makers whether to recommend or demand a 

migration/transition from the existing IP, IPv4, to the next generation IP, IPv6. The study 

specifically examines how Network/IT technology decision maker‟s perception of IP 

addresses, Security, cost effectiveness, quality of service, and mobility affect their willingness 

to recommend or demand Internet protocol migration (from IPV4 to IPV6).  

 

Research questions 
 

After conducting serious of individual interview with some core Volvo employees in the 

networking department and a very meticulous literature review on the subject matter, the 

researchers identified the following potential factors that might affect network technician‟s 

decision whether to recommend an IP migration, from IPv4 to IPv6, to their organizations. 

The factors are: Demand for quality of service, address space depletion, needs for high 

security, cost effectiveness, demand for mobility, and requirement for device auto 

configuration. Based on the literatures mentioned above and further development of relevant 
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concepts, this study examined the following research questions. Each of the following 

questions measured the corresponding aspect of network technician‟s perception about 

internet protocol 6 (IPv6) and the following factors, which are extracted from different 

literatures, such as quality of service, IP address abundance, strong security, cost 

effectiveness, mobility and device auto configuration of IPV6.  

 

Question 1: What relationship does exist between organizational network technician‟s 

decision to recommend IP migration (from IPV4 to IPV6) and his/her perception of IPV6‟s 

quality of service? 

 

Question 2: What relationship does exist between organizational network technician‟s 

decision to recommend IP migration (from IPV4 to IPV6) and his/her perception of IPV6‟s IP 

address abundance? 

 

Question 3: What relationship does exist between organizational network technician‟s 

decision to recommend IP migration (from IPV4 to IPV6) and his/her perception of IPV6‟s 

strong security? 

 

Question 4: What relationship does exist between organizational network technician‟s 

decision to recommend IP migration (from IPV4 to IPV6) and his/her perception of IPV6‟s 

cost effectiveness? 

 

Question 5: What relationship does exist between organizational network technician‟s 

decision to recommend IP migration (from IPV4 to IPV6) and his/her perception of IPV6‟s 

mobility? 

Question 6: What relationship does exist between organizational network technician‟s 

decision to recommend IP migration (from IPV4 to IPV6) and his/her perception of IPV6‟s 

device auto configuration? 

 

Research Hypothesis 
 
 

Based on the research questions formulated above, this study tasted the following null 

hypothesis.  

 

Table 8 Research Hypothesis 

 

 

 

Hypothesis1 

H01NULL: Organizational network expert‟s decision to recommend IP 

migration (from IPV4 to IPV6) is independent of his/her perception of 

IPV6 protocol‟s quality of service. 

HA1 ALTERNATE: Organizational network expert‟s decision to recommend 

IP migration (from IPV4 to IPV6) is dependent of his/her perception 

of IPV6 protocol‟s quality of service. 

 

 

 

Hypothesis2 

H02NULL: Organizational network expert‟s decision to recommend IP 

migration (from IPV4 to IPV6) is independent of his/her perception of 

IPV4protocol‟s IP address depletion. 

HA2 ALTERNATE: Organizational network expert‟s decision to recommend 

IP migration (from IPV4 to IPV6) is dependent of his/her perception 

of IPV4 protocol‟s IP address depletion. 

 H03NULL: Organizational network expert‟s decision to recommend IP 
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Hypothesis3 

migration (from IPV4 to IPV6) is independent of his/her perception of 

IPV6 protocol‟s strong security. 

HA3 ALTERNATE: Organizational network technician‟s decision to 

recommend IP migration (from IPV4 to IPV6) is dependent of his/her 

perception of IPV6 protocol‟s strong security? 

 

 

 

Hypothesis4 

H04NULL: Organizational network expert‟s decision to recommend IP 

migration (from IPV4 to IPV6) is independent of his/her perception of 

IPV6 protocol‟s cost effectiveness 

HA4 ALTERNATE: Organizational network expert‟s decision to recommend 

IP migration (from IPV4 to IPV6) is dependent of his/her perception 

of IPV6 protocol‟s cost effectiveness. 

 

 

 

Hypothesis5 

 

H05NULL: Organizational network expert‟s decision to recommend IP 

migration (from IPV4 to IPV6) is independent of his/her perception of 

IPV6 protocol‟s mobility. 

HA5 ALTERNATE: Organizational network expert‟s decision to recommend 

IP migration (from IPV4 to IPV6) is dependent of his/her perception 

of IPV6 protocol‟s mobility. 

 

 

 

Hypothesis6 

H06NULL: Organizational network expert‟s decision to recommend IP 

migration (from IPV4 to IPV6) is independent of his/her perception of 

IPV6 protocol‟s device auto configuration. 

HA6 ALTERNATE: Organizational network expert‟s decision to recommend 

IP migration (from IPV4 to IPV6) is dependent of his/her perception 

of IPV6 protocol‟s device auto configuration. 

 

Variables 
 

The following variables are used in the study: Network expert‟s perceived demand for 

quality of service, IP addresses, need for strong security, cost effectiveness, demand for 

mobility, requirement for device auto configuration and their willingness to recommend 

Internet protocol migration. These factors are perceived as main factors affecting technology 

adoption in organizations (Gallivan, 2001; Putnam, 1987; Peng, 2006; Blanchet, 2006; Ettlie, 

2000, 1986; Silverberg et al, 1988). For the sake of explanation, the above variables are 

presented accordingly.  

 

Demand for quality of service.  A variable devised to measure network experts attitude that 

his organization needs a robust quality of service mechanism, a mechanism that ensures 

provision of required service on demand. Question number 1 &2 measured it.  

 

IP address Abundance: This independent variable measured network technician‟s perception 

of IPv6 address abundance and the relative IPv4 address depletion. Question number 3, 4, 5, 6 

and 7 measured this variable.  

 

Need for strong security.  This independent variable measured network expert‟s attitude 

towards having highly secured communication protocol. Question number 8&9 measured it.  

 

Cost effectiveness. This independent variable measured network expert‟s perception of IPv6 

cost relative to its benefit. Cost effectiveness of IPV6 was measured through the use of 

different parameters, such as the amount of time it takes to configure, run and maintain the 
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network running IPV6. The measure also considered the amount of error that will be 

eliminated and the corresponding advantage that can be enjoyed because of it. Question 

number 10, 11, and 12 measured it. 

 

Mobility This independent variable measured network technician‟s perception of IPv6 

mobility that in turn makes them recommend an IP migration to IPV6. Mobility is enhanced 

in IPv6 through efficiently designed address structure hierarchy and extremely huge IP 

address pool...etc.    Question number 13&14 measured this. 

 

Auto-configuration:  This independent variable was network technician‟s perception of 

IPv6 auto configuration capability in order for easing network and device configuration. 

Question number 15 &16 measured that.    

 

Target population 
 

The population for this study was VOLVO AB, a Swedish car manufacturing company, 

networking department employees (network engineers, system analysis‟s and network 

experts) who volunteered to participate in this study. The assumption was made that a 

response from this employees is a representative of networking professionals working in other 

companies with similar scope and structure. Sampling included 158 networking professional 

who are working for VOVLO AB, throughout the world.  

 

Sampling  
 

When sampling was done, randomness of the sample wasn‟t an issue because each member 

of the sample was selected based on his/her qualifications all of them were included in the 

study. The researcher emailed an invitation together with a link to the survey to all selected 

networking professionals who are on office communicator directory listing to participate on 

the survey. The survey was hosted on online survey management tool, called Question Pro 

(www.questionpro.com) which is available online. Responses from participants were 

anonymous and one response per respondent limit was set. Nonetheless participants were 

allowed to complete the survey in several log in, no restrictions were made regarding the 

number of participant log in.  After the survey was completed by the minimum required 

number of respondents, that is 130 respondents, the survey response was directly exported 

from question pro to SPSS20, a statistical package for social science, version 20, for 

analyzing the survey response. Before conducting further analysis procedure, survey item 

reliability test known as Cronbach‟s alpha test was done and yielded a score of. 804.The 

content of survey questions is presented in Appendix 1. It  consist 18 items which are 

designed to gauge the identified factors proposed as main factors affecting the decision of 

network expert‟s decision to recommend IP migration, from IPv4 to IPv6. 

 

The items are organized into 6parts since the identified factors are 6. Part 1, consists item 

number 1&2 and measured Network expert‟s attitude towards having a quality of service in 

their IP. Part 2, consists item number: 3, 4, 5, 6 and 7 and measured Network expert‟s 

perception of IPv6 address abundance and the need of address space. Part 3, Consists item 

number 8 & 9 and measured the perception of network technicians that his organization needs 

a network protocol that is more secured. Part 4, consists item number 10, 11, 12 and gauged 

network expert‟s attitudes toward the cost-effectiveness of IPv6. Part 5, consists item number 

13&14 and gauged network expert‟s attitudes toward mobility support of IPv6. Part 6, 

http://www.questionpro.com/
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consists item number 15, 16 &17 and gauged network expert‟s perception that his/her 

organization needs auto configuration capability of IP.  A five-point Likert scale is used to 

measure the respondents degree of agreement with each survey item (strongly disagree = 1 to 

strongly agree = 5). (Strongly disagree = 1 to strongly agree = 5) was used for sections one 

through six.  

  

 

Sample size determination 
 

As described in the previous section, this study used thorndike‟s (1978) method of sample 

size determination.  The variables for this study are Network technician‟s Demand for quality 

of service, view of IP address depletion, need for strong security, cost effectiveness, demand 

for mobility, requirement for device auto configuration and their decision to recommend 

Internet protocol migration, that makes total number of variables to 7.  Thorndik‟s formula for 

determining a minim sample size is as follows: 

                N>V
2
 +K      

Where N is minimum number of required response, V is the total number of variables, and K 

is a constant whose value ranges between 50 and 100. By using this formula the researcher 

computed the minimum sample size as follows:  

 

„N‟ should be greater than or equal to the total number of variables    

used in the study + the constant value.    

Therefore,  124=7
2
+75 

 

75 is taken arbitrary since it is the average of 50 and 100.  Based on this result the minimum 

number of respondent in order to maintain the research validity should be 124. 

 

Research reliability 
 

Reliability is achieved through serious of operations throughout the research process. First, 

all the supposed tools for measurement and analysis are double checked for their relevance 

and reliability. Second, every survey item was prepared through intensive study of the subject 

under investigation; hence, the measures measured what they are intended for. Third, all the 

methods employed in the study are cross checked with other similar studies that gained 

familiarity due to their reliable result. The study‟s analysis process is accompanied by 

statistical analysis software, called SPSS.20 that makes computation nearly perfect. Last but 

not least is that the study used a method, known as Cronbache‟s Alpha α (alpha) test that 

checks whether the survey element is measuring consistent information; the test on the survey 

data yielded an alpha score greater than .76, where the threshold is .7  that shows the 

reliability of measures used.  

Validity 
 

Validity of the research process has been assured due to the relevant solution and 

explanation given to the research questions. 
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Data collection 
 

The researcher sent out online questioners to the Volvo employees in many places, where 

Volvo has branch offices. The respondents were network technicians assuming different 

positions. Brief email was sent out to all target network technicians in order to brief them the 

intent of the survey. A letter addressed to the Volvo employees are presented in the appendix 

section. Upon completion of the survey questions the researcher expressed his gratitude and 

promised to provide the result, if asked. 

 

Generalization 
 

This study is only limited to a Swedish car manufacturing company, called Volvo. Since 

responses for the survey item was gather only from one organization, the result reflects the 

behavior of that organization. But since Volvo is transnational big organization, the findings 

can be generalized to some extent with, of course, restrictions.  
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4. RESULT 

 
This chapter presents the result of this study. The purpose of this study is to help organizational 

network technology adoption decision makers identify factors affecting their decision whether 

to recommend IP migration, a migration from IPV4 to IPV6, to their organizations. 

Specifically, the result of this study benefit organizational network infrastructure adoption 

decision makers by providing information whether IPv6‟s address abundance, quality of 

service feature, security feature, auto configuration capability, cost effectiveness, and mobility 

are acceptable factors for deciding to recommend a network protocol migration to IPv6. 

 

Some researchers have indicated that network expert‟s attitude and their perception or 

knowledge about the technology to be adopted, are instrumental for the decision to adopt new 

technologies in organizations (Everett M Rogers, 2003; Ajzen & Fishbein, 1980; Marvit, 

2002). In addition, researchers, such as Hovav et al (2004), Chau (1997), and Chau & Tam 

(2000) also attributed organizational decision to conduct network technology migration to 

organizational network expert‟s decision whether to recommend a migration or not; they also 

identified that organizational need for cost effective technologies, organizational drive for 

new technology and environmental push are the major factors that affect organizations 

decision to conduct innovation/or new technology adoption.  

 

By including the aforementioned factors and some relevant concept, this study examined 

the following six questions, which are designed to capture the essence of relationship between 

expert‟s decision to recommend an IP migration, IPv4 to IPv6, and their perception of IPv6 

protocol: IP address, quality of service, security, mobility, auto/configuration capability and 

cost effectiveness.  The perception and attitude of the decision makers towards IPv6 provides 

insight on how the protocol is being perceived among technical experts and what factors are 

affecting their decision to recommend the said protocol.  The questions examined in this 

research are provided as follows: 

Question 1: What relationship does exist between organizational network technician‟s 

decision to recommend IP migration (from IPV4 to IPV6) and his/her perception of IPV6‟s 

quality of service? 

 

Question 2: What relationship does exist between organizational network technician‟s 

decision to recommend IP migration (from IPV4 to IPV6) and his/her perception of IPV4‟s IP 

address depletion? 

 

Question 3: What relationship does exist between organizational network technician‟s 

decision to recommend IP migration (from IPV4 to IPV6) and his/her perception of IPV6‟s 

strong security? 

 

Question 4: What relationship does exist between organizational network technician‟s 

decision to recommend IP migration (from IPV4 to IPV6) and his/her perception of IPV6‟s 

cost effectiveness? 

 

Question 5: What relationship does exist between organizational network technician‟s 

decision to recommend IP migration (from IPV4 to IPV6) and his/her perception of IPV6‟s 

mobility? 
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Question 6: What relationship does exist between organizational network technician‟s 

decision to recommend IP migration (from IPV4 to IPV6) and his/her perception of IPV6‟s 

device auto configuration? 

 

The result of this research work mainly helps organizational network technology decision 

makers determine what aspect of the new protocol is affecting their decision to recommend IP 

migration, from IPv4 to IPv6. It also helps network infrastructures manufacturers and vendors 

identify the requirements of organizational technology adoption decision makers and the 

current trend about the technology, hence they will be able to produce the type of technology 

based on the need of organizations. The result of this study indicated that perception of IPv6 

quality of service, IP address abundance, security, cost effectiveness, mobility and auto 

configuration capability are essential factors for network experts decision whether to 

recommend an IP migration to their organizations or not.  Based on the above research 

questions, the study tested the following Hypothesis and the result is shown as follow:   

 
Hypothesis 1 NULL, Organizational network technician‟s decision to recommend IP migration 

(from IPV4 to IPV6) is independent of his/her perception of IPV6 protocol‟s quality of service. 

However the chi square test of independence resulted in rejection of the Null hypothesis because 

the P-score was 0.007, which is less than 0.05, the threshold value.   Therefore, the researcher 

concluded that organizational network technician‟s decision to recommend IP migration (from 

IPV4 to IPV6) is dependent on his/her perception of IPV6 protocol‟s quality of service.  
 

Hypothesis 2 NULL, Organizational network technician‟s decision to recommend IP 

migration (from IPV4 to IPV6) is independent of his/her perception of IPV4 protocol‟s IP 

address depletion. However the chi square test of independence resulted in rejection of the 

Null hypothesis because the P-score was .003, which is less than 0.05, the threshold value. 

Therefore, the researcher concluded that organizational network technician‟s decision to 

recommend IP migration (from IPV4 to IPV6) is dependent on his/her perception of IPV4 

protocol‟s IP address depletion. 
 

Hypothesis 3 NULL, Organizational network technician‟s decision to recommend IP 

migration (from IPV4 to IPV6) is independent of his/her perception of IPV6 protocol‟s strong 

security. However the chi square test of independence resulted in rejection of the Null 

hypothesis because the P-score was .003, which is less than 0.05, the threshold value. 

Therefore, the researcher concluded that organizational network technician‟s decision to 

recommend IP migration (from IPV4 to IPV6) is dependent on his/her perception of IPV6 

protocol‟s strong security 

 

Hypothesis 4 NULL, Organizational network technician‟s decision to recommend IP 

migration (from IPV4 to IPV6) is independent of his/her perception of IPV6 protocol‟s cost 

effectiveness. However the chi square test of independence resulted in rejection of the Null 

hypothesis because the P-score was 0.005, which is less than 0.05, the threshold value. 

Therefore, the researcher concluded that organizational network technician‟s decision to 

recommend IP migration (from IPV4 to IPV6) is dependent on his/her perception of IPV6 

protocol‟s cost effectiveness. 

 

Hypothesis 5NULL, Organizational network technician‟s decision to recommend IP 

migration (from IPV4 to IPV6) is independent of his/her perception of IPV6 protocol‟s 

mobility. However the chi square test of independence resulted in rejection of the Null 

hypothesis because the P-score was .000, which is less than 0.05, the threshold value. 

Therefore, the researcher concluded that organizational network technician‟s decision to 
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recommend IP migration (from IPV4 to IPV6) is dependent on his/her perception of IPV6 

protocol‟s mobility. 

 

Hypothesis 6NULL, Organizational network technician‟s decision to recommend IP 

migration (from IPV4 to IPV6) is independent of his/her perception of IPV6 protocol‟s strong 

security. However the chi square test of independence resulted in rejection of the Null 

hypothesis because the P-score was .000, which is less than 0.05, the threshold value. 

.Therefore, the researcher concluded that organizational network technician‟s decision to 

recommend IP migration (from IPV4 to IPV6) is dependent on his/her perception of IPV6 

protocol‟s strong security. 
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5. ANALYSIS 

5.1 Data setup for statistical computation and analysis 

5.1.1 Data coding 

 

This section provides data coding scheme used in this study in order to conduct statistical 

computation and analysis. The following table 7 shows what code has been assigned to each 

item, variable, and where it belongs.  

 

Table 9 Variable grouping and coding 

Q
u

es
ti

o
n

 

#
 

 

 

 

 

It
em

 c
o

d
e 

 

 Demand for quality of service  

1.  I feel my organization needs to employ a data transmission strategy 

or a network protocol that allows for network resource optimization 

along the path from the source to the destination. 

Qu1 

2.  My organization needs to employ a mechanism, in its IP, that 

ensures resource reservation for its data communication. 

Qu2 

 IP Address abundance  

3.  I think that IPv6 address abundance would eliminate some IPv4 

address depletion remedies, such as Network address 

translation(NAT), which is putting pressure on network operation 

group and application developers to do further activity to make sure 

that there is no compatibility issues with different systems. 

D1 

4.  I think that my organization go in trouble with the shortage of IPv4 

address unless a migration to IPv6 is done on time. 

D2 

5.  Address allocation strategy is more efficient in IPv6than it is in 

IPv4. 

D3 

6.  I feel that elimination of Network address translation (NAT) makes 

network management and operation easy. 

D4 

7.  I think that room for creativity that brings new technologies in 

would be widened if my organizationemploysIPv6.  

D5 

 Need for strong security  

8.  My organization needs more secured internet protocol (IP) to 

improve its data communication security. 

Se1 

9.   IPV6 would significantly increase data communication security. Se2 

 Cost effectiveness  
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10.  IPV6 based network infrastructures are more cost effective than 

IPV4. 

C1 

11.  Operation and maintenance cost of IPV6 based network is less than 

IPV4 network. 

C2 

12.  I think that migrating IPV6 to would eliminate additional cost that 

could be incurred due to additional workarounds while maintaining 

same functionality. 

C3 

 Mobility  

13.  The nature of IPV6 would allow for better mobility than IPV4. M1 

14.  The addressing scheme of IPV6 makes routing very simple. M2 

 Automatic configuration  

15.  My organization needs a protocol that automatically configures 

itself and reduces error and the complexity of work, so that 

productivity will be increased. 

Ac1 

16.  Manual configuration in IPV4 is causing significant problem to my 

organization, hence it needs to employ a protocol that supports 

Automatic configuration.   

Ac2 

17.  Network protocol that support device auto configuration is far 

superior to the one which doesn‟t. 

Ac3 

 Decision to recommend  

18.  I would be totally willing to recommend IP migration from the 

current version, IPV4, to the next generation Internet protocol, 

IPV6. 

De 

 

Examination of reliability of the survey elements 

 
In this section, the reliability or internal consistency of survey instrument have been tested 

and presented. Method used for this test is called Cronbache‟s Alpha α (alpha) test. The result 

is presented in table form as follows. 

 

 

 

 

 

 

 

 

 

 
 

 

 

 

 

Table 10 Values of Cronbache's Alpha, Superman-Brown 

coefficient and Guttman Split-Half coefficient 
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Table 11 Split half-half coefficients scale Brown coefficient and gutman 

 
 

Both tables, table 8 and 9 shows that the reliability of items (survey instruments) is consistent. 

The first table constitutes 3 different kinds of tests, Cronbach‟s Alpha test, Spearman Brown 

coefficient and Guttman spilit-half Coefficient. All three testes show the reliability score > 

0.7, which shows strong reliability of data.  The second table, table 9 also shows that the scale 

statistics for both parts is nearly equivalent, which is also another proof that the survey 

instrument is reliable.  

 

Descriptive statistics 
 

The following table shows survey item‟s means and standard deviation; these central 

tendency measures were computed for responses of 18 survey items. The survey instrument 

used a Likert scale that employ a 5 point scale, where 1 indicates Strong disagreement, 2 

indicates disagreement, 3 indicates Neutral response 4 indicates Agreement and 5 indicates 

Strong agreement.  

 

Table 12 Means and standard deviation of survey response 

Item Qu1 Qu2 D1 D2 D3 D4 D5 Se1 Se2 C1 C2 C3 M1 M2 Ac1 Ac2 Ac3 De 

Mean 4,24 4,24 4,11 4,17 3,67 3,42 3,67 4,24 4,11 3,50 3,43 3,59 4,26 4,17 3,91 3,46 3,50 4,32 

𝜎 .694 .690 .828 .856 .763 .840 .893 .657 .675 .740 .714 .839 .598 .710 .868 .986 .843 .739 

 

Scores of descriptive statistics, such as mean and standard deviation provide mathematical 

explanation about the survey responses based on the survey Item. Table 10 shows that survey 

response yielded different scores for each item in the survey. But it can be seen, out of 18 

items 9 of them scored more than 4, which indicates respondent‟s choice of agreement and 

strong agreement in the survey item, whereas only 5 items, item number 6 „„I feel that 

elimination of Network address translation (NAT) method is making network management 

and operation easy.‟‟, item 10 „„IPV6 based network infrastructures are more cost effective 

than IPV4.‟‟  Item 11 „„Operation and maintenance cost of IPV6 based network is less than 

IPV4 network.‟‟, item 16 „„Manual configuration in IPV4 is causing significant problem to 

the organization, hence it needs to employ a protocol that supports automatic configuration‟‟ 

and item 17 „„Network protocol that support device auto configuration is far superior to the 

one which doesn‟t.‟‟ Scored nearly 3, this is neutral.  

 

The standard deviation of the response also varies from .598 for item number 13(The 

nature of IPV6 would allow for better mobility than IPV4) to the highest score 0.893, for item 

number 7 „„I think that room for creativity that brings new technologies in would be widened 

if my organization employs IPv6.‟‟ for new technology would be diminished if we stick on 
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the current Internet protocol since it is running out of IP address space). As the standard 

deviation grows bigger, the desperation of data will be higher. This means that data is 

scattered throughout different range of sample score.  In spite of its help in unveiling some 

structures of responses, such as: variability of responses and average score, summary statistics 

doesn‟t say much about the pattern hidden inside vast response data. In order to analyze the 

survey response in more reliable and sophisticated way, the researcher employed different 

methods, such as correlation analysis and Factor analysis (principal component analysis).  

 

Suitable Inter-Item correlation measure (Correlation analysis) 
 

Inter item triangular correlation matrix has been used to analyze inter item correlation 

property. As such, big values in the correlation value matrix show the strong association 

between the items, whereas, smaller values shows weak correlation between items. The 

following table shows inter item correlation for the whole survey response.  
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Table 13 Inter-item correlation matrix 

Correlations 

  Qu1 Qu2 D1 D2 D3 D4 D5 Se1 Se2 C1 C2 C3 M1 M2 Ac1 Ac2 Ac3 De 

Qu1 1 ,370 ,199 ,243 ,221 ,045 ,237 ,211 ,011 ,128 ,117 ,177 ,242 ,298 ,371 ,227 ,190 ,308 

Qu2 ,370 1 ,172 ,188 ,313 ,073 ,250 ,427 ,184 ,064 ,075 ,078 ,045 ,015 ,195 ,155 ,287 ,228 

D1 ,199 ,172 1 ,360 ,243 ,118 ,169 ,093 ,138 ,085 ,158 ,225 ,212 ,124 ,120 ,087 ,005 ,227 

D2 ,243 ,188 ,360 1 ,258 ,222 ,302 ,271 ,232 ,193 ,133 ,354 ,260 ,057 ,445 ,152 ,132 ,475 

D3 ,221 ,313 ,243 ,258 1 ,551 ,263 ,168 -,041 ,150 ,019 ,046 ,178 ,039 ,217 ,207 ,296 ,409 

D4 ,045 ,073 ,118 ,222 ,551 1 ,344 ,151 -,129 ,177 ,118 ,281 ,103 ,028 ,170 ,209 ,366 ,432 

D5 ,237 ,250 ,169 ,302 ,263 ,344 1 ,376 ,008 ,155 ,124 ,205 ,177 -,014 ,259 ,206 ,438 ,411 

Se1 ,211 ,427 ,093 ,271 ,168 ,151 ,376 1 ,158 ,017 ,019 ,157 ,109 ,104 ,348 ,252 ,318 ,258 

Se2 ,011 ,184 ,138 ,232 -,041 -,129 ,008 ,158 1 ,374 ,296 ,328 ,048 ,096 ,236 ,006 ,295 ,203 

C1 ,128 ,064 ,085 ,193 ,150 ,177 ,155 ,017 ,374 1 ,679 ,447 ,203 ,304 ,354 ,224 ,343 ,403 

C2 ,117 ,075 ,158 ,133 ,019 ,118 ,124 ,019 ,296 ,679 1 ,588 ,234 ,355 ,327 ,110 ,228 ,221 

C3 ,177 ,078 ,225 ,354 ,046 ,281 ,205 ,157 ,328 ,447 ,588 1 ,202 ,217 ,556 ,211 ,370 ,365 

M1 ,242 ,045 ,212 ,260 ,178 ,103 ,177 ,109 ,048 ,203 ,234 ,202 1 ,301 ,134 -,027 ,076 ,252 

M2 ,298 ,015 ,124 ,057 ,039 ,028 -,014 ,104 ,096 ,304 ,355 ,217 ,301 1 ,287 ,295 ,153 ,284 

Ac1 ,371 ,195 ,120 ,445 ,217 ,170 ,259 ,348 ,236 ,354 ,327 ,556 ,134 ,287 1 ,320 ,473 ,420 

Ac2 ,227 ,155 ,087 ,152 ,207 ,209 ,206 ,252 ,006 ,224 ,110 ,211 -,027 ,295 ,320 1 ,394 ,507 

Ac3 ,190 ,287 ,005 ,132 ,296 ,366 ,438 ,318 ,295 ,343 ,228 ,370 ,076 ,153 ,473 ,394 1 ,449 

De ,308 ,228 ,227 ,475 ,409 ,432 ,411 ,258 ,203 ,403 ,221 ,365 ,252 ,284 ,420 ,507 ,449 1 
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Correlation analysis shows some advanced features of data visualization; it helps one to see 

the degree of inter-item relationship of the survey elements.  Table 11 show these inter item 

relationship.  The degree of relationship strength is directly related to the inter-item correlation 

score, which means, big correlation values indicate strong correlation. Examining table 11 clearly 

shows that there exist some significant correlations between survey elements, at least 2 

correlation score >=|3|.   

 

As for descriptive statistics, correlation analysis is also handicapped by its limited feature to 

help visualize hidden, yet useful, pattern of vast survey responses. Therefore the researched 

employed another data analysis method, called factor analysis.  

Exploratory Factor analysis 
 

It is used to uncover some essential structures of correlations among the identified variables. 

Specifically, this analysis method is used to uncover the pattern of correlation between the 

potential factors identified in the study.  

 

Confirming adequacy of sample size for factor analysis 

 
In order to determine whether the amount of data gathered in during data collection process is 

sufficient for conducting factor analysis, the researcher employed two methods of sampling 

adequacy, called Kaiser Mayer Olkin (KMO) and Bartlett‟s test of sphericity. 

Examination of sample size and survey tool reliability 

 

The result for this sectioned yielded a great starting point for the study since reliability of tools 

play great roles in determining the success of research work. In addition, adequate sampling is 

also one of success pillars of research. In order to assure these requirements of the research work, 

the mainly used researcher used Cronbache‟s Alpha α (alpha) test (Cronbach, 1951). Alpha 

represents acceptable reliability lower bond of the survey tool. An estimate of true alpha for this 

study is .705 and .8o4, which are higher than .7, the threshold value for true alpha. This indicates 

that survey items used in this study are reliable and the result drown from the study is trust 

worthy.  

 

 
 

  

 

 

 

 

 

 

As it can be seen in table12, the scores are suggesting that the sample size is adequate for 

conducting factor analysis in the alleged study. The thresholds for Bartelett‟s test of sphercity and 

Table 14 Kaiser Mayer Olkin(KMO) and Bartlett's 

test of sphericity 



 

72 
 

Kaiser Mayer measure of sampling adequacy is .5, and sig.000respectively (Child, 2006), hence 

the sampling is fit.  

 

Principal component analysis 
 

It is used in exploratory research when the researcher lucks a model to test or examine 

causality and effect of certain phenomenon; instead, he or she wants to draw some useful pattern 

from vast amount of survey (Garson, 2003, P.13). Likewise, the researcher of this study sought to 

explore factors affecting network technician‟s decision to recommend internet protocol (IP) 

migration (From IPV4 to IPV6).  

 

Child (2006) suggested that the use of Bartlett test of Sphericity and Kaiser Meyer 

Olkin(KMO) measure of sampling adequacy is very precise to determine whether conducting 

principal component analysis(PCA) is appropriate for a given survey. According to his study, the 

following scores are bottom lines for conducting PCA:  KMO should be around .5 and Bartlett 

test of Sphericity should show a significance value of (Sig .000) (P.55).  Tests of both methods 

for this study produced 0.735 with a significance value of .000 for KMO. Therefore, this study is 

eligible to use principal component analysis method as a tool to explore factors. 

 

Principal component analysis analyzes a correlation matrix, which is shown in table 13 whose 

diagonal contains 1‟s (Garson, 2003). As a rule of thumb, Cramer (2003) suggested that all items 

correlation score should not be less than .3 in order to show significant correlation between them; 

otherwise it is better dropping that item since it lacks significant relationship with other items in 

the survey items. Looking our correlation matrix in table 15 of the correlation matrix table shows 

that the correlation between almost all items met or even, in most cases, exceed the threshold 

value .3 with the exception of 2 items: item number 3(Address allocation strategy in IPV4 is 

inefficient) and item number 13(The nature of IPV6 would allow for better mobility than IPV4.) 

scored less than. 3 score in all instances. Therefore, the latter two items have been cut out from 

subsequent analysis. In addition, inter item correlation depicted strong correlation among the 

items in the survey, out of 18 tested survey elements, 16 elements scored above .3.  

 

After removing item #3 and #13, the very first factor extraction with PCA was done.  The 

initial result yielded a better structure of survey items with ability to be interpreted in some way. 

Table 16 shows total variance extracted diagram that represent initial solution. The components 

in the extracted solution are picked based on their Eigen values greater than 1.   But looking at 

the table doesn‟t convey much information as expected, hence requiring rotation, which is 

considered as a method for producing simpler and easy to interpret structure of the survey 

elements.  

 

A summary of the results of principal component analysis is presented in the following 

diagrams: Total variance explained diagram, Scree plot and component matrix.  After conducting 

rotation with Oblimin Kaiser Normalization, the following diagrams have been produced, such as 

Structure matrix. Following, diagrams after rotation with Varimax with Kaiser Normalization 

method are presented, such as rotated component matrix, component transformation matrix, Total 

variance explained, component plot in rotated space and component score coefficient matrix are 

presented. 
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Table 15 Communality diagram 

Communalities 

 Initial 

Qu1 1.000 

Qu2 1.000 

D2 1.000 

D3 1.000 

D4 1.000 

D5 1.000 

Se1 1.000 

Se2 1.000 

C1 1.000 

C2 1.000 

C3 1.000 

M2 1.000 

Ac1 1.000 

Ac2 1.000 

Ac3 1.000 

De 1.000 

 

Extraction Method: 

Principal Component 

Analysis. 

 

Communalities test was conducted after removal of Item number 3 (Address allocation 

strategy in IPV4 is inefficient.) and 13 (The nature of IPV6 would allow for better mobility than 

IPV4) since both items fall short of minimum correlation score, 0.3, to be considered for further 

analysis. As shown in communalities diagram, all items have a score more than 0.5, which is a 

threshold communality score, hence all items are considered in the subsequent analysis. 
 

As mentioned above, initial solution provides some interpretable components that are useful 

for further analysis. The first component worth mentioning is communalities diagram. According 

to Garson (2003) communalities values indicate the rate of each factor‟s representation by all 

selected components. The larger communalities value, the better representation of certain element 

by all factors and vice versa. As a rule of thumb, Garson (2003, p.33 ) suggested that items with 

communality value greater than 0.5 should be considered for further analysis, but communality 

table of this research shows that all elements have a communalities score greater than 0 .5.   

Total variance explained  

 

In PCA, initial and after extraction, Eigen values are same (Chil, 2006). Eigen values, in total 

variance explained section, measures the amount of variation in the total sample accounted for by 

each factor (Garson, 2003). But, Eigenvalues value scores less than 1 are considered to be 

contributing insignificant amount for the explanation of the variance of the survey item, as such, 

should not be considered as components that explain the characteristics of other factors.   Table 

16 shows initial Eigen values of 16 survey items and the 5 extracted components with Eigen 

values greater than 1, kaiser‟s stopping rule.  
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Table 16 Initial extracted solutions before rotation is applied 

Total Variance Explained 

Compone

nt 

Initial Eigenvalues Extraction Sums of Squared Loadings 

Total % of 

Variance 

Cumulative 

% 

Total % of 

Variance 

Cumulative 

% 

1 4.780 29.875 29.875 4.780 29.875 29.875 

2 2.038 12.736 42.611 2.038 12.736 42.611 

3 1.402 8.765 51.376 1.402 8.765 51.376 

4 1.226 7.663 59.039 1.226 7.663 59.039 

5 1.002 6.260 65.299 1.002 6.260 65.299 

6 .938 5.860 71.158    

7 .813 5.084 76.242    

8 .684 4.274 80.516    

9 .653 4.084 84.600    

10 .579 3.619 88.219    

11 .466 2.911 91.130    

12 .374 2.339 93.468    

13 .327 2.042 95.511    

14 .291 1.821 97.331    

15 .228 1.427 98.759    

16 .199 1.241 100.000    

 
Extraction Method: Principal Component Analysis. 

 

Initial un-rotated factor extraction has generated the above table containing 5 components 

with > 1 Eigen values. Initial Eigen values and Eigen values after extraction are listed as 

Initial Eigen values and Sums of squared loadings in the above table. 
 

Component matrix  

 

Component matrix, which is presented in table 17, shows the complete initial solution produced 

by principal component analysis before rotation is applied. It is very evident that the produced 

result lucks interpretability because factor loadings do not convey conceptual meaning, hence 

interpretation is difficult.  For instance, item #1 load in component 1 and five while loading very 

small amount in others; the trend is same for other factors or survey elements as well. This 

phenomenon calls for a rotation method to be employed in order to make interpretation easier.  
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Table 17 Component matrix 

Component Matrix
a
 

 Component 

1 2 3 4 5 

Qu1 .470 .171 .351 .446 -.283 

Qu2 .410 .345 .514 -.054 .160 

D2 .543 .103 .120 -.254 -.648 

D3 .456 .497 -.330 -.009 -.101 

D4 .473 .364 -.629 -.155 -.005 

D5 .536 .378 -.029 -.231 .119 

Se1 .479 .350 .460 -.112 .188 

Se2 .349 -.452 .376 -.401 .141 

C1 .588 -.532 -.210 -.038 .104 

C2 .514 -.638 -.136 -.035 .043 

C3 .660 -.415 -.082 -.207 -.134 

M2 .393 -.325 .020 .661 .002 

Ac1 .716 -.122 .172 .041 -.199 

Ac2 .527 .139 -.090 .452 .268 

Ac3 .679 .086 -.040 -.111 .497 

De .758 .144 -.181 .093 -.090 
Extraction Method: Principal Component Analysis.

a
 

a. 5 components extracted. 

 

Determining which rotation to be used 
 

Determining which rotation method should be used is not straight forward process; rather it 

requires due consideration of several factors (shaken, 2009).  One is being degree of correlation 

between components that helps one to decide whether to use orthogonal or non-orthogonal 

rotation methods. The other one is theoretical reason as to why specific rotation is used (P. 23). 

Shaken (2009) suggested that in order to determine which rotation method should be used; the 

researcher should test both methods, but start with Oblimin with Kaiser Normalization method. 

Oblimin with Kaiser Normalization rotation produced two tables, called component structure 

matrix and component pattern matrix, but the researcher decided to show only component 

structure matrix since it shows the contribution of each item on every principal component.  In 

order to determine whether Oblimin with Kaiser Normalization rotation method is appropriate for 

the sample, it is worth looking the following diagram, known as component correlation matrix. It 

is produced using Oblimin with Kaiser Normalization rotation method.  
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Table 18 Structure matrix 

Structure Matrix 

 Component 

1 2 3 4 5 

Qu1 .123 -.042 .388 .641 -.473 

Qu2 .126 -.036 .748 .171 -.212 

D2 .319 -.281 .286 .089 -.842 

D3 .729 .008 .245 .188 -.207 

D4 .864 -.163 .082 .063 -.048 

D5 .559 -.180 .535 .058 -.159 

Se1 .208 -.101 .778 .154 -.206 

Se2 -.207 -.625 .373 -.115 -.134 

C1 .219 -.799 .057 .293 -.014 

C2 .074 -.807 -.005 .268 -.050 

C3 .255 -.773 .182 .194 -.321 

M2 .010 -.331 -.003 .786 -.015 

Ac1 .265 -.528 .416 .433 -.467 

Ac2 .416 -.197 .316 .638 .118 

Ac3 .502 -.490 .592 .240 .165 

De .635 -.403 .361 .460 -.302 

Extraction Method: Principal Component Analysis.  

 Rotation Method: Oblimin with Kaiser Normalization. 

Rotated solution 
 

Looking at the component correlation matrix, if there is a single correlation value exceeding or 

equals 0.3, Oblimin with Kaiser Normalization rotation will be used since there is significant 

correlation between items that opposes the very idea of orthogonal rotation methods, such as 

Varimax. If the criteria are not met, the correlation shows the other way round, hence orthogonal 

rotation should be used.  

 

Table 19 Component correlation matrix 

Component 1 2 3 4 5 

1 1.000 -.141 .235 .191 -.090 

2 -.141 1.000 -.174 -.191 .098 

3 .235 -.174 1.000 .156 -.205 

4 .191 -.191 .156 1.000 -.101 

5 -.090 .098 -.205 -.101 1.000 

Extraction Method: Principal Component Analysis.   

 Rotation Method: Oblimin with Kaiser Normalization. 
 

 

 

Here the result shows that there is very less correlation between 

components, to be specific, all the correlations are all below the 

threshold value, which is |.3|. Therefore another rotation method, 

known as Varimax with Kaiser Normalization, was employed 
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Rotated component matrix 
 

Table 20 shows the final factor extraction for this study. The extracted Components account for 

64.524% of the total variance. Factor loading is the basis for extraction of different factors; 

accordingly the following tables show the grouping of different factors.  

 

Table 20 Rotated component matrix 

Rotated Component Matrix
a
 

 Component 

1 2 3 4 5 

C2 .804 .017 -.091 .191 .030 

C1 .784 .162 -.041 .205 -.013 

C3 .742 .182 .065 .074 .287 

Se2 .631 -.272 .367 -.186 .081 

Ac1 .452 .159 .300 .322 .420 

D4 .110 .872 -.041 -.031 .035 

D3 -.084 .709 .139 .107 .186 

De .313 .558 .218 .346 .260 

D5 .111 .512 .461 -.039 .101 

Se1 .023 .122 .757 .084 .127 

Qu2 -.038 .042 .738 .115 .138 

Ac3 .428 .435 .526 .146 -.242 

M2 .285 -.066 -.073 .779 .011 

Ac2 .120 .351 .242 .601 -.155 

Qu1 -.052 .020 .312 .596 .443 

D2 .213 .246 .160 -.037 .819 

Extraction Method: Principal Component Analysis.  

 Rotation Method: Varimax with Kaiser Normalization.
a
 

a. Rotation converged in 6 iterations. 
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Figure 8 Scree plot showing extracted components and their correlations with other items 
 

Extracted solution, which is easy to interpret and robust, is presented here. However, further 

visualization of the result, component plot diagram in rotated space is presented.  

 

Figure 9 Items correlation visualizations in 3D space 

 

The component plot diagram shows the strength of inter item correlation using position vector 

in 3D space. Items are scattered across the space based on their relative distance on each 

component. This can be shown by using other components in the same manner.   
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Last but not list is component transformation matrix.  It shows correlation between items after 

the result has been treated by Varimax with Kaiser Normalization rotation method.  

 

Table 21 Component transformation Matrix 

Component Transformation Matrix 

Component 1 2 3 4 5 

1 .580 .491 .445 .372 .294 

2 -.748 .524 .394 -.064 .082 

3 -.104 -.685 .673 .065 .250 

4 -.278 -.114 -.202 .924 -.123 

5 .129 .034 .391 .008 -.911 
 

Extraction Method: Principal Component Analysis.   

 Rotation Method: Varimax with Kaiser Normalization. 

 

Hypothesis testing 

 
 

For the purposes of this study, six items with highest correlation coefficient that correspond 

with the 6 hypotheses were subjected to analysis. Table 22 presents the specific survey items 

subjected to analysis, its correlation coefficient score and the corresponding Hypothesis for each 

of the six hypotheses.  

 

Table 22 Hypothesis testing 

Survey Item  with highest 

correlation coefficient 

Hypothesis  Correlation  

Coefficient  

I feel my organization needs to 

employ a data transmission 

strategy or a network protocol 

that allows for network 

resource optimization along 

the path from the source to the 

destination. 

Hypothesis 1: Organizational 

network technician‟s decision to 

recommend IP migration (from IPV4 

to IPV6) is independent of his/her 

perception of IPV6 protocol‟s quality 

of service. 

-.052 

I think that my organization go 

in to trouble with the shortage 

of IPv4 address unless a 

migration to IPv6 is done on 

time. 

Hypothesis 2: Organizational 

network technician‟s decision to 

recommend IP migration (from IPV4 

to IPV6) is independent of his/her 

perception of IPV4 protocol‟s IP 

address depletion 

.213 

IPV6 would significantly 

increase data communication 

security. 

Hypothesis 3: Organizational 

network technician‟s decision to 

recommend IP migration (from IPV4 

to IPV6) is independent of his/her 

perception of IPV6 protocol‟s strong 

.631 
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security. 

Operation and maintenance 

cost of IPV6 based network is 

less than IPV4 network. 

Hypothesis 4: Organizational 

network technician‟s decision to 

recommend IP migration (from IPV4 

to IPV6) is independent of his/her 

perception of IPV6 protocol‟s cost 

effectiveness. 

.804 

The addressing scheme of 

IPV6 makes routing very 

simple. 

Hypothesis 5: Organizational 

network technician‟s decision to 

recommend IP migration (from IPV4 

to IPV6) is independent of his/her 

perception of IPV6 protocol‟s 

mobility. 

.285 

My organization needs a 

protocol that automatically 

configures itself and reduces 

error and the complexity of 

work, so that productivity will 

be increased. 

 

Hypothesis 6: Organizational 

network technician‟s decision to 

recommend IP migration (from IPV4 

to IPV6) is independent of his/her 

perception of IPV6 protocol‟s device 

auto configuration. 

.452 

 

Hypothesis 1:  

 

Hypothesis 1 NULL, Organizational network expert‟s decision to recommend IP migration 

(from IPV4 to IPV6) is independent of his/her perception of IPV6 protocol‟s quality of service.  

The hypothesis was tested by comparing survey response for Item 1, „„I feel my organization 

needs to employ a data transmission strategy or a network protocol that allows for network 

resource optimization along the path from the source to the destination.‟‟ with a responses to 18, 

„„I would be totally willing to recommend IP migration from the current version, IPV4, to the 

next generation Internet protocol, IPV6.‟‟   The analysis only considered only strong agreement 

response as a commitment for recommending the migration and the rest as not, hence the 

researcher categorized the response in two categories:  strongly agree and less than strongly 

agree. 
 

Table 23 Cross tabulation for item 1 with Item 18 

Decision * Item1 Crosstabulation 

Count 

 Item1 Total 

1.00 2.00 

Decisio

n 

1.00 49 19 68 

2.00 27 29 56 

Total 76 48 124 
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Table 24 Chi-square test for hypothesis 1 

Chi-Square Tests 

 Value df Asymp. Sig. 

(2-sided) 

Exact Sig. 

(2-sided) 

Exact Sig. (1-

sided) 

Pearson Chi-Square 7.359
a
 1 .007   

 is Continuity 

Correction
b
 

6.389 1 .011   

Likelihood Ratio 7.396 1 .007   
Fisher's Exact Test    .009 .006 

Linear-by-Linear 

Association 

7.300 1 .007   

N of Valid Cases 124     

 
a. 0 cells (0.0%) have expected count less than 5. The minimum expected count is 21.68. 

b. Computed only for a 2x2 table 

 

The chi square test in the above table shows that the P-score is 0.007, which is less than 

0.05; hence the Null hypothesis was rejected. That means Network expert‟s decision to 

recommend a migration& adoption of IPv6 is dependent on his/her perception of IPV6 protocol‟s 

quality of service.  
 

Hypothesis 2: 

 
Hypothesis 2 NULL, Organizational network technician‟s decision to recommend IP migration 

(from IPV4 to IPV6) is independent of his/her perception of IPV4 protocol‟s IP address depletion.  

The hypothesis was tested by comparing survey response for Item number 4: „„I think that my 

organization may go in to trouble with the shortage of IPv4 address unless a migration to IPv6 is 

done on time.‟‟ with a responses to item number 18: „„I would be totally willing to recommend IP 

migration from the current version, IPV4, to the next generation Internet protocol, IPV6.‟‟   The 

analysis only considered only strong agreement response as a commitment for recommending the 

migration and the rest as not, hence the researcher categorized the response in two categories:  

strongly agree and less than strongly agree. 

 

Table 25 Cross tabulation for Item 4 with Item 18 

Count Decision * item4 Crosstabulation 

 item4 Total 

1.00 2.00 

Decision 1.00 48 20 68 

2.00 25 31 56 

Total 73 51 124 
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Table 26 Chi-Square tests for hypothesis 2 

 Value df Asymp. Sig. 

(2-sided) 

Exact Sig. (2-

sided) 

Exact Sig. (1-

sided) 

Pearson Chi-Square 8.538
a
 1 .003   

Continuity Correction
b
 7.500 1 .006   

Likelihood Ratio 8.600 1 .003   

Fisher's Exact Test    .006 .003 

Linear-by-Linear 

Association 

8.469 1 .004   

N of Valid Cases 124     

a. 0 cells (0.0%) have expected count less than 5. The minimum expected count is 23.03. 
 

b. Computed only for a 2x2 table 

 

The chi square test in the above table shows that the P-score is 0.003, which is less than 

0.05; hence the Null hypothesis was rejected.  That means Network expert‟s decision to 

recommend a migration& adoption of IPv6 is dependent on his/her perception of IPV4 

protocol‟s IP address depletion. 

 

Hypothesis 3:  
 

Hypothesis 3 NULL, Organizational network technician‟s decision to recommend IP migration 

(from IPV4 to IPV6) is independent of his/her perception of IPV6 protocol‟s strong security.  The 

hypothesis was tested by comparing survey response for Item number 9: „„Organizational 

network technician‟s decision to recommend IP migration (from IPV4 to IPV6) is independent of 

his/her perception of IPV6 protocol‟s strong security.‟‟ with a responses to item number18: „„I 

would be totally willing to recommend IP migration from the current version, IPV4, to the next 

generation Internet protocol, IPV6.‟‟   The analysis only considered only strong agreement 

response as a commitment for recommending the migration and the rest as not, hence the 

researcher categorized the response in two categories:  strongly agree and less than strongly 

agree. 

 

Table 27 Cross tabulation for Item 9 with item 18 

Count  Decision * Item9 Crosstabulation 

 Item9 Total 

1.00 2.00 

Decisio

n 

1.00 57 11 68 

2.00 34 22 56 

Total 91 33 124 
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Table 28 Chi-square tests for hypothesis 3 

 Value df Asymp. Sig. 

(2-sided) 

Exact Sig. 

(2-sided) 

Exact Sig. 

(1-sided) 

Pearson Chi-Square 8.397
a
 1 .004   

Continuity 

Correction
b
 

7.256 1 .007   

Likelihood Ratio 8.451 1 .004   

Fisher's Exact Test    .004 .003 

Linear-by-Linear 

Association 

8.329 1 .004   

N of Valid Cases 124     

 
a. 0 cells (0.0%) have expected count less than 5. The minimum expected count is 14.90. 

b. Computed only for a 2x2 table 

 

The chi square test in the above table shows that the P-score is 0.003, which is less than 0.05; 

hence the Null hypothesis was rejected.  That means Network expert‟s decision to recommend a 

migration& adoption of IPv6 is dependent on his/her perception of IPV6 protocol‟s strong 

security 

 

Hypothesis 4:  
 

Hypothesis 4 NULL, Organizational network expert‟s decision to recommend IP migration 

(from IPV4 to IPV6) is independent of his/her perception of IPV6 protocol‟s cost effectiveness.  

The hypothesis was tested by comparing survey response for Item number 11: „„Operation and 

maintenance cost of IPV6 based network is less than IPV4 network.‟‟ with responses to item 

number18: „„I would be totally willing to recommend IP migration from the current version, 

IPV4, to the next generation Internet protocol, IPV6.‟‟   The analysis only considered only strong 

agreement response as a commitment for recommending the migration and the rest as not, hence the 

researcher categorized the response in two categories:  strongly agree and less than strongly agree. 

 

Table 29 Cross tabulation for Item 11 with item 18 

Decision * Item9 Crosstabulation 

 Item11 Total 

Count 1.00 2.00 

Decisio

n 

1.00 68 0 68 

2.00 49 6 55 

Total 117 6 123 
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Table 30 Chi-square tests for hypothesis 3 

 Value df Asymp. Sig. 

(2-sided) 

Exact Sig. (2-

sided) 

Exact Sig. (1-

sided) 

Pearson Chi-Square 7.799
a
 1 .005   

Continuity Correction
b
 5.625 1 .018   

Likelihood Ratio 10.040 1 .002   

Fisher's Exact Test    .007 .007 

Linear-by-Linear 

Association 

7.735 1 .005   

N of Valid Cases 123     

 
a. 2 cells (50.0%) have expected count less than 5. The minimum expected count is 2.68. 

b. Computed only for a 2x2 table 

 

The chi square test in the above table shows that the P-score is 0.005, which is less than 

0.05; hence the Null hypothesis was rejected.  That means Network expert‟s decision to 

recommend a migration& adoption of IPv6 is dependent of his/her perception of IPV6 

protocol‟s cost effectiveness 
 

Hypothesis 5:  

 

Hypothesis 5NULL, Organizational network technician‟s decision to recommend IP migration 

(from IPV4 to IPV6) is independent of his/her perception of IPV6 protocol‟s mobility.  The 

hypothesis was tested by comparing survey response for Item number 14: „„the addressing 

scheme of IPV6 makes routing very simple.‟‟ with responses to item number18: „„I would be 

totally willing to recommend IP migration from the current version, IPV4, to the next generation 

Internet protocol, IPV6.‟‟ The analysis only considered only strong agreement response as a 

commitment for recommending the migration and the rest as not, hence the researcher 

categorized the response in two categories:  strongly agree and less than strongly agree. 
 

Table 31 Cross tabulation of item 4 with item 18 

Decision * Item14 Crosstabulation 

 Item14 Total 

Count 1.00 2.00 

Decision 1.00 59 9 68 

2.00 25 31 56 

Total 84 40 124 
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Table 32 Chi-Square tests for hypothesis 5 

 Value df Asymp. Sig. 

(2-sided) 

Exact Sig. 

(2-sided) 

Exact Sig. 

(1-sided) 

Pearson Chi-Square 24.934
a
 1 .000   

Continuity Correction
b
 23.044 1 .000   

Likelihood Ratio 25.800 1 .000   

Fisher's Exact Test    .000 .000 

Linear-by-Linear 

Association 

24.733 1 .000   

N of Valid Cases 124     

 
a. 0 cells (0.0%) have expected count less than 5. The minimum expected count is 18.06. 

b. Computed only for a 2x2 table 

 

The chi square test in the above table shows that the P-score is .000, which is less than 

0.05; hence the Null hypothesis was rejected.  That means Network expert‟s decision to 

recommend a migration& adoption of IPv6 is dependent on his/her perception of IPV6 protocol‟s 

mobility. 
 

Hypothesis 6:  
 

Hypothesis 6 NULL, Organizational network expert‟s decision to recommend IP migration 

(from IPV4 to IPV6) is independent of his/her perception of IPV6 protocol‟s strong security.  The 

hypothesis was tested by comparing survey response for Item number 15: „„my organization 

needs a protocol that automatically configures itself and reduces error and the complexity of 

work, so that productivity will be increased.‟‟ with a responses to item number18: „„I would be 

totally willing to recommend IP migration from the current version, IPV4, to the next generation 

Internet protocol, IPV6.‟‟   The analysis only considered only strong agreement response as a 

commitment for recommending the migration and the rest as not, hence the researcher 

categorized the response in two categories:  strongly agree and less than strongly agree. 

 

Table 33 Cross tabulation of item 15 with item 18 

Decision * Item15 Crosstabulation 

 Item15 Total 

1.00 2.00 

Decisio

n 

1.00 63 5 68 

2.00 28 28 56 

Total 91 33 124 
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Table 34 Chi-Square test for hypothesis 6 

Chi-Square Tests 

 Value df Asymp. 

Sig. (2-

sided) 

Exact Sig. 

(2-sided) 

Exact Sig. 

(1-sided) 

Pearson Chi-Square 28.59

8
a
 

1 .000   

Continuity 

Correction
b
 

26.45

6 

1 .000   

Likelihood Ratio 30.32

8 

1 .000   

Fisher's Exact Test    .000 .000 

Linear-by-Linear 

Association 

28.36

8 

1 .000   

N of Valid Cases 124     

 
a. 0 cells (0.0%) have expected count less than 5. The minimum expected count is 14.90. 

b. Computed only for a 2x2 table 

 

The chi square test in the above table shows that the P-score is .000, which is less than 0.05; 

hence the Null hypothesis was rejected.  That means Network expert‟s decision to recommend a 

migration& adoption of IPv6 is dependent on his/her perception of IPV6 protocol‟s strong security. 
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6. Discussion, Conclusions, and Future works 

6.1 Discussion 
 

The final result extracted from Chi square test confirmed that organizational network expert‟s 

decision to recommend IP protocol migration, from IPv4 to IPv6, is influenced by their 

perception of IPv6‟s quality of service, address abundance, auto configuration capability, 

security, and mobility features. The relevance of these factors have been supported by different 

research works focused on organizational network technology adoption and innovation or 

technology adoption decision making process in organizations.  

 

The result from this study can be seen as an important step towards determining different 

factors that play significant roles in the process of Internet protocol migration. The findings also 

illuminate the different factors that need due concern before making a decision whether to 

recommend an IP protocol migration. Besides giving clue for organizational decision makers 

about the factors affecting their decision, it also provides a great deal of information to device 

manufacturers that organizational decision makers perception about IPv6 plays a major role in 

organizations IP protocol migration decision, hence it requires them to investigate the perception 

of certain target organizations about the technology before manufacturing and deploying a device 

with some functionalities. These 6 factors give key insights about future of organizational IP 

migration, IPv4 to IPv6, and organizational decision regarding the adoption of new technology. 

Further research can be done on determining the magnitude of influence of these factors in 

affecting decision. In addition, the same research work with extended scope can be done by 

including several organizations in the research process; hence the validity of the research result 

can be enhanced.   

 

6.2 Conclusion 
 

The main objective of this study was examining different factors affecting organizational 

network expert‟s decision whether to recommend Internet protocol migration, IPV4 to IPV6, to 

their organizations in the current context. The evaluation of this study specifically tested the 

factors, such as IPv6: quality of service, IP address abundance, strong security, cost effectiveness, 

mobility and device auto configuration capability and yielded interesting results that show why 

organizational network expert‟s decide whether to recommend an IP migration, IPv4 to IPv6, to 

their organizations.  

 

Taking some related research works  such as Everett M Rogers (2003) , Ajzen & Fishbein, 

(1980), and (2002) as baseline, this research investigated organizational network expert‟s 

perception and attitude regarding IPv6 functionalities; because their perception and attitude was 

recommended by aforementioned researchers and others as essential factor in influencing their 

decision. Hovav et al (2004), Chau (1997), and Chau & Tam (2000) also attributed organizational 

decision to conduct network technology migration to organizational network expert‟s decision 

whether to recommend a migration or. Hence, these two set of research efforts served as a 

foundation for identifying potential factors for further analysis and develop research questions for 
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the empirical test conducted in this study.  Based on the constructed research questions, research 

hypothesis was developed in order to examine the relation between network expert‟s perception 

and their corresponding decision to recommend IP migration to their organizations.  

 

Data used in this study was collected through survey tool which is administered online, called 

SurveyPro (www.Surveypro.com). The link to the survey questions were sent out to over 150 

network expert‟s worldwide working for Volvo AB, a Swedish car manufacturing company. 

After responses to survey items reach the threshold limit, data analysis was conducted by using 

SPSS20 software.  

 

Based on the analysis result, in the current context, network protocol migration from IPv4 to 

IPv6 is influenced by network expert‟s perception of IPv6‟s: quality of service, address 

abundance, device auto configuration capability, mobility, and security features. These findings 

certainly contribute to Network migration studies literature and information technology at large. 

It adds new knowledge to the field that perception and attitude of network experts regarding IPv6 

functionalities and capabilities are instrumental in making a migration decision at the 

organizations.          

 

The other important finding from a meticulous literature review shows that Internet protocol 

migration at times is very low; this due to organization‟s political, economic, human, Business, 

and technology orientation. In addition to that, there are very limited, if not none, research works 

on factors influencing individuals and organizational decision whether to employ the new internet 

protocol, IPV6.  Most studies focused on technical issues underlying both protocols and base 

their recommendation for migration on those technical issues. There are also very limited studies 

that investigates the financial aspect of IP migration process, which possibly result in absence of 

business case for those companies planning to pursue IP migration. It is to these effects that this 

study considered different aspects of IP migration process that are not tapped before.  

 

Future work 
 

During the research process, the researcher discovered several un-tapped areas in this field. 

The scope of this research can be broadened to accommodate different kinds of organizations 

engaged in different activity. Possible options are:  

 Conducting same study for small business enterprises, medium business enterprises, big 

organizations engaged in service provision…etc.     

 Nationwide comprehensive study can also be done 

 The result of this work also can be used as comparisons for future study of sake kind.   

 

 

  

http://www.surveypro.com/
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Appendix I 
 

Questions 

 

The following questions are about Internet Protocol (IP) migration.  The study used a five point 

likert scale. The respondents were asked to indicate their answers by choosing among the given 5 

alternatives, 1 through 5. The numbers in the scale represents the degree to which you agree with 

each items presented. For instance 5 represents strong agreement while 1 represent strong 

disagreement, the rests indicate the following: 2 represent disagreement, 3 represent neutral, 

4represent agreement. 
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 S
tr

o
n
g
ly

 

d
is

ag
re

e 

D
is

ag
re

e 

N
eu

tr
al

 

A
g
re

e 

S
tr

o
n
g
ly

 

ag
re

e 

1.  I feel my organization needs to employ a data transmission 

strategy or a network protocol that allows for network 

resource optimization along the path from the source to 

the destination. 

1   2 3 4 5 

2.  My organization needs to employ a mechanism, in its IP, 

that ensures resource reservation for its data 

communication. 

1   2 3 4 5 

3.  I think that IPv6 address abundance would eliminate some 

IPv4 address depletion remedies, such as Network address 

translation(NAT), which is putting pressure on network 

operation group and application developers to do further 

activity to make sure that there is no compatibility issues 

with different systems. 

1   2 3 4 5 

4.  I think that my organizationmay go in to trouble with the 

shortage of IPv4 address unless a migration to IPv6 is 

done on time. 

1   2 3 4 5 

5.  Address allocation strategy is more efficient in IPv6than it 

is in IPv4. 

1   2 3 4 5 

6.  I feel that elimination of Network address translation 

(NAT) makes network management and operation easy. 

1   2 3 4 5 

7.  I think that room for creativity that brings new 

technologies in would be widened if my 

organizationemploysIPv6.  

1   2 3 4 5 
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8.  Volvo needs to improve its data communication security. 1   2 3 4 5 

9.   IPV6 would significantly increase data communication 

security. 

 

1   2 3 4 5 

10.  IPV6 based network infrastructures are more cost effective 

than IPV4. 

1   2 3 4 5 

11.  Operation and maintenance cost of IPV6 based network is 

less than IPV4 network. 

1   2 3 4 5 

12.  I think that migrating IPV6 to would eliminate additional 

cost that could be incurred due to additional workarounds 

while maintaining same functionality. 

1   2 3 4 5 

13.  The nature of IPV6 would allow for better mobility than 

IPV4. 

1   2 3 4 5 

14.  The addressing scheme of IPV6 makes routing very 

simple. 

1   2 3 4 5 

15.  My organization needs a protocol that automatically 

configures itself and reduces error and the complexity of 

work, so that productivity will be increased. 

1   2 3 4 5 

16.  Manual configuration in IPV4 is causing significant 

problem to my organization, hence it needs to employ a 

protocol that supports Automatic configuration.   

1   2 3 4 5 

17.  Network protocol that support device auto configuration is 

far superior to the one which doesn‟t. 

1   2 3 4 5 

18.  I would be totally willing to recommend IP migration 

from the current version, IPV4, to the next generation 

Internet protocol, IPV6. 

1   2 3 4 5 

 

 

 

The letter addressed to Volvo employees is presented as follow  

 

Hello:  

 

You are invited to participate in this survey aimed at exploring and examining critical factors 

influencing network operation group decision to recommend an IP migration, from IPV4 to 

IPV6, to their organization. In this survey, approximately 124 people will be asked to complete 

a survey that asks questions about the current Internet protocol (IPV4), the next generation 

Internet protocol (IPV6), and network operation problems with the current IP...etc.  The survey 

will take approximately 4 to 5 minutes to complete the questionnaire. 

 

Your participation in this study is completely voluntary. There are no foreseeable risks 

associated with this project. However, if you feel uncomfortable answering any questions, you 

can withdraw from the survey at any point. It is very important for me to learn your opinions. 

 

Your survey responses will be strictly confidential and data from this research will be reported 

only in the aggregate. Your information will be coded and will remain confidential. If you have 
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questions at any time about the survey or the procedures, you may contact by email at the email 

address specified below. 
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University of Borås is a modern university in the city center. We give courses in business administration and 

informatics, library and information science, fashion and textiles, behavioral sciences and teacher education, 

engineering and health sciences. 

In the School of Business and IT (HIT), we have focused on the students' future needs. Therefore we have 

created programs in which employability is a key word. Subject integration and contextualization are other 

important concepts. The department has closeness, both between students and teachers as well as between 

industry and education. 

Our courses in business administration give students the opportunity to learn more about different 

businesses and governments and how governance and organization of these activities take place. They may 

also learn about society development and organizations' adaptation to the outside world. They have the 

opportunity to improve their ability to analyze, develop and control activities, whether they want to engage in 

auditing, management or marketing.  

Among our IT courses, there's always something for those who want to design the future of IT-based 

communications, analyze the needs and demands on organizations' information to design their content 

structures, integrating IT and business development, developing their ability to analyze and design business 

processes or focus on programming and development of good use of IT in enterprises and organizations. 

The research in the school is well recognized and oriented towards professionalism as well as design and 

development. The overall research profile is Business-IT-Services which combine knowledge and skills in 

informatics as well as in business administration. The research is profession-oriented, which is reflected in the 

research, in many cases conducted on action research-based grounds, with businesses and government 

organizations at local, national and international arenas. The research design and professional orientation is 

manifested also in Innovation Lab, which is the department's and university's unit for research-supporting 

system development. 
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