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Abstract

Safety-related functions are important in autonomous industrial applications and are featured in
an extensive body of work contained within the standards. The implementation of safety-related
systems is commonly done by an external company at a great cost and with limited exibility. Thus,
the objective of this thesis was to develop and implement a safety-related system using o�-the-shelf
products and to analyse how well it can comply with the established standards of safety-related
functions. This work has sought to review the current standards for safety-functions, the e�ects
of harsh radio environments on safety-related systems, and how to validate the safety-function.
The system development process was used to gain knowledge by �rst building the concept based on
a pre-study. After the pre-study was �nished, the process moved to the development of software,
designed to maintain a wireless heartbeat as well as to prevent collisions between the autonomous
and manual-driven vehicles at a quarry, and implementation of the system in real hardware. Fi-
nally, a set of software (simulations) and hardware (measurements in an open-pit mine) tests were
performed to test the functionality of the system. The wireless tests showed that the system ad-
hered to the functional requirements set by the company, however, the evaluated performance level
according to ISO 13849-1 resulted in performance level B which is insu�cient for a safety-related
function. This work demonstrates that it is not possible to develop a safety-related system using
the o�-the-shelf products chosen, without hardware redundancy.
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1 Introduction

Today, automation is receiving increased interest from vehicle manufacturers and new ideas, as well
as products, are being developed to provide more competitive solutions. C. Wong et. al. presents
a study that highlights the growing need for autonomous robots in other areas than manufacturing
plants, such as transportation [1]. These products have advantages in comparison to manually
operated machines in terms of higher productivity and the ability to work in harsh conditions.
This was demonstrated at a coal mine in Korea by S. Huh et. al. where unmanned coal mining
robots worked autonomously under human supervision [2]. However, there is a need for oversight
because people are often involved in the process. In fact, according to Balbir S. Dhillon around
41% of accidents in quarries are related to vehicles [3]. Thus, a safety system is needed in order
to keep people in the area safe, in addition to a complementary safety function. In general, this
complementary function is a kill-switch with a wireless trigger, which is more commonly referred
to as a remote emergency stop (e-stop). Dedicated radio units are used to send the stop signal, and
several e-stop triggers are often available at speci�c positions in the �eld. Although it is considered
a safety function, the e-stop system is not to be confused with a safeguard such as autonomous
object avoidance. Instead, it is regarded as a complementary protective measure [4] that should
only be used in the event of an emergency to prevent the machine from causing additional hazards.

The main challenge for a remote e-stop system is that the signal must arrive at its destination,
and in a timely fashion. When the e-stop push button is pressed by an operator, the machine is
expected to stop its operation and failure to do this might cause damage to company property
or even endanger humans in the �eld. A remote multipoint e-stop system was developed by D.
Garca, R. Barber, and M. A. Salichs, where radio frequency modules and microcontrollers were
used, to establish bi-directional communication between the receivers and transmitters [5]. This
enabled the robot to ensure connectivity, by sending a signal to each e-stop device and trigger the
emergency stop function, if a response is not received within a reasonable time frame. In this case,
a vacuuming robot was used as a testing platform, which meant dealing with small forces. Larger
platforms deal with larger forces that need to be handled in order to avoid causing additional
hazards during the stopping procedure. A solution was proposed by S. Sato et. al. to dampen the
e-stop process in elevators, where the large impact could cause injuries and even loss of life [6].
Damage to the machine itself should also be avoided if possible because of the loss of production.
This is why an algorithm was developed by M. Morisawa et al. [7] in order to stop a humanoid
robot quickly without falling over, avoiding damage to the equipment.

The wireless signal of an e-stop is required to be as reliable as a wired signal, thus error
handling of the connectivity is key. It is equally important to limit the e�ects of the most common
wireless disturbances that are present at the site. Several tests were performed by P. �Angskog
et. al. in an industrial environment to pinpoint the sources of this interference [8]. This work
highlights the signi�cance of the e�ects of impulsive radio disturbance, which is mostly caused
by electromechanical machinery in the vicinity. The overcrowding of the ISM frequency bands
in the industry is also a problem factor, where 434 MHz was the most likely candidate for high
interference.

The aim of this thesis is to develop a safety-related system with remote e-stop functionality,
designed for automated vehicles operating in a quarry (i.e. an open-pit mine built for the extraction
of crushed stone). This is considered a harsh radio environment because of the abundance of hills,
rocks, and piles of gravel that may absorb or propagate a wireless signal.

1.1 Problem Formulation

The majority of e-stop systems currently available use point-to-point communication where data
is sent using a single transmitter and receiver con�guration. Because the system is dependent on
the uplink, a timer is often used to determine if the communication is down and trigger the e-stop
to minimise the risk of hazard. Since the wireless connection has a range limitation, some systems
add signal repeaters to increase the working distance of the e-stop transmitter. These solutions are
generally proprietary and it is di�cult to assess their value without prior experience of developing
such a system in its entirety. The main goal of this thesis work was to gain a better understanding
of the requirements to a remote e-stop system and deliver a working prototype in the process,
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using o�-the-shelf products.
All commercially available emergency stops need to adhere to certain standards and directives,

regarding general design principles, requirements, and validation, thus the �rst research question
is:

RQ1 What are the current requirements and industry standards for a wireless emergency stop
system?

This dictated the design of the system, in regards to e.g. hardware architecture and stopping
procedure.

However, it is intended for the system to operate in a quarry which is a harsh environment for
wireless signals. It is of high interest to understand how coexisting signals and other sources of
interference will a�ect the system, which is targeted by the second research question:

RQ2 What are the most prevalent wireless sources of interference in a quarry and how does
this interference a�ect the functionality of an e-stop?

The system is also required to handle multiple point-to-point connections, one for each autonomous
vehicle. These links are established using radio modems acting as either a client or a base station.
After developing a prototype system it is of vital importance to test it in action in order to validate
its performance or redesign the system and gain a higher understanding of the requirements in the
process. However, this raised another question on what the important parameters to test in a
remote e-stop are, in addition to what variables that need to be controlled in the experiment.

RQ3 How can the functionality and robustness of a wireless emergency stop system be vali-
dated?

Studying the de�ned research questions provided increased knowledge on the scope of developing
a safety-related system, in regards to both software and hardware components.

1.2 Use Case

The safety-related function is designed for automated vehicles that are operating in an open-pit
mine, which is a concept currently being explored by Volvo CE. The company in question has
presented an example of how such an operation would entail shown in Figure 1, where automated
haulers are used to transport crushed rock between di�erent locations. The source of this crushed
rock comes in part from a crusher and the other part from a wheel-loader which is manually
operated. Because of this, the wheel-loader is working closely with the autonomous machines that
are �tted with an existing collision avoidance system to safeguard the operator. This system is
dependent on a wireless system of communication which is not expected to have a 100% up-time,
thus enabling a single-point-of-failure. An additional safety-system was implemented in this thesis
to mend this problem in order to prevent failures from causing a hazardous situation. The new
wireless system was expected to cover a minimum distance of 400m and to be able to handle multiple
wireless connections to many autonomous machines and a few manually operated machines. The
harsh radio environment provides challenges to the reliability of wireless communication on site.
Beds of rock, piles of crushed rock, sand, gravel, and machinery cause wireless signals to be absorbed
or propagated. The machines are also in motion which may cause multipath fading or distortion
of the signal. Thus, the reliability of the wireless communication needs to be validated.

1.3 Requirements and Limitations

This thesis work is contracted by Volvo Construction Equipment AB and comes with limitations
on speci�c parts of the implementation. This is primarily on the choice of hardware which was
predetermined before the start of the thesis and needed be able to coexist with a number of
systems already integrated on the prototype machine. More speci�cally, the radio modem [9] from
Satellar was chosen to build a system around as well as to test in the �eld. This system is used
in public transportation, emergency vehicles, and automatic tra�c lights to improve the ow of
tra�c. The advantage of this modem is that it uses an unlicensed frequency band at 430-440 MHz
which in turn is far away from the coexisting radio systems. In addition, it supports redundancy
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Figure 1: Graphical representation of the day-to-day operation at a quarry. Equip-
mentworld, M. G. Doyle. (2016). "How Volvo CE is engineering a quarry run
by electric loaders and haulers for big cuts to costs and emissions." [image] Avail-
able at: https://www.equipmentworld.com/how-volvo-ce-is-engineering-a-quarry-run-

by-electric-loaders-and-haulers-for-big-cuts-to-costs-and-emissions/ [Accessed 4
Feb. 2018].

as well as adding signal repeaters to increase the range of the system. This ability as well as
the over-the-air recon�guration makes the system very modular and well suited for a prototype
system. A drawback of working on this frequency range is the increased transmission time of the
two-way communication due to having a lower bandwidth than e.g. Wi� [10]. Thus, this system
needed to be evaluated to see if it met all the requirements which included: being able to handle
up to 10 autonomous machines as well as a few manually driven machines. Another requirement
was to utilise Raspberry Pi’s [11] to build a prototype system that may be tested in a simulated
environment and to collect data in the �eld.

1.4 Thesis Outline

The thesis is structured as follows; beginning with a description of the methodology used during
the thesis in Section 2 and continuing with background on the emergency stop and safety-related
functions in Section 3. The prototype, both software and hardware components of the safety-
related system is described in detail under Section 4 and the method of testing the reliability of
di�erent parts of the system is presented in Section 5. The results of the tests are presented in
Section 6 and analysed more thoroughly under Section 7, where future improvements are proposed.
Finally, the conclusion to the thesis is described in section 8.
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2 Method

The research methodology that was used in this thesis is the Systems Development process [12]
introduced by Nunamaker and Chen. This is a versatile method that is well suited for software
development. It is divided into stages of development where one stage can lead to any other stage
in the process. The �rst step involves building a conceptual framework. This framework is greatly
inuenced by the chosen components for the system and their interfaces. A literature study was
performed to make sure that the system provides a signi�cant enough contribution to the �eld.
The literature study was expected to provide insight into current industry standards and state of
art which directly shaped the design of the system, in addition to rede�ning the research questions.
The next steps are design and implementation of the system which consists of Raspberry Pi‘s [11]
communicating with each other wirelessly using long-range radio modems, as well as an experiment
in a real-world scenario. The focus of this experiment was to validate the health of the wireless
communication by analysing round-trip time, packet loss, jitter, and uptime which then a�ected the
redesign phase of the thesis work. Finally, the system is evaluated, �rstly by applying theoretical
models, secondly by testing the software in simulation, and thirdly by performing �eld-tests on
both the wireless hardware components and the software functionality. The steps of this thesis
process is shown graphically in Figure 2. The idea behind this method is to build a system and

Construct a Conceptual
Framework

Develop a System
Architecture

Analyse and Design the
System

Build the System

Observe and Evaluate the
system

Figure 2: Graphical representation of the process of systems development [12].

gain knowledge about the research area in the process. Another motivation to use the Systems
Development method is that it allowed for design choices to be made by request of the collaborator,
which is Volvo CE in this case.
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3 The Emergency Stop Function

Not all systems need an emergency stop, in fact, the standards indicate as such by de�ning the
e-stop as a complementary protective measure [4, 13]. The purpose of it is to prevent injuries to
persons or things in an emergency situation. Therefore, a risk assessment is used to determine
when and where to implement emergency stop functionality in a system.

3.1 Standards for Actuators and Placement

There are strict guidelines regarding the design of e-stop triggers listed under EN ISO 13850:2015
[13] to be clearly identi�able, visible, and accessible to the operator. This is achieved by colouring
the actuator in red and using a yellow background. These actuators need to be placed nearby any
control station that is able to initiate automatic motion of the system, except in situations where
the e-stop would not reduce risk. It is necessary for the emergency stop to be activated using
one human action alone, in addition, it must not be possible for the machine to start by resetting
the trigger. Furthermore, the actuation needs to induce a mechanical latch, and thus be reset by
twisting or pulling the push button. If the risk assessment warrants it, the actuator may need to
be reset by a key-pad or by releasing a key. In the event that multiple e-stop buttons have been
activated, each actuator must be reset before the target system is allowed to start. Depending
on the machine and risks associated with its operation, the stopping process is divided into 3
categories.

� Category 0: Remove power to the machine.

� Category 1: Perform a controlled stop followed by cutting power to the machine.

� Category 2: Perform a controlled stop and leave the machine powered on.

Regardless of the choice of category, the machine is required to stop in an "appropriate manner",
i.e., without causing a hazard. What is appropriate for a system is dependent on the target machine
or work-cell. In some cases, it is also important for the e-stop to be guarded against being activated
in a hazardous manner. This could cause disruptions in production and even damages to property
as well as the machine itself. It is however emphasised that the safeguard should not limit the
accessibility of the actuator. It is common for an e-stop to follow the IEC 60947-5-5 [14] standard
that enforces additional requirements on emergency stop devices with mechanical latching. These
requirements are related to the mechanical and environmental forces that the device needs to be
able to withstand, such as exposure to saltwater, and a temperature of negative 40 degrees to
70 degrees positive in dry and humid conditions. It also needs to endure a 113 N force on all
three axes as well as a shock test of 15g, an impact test using a 1.6 kg hammer, and a vibration
test where acceleration is up to 50m=s2. Furthermore, the standard IEC 60204-1 [15] applies
additional requirements if the stop signal is sent without a cable where the control station must
be protected from unauthorised use, in addition to requirements on the operation of the machine
in question. The stop signal is only allowed to a�ect the intended machine(s) and each machine
needs a separate way of stopping automatically if a fault in the signal is detected or if a valid signal
has not been received "within a speci�ed period of time". However, the latter has an exception
if the machine is performing a pre-programmed action outside of the range of the e-stop signal if
and only if it can be asserted that nothing hazardous can occur.

3.2 Wireless Industrial standards

Ideally, a complementary protective measure uses wiring to send the signal that triggers an emer-
gency stop. However, this is not always possible, for instance, if the machine is mobile such as in this
case, in addition to having a non-deterministic route during production. A number of standards
and technologies are being used in industry to solve this problem using wireless communication.
There are various wireless technologies built on various standards and they can be divided into
long, medium, and short-range communication. Satellite and cellular are examples of long-range,
IEEE 802.11 [10] (Wi�), IEEE 802.15.1 [16] (Bluetooth) and 802.15.4 [17] (LR-WPAN) are mostly
included in the medium range category, and RFID, as well as infrared signals, are referred to as
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being short range. These short-range technologies, in addition to the cellular networks, cannot
guarantee coverage on a large site. It is possible for satellite, however, it is not appropriate be-
cause of the high latency. The medium range o�ers a wide range of solutions operating at di�erent
frequency ranges. LR-WPAN technologies are most commonly used for sensor-networks, where
high data-rate is not necessary and because of the low power usage. A mesh network is built to
cover larger areas, but the ever-changing environment of a quarry may make this task too complex
and time-consuming in the long run. An alternative that could provide the range of a cellular
network and the coverage of Wi� is Digital Professional Mobile Radio (DPMR) [18]. Historically,
it has been used for transmission of speech by police and the �re brigades during emergencies.
Nowadays, it is used in manufacturing plants, mines, airports, and many other places in the indus-
try because of its reliability and low cost to coverage ratio. It o�ers e�cient and exible two-way
communication, that can be customised to �t speci�c needs and reprogrammed over a wireless
link. The operating range of DPMR is 30-1000 MHz which enables high signal penetration but
lower data-rates. System ownership is also safeguarded by end-to-end data encryption which is
important for a safety system. A DPMR system must adhere to ETSI EN 300 113-1 [19] which
guides the design, testing, and EMC for transmitters and receivers. It is required to be robust to
interference which is the main reason for it being the primary choice in this thesis.

ISO 13849-1 [4] provides aid in determining the degree of reliability for a safety-related control
system by the use of Performance Level (PL), Mean Time to Dangerous Failure (MTTFD ), and
Diagnostic Coverage (DCavg ). PL de�nes the average probability of dangerous failure per hour, for
the safety function and is divided into �ve ranges from A-E, where A is the highest average prob-
ability. MTTF D is often di�cult to measure and ranges from low to high as depicted in Table 1.
DCavg is a representation of how much the communication is monitored and diagnosed to prevent

Reliability
MTTF D

(years)
Low 3 - 10
Medium 10 - 30
High 30 - 100

Table 1: This is a recreation of a Table [4, Tab. 4], depicting the endurance of the channel based
on its MTTF D .

faults. More speci�cally, it is the percentage of detectable faults in the safety-related system:

DCavg =
� dd

� dd + � du
; (1)

where � dd is the amount of detectable dangerous faults and� ud is the amount of undetectable
dangerous faults that lead to a loss of the safety function. These parameters can be used as a tool
to de�ne the requirements for a safety function using up to two channels of communication. In
Figure 3 this tool is presented, which depicts levels of performance on the y-axis and architectural
categories on the x-axis. These categories are the resulting basic requirements for the safety
function, increasing with higher category. Following the standard EN ISO 13850:2015 [13] requires
emergency stops to achieve a minimum of PLC and in order to reach this goal the system needs
to adhere to either of the categories 1-3, as can be viewed on the �gure. However, category 3 is
di�cult to achieve because it requires dual channels of communication. The other two categories
require that the components are up to standard and the use of well-tried safety principles. The
di�erence is that the level of diagnostic coverage is higher for category 2, in addition to the need
for periodic testing of the safety function.

3.3 Wireless interference

This is where the wireless communication becomes relevant as it is less reliable than the con-
ventional wiring, especially in harsh radio environments. In a quarry environment, the expected
wireless disturbances include non-line-of-sight (NLOS) from piles of gravel, dust steered up by mov-
ing parts, as well as high amounts of electromagnetic interference from active machinery. A study
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Figure 3: This graph is from [4, Fig. 5] and describes the relationship between categories, DCavg,
MTTF D of each channel and PL. The categories represent the increasing requirements of the
safety-related function, depending on the probability of dangerous failure per hour, and mean time
to dangerous failure in years.

was conducted on short-range communication in a quarry by S. Vernersson, E. Kalpaxidou, and
D. Rylander [20] where three di�erent wireless technologies - operating at three di�erent frequency
bands were evaluated. Packet Reception Ratio (PRR) was used to measure the performance of
Zigbee RF (868 MHz), IEEE 802.11g (2.4 GHz), and IEEE 802.11p (5.9 GHz) at di�erent dis-
tances and elevation. It was concluded that frequency inuenced the reliability the most where
the Zigbee RF was the best on average, only losing 0.3% of packets while testing in the lowest part
of the quarry. The high amounts of rocks and hills in the quarry was detrimental to the 802-11g
system that performed the worst on average with a packet loss of over 70%, with the performance
of 802.11p on second place losing 32.2% of all packets. The results are theorised to be caused by
the increased signal penetration of the 800 MHz band ignoring most of the obstacles and the 2.4
GHz system having less signal propagation than the 5.9 GHz system. This shows that choosing
the correct wireless technology for an e-stop may result in a low or even no requirement of diag-
nostic coverage for the communication. However, this comes with an increased need to validate
the reliability of the wireless signal by empirical measurements.

3.4 Wireless redundancy

One way of decreasing the probability of system failure is by implementing redundancy in the
system in order to avoid single-point-failures. In regards to wireless communication, this may be
divided into information and hardware redundancy, where the former relates more to the reliability
of transmissions over the network, while the latter also includes sustainability of the system over-
all. The international standard IEC 61508-3 [21] contains guidelines on the software-concepts of
redundancy that are recommended for a safety-related function. An example of this is to include
error correcting codes such as ARQ (Automatic Repeat Request) [22] and FEC (Forward Error
Correction) [23] which are commonly used in wireless networks. The ARQ scheme relies on the use
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of acknowledgements sent from the receiver of a message, indicating whether or not a packet was
correct. In addition, if the sender does not receive an acknowledgement after a speci�ed period of
time, the message is resent. This method relies on a limited round-trip-time and is less appropriate
for e.g. satellite applications. FEC instead adds redundant information to the packet enabling the
correction of a certain amount of bits depending on the speci�c scheme. Being able to correct
bit-errors caused by noise in the channel is advantageous but comes with the cost of bandwidth.
This is due to the general idea behind FEC of adding redundant information to the data thus
increasing its size and transmission delay.

A common approach to increase reliability is to introduce redundant hardware components to
a system as emphasised by IEC 61508-2 [24]. This is recommended in all systems with a chance
of single-point-failures, e.g., the master device in a network. Reliability may be increased either
by monitoring triggering signals using another hardware component or by two or more compo-
nents working in parallel. This is often referred to as standby redundancy and there exist multiple
approaches divided into cold, warm, and hot standby depending on how active the redundant
component is while being idle, which a�ects its longevity. Moreover, parallel redundancy schemes,
such as dual modular redundancy, are examples of schemes being able to distribute the load over
devices. This also requires synchronisation between them where a decision is made on which device
that processes each new input. While this would increase robustness and avoid the common mode
failure, the devices will have very similar failure rates thus not increasing the sustainability of the
system. This could be mended by diversifying the hardware where two components perform similar
tasks but with di�erent hardware architectures. In addition, the standby redundancy schemes in-
crease longevity depending on the demands of switch-over rate and MTTF. A cold standby system
will have a dormant component which introduces a long delay during the switch whereas a hot
standby component may have a switch-over rate competing with parallel systems. This, however,
comes with reduced MTTF because the hot standby component, while not processing the same
load as the main component, still needs to be powered on and actively monitor the system. The
hot standby solution is common for a lot of routing protocols used in wireless networks such as the
VRRP (Virtual Router Redundancy Protocol) [25]. It is a standardised protocol described in RFC
3768 by R. M. Hinden and the IETF (Internet Engineering Task Force) that enables alternative
�rst hop routers if the master would become unavailable. It increases availability and lowers the
chance of a single-point-of-failure by dynamically assigning one of the VRRP routers to forward the
message. Typically, two redundant routers are used in this protocol where one of the routing paths
is preferred to reduce the chance of both routers being equally prioritised thus causing duplicate
packets to be transmitted.

3.5 Reliability Analysis and Standards

To simplify the problem when performing a component-wise reliability analysis, each component
is considered to be either in a failed or a functional state. The reliability of the system is then
de�ned as the probability that it will successfully perform a prede�ned task during a speci�ed
period of time. For a coherent system, it is then vital to compute the probability that an individual
component is functional during this period if that component will cause the system to fail. The
reliability of the system can then be de�ned based on the probability that the respective devices
remain functional over a period of time most commonly referred to as mission-time. For each device,
the reliability is calculated as de�ned in [26] by A. Myers using the exponential distribution:

R(; t ) = e� t ; (2)

where is the rate of failure or 1
MT T F and t is the operational time needed for a successful mission.

Moreover, the reliability of N devices connected in series may be computed as:

Rs =
NY

i =1

Ri ; (3)

whereRi is the individual reliability of each device. When considering more complex systems using
N identical components, connected in parallel for redundancy, the reliability function is calculated
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as:

Rp = 1 �
NY

i =1

(1 � Ri ): (4)

Performing a system-wide reliability analysis is not a trivial task because it requires knowledge
about the MTTF of each component in the system. In the work by B. C�ekyay and S. •Ozekici
[27], the MTTF was derived by modelling it as an optimisation problem. The reliability or the
performance of the system is optimised as a function of each components individual failure rate.
However, this failure rate is not always known and measuring it may prove costly. Assuming
the system consists of two identical devices and an imperfect switch, S. Fujii and H. Sandoh [28]
presented a method for assessing the reliability of the system using Bayes inference. Using this
method, where the failure rates of each independent component were considered unknown, the
model could predict the time of the �rst failure of a component.

The standard ISO 13849-1 [4] contains guidelines on the estimation of MTTF for pneumatic,
mechanical and electromechanical components. The method is based on the number of operations
done before a tenth of the manufactured components failB 10d and the number of operations
performed during the course of a yearnop where:

MTTF =
B 10d

0:1 � nop
: (5)

The amount of diagnostic coverage needed for a safety-related function is often hard to quantify
as well. This type of analysis is known as FMEA (Failure Mode and E�ects Analysis) [29] when
performed on individual components in the system. It involves constructing a worksheet on the
item, its potential failure mode, cause, severity, and the probability of it occurring. An alternative
is the FTA (Fault Tree Analysis) [30] method which is used in the aerospace industry. It maps the
relationship between di�erent faults by constructing a diagram with the undesired outcome at the
top of the tree. The diagram most commonly consists of logic gates where the inputs are events
that cause the undesired outcome or other failures. Using this diagram, the system can be analysed
to �nd common cause and common mode failures. A common cause failure represents an event
that causes several components to fail simultaneously while common mode failure indicates that
di�erent components failed in the same exact way, causing an identical fault. After constructing a
list of faults for the system they can be divided into safe, detectable, and undetectable dangerous
failures. This enables the quanti�cation of the amount of diagnostic coverage needed which is
required to handle all detectable dangerous faults in the system. These methods were used by
Suwoong Lee and Yoji Yamada [31] during the risk assessment of a power assist system. Here,
they used FTA to trace the failures and FMEA to �nd potential safety measures in order to prevent
hazards.
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4 System Speci�cation

The system is comprised of a number of di�erent hardware components communicating using a
shared framework that was developed for this thesis. All devices, nodes, messages, and their
relation to each other are presented in Figure 4. The server of the safety system runs on a
Raspberry Pi and the clients run on dedicated ECUs (Electronic Control Unit) in each machine.
The purpose of this system is to make the positions of all manually driven machines known to the
autonomous machines, in order to avoid collisions and prevent hazardous situations. In addition,
a complementary protective measure was implemented where all the autonomous machines can
be stopped by pressing on a mushroom-style pushbutton. The pushbutton is located in a control
room and is used to enable the autonomous machines to run autonomously by twisting the button.
This functionality is protected by a key to prevent unauthorised access to the system, however, it
is always possible to stop the machines from the control room. It is designed to be used several
times a day, to enable the machines to run autonomously as well as to disable them at the end of
a cycle of operation.

The autonomous machines need to be connected to the safety-related wireless system in order
to remain active. The server enables this connection by broadcasting commands regularly to
all machines and the status of the wireless link is diagnosed on the client-side, by utilising the
command as a heartbeat. The motivation for this is to avoid losing the safety-related function of
collision avoidance, by stopping the machines on an individual basis if the wireless link becomes
unstable or is lost entirely.

Figure 4: Graphical representation of the safety system.
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4.1 Software

There are three types of nodes running in the network: the master, the autonomous machine client,
and the manual machine client as shown in Figure 5. There is only one master active at one time

Figure 5: The graphical representation of the nodes that are active in the system. The poll to the
manual client and the command sent to the autonomous client is a part of the same broadcasted
message.

but several clients can be part of the network up to a certain limit. This limit is determined by
the timing constraints of polling all manual machines that are active in the site. A large part
of the e-stop functionality is decentralised, where each autonomous machine determines whether
to emergency stop by analysing the network health and positions of the manual machines. All
nodes were written in C++ using ROS [32] (Robot Operating System) to decrease development
time, ease visualisation and logging of data, as well as to enable the control of nodes over Ethernet
by utilising ROS services. A service in ROS is a function that can be called by a user in the
command-line or by other nodes in the network. These acted as push-buttons for the activation
and stopping of machines during development.

4.1.1 Base-Station

The base station is the master of the system and whose job is to poll each manually driven
machine for its position and broadcast this information to all autonomous machines. All messages
are broadcasted to all other devices in the network at all times indicated by the red arrow in
Figure 4. The messages contain a minimum of one CAN frame with the current command to all
autonomous machines, in addition to other frames containing the positions of each manual machine
as illustrated in Figure 8 as Master Broadcast and Machine Response respectively. The command
consists of a timestamp, a control signal, and a response ID (identi�cation) number. The master
determines which device that gets to transmit its position back by setting the ID number in the
broadcasted message. If a machine with the wrong ID responds to the request, the server moves to
an error state and triggers the emergency stop. In this state, the server needs to be reset manually
by an operator using a speci�c booting sequence. While resetting the server is necessary, it does
not restart the autonomous machines that were emergency stopped by this error.

The IP addresses of the devices are arbitrary and unknown before the �rst broadcast. Thus,
the system is easily recon�gured, only needing to edit the number of manual machines expected
to be active in the network. The general cycle of the base-station is to iterate over all known ID's
of the manual machines, using this ID to poll and thus updating a position, while broadcasting
all previously known positions on the network. This runs at a rate of 5 Hz, giving the manual
machine with the correct ID 200� Tx ms, where Tx is the transmission time of the broadcast, to
respond with an updated position. The server keeps a list of the positions of the manual machines
in addition to whether they are active on the site or not. The position is included in the broadcast
to the autonomous machines together with a timestamp that is related to when the position was
received. However, it is only included if the manual machine in question indicates that it is actively
working on the site through its message response.
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4.1.2 Autonomous Machine Client

This node that runs on an ECU in the autonomous machine is a silent listener on the network. The
purpose of this node is to avoid colliding with the manual machines working in close proximity,
in addition to stopping safely when prompted. This is accomplished by listening for broadcasted
messages containing commands regarding if autonomous driving is permitted and the status of
the emergency stop. The health of the network connectivity is determined by analysing the time
deviation, jitter and PRR, where the time deviation is computed using the timestamp of the packet.
The jitter is computed as:

J i = jETx i � ETx i � 1j; (6)

where ETx i is the value of the estimated transmission time at time-stepi , determined by the
periodicity of the task. The jitter is computed if and only if a packet was received in the previous
time-step i � 1 because the transmission of data is in real-time. In addition, by synchronising the
local time based on the timestamp as described in Figure 6, it is possible to estimate the frequency
of the packets and compare this value to the expected frequency in order to detect dropped frames.
This is possible by setting a baseline based on the timestamp of the �rst packet that arrives. Next,

Figure 6: This image describes the relations between the di�erent variables used in the clock
synchronisation algorithm used to estimate the frequency of the received packets.

a timer with a cyclic rate of 200 Hz is used to measure the time until the next packet arrives. The
updated local time may now be compared to the next timestamp in order to measure the error of
the current baseline. This, in turn, provides an opportunity to update the baseline based on the
deviation between the estimated arrival time and our current local time as:

Baseline t = Baseline t � 1 + deviation � �; (7)

where � is a constant and � 2 (0; 1]. The time-deviation is also used to check if the packet has
arrived within the expected time-frame thus being valid. This helps to �lter out duplicate messages
caused by scattering of the wireless signal. By synchronising the local time to the server time, the
precision of the jitter measurements increases as well as the ability to detect when a packet has
been missed. This information is used to compute the PRR over a period T.

A number of conditions are used in the safety algorithm to assess whether the machine is
permitted to move. The most important indicator used is the PRR of the system where the ratio
cannot be allowed to fall below a certain limit LCL (lower control limit) as displayed in Figure 7.
In addition to this, the system may be permitted a maximum number of consecutively lost packets
before being considered dangerous. If either condition triggers the e-stop, the machine cannot be
restarted manually until the PRR reaches the upper limit UCL (upper control limit).
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Figure 7: This is a graph showcasing how Packet Reception Ratio of the system is used to stop
and reset the machine. The machine is stopped when the PRR moves under the lower control limit
LCL and not permitted to be restarted before the ratio moves above the upper control limit UCL.

The wireless link is regarded as unstable based on the following criteria:

� No messages have been received for a duration of one second.

� Less than half of the messages have been received over a period of 4 seconds.

� The current stopping distance is longer than the minimum possible distance to the human-
operated machine.

The collision avoidance is done by comparing the position of the manual machines with its own,
in addition to the stopping distance based on current speed. A radius around the manual machine
based on the uncertainty of its position is computed. This uncertainty increases with the time-
stamp (indicating when the position was last updated) that is provided in the CAN frame and
contains the position. In addition, a radius around the autonomous machine is computed with
the length of the current stopping distance padded by the average response time of the wireless
communication. The autonomous machines are able to detect a dangerous situation by using
these two circles. This is done by checking if the two circles intersect, indicating that the current
stopping distance of the machine is longer than the shortest possible distance to the manually
driven machine. However, the manually operated machine is assumed to be inactive if the received
packet does not contain information on its current position.

4.1.3 Manual Machine Client

This node listens to the broadcasted messages and responds with the current position of the human-
operated machine if the response ID of the message matches its own. The machine updates its
current position by utilising a GPS and transmits it over a CAN bus to the ECU. This information
is then transmitted as a response to the server as shown by the green arrows in Figure 4. The
driver has the option to be a part of the safety system using a switch giving the person a more
exible role. This is needed because of the many di�erent tasks the operator of the human-driven
machine performs that are not directly impacting the autonomous machines. This, in turn, puts
the responsibility on the operator to make sure that the system is active while working in an area
where the autonomous vehicles are present. Similarly to the client of the autonomous machines,
the health of the network connectivity is monitored by this node as well. The driver is warned
using a LED if its position is old or if the connection is unstable enough to warrant caution.

4.1.4 Axiomatic Framework

Because the ECU's are unable to receive messages over Ethernet, a CAN/ETH converter is used
that comes with its own message protocol. A C++ framework was built around this protocol to
make the device easier to use for communication purposes. The core functionality of the framework
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is to parse CAN database �les, process CAN data bytes/bits using the database, as well as building
the Ethernet message according to the Axiomatic guidelines. The message consists of a maximum

Figure 8: This image describes the structure of the CAN message used in the system as well as how
they are used in the Axiomatic protocol. The protocol is simpli�ed for a more clear illustration.

of 256 Bytes with 11 Bytes dedicated to the header, while the other 245 Bytes may be �lled with
multiple CAN frames as shown on Figure 8 or other information for network diagnostic purposes.
There are three CAN messages that are currently de�ned for the system, one for the e-stop related
commands and two for the position of the manually driven machine. This is to separate the
broadcasted update of positions done by the server and the response by the manual machine to
update its individual position. The Master Broadcast message is used to as a heartbeat in the
safety system in addition to sending commands to the autonomous machines using the control
byte. It is also used to poll for the position of a manually driven machine using the Response
ID which is received in the form of the Machine Response message. The information from the
response is extracted and forms the Machine Position message that is sent along with the Master
Broadcast message.

4.2 Hardware

To communicate over the air, Satel XPRS [9] radio modems are used on both the mobile clients and
the base station. Gainex 4 dB 50 ohm 440-470 MHz antennas from Satel were used to increase
the gain and BPF 70/3 [33] band-pass-�lters were installed to reduce noise. On the mobile clients,
two antennas were installed and shared using an RF power-splitter. On the wheel-loader, the
antennas were placed circa 5m apart horizontally for spatial diversity which is around 5 times the
recommended distance of�= 2 > [34], where � is the wavelength of the antenna. The antennas
were also tilted away from each-other roughly 15 degrees for the sake of angular diversity. For the
antennas on the automated vehicle, only spatial diversity is used where the antennas were placed
approximately 2m apart in addition to being shielded from each-other by the machine's metallic
body. The EIRP (E�ective Isotropic Radiated Power) can be calculated as:

EIRP = PowerT x + Gain T x � cableloss� insertionloss = 27+4 � 0:367� 1:4 = 29:233dBm; (8)

where the output power of 500 mW is equivalent to 27 dBm, the gain of the antenna is 4 dBm,
the cable loss of a RG58 coaxial cable is approximately 36.7 dBm per 100m giving in this case,
cableloss= 36:7� 1

100 , and lastly the insertionloss caused by the band-pass-�lter BPF 70/3 of 1.4 dBm.
The messages are sent using the UDP protocol over Ethernet with a speed of 30.2 kbps. Since the
ECU's on the client side can only communicate by a CAN interface a device is used to convert
Ethernet messages into CAN frames called an Axiomatic CAN/ETH converter as shown in Figure
4.

The base station, demonstrated in Figure 9, consisting of a RPi (Raspberry Pi), an emergency
stop actuator, an Ethernet cable, a micro USB-B cable for the RPi power supply, is mounted in
a metal casing certi�ed up to IP54. A hole was drilled on top of the case to leave room for the
emergency stop mushroom style pushbutton and two holes on the side of the case for the Ethernet
and micro USB-B cables. For the sake of modularity, there is room available to increase the number
of RPi's in the future.
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Figure 9: The base-station for the safety-related function equipped with a emergency stop push-
button [35] and a Raspberry Pi [11].

4.2.1 Emergency Stop Actuator

The chosen actuator for the e-stop is a red mushroom type pushbutton Eaton m22-PVS [36], an
m22-kc01 contact block [37], and a yellow and black IP67, 69K certi�ed housing. It adheres to
IEC 60947-5-5 [14] which means that it follows the aforementioned ISO 13850 [13] in addition
to regulations on the electrical and mechanical requirements. The contact block contains wiring
terminals and is normally closed during operation thus letting the signal pass through the wire.
The e-stop is triggered by a single action of pushing the button which presses down onto the contact
block thus breaking the connection of the signal and latches in an opened state. To reset the e-stop
a key needs to be turned which unlatches the device. This safety measure is required for wireless
e-stop systems to prevent unauthorised access. The circuit is simple where a 3.3 V source from
the RPi is connected to the contact block as displayed on Figure 10, using a 1K resistor to protect
the input pin from being damaged, and a 10K resistor to ensure that a small amount of current is
drawn by the circuit. The MTTF of this component can be estimated based on the information

Figure 10: This image describes the circuit connecting the Raspberry Pi to the contact block
contained in the housing of the emergency stop pushbutton.

from the manufacturer [35] Eaton indicating that 10% of components fail after 2 million operations.
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