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Abstract 

The lack of medication adherence leads to an incremental risk of diseases which 
can be a major burden on the individual, healthcare system, and society. Hence, 
healthcare professionals have a central role and should manage, guide, educate, 
and make their patient more involved in their treatment and thereby promoting 
a better medication adherence.  
 
Medication adherence is a great challenge for many patients with chronic 
conditions, elderly patient, or patient prescribed to long-term medication. The 
rapid development and deployment of mobile phones in the healthcare 
industry has an important role to play in this area and has led to the 
development of new phone features and applications that can help both 
caregivers and patients with managing and monitoring medication intakes. 
This development and support of mobile phones and applications have created 
and improved doctor-patient interaction. 
 
Today, there is no easy way for healthcare professionals to monitor and help 
patients with their medication intakes. A solution to this problem is to develop 
a mobile application that communicates with a smart pillbox via near field 
communication (NFC) to monitor, manage, and improve patient’s medication 
intakes in an easy and accessible manner. Using NFC as a communication 
technology allows data to be wirelessly transferred from phone to pillbox and 
vice versa. This solution will help healthcare professionals to create better 
treatment conditions and fewer side effects for their patients. These patients 
will be more knowledgeable and motivated to take greater responsibility in 
following doctor’s instructions, thereby improving their treatment process.  
 
The application is tested and evaluated during every iteration phase of the 
development process. These tests have been conducted by allowing healthcare 
professionals to test the application and provide feedback on their experience 
when using the app. Conducting these tests have helped with generating new 
ideas, features, and functionalities, but also helped to improve the user 
interface to make the application as user-friendly as possible. 
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Sammanfattning 

Bristen på medicinering följsamhet leder till en ökad risk för sjukdomar som 

kan vara en stor belastning för individen, vårdsystemet och samhället. Hälso- 

och sjukvårdspersonal har därför en central roll och bör hantera, vägleda, 

utbilda och göra patienten mer delaktig i behandlingen och därigenom främja 

en bättre medicinering följsamhet. 

Medicinering följsamhet är en stor utmaning för många patienter med kroniska 

tillstånd, äldre patient eller patient som är ordinerad för långvarig 

medicinering. Den snabba utvecklingen och användningen av mobiltelefoner 

inom vårdindustrin har en viktig roll att spela i detta område och har lett till 

utvecklingen av nya funktioner och applikationer som kan hjälpa både 

vårdgivare och patienter med att hantera och övervaka medicinsk intag. Denna 

utveckling och support av mobiltelefoner och applikationer har skapat och 

förbättrat interaktion mellan läkare och patient. 

Idag finns det inget enkelt sätt för sjukvårdspersonal att övervaka och hjälpa 

patienter med sina medicinintag. En lösning på detta problem är att utveckla 

en mobilapplikation som kommer att kommunicera med en smart pillbox via 

nära fältkommunikation (eng. Near Field Communication, NFC) för att 

övervaka, hantera och förbättra patientens medicinintag på ett enkelt och 

tillgängligt sätt. Med hjälp av NFC som kommunikationsteknik kommer data 

att överföras trådlöst från telefon till pillerdosa och vice versa. Denna lösning 

kommer att hjälpa vårdpersonal att skapa bättre behandlingsförhållanden och 

färre biverkningar för sina patienter. Dessa patienter kommer i sin tur att vara 

mer kunniga och motiverade att ta större ansvar i efterföljande läkares 

instruktioner och därigenom förbättra deras behandlingsprocess. 

Applikationen har testat och utvärderat under varje iteration av 

utvecklingsprocessen. Dessa tester har utförts genom att låta vårdpersonal 

testa applikationen och ge feedback på hur dem upplevar applikationen. Dessa 

tester hjälper till att skapa nya idéer, funktioner och funktioner som bör ingå i 

den slutliga applikationen, men också bidra till att förbättra 

användargränssnittet för att göra ansökan så användarvänlig som möjligt. 

Nyckelord 

Medicinering följsamhet, sjukvård, mobil applikation, Android, smart 

pillerdosa, Near Field Communication (NFC). 
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1 Introduction 

Chronic disease-, elderly-, disabled, and long-term medication patients are increasing 
worldwide and require attention from all governments, as they are presenting a group 
of the population with increasing expenses of hospitalization, consultations, and 
pharmaceutical expenses [1]. Various studies showed that elderly patients are 
constantly exposed to errors in their medication intakes. These errors are more 
apparent if their medication intakes span over a period of six months or more and may 
result in more hospital readmissions [2]. The reason why elderly patients are having 
problems with their medication intakes is mostly related to their age and the number 
of prescribed medications. 
One of the major challenges for chronic disease patients is the lack of medication 
adherence. In a report by World Health Organization reported that around 50% of 
chronic disease patients in developed countries do not take their prescribed 
medications. This issue leads to increased mortality, morbidity and costs[3]. Despite 
the incremental increase in development of mobile technologies, the potential of using 
computing solutions for improving medication adherence has remained almost 
unexplored [4]. The use of ICT in the healthcare industry is quickly evolving with the 
arrival of smartphones. It is gradually improving patient medication intakes which in 
turns improve their medication adherence.  

1.1 Background 

In the recent years, there has been a rapid growth in mobile phones technological 
development. Smartphone technology is at the forefront of innovation in low, middle 
and high-income countries [5]. Mobile phones have gone from only making calls to 
becoming multifunctional devices with advanced features and different capabilities 
that make them distinguishable from each other. Today’s mobile phones are very 
advanced in their computing features with diverse capabilities that are often 
considered as minicomputers 
In a very short period of which smartphones have been available, it has been noticed 
that they are overtaking personal computers (PCs) with 87% of adults are having one. 
This extensive development of the mobile phone market has created new conditions 
and ways of communicating and getting information. Since the breakthrough of mobile 
phones, the number of mobile phone users has increased significantly in the world. 
Mobile phones have become an important part of our life, as they provide the ability to 
access information in a fast and easy way.  
 
Mobile phones and applications are contributing factors to the healthcare system due 
to the necessity of accessing information in easy and non-time-consuming manner. 
Because the value of time here is associated with the lives of the patient and not money 
[6].  
The term “m-Health apps” has been introduced to the public in response to the global 
digitization of healthcare systems. These m-Health applications not allow only the user 
to track the state of their health but also enable doctors, caregivers, and healthcare 
professionals to track the medical history of their patients. Thus, it enables them to 
provide feedback on and improving patient medication [7]. 
 
Smartphones and mobile applications have already improved the doctor-patient 
interaction, reduced hospitalization costs and improved the medical care for patients. 
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In the recent years, healthcare providers have been adapting and deploying mobile 
health technologies. The two-main reasons for this adaptation are time and cost 
efficiency [8].  
 
Medical requirements are constantly growing which have been the biggest reason for 
the rapid growth of healthcare mobility solutions. In the past, healthcare and life 
science industries were focusing more on manufacturing customized medical 
equipment and devices for the hospitals and doctors. However, now they have shifted 
their attention to mobile applications which are far smarter, user-friendlier, and richer 
in functionalities. 
 
Various electronic such as pillboxes have been developed during the past and recent years. 
However, each of these boxes has a specific aspect of medication adherence. They have 
different functionalities for setting alarms, getting an alarmed notification on smartphones, 
and ability to visually and aurally remind the patient. However, most of these pillboxes lack 
the ability for healthcare professionals to keep track of patient medication intakes, manage, 
and improve patient medication adherence. 

 

1.2 Problem 

The lack of medication adherence may lead to serious health issues, which can interfere 
with the ability to treat diseases. Various studies have estimated that 30-50% of 
prescribed medications have not been taken resulting in constant decline of patient 
health, hospitalization costs, and burden on the healthcare system[9]–[11].  
 
Patients are not aware and do not realize the consequences and damages that may 
occur in having poor medication adherence.  However, the responsibility does not only 
fall in the hands of the patient but also the healthcare providers. As they have an 
important part in supporting the success of patient treatment.   
 
There are many factors that may cause patient’s failure in following their prescribed 
medications. These factors can be categorized into two factors, explicit and implicit 
factors. The explicit factors include: patients are forgetting to take their scheduled 
medication, concerns about the side effects, doubts about medication effectiveness, 
and having difficulty remembering and understanding the provided instructions. The 
implicit factors are related to the healthcare system, such as the lack of information 
and communication technology support in the healthcare system or the lack of 
communication between the patient and healthcare professionals. 
 
Medication adherence has a tremendous impact on Swedish healthcare and hospitals, 
as they are losing lots of money and time for treating patients that arrive at the ER 
because of medication errors. Each year more than 3000 individuals in Sweden are 
dying because of failure in following their prescribed medication [12]. A research also 
showed that between 6-16 percent of all hospitalizations are because of medication 
related problems[12]. Nearly 50 percent of these hospitalizations are because of the 
lack of patient’s compliance with doctor’s instructions[12]. 
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Based on the problem description presented above, the main question is formulated as 
follows: 
 
Is it possible to develop a mobile application for healthcare professional that can 
communicate with a smart pillbox via Near Field Communication (NFC) to manage 
and assist patients with their medication intakes? 
 
To answer this question, several areas need to be researched and studied thoroughly to 
understand the issues that occurs on regular basis in today’s healthcare systems. These 
areas include, the need of ICT, m-Health, and eHealth in healthcare and how these will 
benefit the healthcare professionals.   
   
Tracking patient medication intakes is the first step in solving these problems and have 
many advantages, one of which is reduce the period of medication intakes and reduce 
the overall costs for hospitals.  
Part of these problems is that there is not an optimal solution for the healthcare in 
Sweden that makes it easy for healthcare professionals to review and keep track of 
patient medication intakes. Forcing the patient to take their medication to provide a 
proof of work is not an optimal solution to the lack of medication adherence. 

1.3 Purpose 

Based on the problem description, a solution can be formulated and suggested. The 
solution will be designed, developed and improved throughout the duration of the 
thesis work. 
The purpose of this thesis is to present a mobile application that can be used by the 
healthcare professionals to keep track and assist patients with their medication intakes. 
This application will help to reduce medication errors thereby reducing the cost of 
emergency services in Swedish hospitals. A detailed documentation with technical 
details is included if other researchers want to replicate or improve the work and its 
results. 

1.4 Goals 

The goal of the thesis is to contribute in creating a new way for communicating 

with a smart pillbox using Near Field Communication (NFC) technology found in 

most mobile devices to help healthcare providers by presenting a detailed and 

clear information about patients and their medication in a simple and accessible 

manner.    

1.5 Benefits, Ethics and Sustainability 

Through the development of ICT-based information software tools and hardware 
devices and the growing trend of mobile health applications, offer a great opportunity 
to transform the healthcare services available for both patients and healthcare 
professionals across the globe.   
These services can help and provide information to both patients and healthcare 
professionals in an easy-to-use manner. This helps to provide an improved and 
efficient medical care for those who need it. Such solution makes it possible to support 
the healthcare professionals and reduce the cost that affects the healthcare system in 
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Sweden and other countries, by given their patients a better understanding of their 
health and medication which in turn will have a positive impact on the healthcare 
system. 
The digitization of healthcare has impacted the social and economic sustainability. The 
value from digitalization is shown on many fronts, such as preventing disease cases, 
improving medical quality, increase access to healthcare, and improving the healthcare 
system. The already available digital technologies have the potential to fundamentally 
change the healthcare system in Sweden. Digital solutions have a great influence on 
medical care for both the patient and healthcare professionals. As they help to make 
the healthcare more accessible and improve the quality of medical care. 
There are many benefits of using digital technologies in the healthcare. These benefits 
make it possible to achieve sustainable cost while retaining or improving the quality of 
care for the Swedish healthcare system.  Benefits such as the following [13]: 
 

• Patients can engage and manage their health with the help of healthcare 
professionals 

• With improved access to patient information can help the healthcare to 
streamline care process, avoid malpractice, and improve medication adherence. 

• Create conditions for creating advanced analytic tools that can help doctors to 
make diagnoses, understand medication side effects and create an 
individualized care program for patients that have a hard time following 
provided instructions. 
 

The ethical aspects of this work are how patient information is presented to the 
caregivers and how does this information being managed. Since the information 
involves patient information, medication, and missed pills it is essential that the 
information presented in the application is correct and clear to avoid unnecessary 
complications when providing feedback and tips for the patient. The design of the 
application and the information that is being displayed will be reviewed and evaluated 
by the healthcare professionals to ensure that the information and design are 
presentable in an easy and accurate manner.  

 

1.6 Research Methodology 

When conducting a research, it is important to know how previous works had been 
done and which kind of approaches and methods had been considered to achieve the 
desired results.  There are two main categories of research methodologies that can be 
used with regards to several different factors in different studies. These are the 
Qualitative research method and Quantitative research method. The qualitative 
research method is applied in various academic disciplines. The qualitative research 
method is based on semi-structured data where the collected materials are often non-
measurable. This usually happens through discussions and interviews where questions 
are more open. The importance of the qualitative research methodology is that it has 
more focus on creating an understanding of meanings, behaviors, and opinions of a 
given research problem and topic from the perspectives of other individuals it involves. 
The amount of data is usually smaller for studying the correctness of theories and 
hypothesis in comparison to quantitative research. The strengths of qualitative 
research are its ability to provide a textual description of how people experience a 
research question[13], [14]. 
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The quantitative research method is empirical research method for observing 
phenomena by statistical, mathematical or computer logical methods. The method is 
used to quantify problem by generating numerical data that can be converted into 
useful statistics. Data analysis is based on statistical methods to find explanations and 
sum up the results in terms of numbers. 

The aim of this thesis is to implement a mobile application that will assists healthcare 
professionals in managing patient’s medication intakes. In Addition, different 
implementations of the login systems and NFC technologies were applied and 
iteratively examined to check if new features and improvements can be achieved in 
each iteration. This will require an in-depth study and analysis of each technology or 
system and their implementation in different mobile applications. The application 
design will be tested and reviewed by healthcare professionals where their opinions will 
help to shape up, improve, and simplify the application to be used by wide range of 
caregivers no matter their age. For this reason, qualitative methods are chosen in favor 
of quantitative, since the understanding of opinions can generate a basis for new 
knowledge that can be used for developing the application. The thesis will also benefit 
from using the experimental research methods since multiple design elements must be 
experimented to get the desired results.  

An in-depth analysis of has been done to compare available mobile applications to 
identify which applications used to improve patient’s medication adherence and what 
is their design philosophy. Terms such as “medication adherence”, “medication 
compliance”, “medication reminder”, and “medication tracker” were used to get the 
most desired applications from Google Play Store and Apple’s App Store.  

Other methods for software development were also studied to understand what is the 
correct way for implementing the different software development stages when 
developing a mobile application. One method was chosen and applied to achieve the 
project goals and to better describe the different steps that were performed during the 
thesis work. This thesis is about developing a mobile application which is a software 
development process. Thus, the agile software development model is best suited for 
conducting this study. This method works by breaking down a software development 
system into smaller portions that can be easily iterated through. In each iteration, a 
new set of features and enhancements can be designed, developed, and tested allowing 
the next iteration to be better than the last one until there is a fully functional system. 
 

1.7 Company 

The company that provided this thesis is Victrix AB. The company has made multiple 
pillboxes with an alarm system that signals to remind the patients to take their 
medication. There are multiple alarm options that can be set by a digital screen 
mounted on the front of the device. 
 A new smart pillbox with new functionalities is being developed. These functionalities 
can help patients that have either hearing or hearing impairment. In case of hearing 
impairment, LED mounted to each cartridge that will light up when it is time to take a 
medication.  In case of vision impairment, the patient can record his/her own voice in 
the pillbox to remind them to take their medication on time. These new functionalities 
will help the patient with their medication intakes and allow information to be accessed 
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via a mobile application to healthcare. The mobile application will be designed and 
developed by the provided requirement from Victrix. 

 

1.8 Delimitations 

There are several platforms and operating systems that can be used for developing the 

application. However, the development of the proposed application will be limited to 

the Android operating system since it is much easier to develop and publish 

applications on an Android platform than other platforms. The other reason for 

choosing Android over iOS is because iOS devices such as iPhone 6 and later devices 

do support NFC, but they are limited to only reading from an NFC tag, there is no 

capability of NFC tag writing. 

 The application will only work the provided NFC tag module, working with other tags 

modules requires to thoroughly studying that module data sheet or requesting module 

request commands from manufacturing company to be able to write and read 

information to the NFC tag. 

Securing the data that will be transferred to the pillbox through encryption will not be 

discussed in this thesis.  

 

1.9 Structure of the thesis 

The structure of the thesis follows a linear structure. Chapter 2 presents the relevant 
background information about the different technologies, terms, tools, and other 
applications which have been developed for communicating a pillbox. Chapter 3 
presents the work process and methods that were selected to form the basis for the 
preliminary study and the conducted evaluation. Chapter 4 presents the software 
developments methodologies that were considered and the chosen for the work of the 
thesis. Chapter 5 present the implementation process for designing and developing the 
application. Chapter 6 presents the result of the thesis and Chapter 7 presents the 
discussion and future work.   
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2 Technical Background 

This chapter contains a detailed description of the different technologies, 

terminologies, related works, and tools used for development throughout the thesis 

work. This chapter also provide an in-depth understanding of the relevance of these 

technologies and tools for this work. The presented technologies are primarily for 

Android devices, since most of these technologies are not utilized on other devices such 

as iOS devices. 

2.1 E-heath 

E-health can be defined as the use of digital tools and the exchange of digital 
information to achieve and maintain health [15]. E-health is a part of the digitalization 
phenomenon that is taking place today, where health applications are being used by 
patients that wants to get involved in their healthcare and place higher demands on 
healthcare system.  
There are three recurring topics within e-health, these topics are, communication, 
availability, and operation. E-health can be used to improve communication between 
healthcare professionals, healthcare, and patients. With the availability of e-health can 
allow patients to take part in their care. With operation e-health can provide the 
healthcare professionals with the right tools and allow immediate access to information 
which in turns lead to safer healthcare[16].  

In March 2016, the Swedish government decided in consultation with the Swedish 

municipalities and county councils about a new vision of e-health in Sweden. This 

vision involves Sweden being the best in the world by year 2025 to take advantage of 

the potential digitization and opportunities that e-health brings to achieve good and 

equal, and more effective healthcare[17]. With the help of e-health, patients will be at 

the center, organizations get the help to develop, and healthcare will be more effective, 

accessible, and safe. This is called Vision e-health 2025[17]. 

2.2 Mobile applications in medical field 

A mobile application is a specialized program designed and developed for mobile 
devices. This application is not only being developed according to device’s specific 
limitation and specification but also considering the capabilities and functionalities 
that these devices are capable of. Mobile applications are usually divided into two 
categories, web-based and native. Native applications indicate that an application is 
specifically designed for a specific platform (Android or iOS) and usually utilize the 
device's functionalities. These applications can be downloaded from the online app 
store such as Google play store and Apple App store and installed directly on the device 
itself. Web-based application are an internet-enabled application that is only accessible 
via device’s web browsers. Unlike native apps, web-based applications do need to be 
downloaded and installed on the device. 
 
When developing a mobile application to be used in medical field, the developer needs 
to have a clear understanding of which target group the application is going to be used 
by. There are primarily two target groups, patients and healthcare professionals. If the 
application is directed towards the patient, then it will primarily include information 
about their dosage, notifications about next dosage intake, and self-monitoring 
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functionality. If the applications are developed for healthcare professionals, then it will 
help them to keep track of patient medication intake and educate the patient of the 
importance of medication adherence and how it will reduce the risk of having health 
issues which will affect their treatment.  
  
Today’s market for mobile applications in medical care has shown a rapid growth, 
which has led to new concept in the industry called mobile health (m-Health) [18].  
M-Health is a subcategory of eHealth and deals with the use of information and 
communication technologies that are accessible to people or healthcare providers 
through mobile devices and mobile application for self-diagnosis and remote health 
monitoring. Using this application are making the patients more independent and keep 
track of their health status through using different applications. M-Health is an area 
that is developing very quickly according to the European Commission, there are 
currently around 100 000 health applications in the market [19].Despite the wide 
range of applications within these categories, the number of applications and devices 
handled by the healthcare professional are quite limited. 

2.3 Medication adherence 

Medication adherence can be defined as “the degree to which a person’s behavior 
corresponds with the agreed recommendations from a healthcare provider” [20]. 
Medication adherence is a major factor for many patients with health issues that need 
to take their medication on time. Having a good medication adherence will reduce the 
mortality, hospitalization rate, and the total cost that impact the healthcare systems 
[21]. By improving medication adherence and awareness among patient can bring 
down the unnecessary hospital costs and improve the medical care for these patients. 
Having a poor medication adherence to prescribed regimens can result to serious 
health issues. These issues have no simple solutions. In order to create a better 
understanding for the patient, it is important that the caregivers pay more attention to 
the problems that the patients are facing on daily faces [22]. 
 
A study was conducted by Cline showed that 45% of the cardiac patients remember the 
name of their medication, 50% are able to remember the prescribed doses, and 36% 
are able to remember when they have taken their medication [23].  Research trials 
confirmed that lack of medication adherence is common among elderly patients with 
heart failure condition[24] [25]. 
 
Patient’s ability and willingness to follow a prescribed medication can directly impact 
the effectiveness of the treatment. There are many factors that results with patients not 
adhere to their medication regimens. These factors include: 
 

• Patients are forgetting to take their medication on time. 
• Overdose/under dose on medication or taking the medication at the wrong time. 
• Patients are afraid of being addicted to their medication. 
• Intentionally ignoring doctor’s instructions. 
• Instructions for a medication can be a little confusing. 
• Changes in medication schedule. 
• Overwhelmed by the number of prescribed medications. 
• Side effects or experiencing side effects. 
• Feeling that symptoms disappeared, and the medication is no longer necessary. 
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• Patients do not have enough knowledge about how important their medication 
is (having problem to see the negative consequences in the long run). 

 
These issues do not only impact patient and healthcare system, but it also impacts drug 
manufacturers reliability. As it results in less prescription to a medicine due to misuse 
and not following the provided instructions by both the healthcare professional and 
drug manufacturer.  
 
Having knowledgeable and motivated patients and family members who understand 
the importance of properly taking medication on time is a prerequisite for achieving 
better medication intakes. The prescribing doctor has a central role in not only to 
educate and motivate but also to make patients more involved in their treatment.  
Having good IT support in healthcare system can create new conditions and 
enhancement for improving doctor-patient interaction. IT tools create new conditions 
for better treatment follow-up and fewer side effects not only to help to streamline 
patient care but also in contributing more knowledgeable and motivated patients who 
can take greater responsibility for their care and treatment.  
One of these tools are pillboxes that can be used by patients. These pillboxes can be 
categorized into four categories:  
 

• Pill holders: These are passive boxes with basic features that don’t have the 
capabilities to remind patients to take their medication. They come in different 
shapes, colors, number of compartments, and sizes 

• Alarm based pill holders are active devices that consist of compartments with 
an attached timer. They remind the patient to take their medication when an 
alarm is triggered by a specific container.   

• Pill monitoring devices: they are home-based devices that contain medication 
that is sealed from the user, but it dispenses medication to the user when it is 
time to take a medicine. 

• Mobile phone-based solutions: They are very suitable for managing and keeping 
track of a patient dosage. Most of these systems requires from the patient to 
manually enter their medications into a mobile application to set dosages and 
reminders. 

 
To have a solution that can combine the alarm based, pill monitoring, and mobile 
application will help to improve patient medication adherence.  
 

2.4 International Classification of Diseases, Tenth Revision, Clinical 
Modification (ICD-10-CM) 

The international classification of diseases, tenth revision, clinical modification (ICD-
10-CM) is an international diagnostic standard for classifying, reporting and coding all 
diagnoses, procedures, and symptoms recorded on many types of health and vital 
records for all clinical and research purposes [26]. This system is published by the 
World Health Organization (WHO) and used by healthcare organizations around the 
world. The system was used original for classifying causes of mortality, but its scope 
was extended to include diagnoses in morbidity[26]. The system consists of three to 
seven digits, which are used to form unique codes (diagnosis codes) for identifying 
diseases and other health issues[27].  
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These codes are being used by coders, health information, doctors, nurses, and other 
healthcare professionals to assist them in storing, retrieving, and analyzing diagnostic 
information. 
Despite the primarily design of ICD for disease classification, not every problem 
coming into contact with health services can be categorized in similar manner[26]. 
Furthermore, it does not provide sufficient details for some information on classified 
conditions. 

 

2.5 Near Field Communication (NFC) 

Near field communication (NFC) is a short-range wireless communication standard 
used for communication between devices such as smartphones and tablets. The 
development of this standard was based on RFID (Radio frequency Identification). The 
RFID technology is recognizable from their usage in passports or buss cards used here 
in Sweden (SL Access card). 
For quite some years now, NFC technology has been built and used in mobile phones 
and the long-term promise is to replace all electronic cards with NFC enabled device.  
NFC allows the user to send and receive data in a safe and simple manner without the 
need of going through multiple steps for setting up the connection[28]. This can be 
done by defining a way to establish a peer-to-peer (P2P) communication between NFC 
enabled devices, where at least one device is transmitting and other is receiving the 
signal. NFC enables communication between devices by using a magnetic field 
induction when devices are placed is very close proximity of each other. The 
communication between NFC enabled devices are established when they are within 
4cm or less to each other, since NFC operates in 13.56 MHz radio frequency licensed 
ISM band. 
 
NFC is being used for sending images between two devices, wireless charging, and 
payment. There are huge range of devices that uses NFC standard and they are either 
passive or active. Active devices are able of sending and receiving data and can 
communicate with other devices such as passive devices. Smartphones and tablets are 
the most common forms of active NFC devices[29]. 
 

Passive devices such as NFC tags or any other small transmitters can send data when 
another active device generate a RF field that can be used to power the passive device 
to start communicating. A passive device starts to listen for communication when it is 
in close proximity of an active device[29]. 
 

NFC devices have three main modes of operation:  
1. Reader/writer mode: In this mode the NFC device can read and/or write 

from/to passive NFC devices by generating radio signals (electromagnetic field) 
to communicate with the passive device. 
 

2. Peer-to-peer (P2P) mode: This mode is being used by Android beam. The NFC 
device can communicate and exchange data with other NFC enabled devices. 
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3. Card emulation mode: In this mode the NFC device will act as an NFC tag for 
another reader/writer device. This card will be accessed by an external NFC 
reader.  

 

2.6 NFC and security 

One of the biggest advantages in terms of security when using NFC is the fact that the 
range is quite limited. Even if all security and other protective measures have been 
violated, the individual that has initiated the breach has to be in close proximity to do 
that and it requires that both devices have their NFC functionality enabled. 
But still, new users of this technology may not know how dangerous it is with these 
security breaches, especially for payment purposes where users store their credit card 
information on their smartphones. 
The following are common risks and how NFC prevent these security breaches from 
occurring [30]: 
 

1. Data corruption and manipulation: This breach occurs when a criminal 
interferes with the data that are being sent to the reader. This data becomes 
corrupted and useless by the receiving end. 
 

2. Eavesdropping: Is a security breach where an unauthorized individual listen on 
an NFC transaction. To prevent eavesdropping NFC provides two methods. The 
first method is that the range of NFC which requires that the listener be fairly 
close to intercept the signal. The second method is by having a secure channel, 
where data is encrypted by the sender and can only an authorized device can 
decrypt the data. 
 

3. Interception attacks: Similar to data corruption and manipulation by the 
criminal acts as a middleman between two devices, where he receives and 
manipulate the data that are being sent. To prevent these attacks from 
occurring, devices should be active-passive pairing.  

 

 

2.7 Tag Dispatch System 

The tag dispatch system is a system developed by Google for Android platform. The 
system is used for managing the reading of NDEF data from an NFC tag [31]. Whenever 
an Android device is scanning an NFC tag, the tag dispatch system is used to determine 
which applications are interested in receiving the message instead of asking the user to 
select an application from an application picker.  
 
To ensure that the app receives an NFC event without interfering or creating conflicts 
with other NFC apps on the device, it is important to understand how the NFC dispatch 
system on Android prioritizes and chooses which applications can receive the scanned 
NFC tag or NDEF message. The conflict is presented as an application picker to the 
user to choose to dispatch the scanned NFC to an app.   
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There are two systems that Android provides to identify which Activity that should 
handle the NFC tag: the intent dispatch system and the foreground Activity dispatch 
system [31]. 
 

 
Figure 1: Tag dispatch system[31]. 

The intent dispatch system is used to find the best Activity to handle the NFC tag. This 
is done by checking the intent filters and supported data types of all the Activities. The 
activity chooser will be presented, If there are multiple Activities with the same intent 
filters and data types [31].  
 
The tag dispatch system defines three types of intents: 
 

• NDEF_DISCOVERED 
• TECH_DISCOVERED 
• TAG_DISCOVERED  

 
The foreground dispatch system allows an activity to have high priority other activities 
that are registered to handle the same intent, and it allows to override the intent 
dispatch system when an NFC tag is scanned.  The foreground dispatch is used while 
the application is running without making the application shutdown if another 
application has a similar intent dispatch setup. When the application is running it can 
discover an NFC tag and handle intent over other apps on the phone. The phone will 
not provide an app picker for the user to choose from.  
 

2.8 NFC Data Exchange Format (NDEF) 

The NDEF is a standardized data format used to exchange information (e.g. URI, plain 
text, etc.. ) between a compatible NFC device and an NFC tag [32] 
NFC tags can be configured as NDEF tags, where data written to them by one NFC 
device can be accessed by another NDEF compatible device. 
The data format consists of NDEF message and NDEF records. The NDEF messages 
contains multiple NDEF records with different behaviors, where each record contains 
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a header and specific payload [32]. Each of these records must be formed according to 
the type of record that you want to create [32]. 
The Header in NDEF record consists of type and id. Type field is 3 bits long and used 
to identify data type that is being carried in the payload. The id field identifies the 
payload in more details, which enables the user to interpret the data in the payload. 
Figure 2 shows a detailed break-down of NDEF messages into records. 
 

 

 
 

Figure 2: Structure of NDEF message and record. 

 
There are four record types defined by the NDEF specification. These record types are:  
 

1. Android Application Record (AAR): Is a specific NDEF record type that is used 
in Android OS. It is mostly added as the second record in the NDEF message. 
This will ensure that an application is capable of handling the NFC tag [33].  
 

2. Multipurpose Internet Mail Extensions (MIME): Is an NDEF record that is 
used to represent an email message with some attachment as an NDEF 
message. This type of record is used to store data of a mobile application [34].  

 

3. Plain Text: This type of record is used to store plain text on an NFC tag. A text 
record is very simple and used to store strings of text. The amount which the 
text is stored is dependent on the memory capacity of the NFC chip. 

 

4. Uniform Resource Identifier (URI): It consist of a prefix and its content and it 
is used to represent a raw action. The behavior is determined by the prefix. 
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2.9 NFC in iOS devices 

Today's modern smartphones have an integrated NFC controller chip similar to Wi-Fi 
and GPS. However, the implementation of the NFC functionality differs from one 
platform to another. Apple has taken a more conservative approach  for implementing 
NFC on their iOS devices, which is different for most NFC users and developers in 
comparison to Android[35].  
Most of Android smartphones and tablets have NFC technology enabled and can be 
used for both payment, reading/writing of NFC tags and other NFC enabled devices.  
while only iOS devices such as iPhone 7, iPhone 8, and iPhone x support reading NFC 
tags. iPhone 6 and earlier devices do not support the capability of reading NFC tags. 
Although iPhone 6 does have an NFC controller to support Apple Pay, Apple has 
decided to not allow the iPhone 6 to read NFC tags [35]. 
There are also some disadvantages with NFC SDK on iOS. As iOS does not provide any 
native support for reading NFC tags on a local device. A third-party app is required to 
implement these actions. Android has always handled NDEF record types natively, 
without the need of third-party applications. 
As mentioned earlier, NFC in Android has several modes of operation; reader/writer, 
tag emulation and peer-to-peer. While iOS support only reading mode, there is no 
capability of writing. This is a limitation of Core NFC [35]. Moreover, only NDEF 
encoded NFC tags can be read by the iPhone. Unencoded NFC tags are not able to be 
read. 

2.10 NFC compared to Bluetooth 

Bluetooth and NFC are both used in mobile phones and other devices because of their 
wireless communication between devices over short distances. Bluetooth can be used 
to transfer data over nine meters while NFC is limited to few centimeters. This might 
seem as a disadvantage for NFC, but both technologies have their advantages and 
disadvantages depending on customer’s need. NFC is power efficient since it consumes 
only power when it requires to power a passive device, while Bluetooth require more 
power for transferring data.  
Interference from other sources can cause many problems for Bluetooth when trying 
to send data between two devices, especially when multiple devices are in close 
proximity and sending data at the same time. NFC does not have such problem because 
devices must be in close proximity for transferring data. 
 
Bluetooth requires that users manually set up connection between devices which 
require first enabling the Bluetooth from settings then scan for available devices. NFC 
does not requires setting up, but it requires that devices must be close to one another 
for it to function probably.  
 

Table 1: Comparison between NFC and Bluetooth[36]. 

 NFC Bluetooth 
Set up time <0.1ms (no Pairing 

required) 
~6 sec (Paring is required) 

Communication range < 4cm Up to 10m 
Use cases Payment, data exchange, 

wearables,  
Data exchange, wearables, 
music 
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Consumer experience Easy to configure  Requires configuration 
(Pairing) 

Power Consumption Most NFC tags are passive. Requires a power source 
 

2.11 NFC in healthcare 

Many industries are using NFC technology for adding convenience to their products 

and services. Healthcare are one of these industries that has seen a fast adaptation to 

this technology. The usage of the technology is wide and includes healthcare facilities 

and equipment. As these need to be locked and only to be accessed by the medical staff.  

Other use cases were to replace the traditional wristbands worn by patients with an 

NFC enabled wristband that can store information about the patient and patient’s 

medication records [37].      

Healthcare organizations and providers are seeing value in implementing NFC 

technology, as it opens a wide range of possibilities for monitoring patient medication 

adherence [38]. The use of NFC in healthcare has enabled an easy way to transfer 

patient information and medication records, Increased reliability that information is 

accurate and specific to a patient, it support most mobile devices found in today’s 

market, and it required no special medical staff or user training [38]. 

2.12 Login methods 

There are multiple ways to authenticate users when using a mobile application. There 

is the traditional method which uses an Email and password, or login methods that 

uses biometrics such as fingerprint scanner and iris scanner for user authentication. 

The following subchapters describes the login methods that will be used during the 

implementation phase and how these methods are different from each other. 

2.12.1 Email and password using a database (Firebase) 

This is the simplest form of user authentication. The system requires that the user has 
already been registered to the system by providing an authentication credential. These 
credentials can be from user’s username, email address, and password. After the user 
has successfully entered the mentioned parameters (additional parameters can be also 
required), the user can then use this information to log in to the system. 
There are lots of ways to implement this system. One of these implementations is to 
use a database to save user information for authentication. Since this thesis is focusing 
on Android development, Firebase database is used for storing and authenticating 
users.  

Firebase is a real-time, NoSQL database for mobile and web app development. It is can 

be used on any platform and the authentication part of it takes just only a few lines of 

codes to implement [39]. It supports different login system for application users to 

authenticate and supports authentication from third-party providers, such as Google, 

Facebook, phone number, GitHub, and Twitter. Firebase securely stores user’s 

credentials using bcrypt. This allows to the separation of sensitive user credentials from 

the application, and the developer focuses on user experience and interface.  
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2.12.2 Biometric authentication mechanisms (Fingerprint scanner)  

Biometric authentication is a strong authentication mechanism that does not require 
the user to setup or fill in every time they want to login to a system. These biometrics 
are unique for every person and can neither be lost nor stolen making it very secure 
and reliable as no two persons have the same fingerprints[40].  Fingerprint 
authentication is a mechanism in form of a secure hardware found in wide range of 
smartphones and tablets (low-, mid-, and high-end devices) no matter the price. 
Android 6.0 Marshmallow (a sixth major version of the Android operating system) saw 
the introduction of fingerprint authentication, which is a new security feature that 
allows the users to unlock their devices with a single touch on a specialized sensor.  

Fingerprint authentication provides an easy and fast alternative to the traditional login 
system which requires typing email and password. The user should register at least one 
fingerprint for the authentication method to work. Adding a fingerprint to an 
application requires multiple steps but can improve the user experience. It is a quicker, 
convenient, reliable, and easy way of authentication, which does not require the user 
to input a password. 
 
The most common type of fingerprint scanners are the capacitive scanners. These 
scanners can be found inside various smartphones and contain many small capacitor 
circuits that collect data of the fingerprint. 
These scanners are not only used for unlocking the device but also for unlocking 
application that contains sensitive and personal information or when doing online 
payments that requires extra, secure, and precise security authentications. 
 

2.12.3 Comparison between traditional login system and biometrics for 

authentication  

Technology is evolving and with it comes new types of threats. These threats are posing 
new challenges for traditional log-in systems that rely heavily on passwords to 
authenticate user identifies on applications and devices [41].   
A study was conducted by IBM where about 4000 adults from U.S, Asia Pacific (APAC), 
and Europe were surveyed to understand consumer viewpoints around authentication. 
U.S was slow to adapt to biometric authentication, while users in APAC were the most 
knowledgeable and comfortable using biometric authentication.  
 
The obtained results from the study were that people who use passwords or biometrics 
to authenticate themselves were influenced by the following factors, how are they are, 
where the live, and how much value does the service mean to them [41]. The study also 
showed that people are prioritizing security as high priority preference than privacy 
and accessibility when logging into applications and devices. 
Some users are using different accounts to authenticate and access other applications 
and services. Some of these accounts are social media accounts such as Facebook and 
twitter. If a social media account is breached this may compromise other services and 
consumer personal information will be available for the criminal [41]. 
  
44% of the users think that they are most secure when they use their device fingerprint 
scanner and 30% feel secure when the iris scanner in. The results also showed that 67% 
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of the users are comfortable using biometrics for authentication, while 87% will be 
more comfortable using biometric technologies in the future [41]. 
The survey also showed that 75% of younger adults are putting less care into the 
traditional password and are more comfortable using biometrics and multifactor 
authentication to prevent others from accessing their personal information and that 
41% are reusing their passwords. This may create new challenges for employers and 
business managing user’s data. Older generations showed better habits and care more 
about their password creation but were less prone to adapt to the biometrics- and 
multifactor authentication systems to secure their devices and applications. This is an 
indication that younger generation is less confident in password security method and 
are looking for other methods to secure their devices. 

2.13  Fundamentals of Android application development 

Android is a Linux-based operating system developed by Google and it is specially 

designed for mobile phones, tablets, watches, and TVs. Applications on Android are 

developed by using Android SDK (software development kit), which is a set of 

development tools that includes, libraries, debugger, emulator, relevant 

documentation for the android application program interface (API), and sample source 

code [42]. The official name of the development environment is Android studio and it 

is available for free for both installation and development. This development 

environment comes with an emulator that enables testing for applications without 

access to a smartphone[42]. There are also a built-in database (Firebase) that can be 

extended to your project without the need of any SQL programming language.  

There are two programming languages to choose from when developing an application 

on Android, these are Java and Kotlin. Java is an object-oriented programming 

language where each object is represented by a class of methods. With Java, the 

functional parts of the application where it handles events such as a button click or 

navigation between the different screen in the application can be implemented. Kotlin 

is a programming language created by JetBrains for Android and JVM that combines 

functional programming and object-oriented features. The programming language that 

will be used during the development of the application is Java because most of today’s 

projects are being developed using Java.  

Designing the application user interface is made by using extensible markup language 

XML, which contains different attributes for defining the width, height, and 

positioning of the element on a screen. XML allows designing UI layouts and the 

elements they contain in an easy and quick manner [43]. 

There are multiple layout options to choose from (e.g. LinearLayout, RelativeLayout, 

ConstrainedLayout, etc..). After choosing the preferred layout as the root element, the 

programmer can add additional layout elements as child elements (e.g. Button, 

TextView, EditText, etc) to create layout that meets a specified design requirement 

[43].  

An Android application consists of various components that make up its building 

blocks. One of the most important component is activities [44]. An activity represents 

a screen with UI components that the user can interact with. These UI components and 

their appearance of are defined in XML. Every Activity has its own life cycle and has 
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essentially four states: active, paused, stopped, And if an activity is paused or stopped, 

the system will drop the activity[45]. 

Another component is fragment which is used to represent part of the user interface in 

an activity[46]. An activity can contain of multiple fragments, there each Fragment has 

its own life cycle with its own inputs events and can be either added or removed while 

the activity is running [46].  

2.14 Android Permissions 

Permissions are an important part of Android, as it allows an app to access resources 

and information found on the phone such as phone storage, camera, location, etc.  

Before Android 6.0, applications were handling their permissions by adding them 

through AndroidManifest.xml and the users must grant permission before installing 

the application from Google Play Store. However, the introduction of Android 6.0 

introduced a new way of checking for permissions. This required that running 

applications are required to ask for user’s permissions at runtime to provide context on 

why the permissions are required to access device private information. Runtime 

permissions have an advantage for giving the user control over which permissions are 

allowed and which are denied from accessing this private information [47].  

There two important types of permissions, normal and dangerous permissions. Normal 

permissions are permissions which do not harm the user privacy. These are 

permissions that are automatically granted to the application by the system and include 

permissions for accessing the internet, Bluetooth, NFC, Wi-Fi, etc. [47]. 

Dangerous permissions are permissions that affect user’s private information and can 

also affect the system and other applications. These permissions require user’s 

agreement and include permissions for accessing e.g. users contact information or files 

stored in phone storage [47].   

 

2.15 Related work 

The existing range of mobile applications in the medical field especially applications 
that helps improving medication adherence is relatively large but of varying quality. 
These applications can be found on both the Android and iOS platform, but most of 
these applications are aimed to be used by the patient only with little access for 
healthcare professionals. Most of these applications do not communicate with any 
pillbox instead they are virtualization the pillbox in the application. The basis for this 
investigation has been based on the currently most dominant platforms for launching 
mobile applications. These platforms are Google Play and Apple App Store. 
    
A solution has been developed called ScanMed[48]. The authors of this research have 
developed a mobile health application the uses QR code to track patient medication. 
Their application will be used by hospitals to help them manage some of the issues 
related to medication adherence. Their prototype is based on the Android development 
platform which utilizes the use of the camera to capture QR code on a medication label. 
Their application will be also used by patients to help them track their medication 
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intakes, as well as remind, inform and warn users about the medication that they are 
taking. Their contribution is to provide a general framework of how medication 
adherence awareness can be improved in healthcare using mobile application. Their 
mobile application focuses on simplicity and user-friendliness while still being effective 
for potential users. 
 
Another solution is being developed by the name of Pilloxa. This system consists of a 
smart pillbox, mobile application, and cloud server. The application works with a 
pillbox via Bluetooth and it is intended for users that take medications on daily basis. 
The application is used to visualize, store, and manage information about user’s 
medications from the pillbox in an easy-to-understand manner [49]. This information 
is stored both in the pillbox and in the cloud. User’s data is encrypted to make user’s 
information more secure and hard to get hold of. They are using end-to-end encryption 
in combination with database encryption to protect the data throughout its lifecycle 
[49]. Pilloxa assumes that the users are technically knowledgeable in smartphones and 
technical aids to manage their medication. The application will be available in both 
Swedish or English language.   

 

UBox is another solution which is aimed at users that want to improve their medication 

adherence [50]. The system consists of a smart pillbox that unlocks when it is time to 

take a medication to prevent double dosage and a mobile application that contains a 

schedule and alert system that can send alerts to family members if the user misses a 

dose [50]. The application works wirelessly with the pillbox via Bluetooth, which is 

used to send notifications to user’s smartphone to unlock their pillbox and take a dose 

and it is used to record user’s medication intakes. This recorded information can be 

analyzed and used by doctors to see how patient are adhere to their medication intakes 

what can be done to improve it [50]. 

CuPath presenting a similar solution to the previously mentioned solutions. They are 

focusing on remotely monitoring patient medication intakes and make this 

information available for patient’s family members and others related to the patient. 

This will reduce the risk of double dosing and potential of missing a scheduled 

intake[51]. Their solution consists of four different components, a smart blister pack, 

web application, and a mobile application. The patient will receive the smart blister 

with a set of pills to be consumed at scheduled dates and times. The web application 

will be used by pharmacists to create schedules for patients to follow their prescribed 

medications. The mobile application will be used by both the healthcare professionals 

and patient family to monitor and assist the patient with their medication intake [51]. 
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3 Research methodology 

This chapter describes the different types of research methodologies and which of these 

methods were chosen for this study. The chapter also goes through the different phases 

of how the study was conducted. 

3.1 Qualitative and quantitative research methods 

A research method can be either qualitative or quantitative or a combination of the two 

methods. Both methods have their distinct similarities and differences. The main 

similarity between these methods is that both methods are aimed to give a better 

understanding of the problem area. The differences can be in the fact that quantitative 

methods are used to generate information that can be converted into numbers for 

statistical analyzes, while the qualitative methods generate information that can be 

interpreted by the researcher. There are situations where it becomes clearer that some 

conditions fit better for a quantitative than a qualitative method and vice versa. 

However, there are some situations where both methods can be used[14].  

3.1.1 Selecting a research method 

Since the project is about developing a mobile application for healthcare, multiple 

research methodologies had been investigated to get more understanding of the usage 

and definition of each of these methods. The experimental research method was chosen 

together with qualitative research method. The experimental method was used to 

experiment with different input variable and determine which of these variables will 

be the most suitable to produce the desired design, functionalities, and output of the 

application. Since multiple information of different sizes and values need to be added 

to the tag which has may affect the application differently. The same can be said about 

the design layout and positioning of UI elements where different values had to be tested 

to accurately place an element in the correct location with the correct orientation.    

The qualitative method is used to observe and interpret user’s opinions, feedback, and 

findings when testing both the prototype and application. The conducted tests will help 

to reshape the UI and functionalities of the application to make it as user-friendly as 

possible. During these tests, multiple issues were observed and identified as the 

participants were struggling with some UI elements and design choices that they were 

hard to understand.  

These tests will be conducted by a few healthcare professionals and a mobile developer, 

where healthcare professionals will be testing both the prototype and final 

implementation. While the mobile developer will be testing only the final 

implementation to ensure that the application is good quality, usable, include the 

correct set of features, and potentially ready for launch.  
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3.2 Research phases 

The project will be divided into three phases; literature study, implementation, and 

evaluation. These phases are conducted in order they have been described. The first 

phase is made to get sufficient knowledge before the start of the project. 

3.2.1 Literature study  

This phase is very essential to the project work, as it requires a substantial research and 

brainstorming before proceeding to the next phase. This phase is focused on 

investigating the NFC technology, the importance of mobile applications and ICT 

solutions in healthcare, and how do these technologies work together. In this phase, 

multiple research papers, articles, and web articles have been investigated to get 

information about medication adherence and how it impacts the healthcare system and 

patients around the world. This has been achieved by searching on multiple databases 

such as IEEE Xplore1, ACM digital library2, and Scopus3.     

The literature study also included searching for related work regarding the usage of 

mobile applications and NFC technology in the medical field. The study resulted in 

multiple projects that shared the same problem, but with different implementations. 

Most of these implementations were using different wireless technologies or consists 

of multiple sub-systems (e.g. pillbox, web application, mobile application). There were 

some other interesting solutions, but these have not been included in the report since 

their implementations were not based on mobile applications, but instead based on a 

web application that can remotely communicate with a pillbox. 

3.2.2 Implementation   

Implementation included different stages from sketching a simple application design 

on paper, designing a prototype based on the sketches using a prototyping tool, and 

developing the application based on prototypes.  

Sketching a simple design will help with obtaining a good image, uncover usability 

issues, and help with formulating and generating new ideas. Sketching is an iterative 

process where new ideas can be produced, and old ideas are improved until achieving 

the desired design.  

After sketching is complete, the usage of wireframe will help to refine ideas generated 

from sketching and arrange design components to develop a clear understanding on 

how do these ideas and functionalities fuse together in the final application. There are 

multiple wireframing tools to choose from, choosing the correct one will depend on the 

developer need.   

Choosing an appropriate operating system was one of the most important parts of the 

project. On today’s market, there are two dominating operating systems for developing 

                                                           
1 http://ieeexplore.ieee.org/Xplore/home.jsp 

2 http://dl.acm.org/ 

3 https://www.scopus.com/ 
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a mobile application, these are Android and iOS. Choosing one over the other was done 

by analyzing which OS enables the functionality of easy development and provides NFC 

reading and writing capabilities for an NFC tag.  

Developing a mobile application for Android devices requires knowledge in two 

programming languages such as Java and XML. Java programming language has been 

used to develop the backend part of the application, where different methods and 

functions for the different functionalities, UI elements, interactivity between the UI 

elements, and NFC communication have been developed using Java. XML 

programming language has been used to design each screen and position UI 

components (e.g. text fields, buttons, calendar, etc..) on a specific screen. 

During the implementation phase, multiple design elements have been tested to find 

the most suited UI element for the application. Most of these design elements were 

primarily for navigation between different screens since each screen on the application 

will display different information for the user to add, retrieve, or monitor patient 

information.   

Moreover, multiple documentation and implementations of the NFC technology have 

been thoroughly examined, implemented, and tested to check for their validity and 

correctness for this project. Most of these implementations were lacking in certain 

areas especially for writing multiple text records in an NDEF message to the NFC tag.    

3.2.3 Evaluation 

The Evaluation of the application will be based on both the set of requirements and 

user experience. The requirements have been defined before the start of the 

implementation phase. These requirements included a set of functionalities that the 

application must meet which have been provided by Victrix. Some of these 

requirements needed to be revised and improved to fit the scope of the project. 

User experience will be generated through multiple tests on both the prototype and 

final implementation of the app. Testing the prototype will help with generating new 

ideas and improvements before the start of the implementation phase. While testing 

the final implementation will help to understand what has been missed and what future 

improvements can be implemented in the application.  

Testing both the prototype and the final implementation is achieved by selecting a few 

healthcare professionals ranging from a pharmacy manager and two doctors and a 

mobile application developer. Both the prototype and final implementation is tested by 

the same participants to ensure that the app design and functionalities are consistent 

and understandable when proceeding from prototype to final product.  

The tests are started by presenting a simple prototype followed up with a short 

presentation of what is the purpose of the application. During the testing process, 

several questions were asked to understand user's thoughts and opinions on the 

functionalities, design, UI elements, and how these elements interact with each other. 

Based on their feedback some of the application functionalities and design have 

modified and additional components have been added.    
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4 Software development methodology 

The process of developing a computer software has always been conducted by a set of 
different software development methodologies. These software methodologies are 
important for managing, planning, and controlling the process of software 
development.  

4.1 Software development life cycle (SDLC) 

SDLC is a project management concept that segment an application development 
project into smaller phases that can be easily iterated through. When each phase is 
completed, the project is easily managed and more likely to be completed in time, 
within reach, and according to specifications. SDLC is used to develop high quality 
software that meets customer needs. There are six phases in the software development 
lifecycle. These phases are requirement collection, design, development, testing, 
deployment, and maintenance [52] [53].  

The first phase deals with collecting well-defined requirements. This phase requires 
collecting business needs from the customers. Collecting requirements for developing 
the application has already been achieved, as Victrix has already established the 
requirement that should be implemented in the application. 

The second phase deals designing a blueprint of the required specifications. This phase 
helps with specifying the user interface of the application and describes the desired 
features and operations more accurately. This includes a layout that includes multiple 
design elements in a screen, documentation, and pseudocode. The third phase deals 
with the development of the actual system. This includes coding using any 
programming language for software development and developing an error-free 
executable program.  

Testing must be done after the software has been developed and ready to be deployed 
in the testing environment such as emulators or using physical devices. The testing will 
be both conducted by real users and by the developer to check for code quality and 
system behavior. The aim of testing is to check the functionality of an implemented 
component and make sure that it meets the defined requirements. If the tests were 
successful and meet the requirements, the next component can be implemented. 
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Figure 3 : software development life cycle with prototyping 

The system development model that has been used during the development process 
was chosen with the intention of enabling flexibility and efficiency throughout the 
development process [54]. For this reason, the agile software development model was 
chosen after analyzing this method with the traditional Waterfall software 
development model which is widely used in many of today’s software development 
projects.     
 
The following subsections give a detailed description of the advantages and 
disadvantages of the agile and waterfall software development models. 

 

4.2 Agile software development 

The agile development method is originated from the outset as a reaction to the 
traditional model used by most companies, namely the waterfall method. It consists of 
detailed phases with a clear goal in sight. The method describes how the progress of a 
development process flows through the different phases and changes until reaching the 
desired result. The agile method in contrast to waterfall method considers that 
conditions and features can change the development process.  
 
The method offers lots of opportunities for changes and introduction of new features 
for a successful outcome. The method also allows that project demands to change 
during the development process and that the developer is not obligated to specify how 
the software will be developed before the start of the developing process. 
In most cases, pre-study does not provide all answers and improvements that can be 
made during the development process which will make the product better [55]. This 
can missed with the traditional waterfall methodology where everything is specified at 
the start of the project [55]. 

Requirements 
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Design
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Testing
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Maintenance



 

27 
 

The disadvantage of using agile model is that it is hard to estimate the time required 
for finishing the product at the specific deadline as constant changes may occur. With 
the introduction of new demands, development time will also increase. It is important 
to ensure that some functionalities are prioritized above others, otherwise, there is a 
risk that some project features will not be completed at launch. 
 

4.3 Waterfall software development  

Is a system development process where development flows down like a waterfall 
through different phases: requirements, analysis, design, construction, testing, 
production, and maintenance. When one phase is finished, the next phase starts and 
there is no way of going back to the previous phase. There is also a phase gate between 
each phase, meaning that a specific phase has to be reviewed before moving on to the 
next phase [56]. The disadvantage of this model is that requirements set at the start of 
the project may prove completely wrong at the end of the project. 
The waterfall method entails some risks in a project, as this method may feel 
comfortable at first glance but may lead to uneven workflow. Even if the basic layout of 
the project may be well defined, it may not be the case when trying to solve a problem. 
Because the method is not agile, it is not particularly flexible. A waterfall project with 
specific tasks becomes more difficult to change during the course of the project 
[57].  The waterfall method assumes that the requirements will not change during the 
project, which may result in the external customers not being satisfied or not get what 
value of the project result. 
Moreover, testing of the project takes place in the final phases, which means that if a 
bug would occur, it would involve lots of backtracking.  
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5 Development of a simple prototype 

This chapter presents the development of a simple prototype using a prototyping tool 
called JustInMind [58]. Prototyping an application is one of the most important 
components of interaction design, where every screen is refined until the application 
reaches the necessary level of usability. 

The prototype will also help the workflow, get feedback, and brainstorm ideas which 
will greatly benefit the application and leads to better and faster app development and 
better user experience. By using the previously mentioned wireframe in combination 
with paper sketches, will help to clarify and create a simple blueprint of the flow and 
functions that can give a great insight of how the application would look and operate 
before the start of the development. 

The prototype is based on agile software development methodology, where the work 
on the prototype is divided into three phases, design, implementation, and testing. To 
start these phases an important step needs to be achieved. This step is for defining 
application requirements.  

5.1 Application requirements 

There were a set of predefined requirements for the application to achieve provided by 
Victrix AB. These requirements were for how the information will be presented, 
application design, and a set of functionalities that should be included. However, 
through several discussions with Victrix’s supervisor these requirements have been 
finalized to requirements which are shown in Table 2.  

 

Table 2: Application requirements set by Victrix AB 

Requirement Description 

Secure login methods The application should have two login methods for user 
authentication. Login methods such as fingerprints and 
traditional email and password method. 

Calendar The calendar will present the missed pills for patient 
medication intakes as a red circle on the days that the 
patients have been missed. 

Alarm and extra alarms 
(x-alarms) 

The application should enable the healthcare 
professionals to set the pillbox alarms. 

Clock The application should enable the healthcare 
professionals to set the pillbox clock. 

Store and retrieve 
patient and medication 
information 

The application should be able to retrieve and add 
patient, medication, and other information by enabling 
both phone’s and pillbox’s NFC to start transmitting this 
information. 
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The different technologies, open source libraries, and design aspects of the application 
were not discussed but left completely up the author to submit his own interpretation. 
The Android development platform was determined before the start of the project since 
the NFC technology is better utilized in the Android operating system compared to 
other platforms and the fact that Android operating system is dominating the 
smartphone market.[59]. 

 

5.2 Design 

This phase deals with how the different functionalities and UI elements are being 
presented to the user. Figure 4 and 5 display the functionalities that are based on the 
previously mentioned requirements and will be used as a foundation until the 
application goes through different design iterations to find another suitable design, the 
possibility of adding new features, or make improvements on the proposed design.  
  
The design process started by designing each screen at a time and implementing the 
interactivity between each of them. Some screens elements have been further improved 
to make them clearer to the user. Making the development process flexible and effective 
is important in case of a screen is not completed during one iteration can be treated in 
the next iteration. 
 
It was important and one of the requirement defined by Victrix that at least two login 
methods must be implemented for users to authenticate themselves. The two methods 
that were discussed and agreed on were using the email and password or fingerprint 
scanner for authentication. Presenting the two login methods were achieved by using 
two buttons that will lead to different screens depending on which method the user 
chooses for authentication. After a successful authentication the user will be directed 
to home screen where he will be asked to place the NFC enabled smartphone close to 
the pillbox to get/add patient information from/to the pillbox. Figure 4 displays the 
login screen together with the other screens for adding information to the pillbox.   
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Figure 4: First iteration of the prototype 

 

 
Figure 5: First iteration with write, calendar and alarm 

 
Figure 5 displays the different screens that will be presented to the user. The first screen 
is “Dosis write” which enable the user to add information such as patient name, ID, 
Medications, and ICD codes. After filling these fields, the user can then add this 
information to the pillbox. The next screen is “Dosis Calendar” which will display 
patient missed pills as red circles on the calendar for that specific day. The last screen 
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will be used to set the pillbox time, alarm and extra alarm (x-alarm), which will be done 
by a time picker design element. 
 
The first iteration was presented and discussed with Victrix. The discussions resulted 
in defining new features, changes, and design improvements for the user interface.  
These were carried on to the second iteration were some screens contained information 
that should be moved to another screen, some information was missing, and some 
design elements were improved to provide a better user interface. Figure 6 shows the 
second iteration of the application design.  
 
 

 
 

Figure 6: Second iteration improvement and name changes. 

 
Adding and retrieving information about patient and medication were separated into 
two different screens. The patient screen is used provide information about the patient 
name, ID, country, and a contact list of family members or caregivers that can be 
contacted in case of emergencies (ICE). The medication screen is used to provide 
information about medication name, substance, dosage, and ICD.  
A screen containing patient missed pills data will be displayed in a calendar. There each 
missed pill is displayed as a red circle on a specific day to indicate that the patient has 
missed this medication on that day. The final screen will be used to set pillbox time, 
alarm, extra alarm (x-alarm), and date which can be set by using time and day pickers.  
 

5.3 Prototype testing 

The prototype is tested by healthcare professionals to get their viewpoints and feedback 

on the UI elements used in the application. This will help to shape and finalize the 
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design of the application before starting the implementation phase of these features 

and design elements. The tests are conducted by presenting the prototype to the testers 

and then observing their way of navigating through the application and how do they 

interpret the provided information. The tests were documented and the feedback that 

was given will help to reshape some design elements upon moving to the 

implementation phase.  

The second iteration has been tested by Dhelal Hussein, a pharmacy manager for 

Kronans apotek in Stockholm city central station. She thought that the prototype is 

easy to use and user-friendly. She gave some feedback regarding some information 

found on “Medication” screen. She thought that it is not necessary to have substance 

in the list of medication, she recommended having medication forms (dosage forms) 

instead as it is more important to know which kind of medicine a patient is taken. She 

also recommended to remove or change “side effects” to “medicine interaction/drug 

interaction” because healthcare professionals are already aware of the experienced side 

effects that affect the patient when taken a specific medication. She thought that some 

information about patient illness and language should be included in the “Patient” 

screen and every screen should have a help icon that explains the displayed information 

are presenting and how to use them. One of the functionalities she thought was missing 

is a functionality to logout from the application regardless of which screen the user is 

on. 

The prototype was also tested by two doctors (Nawar Abdulsattar, Zina Alhilali), which 

gave a very similar feedback to the previous tester. The overall impression was good, 

and the application could help them with assisting and giving feedback on patient’s 

treatment. However, they thought that the application is limited to only healthcare 

professionals and should be extended with a feature or subsection in the app which 

allows family members to be a part of the treatment to help and monitor the medication 

intakes. They also thought that the application should allow the healthcare 

professionals to follow patient medication remotely in case the patient is not at the 

hospital. 

5.4 Development of the application 

After the second iteration is finalized and agreed on, the development on the 
application can begin. The application is being developed using a series of public 
methods and open source libraries developed by Android and the Android community. 
These methods were modified and integrated into the application.  
 
The first design process for developing the application was to capture the information 
of the different problems that the healthcare professionals are facing with following 
patient medication intakes. The design is based on the material design guidelines 
provided by Android and will behave consistently with the platform material design 
layouts, navigation, and design elements.  
A set of design requirements must be met to ensure that the application design is 
understandable for both technologically knowledgeable and unknowledgeable user. 
These requirements include: 
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1. Easy and user-friendly interface. 
2. Consistent font size in all screens. 
3. Have a good and understandable interface. 
4. Good color contrast in all screens. 
5. Provide a familiar navigation method. 
6. Easy way to exchange information[60]. 

 
The work on the application has been divided into different screens. There each screen 
requires to be implemented and tested before implementing the next screen.  
The application different screens will follow the state chart presented in Figure 7. 
 

 
 

Figure 7: Application architecture. 

 

5.4.1 Welcome screen 

A welcome screen is used to showcase app features and information to users that use 
the application for the very first time. The welcome screen consists of multiple slides 
(screens) that describe the application which the user can either view by swiping 
between the different screens or can skip the welcome screen. Afterward, the user will 
be directed to the login screen, where the user can either log in or register a new account 
to the application. The welcome screen will be displayed only once after the app 
installation. To display the welcome screen again the user must clear application data 
from phone app settings. 
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5.4.2 Login screen 

The healthcare professionals are required to log into the application at least once using 

the provided login methods. There will be in total two login methods to choose from, a 

simple email and password or by using the fingerprint scanner capability found on 

most Android devices. The application will have an already defined email and 

password, the healthcare professional has only to log in using this email and password. 

The other method requires that the user has at least one fingerprint registered in the 

device.  

Implementing the fingerprint authentication requires five checkups. These checkups 

are as follows: 

1- Android version is equal or newer than Android Marshmallow. 

2- Device has a fingerprint scanner sensor. 

3- Permission to use the fingerprint scanner. 

4- Lock screen should be secured with at least one screen lock type (e.g. Swipe, 

pattern, pin, password, iris, fingerprint, face unlock). 

5- At least one fingerprint should be enrolled in the device. 

 

The most important class for fingerprint recognition is the FingerprintManager and 

KeyguardManager. This class can be used to get all the information needed about the 

device and allows also to do the lock screen checkups [61]. This class has an important 

method called Authenticate which operates by warming up the fingerprint sensor and 

start scanning for fingerprint and it will get response if the user has completed the 

action successfully or not [61]. 

As mentioned in the above checkups that the authentication process will verify and 

function only when the device has at least one fingerprint enrolled in the device. 

Otherwise, an error will occur if the app does not find any registered fingerprint. If all 

conditions have been met, the authentication process will generate a key and access the 

Android keystore. The purpose of the android keystore is to keep all keys in a container 

that makes them difficult to extract from the device. The purpose of the generated key 

is to be used for encryption and decryption and that the authentication is required to 

use the key. 

 

After choosing a login method, a small dialog will appear and depending on the login 

method the dialog will display information for that specific login method. If the user 

choses an email and password for authentication, then a dialog with two text fields and 

a button will be displayed. Figure 8 presents two dialogs that will be presented to the 

user upon choosing a specific login method.  
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5.4.3 Reading and writing from and to NFC tag 

The users can write multiple information on the NFC tag; there are no limitations of 

what can be stored on tags. However, the only limitation is the space available on a tag, 

which can be different from one NFC tag manufacturer to another. Choosing the 

correct tag space is very important as it will allow the user to store multiple information 

of different data formats and data types. However, there are certain standards set by 

the NFC Forum which need to be followed and understood before starting to 

implement an application for storing data of multiple formats. 

Most of the data that will be written from the application to the NFC tag will be of 

Strings data type containing information about patient and medication. There will be 

additional information for setting pillbox alarms, extra alarms, and time and date 

which will be of byte data type. 

There have been some difficulties with following the prototype design of the application 

and the implementation of NFC write and read. These complications came in the form 

that both “Patient” and “Medication” screens should have the ability to write and read 

at the same time. As mentioned in Chapter 2, exchanging data between the NFC tag 

and the application is achieved by an NDEF message containing records. This message 

can be sent only once, meaning that once an activity has written some data to the tag 

and another activity wants to write another data, the data written by the first activity 

will get overwritten by the second activity.  

Due to this complication, a simple modification has been implemented. This 

modification included adding a new screen that will enable the user to write multiple 

information about both “Patient” and “Medication” into a single NDEF message. 

Patient and Medication screens will only be used to fetch data about their respective 

screens and then display them in provided text fields.  

Storing information about both patient and medication into the pillbox can be achieved 

by creating an NDEF message with multiple text records containing information about 

both patient and medication records.    

Figure 8: Login dialogs. 
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There was also the need to save NDEF message to specific memory locations on the 

NFC tag. However, this could not be achieved because the NDEF abstraction layer was 

designed to be an abstraction of the NFC tag’s actual memory layout. Moreover, NDEF 

API does not support writing to specific memory location inside the NFC tag.  

Android provides access to NFC-V (ISO 15693) properties and input and output 

operation on the tag, where primary I/O operation on NFC-V is transceive () method. 

This method is used to send and receive raw NFC-V commands. The method takes in a 

byte array that contains FLAGS, CMD (command), and PARAMETER bytes. The 

FLAGS byte is part of every NFC-V and provide information about the command status. 

The CMD is used to indicate which command that will be used for reading or writing. 

This command can be different from one tag manufacturer to another. The 

PARAMETER contains the actual data that going to be sent or receive to the tag.   

The NFC tag module used in the pillbox is a Grove-NFC tag (M24LR64E-R) which is a 

passive tag module with a memory size of  2048 blocks of 32 bits in RF mode [62]. 

Reading and writing from and to the tag module required in depth reading of the 

datasheet provided by the manufacturer, because writing and reading to the tag 

requires different commands. These commands are Write Single Block and Read 

single block.  

When the tag module receives a Write single Block command, it writes the data 

contained in the request to the requested block. The request format for Write Single 

Block command can be shown in Table 3.   

 

 

 
 

Table 3: Write Single Block request format 

Request 

SOF 

Request flags Write 

Single 

Block 

UID Block 

number 

Data CRC16 Request 

EOF 

- 8 bits 21h 64 bits 16 bits 32 bits 16 bits - 

Figure 9: Grove – NFC tag module 
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The code snippet in the Figure 10 displays how a write single block request is being 

used to set pillbox’s time and date. As described in Table 2, 0x0A is used as a flag, 0x21 

is the write single block command, 0x2 and 0x00 is used for addressing a block (block 

address 0x002 in this case), and the last four parameters are the data to be written to 

the tag. 

When the tag module receives a Read Single Block command, the tag module reads the 

requested block and sends back a 32bits value in the response[62]. The code for reading 

single block is similar to write single block except of the command which in this case is 

0x20 instead of 0x21. The request format for Read Single Block command can be 

shown in Table 4.  

Table 4: Read Single Block request format 

Request 

SOF 

Request flags Read Single 

Block 

UID Block 

number 

CRC16 Request 

EOF 

- 8 bits 20h 64 bits 16 bits 16 bits - 

  

To check if writing to the tag module is done correct, meaning that the data is being 

stored at the correct memory location, two mobile applications have been used. The 

first application is called ST25 and the second application is called NFC-V reader [63] 

[64]. The ST25 application allows managing products (e.g. M24LR64) and supporting 

protocols such as ISO 15693 to communicate with STMicroelectronics tags. The 

application has read and write to memory functionalities. The reading functionality 

allows to display the content of memory in bytes starting at a given address [63].  

The NFC-V reader application has been used to write timestamps to specific memory 

blocks in the NFC tag module. The timestamp is first converted from decimals to hex 

and then added to a specific memory block. These timestamps will be used as 

information for missed pills and will be displayed on the calendar.  

Figure 10: Set pillbox time and date using Write Single block 
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5.4.4 Calendar screen  

The calendar screen has been built using an open source library called 

CompactCalendarView [65]. The library has been chosen since it allows adding and 

highlighting events on the calendar and scrolling between months. The calendar will 

be used to display missed pills events as red dots on specific days that the pills have 

been missed. These events can be easily added by providing three parameters: a dot 

color, a timestamp, and a message. The timestamps will be fetched from specific 

memory blocks and are converted from hex to decimals for it to be displayed on the 

calendar. When the user clicks on the day with a missed pill, information about missed 

pill time and date and which alarm id has led to missed pill will be display inside text 

fields.  

5.4.5 Alarm and x-alarm screen  

Setting the alarm and extra alarm (X-alarm) for the pillbox required to save this 

information to a specific memory location in the tag module. The memory location will 

then be accessed by the pillbox to set both alarms and x-alarms.  

Setting an alarm and x-alarm has been achieved by presenting the user with a time 

picker dialog. Having a time picker provides controls for selecting hours and minutes 

by choosing between either an analog or digital time pickers. Figure 11 displays the two 

picker dialogs that the user can choose between.  

The user can set up multiple alarms and x-alarms for the pillbox, if a specific alarm is 

not set, the application will send 99:99 to the pillbox indicating that an alarm or x-

alarm has not been set.  

Figure 11: Analog and digital time pickers. 
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5.4.6 Setting pillbox time and date  

The pillbox’s time and date can be set by the mobile application, where the phone’s 

timestamp is being used. The timestamp is a Unix time which is the number of seconds 

since 01-01-1970 00:00:00 UTC. The method System.currentTimeMillis() is used and 

it returns milliseconds since 01-01-1970 00:00:00 UTC. To get the Unix time required 

dividing the already mentioned method with 1000.  

Storing the timestamp in a byte array required getting four bytes out of the timestamp. 

Getting the four bytes can be achieved by using the bit shift operator “>>” (shift right). 

The phone’s timestamp is then saved at specific place in the NFC tag, where it will be 

fetched and used to set pillbox time and date.  

5.5 New requirements 

At the end of the first iteration of the app development, a set of new requirements were 

identified. These requirements included a set of new features and improvements 

resulted from prototype testing and progress meetings with Victrix supervisor. Table 5 

presents the new requirements that will be implemented in the final version of the 

application: 

 

Table 5: Newly identified requirements. 

Requirement Description 

Save information to 

pdf 

Information about the patient, medication, and missed pills 

should be saved in a pdf document stored in phone storage.  

Register screen Allow healthcare professionals to register their email and 

password to use the application. 

Contact  The ability to visit the company’s website and send email for 

help and support using the application 

Usage and 

instructions 

Ability to display a pdf file inside the application that contain 

instructions on how to use both the app and the illbox 

 

The first requirement for saving information about patient, medication, and missed pill 

and storing them as a pdf is achieved using a library called iTextG [66]. The library 

allows for the creation and manipulation of pdf documents. The pdf document will 

contain data fetch from text fields found inside the previously mentioned screens and 

will be saved in phone storage. Achieving this feature requires adding a set of new 

permissions to the application for it to store pdf documents to the phone’s storage. 

These permissions are for writing and reading to external storage and are declared both 

in AndroidMainfest.xml file as xml code and in runtime to check whether the 

permissions have been granted to access in this case phone storage. 

Creating a pdf document using iTextG library is achieved in the following steps: 
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1- Create a document. 

2- Get an instance of PDFWriter. 

3- Open the pdf document. 

4- Add content as paragraphs that will contain information from the text 

fields. 

5- Close the document. 

 

A Register screen is being added to allow users to register to the application by using 

their email and password. User registration is achieved using Firebase as it was used 

before for logging in. The register screen can be navigated to by clicking on a text field 

found in the login screen under a button. There two text fields (email and password) 

and a button are presented to the user. When the user fills in the text fields and clicks 

on the button, the user is registered to the application, where both email and password 

is saved in the database and can be used to login to the application at a later time.  

A new section “Contact” has been added to the navigation menu. Clicking on “Contact” 

will display a small dialog window with following information: 

• Company’s address 

• Two buttons  

The buttons will display different information when clicked on, the first button will 

direct the user to company’s website to get information about the company and the 

products that are being sold. The second button allows the users to send email with 

questions or feedback about the application or pillbox. 

The last requirement deals with adding the functionality of viewing a pdf document 

that contain instructions on how to use both the application and pillbox. The pdf 

document can be found in the side navigation menu. 

 

5.6 Testing final implementation 

Following the software development methodology, the final phases of the development 

process are for testing the implemented components in the final implementation. This 

phase aims at controlling the functionality of the features and components and if these 

meet the requirements specified by Victrix. The testing has been conducted using an 

emulator available in Android studio and a physical device. The emulator will represent 

different mobile phones with different screen sizes. The reason behind using different 

screen sizes is that there is a wide range of mobile phone models on the market with a 

variety of screen sizes which required to be tested to ensure that the positioning and 

appearance of UI elements are in good shape.  The emulated screen devices that have 

been used for testing are screen sizes of 4.7 inches to 5.5 inches. These screen sizes are 

the most popular in 20 different markets [67].  
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Testing on the emulators was directed for testing the design layouts, UI components, 

and the interactivity between these elements. However, testing the other 

functionalities such as the fingerprint and NFC required a physical phone since it is not 

possible to emulate an NFC tag in the emulator. The physical device that was used had 

a screen size of 5.8 inches with the latest version of Android OS (Android Oreo) and 

hade the latest technologies found on the market.  

In the early stages of the development process of the writing and reading 

functionalities, a simple RFID smart card has been used for storing and retrieving 

information about the patient, medication, and a contact list. Figure 12 shows a simple 

NFC card used for testing. These tests were important to make sure that the 

implementation is correct and can be used with the NFC tag module found in the 

pillbox. 

Setting up the alarms and retrieving information about the missed pills from pillbox 

were tested using the Grove NFC-tag. Since this tag is programmed to contain multiple 

information about missed pills and allow the application to set pillbox’s alarm and 

clock.  

 

When testing the final implementation with healthcare professionals, a new 

recommendation for additional elements in the application has been noted. The tests 

were done manually, where several questions were asked to understand user 

experience, how they interpret the presented information, and which kind of 

improvement they recommend. 

The generated test results varied from one user to another but gave an insight on what 

needs to be changed and improved in the application. 

 

Test result – User 1:  

The first user has suggested to add the following fields to be included when adding 

information to the pillbox about patient’s medication: medication strength, drug 

formulation (drug form), and dosage. Medication strength is regarded as the amount 

of active ingredients that a drug contains. It is usually measured in grams (g), 

milligrams (mg), or micrograms (mcg)[68]. Drug formulation is the drug physical form 

Figure 12: NFC card. 
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which could be a tablet capsule, creams ointments, and patches [69]. Dosage is the 

amount of medications that should be taken. It is very important as taken too much 

medication can be lethal and could cause some serious side effects. The user also 

suggests adding a new field “Side effects” alongside “Medication interaction” because 

other healthcare staff such as nurses don’t have the same knowledge as the physicians, 

which is very valuable to the users of this application. 

The user suggested to rename “Patient id” to “Social security number”, as it was though 

being unclear and too country specific. Renaming it would be it clearer and universally 

understood.  

The user did mention a disadvantage with the application which could be too specific 

on which kind of information a healthcare professional would like to add. This is could 

be of different reason one of which could be that the field for providing the information 

is missing in the app.  

The user thought that application is easy to use and user friendly and the healthcare 

staff will get a better image of the treatment which might be easier to them to follow 

the treatment and how to link it to the cure progress. 

 

Test result - User 2: 

The second user give similar feedback to that of the first user. However, lots of 

questions were ask by this user, as he found it hard to understand some parts of the 

application and required a further explanation on some parts of the application. The 

user thought that an instruction manual added in the application would help both 

experienced and inexperienced app user to understand how the application will 

operate with the pillbox. 

 

Test result – User 3: 

The application has also been tested by a mobile application developer, where the 

feedback that was centered around the design of the application, functionality, and how 

to further improve the application. He has also helped with answering some question 

related to Android development during the implementation phase. His knowledge and 

feedback has help reshaping the application tremendously and helps the author during 

the development process.  

  

5.7  Maintenance 

The final phase of the software development process occurs once the application is in 

full operation and ready to be delivered to the client. This phase helps with handling 

errors that may occur even after the tests have been conducted. There are lots of ways 

and situations that may cause future problems when using the application. These can 

be from occasional crashing, misuse, and the limitation of NFC technology which can 

affect the user experience and usability of the application.  
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Fixing all these problems may require lots of testing on multiple devices through e.g. 

test automation or through manual testing, which will benefit the application and 

enable the delivery of an application with the best quality.    

Having new requirements and features at a later stage in the development may lead to 

additional errors and bugs that couldn’t be found or fixed. This may impact the 

application from being delivered to the client in time with the best possible quality. 
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6 Results  

The development process has resulted in an application that can be used to 

communicate with a smart pillbox by using NFC. The application provides a way for 

healthcare providers to “tap and go” model, where all they require is touch the pillbox 

to start and perform a brief communication where information can be added or 

retrieved based on the user need.   

The application has been developed based on the requirements defined by Victrix AB. 

These requirements have been met throughout the development process of each 

function and have been evaluated through conducted tests with the help of healthcare 

professionals. The application contains seven screens in total as mentioned in the 

previous chapter. There each screen will provide different information. A welcome 

screen, login screen, two screens will allow the user to add information about the 

patient, medication, alarm, and x-alarm, and three screens will be used to retrieve 

information from the pillbox. The application is designed to be launched by clicking on 

the app icon found in the phone app drawer.  

The application is compatible with smartphones that have Android Marshmallow and 

above with support of NFC. The login methods will allow users that have a fingerprint 

scanner and those who don’t to log in and use the app using another login method.  

Navigating through the different screens has been achieved by either using tabs or by 

a side navigation menu. There each tab represents a screen with the ability to add or 

retrieve information from the pillbox by clicking on a button located at the bottom of a 

screen.  

6.1 Adding and retrieving information 

To retrieve information about patient, medication, or missed pills the user must first 

enable the NFC from the phone settings. Afterward, by placing the phone on top of the 

pillbox, the phone will display a short message on screen letting the user know that the 

NFC tag module has been successfully scanned and awaits user’s inputs to retrieve 

information. Depending on which kind of information the user wants to retrieve, the 

retrieved information will be placed in either the text fields or on the calendar. The 

retrieved information cannot be modified by the user once it has been retrieved.  

Adding information about patient, medication, and setting alarm, x-alarm, and time is 

achieved by providing this information through text fields and time pickers. After 

providing this information, the user must place the phone on top of the pillbox and 

then clicks on a button to add this information to the pillbox. A message will be 

displayed letting the user know that the information has been added successfully.   

Figure 13 displays the connectivity between the pillbox and the mobile application.  
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6.2 Application UI structure  

The UI structure of the application comprised of multiple elements that are broadly 

used in today’s application design. Figure 14 displays the structure of the missed pill 

screen and the design elements that have been used during the development of that 

screen. As mentioned previously there will be two main ways of navigation when using 

the application. The first option is by using tabs which are indicated in red. There each 

tab displays different information and each tab has been assigned a symbol (icon) that 

reflects the content to which they have been associated with.  

Clicking on the button will retrieve information about missed pills from the pillbox and 

display them on the calendar. The user can either swipe left or right on the calendar to 

change between different months. Clicking on a day with a missed pill will reveal a 

detailed information about which time a pill was missed and the id of the alarm that 

started reporting a missed pill to the NFC tag.  

The second navigation option is side navigation menu which can be accessed by either 

clicking on the “hamburger menu” icon located on the top left corner or by swiping 

from the left edge of the screen to the right. A similar process is repeated to close the 

menu. The side navigation menu is available for each screen and will contain additional 

fields that allow the user to save patient information and medical records to a pdf 

document, contact information (company’s address, website, and ability to send email 

for questions and support), and the ability to log out from the application. 

Figure 13: Retrieve information from pillbox 
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6.3 Prototype vs final implementation   

There have been lots of changes in terms of functionalities and design moving from the 

prototype to the final implementation. These changes are due to some complications 

and limitations in knowledge in both NFC and Android development when designing 

the first and second iteration of the prototype.   

These changes included the followings: 

•  Display missed pills as red dots instead of red circles in the calendar. 

• Time pickers are both analog and digital instead of only one of the two. 

• Time picker is displayed when an alarm is set, it will not be presented otherwise.  

• Side navigation menu contains more options. 

• Some screens were skipped and other were merged into one.  

Figure 14: Application basic structure (Missed pill). 
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• Buttons were added to the bottom of each screen indicating the ability to either 

retrieve or add information to the pillbox. 

despite all these changes the final implementation has some design elements that are 

common with both iterations.   

6.4 Evaluation  

The application will be provided to Victrix which could improve and evaluate the 

application even further outside the scope of this thesis with the help of healthcare 

organizations and hospitals in Sweden. However, evaluating the application regarding 

connectivity with the smart pillbox has been achieved through manual testing. These 

manual tests were conducted by healthcare providers and a mobile application 

developer during which several open-ended questions were asked to get feedback of 

their thoughts and experience when navigating the application, how the information is 

being displayed, which features are missing that could have been included, naming of 

input fields, and lastly their overall impression about the application, how it would be 

improved, and what benefits it can generate. These questions were important as they 

were related to user experience and how would they use the application in their line of 

work on a daily basis.  

To create an understanding of what the application is trying to achieve regarding 

communication with a smart pillbox. A short introduction to the app was presented 

where the overall assessment was that there is a noticeable problem in patient 

medication adherence which needs to be improved with the help of healthcare 

professionals. Some real-life cases were also introduced to enforce the need for a 

mobile application that could fetch information about the patient and their medication.  

By providing the application to healthcare providers for accessing patient information 

and monitoring patient medication intakes when using the pillbox can help healthcare 

to provide feedback and tips to patients during their treatment as it will allow them to 

improve their medication adherence. The application is also serving as a way to remind 

patients to take their pills by setting alarms for every cartridge and x-alarms in case the 

patient has a tendency to forget getting pills. 
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7 Conclusions and future work 

The work is presenting the problem that the healthcare is facing in the field of 

monitoring patient medication intakes and the need for a solution that will help them 

to improve patient treatment. The report describes the development process of creating 

a functional prototype of a mobile application that can communicate with a smart 

pillbox via NFC, which is rarely seen as a communication technology inside pillboxes. 

Mobile phones and applications are becoming increasingly important for providing 

new opportunities for healthcare in terms of information and means of communication 

which has improved the healthcare intervention beyond the traditional care to prevent 

and educate the patients.   

To provide information about the patient, medication records, and medication intakes, 

a mobile application has been developed for a company specialized in developing smart 

pillboxes for patients but lacked a platform that enables healthcare professionals to 

monitor patient medication. The application will allow adding multiple information 

about patient name, age, sex, phone number, country, language, etc. to the pillbox 

which can be then retrieved easily by a click of a button. The application also allows 

retrieving information about patient missed pills which can be viewed in a calendar. 

The application also allows healthcare professionals to set pillbox’s alarms and x-

alarms to help patients with their medication intakes through multiple reminders.  

There are several factors that will limit the usability of the application. One of them is 

the fact that the application is directed to users that are technologically knowledgeable 

and the fact that most healthcare professionals are between the age of 40-65 which may 

not be as knowledgeable in mobile phones and application as younger healthcare 

professionals. 

The evaluation process gave a positive feedback and the application has fulfilled its 

intended objective. The constructive feedback has been considered and some of the 

features and design changes that were discussed have been implemented.  

7.1 Discussion  

The requirements and continues meetings with the Victrix’s supervisor has given a 

good knowledge of what should be implemented in the application and which 

requirement should be the top priority. Having predetermined requirements have also 

helped the author to concentrate on examining the NFC technology and getting enough 

knowledge to enhance development skills for Android platform which the author was 

not an expert in. 

New requirements have appeared late on in the development process which was not 

discussed in previous meetings. These features have been addressed and implemented 

in the application, as they were considered relevant to be included in the final 

implementation of the app. However, having these additional features meant inability 

to thoroughly test them for potential bugs and errors which might lead to future 

crashes.  
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NFC as a communication technology is a good and inexpensive for the company to 

include in every pillbox. It allows a phone to pillbox paring which provides an increased 

confidence that information is accurate to a specific patient. However, the technology 

is limited to only Android devices which could limit the number of users of the 

application. Having a combination of two or three communication technologies in the 

pillbox and application will benefit both the company and healthcare. As it will allow 

both Android and iOS users to monitor patient’s treatment remotely.  

Programming the application to send and receive data to and from the provided NFC 

tag module was time-consuming and multiple experiments and tests with different 

values had been conducted to understand how the communication is achieved with the 

application. The difficulty was because of the lack of implementations, online 

documentation, and the provided datasheet by the manufacturer was incorrect and did 

not contain the necessary information.  A mobile application has been provided by the 

manufacturer which allowed to add information to the tag. The author tried to reverse 

engineer the app to understand how the developers have been adding information to 

NFC tags. Unfortunately, reverse engineering was not an easy task because the 

application had multiple methods that were interconnected and hard to follow. After a 

lengthy online research, the manufacturer (Seeed studio) GitHub account was found 

with detailed implementations of how these tags can be programmed. 

The supervisor emphasis that the healthcare professionals are not knowledgeable using 

a mobile application and mobile phones. These lead to questioning some features that 

were presented later in the project. As one feature required saving information into a 

PDF file which can be sent via mail. This requires the healthcare professionals to 

navigate through the device file system to locate the recently saved PDF document. 

Solving these issues may require adding a detailed documentation for both the pillbox 

and application on how to use them.  

Android application development for NFC was something new to the author and lacked 

some experience in that field. But during the literature study phase and continues 

testing of different design elements, layouts, and NFC technology have led to increase 

in knowledge for both Android development and NFC technology as the main way of 

communication between two devices. 

The evaluation part can be extended to include multiple users within the medical field. 

The Supervisor has mentioned that Karolinska research department has been in 

contact and are interested in testing both the application and pillbox with both patients 

and medical staff. This may result in further improvements in terms of the overall 

functionality and design of the application. 

 

7.2 Future work and recommendations 

As mention previously, the development of the application is directed to the only 

Android operating system, which constitutes a limitation on the number of potential 

users. This limitation is because of iOS not supporting and limiting the functionalities 

of the NFC technology on their devices. A future work will be to improve and develop 
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both the pillbox and application to include other communication technologies (e.g. 

Bluetooth, Web server, etc..) which will enable not only Android devices to 

communicate but also iOS devices. However, this may require rewriting the entire 

application using a framework such as React Native, which will allow the application 

to be accessed and used by both Android and iOS operating systems[70]. 

It will be desirable to allow patients to take part to track and monitor their medication 

intakes. This could be achieved by extending the application with separate features to 

make it available for the patient. Features that allow them to set alarms, receive 

notifications, provide health information about food and drugs that could improve 

their treatment, and allow family members to help, support, and track their medication 

during the treatment process.  

The Grove-NFC tag used in the pillbox has some limitations and should be switched to 

another more capable NFC tag module. The limitation is in the module NFC antenna 

which is very small and hard to detect by the phone. This may lead to lots of time spent 

on finding the correct way and position to scan the NFC tag. 

The application was designed for Grove-NFC tag (M24LR64E-R) and will require 

additional improvements for it to differentiate between various NFC tag module 

commands. Since multiple NFC tag modules have different commands for storing and 

retrieving information.  

Some design elements could be enhanced to improve the user experience. Design 

elements include the creation of a customized calendar that could display missed pills 

as red circles instead of red dots, adding dynamic text fields through button click to 

add more information to the pillbox, and choosing better design layouts to represent 

information. 

Securing patient information is an important part which has not been discussed on 

when developing the application. Securing the pillbox with a password will prevent 

others from obtaining patient private information. The password can be entered by the 

application to lock and unlock the pillbox if healthcare professionals want to add or 

retrieve data. This will prevent unauthorized personals from communicating with the 

pillbox. 
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Appendix 

 

 

 

Figure 15: Setting alarms through time picker. 

Figure 16: login Screen. 
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Figure 17: side navigation menu. 
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Figure 18: Add information to pillbox. 
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