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Abstract 
Security is always a big problem in IoT (internet of things),when it 

comes to IoT, there must have cloud computing because many devices 

in IoT are small embedded devices and they don’t always have enough 

power to finish some complex calculations. Then, they need to take 

advantage of a third party system especially cloud at present to finish 

some operations, but the cloud is not safe enough now, in which some 

important and private information may be leaked, then people 

introduce homomorphic encryption which can do calculation on 

encrypted data.  To meet the modern needs for random calculations in 

which the operation can have random times’ addition and 

multiplication, researchers are trying to make fully homomorphic 

encryption practical. So in my thesis, I would choose one fully 

homomorphic encryption scheme to implement a detailed IoT scenario 

using some IoT devices such as laptop and raspberry pi. Then I would 

use performance measurements such as response time calculations to do 

the performance evaluation such as effectiveness and scalability for this 

technique. Finally, I find some relationship between different 

parameters and response time, and also effectiveness, scalability in 

results and conclusion part. 

Keywords: Security, IoT, Fully homomorphic encryption. 
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1 Introduction 
Nowadays, people focus more on the security on the internet. Although 

we have many techniques to encrypt our private data when 

transmission. In the public area such as public cloud where people store 

their data and operate on these crucial information, the data should be 

decrypted when operation. In this case, the privacy would be exposed 

when operation and this may give someone else a chance to know about 

our secrets. So we introduce an idea that the data can be calculated after 

being encrypted. 

1.1 Background and problem motivation 

It is expected to be 50 billion devices as soon as year 2020 on the internet. 

Many of these will be small embedded devices with sensors and 

actuators, enabling new types of intelligent applications. All these smart 

devices connected and collaborating together form what we call the 

Internet-of-Things (IoT). Because of the scale of devices and the sheer 

number of sensors, actuators and the information they produce, we will 

have serious problem in the future if we want to enable secure 

communication between all these devices connected to the IoT. To aid in 

this, we want to investigate an encryption technique which can perform 

calculation on encrypted data. For example there are two persons Lily 

and Bob, Lily wants to calculate 3+4 and she has to send the data to Bob 

for calculation but she doesn’t want Bob know the detail information, so 

she encrypts 3+4 into 44+55 and sends 44,55 to Bob, then Bob calculates 

44+55 and sends back 99 to Lily. Finally, Lily decrypts 99 and knows 

that the result is 7. This is called Homomorphic encryption. 

1.2 Overall aim  

The purpose of this project is to survey and evaluate homomorphic 

encryption for IoT scenarios and for IoT devices. Aim at knowing about 

what possible on IoT devices, what encryption methods exists and what 

they comparable performances are, we need a quantitative evaluation. 

In order to evaluate the performance of homomorphic encryption, i 

need to compare different homomorphic encryption on different IoT 

devices such smart phone, laptop and so on. The evaluation would 

determine the benefits, drawbacks and differences between the methods, 

as well as how it affects the scalability, response time and overall quality 

and effectiveness. 
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Therefore, the problems I will solve in this thesis is implementing a 

homomorphic encryption scheme in my IoT scenario and evaluate its 

performance. 

1.3 Concrete and verifiable goals  

Based on the overall aim, the goals of this project are summing up in 5 

concrete parts as following: 

1. Survey two areas of homomorphic encryption for the IoT: because 

there are different homomorphic encryption schemes, I need to 

survey which schema can be used in the IoT, based on this survey, I  

can decide which homomorphic encryption scheme may be more 

suitable for my scenario. 

2. Determine a typical IoT scenario where it is applicable: I need to 

evaluate the performance of homomorphic encryption based on the 

simulation of true IoT scenario, and this scenario should include the 

data sender, data operation in a virtual public area such as IoT 

network, cloud and the receiver.  

3. Implement the homomorphic encryption for this scenario: based on 

the homomorphic encryption I decide and the IoT scenario I create,   

I would use one object oriented programming language and several 

IoT devices to implement my situation. 

4. Perform measurements in accordance to the established scenario: 

such as response time parameter would be set in the program in 

order to compare the performance in different part of the total 

communication based on the homomorphic encryption scheme I 

used. 

5. Evaluate the end results with at least three parameters and propose 

future work: based the above four parts I have done, I would finish 

my evaluation. And I would also give some advice for future work 

which would benefit the future IoT security problem. 

1.4 Scope 

This project focuses on the practice of homomorphic encryption on the 

IoT, determine a homomorphic encryption scheme which is suitable for 

my scenario, and I also focus on the performance of this homomorphic 

encryption implemented in my project. 
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The detailed mathematic algorithm related to homomorphic encryption, 

determination of cloud scheme, tutorials about homomorphic 

encryption employment, tutorials of how to use raspberry pi and the 

detail for algorithm calculations would be out of scan.  

1.5 Outline 

In this paper, chapter 2 briefly describe the theory of homomorphic 

encryption I used, chapter 3 demonstrates the methodology I would use 

to reach my goals, chapter 4 shows the detail of implementation, chapter 

5 shows the results and chapter 6 conclusion would stage my evaluation 

and the advice for future work. 
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2 Theory 
IoT is more and more popular in this world, and the security problems 

arose when people use IoT. But what is IoT, what are these problems, 

and how to deal with these problems?  

In this section, I would introduce IoT and the major security problems. 

Then, I would describe homomorphic encryption dealing with these 

problems. 

2.1 Internet of Things 

Broadband Internet is become more widely available, the cost of 

connecting is decreasing, more devices are being created with Wi-Fi 

capabilities and sensors built into them, technology costs are going 

down, and smart phone penetration is sky-rocketing.  All of these things 

are creating a "perfect storm" for the IoT. 

Simply put, Internet of Things (IoT) is the concept of basically 

connecting any device with an on and off switch to the Internet (and/or 

to each other). This includes everything from cell phones, coffee makers, 

washing machines, headphones, lamps, wearable devices and almost 

anything else you can think of.  This also applies to components of 

machines, for example a jet engine of an airplane or the drill of an oil rig. 

As I mentioned, if it has an on and off switch then chances are it can be a 

part of the IoT.  The analyst firm Gartner says that by 2020 there will be 

over 26 billion connected devices... That's a lot of connections (some 

even estimate this number to be much higher, over 100 billion).  The IoT 

is a giant network of connected "things" (which also includes 

people).  The relationship will be between people-people, people-things, 

and things-things [1]. 

2.1.1 Cloud computing in IoT 

The multitude of IoT devices contributes to the enormous amount of 

data stored on corporate clouds. [2]  

The question however remains how will the devices remain 

interconnected throughout? The answer lies in the connectivity 

provided by the internet and cloud based solutions. Greater usage of the 

cloud has acted as a catalyst for the development and deployment of 

scalable Internet of Things applications and business models. The cloud 

and IoT have become two very closely affiliated future internet 

https://www.forbes.com/companies/gartner/
https://stonefly.com/blog/backup/cdr365-disaster-recovery-cloud
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technologies with one providing the other a platform for success. There 

are numerous benefits which the convergence of IoT and Cloud has 

derived. [3] 

1. Providing Infrastructure: Cloud computing provider offering public 

cloud services can easily help the IoT area, by providing third party 

access to the infrastructure. Hence, the integration can help IoT data 

or computational components operating over IoT devices. 

2. Increased Scalability: IoT devices need a lot of storage to share 

information for valuable purposes. Cloud like the StoneFly Cloud 

Connect to Microsoft Azurecan provide customers with greater 

space which can increase as per the users demand. Helping to 

resolve the storage needs of customers. 

3. Increased Performance: The large amounts of data produced by IoT 

devices need extreme performance to interact and connect with one 

another. The connectivity is necessary to share information between 

the devices and make meaning from it at a fast pace. 

4. Pay-as-you-go: Cloud computing infrastructures help IoT to give 

meaning to the greater amount of data generated. Users have no 

worry of buying greater or less storage. They can easily scale the 

storage as the data generated increases and pay for the amount of 

storage they consume. 

In this project, I also assume the third party is a cloud (public or Hybrid 

could). 

2.1.2 Security Issues in IoT 

Security in IoT is a big issue that is oftentimes brought up. As shown in 

Figure 2.1, with billions of devices being connected together, what can 

people do to make sure that their information stays secure? Will 

someone be able to hack into your toaster and thereby get access to your 

entire network? The IoT also opens up companies all over the world to 

more security threats. Then we have the issue of privacy and data 

sharing. This is a hot-button topic even today, so one can only imagine 

how the conversation and concerns will escalate when we are talking 

about many billions of devices being connected. [1] 

https://stonefly.com/blog/veeam-cloud-connect-backup-to-azure
https://stonefly.com/blog/veeam-cloud-connect-backup-to-azure
https://stonefly.com/blog/veeam-cloud-connect-backup-to-azure
http://www.forbes.com/security/
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Figure 2.1 security problems in IoT. 

There are some security risks in both consumers and business in IoT, so 

data encryption can be used to reduce security risks. Providing a 

suitable encryption algorithm can play an effective role in reducing the 

security risks. [4] 

But, with traditional encryption techniques, before dealing with some 

sensitive data from users, the third party service (cloud) would decrypt 

these data and then calculate these data. From the user’s point of view, 

inferring such private information might be of value. However, the user 

might not be interested in sharing such information with a corporate 

service provider. In other words, we should avoid unauthorized sharing 

of data, as well as disclosure of sensitive information, which can be 

learned from our data. Incidents from the past (e.g., online disclosure of 

sexual activity of health tracking users) show that user awareness and 

corporate inclination to address these issues are still missing.  

An intuitive and simple approach to preserve the privacy of stored data 

is to only send and store encrypted data to the cloud [2]. 

2.2 Homomorphic Encryption 

Homomorphic encryption is a form of encryption that allows 

computation on ciphertexts (the encrypted information), generation an 

encrypted result which, when decrypted, matches the result of the 

operations as if they had been performed on the plaintext( the initial 

Cloud  important: 3+4*2 

 deposit 100000 kr 

password 12345 

 

 

Do not trust 

cloud. 

(hackers)

Ok! I get 

these 

private 

data!! 



Homomorphic Encryption on the IoT 

Han Wang                                                                                           2018-06-07 

7 

information). The purpose of homomorphic encryption is to allow 

computation on encrypted data.[5] 

DEFINITION.  An encryption scheme is called homomorphic over an 

operation ’*’ if it supports the following equation:  

E(m1) * E(m2) = E(m1 * m2), ∀m1, m2 ∈ M,                                             (2.1)  

where E is the encryption algorithm and M is the set of all possible 

messages.[6] 

Homomorphic Encryption H is a set of four functions. 

H = {Key Generation, Encryption, Decryption, Evaluation } [7] 

1. Key generation: client will generate pair of keys public key pk and 

secret key sk for encryption of plaintext. 

2. Encryption: Using secret key sk client encrypt the plain text PT and 

generate Esk(PT) and along with public key pk this cipher text CT 

will be sent to the server. 

3. Evaluation: Server has a function f for doing evaluation of cipher text 

CT and performed this as per the required function using pk. 

4. Decryption: Generated Eval(f(PT)) will be decrypted by client using 

its sk and it gets the original result. 

There are three kinds of homomorphic encryption: partially 

homomorphic encryption, somewhat homomorphic encryption and 

fully homomorphic encryption. The main deference between these 

schemes is the amount of operation.  

Partially homomorphic encryption (PHE) schemes are homomorphic to 

only one type of operation: addition or multiplication, somewhat 

homomorphic encryption(SWHE) supports homomorphic encryptions 

with addition and multiplications, but it can only perform a limited 

number of homomorphic operations. And fully homomorphic 

encryption schemes allow us to do an unbounded number 

homomorphic operations. 

Because there are many schemes, I survey the major schemes for each 

kind of homomorphic encryption. And I choose fully homomorphic 

encryption scheme – BGV as the library in my project, because, firstly, 
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fully homomorphic encryption is more suitable in real situations, then 

BGV is more effecient than Gentry’s in theory and in practice. So I 

mainly introduce BGV in this section. 

2.2.1 Partially Homomorphic Encryption 

There are several useful PHE examples [13] in the literature. Each has 

improved the PHE in some way.[6]  

Paillier is additive homomorphic encryption, ElGamal and RSA are 

multiplicative homomorphic encryption. 

2.2.2 Somewhat Homomorphic Encryption 

There are useful SWHE examples in the literature before 2009. After the 

first plausible FHE published in 2009, some SWHE versions of FHE 

schemes were also proposed because of the performance issues 

associated with FHE schemes. We cover these SWHE schemes under the 

FHE section.[6]  

BGN: Before 2005, all proposed cryptosystems’ homomorphism 

properties were restricted to only either addition or multiplication 

operation i.e., SWHE schemes. One of the most significant steps toward 

an FHE scheme was introduced by Boneh-GohNissim (BGN) in [Boneh 

et al. 2005]. it supports an arbitrary number of additions and one 

multiplication by keeping the ciphertext size constant. 

The power of the BGN cryptosystem was somewhere in between the 

simple homomorphic encryption schemes that could evaluate just a 

single operation and the complete versatility of a fully homomorphic 

encryption scheme. As such, it was regarded as a somewhat 

homomorphic encryption scheme (SWHE). [8] 

2.2.3 Fully Homomorphic Encryption 

More than 30 years after the idea of FHE was first described, Craig 

Gentry presented the first construction of a fully homomorphic 

encryption scheme[8] in his breakthrough work in 2009. Gentry’s 

original construction can be broken down into two key ingredients: a 

somewhat homomorphic encryption scheme that can support a limited 

number of operations (a few multiplications and many additions), and a 

bootstrapping transformation that produces a FHE scheme from the 

SWHE scheme. Gentry’s construction has generated tremendous interest 

within the cryptography community, and in the ensuing years, 

numerous new schemes that are simpler and more efficient compared to 
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Gentry’s original construction have emerged. However, to date, all of 

these schemes follow Gentry’s blueprint of first constructing a SWHE 

scheme, and then applying the bootstrapping transformation to obtain 

FHE based on lattice.  

Another FHE scheme whose hardness based on Ring Learning with 

Error (RLWE) problems is suggested. The proposed scheme promises 

some efficiency features. 

Dealing with integer vectors (whose security is dependent on the 

hardness of decisional LWE (Learning with Errors)) and dealing with 

the integer polynomials (whose security is dependent on the hardness of 

the decisional R-LWE (Ring LWE)) are two versions of the cryptosystem. 

BGV is an asymmetric encryption scheme which can be used for the 

encryption of the bits [7]. A simple structure of BGV is shown in Figure 

2.2. 

 

Figure 2.2 : theory structure of BGV. 

2.3 Related Work 

In this section, I would introduce some others’ work related to fully 

homomorphic encryption on IoT. 

2.3.1 The Potential of Homomorphic Encryption 

In 2011, Aderemi A.Atayero and Oluwaseyi Feyisetan showed security 

is the biggest issue, and described the main security problems in cloud 

computing: availability, data security, third-party control and privacy 

and legal issues[9]. 
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All issues talks about the traditional problem, that is when users want to 

operate in cloud, the cloud would decrypt the data firstly. If we use 

homomorphic encryption, these problems would be addressed.  

They talk about fully homomorphic encryption because of the needs in 

modern cloud computing situation. And the works are all based on 

Gentry’s work in 2009. Researchers are finding a way to make this 

technique practical in a fast way.  

2.3.2 Homomorphic encryption applied to Cloud Computing 

In April, 2012, Maha Tebaa, Abdellatif el Ghazi and Said El Hajji 

published the project about ‚Homomorphic encryption method applied 

to Cloud Computing‛. And they follow the ideas from Craig Gentry 

(IBM) in 2009 based on bootstrapping fully homomorphic encryption.  

Their work is based on the application of fully homomorphic encryption 

to the Cloud Computing Security considering:  

1. The analyze and the improvement of the existing cryptosystems to 

allow servers to perform various operations requested by the client. 

2. The improvement of the complexity of the homomorphic encryption 

algorithms and compare the response time of the requests to the 

length of the public key. [10] 

2.3.3 Fully Homomorphic Encryption without Bootstrapping 

In Jan. 2012, Zvika Brakerski and Craig Gentry presented a radically 

new approach that dramatically improves performance and bases 

security on weaker assumption, that is the fully homomorphic 

encryption without bootstrapping(BGV) which is based on LWE[11]. 

And this technique improved the performance in theory 

After that, in 2013, Shai Halevi in IBM published the implementation of 

homomorphic encryption – HElib. Until 2018, this library updated a lot. 

And in March, 2018, IBM announced ‚fully homomorphic encryption 

library 70 to 80 times faster than before‛.  

In my project, I also use this library to implement my scenario. 

2.3.4 A Secure Cloud Computing Architecture 

In 2016, Kamal Benzekki, Abdeslam El Fergougui and Abdelbaki El 

Belehiti El Alaoui published an implementation of a muti-cloud 
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architecture of N distributed servers based on FHE. And they also use 

the technique based on Gentry’s  work in 2009. 

They found when using Gentry’s  bootstrapping technique, it turns out 

that bootstrapping is a major bottleneck and that SHE is actually 

reasonably efficient. So, if user cares about practical applications, it may 

be worthwhile to explore what exactly users can do with SHE instead 

[12].  

But with the rapid development of our society, a simple partially 

homomorphic encryption or a SHE scheme will not satisfy needs of 

people, and when a fully homomorphic encryption scheme becomes 

practical, it will be a significant hit in cloud computing. 
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3 Methodology  
It is always important to have a whole structure of one project, then the 

implementation would be simpler, and in this section, I would show the 

approaches to realizing my goals step by step. 

In order to reach my goals, I need to search for much information based 

on Google survey and use C++ programming language with several IoT 

devices. 

Firstly, to survey areas of homomorphic encryption on IoT, I use Google 

Scholar to search for the related documents and articles, the keywords 

are ‚homomorphic encryption‛ ‚encryption in IoT‛ ‚cloud computing‛ 

and so on. Then there would show some articles in IEEE, other 

computer science journals and related projects instructions(report). 

After that, based on these information I can understand the schemes of 

homomorphic encryption, and I can also know the practical areas of 

homomorphic encryption, considering these knowledge, I can compare 

different schemes and find out one technique for my project. 

Secondly, I would determine a scenario which based on the general data 

transmission scheme in IoT. To get the idea, I would also search for 

some information in Google Scholar and blog, to find the practical areas 

of homomorphic encryption, and determine which is more suitable for 

modern situation. And a basic structure of my scenario should have 

data owner, operation part (cloud) and receiver (data owner). What’s 

more, to simulate the real IoT situation and to better evaluate the 

performance based on comparisons, I would use some devices like 

laptop, raspberry pi as the data owner. 

Thirdly, based on my scenario, I would use C++ programming language 

with several IoT devices (as different data owner) such as my laptop, 

raspberry pi and so on to implement my project in Linux. The detail 

implementation for the homomorphic encryption algorithm I choose 

would base on related homomorphic encryption library in GitHub. In 

this case, I would search for some mature homomorphic encryption 

library in GitHub, and make a comparison in efficiency, speed and so on 

to choose one technique for my project.  

Then, the performance would be measured with several different kinds 

of IoT information owner, I would add parameters and functions in my 
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code to calculate or plot some attributes such as response time, 

calculation time in ‚cloud‛ and so on to measure the performance of my 

homomorphic encryption technique. What’s more I would choose some 

important parameters in the homomorphic encryption library to find 

out some rules which would impact the effectiveness, response time, 

overall quality and so on of my technique. 

Finally, to evaluate the homomorphic encryption working in IoT, I 

would compare its performances with different IoT devices based on the 

picture charts or calculation results in the fourth part. Then I would 

determine in which situation my homomorphic encryption works best. 

What’s more I would survey in Google to find other encryption 

techniques used in IoT and compare my homomorphic encryption with 

the most popular technique used today to find out the benefits, 

drawbacks and differences between the methods, as well as how it 

affects the scalability, response time and overall quality and 

effectiveness.  
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4 Implementation 
In my scenario, an industry based corporation have many valuable data 

of their products stored and operated in the cloud, and they use fully 

homomorphic encryption to protect their information from stolen by 

other competitors. 

 

Figure 4.1: structure of homomorphic encryption application. 

As shown in Figure 4.1, in this case, a server in this company is data 

owner and data receiver. Both corporation and cloud use BGV 

homomorphic encryption to operate on data. The complete source code 

link is presented in Appendix A. 

4.1 Data Owner and Receiver 

As shown in Figure 4.2, I use raspberry pi and laptop as servers. And 

they are both in Linux system. 
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Figure 4.2: data owner and receiver in this project. 

Raspberry pi -  NOOBS – Rasbin; laptop – Ubuntu. The detailed steps 

for installing and operations are out of scan. To run the code, I use ssh in 

putty.  

To use BGV homomorphic encryption, I download HElib library in 

GitHub, which is written in C++ and uses the NTL mathematical library. 

Before installing HElib, user should install gmp library and NTL(version 

10.0.0 or higher) in both of raspberry pi and laptop. Finally, we can get 

‚FHE.o‛ which is a key file for application of fully homomorphic 

encryption. And the HElib source code and instruction is presented in 

Appendix A. 

The detailed steps for installing libraries are out of scan. Users can 

follow the install instruction from HElib, IBM.  

Firstly, to work on HElib, we should understand some parameters we 

would use as shown in Figure 4.3. 
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Figure 4.3: parameters in HElib (./Test_General_x -help). 

And in my project, I use m(specific modulus), p(plaintext base), r(lifting), 

L(number of levels in the modulus chain), c(number of columns in key-

switching matrix), w(hamming weight of secret key), d(degree of the 

field extension), k(security parameter), s(minimum number of slots). 

The program of data owner can be divided into two parts – initialization 

and ‚operation‛ which do the encryption and decryption. 

4.1.1 Initialization  

As shown in Figure 4.4, in initialization part, there are around five steps. 

They are preparation for encryption, decryption and calculation based 

on encrypted data. 

 

Figure 4.4: initialization. 

The detailed explanations are as following: 

1. Set plaintext 

Set plaintext
Find proper 
modulus m

Create 
FHEcontext 

object

Create 
polynominal 

Generate 
keys
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In the beginning of this program, I set two integer plaintexts named ‚pt1‛ 

and ‚pt2‛. The values are set manually by the user. And if there are 

more needs for calculation, user can add more plaintexts. 

2. Find proper modulus m 

After declaring the parameters, I use these parameters to find proper 

value of m using ‚FindM‛. The parameters I needed in this part is k, L, c, 

p, d and s. 

3. Create ‚FHEcontext‛ object 

HElib requires users to setup a context using the ‚FHEcontext‛ class to 

get things going. This stores all the parameters, and also needed for 

other tasks users want to perform (key generation, encryption, 

decryption). 

4. Create polynominal 

In BGV homomorphic encryption, it uses polynominal to encrypt data. 

So I need to create one here as a preparation for encryption later in the 

program. 

5. Generate keys 

To do encryption and decryption, I need public key and secret key 

respectively. And user can use ‚FHESeckey‛  ‚FHEPubkey‛ to create a 

public key, use ‚GenSeckey‛ and ‚w (hamming weight of secrete key)‛ 

to create a secret key. 

4.1.2 Encryption and Decryption 

Then, after initialization, user can step into operation part in data owner 

and do the encryption for plaintexts. As shown in Figure 4.5, there are 

three steps in this part. 

Figure 4.5: operation in data owner 

Encryption
Get 

encrypted 
results

Decryption
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The detailed explanations are as below: 

1. Encryption 

In HElib, ciphertexts are held in ‚Ctxt‛ class. So, I create two Ctxt 

objects in this part for my two plaintexts. Then, user can use 

‚publicKey.Encrypt()‛ to encrypt data. 

2. Get encrypted results 

After encrypting data, data owner would transfer encrypted 

information to ‚untrusted cloud‛. And the cloud would do calculation 

on the encrypted information and then return the calculation results 

back to data owner. So the results are all encrypted. 

3. Decryption 

To get the final results, Users should decrypt the feedback from 

‚untrusted cloud‛ to get the information they need. And the decrypted 

values are held in polynominal, then, user can use ‚secretkey.Decrypt()‛ 

based on secret key and this polynomianl to get the real results.  

4.2 Untrusted Cloud 

I use laptop as the public (untrusted) cloud. 

To begin with, it also needs HElib installed following the same steps as 

described in section 4.1. 

The major task for this cloud is operation on encrypted data. And the 

function is given by users. 

In my project, my functions include addition and multiplication. The 

original plaintext is ‚3‛ and ‚4‛. So the operations include ‚3+4‛ ‚3*4‛. 

To test the scalability, I also set the plaintext as ‚30‛ ‚40‛ and ‚100‛. 

To sum up, the fundamental operations are as following: 

1. 3 + 4 

2. 3 * 4 

3. 4 - 3 

4. 30 + 40 
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5. 300 + 400 

6. 10 * 10 

7. 25 * 25 

8. 30 * 30 

4.3 Performance Measurement 

The major attentions for encryption in IoT are execution speed and 

scalability. So in this case, I measure this performances based on 

execution time (encryption time, key generation time, operation time 

and decryption time) and different bits’ plaintexts, using laptop and 

raspberry pi respectively. 

The data calculated in program are recorded in excel. 

4.3.1 Time Set 

First of all, to get a time, I use std::chrono::high_resolution_clock from 

<chrono> header. The unit is microsecond. 

Then, users can use function ‚now()‛ in ‚high_resolution_clock::now()‛.  

In this way, we can get starting time and ending time for an operation, 

then we get the execution time (duration) by doing subtraction with this 

two values. 

What’s more, to test how security level and key-switching matrix 

influence the execution time, I change the parameters ‚k‛ (security 

parameter) which impact the length of keys and the parameter ‚c‛ 

(number of columns in key-switching matrix) to get different groups of 

values for these time. 

The detailed changes for c is between ‚2‛ and ‚3‛, the changes for k is 

between ‚4‛, ‚16‛, ‚32‛, ‚64‛ and ‚128‛. In my project, the default value 

of ‚c‛ is ‚3‛ and the default value of ‚k‛ is ‚128‛. And my groups of ‚(c, 

k)‛ are shown in Table 4.1. 

Table 4.1: (c , k) groups 

 K = 4 K = 16 K = 32 K = 64 K = 128 

C = 2 (2 , 4) (2 , 16) (2 , 32) (2 , 64) (2 , 128) 



Homomorphic Encryption on the IoT 

Han Wang                                                                                           2018-06-07 

20 

C = 3 (3 , 4) (3 , 16) (3 , 32) (3 , 64) (3 , 128) 

Then based on the techniques described above, I use eight variables 

about time to get four time slots: 

1. The time for keys generation (‚gen_key‛): This is the time for 

generating public key and secret key.  

2. The time for encryption (‚encrypt‛): The time for encryption in data 

owner side.  

3. The time for operation (‚operation‛): This is the time for operation 

on encrypted data in Cloud side.  

4. The time for decryption (‚decrypt‛): The time for decryption in data 

owner side.  

I test these time both in raspberry pi and laptop eight times respectively 

related to my ‚(c , k)‛ groups. And for each time slot, I test ten times and 

then get the average value and standard deviation.  

4.3.2 Different Size of Plaintexts 

To measure the scalability, people should make sure that this function 

also works well for different size of plaintexts in different devices. So I 

also change the size of plaintexts in my project. 

The parameter ‚p‛ is the plaintext base, and we should set this value for 

different needs of our size of plaintext and the size of our results. The 

main value of ‚p‛ in my program is ‚1021‛, which means the range of 

plaintext and decrypted result should within ‚0‛ to ‛1020‛. 

Actually, the value ‚1020‛ is a relative big one in homomorphic 

encryption, so this value is the biggest one in my project. And I set this 

value between ‚29‛, ‚61‛, ‚509‛ and ‚1021‛. Then I can get different 

results of my time slot groups described in section 4.3.1. 

To make my work more efficient, I use this measurement when it comes 

to the operation for ‚3 + 4‛ in my project. Combined with the techniques 

described in section 4.3.1, I test eight times for each value of ‚p‛ related 

to different ‚(c , k)‛ groups. The detailed groups are shown in Table 4.2. 

 

 



Homomorphic Encryption on the IoT 

Han Wang                                                                                           2018-06-07 

21 

Table 4.2: (c, k, p) groups 

 P 

 29 61 509 1021 

 

 

 

 

(c ,k) 

(2,4) (2,4,29) (2,4,61) (2,4,509) (2,4,1021) 

(2,16) (2,16,29) (2,16,61) (2,16,209) (2,16,1021) 

(2,32) (2,32,29) (2,32,61) (2,32,509) (2,32,1021) 

(2,64) (2,64,29) (2,64,61) (2,64,509) (2,64,1021) 

(2,128) (2,128,29) (2,128,61) (2,128,509) (2,128,1021) 

(3,4) (3,4,29) (3,4,61) (3,4,509) (3,4,1021) 

(3,16) (3,16,29) (3,16,61) (3,16,509) (3,16,1021) 

(3,32) (3,32,29) (3,32,61) (3,32,509) (3,32,1021) 

(3,64) (3,64,29) (3,64,61) (3,64,509) (3,64,1021) 

(3,128) (3,128,29) (3,128,61) (3,128,509) (3,128,1021) 
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5 Results 
First of all, the results in both laptop and raspberry pi are correct for all 

operations. And an example for ‚3*4+3‛ is shown in Figure 5.1. 

 

Figure 5.1: (3 , 128, 1021) for ‚3*4+3‛ in laptop. 

In this case, I can check the data which are transferred to ‚untrusted 

could‛ are unreadable as shown in Figure 5.2. 

 

Figure 5.2: data after encryption based on (3, 128, 1021). 

In a overall look, the response time in laptop is much shorter than in 

raspberry pi in all kinds of situations. As can be seen in Figure 5.3. 
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Figure 5.3:‛3+4‛ response time comparison. 

5.1 The Influence of “(c, k)” groups 

In my implementation, the ‚(c, k)‛ groups have ten items totally as can 

be seen in Table 4.1. And I have tried every item in different kind of 

operation. Finally, the rules are almost the same. 

Then, I would present ‚3+4‛ (p=1021) in laptop and raspberry pi 

respectively as an example. 

In Table 5.1 and Table 5.2, the results from laptop and raspberry pi are 

shown. ‚Total‛ in tables is equal to ‚encryption time + operation time + 

decryption time‛, it also means the response time. And the values in 

these tables are mean. The real unit in my project is microsecond, but to 

be simplified and readable, I change the unit to millisecond. 

Table 5.1: ‚3+4‛ in laptop. 

P=1021 

Unit: millisecond(ms) 

Device: laptop 

(c,k) m Gen_key encrypt op decrypt Total 

(2,4) 6427 849．1 661．1 0.6169 84．16 745．9 

0

2000000

4000000

6000000

8000000

10000000

12000000

14000000

1 2 3 4 5 6 7 8 9 10

"3+4" response time

laptop

rasperry pi



Homomorphic Encryption on the IoT 

Han Wang                                                                                           2018-06-07 

24 

(2,16) 6961 793．5 593．5 0.6534 75．07 669.3 

(2,32) 7901 1059 671．9 0.7013 92．01 764．6 

(2,64) 9553 1666 1265 0.8541 236．5 1502 

(2,128) 13019 1628 1271 1．200 244．8 1517 

(3,4) 5611 875．1 502.5 0.5184 88．81 591．8 

(3,16) 6427 1003 613.9 0.6195 82.17 696.6 

(3,32) 6961 1092 667.3 0.6791 86.01 754.0 

(3,64) 8443 1845 1177 0.7756 162.5 1340 

(3,128) 11311 2094 1382 1.154 172.2 1555 

In the table, we can know that the ‚(c, k)‛ impact the value of m, also, it 

impact the time for generating keys, the time for encryption, decryption 

and operation. 

Table 5.2: ‚3+4‛ in raspberry pi 

P=1021 

Unit: millisecond(ms) 

Device: Raspberry pi 

(c,k) m Gen_key encrypt op decryption Total 

(2,4) 6427 5509.5 4394.3 9.7266 605.29 5009.3 

(2,16) 6961 5204.5 3991.7 10.176 552.44 4554.3 

(2,32) 7901 5447.0 3693.7 11.447 524.28 4229.4 

(2,64) 9553 13205 10192 14.166 1846.0 12052 

(2,128) 13019 12690 10281 19.642 1922.6 12224 

(3,4) 5611 5671.8 3262.5 7.8463 617.94 3888.3 
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(3,16) 6427 6984.8 4428.0 9.1666 605.10 5042.3 

(3,32) 6961 6621.2 4002.9 9.2120 553.13 4565.2 

(3,64) 8443 15113 9877.3 13.105 1305.1 11196 

(3,128) 11311 15887 10267 16.535 1376.7 11661 

When it comes to the relationship between ‚(c , k)‛ and the value of ‚m‛. 

It doesn’t like when ‚c‛ is smaller and ‚k‛ is smaller, ‚m‛ is smaller. As 

can be seen in tables above, when ‚(c , k)‛ is ‚(3 , 4)‛, ‚m‛ is the smallest 

(5411) which is bigger than when ‚(c , k)‛ is ‚(2 , 4)‛. But, when ‚c‛ is ‚2‛ 

or ‚3‛, with the ‚k‛ becoming bigger, the value of ‚m‛ is larger.  

As to the relationship between ‚(c , k)‛ and response time. Then I would 

describe it from ‚c‛ and ‚k‛ respectively in detail. 

1. The impact of ‚c‛ 

A general idea for the impact of ‚c‛ is that, when ‚c‛ is smaller, the 

algorithm is simpler, and the response would be faster. But, the results 

don’t prove this prediction. 

 

Figure 5.4: comparison within different ‚(c , k)‛ in laptop. 

As can be seen in Figure 5.4, in laptop, when ‚c=2‛, the response time is 

almost longer than when ‚c=3‛. Expect, when ‚k=16‛ and ‚k=128‛. But 

the difference is not very significant. 
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Figure 5.4: comparison within different ‚(c , k)‛ in raspberry pi. 

In Figure 5.4, this is the situation in raspberry pi, and the response time 

is almost shorter when ‚c=3‛, instead when ‚k=16‛ and ‚k=32‛. 

What’s more, when ‚c=3‛, with security level being higher, response 

time is almost in an increasing trend (expect ‚(3 , 16)‛in raspberry pi). 

And when ‚c=2‛ the trend is not so significant.  

So, when ‚c=3‛, the performance is better and more stable than when 

‚c=2‛. 

2. The impact of ‚k‛ 

As described before, ‚k‛ is the security parameter which also means the 

security level. The value of ‚k‛ is bigger, the algorithm is more secure. 

As can be seen in Figure 5.5 and Figure 5.6, I find the relationship 

between response time and ‚k‛.  
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Figure 5.6: response time in laptop. 

In laptop, when ‚c‛ (columns of switching matrix) is ‚2‛, the response 

time is lowest when ‚k‛ is ‚16‛. And after it, the response time becomes 

larger and larger. 

When ‚c‛ is ‚3‛, response time in laptop is in an increasing trend with k 

becoming bigger and bigger. 

 

Figure 5.6: response time in raspberry pi. 

The situation is a little different in raspberry pi, when ‚c‛ is ‚2‛,the 

response time is in a decreasing trend before k is ‚32‛, after that, 

response time becomes longer  and longer.  
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When ‚c‛ is ‚3‛, the response time is about in an increasing trend, but 

there is a ‚stand-out‛ point when ‚k‛ is ‚16‛. 

The common thing is that, when ‚(c , k)‛ is ‚(3, 4)‛, the technique works  

fastest. And the change between ‚k=32‛ and ‚k=64‛ is very prominent. 

This result may relate to the rule that the security level changes in an 

exponential increasing trend when the value of ‚k‛ becomes larger. 

So, both in laptop and in raspberry pi, when ‚(c , k)‛ is ‚(3 , 4)‛, the 

performance is best. And the ciphertext in this situation is shown in 

Figure 5.7. 

 

Figure 5.7: ‚3‛ after being encrypted. 

Although ‚k‛ is ‚4‛ which is much smaller than ‚128‛. The ciphertext is 

also unreadable.  

5.2 Plaintext Base and Response Time 

In my program, ‚p‛ is plaintext base, and I test the program in the ‚(c , k, 

p)‛ groups described in Table 4.2.  

As shown in Figure 5.8, I present an example when ‚(c , k)‛ is ‚(3 ,4)‛ 

and ‚(2, 16)‛. 



Homomorphic Encryption on the IoT 

Han Wang                                                                                           2018-06-07 

29 

 

Figure 5.8: the connection between plaintext base and response time. 

When ‚p‛ is ‚29‛, the value of ‚m‛ is always equal to when ‚p‛ is 

‚1021‛. And the response time when ‚p=1021‛ is always shorter than 

when ‚p=509‛.  

In Figure 5.8, we also can find that, when ‚p=509‛, the response time is 

always the longest. And sometimes, the response time when ‚p=1021‛ is 

even shorter than when ‚p=29‛ and ‚p=61‛. 

In many situations in my project, when ‚p‛ is ‚61‛, the response time is 

almost the shortest one. 

So, the rule is not like when plaintext base is smaller, the performance is 

better.  

In real situation, people prefer to choose a larger value for plaintext 

because of the needs for real practice. And in my program, choosing 

‚1021‛ (the largest value for plaintext base in my project) is quiet 

suitable in any kind operations.  So, in my project, ‚(3, 4, 1021)‛ 

performs best. 

5.3 Scalability 

An important focus on encryption technique is scalability. And a good 

encryption technique works well in any size of plaintexts and in any 

distributed devices. 
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Table 5.3: response time with different plaintexts. 

 Operation 

 3+4 30+40 444+555 349+459 559+661 

Response time 0.592(s) 0.585(s) 0.583(s) 0.580(s) 0.576(s) 

 Operation 

 3*4 10*10 25*25 31*31 30*34 

Response time 0.819(s) 0.817(s) 0.818(s) 0.817(s) 0.842(s) 

As said before, in raspberry pi, the response time is much longer than 

when it works in laptop. In this case, this homomorphic encryption 

library is limited by hard devices. 

But, the scalability for different sizes of plaintexts in one operation is 

good in my project. 

As can be seen in Table 5.3, the results are recorded from laptop when 

‚(c , k ,p)‛ is ‚(3, 4, 1021)‛. When operation is addition, response time in 

different sizes’ plaintext (0-1020) is almost the same, which is around 

0.58 seconds. And when it comes to multiplication, response time is also 

similar in all cases which is about 0.8 seconds. 

Actually, the response time in this case is quite ok in real situation, but 

because of limitation of storage and the performance of HElib, I don’t 

test some relative larger figures. 

5.4 The Difference in Addition and Multiplication 

When it comes to the multiplication, the main difference compared to 

addition is operation time. For each operation, I test ten times and get an 

average value and a standard deviation. The results for ‚3*4‛ in laptop 

and raspberry pi are shown in Table 5.3.  

Table 5.4: ‚3*4‛ in laptop and raspberry pi. 

“3*4” c=3, k=128, p=1021  

Unit: millisecond(ms) 

 Gen_key Encryption Operation Decryption Total 
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Laptop 

Average value  

2066 1243 642.5 167.1 4118 

Standard deviation  

183.6 44.3 57.73 7.38 

 Gen_key Encryption Operation Decryption Total 

 

Raspberry pi 

Average value  

15846 10184 5404.5 1328.2 32763 

Standard deviation  

456.2 322.7 155.38 37.00 

Compared with the results in Table 5.1 and 5.2, in addition case, the 

time for generating keys, the time for encryption and decryption is very 

similar with when it is in multiplication cases.  

In a result, the time in addition is 400 to 600 times shorter than in 

multiplication. 

What's more, based on the results, I made a comparison for performance 

in laptop and raspberry pi. 

 

Figure 5.9: comparison between laptop and raspberry pi in ‚3*4‛(unit: s). 
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In Figure 5.9, we can find that, the main gap between laptop and 

raspberry pi is encryption time.  

The encryption time in laptop is about nine times shorter than that in 

raspberry pi, and the decryption time in laptop is about seven times 

shorter than that in raspberry pi. And the period in encryption is about 

six to eight times longer than in decryption in both laptop and raspberry 

pi. 



Homomorphic Encryption on the IoT 

Han Wang                                                                                           2018-06-07 

33 

6 Conclusions 
The idea of homomorphic encryption is a breakthrough for security 

problems in today’s internet systems especially in could computing. 

And there are three kinds of homomorphic encryption schemes: 

partially homomorphic encryption, somewhat homomorphic encryption 

and fully homomorphic encryption, to meet real operations in today’s 

internet world, people are focusing on the practice of fully 

homomorphic encryption which can help people to do random times’ 

addition and multiplication operations on encrypted data. 

In this case, I choose a fully homomorphic encryption scheme – BGV to 

implement my scenario, in which one industry – based company want 

the third-party system (untrusted cloud) to help them operate on their 

important data after being encrypted to avoid the information copy 

from other competitors. 

Then, based on HElib (BGV library), I use laptop and raspberry pi as the 

data owner and receiver, my laptop as the untrusted cloud to simulate 

my scenarios. 

The performance measurements are based on getting the execution time 

in key generation, encryption, operation and decryption. In which, the 

response time is equal to the sum of encryption time, operation time and 

decryption time. Then, I set ‚(c , k)‛ groups and test my programs using 

different length of plaintexts.  

Finally, to all tests in my program, I get correct answers. And the speed 

is fastest when ‚(c, k)‛ is ‚(3, 4)‛ in both laptop and raspberry pi, the 

response time in laptop of operation ‚3+4‛ is about 0.6 second, and the 

data after encryption is not readable, this means, this technique is quite 

ok, and it has much potential. And when ‚c‛ is equal to ‚3‛, the 

performance is better.  And the performance is best when ‚(c, k, p)‛ is 

‚(3, 4, 1021)‛. 

As to the scalability, this library performs well when the plaintexts are 

in different sizes (within 0 - 1020) in a same operation. But the response 

time in raspberry pi is much longer than that in laptop. What's more, the 

main difference of response time in addition and multiplication is 

operation time, and the operation time in addition is 400 to 600 times 

shorter than that in multiplication. 
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But the execution time of my fully homomorphic encryption is long in 

my project, and the slow speed of interaction is not followed the aims of 

encryption technique in cloud computing (fast). And this may be the 

reason why fully homomorphic encryption is not practical at present. 

Although the fully homomorphic encryption is not practical in today’s 

cloud computing, the researchers are putting efforts to update it, and 

when this technique is practical, this would be a significant revolution in 

security problems. 

6.1 Ethical Consideration 

Homomorphic encryption can effectively deal with people’s security 

problems in IoT. But this is a double-edged sword. On the one hand, it 

improve the security of privacy, on the other hand, it can become a good 

tool for some lawbreakers. 

When people try them best to deal with the privacy problems, this will 

also make chances for some lawbreakers who can take advantage of this 

high level privacy to do some bad things others impossibly know. 

It would be a very awful thing if some lawbreakers encrypted some 

illegal information and transmit them to a cloud. Then, this cloud 

doesn’t know what the information are, and help them do some 

operation to break the law. 

6.2 Future work 

In my project, I don’t try a plaintext which is bigger than ‚1021‛ because 

of the limitation of HElib library, but this library is updating, if they 

publish a new version in which the plaintext base can be set more than 

‚2000‛, I will try larger sizes’ to test the performance of this fully 

homomorphic encryption scheme. 

What’s more, in my program, the security parameter (security level) ‚k‛ 

is within 4 to 128. And in the future, I will try larger values or smaller 

values to evaluate the performance. 

It is better to make more comparisons based on more different IoT 

devices, in my project I just use laptop and a 16GB raspberry pi, and in 

the future, I can also try this technique in smart phone, ipad and even 

some virtual sensors in UBUNTU.  

If I have time and more devices, I can also make some distributed 

devices and share one cloud based on the homomorphic encryption 
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technique I choose. And it can get scalability in amounts of working 

devices. 

And if I have time, I will also try other scheme of fully homomorphic 

encryption to do more comparison. What’s more, know about the 

practical encryption technique in real IoT, and use this technique in my 

scenario, then do a comparison between practical encryption technique 

and fully homomorphic encryption, and this will also benefit the future 

of homomorphic encryption in IoT.  
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Appendix A: Source Code 
HElib: https://github.com/shaih/HElib 

https://github.com/shaih/HElib

