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1. Pervasive and Mobile Computing 
The initial concept of Pervasive, or Ubiquitous computing dates back from 1991, when Mark Weiser 

described his vision for 21st century computing which countered the ubiquity of personal computers [1]. 

The essence of that idea was the formation of environments and physical objects saturated with computing 

and communication capability, yet seamlessly integrated with human users. When articulated, the 

hardware technology simply did not exist, and the processing power was scarce. Computing has since 

maturely developed well beyond the cited vision, exceeding all expectations. Following the Moore’s law 

[2], significant hardware achievements are witnessed in the area of processing and sensing capabilities, 

wireless communications, and global networking. 

Exciting concepts emerge from the idea of Pervasive and Mobile Computing, such as Internet of Things 

(IoT), Human-computer Interaction (HCI) [3], Big Data [4], Security and Privacy [5], User Experience 

(UX) [6], etc. According to [7], IoT is the most important technology trend, with a potential to augment 

the human lifestyle and dramatically change the way human interact and consume the digital information. 

IoT complements the vision of pervasiveness to an extend that “things” will be integrated in the humans’ 

vicinity, merging the physical and the virtual world, without any particular awareness of their presence. 

Therefore, this study report focuses on the IoT connectivity as a concept, providing a comprehensive 

state-of-the-art of the technology by exploring directions for future development. 
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2. Internet of Things - Overview 
IoT is the network of physical objects connecting various devices, buildings, vehicles, and other items 

through electronics, sensors, and software that enables these objects to actuate and exchange data. The 

increasing need for augmenting the physical objects with sensors and actuators, with capabilities to sense, 

react and generate data, turns the objects into mobile cyber-physical systems (CPS), as an instance of IoT 

[9]. Sharing the produced data across the Internet creates the concept of IoT. The IoT enables objects to 

be accessed and controlled remotely across existing network infrastructure, which emanates an 

opportunity for veritable integration of the physical into digital world [8]. Typically, each connected 

‘thing’ is uniquely identifiable through its embedded computing system, which may or may not 

interoperate with the existing Internet infrastructure. The embedded computing system, typically 

comprised of a micro-controller, tethers to the digital world through wired or wireless connections. The 

communication types may include various of wireless local area networks, such as Near-Field 

Communications (NFC) [10], Wi-Fi [11], Bluetooth [11], LoRa [12], etc., but also directly communicate 

through proprietary cellular networks or wired Internet infrastructure. This encompasses technologies 

such as smart homes, smart grids, autonomous transportation, smart cities and e-health. In summary, the 

three main objectives of IoT include: 

●  Connect both inanimate and active things. Initial trials and deployments of IoT networks 

initiated with connecting industrial machines. Nowadays, the concept of IoT has extended to 

connect it all, from industrial machines to everyday objects. The range of items proliferate from 

HVAC systems, to vehicles and utility meters. It can also be part of living organisms such as farm 

animals, people, and plants. Wearable computing and digital health devices, such as Nike+ Fuel 

band and Fitbit, are examples of how people are connecting in the Internet of Things landscape 

[13]. Cisco has extended the definition of IoT to the Internet of Everything (IoE), which 

embraces people, places, objects and things [14]. 

●  Collect data from sensors and control actuators. The physical objects that are being 

connected may hold numerous sensors and/or actuators. Each sensor may sense the surroundings 

or monitor a unique state such as vibration, moisture, location, temperature, motion, etc., while 

an actuator continuously listens for commands to trigger a certain process. To fit into the IoT 

paradigm, these sensors need to be connected directly on the Internet, or at least implement an 

offline mechanism to store the produced datasets at a physical location, available for a remote 

access.  

●  Massive interconnection and communication. IoT-enabled objects will share information 

about their condition and the nearby environment with people, software services and other 

equipment. This information may be shared in real-time or accumulated and shared at distinct 

intervals. Going forward it is clear that the physical objects will have a digital identity and 

connectivity, which means they are going to be uniquely identified, remotely-accessed and 

exchange information with other objects. 

The IoT data differs from the conventional digital world and computing, such as watching a live-

stream or browsing the Internet on the web. The IoT data is classified as a minor in size and less frequent 

in transmission [15]. The number of IoT devices, or sensors and actuators, that are connecting and 

communication on the network are also superior in numbers compared to the conventional PC 

computing. Machine-to-Machine (M2M) communications and intelligent execution of processes from 

the devices and the network will emanate businesses to automate elementary and profound tasks without 

human intervention. These characteristics present opportunities to generate a wide range of data, but also 

contend with various emerging challenges in terms of designing the suitable data networking, self-learning 

processes, handling the big data, and guaranteeing privacy and security. 
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2.1. Expectations 

The expectations of Internet of Things as a concept is to give rise to increasing numbers 

of hybrid services that bring both, a conventional physical functions and information products. For 

instance, to act as an access points for relevant services, the objects and the developed applications may 

be able to enrich the context for the users. Furthermore, companies could benefit from the delivered 

digital value to distinguish themselves from the competitors and additionally bond with the customers to 

the company’s range of services and consecutive follow-on products. Entirely innovative opportunities 

may arise when objects start to cooperate with each other, or when intelligent processing and decision-

making algorithms are performed by the object themselves. For instance, a smart fridge might decrease 

its temperature when the smart electricity meter acknowledges the use of cheap power is offered, thus 

scheduling time-intervals for avoiding peak hours of electricity usage, resulting with reduction of the 

overall consumption and electricity bills. 

Additional enabler for the progress of IoT is the real-world awareness provided to 

information systems. By on-demand response to relevant physical events, businesses can enhance their 

processes, as typically demonstrated by using RFID in logistics applications. This means that by increasing 

the “visual acuity” of information systems, it is conceivable to manage processes more effectively, typically 

increasing efficiency and reducing costs [16]. While such telemetry applications are generally already 

present on the market, they have formerly been limited to distinct cases due to the overpriced technology 

involved. Moreover, there is lack of reliability in terms of longevity, and in some cases the failure to 

achieve return of investment due to low acceptance and deployment rate [17]. Additionally, due to 

diminishing cost steered by the technical progress and market competition, several other application areas 

could now take advantage over the increased awareness of real-world processes. For instance, it is now 

becoming feasible for suppliers of electricity to remotely check the individual consumption by household, 

thus optimizing the internal costs for having employers that go door-to-door and perform the estimations. 

In summary, the following expectations can be linked with the emerging progress of the IoT as a concept: 

1) from a business point of view, increased efficiency of industrial processes and reduced costs by 

automating and relying on hardware and software for process execution, which on the other hand are 

now considered as less error prone compared to humans [18]; 2) Interests and expectations from a social 

and political point of view is tied to overall improvement in the quality of life, as a result of obtaining 

more comprehensive information, improved productivity and enriched context-awareness. Moreover, 

IoT is linked to the enhanced care for people in need of help due to the smart assistance systems, but also 

due to increased safety, and security. 3) Looking from an individual human point of view, IoT is an 

enabler for services which would make life more entertaining, pleasant, independent and safer. For 

instance, tracing people that are lost [19] or speaking for those who cannot [20]. 

2.2. Amount of Devices 

Mobile phones remain to be the largest category of connected devices on the market, but 

this is projected to change in 2018 as IoT devices are experiencing rapid growth [14], among which are 

utility meters, autonomous cars, various types of industrial equipment, consumer electronics, remote 

metering, etc. A study by Ericsson estimates around 29 billion connected devices are forecast by 2022, of 

which close to 18 billion will be related to IoT [21]. As Ericsson points out, the IoT devices are expected 

to increase at a Compounded Annual Growth Rate (CAGR) of 21 percent from 2016 to 2022, motivated 

by the new use cases. 

Ericsson estimated around 0.4 billion IoT devices with cellular connections at the end of 2016 [21]. 

The outcome from this study is in a form of prediction for the category of cellularly connected devices, 

which is expected to have the uppermost growth, coming close to 1.5 billion in 2022 [21]. The figures 

and projections for the IoT devices are separated into short-range and wide-area pieces. The short-range 

slice mainly consists of devices connected through unlicensed radio access network technologies, with a 
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common range of up to 100 meters, such as Bluetooth, ZigBee, Z-Wave and Wi-Fi. At the end of 2016, 

according to Ericsson [21], there were around 5.2 billion short-range IoT devices, while this number is 

expected to rise to 15.5 billion by 2022, which registers 20% of CAGR.  The wide-area slice involves 

devices using cellular network, as well as unlicensed low-power technologies, such as LoRa and SigFox, 

covered later in this study report. The numbers from Ericsson repeated that the wide-area IoT is going 

to have the largest growth by 2022, with 0.4 billion devices registered at the end of 2016 and prediction 

of 2.1 billion by 2022, resulting with 30% of CAGR [21]. This evolution is as a result of increased 

industry focus and 3GPP standardization of cellular IoT technologies, which are also covered later in this 

study report. Cellular access network technologies take advantage from enhancements in provisioning, 

quality assurance, security, and device management. Within IoT, the main emerging markets composed 

of diverse requirements and state-of-the-art have dual interpretation: 1) Applications with a critical and 

complex nature posing strict service requirements; 2) And other massive, pervasive, applications 

undertaking simple sensing measures. Massive IoT applications need to fulfill the requirements for large 

capacity device-volumes per serving cell, have built-in low-cost, energy efficient chips with tendency to 

send small and periodic data traffic volumes. Various examples of potential market placements include 

transport logistics, smart buildings, fleet management, agriculture, and smart meters. The potential of 

these massive IoT applications largely depend on the development of the future Internet technologies, 

covered later in this study, such as Software Defined Networking (SDN), Heterogeneous Networks 

(HetNets), Device-to-Device (D2D) communication, etc., since the current cellular networks cannot 

cope with the projected numbers of 2.1 billion IoT cellular devices [22]. Critical IoT connections are 

categorized by requirements for availability and ultra-reliability, coupled with low or no latency. For 

instance, remote healthcare, including remote surgery, traffic safety, autonomous cars, etc. 

2.3. Scope of Study 

In this section, the scope of study is defined and justified. The two main areas, which 

motivate the scope of this study are: 

1. Internet of Things – Access network and future internet technologies 

2. Defining Quality of Experience in the domain of Internet of Things 

The research contribution of this study centers on evaluating the latest advancements in the above-

mentioned areas, and identifies the research gaps in a form of research challenges which may be considered 

as a future work. The limitation of the scope is placed on: 1) The most promising radio access network 

technologies operating in both licensed and un-licensed bands, LoRa and NarrowBand-IoT, as we 

envision them to be adopted at the largest scales in the industry. Thorough scrutiny is provisioned on 

their architecture, with a comparison to the closest competitors, and thoughts on future directions for 

their development; 2) Various emerging Internet technologies, such as SDN, Smarter Devices, 

Information Centric Networking (ICN), Cloud Computing, and D2D Communications are selected for 

further research, projected to change the look of the future networks [23]. The idea is to understand 

emerging technologies from an IoT point of view and identify the changes which they are bringing to 

the IoT architecture and eco-system. Moreover, this study report explores the reverse perspective, in 

terms of the ways IoT use-cases and applications are affecting and shaping the development of the cited 

emerging Internet technologies. Even though concepts such as big data, machine learning, security, and 

energy are considered while conducting this study, a detailed research on them is out of scope for this 

study report.  
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3. Internet of Things – Access Network Technologies 
The next generation of radio access network technologies for the IoT need to provide long range, 

cost-effective, low powered, high-reliability, and secure networking communications to gain the interest 

from the industry and society for massive deployment. In this section, a discussion is raised over the new 

set of access networking technologies which are hitting the market at significantly lower price points than 

previously available, powered by promising features and requirements, and lower total cost of ownership. 

The competition among them impetus extremely fast development, which shapes the future look of the 

concept of IoT by realizing a wide range of both personal and industry applications. 

3.1. IoT Unlicensed Protocols 

The Industrial, Scientific, and Medical (ISM) bands have for a long time been an essential 

part of modern data communications, serving as the bloodline for the well-established short-range 

technologies such as Wi-Fi, Bluetooth and a variety of others. The trend that one can currently see in 

the IoT space is a logical extension to how these bands have been employed previously. Main reason of 

the success is the offered economic potential and flexibility delivered, and therefore, several companies 

are supporting the development of such technologies [24] [25]. However, the ISM bands are unregulated 

and the drive to use them at massive scales, namely as a foundation for wide-area networks, puts them in 

a rather probable collision course with each other. Proprietary technologies, such as LoRA and Sigfox 

may be fast to develop, given the spectrum is free, but reliability or interference in the unlicensed bands 

and the limited ecosystem cannot deliver promises on quality of service, scalability and global reach. This 

section explores the cited technologies, with their key features, advantages and disadvantages, future 

directions for development and use in the IoT domain. 

3.1.1.  LoRa - Introduction 

 The LOng Range (LoRa) protocol, patented by Semtech [26], is envisioned as long-range 

Low-Power Wide Area Network (LPWAN) communication, specifically constructed to bridge the gap 

created with the massive expansion of IoT devices, regarding the interaction between the sensors and 

network infrastructure [27]. LoRa is designed to operate in low frequencies, particularly in an un-licensed 

spectrum, which avoids additional subscription costs from one hand, but offers lower Quality of Service 

from in comparison to the cellular connectivity [27]. The restrictions that come with the use of un-

licensed frequencies, such as duty cycles and power signals, differ from continent to continent, however 

in the scope of this study the regulations for ETSI [28] will be described. Typical LoRa enabled module 

can operate in a range of frequencies from 863 to 870 MHz in Europe, 902 to 928 MHz in US, 915-928 

MHz in Australia, and 779-787 MHz in China.  

Two terms emerged from the research community that points out at different stack layers 

of the Open Systems Interconnection (OSI) model [29] when talking about LoRa protocol. The physical 

layer 1 is referred as LoRa, whilst LoRaWAN represents the Medium Access Control (MAC) layer 2. 

This separation also introduces diverse modules which are created to support both layers, but also 

individually only the layer 1. This means that it is possible to combine LoRa layer 1 with other individual, 

custom made upper layers, such as a uniquely developed novel Layer 2 protocol. In fact, an option is also 

to combine the existing LoRa layer 1 and LoRaWAN layer 2 with already emerged application layer 

protocols such as MQTT [30] and CoAP [31], or design new ones specifically to gain advantage of the 

LoRaWAN protocol itself. The concept behind LoRaWAN is illustrated on the Figure 1. The following 

list describes the main components of the LoRaWAN architecture: 

• End-nodes. Sensors and actuators containing a LoRa enabled module. 
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• Gateways. Typically, a micro-controller with processing capabilities, containing integrated 

LoRa antenna and module for listening and sending packets. The gateways are forwarding the 

received uplink LoRa packets via Ethernet, cellular network or WiFi to a Networking Server. 

• Networking Server. Typically, a cloud server solution which registers gateways and end-nodes 

on its network, listens to the packets forwarded by the gateways. Stores locally or redirects the 

LoRa packet to an external database. 

• Application Server. Pulls out the payload data from the Networking Server for a group or 

single LoRa packets. 

• Network Session Key. A security key used to encrypt the payload from the end-nodes. Only 

the user is able to decrypt the payload conveyed from the end-node. 

• Application Session Key. A security key issued by the Networking Server used to encrypt the 

headers and the already encrypted payload with the Network Session Key. Only the Networking 

Server is able to decrypt the packet headers. 

 

Figure 1: LoRaWAN High-level Architecture 

The physical layer, i.e. the LoRa protocol covers the communication between the sensors and the 

gateway, while the second layer, i.e. the LoRaWAN represents the entire architecture, including the 

logic behind the Networking Server (NS), as observed on the Figure 1. Specifically, the gateway is 

considered to be a simple device, able to forward the LoRa packets to a specified NS via cellular network, 

Ethernet or WiFi [32]. Due to the relatively simple physical layer, LoRa modules are suitable for point-

to-point communication; for instance, a private ad-hoc network of LoRa devices where one node acts 

as a coordinator and communicator with the outside world. The main technical features of LoRa are 

presented in the Table 1, with detail description of them in the following sub-sections. 
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 LoRa 
Modulation Chirp Spread Spectrum (CSS) 

Throughput (bits/s) 

Lowest / highest 
250  

50000  
Payload (bytes) 59, 123, and 250 
Link Adaptation VSF (SF7 – SF12) 
Bandwidth (kHz) 125, 250 and 500 
Duty Cycle (%) 0.1 or 1 

Channel Hopping Yes 
Best Sensitivity (dBm) -152 

Bi-Directional Yes 
Battery Life 10 years 
Localization Yes 
Encryption AES-128 

Table 1: LoRa Key Technical Features 

3.1.2.  LoRa Physical Layer 

The physical layer of the LoRa protocol defines the type of topology, the modulation 

technique and encoding of the bits. Modulation is a process of conveying a message signal inside another 

signal which could be physically transferred. The modulation of a sine wave which transforms carrier 

wave in proportion to the information which needs to be conveyed is called analog modulation, and due 

that it may take any value to transfer it over the analog bandpass channel [33]. The most common 

techniques for the analog modulation of a signal includes Frequency, Phase and Amplitude modulation. 

Digital modulation from the other side is modulation of a digital stream of bits and transferring them over 

an analog channel. It may be considered simply as a digital-to-analog conversion, which means that it is 

necessary to have a demodulator understanding the used modulation technique to interpret the message 

[33]. The most common digital modulation techniques are shift keying and spread spectrum. The shift 

keying technique also include Frequency, Amplitude and Phase type of modulation, but in this case the 

modulating signal always takes one specific predetermined number of values. For instance, the phase shift 

keying uses a finite number of phases, each assigned a unique pattern of binary bits and each phase encodes 

an equal number of bits. 

The spread spectrum technique, as the name suggests, is taking a signal generated with a 

particular bandwidth and spreading it in the predefined frequency domain, resulting in a signal with wider 

bandwidth. LoRa choses this type of modulation technique due to the orientation of using the un-

licensed spectrum, which is free and open for usage and typically overcrowded with modules 

communicating in the same time. The technique of spread spectrum assists with these issues in regards of 

increasing the resistance to the natural interferences, noises, and jamming. The Shannon-Hartley theorem 

[34] for calculating the maximum data rate supports this claim, since the signal power in the spread 

spectrum technique is often below the noise floor [35]. This enables conveying a signal with relatively 

small Signal-to Noise Ratio (SNR), which results in reduction of packet losses due to the spread 

bandwidth [36]. Therefore, spreading spectrum techniques are allocating the entire bandwidth to 

broadcast a signal. Moreover, LoRa goes with Chirp Spread Spectrum (CSS) modulation which adds 

more robustness in terms of network traffic capacity at the gateway level, but the unique nature of CSS 

also increases the range of communication. CSS has simpler implementation compared to the other 

spreading spectrum techniques such as Frequency-Hopping (FHSS) and Direct-sequence (DSSS) [37]. 

The main difference is the pseudo-random elements which are not part of CSS and are used to help the 

receiver identify all the frequency used in for instance FHSS technique. Instead, CSS is relying on the 

linear nature of the chirp orthogonal pulse, which enables the transmitter radio chip to send consequent 

signals at regular intervals, while the receiving radio chip still being able to understand and distinguish 

the signals. An example of this is illustrated on the Figure 2(a), where the sensitivity of the receiving radio 

chip is able to distinguish the middle signal just by detecting the peak of that signal. Due to the regular 
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transmission intervals, the two neighboring signals are ending at when the middle signal reaches the peak, 

which enable the receiving radio chip to cancel the neighboring signals and distinguish the detected 

middle signal. As a result, orthogonal signals do not interfere between each other. Therefore, by 

modifying the data rate of the signals, translated into Time-on-air (ToA), the receiving radio chip is able 

to receive different signals on the same frequency without having the problem of identifying them. The 

chirp pulse can be modified with three parameters in order to achieve different data rates when sending 

a signal on the same frequency. The Figure 2(b) represent the chirp pulse when attempting to send data, 

starting with the identification signal marked as 1, start frame delimiter as 2 and actual data payload 

transmission from 3. The zoomed Figure 2(c) represents the 3 key parameters for modulating a chirp pulse 

– the bandwidth, the spreading factor and the coding rate. In theory, LoRa could work with different 

variates of bandwidth, low ones such as 7.8, 10.4, 15.6, 20.8, 31.2, 41.7 and 62.5 kHz, although the 

most common are 125, 250 and 500 kHz. One line on the Figure 2(c) represents one symbol and the 

spreading factor represent how many bits are encoded in one symbol. In the case of LoRa, the size of 

one symbol varies from 7 to 12 bits. Practically, if the spreading factor is larger - more bits will be encoded 

in one symbol, which results with overall larger transmission time, but however, it also reduces the 

possibility to lose data during transmission time [38]. The coding rate is just a measure for Forward Error 

Correction (FEC) which is added to the signal. The Table 2 depicts how one may manipulate with those 

parameters to achieve different varieties of data rates, transmission time and payload size when 

transmitting on same frequency. In LoRa this is referred as Adaptive Data Rate (ADR). One can see that 

the theoretical maximum transmission time for LoRa is estimated to be 50 kbps and the lowest of 2.5 

kbps. 

 

Figure 2: (a) The nature of CSS; (b) Real CSS wave; (c) Zoomed CSS wave 

In theory, with parameters such as Bandwidth (BW), Symbol Rate (Rs), Coding Rate (CR), Spreading 

Factor (SF) and Data Rate (DR), the following equations are applicable: 

𝑅𝑠 =  𝐵𝑊 / (2^𝑆𝐹);  𝐷𝑅 =  𝑆𝐹 ∗  (𝐵𝑊 / 2^𝑆𝐹)  ∗  𝐶      (1) 

Before the process of modulation begins, another layer of protection is added by encoding 

the data. LoRa as a layer 1 protocol supports couple of encoding techniques. It uses symbol “Gray 

indexing” to add error tolerance to the bits [39] and “Data Whitening” to increase the randomness [40]. 

Additionally, LoRa extends the encoding by “Interleaving” which scrambles bits within a frame [41], and 

adds correcting parity bits by using hamming code to repair error bits, called “Forward Error Correction” 

[42]. 
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Data 

Rate 
(DR) 

Spreading 

Factor 
(SF) 

Bandwidth 

(kHz) 

Modulation Max. MAC 

payload 
(bytes) 

Bits/s Shortest 

uplink 
frame, ToA 

(s) 

Longest 

uplink 
frame, ToA 

(s) 

0 12 125 CSS 59 250 1.115 2.793 

1 11 125 CSS 59 500 0.578 1.561 

2 10 125 CSS 59 980 0.289 0.698 

3 9 125 CSS 123 1760 0.144 0.677 

4 8 125 CSS 250 3125 0.082 0.707 

5 7 125 CSS 250 5470 0.041 0.400 

6 7 250 CSS 250 11000 0.021 0.200 

7 n/a 500 GFSK 250 50000 0.0035 0.0424 

Table 2: Variety of Data Rates with LoRa [43]  

3.1.3.  LoRa Networking Layer - LoRaWAN 

 LoRaWAN defines the system architecture and the communication protocols. It is a MAC 

protocol designed for large-scale public IoT networks with a single operator. The protocols and the 

architecture have the most influence on determining the battery life of a node, network capacity, the 

Quality of Service (QoS), the security and the variety of applications served by the network. In case of 

LoRaWAN, the entire intelligence and decision making is shifted to the NS, shown on the Figure 1, 

which communicates with the gateway via a backhaul – cellular network, Ethernet, or WiFi. The NS 

filters the redundant packets, performs security checks and adapts the data rate. Figure 3 illustrates the 

form of a module which supports both LoRa layer 1 and LoRaWAN layer 2. It can be used as an addition 

to any microcontroller boards such as Raspberry Pi, Arduino, Waspmote boards, etc., typically via a 

connection bridge. 

 

Figure 3: LoRaWAN Module 

The energy consumption of the LoRaWAN enabled module itself is extremely low. As shown on the 

Table 3, the energy required to put the module in the operational mode is just 2.8 milliAmps per hour, 

while it requires 38.9 mA when attempting to transmit the data. Greater energy consumption is estimated 

when the LoRaWAN module turns on the receiving radio to listen for packets, typically coming from 

the gateway. However, since the duty cycles transmission restrictions in Europe of 1% per hour, the 

LoRaWAN NS should optimize the transmission mode both in the gateway and the end-node side. 

Therefore, the LoRaWAN modules could potentially transmit data for only 36 seconds per hour, which 

points out at the energy efficiency because it keeps the overall energy consumption at such low level, 

since it requires only 38.9 mA per hour to transmit data. 
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State Power Consumption 

ON 2.8 mA 

Transmitting data 38.9 mA 

Receiving data 14.2 mA 

Table 3: Energy Consumption of LoRaWAN Module 

3.1.3.1.  LoRaWAN Classes 

 The end-nodes in LoRaWAN are asynchronous and communicate when they have data, 

with a possibility to have event-driven or scheduled transmission. Three divisions of classes for the end-

nodes are supported by LoRa. [43] 

●  Class A. As the most energy efficient, this class enables a downlink frame after the end-node 

transmits a packet (TX) in the uplink, meaning that the receiving radio at the end-node is 

listening for packet shortly after an uplink packet. This means that the Gateway, or better say the 

NS, must schedule his own transmission intervals for contacting the Class A end-node, 

immediately after a received uplink packet.  

●  Class B. Enables the same features as the Class A, with additional functionality to open an extra 

receiving window at scheduled times. The end-node receives a time-synced beacon from the 

gateway, enabling the NS to know at what times the end-node is listening. 

●  Class C. As a least energy efficient mode, this class enables almost continuously open receiving 

windows, only closed when transmitting. 

 

3.1.3.2.  LoRaWAN Technical Features 

• Identifying an end-node in the network. LoRaWAN modules implement the 

getEUI() function, which returns a preprogrammed EUI address. It is a global unique 64-

bit value that cannot be changed. 

●  Joining a network. Before sending packets to a gateway, the end-node must join a 

network and register with a NS. The process of registration to the network includes 

configuring parameters such as network session key, application session key, and the 

network address which must correspond to the NS. The gateway just forwards the 

packets to the NS, which may result with ignoring and discarding the packets if the end-

node is not registered on the network. If an end-node does not convey a packet with 

correctly configured network session key and EUI, the NS will identify the packet as a 

foreign and therefore discard it. Currently two functions exist for joining in a 

LoRaWAN network. The joinABP() function allows the end-node to attempt joining 

the network using the Activation By Personalization mode (ABP), which means that the 

required parameters must be manually pre-configured on the end-node. The 

joinOTAA() function allows the end-node to attempt joining the network by using the 

Over the Air Activation mode (OTAA), which is an automated process for joining a 

network without human intervention. 

●  Sending packets to the gateway (uplink). The end-node must select a designated 

port, from 1 to 223, which will be included in the packet frame. The sendConfirmed() 

function allows the end-node to transmit data on a specified port number. This function 

will expect an acknowledgement from the NS, unlike the sendUnconfirmed() function. If 
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no acknowledgement (ACK) is received while attempting use sendConfirmed() function, 

the message will be retransmitted automatically up to a maximum of times specified by 

the setRetries() function. 

●  Adaptive data rate (ADR). ADR is a method where the actual data rate is adjusted 

to ensure reliable packet delivery, optimal network performance, and scale for capacity. 

For instance, end-nodes close to the gateway will use a higher data rate, which results 

with shorter ToA, and a lower output power. Only nodes that are at the very edge of 

the communication range will use the lowest data rate and the highest output power. 

To maximize both battery life of the end-nodes and overall network capacity, the NS 

manages the data rate for every end-node individually connected on the network. 

However, LoRaWAN enabled modules to have the ability to enable or disable the ADR 

and manage the data-rates manually. The NS is informed about the status of the module's 

ADR in every uplink frame it receives. If ADR is enabled, the server will optimize the 

data rate and the transmission power based on the information collected from the 

network: The Receive Signal Strength Indicator (RSSI) and SNR of the last received 

packet. 

 

3.1.3.3.  LoRaWAN Frame Structure 

Figure 4 shows the message format of LoRaWAN. Starting from the Radio Physical (PHY) 

layer, each uplink and downlink messages carry a PHY payload which contains a MAC header (MHDR), 

MAC payload and Message Integrity Code (MIC). Breaking down the frame layers goes all the way to 

the MAC message, which contains the actual payload, Frame Port number, and also a Frame header 

(FHDR). As one may observe from the Figure 4, FHDR carries important information, such as the 4-

byte Device address (DevAddr) and 1 byte of Frame Control (FCtrl). Adaptive Data Rate field is included 

in the FCtrl octet, which is used by the NS to control the speed of sending the I/O information to the 

end-node. 

 

Figure 4: LoRaWAN Frame Structure [43] 
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3.1.3.4.  LoRaWAN Security and QoS 

 Generally, there are two layers of security in LoRa [43]. As depicted on the Figure 1, the 

security implemented on the network layer ensures that each node is authenticated securely on the 

network, while the second application layer secures the user's data. The setNwkSessionKey() function 

allows the user to set the 128-bit hexadecimal number representing the network session key. The network 

session key is used by both the network server and the end-device to calculate and verify the message 

integrity code. It is further used to encrypt and decrypt the payload field of a MAC-only data messages. 

All frames contain a 32-bit cryptographic MIC signature computed using the AES algorithm with a 128-

bit secret key, the Network Session Key. Each end-device has its own Network Session Key only known 

by the end-device and the NS. The setAppSessionKey() function allows the user to set the 128-bit 

hexadecimal number representing the application session key. Each payload messages are encrypted using 

an AES algorithm with a 128-bit secret key, the Application Session Key. Each end-device has its own 

unique Application Session Key only known by the end-device.  

 Assuring QoS in LoRaWAN is a challenging mission, knowing the fact that the 

technology is operating in an un-licensed spectrum. Since 868 MHz is free for public use, LoRa oriented 

vendors cannot guarantee certain QoS benchmarks, such as minimizing the packet loss, achieving 

constant theoretical data rates, etc [44]. However, as the whole intelligence of LoRaWAN oriented 

system is concentrated at the NS, there is an open field for the competitors to propose certain QoS 

assurances. Towards these opportunities goes the fact that each LoRa packet consists of fields for 

measuring the RSSI and ToA parameters [45]. In addition to this, the Network server has on disposal 

variables to “manipulate” with, such as bandwidth, spreading factor, coding rate and SNR, when deciding 

to communicate with an end-node. Operating in un-licensed spectrum brings its own limitations, 

including the most important one - the duty cycle. Table 4 explains the limitations in terms of the duty 

cycle percentage per frequency range, as well as the number of available channels and bandwidths 

sequentially. Typically, the LoRa modules operate on 868.0 - 868.6 which has 1% duty cycle restriction, 

or the repetition radio could be operating not more than 36 seconds per one hour. 

 

Table 4. Duty Cycle Limitations for LoRa in Europe 

3.1.3.5.  LoRaWAN Use Cases 

As a still growing and relatively new technology on the market, LoRa immediately faced 

competition among all others LPWAN protocols, to gain as much as possible from the market share. The 

application requirements, technical differences, deployment models, device costs, energy consumption, 

and deployment timeline will dictate which technology is going to fit the best in different use cases [46]. 

It is obvious that no single technology will serve all the different IoT applications equally and satisfy all 

use case requirements. For instance, the agricultural market is one possible fit for LoRaWAN, as it 

requires the sensors to operate at low cost with long battery life. The use of moisture, temperature, and 

humidity sensors may significantly improve the yield and reduce water consumption for one of the largest 

global markets. The sensors need to update their information just a few times per hour as the conditions 

do not change radically. Therefore, the communication with the networking server will satisfy the duty 

cycle. Monitoring temperature, humidity, moisture, security, occupancy, HVAC, electric plugs, water 
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flow, etc., could provide systems with alerts and alarms to prevent possible damage, or prove the current 

processes and respond to queries instantly. The requirements of such use cases are primarily focused on 

low costs and long battery life.  

One can conclude that critical use cases or possible systems that require frequent communications are not 

intended for LoRaWAN. For instance, providing monitoring system in the medical industry, or possible 

financial applications, where just a few lost packets may cause fatal losses. Tables 5 shows how LoRaWAN 

fits in different use cases, providing theoretical figures on quantity under different circumstances such as 

message size, average ToA, transmission frequencies, etc. 

Scenario Average 
message 

transaction 

rate, s-1 

Average 
message 

size, 

byte 

Network configuration Cell capacity, number of EDs 

Number of 125 

kHz LoRa 

channels 

Number of 250 

kHz LoRa 

channels 

Number of 

GFSK 

channels 

Maximum 

under 

perfect sync. 

Optimal for 

pure Aloha 

access 

Roadway signs 3,33E-02 1 6 1 1 15 928 2 930 
Traffic lights 1,67E-02 1 6 1 1 34 715 6 385 

House appliances  1,16E-05 8 6 1 1 39 778 894 7 316 902 
Credit card 

machine in a 

shop 

5,56E-04 24 6 1 1 568 140 104 504 

Home Security 1,67E-03 20 6 1 1 208 775 38 402 

Table 5. LoRaWAN Use Cases [38] 

3.1.4.  Advantages and Disadvantages of Using LoRa 

●  Bandwidth and frequency flexible. As stated before, the NS has the flexibility to change the 

operational mode of each end-node according to the needs. Since LoRa, as a layer 1 protocol, is 

not dependent on the LoRaWAN layer 2, it also means that LoRa can be implemented or mixed 

with other technologies, for instance different modulation techniques or Medium Access Control 

method s. 

●  Multi path / fading margin resistant. Due to the reflection that one wave may experience 

during its transmission time, the receiving radio may detect odd behavior such as amplified signal, 

receive the same signal from different paths, or detect changes in the frequency. The nature of 

CSS deals with these issues comfortably since all the signals are in balance and with spread 

bandwidth all over the channel. 

●  Long range capability. Due to the small data rates which LoRa supports and the advantages 

of using CSS as a modulation technique, LoRa achieves very low receiver sensitivity of -134 

dBm in certain cases, which combined with the output power of +14 dBm means extremely 

large link budget of -155 dBm [27]. This value results with theoretical range of 22km in Line-

of-sight and up to 2km in urban city environments with waves going through tens of buildings 

[27]. 

●  Reduces backbone costs. The reduced amount of equipment needed to serve the sensors goes 

well along with the previous two points of long range capability and enhanced network capacity. 

Simply, it results with less equipment installed by the operators, since one gateway may serve 

thousands of sensors in large distances. 

●  "Controlling" the number of lost packets. No doubt that LoRa experience large number 

of packet losses, although to some extend it may be controlled by the NS. Bigger value for the 

spreading factor means more bits encoded in one symbol, resulting with increased overhead and 

hence decrease the probability for more packet losses. 
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3.1.5.  Research Challenges in LoRa 

 The following sections groups the identified research gaps in the LoRa protocol. Assuring 

improved QoS, enabling device-to-device communication, and extending the capabilities of the gateway 

are the three main identified areas for the future development of LoRa.  

3.1.5.1.  Enabling basic level of QoS in LoRa 

As discussed in the Section 3.1.3.4, one of the main challenges with LoRa is the duty-cycle 

limitations and inability to transmit data whenever possible. The effect of the duty also jeopardizes the 

actual capacity of large-scale deployments, as pointed out in [47]. The random nature of ALOHA-based 

access is not optimal to serve deterministic traffic, especially in a congested network due to the 

unacknowledged messages both in UL and DL, resulting with valuable percentage of packets being lost 

[48]. In addition to this, the gateway turns off the receiving radio while attempting to send downlink 

packets. This will result with more uplink messages to be dropped, since the end-nodes are not aware 

when the gateway is transmitting data. The use of the ALOHA protocol also causes significant 

interference in case of densely populated networks [49-50], limiting network capacity in the presence of 

large numbers of contending end devices. As a result, a LoRaWAN gateway is estimated to serve 120 

end devices per 3.8 ha in the worst case [50], a density far too low for a smart city deployment in an 

urban environment. The best case of the LoRa capacity is illustrated on the Table 5, depending on the 

application, and the use of frequency and data rates. The conclusion is that the end-nodes, as well as the 

gateways must organize their transmission time carefully, which opens the field for developing additional 

features: 

●  Time-Division Multiple Access (TDMA) schema. The uncertain nature of ALOHA based 

access protocols is not ideal to assist in deterministic traffic [50], which is becoming increasingly 

popular within the IoT ecosystem. Designing a comprehensive or hybrid TDMA access on top 

of LoRaWAN unlocks new set of possibilities for this technology and delivers additional 

elasticity. The TDMA scheduler should be able to assign resources for ALOHA-based access 

and schedule deterministic traffic along time and over the set of available channels [27]. The 

newly designed schedulers should deal with the trade-off among resources devoted for 

deterministic and non-deterministic traffic, pledge fairness with co-existing LoRaWAN 

networks, and assure the duty-cycle limitations. 

●  New hopping schema. According to the specification [43], LoRa uses pseudo random channel 

hopping method to allocate transmissions over the pool of available channels, thus plummeting 

the collision probability. This method has, however, difficulties to meet the traffic requirements 

under real-life experiments [50] with uncertain values for jitter, latency or reliability constrains, 

such as delivering downlink ACKs to the end-nodes. Designing an adapting and pre-defined 

hopping sequence is therefore a challenge for further research, with features such as reserving a 

set of channels exclusively for retransmission of critical packets, mutually in the downlink and 

uplink. 

●  Data recovery mechanism. In theory, an uplink packet sent from an end-node could 

potentially be captured by couple of surrounding gateways, which means the same message from 

different sources, i.e. gateways, is going to be forwarded to the NS. According the LoRa 

specification [43], the NS processes only one message from one source and discards the rest. This 

enables the possibility to design a unified data recovery solution which process and analyze the 

same message coming from different sources to recover lost bits and pieces from the message 

[51]. 

●  Software Defined Radio (SDR) in LoRa. As pointed out in Section 3.1.3.4, regulation in 

ISM bands concerning maximum duty-cycle has a significant impact on the capacity of the 

network. One of the most promising future directions could be the integration of cognitive 
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radio into the LoRaWAN standard. This opens the possibility to offload a traffic using different 

protocols [52]. 

3.1.5.2.  Enabling Device-to-device communication in LoRa 

 The LoRa ecosystem is designed to utilize low power end-nodes, which means devices with 

limited storage and processing power. As pointed in the specification [43], LoRa is a lightweight protocol 

that can stand up to 10 years with a single charge of the batteries. Due to the limited processing power, 

an extra challenge is to aggregate the data before sending it to the gateway. In this context, the LoRa 

modules are also suitable for point-to-point communication for private use; for instance, a private ad-hoc 

network of LoRa devices where one node acts as a coordinator and communicator with the outside 

world. Utilizing D2D-based communication in LoRa brings three major advantages: 1) The possibility 

of using a higher spreading factor, and thus data rates, for D2D communications between end-nodes in 

near proximity, resulting in lower ToA and lower energy consumption; 2) Lower latency and higher 

throughput of the D2D link compared with communications through a gateway due to synchronization 

of the end-nodes, as well as possibility of degrade the capacity of the gateway; 3) Decrease the load on 

the backhaul and the network in general. More precisely, the lower SF used in a proximal D2D link, 

located at adequate distance from the gateway, may be set to prevent any distortion as the ToA is reduced, 

thus the gateway may not be able to hear the D2D communication. 

●  Enabling Device-to-device communication. As observed above, D2D enables more 

efficient use of the radio spectrum, but also creates the possibility of designing a data aggregation 

mechanism with the use of “sink node” [53]. A particular end-node may act as a “sink node” and 

accumulate the generated data from the neighboring end-nodes before sending them to the NS. 

Similarly, a particular end-node may be used as a monitoring device, to accumulate the generated 

data from the neighboring end-nodes, perform data analysis to assure data quality and detect 

broken devices. 

3.1.5.3.  Extending the capabilities of the gateway 

According to the LoRa specification, the current workflow of the gateway is said to be rather 

simple [43], without extreme intelligence on that site. This means that each transmitted packet may be 

detected exclusively by the surrounding gateways, which re-transmit the packets to the connected NS. 

The nature of this process potentially opens vulnerabilities for malicious attacks both on the gateway and 

on the NS. A possible Distributed Denial-of-service (DDoS) attack may affect the workflow of the NS, 

as each packet is processed separately by the NS. From the other side, the QoS may additionally be 

affected in a case of losing the link communication between the gateway and the NS crushes, as all the 

packets will be lost. To deal with this issue, some LoRa gateway vendors enable multiple connectivity 

options, such as having cellular and ethernet connectivity. The idea is to provide fall-over functionality 

meaning that if e.g. the Ethernet connection starts to fail, a cellular link will be activated and used instead. 

●  Middleware solution. A development of a virtualized cloud solution could potentially bring 

intelligence at the gateway site [54]. Cloud solution working in conjunction with the gateway 

and the NS open a whole set of new possibilities which need further evaluation, such as smart 

caching at the gateway site, and coordinating D2D links from the gateway site with or without 

the involvement of NS. Additionally, virtualizing the gateways in the cloud means coordination 

between themselves, which enables methods such as prioritizing certain traffic and applications, 

joint data analysis and optimization and evaluating data quality of the accumulated data. 

●  Geo location. The location of end-devices is a mandatory requirement for specific use cases, 

particularly in industry 4.0. However, GPS-based solutions are not feasible due to cost, and 

CPU and energy consumption. Currently, interesting works have been initiated to develop 
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TDOA-based (Time Difference of Arrival) triangulation techniques for LoRaWAN, as part of 

the new specification, which has been shown that this approach benefits from large SFs and 

dense gateway deployments [55-56]. 

 

3.2. IoT Licensed Protocols 

This section covers the proprietary IoT protocols, working on a licensed spectrum which 

could provide high quality of service guarantees over wide areas, as operators are not at high risk of 

interference and can control usage levels. As a result, licensed cellular IoT may be the only choice for 

services which require guarantees for the quality, improved security deliverables, high data-rates and low 

latency requirements, mainly due to the strictly regulations applied on the licensed frequencies. Licensed 

spectrum also encourages sustainable, long-term investment in networks as the newly designed access 

protocols tend to be backwards compatible with the existing infrastructure [57]. 

The mobile wireless developers have excessive necessity to develop new standards for 

LPWAN connectivity for experiencing market growth and expansion. 3GPP, as a standardization body, 

is taking care of stating the future directions of the wireless broadband connectivity resolutions into 

licensed bands. IoT as a concept took massive part of the 3GPP release 13 [58], which contains initial 

classifications of the future LPWAN solutions mostly based on LTE/4G networks. The scope of this 

study includes detailed description and comparison of LTE Cat-M and NB-IoT, as the most promising 

future licensed LPWAN protocols. Licensed bands are luxurious for operators, with sky rocket prices of 

several hundred thousand dollars per kHz bandwidth per country [59]. Deployments are already gradually 

starting to appear [60], with projections to take massive market growth in 2018 [21]. While offering 

LPWAN service, operators require their future IoT deployments to be just a firmware upgrade to their 

already existing infrastructure and be fully backwards compatible. Geographical coverage of the existing 

LTE/4G networks are largely restricted to dense urban zones, excluding the rural areas with little or even 

no coverage at all, resulting with possible limitations for use-cases related to agriculture or environment. 

Solutions will carry part of the complexity of the LTE/4G software and hardware architecture, meaning 

fundamentally additional intra-network complications, increased device-cost and larger power 

consumption in comparison with objects connected to a network operated in un-licensed bands.  

3.2.1.  NarrowBand IoT - Introduction 

  The only viable way to provide Machine Type Communication (MTC) support with 

cost-effective connectivity is to design a separate radio-access network, which will consider the 

requirements from the vast amount of applications and use-cases. NB-IoT is envisioned as a radio-access 

network which minimizes the battery usage, integrates low-cost devices, and allows long range 

communications, while efficiently matching the varying spectrum allocations of the existing networks. 

3GPP release 13 specifications includes a NB-IoT section, with a deployment elasticity to maximize 

migration opportunities and allow the technology to be deployed in GSM spectrum, WCDMA, on a 

LTE/4G carrier, and even in a LTE/4G guard band [61]. 

 Currently, two industry groupings exist with drastically different approaches which are 

competing for the NB-IoT standardization by 3GPP. This study follows the traditional one, ran by 

Ericsson, Qualcomm, Intel, and Nokia, proposing what is fundamentally a cut down, more efficient low-

powered variant of LTE/4G [62]. The key features of the traditional approach are co-existence and ability 

to co-work with other LTE devices in the same spectrum, meaning seamless integration into existing 

networks. However, to fulfil this implementation a fair degree of radio complexity is needed, to be aware 

of surrounding LTE/4G traffic, which generates consequences. The chip complexity is increased, and 

thus the costs, because it needs to be able to identify and scan the network before transmission. As a 

result, the requirement for making low powered chip seems hard to achieve. The alternative approach, 

ran by Huawei and Vodafone is more for a clean sheet approach [63]. This proposal includes no 

intelligence for coexistence with the existing LTE/4G networks, but required operators to set aside a 
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small volume of spectrum for it, which could be a guard band, explicitly reserved for IoT traffic. As the 

chips does not need to be aware of any other LTE traffic, they could be much simpler and hence much 

cheaper.  

3.2.1.1.  NB-IoT Key Facts 

Based on an LTE narrowband evolution, NB-IoT is designed to function in a 200kHz 
carrier re-farmed from GSM, with additional advantage of being able to operate in shared spectrum with 
an existing LTE network. Therefore, demanding no further deployment of radio, antennas or other 
hardware [64]. The design of NB-IoT has fully adopted LTE numerology of using OFDMA/SC-FDMA 
technologies. For the uplink, this means that NB-IoT is using 15kHz sub-carrier spacing with an 
additional option to use 3.75kHz sub-carriers, with an alternative to use single-tone transmissions with 
X/2-BPSK or X/4-QPSK modulation, and similarly, standard multi-tone transmission with QPSK 
modulation. While in the downlink, NB-IoT utilizes the regular 15 kHz subcarrier spacing with QPSK 

modulation technique [63]. 

Band number Uplink frequency 
range (MHz) 

Downlink 
frequency range 

(MHz) 

1 1920 – 1980 2110 – 2170 

2 1850 – 1910 1930 – 1990 

3 1710 – 1785 1805 – 1880 

5 824 – 849 869 – 894 

8 880 – 915 925 – 960 

12 699 – 715 729 – 746 

13 777 – 787 746 – 756 

17 704 – 716 734 – 746 

18 815 – 830 860 – 875 

19 830 – 845 875 - 890 

20 832 – 862 791 – 821 

26 814 – 849 859 – 894 

28 703 – 748 758 – 803 

66 1710 – 1780 2110 - 2200 

Table 6: Operating Frequencies of NB-IoT 

The operating frequencies of NB-IoT are listed in the Table 6. Low frequencies are 
identified for their excellent performance regarding area coverage, furthermore leveraging the inherent 
characteristics of this frequency band in deploying NB-IoT offers several benefits, some of which are 
listed in the Table 7 [64]. 

Key Facts NB-IoT Technical overview 
Bandwidth (kHz) 15 (UL/DL), 3.75 (UL) 180 kHz (7x12) 1 Resource Block 

Capacity Max. 52k devices per cell 3.75 kHz Preamble based Random Access 

Modulation Half duplex FDD, with 

QPSK  

Standalone, In-Band and 

Guard-Band 

Deployment Options 

Number of Antennas 1 (option for 2) 680 (DL), 1000 (UL) Transport Block size (bits) 

Link Budget Max.164 dB  Single-tone Transmission 

Throughput (kbp/s) 170 (DL), 250 (UL) Max. 16000 PDCP SDU size (bytes) 

Output Power Max. 23 dB Max. 3h cycle eDRX 

Battery Life (years) 10 Several hours Power Sleep Mode 

Table 7: NB-IoT key features and technical overview 

3.2.2.  NB-IoT Technical Overview 

 This section describes technical details of NB-IoT, presenting the core network 
architecture, radio protocol architecture, as well as describes the workflow of each UL/DL transmission 

and how it relates to the existing LTE protocols. 
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3.2.2.1.  Deployment Options for NB-IoT 

 The initial design options for NB-IoT has completely accepted the LTE numerology, 
using 15 kHz sub-carriers in the uplink and downlink, with a further option for 3.75kHz sub-carriers in 
the uplink to offer larger capacity in circumstances where the signal strength is scarce [63]. 

As a finite and scarce natural resource, spectrum needs to be used as efficiently as possible. Thus, 
technologies that use spectrum tend to be designed to minimize usage. To achieve spectrum efficiency, 
NB-IoT has been designed with a number of deployment options for GSM, WCDMA, or LTE spectrum, 
as referred in [65]:  

●  Standalone. Replacing a GSM carrier with an NB-IoT carrier, as the GSM frequencies tend to 
be re-farmed for the upgraded technologies, one or more of the GSM slots could be used to 
carry IoT traffic. 

●  In-Band. Flexible replacement of LTE carrier with NB-IoT carrier, providing the most 

spectrum and cost-efficient deployment. 

●  Guard-Band. Placing NB-IoT carrier between two WCDMA or LTE carriers, which requires 

advanced interference methods, joint optimization and coexistence. 

3.2.2.2.  Core Network Architecture 

 The network architecture of NB-IoT is based on conventional Evolved Packet Core 
(EPC) used by LTE, illustrated on the Figure 5. The User Equipment (UE) is accessing the IoT Radio 
Access Network (IoT RAN) composed of classical eNBs which handles the radio communication 
between the UE and the EPC. The deployment of NB-IoT in the EPC is envisioned to be in a form of 
software update [66], which eliminated interoperability issues. 

 

Figure 5: Data flow in NB-IoT 

In order to send data over the air, few optimizations are proposed for extending the IoT capabilities of 
the EPC, which come in a form of User Plane EPC optimization and the Control Plan EPC optimization. 
The data transmission and reception are depicted on the Figure 5. In red, the Control Plane EPC 
optimization is indicated, while the blue line represents the User Plane EPC optimization. 

The decision to proceed with the conventional data separation of Control Plane and User Plane messages 
creates that additional overhead on building up the connection, which is already a struggle for LTE due 
to the limited capacities. The research community looks for reconsidering the concepts of uplink and 
downlink, as well as control and data channels, for improving the route information flows with different 
priorities and purposes toward different sets of nodes within the network [23, 67]. 
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3.2.2.2.1. Control Plane 

 The same principle as for LTE is followed when UE attempts to access a cell. Thus, the 
UE initial search for a cell on a suitable frequency includes: 1) Reads the related System Information 
Block (SIB); 2) Starts the random-access procedure to establish an Radio Resource Control (RRC) 
connection. Within this connection flow, an UE registers itself to the core network via the Non-Access 
Stratum (NAS) layer, if not already done. At this stage, the UE is capable of requesting a data transmission 
by entering the RRC_Connected sate, or stay in the RRC_Idle state, from where it may either use again 
the random-access procedure, wait to get paged, or request to resume the connecting [63]. 

Upon UEs attempt to connect and communicate on the NB-IoT network, the control messages 
are initially send from the newly emerged IoT RAN to the Mobility Management Entity (MME), which 
is responsible for paging, authentications, security, selection for handoff, roaming support and mobility. 
Going forward, the control data may further be transferred via the Serving Gateway (SGW) to the Packet 
Data Network Gateway (PGW), as in the traditional LTE network, or it may use the Service Capability 

Exposure Function (SCEF) which is only conceivable for non-IP data packets. From these nodes, the 
data in the control packet is finally forwarded to the application server. The SCEF is a new node designed 
specifically for MTC. It is envisioned for distribution of non-IP data over control plane and delivers an 
abstract interface for the network services, including feature such as authorization, authentication, and 
discovery [63]. It is also important to note that the major differences of what NB-IoT means for the core 
network architecture in comparison to the legacy LTE are centered around the control plane. More 
detailed comparison on the differences is provided in the Section 3.2.2.3, describing in depth the 
optimizations in the physical channels.  

3.2.2.2.2. User Plane 

 The actual users’ data is transmitted over the same paths as in LTE, meaning that the eNB 
forwards the data to the SGW or receives it from this node. To keep the UE complexity low, the NB-
IoT implementation enables only one or two radio bearers, which may be configured simultaneously 
[62]. The optimization comes while looking at the transition from connected to idle mode. When a UE 
does the transition from being in RRC_Connected to RRC_Idle it stores the current Access Stratum 
(AS) context and later it may resume back to RRC_Connected. In that case, the security is re-established 
with updated keys, while the AS context is restored from the previous connection. If there was no 
previous connection establishment, or if the resume request was not accepted by the eNB, security and 
radio bearer must be established from the beginning [67]. 

 

Figure 6: NB-IoT layer structure; data plane (left), control plane (right) 

3.2.2.3.  Radio Protocol Architecture 

 The following sections attempts to grasp and compare the modifications of the NB-IoT 

protocol architecture, as touched upon in the section 3.2.2.2. A thorough study is performed on the 

ongoing 3GPP work regarding the NB-IoT protocol stack, and thus the following section attempts to 
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grasp the modifications in the protocol architecture, and more specifically, analyze the behavior of the 

newly designed NB-IoT physical channels in comparison to the LTE channels. 

3.2.2.3.1. Optimization in the protocol stack 

 When transferring data from one place to another, it should be mentioned and explored 
the optimization which takes place in NB-IoT as a communication protocol, compared to the traditional 
LTE. Optimization implies changes to any type of data transmission between UE and EPC, starting from 
the cell access and random-access procedure, all the way to the manner how each of the physical channels 
are designed and optimized to enable massive M2M communication. These types of optimization are 
described in the following Section 3.2.2.3.2 and Section 3.2.2.3.3. 

The layer structure of NB-IoT is illustrated on the Figure 6, which basically follows the LTE 
model [63]. This section will go more in depth with description of the layers, and the way they are 
structured and modified in relation to the LTE layers. The first classification is in downlink and uplink 
messages, as the protocol structure by some means is different regarding the data flow, due to the changes 
in the existing physical channels. The data flow classification is performed mainly in the Data Link Layer 
(DLL) with the logical categorization i.e. Radio Link Control Layer (RLC) segmentation, depicted in 
the Figure 7. The transmission channels of the control and user data are illustrated with black and green 
color, respectfully. The uplink channels are marked as red, while the rest of the channels are used for 
downlink. 

The maximum size of the Packet Data Convergence Protocol (PDCP), and the Service Data Unit (SDU) 
is 1600 bytes both for the user and control data [63]. NAS is a set of protocols used to convey non-radio 
signaling between the UE and the core network, passing transparently through radio network, as shown 
on the Figure 6. NAS establishes a connection with the MME and is responsible for authentication, 
security control, mobility and bearer management. Access stratum (AS) is a functional layer below NAS, 
working between the UE and radio network. It is responsible for transporting data over wireless 
connection and managing radio resources. In NB-IoT, data transfer over NAS signaling is also supported, 
which enables the usage of other delivery protocols other than IP [67]. Also, there is AS optimization 
called RRC suspend/resume, which could be used to reduce the signaling for user plane connections 
[64]. 

The next two sub-sections will present detailed analysis on the physical channels, including remarks on 
the comparison with the original LTE physical channels. 

 

Figure 7: RLC, MAC and PHY layer segmentation 
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3.2.2.3.2. Uplink 

 The uplink waveform of NB-IoT is based on the Single-Carrier Frequency-Division 
Multiple Access (SC-FDMA), following the legacy LTE uplink method. However, additional 
modifications are defined on the channels for more effective communication, coverage extension and 
support lower-complexity UEs. The first and foremost major modification is the minimum resource 
allocation, reduced from one Resource Block (RB) to one sub-carrier, thus integrating a single-tone 
modulation uplink transmission. In this single-tone modulation, the time-domain waveform throughout 
a symbol duration is in a form of a constant envelope sinusoid, which enables more efficient power 
amplifier (PA) usage [65]. Moreover, the narrower nature of the used bandwidth in the signals precipitates 
multiplexing of a greater volume of UEs in the same bandwidth. This augmented level of multiplexing 
of UEs is particularly valuable in cases when UEs are power restricted and consequently do not benefit 
from being allocated a larger amount of bandwidth. As a result, two diverse sub-carrier spacings are 
supported in NB-IoT uplink [63]: 1) 15 kHz, as in LTE; 2) and 3.75 kHz, which is only a fourth of the 
legacy LTE sub-carrier.  

NB-IoT includes the following channels in the uplink: 

●  Narrowband Physical Random-Access Channel (NPRACH) 
●  Narrowband Physical Uplink Shared Channel (NPUSCH) 

 

The NPRACH is a newly designed channel, using resource grid of 12 sub-carriers for one 

resource block of 180 kHz, compared to the 72 sub-carriers fitting in bandwidth of 1.08 MHz in the 

legacy LTE Physical Random-Access Channel (PRACH) [67]. A NPRACH preamble comprises 4 

symbol groups, individually containing one Cycle Prefix (CP) and 5 symbols. The CP length is typically 

66.67s for cell radius up to 10 km and 266.7s for cell radius up to 40 km. Each symbol separately, is 

modulated on a 3.75 kHz tone with symbol period of 266.67s, with static symbol value 1. However, the 

tone frequency index variates from one symbol group to another.  

The waveform of NPRACH preamble is defined as single-tone frequency hopping, unlike the legacy 

LTE, which uses a PRACH based on Zadoff-Chu sequences [67]. A single-tone signal is used to increase 

the multiplexing capacity of PRACH while using a constant envelope signal, and the hopped transmission 

allows the eNB to estimate the round-trip delay to issue a timing advance command. NB-IoT introduce 

changes in the physical layer that enable reduced device complexity and enhanced coverage, which are 

two of the main features required by M2M services. Although this reduced complexity also reduces the 

power consumption of UEs, additional modifications in the higher-layer procedures are introduced to 

further increase the battery life of NB-IoT UEs. To provision the requirement for coverage extension, a 

NPRACH preamble can be repeated up to 128 times. 

NPUSCH has two formats [63]: Format 1) used for carrying uplink data, using the same 
LTE turbo code for error correction. The maximum transport block size of NPUSCH Format 1 is 1000 
bits, which is much lower than that in LTE; and Format 2) used for signaling HARQ acknowledgement 

for NPDSCH, and for sending a repetition code for error correction.  

As stated before, NPUSCH Format 1 provisions multi-tone transmission based on the same legacy LTE 
interpretation, but in this case, 12, 6 or 3 tones may be allocated to a single NB-IoT UE. Although the 
12-tone format is solely used in the conventional LTE, the 6-tone and 3-tone formats are announced as 
a support for UEs, which are not able to gain advantage from higher bandwidth allocation as a result of 
the coverage limitations. Furthermore, to decrease peak-to-average power ratio (PAPR), single-tone 
transmission utilizes X/2-BPSK or X/4-QPSK with phase continuity between symbols [67]. 

Table 8 recapitulates the overview of the NB-IoT physical channels, with the notable changes compared 
to their LTE counter plants. 
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Table 8: NB-IoT downlink frame 

3.2.2.3.3. Downlink 

 NB-IoT follows the same downlink waveform of LTE, which means taking the 
Orthogonal Frequency Division Multiple Access (OFDMA) method as a baseline for communication 
between the core network and the UEs. Hence, NB-IoT has the same RB structure as LTE with 12 sub-

carriers over single time slot of 7 OFDM symbols, 0.5ms in time length. Since one RB is 180 kHz wide 
in frequency and 1 slot in time, the RBs typically assign 15 kHz per sub-carrier. Each of the sub-carriers 
are carrying a complex value according to the modulation scheme QPSK. However, unlike LTE, one 
sub-frame is multiplexing together the physical channels and the signals. Each NB-IoT sub-frame spans 
over one RB in the frequency and 1ms in time. According to [67], the downlink sub-frame structure is 
illustrated in the Table 8. It is important to note that the content of the sub-carriers does not create a 
conflict during NB-IoT interworking in the In-Band LTE deployment. When attempting to send a 
downlink message, with say 20 MHz bandwidth allocation, the eNB takes the NB-IoT RB and maps it 
in a randomized fashion together with all other LTE RBs. This means that the UE receives all the 1200 
sub-carriers from the eNB, renders them, de-maps and takes only the useful bits i.e. the RB dedicated 
for itself. 

Examining the structure of the downlink sub-frame [63], one difference which stands out is the absent 
of the multicast and the broadcast channels (MCCH and MTCH). Currently with the 3GPP Release 13 
there is ongoing development of those channels, however it can be expected that multicast and broadcast 
capabilities are going to be added with the next 3GPP releases within NB-IoT specification. Therefore, 
NB-IoT provides the following physical signals and channels in the downlink: 

●  Narrowband Primary Synchronization Signal (NPSS) 
●  Narrowband Secondary Synchronization Signal (NSSS) 

●  Narrowband Physical Broadcast Channel (NPBCH) 

●  Narrowband Reference Signal (NRS) 

●  Narrowband Physical Downlink Control Channel (NPDCCH) 

●  Narrowband Physical Downlink Shared Channel (NPDSCH) 

  

Table 8 illustrates how the NB-IoT sub-frames are allocated to different physical channels and signals. 

NPSS and NSSS utilize the process of cell identity detection and cell search, comprising frequency and 
time synchronization. As the synchronization sequences performed in the classical LTE occupy 6 RBs, 
by default potential reusability is out of the options, and therefore a new design is inevitable. As it may 
be observed from the Table 8, NPSS is transmitted in sub-frame number 5 in each 10ms frame, utilizing 
the last 11 OFDM symbols in the sub-frame. NPSS detection as a process possess probably the most 
computational demanding challenge from a UE standpoint. To enable efficient execution of NPSS 
detection, NB-IoT utilizes a hierarchical sequence. For each of the 11 NPSS OFDM symbols in a sub-

frame, either 𝒑 or –𝒑 is transmitted, where 𝒑 is the base sequence generated shaped on a length-11 
ZadoffChu (ZC) sequence [67] with root index 5. Each of the length-11 ZC sequence is mapped to the 
lowest 11 sub-carriers within the NB-IoT RB [67]. 

NSSS are transmitted over a 20ms length period, and is conveyed on sub-frame number 9 in each even 
super-frame of 10ms. NSSS is produced by binary scrambling sequence and element-wise multiplication 
among a ZC sequence. The binary scrambling and the root of the ZC sequences are regulated by 
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Narrowband Physical Cell Identity (NBPCID). The cyclic shift of the ZC sequence is additionally 
governed by the frame number [67]. 

NPBCH transports the Master Information Block (MIB) and is conveyed in sub-frame 
number 0 in each frame. A MIB endure with no changes over the span of 640ms transmission time 
interval (TTI). NRS determines the phase reference for the demodulation of the downlink channels, and 
as a signal is multiplexed in time and frequency with the information bearing symbols in sub-frames 
carrying NPBCH, NPDSCH and NPDCCH are consuming 8 resource elements per sub-frame, per 
antenna port [69]. 

NPDCCH is responsible for transporting scheduling information for the NB-IoT physical 
channels. Moreover, it conveys the HARQ ACK within the uplink RB, in addition to paging indication 
and random-access response (RAR) scheduling information. On the other hand, NPDSCH transports 
paging message, RAR message, system information, and data from the higher layers. Looking at the Table 
8, various number of sub-frames may be assigned to convey NPDSCH and NPDCCH. Additionally, the 

Transport Block Size (TBS) of NPDSCH is defined with a maximum value of 680 bits, in contrast to 
LTE which allows a number larger than 70,000 bits [70]. 

3.2.3.  Meeting to 3GPP Requirements 

 This section discusses the key 3GPP requirements for LPWA networks to support massive 
IoT deployments and the way they influenced the design of NB-IoT as a radio access network technology 
[63]. 

3.2.3.1. Long Battery Life 

Energy consumption is a significant metric for selecting a radio technology, especially for 

IoT applications and services whereby IoT UEs have a restricted energy source. For instance, remotely 

deployed applications performing agricultural or environmental monitoring may not have direct power 

supply on disposal and thus requiring long battery life. This creates the necessity to optimize the protocol 

and enable the network to support low-powered consumption mode.  

Reaching low-power consumption is a substantial milestone for the implementation of NB-IoT, and due 

to inheriting most of the LTE structure, the scope falls mostly on adjusting the legacy protocol. As pointed 

out earlier, NB-IoT adapts the signaling and MAC protocols, centered around the PUSCH and the 

RACH physical channels which already reduces portion of the energy consumption, as the radio is 

frequently turned off. Thus, initiating a RACH procedure is required less frequently since the state on 

an IoT device is kept when it becomes idle. Furthermore, the legacy protocol is additionally simplified 

with the design structure of the RBs, and adopting the single-tone transmissions.  

Power saving mode (PSM) feature was announced with the 3GPP Release 12 [71] to 
enhance the UE battery life. A UE may enter in a PSM mode by requesting a certain active timer value 
from the network during the Tracking Area Update (TAU) or attach procedure. The active timer 
regulates the time a UE becomes unreachable, with pre-scheduled wake-up intervals for paging according 
to the legacy Discontinuous Reception (DRX) cycle. The UE activates the timer as it transitions from 
connected to idle mode, and enters in the PSM mode as soon as the timer expires. In PSM mode, the 
device is still registered on the network, but does not check for paging messages and therefore it remains 
fully un-reachable. To break down the PSM, the UE has to initiate an uplink data transmission or periodic 
TAU. Within the 3GPP Release 13 [72], additional improvements were defined with the introduction 
of enhanced DRX (eDRX) mode, which allows extended length period, passing the earlier limit of 2.56s 
[73]. 

3.2.3.2.  Low Device Cost 

 Enabling low cost deployment of IoT networks is a key challenge for mobile operators in 
providing IoT connectivity. NB-IoT enables low-complexity UEs by implementing design principles 

such as [67]: 
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●  Reducing the TBS for uplink and downlink messages 
●  Reducing the complexity of the antennas 
●  Support only one redundancy version in the downlink 
●  Enabling single-tone transmissions 
●  No need for parallel processing, as the physical layer procedures, transmissions and reception 

occur in sequential manner 
●  Allowing a single HARQ request  
●  Enabling half-duplex Frequency-Division Duplexing (FDD) operation 
●  Enabling lightweight mobility measurements, allowing this process to execute during idle mode 
●  Lowering the bandwidths brings low sampling rate  

 

3.2.3.3.  Extended Coverage 

 Coverage is possibly the most anticipated requirement for wide area MTC deployment, 
where sensors are installed in remote locations, such as deep indoor environments, rural areas, etc. In 
addition, as mentioned in the previous section, NB-IoT seeks for device cost reduction which eventually 
decreases the coverage and throughput due to having single reception antenna and low power 
transmission. Therefore, additional work of improvements should be mainly centered around the network 
access and the signaling process, to enable long-range ubiquitous coverage throughout the service area. 
The nature of propagating narrower band benefits compared to the wider band regarding the integrated 
noise, higher sensitivity at the destination UE, and better SNR. In fact, to support the requirement for 
extended coverage, NB-IoT compensate on high data rates by increasing the number of repetitions. In 
addition, a single sub-carrier NPUSCH transmission is enables, in conjunction with X/2-BPSK or X/4-
QPSK modulation, to achieve extremely low PAPR, resulting with reduction of the unrealized coverage 
potential due to PA back-off [64].  

The study by Ericsson [67] illustrates the way increased repetitions influence the link budged, which is 
translated into supported coverage. For instance, enabling single-tone transmissions with 15 kHz for the 
NPUSCH results with data rate of nearly 20 bps, configured with the highest repetition factor of 128, 
and the lowest modulation and coding scheme. Configuring the highest repetition factor of 512 for 
NPDSCH achieves data rate of 35 bps. However, according to [67] these modifications enable link 
budged of nearly 170 dB coupling loss, which is a 28 dB gain in comparison with the legacy LTE [74]. 

3.2.3.4.  Massive Number of Devices 

 The density of connected devices may not be uniform, leading serving-cells to experience 
very high numbers of connected devices. This means that NB-IoT as a technology needs to provide 
platform for handle several simultaneous connected IoT devices. The key problem that NB-IoT is solving 
regarding the capacity of the eNBs is the reduction of signals that the UEs are sending to the eNB. 
Signaling may be reduced by guiding IoT devices to perform periodic location updates less frequently 
and by optimizing paging. Reducing signaling destined for overloaded elements might also help to avoid 

overload situations. As mentioned earlier, NB-IoT is increasing the battery lifetime of UEs by allowing 
spending more time in idle and sleep mode. Thus, it increases the capacity of the network, due to the 
scheduled communication with the eNBs. For instance, many use cases of NB-IoT may have a direct 
communication between UEs and eNB once per day, such as smart metering applications. In this case, a 
sensor is going to send small size packets only at the end of the day, and the rest of the time an extended 
sleep mode is a viable option. Therefore, playing with the inter-arrival time of the packets is an important 
feature of NB-IoT for providing high capacity. Studies have measured up to 72k of NB-IoT devices per 
cell [68, 72]. 

3.2.4.  Research Challenges in NB-IoT 

By iterating the 3GPP released documentation on the specification regarding NB-IoT, it 
is noticeable that several LTE features of the 8 and 9 releases are not supported [75]. For instance, a UE 
supporting NB-IoT is unable to perform handover process in the connected state, which indicated that 

cell re-selection is enabled only in the idle mode. Another example is the absence of proposing 
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interworking techniques and dual-connectivity, say co-existence with WiFi or other WLAN 
technologies, which are beneficial for reducing the interference, increasing the capacity of the network 
by offloading the traffic, or achieving higher data rates when using the co-existing protocols. A few more 
technical features are missing as well, such as lack of measurements for estimating the channel quality, 
interference avoidance mechanisms, carrier aggregation, option for D2D communication and enabling 
multicast/broadcast transmission. 

This section covers the key challenges of the NB-IoT protocol, with remarks on future directions for 
development. 

●  Performing a handover. NB-LTE is designed for infrequent and few byte data transmission 
between the UE and the network. It is assumed that the UE could exchange this information 
while being served from one cell, therefore, a handover procedure during RRC_Connected is 
not needed. Essentially, this limits the mobility of the UEs and questions the support for tracking 
applications. As it stands now according to the 3GPP specification, in a case of cell change while 

in RRC_Connected state, the UE first need to enter the RRC_Idle state and re-select another 
cell therein. Further research need to be conducted on the handover efficiency using the 
RRC_Idle state and how this will impact the real-life applications [63-64]. 

●  Channel quality measures. The documents issued by the 3GPP working groups on NB-IoT 
[74] suggest abundant modifications on the physical channels to satisfy the requirements for long 
battery life, cost reduction per chip and serving massive number of devices. This inevitably 
abbreviates the legacy signaling procedures, both in the uplink and downlink control channels. 
NB-IoT specification [75] also suggests increased number of repetitions per physical channel 
compared to the conventional LTE, to satisfy the requirement for coverage extension. Therefore, 
the currently used techniques to perform channel quality measures fall apart, and detailed novel 
analysis is needed on each of the physical channel to evaluate the way modifications impact he 
performance of the protocol itself. The complexity of evaluating the channel quality is illustrated 
in the study by [76], where the coverage, throughput and acquisition time of signaling messages 
are simulated under various of repetition factors for seven physical subframes in LTE Cat M1. 
However, further research should to be performed on different KPIs, for instance to estimate the 
impact that the modified physical channels are having on the battery life, message delivery time, 
interference, etc. Also, extended research could consider the upper layers in the evaluation as 
well, in addition to the physical channels, such as how the newly designed physical channels are 
performing in real-life scenarios under MAC, IP, RLC and PDCP layers. 

●  Mobility issues. As mentioned before, the reduced number of signaling impacts the handover 
and therefore the mobility of the NB-IoT devices. Thus, implementing a positioning system is 
extremely challenging task, especially considering the 3GPP requirement for battery life 
extension which ultimately may result with abandoning GPS solutions. A novel positioning 
solution must to be proposed for the NB-IoT, as this requirement is with the highest priority 
defined by the automobile industry [77], with the development of smart transportations and 
autonomous vehicles, in the scope of vehicle-to-vehicle (V2V) communication. 

●  Avoiding interference. NB-IoT supports different deployment options as discussed in the 

Section 3.2.2.1, which throws a new set of challenges from the ISPs point of view regarding the 
interference, both within the same cell and co-channel interference. One of the 3GPP 
requirements [78] for NB-IoT is to have 6dB higher power spectral density, in comparison to 
the conventional serving LTE spectrum. Thus, NB-IoT is going to transmit higher signals and 
the main concern is the interference created within the same cell. In this case, the aggressor NB-
IoT RB may induce power leakage into the adjacent LTE RB [79]. Similarly, due to the 
coverage extension, analysis and measurements are necessary to understand how the boosted NB-
IoT signal impacts the surrounding cells regarding the co-channel interference, depicted in the 
Figure 8. As a conclusion, a signal analyzer is necessary that will capture both NB-IoT RB and 
LTE RB next to each other, understand their impact on the air interface and the network, and 
constantly monitor the quality of the communication link.  
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Figure 8: Interference in NB-IoT 

 Most LTE-Advanced features are not part of the NB-IoT specification. This includes 
Carrier Aggregation, or Dual Connectivity. In addition, there is no detailed QoS concept yet, since NB-

IoT is not envisioned for delay sensitive applications yet [80]. Consequently, all services requiring a 
guaranteed bit rate, like real time critical application, are not offered in NB-IoT.  

●  Multicast and Broadcast - Supporting multicast and broadcast downlink features by utilizing 
enhanced application protocols on top of NB-IoT, such as CoAP and MQTT [81].
  

 A significant improvement for reaching the potential defined by the requirements is the 
potential of communicating directly between UEs in close proximity [82]. This feature is already specified 
in LTE Release 12, but is however not yet defined for NB-IoT. Another disruptive technology to 
improve the capabilities of NB-IoT is the Network Function Virtualization (NFV), which impetus 
execution of network processes on virtual machines instead of utilizing sophisticated and expensive 
infrastructures [83]. However, this might have a negative impact on the network performance, depending 
on where the virtual machines are executing. Utilizing NFV generally offers substantial cost reduction in 
terms of OPEX and mainly resource allocation, as virtual instances are created and associated to processes 
according to resource demand [84]. Moreover, the equipment and operation cost of eNBs may be 
additionally decreased by moving higher layer functionalities to a network cloud. This trend is linked to 
the development of the future 5G network [80], and also as an extension to the future LTE upgrades 
[81]. 

●  Adopting NFV. This technology enables allocating the required resources on virtual machines 
to run network functions [80, 83]. There is plenty of research already done in the context of 
NFV and slicing, regarding their impact on the core network [84-85]. However, there are few 
studies on what those concepts mean for IoT [86-87].  For instance, one future direction utilizing 
NFV could point out at improving QoS in IoT networks, such as detecting the QoS attributes 
and assigning pre-defined slice to a UE, based on the application such as low-bandwidth or low 
latency tolerance, when a UE is joining the network.   

●  Interworking techniques. The concept of SDR could be integrated in NB-IoT, such as NB-

IoT-WLAN interworking for offloading traffic. Moreover, dual-connectivity opens possibility 
to manufacture a measurement IoT device which may monitor the work of the other UEs, to 
assess the accuracy of their performance, but also evaluate the quality of the communication link 
through D2D connectivity. 
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3.3. Cross-technology Access Networking Trends 

The mobile network vendors and the Radio Access Network (RAN) developers are 

intensively looking for new technologies which will extend the capabilities of their solutions. In this 

section, two concepts are explored which are envisioned to enrich the radio chip structure and 

capabilities, but also change the way devices interact with the networking infrastructure. Device-to-

device communication and SDR, as a hardware and software update replenish the radio and network 

environment by enabling extended coverage, offloading traffic, reducing the backhaul load, and pose 

potential to improve the network capacity. This section presents their limitations, motivation for 

development and future directions for technology improvements. 

3.3.1.  Device-to-Device Communication 

 This section explores the motivation behind the development of Device-to-device 

communication, as well as discusses the limitations of the technology trend and proposes directions for 

future enhancements. 

3.3.1.1.   Understanding the Limitations and the Motivation Behind the Development of Device-to-

Device Communication 

Proximal communications represent a class of wireless communication techniques in 

which network nodes help each other in relaying information to realize spatial diversity advantages. As a 

promising transmission paradigm, the proximal communication has been extensively studied in the 

literature, with techniques such as fixed and dynamic terminal relaying [88-90]. One of the most used 

wireless technologies in today’s market, WiFi and Bluetooth are synonyms for successful technologies 

that unleash the potential of the proximal communications. However, these technologies operate in the 

un-licensed band, where the interference is uncontrollable. Although the idea of cellular controlled short 

range and proximal communications underlying cellular networks is also not new [91], the industrial 

standardization has only recently been started. The proximal communication in the licensed band are 

represented by the fixed terminal relaying, which involves the deployment of low-power base stations to 

assist the communication between the source and the destination. The fixed terminal relaying as a 

technique is by now part of the LTE-Advanced standard [92]. The motivation behind researching 

proximal communication comes from the opportunity of enabling variety of future 5G services, such as 

cellular coverage extension, higher data rates, mitigation of interference and social proximity. As an 

addition, the industrial movement with the connected vehicles and the number of context-aware services 

and applications is shifting the operators attitude into ever growing investments in proximal 

communications. The term dynamic terminal relaying represents the idea behind the device-to-device 

communication. D2D is envisioned as a concept where a device in a network has the possibility to 

function as a transmission relay for other devices and realize a massive dynamic ad-hoc mesh network 

[89]. Couple of technologies are leveraged by the emergence of D2D communications: multi-antenna 

parallel D2D, full-duplex communications, and network assisted multi-hop paths with cooperative and 

network coding schemas. The research community has initially focused on understanding the impact of 

D2D on the existing network, the feasibility, co-existence and interplay [93-94]. Few studies are 

evaluating the D2D effect on the scalability and reliability in the networks [95-96], spectral and energy 

efficiency [97]. The largest benefit may be associated with performance procuring by harvesting proximity 

and hop gains, which are linked to enabling higher throughput, lowering the delays, decreasing the power 

consumption and expanding the capacity in terms of resource allocation [98-99]. Ultimately, the main 

advantage of enabling D2D communications anticipates releasing and re-using expensive spectrum [100]. 

The research community identifies two major D2D scenarios [89]: 

●  Direct D2D communication with operator controlled link establishment. Two end-

devices may communicate directly to each other by establishing the link through the ISP, 
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deprived of any further assistance. Moreover, the ISP in this case enables access authentication, 

resource allocation, and connection control. This means the ISP may possess control over the 

connection setup by pairing the two devices, examining the initial control and data plane 

functions, for instance to assign resources. On the other hand, the ISP is not responsible for 

governing the D2D connection after the link establishment, such as controlling the interference, 

perform routing functions, or providing QoS features. 

●  Direct D2D communication with device controlled link establishment. The ISP is 

basically unaware of any connections and transmissions within this scenario, with no centralized 

entity for supervision and assistance. As the end-devices are fully unrestricted in their D2D 

communications, inevitable destructive impact may be foreshadowed on the existing users using 

licensed bands [100]. Nevertheless, this becomes the key challenge which may determine the 

future of the D2D communications. For instance, designing a two-tier network with smart 

interference management methods and suitable resource allocation. This includes handling the 

possible interference between the macro-cell and device tiers, as well as among the users in the 

device tier. The study by [89] summarizes emerging approaches seen as a future direction for 

assuring prospect of D2D communications, such as non-cooperative game, cluster partitioning, 

resource pooling, smart relay mechanism, or admission control and power allocation. 

 

3.3.1.2.   Research Challenges in Device-to-device Communication 

 The research community points out at using a D2D overlay approach by utilizing new 

techniques for the Physical Layer Network Coding Scheme (PLNC) to achieve better interference 

control within the cell, better detection of the cellular signal, and an increased number of connections 

within a cell without any extra spectrum [101]. Typical cellular network exchange of bidirectional packets 

between two end-nodes, by two orthogonal resources with time slots or physical resource block in both 

UL and DL, in total makes 4 resource units. The network coding technique takes place when two nodes 

are close to each other, therefore the eNB can use just three or two-time slots to send packets from one 

place to another [102]. 

●  Improve reliability of end-to-end communication. A case-study of utilizing D2D 

communication in a conventional end-to-end communication scenario could improve the 

reliability when both nodes attempt to communicate are in the close proximity [103]. For 

instance, in the first UL time slot of an “end-node A” could send the packet to the eNB, as in 

the conventional scenario, but also attempt to send the same package directly to the destination 

“end-node B”, as illustrated on the Figure 9 (a). In case “end-node B” attempts to send a message 

back to the node A, it may follow the same procedure. This procedure could be understood by 

the eNB, and by using advanced coding schemes may allow further pure D2D communication 

between the end-nodes. As mentioned above, the main advantage of using D2D overlay is better 

interference control within the cell, spectral efficiency and better detection of a cellular signal, 

which could also play role in the process of understanding a corrupted message. 

●  Extending the coverage. In addition to the previous case-study, D2D communications could 

be useful for extending the coverage of the current cellular network. “End-node B” may or may 

not be out of coverage, but eNB may use the “end-node A” as a relay point to communicate 

back to the “end-node B”, shown on the Figure 9 (b). In the case of reception of duplicated 

messages at the receiver side, the idea is to use the knowledge of the cellular messages to produce 

a signal that complements the cellular signal and improves the detection probability of the cellular 

receiver. 
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Figure 9: a) Improving reliability; and b) coverage with D2D communications 

 

3.3.1.2.1. Self-Interference and Multiple Input Multiple Output (MIMO) technique  

 Transmission and reception in the same time and frequency will eventually lead to 

doubling the spectral efficiency of the wireless communications compared to the TDD half-duplex 

schema. In practice, it is difficult to achieve huge gains of spectral efficiency due to self-interference. 

Namely, when a radio is transmitting, it cannot receive on the same frequency and time, since the end-

node itself hears its own transmit signal, which is much stronger than the anticipated signal of interest. 

Therefore, the research community is focused on developing techniques which will cancel or decrease 

this self-interference, with an interest of achieving full duplex communication [104]. Open research 

questions are clustered on different stages when trying to mitigate the self-interference. The first field of 

study is related in the propagation domain [105], which is related of using separate antennas for 

transmission and reception or using a circulator to isolate the transmit and receive interference. The 

second field of study involves analog domain active cancellation [106]. 

●  D2D integration with MIMO. Utilizing MIMO technology in relay networks is a natural 

step which can enhance the performance of network assisted multi hop D2D relaying. Spatial 

multiplexing and Space Time Coding (STC) are well known MIMO techniques to facilitate 

the integration with the D2D communication [98]. However, the multi-hop MIMO remains 

an open research, as well as the requirement to have perfect channel state information (CSI) at 

all involved nodes. To achieve this, a trade off might be necessary between signaling overhead 

and performance. Significant in this case is also the battery life and further research is needed 

to exploit the energy consumption when utilizing MIMO for D2D communication. 

 

3.3.1.2.2. Resource block scheduling and mode selection algorithms 

 A logical assumption is that different line types indicate different time and frequency 

resources, while the same line type for different link indicate reuse of the resource block, time and 

frequency. For instance, identical resource blocks may be used for a cellular UL and a pure D2D link. 

However, in any possible transmission mode involving micro-cell or D2D links, orthogonal resources 

must be used, due to the possible parallel connections between D2D and classical cellular [106]. In this 

case, resource block scheduling and power control management are essential, while integrating D2D 

communications in the legacy networks might not be as trivial as it looks. The mode selection algorithms 

and the search engines need to be extended to select between single hop D2D link, multi-hop D2D paths 

and classical cellular communications. Moreover, existing resource allocation algorithms must be further 

developed to manage spectrum resources between cellular and D2D layers, but also comply with resource 

constraints along multi-hop paths. The power control algorithms should be able to consider the rate 
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constraints of multi-hop paths. Nevertheless, the key issue currently with implementing the D2D 

possibility is the radio resource management algorithms [100], which opens two research questions: 

●  Handling traffic of the relaying device as well as the peer devices. 

●  Identifying the motivation why a UE should offer its resources for D2D extending the coverage. 

Initially, the operators could be giving monetary benefits to their users which are acting as a relay, 

but this might require complex processing and additional overhead. 

3.3.2.  Software Defined Radio 

 This section explores the motivation behind the development of SDR, as well as discusses 

the limitations of the technology trend and proposes directions for future enhancements. 

3.3.2.1.  Understanding the Limitations and the Motivation Behind the Development of Software 

Defined Radio 

The growing number of mobile users and IoT devices opposes a challenge for the radio 

resource management, mostly in the urban cities. This generates a shortage of shared spectral resources 

and advocates a situation of insufficient frequency spectrum. To deal with this trend, the future mobile 

networks are envisioned to deploy diverse radio networks cells, for instance femto-cells with offloading 

capabilities, virtualized computing with novel energy efficient techniques. Moreover, the possibility of 

connecting the IoT devices to several RANs simultaneously or to communicate directly via D2D, as 

pointed in the previous section, rises the importance of cognitive/smart radio hardware implementations 

[107]. For instance, allocating the incorrect spectrum on a particular D2D link may result in high cross-

interference, which adversely harms the network and the users’ communications [108]. Thus, this causes 

additional problems for the RAN with the scheduling, resource allocation, troubleshooting, load 

balancing, and security [109-110]. The expectations from the development of SDR terminals are targeted 

in discovering communication partners, scanning the available frequencies, integrate different network 

technologies in a single interface, and manage power consumption while preventing the interference 

from/to centralized/cellular transmissions [111]. 

The sufficiency of frequency spectrum in today’s networks comes from dedicating specific frequency 

bands to services, communication protocols or devices, which are typically not efficiently managed and 

used. Therefore, for the development of the future mobile networks ISPs favor more simplicity and 

smarter resource allocation when exploring the mmWave spectrum from 3 GHz to 30 GHz, as compared 

with the previous multi-band [112]. The first step into solving the above-mentioned challenges starts 

with the frequency spectrum sharing, reusing the single spectrum allocation problem, and the use of 

software-defined characteristics that will inevitably separate interference and collision [113]. The progress 

of SDR overcomes the disadvantages of the current radio hardware, which are typically very expensive 

and are bound to scanning and working on limited frequency band. Additionally, the hardware 

equipment comes from different hardware manufacturers, thus triggering compatibility issues. Opposite 

the growing demands of the users, ISPs cannot afford huge improvements on their infrastructure, on-

demand integration of novel advancements and approaches, or changes in the architecture, as these 

elements are indirectly or directly related to costs and compatibility.  

3.3.2.2.  Research Challenges in Software Defined Radio 

• Integration of SDR and SDN. SDR and SDN are two complementary technologies, and 

with their conjunction a whole new area of research emerges. This may include a dynamic use 

different frequency bands in the same devices, for instance offloading traffic to un-licensed 

protocols without user assistance. In order to do so, the research community has to understand 

the requirements of different protocols for their possible inter-connection and compatibility, 

before making infrastructural changes in the RANs and core networks. 
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• Coexistence of heterogeneous wireless technologies. The possible incorporation of SDR 

in the future mobile networks opens challenges related to the spectrum sharing, interference 

management, transmission power allocation, carrier aggregation, measuring of the channel(s) 

quality, and carrier sense threshold adoption. Additionally, management of overlapping networks 

is a research challenge for itself, especially in SDR where managing protocols such as WiFi, 

LoRa, NB-IoT, etc., from one mobile device will be an issue considering the procession power 

necessary for executing the above-mentioned techniques. 

• SDR at the gateways/RRHs. As a hardware and software implementation, SDR could be 

potentially enabled on a remotely positioned gateways/RRHs to listen and understand packages 

coming from users using 5G, LoRa, NB-IoT, etc. As the gateways/RRHs can process and 

understand different wireless protocols and frequencies, the packets are then forwarded towards 

the destination node by using the most suitable communication link, which is naturally the 

wireline fiber cable. 

• SDR for enhancing QoS/QoE. A SDR device could be envisioned capable of understanding 

and processing different frequencies and wireless protocols and be used as a 

monitoring/measuring device for scanning and communicating with the surrounding devices to 

build reports regarding the QoS/QoE of the radio. 
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4. Internet of Things – Future Internet Technologies 
The evolution of the present Internet eco-system will continue as a support of numerous valuable 

applications of our digital life, society and economy. Nevertheless, the Internet principles were not 

intended to solve the future challenges elevated by the mobility, security, management or scalability. It is 

the right time to begin with development of new research ideas to empower the design of the future 

digital network infrastructure. From the other side, it is essential to explore a novel disruptive research 

on present and evolving technologies to assess and comprehend the limitations, properties and 

performance of the forthcoming systems and services. This section presents an overview of the most 

exciting topics currently in the research community, envisioned to enable and shape the look of the 

future digital infrastructure. 

4.1. Software Defined Networking 

 This section explores the area of Software Defined Networking, discussing and presenting 

the potential of this technological trend, detailed technical overview and directions for future 

development. 

4.1.1.  Understanding the Limitations and the Motivation Behind SDN 

Software-Defined Networking arose as a novel intelligent technology able to elevate and 

improve the existing network architecture in achieving network programmability. The main motivation 

in developing SDN is to shift the control plane outside the networking equipment and allow external 

managemental control and supervision of the information flow through a logical software entity called 

controller [114]. SDN enables simple abstractions to label the components of the network, the offered 

functions, and the underlying protocol to be in a position of having a high-level overview of the 

forwarding plane from a remote controller via a secure channel. The idea is to utilize a centralized entity 

which may control the information flow in the network and steer the data traffic according to the needs. 

This is enabled by the abstraction layer, which captures the common requirements of the forwarding 

tables for the majority of the networking equipment, such as routers, switches and access points, and their 

forwarding tables. As a result, the SDN controller becomes appropriate entity to execute network 

management functions and configurations, while enabling easy modification of the network behavior 

through the centralized control plane [115]. To put it with simple words, SDN is all about network 

control and in [23] is described as a disruptive technology which advocates changes in information 

acquisition, information analysis, decision-making, and re-configuration of entities in a typical network 

infrastructure. Also, SDN suits as an enabler for various other emerging technologies of the future 

Internet, such as Network Function Virtualization, advanced caching, edge computing, cloud 

partitioning and network slicing, topics that are covered later in this study report. 

To address the projections of the massive expansion of the network [21], to support the onslaught of 

billions of devices on the existing infrastructure, and to remain competitive, Internet Service Providers 
(ISPs) are forced to explore other alternatives, such as SDN, to reinforce their networks, improve the 
capacity and limit the latency, while increasing the data rates [115]. Fast and automated multi-layer 
resource provisioning is gradually becoming an imperative to deliver agile service demands. With wide-
ranging expansion in both footprint and capacity, ISPs’ networks may similarly face unprecedented 
complications to accomplish rapid and resource-efficient failure restoration [116]. 
The following list summarizes the potential of the SDN as an answer to the upcoming massive expansion 

of the network [116]: 

• The SDN controller has the ability to intelligently route traffic and provision underutilized 

network resources. 

• The integration of SDN with IoT may simplify the data acquisition, information analysis, 

decision-making, and action implementation process. 
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• The ongoing research work in SDN is centered around designing intelligent algorithms for 

effecting Traffic Engineering (TE) to understand the massive amount of data circulating 

through the network. In addition, SDN enables the design of novel debugging tools.   

• A study by Google [117] supports the decision to integrate SDN in their core networks, as it 

became feasible, in terms of latency, to offload or redirect the traffic into underutilized core 

sites. 

• A proposed evolution [118] distinguishes two components of SDN: the stateful network 

function component and the stateless data path processing component, as shown in Figure 10. 

The stateful component is grounded on virtual computing in the cloud, referred to as Virtual-

Machines (VMs), to keep a limited or lightweight state along the data path, such as timers for 

flow expiration, flow-level counters, and quell-level counter for Quality of Service (QoS) 

provisioning. The stateless processing is dedicated in performing TE more efficiently. 

Consequently, the networking nodes along the data-path, which are supposed to be optimized 

for data plane processing may be used to perform the stateless processing of data traffic.  

 

 
Figure 10: Data separating in SDN 

 

 

4.1.2.   SDN Technical Overview 

 The overall architecture of the concept behind SDN is depicted on the Figure 11 and 

consists of two interfaces, Northbound and Southbound, with a centralized controller that governs the 

workflow. Taking the bottom-up approach, the networking equipment, routers and switches as such, 

could be divided into a data and a control plane. In this scenario, the data plane is responsible for the 

forwarding tables, which governs the forwarding flow for inbound packets. Those tables consist of entities 

able to steer the inbound packets towards a specific port of the Ethernet switch [114]. Populating the 

forwarding tables with these entities is the responsibility of the control plane. In practice, the control 

plane is the intelligent body, governed by the centralized controller, with actions to exerted on the 

received Ethernet frames to decide their destination ports. To accomplish swift frame processing, these 

actions are implemented in hardware together with the forwarding table [115]. 
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Figure 11: Main components of SDN 

The SDN community defines the southbound interface as a boundary between the 

programmable control plane, i.e. the controller, and the data plane, with objectives to enable dynamic 

programmability and swift re-configuration of entities. The objectives include a support in terms of 

flexibility of the control plane and enable easy adaptation of new control schemes on networks, as well 

as easy creation and management of virtual networks. In addition, the southbound interface is responsible 

for: 

• Network abstraction. The fundamental principle of SDN allows abstraction model of the 

forwarding plane and separates it from the control plane using open APIs. Also, abstracting 

the information of the physical network resources, including the support for simplified or a 

higher-level interface for resource control, results with opportunities to integrate virtual 

networks for decentralized execution of network processes and operations. 

• Traffic isolation. Along the abstraction, the southbound interface should enable isolation 

among multiple instances, such as performance and security aspects of the virtual networks. 

• Sharing resources. The abstraction of the physical network resources from the other side 

open the opportunity for the controllers or the applications to externally access and 

understand the capabilities of the resources by using this interface. 

In the literature, the northbound interface is labeled as a frontier between the applications and 

the network infrastructure, i.e. the controllers, with objective to provide higher level abstraction in 

programming numerous network-level services and application at the control plane. Among the other 

objectives, the northbound interface is responsible for interpreting the information coming from the 

southbound interface, which may be understood as: 

●  Routing-related. Taking decision on the inbound information, such as traffic engineering, 

topology discovery, values for jitter, delay, etc. 

●  Management-related. Assembling conclusions based on the metrics such as load, resource 

allocation, energy use, numerous monitoring processes, accounting, maintenance, etc. 

●  Policy related. Taking decision on the inbound information, such as access control, 

security, etc. 

SDN makes it possible to manage the entire network through intelligent orchestration and 

provisioning systems. Therefore, it allows on-demand resource allocation, self-service provisioning, truly 

virtualized networking, and secures cloud services, where OpenFlow emerged as a dominant factor [119]. 

Also, the static network can evolve into an extensible vendor-independent service delivery platform 
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capable of responding rapidly to changing business, end-user, and market needs, which greatly simplifies 

the network design and operation [120]. 

4.1.3.   Research Challenges in SDN  

The advantage of using SDN on one hand is the enabled fine-grained, custom QoS-aware 
resource allocation for each information flow, while on the other hand is the dynamic reconfiguration of 
the network, in case new flows are added or existing flows change their traffic patterns. Similarly, specific 
service requirements are translated by a central controller into network requirements, e.g. a minimum 
data rate, or a maximum tolerable delay or packet loss for each separate flow. Network calculus is used 
to model the multi-network environment and a genetic algorithm is used to schedule flows, to optimize 
end-to-end flow performance. 
The IoT era will require extended automation of network functions, via virtualization, QoS-aware 
differentiation of different classes of IoT traffic, and the collection and analysis of data to enable SDN to 
optimize the network. It is thus imperative for the future 5G architectural models to be designed having 

in mind the IoT data explosion. 

• The size of the forwarding tables. As it can be observed from Figure 11, the OpenFlow 

protocol collects information from the network, forwards it to the northbound interface, and 

respond on the decisions if necessary. One of the decisive parameters in SDN are the forwarding 

tables, which are taken from the networking equipment, but however managing these tables 

might face a challenge. The main concern is related to the size of the tables, since they tend to 

become large in size, due to envisioned boom in the number of connected devices [21]. 

Meanwhile, with the emerging technologies such as smart caching and fog computing, the 

networking devices may experience having even less memory and processing power available for 

executing SDN-tasks, in particular, to manage the forwarding tables. For instance, in case of a 

missed entry in the forwarding table, while already spending time to iterate it, the Ethernet switch 

requires assistance from the controller, which adds extra latency and end-to-end flow transaction 

[121].   

• Challenges in the SDN Controller. To monitor and measure the network metrics required 

for the SDN controller there are several protocols on disposal, with OpenFlow as the dominant 

technique, but it is noticeable that other protocols offer additional features, such as the Netconf 

[122] and SNMP [123] protocols. As there is lack of compatibility between the protocols, 

designing a unified device or a software becomes a viable option, able to understand the 

underlying protocols. Such centralized mobility-aware software at the controller could possibly 

target traffic management by gathering related metrics and steering the traffic to the un-

congested, optimal routing paths, which needs careful planning and management. Or perhaps, a 

distributed traffic classification module that identifies the application, the stochastic features of 

the traffic carried and its QoS requirements. On the other hand, using the positioning of the IoT 

devices the controller could facilitate the creation of an interference graphs, by congregating 

metrics such as transmission power, RSSI, SNR, coding rates, modulation technique, coding 

methods, etc. [121]. 

• Wireless SDN is a whole new domain. Looking at the Figure 11, and by acknowledging the 

issue with the protocols for measuring, monitoring and configuring the networking devices, one 

may conclude that the issue linearly grows when it comes to remotely and dynamically managing 

or configuring the wireless devices in IoT context, such as sensors and actuators. Different from 

SDN in wired networks, where device configuration is basically given by a processing table 

specifying the rules for forwarding packets, SDN in the wireless domain is increasingly more 

complex. This is because the physical links between the devices are not deployed a priori, and 

depend on radio characteristics and mobility, interference, and configuration. One possible 

direction is a design of a programmable MAC engine, which enables the devices to run the radio 

programs provided by the home routers. A use-case may be envisioned to make the IoT devices 
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aware of their surroundings regarding the present available networks, and enable them for on-

the-fly configured and programmed by SDN controllers in accordance to the radio conditions, 

traffic and network requirements. The only requirement is that all wireless network devices use 

a dedicated control plane, that is, they are able to change their configurations according to 

information received in control frames. 

• Exploring SDN in the un-licensed bands. A decent case of successful technology with 

continuous expansion and improvements is surely WiFi and the 802.11 standard [124]. 

Nevertheless, as discussed in the Section 3, there are various of challenges in the un-licensed 

protocols that cannot be easily solved without a centralized coordinator, such as lack QoS 

promises [125]. Therefore, the un-licensed bands are possibly next in line for integration with 

the software defined technology, for instance to assist in the isolation between co-existing 

networks, or simultaneous dual-connectivity.  

●  Combining SDN and NFV - The flexibility, simplicity and basic service delivery could be 

elevated by combining technologies such as SDN and NFV to work in coordination and leverage 

each other. To accomplish this, new architectures and interfaces between them are desired, and 

the research community is working towards that goal [114]. A study by [119] decouples the 

packets into stateless and stateful, illustrated on the Figure 10, and virtualizes the execution of the 

stateless from the computing elements to the networking elements. As a possible outcome of this 

method, granting network access to an end-node may be fully completed at the networking 

equipment level, while the authentication and authorization state is still upheld at the compute 

element. Meaning that it may not be necessary to go all way to the network core in order to give 

network access permissions to an end-device.  

●  Deep packet inspection - The current Internet works in a best effort mode, meaning that 

currently defined match fields to evaluate packet are limited to the packet header only. 

Researchers are designing intelligent algorithms in SDN to build effective traffic pattern analyzer, 

which simplifies the tools of data collection from IoT devices. This facilitates the design of novel 

debugging tools. IoT networks will benefit with the integration of software-defined wireless 

networking (SDWN) technology to strengthen network’s controlling ability [120]. For instance, 

a module could be developed which takes as input the statistical characteristics and historical 

patterns of traffic flows and groups the flows belonging to one of a set of pre-defined QoS classes, 

using semi-supervised machine learning algorithms [121]. 
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4.2. Edge and Fog Computing 

 This section presents the concept of Edge/Fog computing by understanding the 

limitations and motivation behind this technological trend. Moreover, a discussion is raised for enhancing 

the potential and capabilities of Edge/Fog computing by analyzing the MAC and the application layers, 

as well as algorithms for data handling and compressing. 

4.2.1.  Understanding the Limitations and the Motivation Behind the 

 Development of Edge/Fog Computing 

Data traffic patterns inside ISPs’ datacenters have evolved with time [127]. Big data has 

allowed high traffic exchange among node elements at backhaul network. Although wireless technology 

has improved dramatically from GSM to LTE, backhaul connections of cellular networks have not seen 

such speedy evolution [127]. Thus, there is an issue inside the core networks as the amount of mobile 

backhaul intra-traffic is gradually becoming superior in comparison to the inter-traffic between mobile 

backhaul elements and end-users. Certainly, in today’s networks, as addition to managing mobile users’ 

traffic at the core network, fetching data from several different databases, and cache servers, also contribute 

to this traffic load within the ISP’s infrastructure. A simple request from the end-users trigger various 

exchanges of messages between hundreds of servers, switches, and routers inside the backhaul and core 

network. For instance, a study from Facebook [127] estimated a simple request of 1kB HTTP request to 

generate x930 of intranet data traffic. As stated in the report, Facebook uses a front-end web server to 

handle the original HTTP request, and then fetches data from several different cache, database, and 

backend servers in order to render the final page. While doing the measurements, the authors experienced 

a single HTTP request to generate 88 cache lookups (648 KB), 35 database lookups (25.6 KB), and 392 

backend remote procedure calls (257 KB), with a total 3.1 seconds for the page to completely load. This 

is opposing to the traditional definition for wireless networking, which defines the clients and wireless 

access nodes as bottlenecks and with deficiency of processing and computational power, rather than 

defining the inefficiencies in the core network’s infrastructure. Moreover, since addressing the data 

growth is a key challenge in today’s mobile infrastructures, offloading parts of this big-data-driven 

networks in cloud environments is a demanding issue. Consequently, mobile edge computing, also 

referred to as fog computing, is thus another developing technology where decentralized devices offer 

virtualized-cloud alike aptitudes within the RAN to enhance processes such as control, communication, 

and storage [128]. Nevertheless, it should be noted that positioning distributed cloud computing 

capabilities in future networks may in contrary increase the deployment costs significantly related to the 

centralized computing solutions. An example in this regard is associated to the modeling and prediction 

of users’ behavior in the future networks, which typically involves acquisition of huge volumes of data. 

For this purpose, the network traffic arriving to a centralized location is scaled out horizontally across 

several racks and servers. Performing proper analysis on centrally gathered data is viable inside the core 

network, due to the abundancy of hundreds of available sites, compared to performing the same analysis 

in distributed locations, which is just going to increase the communication [129].   

However, as big data and distributed processing is gaining popularity, especially inside the core networks, 

it is evident that one way to cope with the growing number of devices and generated traffic is through 

better data management. The study by [130] proposes the use of Hadoop as a data management software 

solution offering massive cost saving over conventional tier one database infrastructures, parallel 

processing over multiple nodes, and processing competences of several data formats. Moreover, advanced 

machine learning methods in combination with non-relational databases have augmented the opportunity 

of understanding the scope of big data. It is evident that moving the computing and content’s proximity 

close to the users is important, especially in the services such as video streaming or downloading content 

events. 



38 
 

4.2.2.  Research Challenges in Cloud/Fog Computing 

 The upgrade for the conventional RANs in the literature is bound to the name of Cloud 

Radio Access Networks (C-RANs), which are heavily deployed in today’s networks to improve the 

resource management, energy efficiency, environmental sustainability, and reduce the OPEX [131-132]. 

C-RAN is a cellular architectural progression, based on distributed eNBs, where Remote Radio Heads 

(RRHs) are separated from the Digital Baseband Unit (BBU) by fiber optical fronthaul cables, which 

deliver high-speed bandwidth with several gigabits per second. C-RAN cherish real-time virtualization 

methods to dynamically manage the entire resource pool and distribute resources to the software stacks 

of BBUs, to keep network load level at minimum. By preserving the same pace of development, C-

RAN may steadily evolve towards provisioning the massive IoT-enabled devices and services. In addition, 

the future mobile networks are envisioned to deploy ultra-dense HetNets, comprising small low-powered 

RRHs, which may be virtualized in the cloud for assisted computing to save substantial available 

processing power [133-134]. 

●  Data handling and compression. A significant portion of the uplink traffic may be generated 

by several thousand connected IoT devices in near future. Thus, optimal data management and 

data compression are required for efficient wireless resource management. One research challenge 

related to the C-RAN may involve data compression technique, from where the original data 

could be entirely or partially recovered, lossy or lossless compression. any information loss. The 

efficiency of the data compression algorithms depends, among other reasons, on the protocol 

used for communication, as suggested by [135-136]. Therefore, with the development of the 

future mobile networks, a research question regarding novel data compression techniques 

naturally grows. 

●  MAC analysis. The C-RAN could integrate efficiently designed MAC analyzer to trigger 

distributed actions such as: 1) Concurrent data structures to achieve thread scalability; 2) 

Additional multi-threading to parallelize the processes; 3) Reducing the thread creation and 

destruction overhead by implementing effective thread pooling; and 4) Reducing the memory 

overhead by achieving minimum memory copy. 

●  Application layer protocols. The key component in the architecture of the future mobile 

networks in addressing the massive IoT use cases is the support for lightweight application 

protocols, such as MQTT and CoAP, as well as the implementation of the message broker. 

Several experiments were conducted with the objective of evaluating the performance of the 

application servers in the proposed IoT Cloud [137-138]. The performance results demonstrated 

a significant impact of the number of clients and CPU cores on the average transmission 

latency/response time, throughput, and CPU utilization for the HTTP and MQTT servers, 

respectively. The cited studies also discuss the performance of the IoT cloud that was applied. 

Additional research is still required to address several other challenges of the IoT Cloud. First, 

there is a lack of well-defined standards to unify varying architectures and interfaces of the IoT 

cloud. Moreover, advanced data analytics are necessary to make full use of big data which IoT 

brings about. Finally, security and privacy challenges should also be considered in designing the 

IoT cloud [139]. CoAP (RESTFull), MQTT and OPC UA (SOA) perform differently when 

using LTE, UMTS and EDGE, but generally the transmission time depends not only on the total 

amount of data, but also on the exact sequencing of data transfer. For instance, the 

implementation of CoAP for reliable data exchange is not suitable for transmission of large 

payloads over cellular networks [138]. 
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4.3. Advanced Caching 

 The potential of storing cache data along the communication path is discussed in this 

section.  

4.3.1.  Understanding the Limitations and the Motivation Behind the 

 Development of Advanced Caching 

While Cloud/Fog computing is more about decentralizing the computing power to be 

more efficient and fully utilize the assigned space for executing different processes, advanced caching may 

be categorized as a separate technology with unique features. Although, the two mentioned concepts 

have a common goal of minimizing the backhaul load. As the term suggests, advanced caching may 

resolve to decentralizing the content and storing it closer to the users, which feels as rather conventional 

technique. However, the major challenge in this regard is the development of advanced algorithms that 

will predict the user’s behavior and based on their needs to look for a place to store it. Currently in the 

literature plenty of content popularity matrix exists [140-141], which are developed to advocate content 

cache placement at specific small cells while bearing in mind content sizes, backhaul load, and bandwidth 

requirements. Moreover, the intractable cache decision has to consider the limited available storage and 

processing capabilities of the networking nodes, especially the eNBs. Also, the available connection links 

towards the users need to be considered, as well as the large library size, and number of users with 

unknown ratings, for instance an empirical value of content popularity [142-143]. The decision for 

intractable cache placement can be performed with greedy or approximate approaches, as suggested by 

[144], the eNBs and the networking nodes may learn and estimate the sparse content popularity and 

ratings [130]. 

The research community agrees on certain points regarding the requirements for adopting advanced 

caching techniques at the ISPs’ networks. For instance, vital process is the acquisition of the user’s data. 

To make proactive caching decision, the data processing method inside the mobile core network should 

be proficient of gathering, combining, and sorting huge volumes of data from diverse sources, and 

produce intelligent outcomes reliably and quickly. The study by [130] proposes the use of Hadoop in the 

mobile core networks for efficient extraction and storage of users’ data. For instance, Hadoop distributed 

file system (HDFS) may be used for collecting and exporting raw data via enterprise data integration 

methods for detailed analysis. However, the analysis of the acquired data is rather complex process, where 

certain processes should iterate the data for cleaning, parsing and formatting, as a first requirement for 

adopting advanced caching. In fact, before applying machine learning algorithms or even any detailed 

statistical analysis on the data, the data itself should be cleaned, which is typically a time-consuming 

process. The procedure of cleaning the data involves multiple steps, such as eliminating packets which 

are malfunctioning and inappropriate, or inconsistent frames with unsuitable character encodings. Next 

is the extraction of relevant parts from the raw data itself, which might be used for further analysis. Finally, 

different machine learning algorithms or statistical methods require certain format of data as an input, and 

therefore, the already parsed data should be formatted accordingly before storing.  

Detailed statistical analysis and machine learning algorithms may be applied over header and payload 

information of both control and data planes using high level query languages such as Pig Latin [145] and 

Hive Query Language [146]. The intention of such a step is to find relationships between control and 

data packets through map successive map-reduce operations. Part of this is the discovery of the location 

or the unique mobile phone number of a user, which is information stored in the control plane packets, 

and mapping it to the requested content, which is data present only in the data plane packets. After 

conducting machine learning analysis on the data to predict the spatial-temporal user behavior for 

proactive caching decisions, the outcome of the analysis could be stored and reused [130]. Moreover, the 

results can be reformatted to be used for additional examination using suitable extract, transform, and 

load methods, and can used as an input to supplementary processing systems such as Apache Spark’s MLlib 

[147]. In such a system, machine learning techniques, which lie at the heart of recommendation-based 



40 
 

engines, can be applied so that users’ strategic contents can be inferred from a large amount of available 

data. In addition, the results of these processes can be represented in a visual format through graphs and 

tables for ease of understanding.  

4.3.2.  Research Challenges in Advanced Caching 

 For wireline network the transfer of the data in terms of time and processing power may 

seem negligible, but it is opposite for the wireless networks, or especially in a real-life scenario where 

both wireline and wireless networks are parallelly used. Hence, the method of advanced caching is gaining 

more attention with the envisioned concept of cloud computing and mobile devices with truly vast 

amounts of memory and processing power at disposal, both the radio access network edge side and mobile 

devices. 

• Storing across the path. Mechanisms for caching objects in the network along the path need 

more investigation regarding swift deployments to serve an increasing number of users. 

Distribution of storage capabilities across the path with more elaborated content-routing 

algorithms are open issues. Wireless SDN, as a complementary technology, with controllers 

having detailed overview of the whole network, should provide flexibility to support node 

mobility, topology discovery, self-configuration and self-organization. Additional challenges 

might occur, such as link unreliability, robustness to the failure of generic nodes and the control 

node. 

• Minimizing the backhaul load. As alluded earlier, minimizing the backhaul load via advanced 

caching is very challenging. In this regard, a joint optimization of content popularity matrix and 

content cache placement should be a priority for an efficient and effective execution. 

• Placement of caching nodes. Deploying several “sink” nodes in the network, administrated 

by the Wireless SDN, may locally collect, classify, store and analyze the raw data streams, rather 

than transmitting them to the cloud; this may significantly alleviate the traffic in the core network 

and potentially speed up the proactive caching decisions. However, where to place these “sink” 

devices is still an open issue [148]. 
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4.4. Information Centric Networking 

 As a completely novel paradigm with intentions to replace the current Internet with 

numerical addresses and routing, this section presents Information Centric Networking as a concept, 

with a discussion for the motivation and future direction for development.   

4.4.1.  Understanding the Limitations and the Motivation Behind the 

 Development of ICN 

Internet was originally planned to be an end-to-end connectivity substrate for the delivery 

of data. All the succeeding enhancements made for improving its vertical architecture revolved around 

the pre-defined model which consists of communications among end-nodes using the IP protocol. The 

present Internet architecture is now continuously and swiftly evolving by interconnecting thousands of 

links and networks that look as a single simple carrier providing basic packet delivery services without 

assurances. This resolves to the best effort technique to try to deliver the packet from one place to another, 

while only using IP addresses to identify end-nodes. Majority of the networking nodes that process the 

packets along the path are just forwarding without the knowledge of what information is being carried 

[149]. 

Vertical architecture means that there are dependencies between the network nodes, while ICN simplifies 

the network architecture by defining an agnostic network to the access technology. This introduces the 

concept of horizontal architecture that loosely-couples any access technology to the network. The unique 

feature of this type of architecture is that the same concept of network architecture will work on LTE, 

5G, WiFi, etc. ICN integrates some of the important network functionalities that today are deployed as 

overlays on top of the network infrastructure. For instance, the mobility management in ICN is 

envisioned as completely anchorless [150], removing the need for an “authority” node in the network 

core. GGSN is the anchor point that enables mobility of the users in the conventional mobile networks, 

the same role for LTE plays the PGW, alternatively the core servers of an offered service may play the 

role of an anchor. Another functionality which is improved with ICN is the security. Rather than 

securing the connection between the end users, ICN secures the data that is being transferred. The 

transport layer of ICN is going to be much simpler than current TCP/IP [151], mainly due to the absence 

of establishing a connection between the end points. ICN is simply focusing on what data is requested 

by a unique known end point to the network. This means that the ICN network is capable of performing 

routing based on the requested data. The following list explains the main features of ICN architecture 

[151]. 

• Named content. Every piece of information content is going to be named, and completely 
location independent, intrinsically related to the content that is carried. This feature enables the 
implementation of security or encryption on the named data, which discards the necessity of 
securing the connection link. Named data natively supports augmented network storage 

capability, known as caching data in the decentralized network nodes. Also, it supports multicast 
and multipath capability.  

• Named based routing. Enables dynamic content based routing, by being able to reach the first 
hitting cache. ICN consists of network based “DNS equivalent”, completely anchorless. The user 
or application identity is no longer tied to IP address, which enables easy mobility, multipath and 
multicast capabilities. 

• Transport enhancements. It addresses the TCP issues in supporting mobility, for instance 
using local cache as an error recovery mechanism. Mobility at the edge in ICN is explained by 
removing the network anchor, the chunk of packets is going to the nearest router which is fully 
capable of serving the users, if the user initially has access to the requested content. 

• Slicing. Virtually creates an “application” or a slice for M2M communication, in the domain of 
IoT for low data rate. The network looks at the size and features of the requested data and adjust 
the data rates accordingly, without the need of complex and sophisticated bandwidth allocation 

algorithms. 
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4.4.2.  Research Challenges in ICN 

The key challenges facing the ICN are listed below. 

• An interesting fusion is proposed in [152], which combines the concept of ICN with 

virtualization, and more specifically network slicing, in the context of a wireless network. ICN 

uses caching of information chunks in intermediate nodes of the network. This means that 

desirable content moves from the actual server to a location closer to the end user who wants it, 

which ultimately reduces the queries circulating the network. The challenge in this case is the 

knowledge when, where and what piece of information to store in intermediate network nodes. 

The cited study proposes three different ways of slicing: 1) Network-level slicing, which 

encompasses both access and core network virtualization; 2) Flow-level slicing, where different 

flows get a separate slice of the network, for instance bandwidth or time-slots assigned slice; and 

3) As the main contribution of [152], the authors propose content-level slicing, where the 

physical hardware of the content cache is virtualized and the content gets split into multiple slices, 

each given for consumption to a different user that requests it. 

• By proposing a horizontal network architecture with identifying unique names for the content, 

devices and the routing, a large challenge emerges as managing the devices and the network 

nodes for administration purposes becomes an unknown concept. Also, new techniques have to 

be developed for monitoring the devices and the transportation of data for assuring QoS and 

QoE. 

• Potential issue with named data may arise from the size of the data. Many existing naming 

schemes have long names that are likely to be longer than the actual data content for many IoT 

applications. While this is an acceptable overhead for larger data objects, it is infeasible for use 

when the object size is on the order of a few bytes.  

• Serving requests for non-existing data is however a generic challenge to ICN for addressing and 

resolving. Hash algorithms are commonly used in the literature to name the content to verify the 

validity of the requested data, but however this may be a challenge for IoT systems where data 

is dynamically generated. Therefore, additional innovation is necessary, in terms of naming and 

routing, to deal with the non-existing IoT data generated on-demand or as a consequence of a 

single event or chain of events. 
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5. Internet of Things – Quality of Experience 
The scope of this section is centered around the perceived quality from a user point of view in today’s 

services and applications. The first part covers the most used ways to evaluate QoE in both laboratory 

and real-life environments, while the second part wraps up the research proposals for defining QoE in 

IoT services and applications, and identifies the research gaps in this domain. 

5.1. The Concept of QoE in today’s applications 

With the growing development of Information and Communication Technology (ICT) 

systems, services, and applications, analogously grows the competition among the service providers, 

which accelerates the need to measure and predict the quality of the offered service. For instance, the 

quality of services which enable direct human-to-human interaction, such as VoIP, may be evaluated 

with respect to the voice quality, whether users had good and understandable exchange of information. 

Services which deliver media to their users, such as IP-TV or video streaming, need to address the 

transmission quality on both audio and video, and evaluate the users’ perception on the quality of the 

viewed content. Services for transmitting information, such as chat-clients, need to assure efficient and 

effective information flow [153]. However, in the recent years new emerging services are starting to 

emerge, enabling human-to-machine and machine-to-machine communication, such as self-driving cars, 

smart cities, e-health, etc. Some of these services are engaging closely to the human life-style and privacy 

to an extend that a life-threating situation might occur if the quality of the service is not on the desired 

level. Suddenly, the evaluation of the quality in such services becomes so complex that the conventional 

parameters for measuring quality are not enough in assuring the requested quality levels. 

The understanding of the term “quality” led the researchers into developing concepts such 

as Quality of Service (QoS) [154], User Experience (UX) [155] and Quality of Experience (QoE) [156], 

with a purpose to model, measure and predict the quality of a service. The QoS was introduced to 

improve the operation of the network by providing a service with a clearly defined service levels. The 

parameters that are used to determine the end-to-end QoS are typically packet loss, delay, jitter and 

throughput [157]. As it is already well-established concept with abundant research [158-161], the QoS-

tradition mainly focus on ‘what’ is happening on the network by investigating the parameters such packet 

loss, delay, jitter and throughput. However, typical QoS model fail to provide accurate insight in the 

‘why’-dimension. For instance, “why is the user behaving in a certain way? Why does the user feel frustrated?” 

The user does not perceive the individual network element but rather feels the overall system performance 

[156]. To highlight the user point of view, a new concept was introduced, the QoE. According to the 

ITU-T [162], QoE is defined as: “The overall acceptability of an application or service, as perceived subjectively 

by the end-user.” It is worth noting that ITU-T also considers the following statements: “Quality of 

Experience includes the complete end-to-end system effects (client, terminal, network, services infrastructure, etc.)” and 

‘‘Overall acceptability may be influenced by user expectations and context.” A key noticeable point in those 

definitions is that ITU-T does not describe what it means by “context” and how experts can measure 

users’ “expectations”. Therefore, our conception of QoE is in line with the work of [163], who states that 

“Quality of experience(QoE) is a metric that depends on the underlying QoS along with a person’s preferences towards 

a particular object or service where his/her preferences are defined by his/her personal attributes related to expectations, 

experiences, behavior, cognitive abilities, object’s attributes and the environment surrounding that person”. 

In the scope of this section, we focus on grouping the concept behind the evaluation of 

QoE by following the three pillars – Model, Measure and Predict, as suggested by [163], depicted in the 

Figure 12. More in detail, we are particularly interested in elaborating the existing approaches which try 

to bridge the gap between objective, technical aspects and subjective, user-related dimensions that are 

influencing the QoE.  
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Figure 12: Evaluating QoE – Model, Measure, Predict 

5.1.1.  Modeling QoE 

Traditionally, ISPs monitor network performance to optimize the resource allocation, 

which overall may improve the coverage, throughput and capacity of their networks. Perhaps a stronger 

motivation behind monitoring the network performance is the abundant feedback information on 

disposal to assess service quality. The data of millions of users is collected for a certain time-period, on a 

daily or weekly basis, from different serving cells, for different services, through counters available on the 

radio network. Detailed statistically analysis on the observed data forms the base for defining KPIs for 

estimating service quality. Researches have been working in the direction of evaluating QoE from traffic 

measurements feeding the QoS parameters into a model which at the end produces a Mean Opinion 

Score (MOS) to quantify a relationship with QoE [164]. Generally, two types of models are used to 

determine the QoE in a network as suggested by [165]: single-ended and dual-ended model, illustrated 

on the Figure 13. 

 

Figure 13: general separation of methods for evaluating QoE 

• Single-ended model. As the name suggests, the Single-ended model requires only one signal 

for the evaluation of the quality, which is impaired signal, i.e. compressed. Due to the use of 

compressed signals, only an objective QoS and QoE evaluation is possible. QoS measurement 

for the Single-ended model is referred to as non-intrusive measurements and the comparison of 

the input and output signals is made by using a reference signal. 

• Dual-ended model. Two signals are used: original signal and degraded signal, and those two 

signals are available uncompressed. For this reason, measurements can be carried out for both 

QoE, as subjective evaluation and QoS as an objective evaluation. QoS measurement is referred 

to as intrusive measurement and it uses tailor-made algorithms to compare the input and output 

signals of signal-based measurements. Majority of the quality evaluation techniques follow the 
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dual-ended model: Perceptual Objective Listening Quality Assessment (POLQA) [166], Perceptual 

Evaluation of Video Quality (PEVQ) [167], E-Model [168], are among the most used techniques. 

More details on those approaches and the difference between objective and subjective 

measurements is provided in the next sub-section.  

The first set of QoE models found in the literature are mainly conceptual [169-172]. For instance, a 

comprehensive modeling is performed by [170] regarding the used parameters, which is divided into 5 

components. It includes 1) The standard QoS parameters, such as delay, jitter, throughput; 2) Subjective 

parameters related to device, network and application; 3) Usability parameters such as easy-of-use; 4) And 

context parameters such as personal, cultural, social, environmental and technological. However, the 

cited models only offer the possibility to classify the set of used parameters, but do not propose methods 

to realistically measure and predict users’ QoE in both laboratory and real-life environment. This means 

that there is no mathematical or statistical method developed which will map the relationship between 

the used parameter for measuring and predicting QoE. More recent models take a step further into 

quantitative mappings between QoE and QoS parameters, see Figure 14. For instance, [173] establishes 

correlation analysis of the aggregated data sets; the model proposed by [174] is based on Bayesian 

Networks (BNs) and the context spaces model [175]. The BNs can automatically handle linear and non-

linear relationships and can handle both discrete and continuous variables; the model by [176] uses 

Random Neural Networks (RNNs) based on the PSQA measurement techniques. More details on the 

cited models are given in the next sub-sections, where the techniques for measuring and predicting QoE 

are presented. 

 

Figure 14: Mapping QoS metrics to QoE 

As described above, the literature on QoE may be seen as rather scattered and diverse: there is a lot 

of inconsistency at the level of parameters and factors that influence users’ experiences [177]. Different 

developed QoE models suggest different approaches and measurement on various parameters. However, 

most of the proposed QoE models in the literature follow a path illustrated in the Figure 13. The 

inconsistency in the proposed QoE models mainly breaks down at defining the evaluated QoE parameters 

and the relationship between them. For instance, a holistic approach linking QoE parameters to other 

related concepts such as QoS, UX and Context parameters, still seems to be lacking [178-180]. The 

relationship between QoE, QoS, UX and Context parameters can rather be complex due to their 

abundance, as suggested by [159] and illustrated in the Figure 14. There can be 1, ,.., n context parameters 

affecting 1, …, m QoE parameters. Further n QoE parameters can affect each other. Thus, selecting 

relevant parameters, defining and finding relationships between these parameters may be challenging. The 

relationships between these parameters are usually non-linear and hard to quantify. This requires extended 

research, firstly to fully understand the shortcomings of the conventional QoE modelling techniques, and 

secondly to model the targeted parameters more efficiently and effectively. The QoE models should move 

away from their conceptual form [159] and transcend to solving the challenges associated with QoE 

measurement and prediction. For example, rather than simply classifying and representing the parameters, 

QoE models should directly be used for QoE measurement and prediction. Also, the context-aware QoE 
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modelling related to the UX is a relatively unexplored area and there is an open field for researching new 

methods and models for QoE evaluation. Among other attributes, these models should be practical, 

shareable and reusable across multiple application domains.  

 
Figure 15: A step-by-step evolution of quality assessment 

5.1.2.  Measuring QoE 

The general separation when discussing about measuring techniques in terms of 

understanding their outcome is divided among “objective”, the rationalistic and product-oriented 

approach, and “subjective”, the user-oriented perceptual approach. Both of those techniques are heavily 

present in the literature [173], [177], [181-184] with their positive and negative aspects. A study by [185] 

maps the linear evolution of the process for assessing the quality, illustrated in the Figure 15. For better 

understanding of the whole concept of evaluating the quality in a given service, a short summary of the 

cited approaches will follow:  

 

Figure 16: MOS legend 

• Subjective tests. Quantitative assessment of the visual and the audio quality inevitably involves 

human observers participating in subjective tests, which elicit quality ratings using one scale or 

another [186]. Quantification of subjective tests results is usually based on the MOS score, legend 

represented in the Figure 16, which indicates the average rating value qualified by a measure of 

deviation, acknowledging the subjectivity and statistical nature of the assessment. Standardization 

bodies such as the ITU-T in its ITU-T P.800 recommendation [187] presents a methodology 

for conducting subjective tests, which also defines a method to measure users’ QoE based on a 

MOS score [187]. There are a number of issues associated with the human visual perception, 

which affect subjective rating outcomes and, thereafter, their reliability and relevance when used 

as ground truth for objective or computational metric designs. Therefore, there are plenty of 

research articles questioning the relevance of the MOS score [182] [188-190]. Another concern 

when conducting subjective tests is the large sample space to get credible results [191], which 

translates into being heavily costly to conduct in terms of time and processing power [182], [184], 

[193]. Moreover, the human tests depend on their subjective and objective abilities, which might 

not be the same across test subjects and therefore the attained results may be incomplete or biased 
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[194]. The main debate around MOS is its outcome, computed in a form of an average of the 

subjective user ratings, which is not applicable for operations such as standard deviation and 

calculating mean score in general as these ratings are categorical in nature. The argument from 

iterating the above cited studies is that the human test subjects are ranking the alternatives on the 

categorical scale where the distance between these alternatives cannot be known [163], [183], 

[188-190], which means that the mathematical operations cannot be considered. 

• Objective tests- To give fairly reliable QoE prediction and in the same time avoid the necessity 

of doing subjective test, researchers were working on objective quality methods. This objective 

quality assessments compute a metric as a function of QoS parameters and external factors. The 

output metric should engage with the subjective test results and serve as the ground truth QoE. 

[184] argued for developing objective methods to estimate QoE for multimedia applications. 

Objective methods such as the ITU-T E-Model [168], PEVQ [167], POLQA [166], may be 

considered for QoE prediction deprived of performing subjective tests, however most of 

objective methods plot the outcome onto the legacy MOS for better integration with the existing 

approaches. One of the most used objective method for measuring QoE of voice applications is 

POLQA, as a successor to Perceptual Evaluation of Speech Quality (PESQ). The later one 

functions in accordance with the specifications laid down in ITU–T Standard P.862 [194], while 

POLQA followed the P.863 [195] ITU-T standard. POLQA compares an original signal x(t) 

with a degraded signal y(t) that results when x(t) has passed through a communications system. 

POLQA computes a series of delays between original input and degraded output, one for each 

time interval for which the delay is significantly different from the previous time interval. Based 

on acknowledged set of delays and their time intervals, POLQA compares the original signal 

with the aligned degraded output of the device under test using a perceptual model. The crucial 

point in this procedure is the transformation of both the original and the degraded signal to an 

internal representation which is analogous to the psychophysical representation of audio signals 

in the human auditory system. This is achieved in several stages: time–frequency mapping, time 

alignment, alignment with a calibrated listening level, compressive loudness scaling, and 

frequency warping. The mentioned internal representation is handled to take account of effects 

such as local gain variations and linear filtering which may still have little perceptual significance. 

Going off the result of this comparison, it is possible to make predictions about the audibility of 

the interferences that have been added by the line under test, and a measure of the speech quality 

can be calculated [166]. As a result, the POLQA value is determined and converted into MOS 

score by following the mathematical model standardized by ITU-T for a broadband (2) and 

narrowband signal (3): 

 

MOSLQO = 0.79 + 0.0036 × MOSP.863 + 0.2117 × MOS2
P-863 – 0.0065 × MOS3

P.863  (2) 

MOSLQO = 0.276 + 0.7203 × MOSP.863 + 0.00756 × MOS2
P-863 – 0.01141 × MOS3

P.863  (3) 

 

5.1.3.  Predicting QoE 

QoE prediction methods can primarily be classified into regression-based, such as linear 

and non-linear methods [178] [184] [191] [196] correlation analysis based methods [161] [173], artificial 

intelligence (AI) and Machine Learning (ML) based methods [176] [197-199]. The research community 

has been focusing on this classification by developing numerous comprehensive objective QoE prediction 

methods for application such as VoIP, IPTV, web browsing and file transfer protocol (FTP) [166-168] 

[178] [184 - 185] [197].  

Some of the cited methods [163] [173] [178] consider statistical approaches for predicting 

the QoE. For instance, regression-based and correlation analysis, which means that few mathematical 

operations are tangled such as computing average, variance and standard deviation of users’ ratings. 

However, the form of the produced outcome varies from method to method, such as plotting the 

prediction with a MOS score, with a finite set of alternatives depicted in the Figure 16. The generated 
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MOS scores, for instance, do not define detailed numerical values, and as mentioned earlier, they are 

difficult to quantify as the distance between the values remains unknown, which may imply incorrect 

mathematical operations [188, 200].  

In recent years, the rise of ML and AI algorithms and applications influence the researchers 

to introduce these methods into predicting users’ QoE [201-204]. The techniques such as RNNs [205], 

hidden Markov models (HMMs) [206], decision trees (DTs) [207], and BNs [208] were effectively 

adopted to predict users’ QoE in both laboratory and real-life environments. The foremost motive for 

the success of the ML and AI based algorithms may be attributed to providing compact mathematical 

models for QoE modelling and prediction. The developed mathematical models are flexible and are less 

disposed to uncertainty regarding user ratings. Further, these methods were validated using sound 

techniques such as cross validation [174]. The comprehensive study by [163] suggest that ML and AI 

based methods may not have to adhere to strict assumptions regarding independence and normality or 

residuals checks. Most notably, these methods can efficiently deal with non-linear relationships between 

several parameters.  

5.2. Defining QoE in IoT Domain 

IoT as a concept introduces a dramatic change in the structure of the existing networks 

and the way they are build. Compared to the conventional applications such as VoIP, IPTV, web 

browsing, FTP, etc., IoT by definition connects a billion new devices to the Internet [21] and therefore 

enables numerous other applications in the domain of smart living, automation and industrial 

manufacturing and logistics [209].  The fourth industrial revolution is predicted a-priori and manifested 

as Industry 4.0. Smart Factories, Industrial Internet of Things (IIoT), and CPS are main enabling 

components of Industry 4.0 that have tremendous effect on industrial application scenarios and 

automation [210]. Originally, conventional telecom networks could not cope with the industry-specific 

requirements for reliable, predictable and efficient communication. The score of the current Industrial 

networks is mainly based on different deterministic bus technologies to satisfy strict requirements of hard 

real-time automation systems [211]. However, recent advancements in communication technologies and 

wireless solutions enable possible interconnection of numerous IIoT and creating a CPS. 

From the industrial and telecom perspective, quality evaluation is a indispensable business goal for 

harmonizing the user’s experience and the delivered promised quality agreed through the Service Level 

Agreements (SLA). The research advances in measuring Quality of Experience leverage the ISPs in 

understanding the aberrant behavior of the communication link by simulating the user’s perspective 

through subjective and objective tests, as discussed in the Section 5.1.2. However, evaluating QoE in IIoT 

applications deviates from the conventional paradigm as the ISPs now have considerably broader context 

to contemplate on. IIoT brings bulky use-cases from various domains among which are health care, smart 

building, connected vehicles, smart grid, etc., with each requiring quality prioritization of different KPIs. 

Moreover, measuring the social aspect of the user’s interaction with the devices is typically not enough. 

The conventional multimedia models need to be extended to grasp the context-awareness of the IoT 

devices, as illustrated on the Figure 17, such as understanding the varying QoE requirements that a 

particular IoT device might have in different type of service. Also, the context-awareness refers to the 

interaction of the IoT devices with the environment, communication between the devices, and even the 

devices themselves by analyzing the quality the collected data through intelligent processing.   
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Figure 17: Extending the concept of evaluating QoE 

5.3. Present QoE Models for IoT Applications 

With the development of future Internet technologies, described in the Section 4, there 

are several studies discussing the possibilities of measuring QoE in the emerging use cases. Specifically, in 

the IoT domain, since as a concept it is envisioned to disturb the network infrastructure in a massive way, 

following the prediction of 50 billion connected devices by 2020. [21] Part of these devices are going to 

be offered as a complete service by the ISPs, and therefore certain quality of those applications must be 

assured and delivered [212]. 

The author of [157] argues the importance of QoE in the future networks, with an emphasis on the new 

technologies that will impacts the user’s experience. The heterogeneous network is one of those enabling 

technologies that utilizes D2D communication, SDR, and interworking among different wireless 

protocols, as the vision move towards a “device centric” architecture. The study also proposes a QoE 

evaluation model with the use of Neural Networks (NN) to predict the MOS score from data generated 

by real users. However, the model is limited to QoS parameters and does not consider the context-

awareness of the IoT devices. In [213], the authors evaluated the perceived quality in actuators connected 

to the IoT. They developed a test-bed which involves an electro-mechanical arm controlled over an 

unreliable link by direct current motors along with remote control that enables movement in several 

degrees of freedom. The use-case required users to direct a fixed laser attached to the fixed arm’s grabber 

towards a set of targets located on the vertical plane at fixed distance from the arm. The investigated 

parameters during the tests were the packet loss, the one-way delay, and the number of degrees of 

freedom. The authors defined a QoE estimation model in function of the mentioned parameters and the 

subjective quality evaluation results from the test-bed. In [214], the authors established Cognitive Internet 

of Things (CIoT) as a new network paradigm where physical and virtual things or objects are 

interconnected and perform as agents, with or without human intervention. The authors discussed the 

design of proper performance evaluation metrics and the research challenges and open issues facing the 

QoE assessment methods in the domain of IoT. The CIoT framework in [214] includes a service 

evaluation layer to assess the services, based on a cognition process which works with gathered objective. 

This layer has to measure three different qualities: 1) Quality of Data (QoD), which aims to evaluate the 

quality of sensed data, the process of data acquiring and the possible data distribution at the sensing stage; 

2) Quality of Information (QoI), which concerns the information in meeting a specific user needs at a 

specific time, place, physical location, and social setting, climbing the protocol stack through the 

applications layer to a postulated user layer; and 3) Quality of Experience (QoE), which is evaluated from 

measurements gathered at four layers of the framework: access, communication, computation, and 

application. As a follow up to this layered QoE model, [215] extends the paradigm with the introduction 

of physical and metaphysical parameters. The physical metrics express the massive amount of quality 
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metrics gathered from the four proposed IoT architecture layers: device, network, computation and user 

interface. Gathered data part of the physical metrics include sensing quality, network QoS, and 

computation quality. The authors claim that the conventional QoE models are becoming too complex 

due to the massive quality metrics. Thus, the metaphysical metrics are introduced, which summarize the 

quality metrics that users of applications mandate. Finally, [216] proposes a crafted layered-QoE model 

for multimedia applications. The validation of the model is performed with gathered data from a IoT 

vehicle application, which in multimedia way and in real-time shows the state and the position of the 

vehicles used for driving lessons, as well as a video of the roads travelled by these vehicles. Part of the 

layered QoE model is the Combination layer which virtualizes and evaluates the quality of the gathered 

data in the cloud, acquired from the physically deployed objects and sensors. The authors are plotting the 

QoE in a form of a MOS score, shaped from the subjective tests as real humans are testing and rating the 

application. 

5.4. Research Challenges for Evaluating QoE in IoT Domain 

Key challenges on QoE definition and modelling in the IoT domain are summarized below.  

• As mentioned before, with the viable development of Industry 4.0 and IoT, a big shift is 

envisioned in terms of how ISPs perceive the product which they offer on the market. 

Traditionally, ISPs solely claimed responsibility for the quality and the performance of their 

network and did not really contend with the issues regarding the device at the user’s side. For 

instance, conventional QoE models are not covering a performance evaluation on the mobile 

phone’s hardware and software when assessing a VoIP application, such as microphone, speaker, 

battery, CPU and memory load, etc. These matters may coalesce in the future, especially with 

autonomous driving and e-health services, where the scope of the quality assurance is spatially 

extended. Therefore, impetus ISPs to change their business model from selling a product into 

delivering a whole service.  

• Due to the abundancy of IoT applications, performing subjective experiments for each use-case 

may become expensive and time consuming, as discussed in the Section 5.1. Moreover, compared 

to traditional multimedia applications complexity of subjective experiment for IoT increases due 

to the amount of metrics and complicated industrial environment. 

• As the IoT is finding its way into the industry coupled with the necessity to extend the scope of 

the conventional QoE models, a new concept of plotting the QoE outcome may emerge in a 

form of Industrial KPIs. For instance, the SLAs might map the outcome of QoE in a form of 

metrics such as productivity, efficiency, reliability and security.  

• Having signed SLA which plots the QoE in a form of the aforementioned Industrial KPIs, 

contemplates the paradigm proposed by [214] which measures three different qualities in a form 

of QoE, QoI and QoD. Alimenting these methods together may open the opportunity for root 

cause analysis. This means that if the Industrial KPIs from the signed SLA are not fulfilled, a root 

cause analysis may be triggered to locate the problem with the, for instance, efficiency or 

productivity of the offered service. 
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6. Discussion and Conclusion 
The explosion of interactive devices with communicating abilities is conveying the idea of massive 

digitalization under the name of IoT, where the sensing and actuation functions blend perfectly with the 
emerging technologies capable of delivering access of rich new information sources. With IoT gaining 
significant attention from both the industry and the academia, the rise and expansion of the digital era 
will depend on the creativity of the designers in developing new applications. Connecting real objects is 
an ideal concept to influence the IoT domain by providing new evolving data and the required 
computational resources for creating revolutionary services and applications. 

In view of this, this study report takes thorough approach in describing various emerging access 
technologies applied in the area of pervasive computing, capable of connecting the things among 
themselves and the network. In depth investigation is performed on developing access network protocols 
such as NarrowBand-IoT and LoRa, with their requirements, technical features, and architectural 

specification. The main contribution of this study is centered around evaluating the potential of the 
protocols, understanding the limitations, and proposing suggestions on their future development and 
usage. Besides, this study covers the future Internet technologies, envisioned to change the way current 
Internet operates. Six cutting edge technologies are presented, with a scope to describe their capabilities 
and integration with the existing infrastructure, and present their challenges for possible further research 
directions. 

A general conclusion from this study report emanates profound change in the way users, or the 
consumers, perceive and interact with the emerging services, applications and technologies. For instance, 
digitalizing critical and life-threating services advocates massive changes in the way service providers 
guarantee and deliver service quality. Final highlights are given on the way quality is estimated and assured 
in today’s services and applications, with remarks how the upcoming IoT expansion is going to disturb 
this process. 

IoT brings bulky use-cases from various domains among which are eHealth, smart buildings, 
autonomous vehicles, smart grid, etc., each requiring quality prioritization of different KPIs. Performing 
a remote surgery require high quality demand of the whole service, but especially necessitate high 
throughput and low latency on the communication link. While autonomous vehicles might not require 
the highest level of wireless communication quality, and the critical part of this application lies in the 
sensing part and fast processing. Several of such industrial services are engaging closely to the human life-
style and privacy, to an extent that a life-threating situation might occur if the delivered quality is not on 
the desired level. Suddenly, the evaluation of the quality in such services becomes so complex that the 
conventional parameters for measuring quality are not sufficient in assuring the requested quality levels. 
For instance, measuring the cognitive aspect of the user’s interaction with the devices is typically not 
enough [190]. The legacy multimedia models need to be extended, with a scope to grasp the context-
awareness of the IoT devices, including their interaction with the environment and the communication 
between the devices themselves.   

Considering the technology trends, combined with the identified research gaps and challenges in each of 

the described technologies in the Sections 3, 4 and 5, it is clear that IoT needs to adapt and interwork in 
different contexts. IoT as a concept may have the need of SDN, Edge Computing, D2D, or SDR, but 
at the end it is important to ensure sufficient quality level which are satisfactory for the users, regardless 
of the critical nature of the offered service. Due to that, when one takes the perspective of QoE in IoT, 
it is inevitable to include and consider all technologies which enable IoT to operate right. One may 
conclude that QoE acts as an umbrella that evaluates the most prominent cross-access network and future 
Internet technologies, leveraging IoT in a possible joint conjunction. Therefore, the research gaps and 
challenges from the Section 5.4, regarding QoE, are taken as the most important outcome from this 
research study, identified to have the largest impact on the future development and shape of IoT 
application and services. 
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