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Abstract

Context. In order to sustain in the Telecom market, it is essential
that the service providers provide their services to the customers with
the best quality. If such services are inter-linked, where each of the
service depends on the preceding service, it represents a service chain.
If the client is the important component in the service chain, it refers
to a Client-Coordinated service chain. The performance of the service
chains needs to be evaluated to determine the quality of the service
provided by the service providers to their customers. It is also essen-
tial to detect the components that are responsible for the degradation
of the performance, so that the service providers can improve such
components.
Objectives. In this study, we evaluate the performance of the Client-
coordinated service chain in real time, considering the Score service
chain as the use case for the Client-coordinated service chain. The
request-response time for the services in the service chain are con-
sidered as the parameters to evaluate the performance of the service
chain.
Method. In order to evaluate the performance of the Client-coordinated
service chain, the experimental approach is adopted. For this purpose,
an experimental test bed is setup.
Results. The request-response times for all the services in the service
chain for 1-hour duration are tabulated. The performance of the ser-
vice chain is evaluated based on these results. The components that
are responsible for the degradation of the performance of the service
chain are also identified, based on the obtained request-response time
values.

Keywords: Client-coordinated Service chain, Performance, Request-
response time, Score service
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Chapter 1
Introduction

With the increasing growth in the telecommunication technologies and markets,
the variety of services and providers available to the consumers are increasing.
The competition between the service providers has brought advanced services to
the customers at lower prices. Now, the customer satisfaction is considered as
a key factor for any company [1]. But, to improve the customer satisfaction,
Quality of Service (QoS) needs to be improved [1].

Web services are responsible to publish the functionalities of the applications
to the rest of the world. They can also handle the communication between appli-
cations of different languages. For example, PHP applications can communicate
with Java, Python, or .NET applications through web services. They are a form
of distributed computing where the resources are located at different network lo-
cations and interact remotely. There are mainly two types of web services namely
SOAP web services and RESTful web services[2]. The SOAP (Simple Object Ac-
cess Protocol) is a XML-based protocol [2]. The requests to the server and the
responses from the server are in the form of XML messages. The REST [3], on
the other hand, represents an architectural style of the web service. Whenever a
search for a URI is made, a request for the resource is sent to the server. As a
response, the representation of the request is obtained. Whenever a new URI is
searched, the application transfers its state with the new representation. Hence,
this architecture is named as Representational State Transfer (REST). The web
services following this architecture are called as the Restful web services [3]. The
RESTful web services, in contrast to the SOAP web services, support the data
transfer in different formats such as HTML, XML, JSON, etc. The SOAP web
services consume more bandwidth and are slow compared to that of the RESTful
web services [2].

Service chains refer to the structure of the a service and consists of a set of
linked services. The service chains describe the services in the chain and their
functionalities. They represent a structure for the flow of data according the
requirements of the user. According to [4], the service chains are classified as
Client-coordinated service chaining, Static chaining using Aggregate services and
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Chapter 1. Introduction 2

workflow managed chaining. The nature of these service chains will be discussed
briefly in the section 3.2.1 of the document (Web Service chains). The Score
service chain, provided by Telenor is considered as a use case for the client-
coordinated service chaining and the research is carried out on it. In the client-
coordinated service chaining, the client is the important component of the service
chain. The client can directly interact with the services in the service chain. The
intermediate results from the services can also be handled by the client [4]. The
Score service is responsible to provide the user with the details of the customer
and the services provided to the customer such as new subscription, new extra-
sim, add hardware, change hardware, etc

In today’s Web service environment, QoS has been playing an increasingly
important role [5]. For monitoring the quality of the web services provided by
the service providers, it is essential to monitor the performance of the web service
chains. In this thesis work, a method is proposed for the performance evaluation
of Client-coordinated service chains considering the Score service chain as the use
case. The Score service chain provides the user with its services, whenever the
user requests for the required information.

The Score service is accessed by the users through Remote Virtual Desktop
(RVD). RVD provides its users with a virtual desktop and they can access all the
applications in the server through this desktop. So, the users will only require
a device for the display purpose such as a physical PC, smartphone, etc. and a
network connection. The computation role is undertaken by the remote server.
Whenever a user provides the inputs, such as keystrokes or the mouse clicks, they
are transmitted to the server and are processed in the server. The screen updates
are sent back to the client, which are displayed to the user [6]. The use of such
a technology provides flexibility to the users and ensures high security [7]. Citrix
Inc. is considered as a leading enterprise in the field of desktop virtualization [7].
Telenor provides the RVD service to the users through Citrix Inc. The services in
the Score service chain are accessed through the Remote Virtual Desktop provided
by Citrix. So, the RVD provided by Citrix is considered as an important part of
the Score service chain. The entire thesis work is carried out at Telenor Sverige
AB, Karlskrona in the Score test environment provided by the company.

1.1 Motivation
The main reason to carry out this thesis work is to deal with the problems faced by
the user with the quality of the web services. The study also includes the detection
of the components that are responsible for the degraded quality in service. It is
important for the service providers to detect such problems. So that the service
providers can provide their services to the customers much efficiently. The main
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motive to choose this topic is, the performance of the web services has a great
impact on the experience of the user. For this purpose, the performance of the
web services is to be evaluated. So, the research work focuses on the performance
evaluation of the chain of web services considering the request-response times as
the parameter for the performance. Based on this evaluation, the components
that are contributing to the degradation of the quality are identified.

1.2 Aim and Objectives
The aim of this thesis is to measure the request-response times for the services
in the Score service chain and detect the components that are responsible for the
delay in the request-response times.

The objectives of the Thesis include the following:

• Performing a study on the components involved in the Score Service chain.

• Performing a study on the behavior and functionalities of the Remote Vir-
tual Desktops for better understanding of the service chain.

• Performing several tests to obtain the request-response times for various
services present in the Score service chain.

• Performing a study to detect the components causing the delay in the Score
service chain, based on the results of the tests performed.

• Analyzing the components and displaying the delays observed in response
times on a graphical notation.

1.3 Research Questions
The following research questions are considered:

• RQ 1) What can be the suitable technology, that can be implemented to
measure the request-response times for services in a Client-coordinated ser-
vice chain?

• RQ 2a) What can be the components in a Client-coordinated service chain?

• RQ 2b) Can we identify the components that are responsible for the delay
through the obtained request-response times?
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1.4 Scope of Thesis
The main focus of the Thesis work is to obtain the request-response times for
different services in the Score service chain. The performance of the service chain
is evaluated based on the obtained request-response time values. The compo-
nents involved in the service chain are identified. Based on the request-response
time values, the components that can be responsible for the degradation of the
performance of the service chain are identified. The research work does not pro-
vide any information regarding why the specific components are degrading the
performance of the service chain. It also does not deal with how to improve the
components that are causing the performance degradation.

An experiment test bed is setup to perform the experiments. These exper-
iments are conducted to obtain the request-response times for the services in
the service chain. Based on these results, the performance of the service chain is
evaluated and the components causing the performance degradation are obtained.

1.5 Research Methodology
The Score service chain is considered as a case study for the Client-Coordinated
service chain and the research is carried out on it. The research methodology
followed in the thesis work is given as follows:

Research Question - 1 will be answered by performing a study about the
methodologies that can be adopted to measure the request-response times in a
Client-coordinated service chain and analyzing them to choose a suitable method-
ology. Section 4.1 provides a clear description of the analysis involved in choosing
a suitable methodology for the research work. Once a suitable methodology is
chosen, tests are performed to obtain the request-response times for the Score
service chain.

Research Question - 2 will be answered by identifying the components in the
Score service chain through proper analysis of the service chain and arranging
regular meetings with the employees at Telenor. Based on the results of the tests
executed on the service chain, analysis is done to detect the components that are
responsible for the delay in request-response times.

The following stages of the Thesis work gives an overview of the process in-
volved in carrying out the work.

• Literature Review and Study:
At this stage, a literature study of papers and journals of previous work
regarding the topic is done. The properties of the service chains and tools
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to evaluate performance of the service chains is studied. A study on the
components involved in the Score service chain is done during this stage
through meetings with the employees at Telenor. A blueprint depicting
the components involved in the Score service chain is obtained during this
stage.

• Performing Tests:

This is the testing stage of the project where tests are performed to obtain
the request-response times for the different services provided by the Score
service chain. A suitable tool is used at this stage to conduct these tests.

• Analysis:

At this stage, an analysis is performed based on the results obtained in the
testing stage of the Thesis. The response times obtained in the testing stage
are analyzed and the study of the services resulting in the degradation of
performance of the Service chain are obtained. The components resulting
in the degradation of performance of the Service chain are identified based
on the analysis of the results.

• Result:

Based on the tests performed and the analysis of the outcomes from the
tests, a general conclusion will be drawn about the performance of the
Score service chain.

• Documentation:

The way in which the thesis work is carried out, i.e., the literature review
and study, performance of the tests and their analysis and results are doc-
umented for the thesis draft.

1.6 Expected Outcomes
The following are the expected outcomes from the Thesis work:

• Through the meetings with the employees at Telenor and with Dr.Patrik
Arlos at BTH, the challenges and difficulties in the Thesis work are identi-
fied.

• From the testing stage, the request-response times for the services provided
by the Score Service chain are obtained.

• From the analysis of the tests performed, the services that are responsible
for the performance degradation of the Service chain and the components
causing the delay in the response times for the services are identified.



Chapter 2
Related Work

This section of the document deals with the previous related work that is carried
out in this research area.

The research paper [8] deals with the performance evaluation of web services
considering response times, reliability and throughput as the parameters for QoS.
A weight value is set for each QoS parameter. Based on these weight values and
calculating the average values of the QoS parameters, the overall QoS of the web
services is evaluated. The ageing factor is also included in the calculation of the
overall QoS of the web services. As a result, the variation of the QoS of the
web service can be monitored in real-time. Two web services, providing the same
functionality are considered in the research work. The throughput is obtained by
performing 50 concurrent invocations.

The research paper [9] deals with a server-side approach to estimate the web
page response time. The approach makes use of the server access logs. Then
comparison is made between the obtained results with the Client-side response
time. The results denote the variation in the value between the measured response
times and the user observed response times. But it is essential to obtain a precise
value of the Client-side response time, so that the company can ensure a good
quality of service.

The authors in research paper [10] have made a detailed study on investigation
of the QoS of the real-world web services. The researchers have considered about
21,358 web services. The research work was carried out with more than 30 million
real-world web services invocations. Three large scale evaluations are conducted
on the web services in this research work. The evaluation of the services was
based on the Failure probability, Response time and Throughput; and Time-
Aware performance.

Research Paper [11] deals with the response time percentiles for the web ser-
vices. In [11], research work is carried out to predict the response time percentiles
using a fully automated and data driven approach called as Prospective. Prospec-
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tive stands for Predicting Response time percentiles using collaborative filtering.
The Prospective is provided with the estimated load for the transaction and the
type of transaction on the web service. The Prospective utilizes the historical
data to provide the response time percentile. The load and the transaction type
combination are obtained from the historical data.

The research papers considered so far have concentrated on the measurement
of the QoS for web services. None of the papers considered so far deals with the
QoS for the Client-coordinated service chains. The papers have not concentrated
on the suitable technique that can be implemented to evaluate the performance
of the Client-coordinated service chain. The research work carried out in this
thesis addresses this issue. Due to the importance of the response times for the
web services in [8], [9], [10] and [11], the research work is carried out to evaluate
the performance of the web service chains, considering the response times as the
key factor.



Chapter 3
Background

This section of the document provides a clear understanding of some of the basic
concepts and the tool used in carrying out the thesis work. Concepts that are
covered in this section include the following:

• Request-Response time for Web Services

• Web Service chains and Score Service chain

• GUI Automation

The tool used in carrying out the tests to measure the performance of the
Service chain is Sikuli, which is a GUI Automation tool.

3.1 Request-Response time for Web Services
The request-response time is the waiting time for the user accessing the service
from the time of sending the request to the service to the time the request is
fulfilled by the service. The request-response time is considered as one of the
important performance metric for the quality of the service provided to the user.

The services which are offered by any service provider are required to maintain
a certain level of the Quality of Service (QoS), according to the Service Level
Agreement (SLA) between the consumer of the service and the provider of the
service [11]. If the service provider fails to maintain the quality of the service,
according the Service Level Agreement, it leads to a huge penalty to the service
provider and loss of reputation. As the request-response time for the service is
considered as a crucial parameter to maintain the desired quality of the service,
it is essential that the service providers must have accurate view on the request-
response times of the services provided by them. For this purpose, it is essential
that the services must undergo several tests to precisely predict the request-
response times of the services provided by them.

8
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Some of the significant factors that affect the request-response time for the
Web services are the workload on the server and the waiting time for the request
to be served by the server. Depending on the workload on the server, there occurs
a variation in the waiting times for the request to be served by the server. In such
cases, the request-response time for the request is the sum of the waiting time in
the queue and the service time of the server to serve the request. There is a need
for the service providers to analyze the waiting times for the requests to obtain a
precise value of the expected request-response times.

3.2 Web Service chains and Score Service chain
Web Service chains are the chain of the services provided by the service providers.

The Score service chain is the service chain of Telenor, which is considered as
the use case for the Web Service chains.

3.2.1 Web Service chains

Service chains are responsible for providing a service to the user through the chain
of several other services. Hence, service chain is considered as the super-set of
services in that service chain. The quality of the service offered by the Service
chain depends on the quality of the services present in that service chain. There
are three types of Service chains [4]. They are:

1 Client-coordinated service chaining:

Client-coordinated service chaining is the simplest form of service chaining.
In this type of service chaining, the client defines the individual services
and decides the order of execution of individual services in the service chain
[12]. This type of service chaining is completely transparent to the client.
The client has a knowledge on the inputs needed for the services and the
outputs from the services in the service chain. This service chaining is again
of two types:

(a) In the first type, the client requests the necessary services in a chain
directly and handles all the intermediate results returned from the
services. The figure 1 denotes this type of service chaining. From the
figure, the client, initially sends a request (1) to service-1 in the service
chain. As a result, the client obtains the response (2) from the service.
This response (2) is used by the client to send another request (3) to
the service-2. The response (4) is again obtained by the client and the
process continues upto service-4. The client is completely aware of the
responses and errors from the individual services in the service chain
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[13]. The Score service chain belongs to this category, where the user
obtains the intermediate results from the services in the service chain.

Figure 1 : Type-1 Client-coordinated Service chain

(b) In the second type, the client may not send the request directly to
all the individual services in the service chain. The client may embed
the request to a service in the input to the service preceding it. This
method simplifies some of the coordination responsibilities of the client.
The figure 2 describes this type of service chaining. From the figure,
the client initially performs a request (1) to the service-1. As a result,
the response (2) is obtained by the client. Based on the response (2)
from the service-1, the client embeds the request to service-3, in input
to the service-4. The responses from the services are depicted in the
figure. This type of service chaining also introduces some complexities
in the chaining such as error reporting. If a service in the service chain
raises an exception, then the exception would propagate through the
service chain to the client [12]. The client may not be aware of the
service that raised the exception. In order to prevent this, there is
a need to embed the cause of every exception in the response to the
client.

Figure 2 : Type-2 Client-coordinated Service chain

2 Static chaining using aggregate services:
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In this type of chaining, the client does not interact directly with the services
in the service chain. The services appear as a single aggregate service to
the client. The service chaining is completely opaque to the client. This
aggregate service bundle all the predefined (static) chains of services and
controls the individual services of the chain. Whenever client requires a
service, it sends a request to the aggregate services which in turn requests
the individual services as per client’s requirements [12].

Thus, the service chaining is not transparent to the client. The drawback
of this method is loss of flexibility and control over individual services in
the chain [12].

Figure 3 : Static Service chaining

The figure 3 denotes an example of this type of service chaining. Whenever
a user sends a request to the aggregate service, the aggregate service sends
a request to the concerned service chain. From the figure, the aggregate
service sends a request to service-1, which inturn sends the request to the
service following it. The response from the service chain is obtained by the
aggregate service through service-1. The aggregate service, then sends the
obtained response to the user. So, the user is not aware of the services
involved in the service chain. The aggregate service can handle a bundle of
service chains.

3 Workflow-managed service chaining with mediating services:

This service chaining is a hybrid of Client-coordinated service chaining and
Static chaining using aggregate services. Mediating services act as gateways
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for the other services and provides coordination between them. It combines
the simplicity of aggregate services and flexibility of Client-coordinated ser-
vice chaining. The client may execute a chain by himself or he may just
give the mediating services, a chain of services to be executed. In the latter
case, the mediating services handle the individual services, execute the com-
plete chain of services, integrate them and return the final response to the
client. The mediating services use the client’s pre-specified preferences so
that they can appropriately deliver the services as per the client’s require-
ments. Thus, the mediating services minimize the complexity of service
chaining while providing the services as per client’s preferences [4].

Though the mediating service chains simplify the process of service chaining,
they are very complex to design.

3.2.2 Score Service chain

Score Service chain is a Client-coordinated web service chain that provides the
user of the Service chain with the details of the customer. The Score service chain
is the super-set of four web services provided by Telenor.

They are:

• Get to the Login page of the Score service:

This service enables the user of the Score service to render the Login page
to the Score service, whenever the user requests for it. In the login page,
the user is allowed to provide the credentials to login to the Score service.

• Get to the Main page of the Score Service:

This service performs the validation of the credentials provided in the Login
page. It allows the authorized users to successfully login to the Score service
and renders the main page for such users.

• Get to the Data page of the Score service:

This service of the Score service chain provides the user with the search
functionality. The users have the privilege to provide their Personal Num-
ber (Identification Number) in the Main page of the Score service. Upon
providing this information in the Main page of the Score service, the Score
service chain redirects the user to the Data page, where the information of
the customer is obtained. This service ensures that the users are redirected
successfully to their Data page.

• Get to login page after logging out of the Score service:

This service ensures that the user is successfully logged out from the Score
service, whenever the user requests for it. Upon successful logout from the



Chapter 3. Background 13

Score service, the user is redirected to the Login page of the Score service.
Hence, the service ensures that the user is redirected successfully to the
login page, upon request for the logout from the service.

The Score service chain is accessed by the user through a Remote Virtual
Desktop. The performance of the Score Service chain depends on the performance
of the four web services. Figure 4 depicts the services provided by the Score service
chain. The flow of data to the service chain and from the service chain to the
user is also represented clearly in the figure 4.

Figure 4 : Services in Score service chain

The numbers 1 to 8 indicate the flow of the data from the user to the services
in the service chain.

3.3 GUI Automation
With the increasing complexity of the software, testing the software has become
much more essential. These software applications, once developed need to be
maintained properly and must undergo continuous testing with the frequent mod-
ifications made to the software. But, the process of performing these tests man-
ually has become much difficult, time consuming, monotonous and tedious task.
The testing must also be carried out in a real-time environment to detect the
problems with the software in the real-time. For this purpose, there is a need to
automate the GUI, to carry out the process of testing in a simplified manner.

There are many tools available that provide the functionality of GUI automa-
tion. Some of them are Sikuli Script, Selenium, Ascential Test, Autoit, etc. [13].
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In the process of the GUI automation, automated tests are performed on the GUI
of the system to test the software. GUI Automation is the process of controlling
the mouse or keyboard actions or both, for the automation. In general, there are
two significant stages involved in the GUI automation, they are [14]:

• Test Case generation:

To design a set of test cases, the designer of the test tries to cover the com-
plete functionality of the system. One of the significant problem during the
test case generation is the sequencing. In most of the cases, the functional-
ity of the system can be implemented only through a set of sequential GUI
events. Any malfunction or disruption in the sequence of GUI events results
in the failure of the system functionality. For example, to move files from
one folder to another folder, a set of sequential GUI events involving the
“copy” function and the “paste” function are implemented and any disrup-
tion in the sequence leads to the failure of the function. The automation
must also be able to communicate perfectly with the new windows that
open during the process and transfer the control of operations onto them,
where ever required [14].

At times, there may be changes that appear on the GUI, though the under-
lying application does not change significantly. For example, while running
the tests, at any point, there may be change in the appearance of the but-
tons or text on the web pages, if they are not loaded properly. In such
cases, the test designed to follow a predefined sequence of events fails. As
a result, there is a need for the test designer to generate the test cases that
provides responses to the failure of the sequence as the user does.

• Running the test cases:

The technique used for the GUI automation process is the “capture and
playback” method. In this method, the entire events or inputs that are to
be performed by the user are captured in a suitable format such as a script
or a video. These events and inputs that are captured are subjected to a
replay during testing of the GUI. Due to this, the inputs and the events
captured are automated.

The technologies that can be used to measure the request-response times other
than the GUI automation are analyzed in section 4.1 of the document.

3.3.1 Sikuli:

Sikuli Script was an open-source project at the User Interface Group at Mas-
sachusetts Institute of Technology (MIT). Presently, the package is being main-
tained and subjected to further development by Raimund Hocke along with the
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Open-source community [15]. The project is supported by the National Science
Foundation under award number IIS-0447800 and by Quanta Computer as a part
of the TParty project [15].

Sikuli is used to automate anything that is visible on the screen. The tool
makes use of the screenshots of the images for automation [16]. The control of
the keyboard and the mouse actions are undertaken by the tool. Sikuli provides
a scripting API to automate the interactions between the GUI elements, by di-
recting mouse and keyboard actions [16]. The scripting language used is Jython.
The syntax used for scripting through Jython is similar to that of Python. How-
ever, the tool can be used to carry out simple functions without much knowledge
in Python coding. Hence, it is a very user-friendly tool to be used to perform
the automation process. But, to carry out more powerful operations and design
complex test scripts, there is a need to have deep knowledge in Python Language.



Chapter 4
Methodology

This section of the document briefly describes the research methodology adopted
in carrying out the thesis work, setup used to perform the tests on the service
chain and the working of the setup to evaluate the performance of the service
chain.

4.1 Research Methodology
Research method is the systematic approach involved in carrying out the research
work. It also involves a set of practices, procedures and rules which are used in the
research. The research method adopted to carry out the research work depends
upon the nature of the research questions. In general, there are two approaches
to research [17]. They are:

• Quantitative approach

• Qualitative approach

The Quantitative approach involves the generation of data in the quantitative
form, which can be subjected to quantitative analysis in a rigid fashion. This
approach to the research can be further sub-divided as follows.

• Inferential approach

• Experimental approach

• Simulation approach

The Qualitative approach to research deals with the subjective assessment of
the opinions, attitudes and behavior. The research carried out with this approach
depends upon the subjective assessments [17]. The research carried out with this
approach generally involves techniques such as group interviews.

The research methodology adopted to carry out the thesis involves both Quan-
titative and Qualitative approach.

16
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The Research Question-1 is answered by identifying a suitable technology that
can be implemented to measure the request-response time for a Client-coordinated
service chain. The methodologies that can be adopted to measure the request-
response times include both qualitative and quantitative approaches. In the qual-
itative approach, the subjective assessments of opinion and behavior are consid-
ered [17]. So, the experience of the user with the service chain can be considered
as the key factor in this approach. But, measuring the request-response times
during the run-time will help in reconfiguring the system and maintaining the
performance [18]. Hence, Quantitative approach would be a suitable methodol-
ogy, that can be adopted to measure the request-response times. In the inferential
approach, a database is formed through methods such as survey and based on this
database, relationships are established. In the Simulation approach, an artificial
environment is created from which the related information is obtained [17]. The
database formed in the inferential approach may become invalid over a period
with the change in the request-response times for the service [18]. The service
providers must ensure that the request-response times are accurate [11], hence the
simulation method cannot be considered as a suitable approach. In the experi-
mental approach, the required variables are manipulated to observe the behavior
of the experimental variable [17]. It is considered as the suitable approach as it
provides the variation of request-response times in a service chain with time and
can be deployed during the run-time. The request-response time is considered as
the experiment variable, in this approach.

The request-response times can be measured by technique such as sending curl
requests to the server and observing the response times. The network analyzer
tools such as Wireshark can also be used to obtained the request-response time
values. But, in the Client-coordinated service chain, the user of the service is also
considered as a component of the service chain. So, it is essential to verify that
the page that is rendered for the user is exactly what the user requires. For this
purpose, GUI needs to be tested to ensure that the required page is rendered.
But, to implement this in the run time, it is necessary to automate the testing of
the GUI. So, the GUI automation is considered as the ideal technique to measure
the request-response times. As Sikuli is one of the most popular open source GUI
automation tool [16] and is used by thousands of professional developers [16], it
is considered as the best option for the GUI automation. Apart from this, the
simplicity with the tool [16] and the familiarity with python programming makes
it an ideal technology to be used.

The Research Question 2(a) is answered by identifying the components in
the Score service chain. Careful analysis of the Score service chain is performed
and meetings are conducted with the employees at Telenor, working with the
Score service chain. Information is also obtained from the Score service team to
detect the important components in the service chain. Apart from this, certain
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observations are made from the browser while accessing the services, to detect
some of the components in the service chain.

The research Question 2(b) is answered by relating the obtained request-
response time values with the components in the service chain. The request-
response times for the services in the service chain are obtained through the
experimental procedure described in section 4.3 of the document. The services
contributing to the delay of the service chain are identified based on the request-
response time values. Then it is an indication that the corresponding components
involved in providing the services are responsible for the delay.

4.2 Test Setup
This section of the document deals with the test setup. In real time, the tests
are to be performed simultaneously on multiple platforms situated at different
locations, as the users of the service chain are located at different locations. The
test script is designed and is installed on all the platforms. Since the platforms
are located at different locations, it is important for the user to control the test
scripts on all the platforms. For this purpose, the Platform Controller is used.
The Platform Controller allows the user to start or stop the execution of the test
script on all or selected platforms. The results of the tests are stored in the Influx
and MySQL databases in the server. The user can monitor the state of all the
platforms through a Dashboard.

The important components involved in the test setup are:

• Platform Controller

• Sikuli Scripts

• Dashboard

• Server

1 Platform Controller:

The platforms on which the test scripts are executed are registered in the
Platform Controller. The Platform Controller is used to control these plat-
forms through the Platform Controller Script (PLC). The Platform Con-
troller controls the launching of the tests on the platforms.

2 Sikuli Scripts:

The Sikuli scripts are the test scripts that are run on the platforms whenever
the Platform Controller invokes them to run. These scripts measure the
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request-response times for all the services in the Score service chain and
reports the results to the server.

3 Dashboard:

The dashboard is used to monitor the status of the service chain on each
individual platform. This status is evaluated based on the threshold values
setup in section 4.3 of the document, for each individual service in the
service chain.

4 Server:

The server provides with the Influx and MySQL databases. The time values
obtained during the testing process are pushed to the Influx database of the
server. The status of the service chain is pushed to the MySQL database of
the server. The data in the Influx and the MySQL databases are retrieved,
whenever a user visits the Dashboard. The server also provides another
MySQL database to register the new platforms on the server.

4.3 Experiment Procedure
The platforms on which the request- response times are to be measured are reg-
istered on the Platform Controller. The Platform Controller, then allocates a
unique key id for each platform, with which the platform can connect to the Plat-
form Controller. The platforms run a Platform Controller Script(PLC), which is
responsible for the execution of the tests on the platform. As long as the plat-
forms run the PLC, the PLC checks if there is any test (job) to be executed on
the platform through a HTTP request. If there is no test to be executed, the PLC
terminates the connection with the Platform Controller and sleeps for 30 seconds.
If there is any test to be executed on the platform, the test is executed on the
platform and the PLC reports the result to the Platform Controller. While a test
is running on the platform, if a new test is assigned to the Platform Controller,
it is sent to a queue.

The tests that are performed by the platforms are the Sikuli tests. The
Sikuli performs the GUI automation test on the platform to measure the request-
response times for the services in the Score service chain. These time values
obtained through the Sikuli test scripts are reported to a server through HTTP
POST request. These values are stored in the influx database of the server. If
there is an error with any of the service in the service chain, then the request-
response time for that service and the services following that service are obtained
as 0. Then the status of the service chain is evaluated as Error. Apart from the
Error status of the service chain, as described above, there are also Success and
the Delay statuses. The status of the service chain is evaluated as Success or
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Delay, based on the status of each individual service in the service chain. If all
the services in the service chain obtains a Success status, then the status of the
service chain is evaluated as Success. If any of the service in the service chain
obtains a delay status, then the status of the service chain is evaluated as delay.
To evaluate the status of the service chain as Success or Delay, a threshold value
of request-response time is setup for each individual service in the service chain.
The setting up of the threshold values for the services in the service chain is
described in section 4.3.1 of the document.

If the obtained time values are below the threshold values setup, then the
status of the service chain is evaluated as Success and if they are above the
threshold values setup, then the status of the service chain is evaluated as Delay.
If there is an error with any of the services in the service chain, the status of the
service chain is evaluated as Error. Upon evaluating the service chain, the status
of the service chain is stored in the MySQL database of the server. The figure 5
depicts the flow diagram for the experimental procedure carried out. The block
arrow denotes the starting point of the flow diagram.

Figure 5 : Experimental Setup

The Dashboard can be visited at any point of time to obtain the status of the
service chain. The platforms are that are registered in the Platform Controller
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are also registered in the MySQL database of the server. During the time of
registration, the Platform name is registered with the tag values. These tags
depict the region, city and shop of the platform. Whenever a user visits the
Dashboard, it initially provides a list of regions. These regions are provided with
the coloring as RED, if the status of the service chain is error, YELLOW, if
the status of the service chain is delay and GREEN, if the status of the service
chain is success. The regions can be drilled down to visualize the status of the
cities, which can be further drilled down to visualize the status of the shops. The
platforms are observed in the shops. The entire hierarchy is provided with the
coloring, similar to the regions, to identify their status.

4.3.1 Threshold values for services

The threshold is setup by considering a sample of 500 values for each individual
service in the service chain. It is ensured that there are no error values (0 value)
in the sample considered. The test script is made to run continuously, so that the
results are collected in the influx database of the server. Then the values from the
influx database are filtered such that 500 values of each individual service, with
no error values (0 value) are collected. These values are analyzed to obtain the
threshold value for each individual service in the service chain. The section 5.1
of the document denotes the analysis of these 500 values to setup the threshold
values. The obtained threshold values are stored in a MySQL database of the
server. The threshold values remain constant for all the platforms involved in
the performance evaluation. The request-response times obtained from the plat-
forms are compared with the threshold values, setup for each individual service in
the service chain. By comparing the obtained request-response times with these
threshold values, the status of the service chain is evaluated.

4.4 Components in Score Service chain
The services provided by the Score service chain are observed by the user. So, the
user is considered as an important component of the service chain. The services in
the Score service chain are accessed through the Remote Virtual Desktop provided
by Citrix. The user needs to login to the Remote Virtual Desktop and access the
service chain through the browser in it. The network from which the services
are accessed is also considered as a component of the service chain. This is
because, if the network of the user is down, the effect is observed on the request-
response time for the service. The Score service chain is accessed through Internet
Explorer browser, which is also considered as a component of the service chain.
The front end of Score communicates with the Score server through a RESTful
HTTP interface. The requests to the Score services performs a XHR (XML Http
Request) to interact with the server. The XHR is a JavaScript object, which can
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retrieve data from a URL, without reloading the page. It provides the privilege to
update only a portion of the webpage [19]. The Network tab in the Developer tools
of the Internet Explorer browser indicates the XHRs performed by the individual
services in the service chain. Apart from this, the services also fetch images to
display to the user.

Whenever a request for the get login page service is performed, xsrf-token is
fetched from the score backend. XSRF represents a form of malicious exploit
of a website where unauthorized commands are sent from a user that the web
application trusts. This xsrf-token is stored in the cookie of the browser. The
get main page service compares the entered credentials with the details in the
database, fetches the expiry data of the password to display the expiry warning,
if necessary and gets text to display on the main page. The get data page service
fetches the customer engagement details from the BASS (Billing and Administra-
tion Support System) Database and the latest offers are fetched from a database.
The logout service involves a process to just terminate the session.

The request-response times are obtained for the individual services from the
Experimental procedure described in section 4.3. If there occurs a delay in the
request-response time for any of the service, then it is an indication that the
corresponding components as mentioned above are responsible for the delay.



Chapter 5
Results and Analysis

This chapter of the document deals with the results obtained for the threshold
values, request-response times and the status of the service chain through the ex-
perimental procedure described in section 4.3 of the document. The performance
of the service chain is analyzed based on the results obtained.

5.1 Threshold values for the services
The threshold value is setup by considering a sample of 500 runs of the test
script without any errors. The test script is made to run continuously. The
script reports the obtained request-response time values to the influx database as
described in section 4.3. Then 500 runs of the test script without any errors (0
values) are noted from the influx database.

23
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Figure 6 : Threshold time for Get_webpage
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Figure 7 : CDF for request-response times of Get_webpage

The figure 6 denotes the variation of the request-response time values for the
get_web_page service for the 500 runs considered. The distribution of the values
denotes three set of values. The first set of values are found between 3 and 5, the
second set of values are found between 7 and 8, and the last set of values between
11 and 12. Hence, the threshold value is setup as 12 seconds as most of the data
is found in this range. The figure 7 denotes the cumulative distribution function
(cdf) for the time values of get_web_page service.
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Figure 8 : Threshold time for Get_main_page
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Figure 9 : CDF for request-response times of Get_main_page

Figure 8 indicates the variation of the request-response time values for the
get_main_page service. From the figure, it is clear that most of the values are in
the range of 0.65 and 0.75. Hence, the threshold value is setup as 0.75 seconds for
the get_main_page service. The figure 9 denotes the cdf for the request-response
times of the get_main_page service.
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Figure 10 : Threshold time for Get_data_page
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Figure 11 : CDF for request-response times of Get_data_page

The figure 10 denotes the variation of the request-response time values for the
get_data_page service. From the figure, almost all the values are in the range
of 2.1 and 2.3. Hence the threshold value is setup as 2.3 seconds. The figure 11
denotes the cdf for the request-response times of the get_data_page service.
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Figure 12 : Threshold time for Get_out
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Figure 13 : CDF for request-response times of Get_out

The figure 12 denotes the variation of the request-response times for the
get_out service. From the figure, most of the data is found in the range of
1.44 and 1.53. Hence, the threshold value is setup as 1.53 seconds. The figure 13
denotes the cdf for the request-response times of the get_out service.

The obtained threshold values for the services in the service chain are clearly
denoted in the table 1.

Service Threshold value [s]
Get_web_page 12
Get_main_page 0.75
Get_data_page 2.3
Get_out 1.53

Table 1 : Threshold time values for services in Score service chain
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5.2 Request-Response times
The table 2 depicts the request-response times for the Get_web_page, Get_main_page,
Get_data_page and Get_out services from the Influx database. Based on the
threshold values setup, the status of the service chain is evaluated. The table 2
also denotes the status of the service chain for the obtained request-response time
values, from the MySQL database. The test script is allowed to run continuously
and the values in table 2 are collected for 1-hour execution of the test script. It
was observed that the script has run for 15 times in that 1-hour duration.

Run
Num-
ber

Platform Name Get
web
page
[s]

Get
main
page
[s]

Get
data
page
[s]

Get
out
[s]

Status

1 TSEDSE03428 7.113 0.671 2.246 1.498 Delay (webpage,
datapage, out)

2 TSEDSE03428 7.207 0.687 2.246 1.467 Delay(webpage,
datapage)

3 TSEDSE03428 4.165 0.686 2.211 1.482 Success
4 TSEDSE03428 3.323 0.671 2.184 1.482 Success
5 TSEDSE03428 10.935 0.749 2.169 1.467 Delay(webpage,

mainpage)
6 TSEDSE03428 3.339 0.671 2.168 1.497 Delay(out)
7 TSEDSE03428 7.894 0.686 2.2 1.482 Delay(webpage)
8 TSEDSE03428 7.129 0.686 2.168 1.498 Delay(webpage,

out)
9 TSEDSE03428 4.118 0.749 2.184 1.498 Delay(webpage,

out)
10 TSEDSE03428 7.925 0.671 2.184 1.482 Delay(webpage)
11 TSEDSE03428 7.878 0.686 2.169 1.482 Delay(webpage)
12 TSEDSE03428 4.118 0.686 2.247 1.482 Delay(webpage)
13 TSEDSE03428 7.145 0.671 2.246 1.482 Delay(webpage,

datapage)
14 TSEDSE03428 11.653 0.687 2.246 1.482 Delay(webpage,

datapage)
15 TSEDSE03428 7.831 0.671 2.199 1.482 Delay(webpage)

Table 2 : Request-Response times in 1-hour duration



Chapter 5. Results and Analysis 33

Figure 14 : Request-Response time variation for Get_webpage in 1-hour

Figure 15 : Comparison of request-response times for Get_webpage
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Figure 16 : Request-Response time variation for Get_main_page in 1-hour

Figure 17 : Comparison of request-response times for Get_main_page
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Figure 18 : Request-Response time variation for Get_data_page in 1-hour

Figure 19 : Comparison of request-response times for Get_data_page
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Figure 20 : Request-Response time variation for Get_out in 1-hour

Figure 21 : Comparison of request-response times for Get_out

Figures 14, 16, 18 and 20 depicts the variation of the request response times for
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the Get_web_page, Get_main_page, Get_data_page and Get_out services in
the service chain. The X-axis denotes the number of times, the test script has run,
during the 1-hour duration. The figures 15, 17, 19 and 21 depicts the comparison
between the 500 runs and 15 runs of the service chain.

5.3 Variation of status
The status of the service chain is evaluated as success or delay by comparing
the obtained request-response times with the threshold values. Table 2 depicts
the statuses of the service chain for the request-response times from the MySQL
Database.

Figure 22 : Variation of status of the service chain in 1-hour

Figure 22 depicts the variation of the status of the service chain, for the
request-response time values in table 2. The status of the service chain is Delay
for the first two runs of the test script. Then, the status of the service chain
has changed to the Success state for the next two runs. The service chain has
continued the Delay status till the last run. From the figure 22, no errors have
occurred during the 1-hour duration. Based on the status of the service chain, an
analysis of the major components that can contribute to that status are identified
in table 3.
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Run Number Status Major Compo-
nents involved

1 Delay Score backend,
BASS Database,
process to ter-
minate session

2 Delay Score backend,
BASS Database

3 Success All the compo-
nents functioned
as required

4 Success All the compo-
nents functioned
as required

5 Delay Score backend,
Database to
verify user

6 Delay process to termi-
nate session

7 Delay Score backend
8 Delay Score back-

end, process
to terminate
session

9 Delay Score back-
end, process
to terminate
session

10 Delay Score backend
11 Delay Score backend
12 Delay BASS Database
13 Delay Score backend,

BASS Database
14 Delay Score backend,

BASS Database
15 Delay Score backend

Table 3 : Components contributing to the status

Apart from the components mentioned in the table 3, the section 4.4 also
denotes some of the common components that can be responsible for the variation
of the status of the service chain.
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5.4 Performance of the Service chain
The test scripts are continuously run on the platforms and the statuses of the
service chain are obtained. Based on these statuses, the performance of the service
chain is evaluated. As the performance of the service chain needs to be evaluated
in real-time, a shorter time span is preferable to evaluate the performance. For
this purpose, 1-hour duration is considered to evaluate the performance. So, the
performance of the service chain is evaluated for every 1-hour duration. The
performance of the service chain is evaluated for each individual region, city,
shop and platform. The number of runs in 1-hour duration are obtained from
the influx database and the statuses for these runs are obtained from the MySQL
database. The sum of the success statuses, delay statuses and the error statuses is
obtained. Based on the sum of the values for the three statuses, the percentages
of success, delay and error are calculated. Based on these percentage values, the
performance of the service chain is evaluated. Table 4 depicts the number of
runs, success, delay and error percentages during the 1-hour duration considered
in section 5.2. The max values for the services in table 4 indicate the maximum
request-response times for the services in 1-hour duration considered.

Runs Success
(%)

Delay
(%)

Error
(%)

Get web-
page (s)

Get
main_page
(s)

Get
data_page
(s)

Get out (s)

15 13.33 86.67 0 11.653 0.749 2.247 1.498

Table 4 : Performance of the service chain

If all the percentages are equal, i.e, if there are equal number of success,
delay and error statuses in 1-hour duration, the performance of the service chain
is evaluated as error. In case, the percentages of delay and error are equal and
greater than the percentage of success, then the performance of the service chain is
evaluated as error. The performance of the service chain is delay if the percentages
of success and delay are equal and greater than the percentage of error. Similarly,
the performance of the service chain is error if the percentage of success and error
are equal and greater than the percentage of delay. The above cases are considered
because it alerts the service provider. It also provides scope to prevent the issues
with the service chain in future. From table 4, the delay percentage is greater
than the success and error percentages. This indicates that the performance of
the service chain is delay for the duration of 1-hour.
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Discussion

The status values of the service chain are considered for 1-hour duration for
evaluating the performance of the service chain. These status values provide a
clear view of the variation of the state of the service chain during this period.
To evaluate the status of the service chain, the request-response time values are
considered as described in section 5.3. The status of the service chain is evaluated
as success or delay based on the threshold values. If there is an error with any
of the service in the service chain, then the request-response time value for that
service is reported as 0. The services following that service also report the values
as 0, as the services are inter-linked. The services are accessed in a systematic
order. So, if there is an error with any of the service, the services following them
also cannot be accessed. Hence, they also report a 0 value.

To evaluate the performance of the service chain in a given region, the number
of runs of the test script in that region (i.e, runs from all the platforms in that
region) are considered. Then the sum of the success runs, delay runs and error
runs are calculated. The success, delay and error percentages are calculated based
on these values. Based on these percentages, the performance of the service chain
in that region is evaluated. The similar pattern is carried out to evaluate the
performance of the service chain in the given city, shop or platform.

40
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Conclusion and Future Work

In this study, a method is proposed in section 4.3, to evaluate the performance of
the Client-coordinated service chain. The request-response times for the services
in the service chain is considered as the parameter for evaluating the performance.
The method considers the status of the service chain after the sikuli test being
run each time, as in table 3. Based on these statuses, the performance of the
service chain is evaluated, as in table 4. The method also provides a study of
the components in the Client-coordinated service chain described in section 4.4.
By comparing the results in section 5 with the components of the service chain
mentioned in section 4.4, the components contributing to the delay in request-
response times are identified.

7.1 Answers to Research Questions
R.Q 1) What can be the suitable technology, that can be implemented
to measure the request-response times for the services in a Client-
coordinated service chain?

Ans. The opinion of the user is considered as the key factor in the Quali-
tative approach. But, it is essential that the request-response times need to be
measured during the run-time. This helps to maintain the performance and re-
configure the system based on these request-response times. Hence, Quantitative
approach would be more suitable. In the Quantitative approach, the Experimen-
tal approach is considered as the suitable approach, as described in section 4.1.
As user of the service is considered as the component in the Client-coordinated
service chain, it is necessary to verify that page that is rendered to the user is
exactly what the user requires. For this purpose, GUI automation is considered as
the suitable technique to measure the request-response time. The experimental
procedure in section 4.3 clearly describes the method implemented to measure
the request-response time.

R.Q 2(a) What can be the components in a Client-coordinated ser-
vice chain?
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Ans. The Score service chain is considered as the use case for the Client-
coordinated service chain. Based on this use case, the components that can
be present in a Client-coordinated service chain are described in section 4.4.
The section 4.4 denotes some of the common components in a client-coordinated
service chain and the components that are associated with specific services in the
service chain.

R.Q 2(b) Can we identify the components that are responsible for
the delay through the obtained request-response times?

Ans. To detect the components that are responsible for the delay in request-
response times in the service chain, it is necessary to detect the services that are
responsible for the delay. The request-response times for the services obtained
through the test scripts are mentioned in section 5.2. These time values are
compared with the threshold values. If the time value of a service exceeds the
threshold value, it is an indication that the components involved in providing that
service are responsible for the delay in the request-response time. The section 5.3
denotes the components that can be involved in contributing to the delay of
the service chain. Apart from them, section 4.4 denotes some of the common
components that can contribute to the delay in the request-response time.

7.2 Future Work
The research work carried out is mainly concerned with the performance eval-
uation of the Score service chain. A study can be carried out to analyze the
behavior of the components that are contributing to the delay. The architecture
proposed in the thesis can be implemented on other complex Client-Coordinated
service chains to evaluate their performances. Reliable methods can also be pro-
posed to evaluate the performance of Static chaining with aggregate services and
Workflow-managed service chaining.
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