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Abstract

Flood is one of the most devastating natural disasters. It is estimated that flooding
from sea level rise will cause one trillion USD to major coastal cities of the world by
the year 2050. Flood not only destroys the economy, but it also creates physical and
psychological sufferings for the human and destroys infrastructures. Disseminating flood
warnings and evacuating people from the flood-affected areas help to save human life.
Therefore, predicting flood will help government authorities to take necessary actions to
evacuate humans and arrange relief for the people.

This licentiate thesis focuses on four different aspects of flood prediction using wireless
sensor networks (WSNs). Firstly, different WSNs, protocols related to WSN, and back-
haul connectivity in the context of predicting flood were investigated. A heterogeneous
WSN network for flood prediction was proposed.

Secondly, data coming from sensors contain anomaly due to different types of uncer-
tainty, which hampers the accuracy of flood prediction. Therefore, anomalous data needs
to be filtered out. A novel algorithm based on belief rule base for detecting the anomaly
from sensor data has been proposed in this thesis.

Thirdly, predicting flood is a challenging task as it involves multi-level factors, which
cannot be measured with 100% certainty. Belief rule based expert systems (BRBESs)
can be considered to handle the complex problem of this nature as they address different
types of uncertainty. A web based BRBES was developed for predicting flood. This
system provides better usability, more computational power to handle larger numbers
of rule bases and scalability by porting it into a web-based solution. To improve the
accuracy of flood prediction, a learning mechanism for multi-level BRBES was proposed.
Furthermore, a comparison between the proposed multi-level belief rule based learning
algorithm and other machine learning techniques including Artificial Neural Networks
(ANN), Support Vector Machine (SVM) based regression, and Linear Regression has
been performed.

In the light of the research findings of this thesis, it can be argued that flood prediction
can be accomplished more accurately by integrating WSN and BRBES.
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Chapter 1

Introduction

1.1 Introduction

Human has progressed in technologies and gathered lots of knowledge since the invention
of fire in the stone age to survive the harsh environment and predatory animals. The
natural instinct of surviving kept humanity in inventing new technologies and gathering
knowledge. However, humans are still helpless in the hand of nature. Natural disas-
ters have killed more than 600,000 people and cost trillions of dollars in damages in
the last two decades according to a report by United Nations Office for Disaster Risk
Reduction (UNISDR) [1]. Flood is one of the most destructive natural disasters. Only
physical sufferings of human beings are not noticed during flooding but they also suffer
both economically and psychologically. Furthermore, flood affects surrounding buildings
and infrastructure, vehicles, livestock, and crops and thus affecting the economy of a
country in the long run. Several measures consisting of monitoring river water levels,
identification of flood-prone areas, construction of dams, as well as development of evac-
uation plans could help to save humans and infrastructures from the impact of flooding.
Flood prediction facilitates government organizations to issue warnings to people living
in flood prone areas as well as to develop appropriate evacuation plans, which could play
an important role in saving human lives.

Flood prediction is done by developing numerical models based on rainfall and river
water-level data. The use of Wireless Sensor Networks (WSNs) technologies enables easy
data collection from a large area to facilitate the prediction of flood with higher accu-
racy and reliability. Nowadays sensors are easily deployable due to the standardisation
of WSN technologies as well as development of cost-effective and low-powered sensor
devices. These sensors use new technologies, like 6LOWPAN and IEEE802.15.4 to com-
municate over the Internet among them. Hence, these sensors open a new paradigm of
communication, known as Internet of Things (IoTs) [2]. In addition to flood prediction,
IoT is widely used in different scenarios, like smart homes, home automation, smart grids,
and smart cities to develop different intelligent applications, enabling human beings to

3



4 Introduction

make appropriate decisions. However, to predict flood, sensors need to be deployed in
harsh environments. Therefore, a resilient WSN is required to collect data from the na-
ture and to send that to a server for predicting flood. The data collected by the sensors
may be erroneous and duplicate because of the presence of inconsistency, resulting from
resource constraints (such as memory limit of computational units, low communication
bandwidth, and a shorter lifetime of battery power of sensor devices). Moreover, the
sensor devices are vulnerable to malicious attacks, which could also be considered as
the source of erroneous data. Therefore, the presence of duplicate, inconsistent, noisy,
incorrect, and inaccurate data are the sources of various types of uncertainty, including
incompleteness, ignorance, vagueness, imprecision, and ambiguity. The presence of un-
certainty with the sensor data, resulting from the factors mentioned above, may cause
an anomaly in the sensor data. Hence, the data becomes unreliable for predicting flood.
Therefore, a method is required, capable of addressing different types of uncertainty, for
filtering out this anomalous data before feeding it to any system for predicting flood.
Usually, expert systems are helpful where the events under investigation change rapidly
and their prediction cannot be made in advance. Flooding can be considered as an ex-
ample of such event, which has the highest capability to bring sufferings to the human
beings.

Usually, meteorological, topographical, geological, river characteristics, and human
activities are considered as the major factors of flooding in an area [3]. The measurement
of these factors involves various types of data, which are required to predict flooding. This
data mainly consists of rainfall amount and its duration, velocity of river flow, river water
level, slope, aspect, catchment area, and human activities. Some of these data types are
quantitative and others are qualitative in nature. In addition this data are associated
with various types of uncertainty. As for example, rainfall amount can be considered as
quantitative, while human activities is qualitative. Therefore, an integrated framework
is necessary with the capability of processing both quantitative and qualitative data,
enabling the accurate prediction of flood. This data can be collected by using different
sources such as sensors, by interviewing people, by using historical records, and by doing
literature reviews [4]. Sensors are usually used to collect data, such as rainfall, river water
level, and river water flow. Historical records, surveys, and pieces of literature are used to
collect data on the human activities such as unplanned infrastructure, deforestation, and
the characteristics of river catchment area. Belief rule based expert systems (BRBESs)
provide a mechanism to handle both qualitative and quantitative data as well as their
associated uncertainties in an integrated framework to predict flood in a reliable way.
BRBES consists of multiple learning parameters, such as attribute weight, rule weight,
and belief degrees. The determination of the optimal values of the learning parameters
are challenging, especially when a BRBES has to deal with a large dataset. Therefore, it is
necessary to develop a learning and inferencing approach, that enables the determination
of the optimal values of the learning parameters from data. In this thesis, a novel BRBES
based flood prediction system is proposed using WSNs.
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1.2 Motivation of Thesis

At present, climate change is considered as an important phenomenon. The flooding
from sea level rise due to climate change will cost around one trillion USD per year for
coastal cities alone by 2050 [5]. Flood is considered as the most catastrophic among the
natural disasters, such as volcanic eruption, earthquake, and tsunami. For an example,
a devastating flood occurred in China in 1931, caused by overflowing of water from the
Huang He (Yellow River) River, considered as one of the most destructive floods in the
world. Eighty-eight thousands square km of land was completely inundated, eighty mil-
lion people were homeless and around four million people died due to this flood. A flood
in France during 2016 caused one billion euro worth of damage [6]. This year, one third
of Bangladesh was under water due to the heavy monsoon rain, which was the worst
flooding over a period of 100 years, causing death of 142 people [7]. Furthermore, in
September 2017, Texas and Florida experienced wide spread flooding due to the hurri-
canes Harvey and Irma, which will cost more then seventy-five billion USD due to the
physical damages [8], [9]. Therefore, the accurate prediction of flooding draws significant
attention to save human lives, to protect infrastructure, and to reduce economic loss.

Sensors are used to collect different types of data automatically from a large area.
However, WSNs are required to be resilient to sustain in harsh environments as well as
to ensure communication from remote locations. Furthermore, WSNs need to support
interoperability among different sensor hardware and WSN protocols. Most of the tra-
ditional WSNs use vendor-specific protocols. In the earlier studies [10], [11], [12], [13]
a single type of back-haul connectivity was proposed, based on either Wi-Fi or cellu-
lar communication, which is found problematic to sustain in harsh environments and
to ensure communication from remote locations. Therefore, inter-operable WSNs with
multiple back-haul connectivity are required. Moreover, they should support low-cost off
the shelf sensor devices, necessary to build easily available WSNs.

Sensor data contains anomalous data due to different types of uncertainty. These er-
roneous data need to be filtered to get flood prediction with higher accuracy. According
to Gnecco et al. [14], anomalies are patterns in data that do not conform to a well-defined
notion of normal behavior. There are different techniques of anomaly detection, based
on the model used; these are parametric (statistical) and non-parametric model-based
anomaly detection techniques [15]. In parametric techniques, data is analysed using a
density distribution. The data which has low relevance with the distribution is considered
as anomalous. Multivariate Gaussian is an example of a statistical anomaly detection
technique, which works well when the distribution of the data is known. However, this is
not the case with sensor data. Rule-based techniques are the examples of non-parametric
approaches, where rules are generated based on the data. Each of the rules is given a
weight based on the frequency of the rule in data, and the anomalous data is detected
using some threshold value. Association Rule mining [16] and Fuzzy Rule Base Associ-
ation Rule mining [17] are examples of rule-based techniques. However, these rules do
not take into account the uncertainty phenomena of sensor data. Therefore, an anomaly
detection algorithm is needed which can address different types of uncertainty, associated
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with the sensor data.
Various studies have been carried out related to the prediction of flood [11], [18], [19],

. Seal et al. [18] and Sehgal et al. [20] proposed flood prediction models based on Linear
Regression. However, the dataset with multiple types of data are hierarchical in nature
and hence, they are non-linear. Therefore, Linear Regression model is not appropriate
in this context. Theera-Umpon et al. [19], Yu et al. [21], and Han et al. [22] used one of
the popular learning techniques, named Support Vector Machine (SVM), for predicting
the flood water level. However, Linear Regression and the SVM method both failed to
address uncertainty in data as they do not have any mechanism to address uncertainty.
Furthermore, Mitra et al. [11] and He et al. [23] used Artificial Neural Networks (ANNs)
for flood prediction. However, these techniques act like a black box, where the rational
and logical reasoning cannot be examined, as the affects of intermediate layers are not
visible [24]. Therefore, a method is required, which can handle both qualitative and
quantitative data and their associated uncertainties in an integrated framework to predict
flood in a reliable way.

1.3 Research Questions

The objective of this thesis is to find a reliable way of predicting flood using WSNs to
save human life. By predicting flood earlier human life can be saved, and economic loss
can be prevented. The data need to be coming from the sensors uninterrupted and free of
erroneous and anomalous data. The predicting system needs to be accessible and usable
for users without hindrance. Furthermore, the accurate prediction of the flood is required
considering different types of uncertainty embedded in the collected data. Therefore, the
research questions of this thesis work focus on accurately predicting flood using the data
collected by the sensors. The following research questions were identified:

• Which WSN architecture is suitable for collecting data from sensors?

The sensors are deployed over a wide area around the flood-prone area to collect
different data. The location of deployed sensors might be in remote locations, where
the IT infrastructures are not suitable. Therefore, this research question tries to
address the proper WSN architecture suitable for flood prediction.

• How can anomalous data be detected from sensor data?

This research question aims at addressing the detection of anomalous data from the
sensors to predict flood more accurately considering different types of uncertainty.

• How to develop an easily accessible flood prediction expert system considering the
uncertainty of data?

This research question addresses how to develop an easy accessible flood prediction
expert system, which takes into consideration different types of uncertainty.

• How to incorporate learning in BRBES?
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The BRBES has three significant parameters, which influence the outcome of the
result. Usually, these parameters are determined by experts. However, experts are
not always able to set these parameters accurately for a significant amount of data.
Therefore, a mechanism is required to determine these parameters accurately.

1.4 Research Methodology

This section discusses about the research methodology that is followed in this thesis
work. The research methodology can be defined as a process of systematically solving
a research problem [25]. The methodology may include interviews, surveys and other
research techniques, and could consist of both present and historical information. This
thesis work follows applied research, where a specific real-world problem, like accurate
flood prediction is taken into account. To conduct a study, the following steps have been
followed: 1) the research problems are identified; 2) related theories, as well as previous
research studies, are investigated; 3) a hypothesis is formulated to solve the problem;
4) a prototype system is developed; 5) data is collected and tested with the research
prototype; 6) the results are analyzed; 7) the results are interpreted and reported in a
research article. The above research process is shown in Figure 1.1. Step 4 to 6 are
performed iteratively to improve the accuracy of the results within an acceptable range.

Figure 1.1: Research process

As an example, the research process for answering the second research question is
described below.

Step 1 The research question is defined as detection of anomaly in sensor data, which
is described in Section 1.3.

Step 2 Related concepts and previous research on anomaly detection have been car-
ried out. Important related work on anomaly detection have been mentioned in
Section 2.2.

Step 3 Based on the findings from Step 2, a hypothesis for detecting anomaly was
developed, which is described in Paper C. A new BRBAR algorithm, which is
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capable of addressing all types of uncertainty, was developed to filter out anomalous
data.

Step 4 A prototype was developed using Java based on the hypothesis, which is pre-
sented in Paper C.

Step 5 To evaluate the algorithm, data was collected from the Climate Division of
Bangladesh Meteorological Department. Furthermore, to evaluate the performance
of the algorithm on other types of data, the dataset of Breast Cancer Wisconsin
(Diagnostic) was also used. The prototype was executed with the above mentioned
two data sets.

Step 6 The results were analyzed and the performance of the algorithm was evaluated
using Receiver Operating Characteristic (ROC) curves.

Step 7 After satisfactory results were generated and having validated the hypothesis,
the results and findings were documented as well as submitted to a peer reviewed
journal.

The above research process was followed for solving other research questions through-
out this thesis. For the fourth research question Step 4 to Step 6 have been repeated
multiple times to achieve better results.

1.5 Thesis Contributions

The research contributions of the publications included in this thesis are discussed below.

• Paper A: Heterogeneous Wireless Sensor Networks Using CoAP and
SMS to Predict Natural Disasters. In this paper, a heterogeneous wireless
sensor network is proposed and evaluated to predict natural disaster like flood. In
this network CoAP is used as a unified application layer protocol for exchanging
sensor data, where CoAP over SMS is used for exchanging sensor data. Further-
more, the effectiveness of the heterogeneous wireless sensor network for predicting
natural disaster is presented in this paper.

• Paper B: A novel anomaly detection algorithm for sensor data under un-
certainty. In this article, a new belief-rule-based association rule (BRBAR) with
the ability to handle the various types of uncertainties has been proposed. The
reliability of this novel algorithm has been compared with other existing anomaly
detection algorithms such as Gaussian, binary association rule, and fuzzy associa-
tion rule by using sensor data from various domains such as rainfall, temperature
and cancer cell data.

• Paper C: A Web Based Belief Rule Based Expert System to Predict
Flood. In this paper, a web based flood prediction expert system has been pro-
posed by incorporating belief rule base with the capability of reading sensor data
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such as rainfall, river flow on real time basis. This will facilitate the monitoring
of the various flood-intensifying factors, contributing in increasing the flood water
level in an area.

• Paper D: Inference and Multi-level Learning in a Belief Rule Based Ex-
pert System to Predict Flood under Uncertainty. This article presents the
development of a BRBES with the capability of multi-level learning and infer-
ence. A comparison between the proposed multi-level belief rule based learning
algorithm and the other machine learning techniques including Artificial Neural
Networks (ANN), Support Vector Machine (SVM) based regression, and Linear
Regression has been performed. The result demonstrates that our proposed BRB
based learning algorithm outperforms these learning techniques in terms of accu-
racy in predicting flood.

1.6 Chapter Summary

This chapter introduced the thesis topic, motivation, research questions, and research
methodology. Finally, a brief description of the scientific studies, included in this the-
sis, was presented. Next chapter will discuss the background information and related
research.
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Chapter 2

Background and Related Work

This chapter discusses the background information and terminologies related to this
thesis. Related studies to the thesis are also presented in this chapter.

2.1 Background

The following section describes the background information and terminologies related to
the topics covered in this thesis.

2.1.1 Wireless Sensor Networks

Wireless sensor networks (WSNs) have emerged as one of the most promising technologies
of the future. The advances in technologies as well as the availability of small and
inexpensive sensors are facilitating the development of cost-effective and easily deployable
WSNs. Various communication protocols, such as IEEE 802.15.4, 6LoWPAN, and CoAP
are also evolving to support power efficiency of sensors and standardization of WSNs.
However, researchers need to address a variety of challenges, such as harsh environments,
malicious attacks, and power efficiency arising from the widespread deployment of WSNs
technology in various real-world domains. For this reason, it is interesting to note that
the market value of WSNs is forecasted to rise from 0.45 billion USD in 2012 to 2 billion
USD in 2022 [26].

A WSN can be defined as a network of small devices, called sensor nodes, which are
spatially distributed and work cooperatively to communicate information gathered from
the monitored field through wireless links. The data collected by the different nodes is
sent to a sink which either uses the data locally or is connected to other networks, for
example, the Internet (through a gateway). Numerous applications are using sensors
due to the advancements in technology, cost-effectiveness, and smaller form-factor of the
sensors. Some of the potential application domains of WSNs are military, environment,
health-care, natural disasters, and security. In case of natural disasters, such as flood sen-
sor nodes can sense and detect the environment to forecast disasters in advance. Sensors

11



12 Background and Related Work

can sense different types of data from the surrounding nature and send them to a server
to predict flood. Moreover, the architecture of WSNs needs to be resilient to sustain the
harsh environment and support communication from remote locations to predict flood.
Therefore, non-vendor specific protocols are needed to be used by the WSNs architec-
ture to support a broad range of cheap sensors. Additionally, the backhaul connectivity
between the sensor sink node and the main server of the WSNs architecture needs to
be reliable. The heterogeneous wireless sensor network for predicting flood proposed in
this thesis is based on standard protocols, namely IEEE 802.15.4, IPv6 over Low Power
Wireless Personal Area Networks (6LoWPAN), and Constrained Application Protocol
(CoAP) as shown in Figure 2.1. For the physical layer connectivity among sensors, IEEE
802.15.4 is a common choice as it is a non-vendor specific protocol. 6LoWPAN is used
at the network layer as it provides support for IPv6 and better resource management for
resource-constrained devices. Furthermore, UDP can be used in the transport layer as it
requires less messaging than the TCP for establishing communication. CoAP is used for
exchanging data among sensors and servers, as it is one of the most popular application
layer protocols for resource constrained devices, due to its smaller packet size and state-
less connection method. Furthermore, multiple backhaul connectivities, such as Wi-Fi,
LAN, Mobile Internet (3G, 4G, etc.), and SMS based communication can ensure the
reliability of the connectivity between sensors and the main server. A brief description
of the protocols as mentioned earlier are given below.

Figure 2.1: The selected protocol stack for WSN

IEEE 802.15.4

In WSNs one of the most accepted protocols for the Physical (PHY) and Medium Access
Control Layers (MAC) is IEEE 802.15.4 [27]. The main characteristics of IEEE 802.15.4
are low power, low cost, short distance, and low data rates. IEEE 802.15.4 provides the
specification for the PHY and MAC layers. It operates on one of three possible unlicensed
frequency bands: 868.0–868.6 MHz for Europe, 902–928 MHz for North America, and
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2400–2483.5 MHz for worldwide use. IEEE 802.15.4 defines two types of network nodes,
namely full-function device (FFD) and reduced-function device (RFD). An FFD may
function as the coordinator of a personal area network (PAN) or as the common node of
a WSN. It communicates with all the devices in a network. An FFD device is considered
as PAN coordinator when it controls the whole WSN and relays messages to the other
nodes. On the contrary, RFD has limited capability and usually acts as an end node
in WSNs. This device mostly stays in sleep mode and wakes up after a specific interval
to send sensor data and communicates with FFDs only. IEEE 802.15.4 WSNs can be
configured as either peer-to-peer or star networks. In peer-to-peer networks nodes connect
with each other in an arbitrarily manner based on reachability, whereas nodes are self-
managed. On the other hand, star networks operate in a more structured way, where
one of the FFDs acts as a PAN coordinator, and then other nodes join the network.
IEEE 802.15.4 works well in harsh environments with electromagnetic inferences [28].
The low power consumption characteristics of IEEE 802.15.4 increases the battery life of
the sensor, which is essential to deploy sensors in nature to predict flooding.

Figure 2.2: IEEE 802.15.4 star and peer to peer topology

Figure 2.2 shows the star and the peer to peer topology for IEEE 802.15.4.

6LoWPAN

Internet Protocol (IP) is the most used and adopted protocol in computer networks.
In the beginning, WSN community wanted to develop separate protocols. However,
nowadays WSNs community is more interested in using the IP protocol stack for WSNs.
There are several benefits of using IP protocol because sensors can connect to the most
popular IP networks without any kind of translation gateways, IP protocol is proven for
scalability, and specification of IP protocols are open and freely accessible for everyone.
Therefore, a new standard was introduced to facilitate IPv6 to WSNs, named “IPv6 over
Low Power Wireless Personal Area Network” or 6LoWPAN [29]. It often uses IEEE
802.15.4 as PHY and MAC layers. The advantages of 6LoWPANs are their popularity,
applicability, bigger address space, stateless address configuration, and IPv6 security
features [12]. However, there are some difficulties in porting IPv6 for sensor devices,
such as big packet sizes of IPv6, support for 6LoWPAN compressed packets in firewalls,
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and translation of IPv4 packets to IPv6. First of all, the maximum transmission unit
(MTU) size of IPv6 is 1280 bytes, which is higher than the IEEE 802.15.4 supports. The
maximum PHY layer packet size is 127 bytes with maximum frame overhead size of 25
bytes for IEEE 802.15.4. Therefore, a fragmentation and reassembly layer for 6LoWPAN
was introduced to support IPv6. Also, a tunneling mechanism and address translation
method were incorporated into 6LoWPAN. A routing protocol is also defined for low-
cost devices, named IPv6 Routing Protocol for Low-Power and Lossy Networks (RPL).
It allows easy configuration and maintainability for dynamically formed networks.

Figure 2.3: 6LoWPAN architecture

The 6LoWPAN architecture consists of multiple groups of sensors, where each group
of sensors can be called a stub network or low-power wireless area network (LoWPAN).
A stub network is a network, which does not forward IP packets from one network to
another. Furthermore, a LoWPAN is the collection of nodes or sensors, which share a
common IPv6 address prefix. There can be three different types of LoWPANs. These are
simple LoWPANs, extended LoWPANs, and ad hoc LoWPANs, which are illustrated in
Figure 2.3. An ad hoc LoWPAN does not connect to the Internet and operates without
an edge router. It acts like an island and it is not connected to any other networks.
Besides, at least one sensor needs to perform two basic functionalities, like unique local
unicast address (ULA) generation and handling 6LoWPAN Neighbor Discovery (ND)
registration functionality.

A simple LoWPAN connects to the Internet. The sensors are connected through
one LoWPAN Edge Router to another IP network. A backhaul link (e.g. LAN, Wi-Fi,
or Cellular Networks) connects the edge router to the Internet. An edge router is an
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essential component for LoWPAN. It has to perform multiple tasks, like managing inside
as well as outside traffic of the network, handling 6LoWPAN packet address compression,
ND of 6LoWPAN, and handling IPv4 interconnectivity. Furthermore, some edge routers
support IT management features, like Simple Network Management Protocol (SNMP)
operations.

An extended LoWPAN contains multiple edge routers along with a common backbone
link interconnecting them. These networks use a common IPv6 prefix among the edge-
routers and sensor nodes. The sensor nodes can easily move among edge routers.

Figure 2.4: An example of 6LoWPAN network

Figure 2.4 illustrates an example deployment of a simple LoWPAN network, which
is connected to an IPv6 Internet through a backhaul link. The LoWPAN, based on
IEEE 802.15.4, consists of an edge router and four sensors. Furthermore, a remote sever
connects with the LoWPAN network through the edge router. The router in the Internet
advertises a specific IPv6 prefix, subsequently the edge router use the same IPv6 prefix for
autoconfiguration. The edge router uses a subnet of the IPv6 prefix for its IEEE 802.15.4
interface. The sensors in the LoWPAN perform stateless address autoconfiguration with
the advertised IPv6 prefix from the edge router and register them with the edge router
using 6LoWPAN ND. The sensors assume the default channel and use security keys
to communicate in the PHY layer. Now each sensor has an IPv6 address with a 64-bit
interface identifier (IID) and a 16-bit IID generated by the edge router during registration.
The 16-bit IID is used to communicate within the LoWPAN. However, for the sensors to
communicate with devices outside the LoWPAN, like the remote server, the 64-bit IID
is used. The edge router manages this address translation mechanism.

In summary, 6LoWPAN allows a sensor to connect securely to the global Internet
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with low power usage. Furthermore, the 6LoWPAN is an open and free protocol for
everyone. Therefore, it can be argued that 6LoWPAN is a suitable protocol for developing
a heterogeneous WSN.

CoAP

The Constrained Application Protocol (CoAP) is an application layer protocol designed
for low resource devices with low computation, low memory and low power requirement
[30]. It follows a client-server paradigm, whereas the main feature is less overhead in
the messages and easy parsing of the payload. It also provides support for Uniform
Resource Identifiers (URIs), content-type, resource discovery of known CoAP services,
and a simple caching mechanism. CoAP also provides subscription and push notification
for a resource. Like the HTTP protocol, it uses a request/response infrastructure and
supports RESTful web services [31]. It operates over the UDP protocol with its own easy
congestion control and retransmit schema.

The activities of the CoAP protocol are logically divided into two layers, named
transaction and request/response layer as shown in Figure 2.5.

Figure 2.5: Representation of CoAP activities in a layering concept

The transaction layer manages message exchange between two endpoints, the entry
point of a service running on the device. The message exchanged on this layer are divided
into four types of messages: Confirmable (CON); Non-Confirmable (NON); Acknowledge-
ment (ACK); and Reset (RST). CON provides a reliable mode of communication, where
an ACK message is sent in reply to a CON message from the receiver to sender. If
the sender does not receives an ACK message from the receiver, the sender retransmits
the message after a default period. For NON messages the receiver does not send any
ACK message to the sender. It provides an unreliable method of communication. ACK
messages are usually sent as a reply to CON messages. RST messages indicate that a



2.1. Background 17

CON or NON message is received. However, the message cannot be processed due to
missing of proper context. This scenario occurs if the device has restarted due to some
malfunction.

The request/response layer is responsible for handling request and response messages
for the device. It also manages resources of RESTful [31] services. For example, a GET
REST request is transmitted as a CON or NON message, while a REST response is
transmitted as an ACK message.

Figure 2.6: CoAP messaging among sensors and a server

Figure 2.6 shows different types of possible communication scenarios using the CoAP
protocol, wheras both sensor to sensor communication and sensor to server communi-
cation is possible using CoAP. Dunkels et al.[32] studied the power consumption profile
of CoAP in comparison with HTTP for the T-mote Sky platform using the Energest
tool. The measurements were taken with the sensors in a steady state and showed the
comparison of power usage and lifetime of a sensor for CoAP and HTTP.

The number of bytes in each transaction for CoAP is approximately ten times less than
that of HTTP [32]. CoAP uses a compact four bytes header whereas HTTP uses a total
header of ten to twenty bytes. Due to the usage of a substantially higher number of bytes
and processing complexity, the power consumption is higher for HTTP in comparison to
CoAP. From the above discussion, it can be argued that CoAP is a better application
layer protocol for sensors compared to HTTP, as CoAP has the similar features of HTTP,
but requires less power.

2.1.2 Short Message Service

The Short Message Service (SMS) provides text-messaging services for mobile handsets
and originated from radio telegraphy in radio memo pagers. The Global System for Mo-
bile Communications (GSM) first standardized SMS in 1985, which is now maintained in
3GPP as TS 23.040 [33]. A conventional SMS message can have 160 characters (encoded
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by 7-bit character set), 140 characters (encoded by 8-bit character set), or 70 characters
(encoded by 16-bit for Unicode character set). Regardless of the number of characters
the size of SMS is 140 bytes. Messages bigger than 140 bytes are grouped into a 134
bytes message with 6 bytes of User Data Header (UDH) for each message, which is called
concatenated SMS. From the sender SMS is sent to a Short Messaging Service Center
(SMSC) and later on delivered to the recipient’s mobile handset using a mechanism called
“store and forward”. If the recipient is not reachable the massage is stored and queued
in the SMSC and later re-delivered to recipient. Mobile Application Part (MAP) of the
SS7 protocol is used for sending and receiving short messages between the SMSC and
the mobile handset.

SMS is an important technology, since it provides a cheap and efficient way for sensors
to communicate in rural areas where other infrastructures than cellular networks are not
available. Therefore, SMS can be a viable method for transmitting the collected data
when predicting flood in rural areas.

2.1.3 Belief Rule Based Expert System

BRBES is an integrated framework to process both qualitative and quantitative data as
well as to address various types of uncertainties, like incompleteness, ignorance, vague-
ness, imprecision, and ambiguity. It uses belief rule base as knowledge representation
schema while evidential reasoning (ER) as the inferencing mechanism [34]. Figure 2.7
illustrates a simple BRBES inference framework. This framework consists of a number of
steps including: input transformation, rule activation, weight calculation, belief degree
update, and rule aggregation by using evidential reasoning. In this section, these steps
are described along with our proposed optimal learning procedure. Belief rule base is an

Figure 2.7: BRBES inference framework

extended version of traditional knowledge base representation which uses IF-THEN rule
base. It has two parts: antecedent and consequent. The antecedent part consists of the
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antecedent attributes with referential values while the consequent part with the belief
degrees embedded with the referential values of the consequent attribute.

Each rule is assigned a rule weight for prioritizing the rule. Different types of uncer-
tainty are addressed by rule weight, attribute weight, and belief degrees as shown in Eq.
(2.1).

Rk :

{
IF (A1 is V k

1 ) ∧ (A2 is V k
2 ) ∧ . . . ∧ (ATk

is V k
Tk
)

THEN (C1, β1k), (C2, β2k), . . . , (CN , βNk)
(2.1)

where βjk ≥ 0,
N∑
j=1

βjk ≤ 1 with rule weight θk,

and attribute weights δk1, δk2, . . . δkTk, k ∈ 1, . . . , L

whereA1, A2, . . . , ATk
are the antecedent attributes of the kth rule. V k

i (i = 1, . . . , Tk, k =
1, . . . , L) is the referential value of the ith antecedent attribute. Cj is the jth reference
value of the consequent attribute. βjk(j = 1, ..., N, k = 1, ..., L) is the degree of belief

to which the consequent reference value Cj is believed to be true. If
∑N

j=1 βjk = 1 the

kth rule is said to be complete; otherwise, it is incomplete. TK is the total number of
antecedent attributes used in the kth rule. L is the number of all belief rules in the
BRBES. The total number of rules L can be calculated using the referential values Ji of
the antecedent attributes Ai of a BRB as shown in Eq. 2.2.

L =
t∑

i=1

Ji (2.2)

An example of belief rule from the domain of flood is given below:

Rk :

⎧⎨
⎩
IF Rainfall is Medium AND Rainfall Duration is High
THEN Meteorological Condition is
{(Severe, 0.0), (Moderate, 0.4), (Low, 0.6)}

(2.3)

In the above-mentioned rule, Rainfall and Rainfall Duration are the antecedent at-
tributes, while Medium and High are the referential values. Meteorological Condition
is the consequent attribute with referential values, such as Severe, Moderate, and Low.
This rule is considered complete because the sum of degree of belief associated with each
referential value of the consequent attribute is one. If the sum is less than one, then
the rule is considered as incomplete, which may be due to incomplete information or
ignorance.

The inference procedures consist of various steps including input transformation, rule
activation, weight calculation, belief update, and rule aggregation using the evidential
reasoning approach [35] [36] [37]. The task of input transformation consists of distributing
the input data over the referential values of the antecedent attribute of a rule, which is
called matching degree. Once the matching degree is assigned, the rules are called packet
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antecedent and they become active. The total degree or the combined matching degree
αk, to which the input matches the whole antecedent part of the kth rule can be calculated
by using the following Eq. [38].

αk = aggr((δk1, α
k
1), ..., (δkTk

, αk
Tk
)) (2.4)

where aggr is an aggregation function which should be selected carefully. The fol-
lowing simple weighted multiplicative equation can be used as an aggregation function
[38]:

αk =

Tk∏
i=1

(αk
i )

δ̄ki (2.5)

where δ̄ki =
δki

max
i=1,...,T

{δki}
k

so that 0 ≤ δ̄ki ≤ 1

Here, Tkis the total number of antecedent attributes in the kth rule. The activation weight
wk for the kth rule can be generated by the following Eq.:

wk =
θkαk

L∑
i=1

(θiαi)

(2.6)

Here, θk represents the rule weight and αk represents the combined matching degree of
the kth rule.

It is interesting to note that each rule does not have the same weight in calculating
the referential values of the consequent attribute. This activation weight will be zero if
the kth rule does not have any role to calculate the referential value of the consequent
attribute. When input data for any of the antecedent is ignored or missing then the belief
degree associated with each rule in the rule base should be updated. Therefore, in the
belief update procedure the initial belief degree of each of the rule is updated using the
following Eq. [38]:

βik = β̄ik

Tk∑
t=1

(λ(t, k)
Jt∑
j=1

(αtj))

∑Tk

t=1 λ(t, k)
(2.7)

where λ(t, k) =

⎧⎪⎨
⎪⎩
1 if the tth attribute is used in

defining rule Rk(k = 1, ..., Tk)

0 otherwise

Here, β̄ik represents the original belief degree, while the updated belief degree is βik of
the kth rule. αtj represents the degree to which the input value belongs to an attribute.

Furthermore, the aggregation of the rules is carried out by using either analytical or
recursive evidential reasoning algorithms [34] [39]. It is preferable to take the analytical
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approach instead of the recursive approach since it is more computationally efficient
[40]. The analytical evidential reasoning computation can be performed using following
Eq. (2.8) [41]:

βj =
μ× [X −∏L

k=1(1− ωk

∑N
j=1 βjk)]

1− μ× [
∏L

k=1 1− ωk]
(2.8)

where μ =

[ N∑
j=1

L∏
k=1

(ωkβjk + 1− ωk

N∑
j=1

βjk)− (N − 1)×
L∏

k=1

(1− ωk

N∑
j=1

βjk)

]−1

X =
∏L

k=1(ωkβjk + 1− ωk

∑N
j=1 βjk)

Here, ωk represents the activation weight of the kth rule, whereas the belief degree asso-
ciated with one of the consequent reference values is denoted by βj.

The final values can be converted into crisp values by using the utility score associated
with each referential value to obtain the final result.

zi =
N∑
j=1

u(Oj)βj (2.9)

where zi is the expected numerical value and u(Oj) is the utility score of each refer-
ential value.

Hence, by summing the belief degrees of the referential values of the consequent part
of Eq. (2.1) should be one if all the data for the antecedent part is available which
address the uncertainty due to incompleteness. Eq. (2.7) addresses the uncertainty due
to ignorance or missing values of data by updating the belief degree of each of the rules
during the belief update procedure.
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Figure 2.8: An multi-level BRB framework to predict flood

The value of learning parameters, such as rule weights, attribute weights, and belief
degrees (θk, δi, and βk) of BRBESs are usually assigned by domain experts or by gener-
ating random numbers [42]. However, the above-mentioned parameters have significant
influence on the outcome of a multi-level BRBES with large number of rules to achieve
a better result[43].

A multi-level BRBES is a collection of multiple BRBs, which are organized hierar-
chically. As an example, Figure 2.8 and Table 2.1 present a collection of BRBs, which
are organized hierarchically in a tree based manner. In Figure 2.8 the parent node X7
with several child nodes, like X8, X9, X10, X11, and X12 can be considered as a belief
rule base (BRB) X7. These child nodes are the antecedent attributes and X7 is the
consequent attribute of the BRB X7. Furthermore, it can be considered as the top level
or “Level 0” of the multi-level BRBES. BRB X8, BRB X9, BRB X10, BRB X11, and
BRB X12 in Figure 2.8 create next level of the BRB framework, which can be named
“Level 1”. The output of the BRBs at “Level 1” act as input for the BRB X7. Similarly,
the child nodes of the BRB at “Level 1” can get input from other BRBs from next level.
Generally, the BRBs are grouped based on the relevancy and flow of the data among
different BRBs. In summary, there are three levels in the BRB framework presented in
Figure 2.8.
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Table 2.1: Description of the nodes of the BRB framework

Node ID Name of the nodes
X7 Flood water level
X8 Meteorological Factors
X9 Geological Factors
X10 River Discharge
X11 Topography
X12 Human activities
X14 River depth
X15 River width
X16 Velocity
X17 Slope
X18 Siltation
X19 Soil type
X20 Saturation limit of Soil
X21 Soil infiltration rate
X22 Onset rainfall
X23 Prolonged rainfall
X25 Slope
X26 Aspect
X27 Unplanned infrastructure
X28 Embankment failure
X29 Deforestation
X30 Settlement on the flood prone areas
X31 Decrease watershed areas

Figure 2.9: Learning process of the BRBs

According to [44], values of the learning parameters can be discovered from data by
training the system. To find the optimal values, the learning parameters need to be
trained by single objective optimization of the learning parameters with linear equality
and inequality constraints. The optimization process requires to minimize the error ξ(p)
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between output from BRB, which is known as simulate output (zm)and the output from
real system, known as observed output (z̄m). This process is illustrated in Figure 2.9There
are M cases in a training sample, where input is um, observed output is z̄m and simulate
output zm and (m = 1, . . . ,M). The error ξ(p) is computed as following

ξ(p) =
1

M

M∑
m=1

(zm − z̄m)
2 (2.10)

The training process is conducted on each BRB. In order to minimize the error ξ(p) the
optimization of learning parameter is performed as defiend in following.

min
p

ξ(p) (2.11)

P = P (μ(Oj), θk, δk, βjk)

Eqs. (2.8) and (2.9) are used to construct the objective function for training the BRBES.
The learning parameters have some constraints. Attribute weights, rule weights, utility
values of the consequent attributes, and belief degrees are normalized between zero to
one. The summation of the belief degrees for each rule is considered one to ensure
completeness of the rule. Therefore, to refelect the above-mentioned conditions following
constraints are considered for each of the learning parameters:

• Utility values of the consequent attributes μ(Oj)(j = 1, . . . , n):

1 ≥ μ(Oj) ≥ 0;
μ(Oi) < μ(Oj); If i < j

• Rule weights θk(k = 1, . . . , K):

1 ≥ θk ≥ 0;

• Antecedent attribute weights δk, (k = 1, . . . , K):

1 ≥ δk ≥ 0;

• Consequent belief degrees for the kth rule βjk, (j = 1, . . . , n, k = 1, . . . , L):

1 ≥ βjk ≥ 0;
n∑

j=1

βjk = 1;

The Optimization of the learning parameters is conducted on each BRB separately
from lower levels to upper levels. Outputs of the child BRBs are assigned as inputs to
the parent BRB as shown in Eq. (2.12).

z̄s,m = z(s−1),m (2.12)

where s = 1, 2, . . . , S and S is the total number of BRBs.
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Therefore, for the top level BRB, the error minimization can be considered as set of
errors of all the BRBs at lower levels as shown in Eqs. (2.13) and (2.14).

ξs(p) ∈ (ξ1(p), ξ2(p), . . . , ξs−1(p)) (2.13)

ξs(p) =
1

M

M∑
m=1

(zsm − z̄sm)
2 (2.14)

where s = 1, 2, . . . , S and S is the total number of BRBs.

The training process for BRB at “Level 0” is conducted through optimization of the
learning parameters with a goal to achieve minimum errorξ(p). A new variable s has
been introduced for Eq. (2.15) and the constraints to reflect the propagation of data flow
from lower levels to upper levels in Eq. (2.15).

min
p

ξS(p) (2.15)

The following constraints for each of the parameter have been considered:

• Consequent of the referential values μ(Osj) (j = 1, . . . , n; s = 1, . . . , S):

1 ≥ μ(Os,j) ≥ 0;
μ(Osi) < μ(Osj); If i < j

• Rule weights θsk, (k = 1, . . . , K; s = 1, . . . , S):

1 ≥ θsk ≥ 0;

• Antecedent attribute weights δsk, (k = 1, . . . , K; s = 1, . . . , S):

1 ≥ δsk ≥ 0;

• Consequent belief degrees βsjk, (j = 1, . . . , N ; k = 1, . . . , K; s = 1, . . . , S):

1 ≥ βsjk ≥ 0;
j=1∑
N

βsjk = 1;

In summary, a detail description of Multi-level BRBES has been presented in this section.
Additionally, a learning mechanism for Multi-level BRBES has also been described in this
section.

2.1.4 Learning Technologies

Nowadays learning or Machine Learning is a very popular field in Computer Science.
Learning techniques provide an opportunity for computer programs to create a model
from sample data and apply that model to new data. Machine learning techniques are
closely related to computational statistic and mathematical optimization. In this thesis,
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the proposed learning and inference procedures for a multi-level BRBES have been com-
pared with potential machine learning techniques, such as ANN, SVM based regression,
and Linear Regression for predicting flood. These machine learning techniques are able
to provide better prediction for dynamic and non-linear complex natural phenomena, like
flood, due to their ability to efficiently extract the relationship among input and output
data [11], [18], [19], [23]. In the following subsection ANN, SVM based regression, and
Linear Regression will be presented.

Artificial Neural Networks

ANNs are frequently used by researchers in prediction and clustering because they can
determine the relationship between input and output data efficiently. Mitra et al. [11]
and He et al. [23] used ANNs for flood prediction. ANNs are a black box technique that
models relationships by learning from historical data. The rational and logical reasoning
cannot be examined, as the affects of intermediate layers are not visible. The major
advantage of ANNs is that they have the ability to learn from the observed data. The
disadvantage is that they are unable to provide reliable and logical decision.

An ANN is a computer program that models the human brain with units called
neurons analogues to the biological counterpart in the brain. This has applications in
pattern learning, that is, training the algorithm with a relevant data set and utilizing it for
future predictions. An ANN is trained to give correct output to a specific problem. The
ANN is fed with the input as well as output data and the initial weights to the connections
among neurons are assigned randomly. The ANN adjusts these weights between the
neurons until it produces the correct output for the set of inputs it is given. Hence,
accuracy of an ANN is affected by the number of data than the number of variables.
The interconnection weights are the mechanism used by the ANN to learn the solution
to the specific problem. The basic implementation of an ANN involves three layers,

Figure 2.10: The model of an artificial neural network

including an input layer, a hidden layer, and an output layer. The three layers function
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depending on the weight of the connections between them. Training in a neural network
can be supervised or unsupervised. The most popular algorithm for supervised training is
the back-propagation algorithm developed by McClelland and Rumelhart [45]. Another
consideration for an ANN model is reducing the error function, usually given by the
mean squared error, which is easily computable and an accurate method of validating
the training process.

Support Vector Machine Based Regression

The foundation of Support Vector Machines (SVMs) was given by Vapnik, a Russian
mathematician in the early 1960s [46], based on the Structural Risk Minimisation prin-
ciple from statistical learning theory and gained popularity due to its many attractive
features as well as promising empirical performance. SVM has been proved to be an
effective classifier in diverse fields, such as electrical engineering, civil engineering, me-
chanical engineering, medical, and finance [46]. Recently, it has been extended to the
domain of regression problems [47]. SVM with an ε-Insensitive loss function based algo-

Figure 2.11: An SVM example

rithm is used for predicting flood. The main concept in ε-Insensitive loss function is to
compute support vectors from the training data using the kernel function. The support
vectors should be on two hyper-planes with a distance from a real hyper-plane as show in
Figure 2.11. The hyper-planes work as a marginal boundary to estimate the prediction
error.

Linear Regression

Linear regression is the first type of popular method, which is extensively used in many
practical applications [48]. This is because models which depend linearly on their un-
known parameters are easier to fit using linear regression than models which are non-
linearly related to their parameters. Furthermore, the statistical properties of the re-
sulting estimators are easier to determine using linear regression. In statistics, linear
regression is a linear approach for modeling the relationship between a scalar dependent
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variable y and one or more independent variables denoted X. In the case of one inde-
pendent variable it is called simple linear regression. For more than one explanatory
variable, the process is called multiple linear regression. In addition, for multivariate lin-
ear regression multiple correlated dependent variables are predicted. In linear regression,
the relationships are modeled using linear predictor functions whose unknown model pa-
rameters are estimated from the data. Such models are called linear models. Usually
different forms of least squares method are used as linear predictor functions, which does
not address any types of uncertainty [49]. Therefore, linear regression based prediction
will not be suitable for predicting flood.

In the above sections various important terminologies related to this thesis topics have
been presented. Different scientific studies associated to this thesis will be described in
next section.

2.2 Related Work

This section presents the related research in the field of WSNs, anomaly detection, and
flood prediction.

Related Work on Wireless Sensor Networks

Previously, various studies have been carried out to predict flooding using different WSNs.
Sakib et al. [10] proposed a flood alert system based on neuro-fuzzy controller using WSN,
where IEEE 802.15.4 protocol was used. In this system, the sensor was used to collect
data and the Raspberry PI used as gateway to send the sensor data to the central server.
The flood alerts were generated using both historical and sensor data by employing neuro-
fuzzy controller method in the central server. GIS maps were used to illustrate the flood
alerts in the area. However, the suggested WSN do not take into account of the multiple
backhaul connectivities between Raspberry PI based gateway and the central server to
ensure reliablity of sensor data transmission to the central sever.

Mitra et al. [11] proposed a flood forecasting system by using WSN. The proposed
system used ZigBee for the WSN while Artificial Neural Network (ANN) was used to
support forecasting of flooding in the river basin. The WSN has been based on mesh
topology of ZigBee to provide alternative routes to the sensor nodes. Proposed network
architecture uses GPRS for transmitting data to the central server. However, GPRS
connectivity might not be available in remote locations, which might hinder the connec-
tivity. Moreover, the sensor nodes were built using MSP430 that was the comparatively
costly device, and ZigBee is a proprietary protocol, which impedes the interoperability.

Han et al. [12] proposed a hydrology monitoring system using ZigBee technology
with a star topology. Authors suggested using ZigBee for communication among sensors
and GPRS technology for transmitting data to receiving center. However, any flood
prediction mechanism was not presented in their study. Ancona et al. [13] described
a flood monitoring system with energy efficient sensors for measuring the amount of
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rainfall and river gauges. They took into consideration of the new IoT paradigm, like
cloud computing and data streaming.

Seal et al. [18] presented a real-time flood-forecasting model. The main features of the
proposed system were the fast prediction of flood and cost-effective implementation of the
system. Water level, Rainfall, and discharge were considered as parameters for forecasting
flood. The system also filtered out the anomaly from sensors data. Furthermore, a
wireless sensor network consisting of sensor nodes, intermediate nodes, computational
nodes, and a monitoring node was proposed by Seal et al. [18].

Khedo [50] also proposed a system, named real-time flood monitoring system (RTFMS),
for real-time monitoring of the hydrological conditions of rivers for flood forecasting us-
ing WSNs. The system monitored water level, water flow, and rainfall, in the region of
the Rivière du Rempart of Mauritius. Twenty-Two sensors were deployed along two kilo
meters of the river. These sensors were divided into three clusters that are connected to a
gateway. The sensors communicated using IEEE 802.15.4. The gateway node receives all
the data from the deployed sensors, and acts as a data-logger and transmits sensor read-
ings back to the Central Monitoring Office (CMO) using GSM network. Each mote sensor
transmits data to the gateway in a multi-hop fashion at an interval of fifteen minutes,
which is the maximum sampling frequency. RTFMS uses Grid-to-Grid model to predict
flood. In this study, author did not consider different types of backhaul connectivity for
the uninterrupted communication of data.

The above-mentioned research presented different WSN architectures using Adhoc
WSN network, ZigBee, and IEEE 802.15.4. They did not mentioned about any appli-
cation layer protocols. Furthermore, there is a lack of reliable black haul connectivity
between gateway and main server. The above-mentioned WSNs architectures are more
interested on the reliable communication among sensors.

Related Work on Anomaly Detection

The concept of anomaly detection studied by the statisticians for a long time [15]. Bam-
nett et al. [51] and Barnet et al. [52] proposed a multivariate Gaussian based anomaly
detection algorithm. The underlying principal of this algorithm was to calculate an
anomaly score based on the Gaussian density function. The data with anomaly score
above a threshold value were considered as anomalous. Data with unimodal, symmetric,
and asymptotic in nature usually follows Gaussian distribution. If the dataset cannot
fully follow the distribution then the inaccuracy in anomaly detection may be noticed.
The data with uncertainty do not follow Gaussian distribution. Sensor data are asym-
metric in nature. Therefore, Gaussian based anomaly detection approach is not always
efficient for anomaly detection from sensor data. Anomaly detection based on the oc-
currence of a data in a dataset might be a better option as it does not depend on the
characteristics of the dataset. The occurrence or frequency of data can be used to de-
velop rules. This in turn can be used for creating knowledge base. Therefore, different
knowledge base approaches can be used to detect anomalies in the sensor data.

Usually, rule-based or knowledge-base anomaly detection techniques uses predefined
rules to classify data points as anomalous or normal. There exist various types of rule-
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based approaches, such as association rule, fuzzy association rule to detect anomaly in
the sensor data [15].

Association rule is a rule-based approach for identifying pattern from the data set.
Agrawal et al. [53] proposed this method for detecting frequent items purchased by a
shopper from a database of purchased items of a shop. Association rule is expressed
as a form of X → Y , where X and Y are subsets of items. The rule implies that if a
person purchases X item sets, then the person might also purchase Y item sets. Using
the above mentioned algorithm at first, frequent itemsets were detected using minimum
support and then from the frequent itemsets using minimum confidence association rules
are discovered. However, during finding the frequent itemsets crisp values are considered,
which lack the capability of addressing the issues of different types of uncertainties like
ignorance, incompleteness, ambiguity, vagueness, and imprecision.

An association rule based anomaly detection technique is proposed in [16]. The
authors present a new method to detect anomaly by discovering frequent patterns from
the data set. In this method, each data point in the data set is considered as a transaction.
Therefore, the transactions that contain less frequent patterns are detected as anomaly.
This method defines a measure, called FPOF (Frequent Pattern Outlier Factor), to detect
the anomalous transactions. However, the method can well handle precise data and hence,
it is not well suited where the nature of the data contains fuzziness. In addition, sensor
data contains various types of uncertainty such as ignorance, incompleteness, ambiguity,
vagueness, and imprecision for the reasons as explained in the previous section. Thus,
by using this method the appropriate rules cannot be mined and hence, the detection of
the anomaly that exits in the sensor data is not possible.

Sensor data can be viewed as a large volume of real-valued data collected from sensor
nodes. The characteristics of these data depend on the attributes of data as well as on
the correlation between the data in space and time. Each sensor node might have one
or more sensors. A sensor node with one temperature sensor, which can be considered
as providing univariate attributed data. On the other hand, a sensor node consists of
temperature and humidity sensors, these can be considered as multivariate attributed
data. It is comparatively easier to detect outlier from univariate-attributed data as one
type of data needed to be considered. However, for multivariate attributed data to detect
anomaly multiple types of data need to be considered together. Moreover, special and
temporal correlation with the collected data also influences in anomaly detection in sensor
data. Temporal correlation implies the reading of sensor data in one instant is related
with the previous instant of the time. On the contrary, special correlation implies that a
correlation exists among the data gathered from geographically closely deployed sensors
[54].

Weng [17], proposed an anomaly detection technique based on rare data pattern in-
stead of frequent data pattern. This methodology is able to discover more interesting
and valuable patterns from the data then the association rule based technique. However,
experts assign membership function and four parameters (e.g. minimum support, maxi-
mum support, maximum rank, and minimum confidence) in this study. This makes the
system more human dependent. Moreover, the proposed algorithm is not able to address



2.2. Related Work 31

ignorance and incompleteness due to the limitation of fuzzy logic. By using a modified
Fuzzy Apriori Rare Itemsets Mining (FARIM) [17] algorithm teachers can more easily
detect weak students and give them extra coaching. The propose method also did not
address the ignorance and incompleteness.

In summary, the techniques as mentioned earlier for detecting anomalies are not
able to address the different type of uncertainty. Gaussian-based and Association based
anomaly detection algorithm cannot address any types of uncertainty. However, fuzzy
association rule based anomaly detection technique address uncertainty due to ignorance
and incompleteness.

Related Work on Flood Prediction

Flood is a complex natural event. It is caused by the partial or complete inundation of
land by the overflow of water due to rain, overflow of water over a dam, and excessive
melting of snow. Various machine learning techniques such as ANN, SVM, and Linear
Regression are used to predict flooding in area [18], [19], [11]. Mitra et al. [11] used
ANN to predict river flooding. This system considered rainfall, pressure, water flow,
and humidity to predict flooding, which were collected by using sensors. The system
considered a three layer architecture and used the back propagation supervised learning
algorithm to predict flooding by taking into account the above-mentioned data, collected
by the sensors. ANN adjusts the weights of neurons or nodes based on the input dataset to
produce the correct flood water level. However, in ANN approach, the training consists
of adjusting the only learning parameter, known as weight to reduce the error. The
error consists of the difference between the target flood water level and the ANN system
generated flood water level. Hence, a holistic prediction of flood could not be achieved by
this approach. In addition, the qualitative data has not been considered in this model.
On the contrary, in order to accurately predict the flooding in an area it is necessary to
consider both qualitative and quantitative data in an integrated framework.

Theera-Umpon et al. [19] presented an SVM based system to predict flood of Chiang
Mai City in Thailand. The system used hourly measured river water levels for a period of
two years, collected from three gauging stations. SVM with an ε-Insensitive loss function
based algorithm is used for predicting flood. Furthermore, Theera-Umpon et al. [19]
showed that SVM performs better than the multilayer perceptrons model.

Seal et al. [18] used linear regression to forecast flood in real-time using rainfall,
water discharge, and temperature. The system used robust least-squares linear regression
algorithm to overcome the sensitivity for the outlier of the ordinary linear regression. The
authors claim that their system is cost-effective in implementation and speed efficient for
forecasting flood in a real-time scenario. However, linear regression in general cannot
address uncertainty due to randomness.

Thus, from the above, it can be argued that BRBESs could predict flooding more
accurately than from ANN, SVM based regression, and Linear Regression. The reason
for this is that BRBESs consider various types of uncertainty to predict flooding.
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2.3 Chapter Summary

In this chapter different technologies related to the thesis topics were introduced. A brief
description of WSNs as well as various protocols, such as IEEE 802.15.4, 6LoWPAN, and
CoAP, was presented. In addition, BRBES and different learning technologies related
to the thesis were introduced. Various related research studies on WSNs, anomaly de-
tection, and flood prediction were presented in the later part of the chapter. The thesis
contributions will be presented next.
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Abstract—Even in the 21st century human is still handicapped 
with natural disaster. Flood is one of the most catastrophic natural 
disasters. Early warnings help people to take necessary steps to 
save human lives and properties. Sensors can be used to provide 
more accurate early warnings due to possibilities of capturing 
more detail data of surrounding nature. Recent advantages in 
protocol standardization and cost effectiveness of sensors it is 
possible to easily deploy and manage sensors in large scale. In this 
paper, a heterogeneous wireless sensor network is proposed and 
evaluated to predict natural disaster like flood. In this network 
CoAP is used as a unified application layer protocol for 
exchanging sensor data. Therefore, CoAP over SMS protocol is 
used for exchanging sensor data. Furthermore, the effectiveness of 
the heterogeneous wireless sensor network for predicting natural 
disaster is presented in this paper. 

Keywords—CoAP; IEEE 802.15.4; 6LoWPAN; SMS; Belief 
Rule Base Expert System 

I.  INTRODUCTION  
Natural Disaster like flood will cost up to $1 trillion per year 

by 2050 for coastal cities [1]. Furthermore, among different 
types of natural disasters (e.g. earthquake, hurricanes, tornadoes 
and other geologic process) flood is considered as the most 
devastating natural disasters [2]. Typically flood and its 
aftermath causes the highest number of human casualties and 
economic damage in comparison to other natural disasters. As 
for example, due to the overflow of water from Huang Hu River 
a terrible flood occurred in China in 1931. This flood is 
recognized as one of the most destructive flood of twentieth 
century, which is known as Yellow River flood. This flood 
caused eighty-eight thousand square km of land to be completely 
flooded with water, eighty million people were rendered 
homeless and around four million people died. Recent floods in 
Germany and France during June 2016 caused one billion euros 
worth of damage. Therefore, an efficient and effective flood 
prediction is required to provide a better flood warning system. 
Flood prediction is performed using several types of data. These 
are: the amount of rainfall, the rate of change in river flow, 

rainfall duration, river water level, the features of a river's 
drainage basin and human activities. These data can be 
characterized into two groups. One is quantitative in nature and 
another is qualitative in nature. Henceforth, Belief Rule Base 
Expert System (BRBES) [3], a single integrated framework for 
processing both qualitative and quantitative data, is used for 
predicting floods from sensor data in this research work.   

Different types of data those are necessary for predicting 
flood can be easily collected from the nature by using sensors 
and send these data to a server for predicting flood. Nowadays, 
due to the low cost and protocol standardization [4], low-
powered sensors are easily deployed in large scale for different 
systems. Nevertheless, as sensors are deployed in harsh 
environment an efficient wireless sensor network (WSN) is 
needed for collecting and transmitting data to the servers.  

In this paper, a heterogeneous WSN is developed based on 
the WSN architecture proposed in [5]. The heterogeneous 
wireless sensor network is based on standard protocols like, 
IEEE 802.15.4, IPv6 over Low Power Wireless Personal Area 
Networks (6LoWPAN), Constrained Application Protocol 
(CoAP), 3G and SMS. For the physical layer connectivity 
among sensors IEEE 802.15.4 protocol is used. In network layer 
6LoWPAN is used, as it provides support of IPv6 and better 
resource management for resource constrained devices. 
Furthermore, UDP or SMS is used in transport layer. CoAP is 
used for exchanging data between sensors and server, as it is one 
of the popular application layer protocols for resource-
constrained device. Moreover, the WSN network needs to be 
resilient to sustain harsh environment and support remote 
locations. Therefore, mobile networks were also included as 
backhaul connectivity in corporation with typical WLAN and 
LAN.  

This paper studies performance of the WSN in an Arduino 
[6] based platform and is organized in the following way. 
Section 2 covers related work, while Section 3 describes 
standards and technologies. The proposed WSN system 
architecture is described in Section 4. The experimental setup 
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and the results are reported respectively in Sections 5 and 6. 
Furthermore, Section 7 concludes our paper and indicates future 
work.  

II. RELATED WORK 
Flood prediction systems are in use in many parts of the 

world. Most of them are not able to predict flood accurately as 
well as they are unable to generate warning or alert long time 
before the flood occurrence [7]. However, using WSN the flood 
prediction system becomes easier to design with high accuracy 
and faster response [8].  

Sakib et al. [9] proposed a flood alert system based on neuro-
fuzzy controller using WSN where IEEE 802.15.4 protocol used 
as the WSN protocol. The sensor information is sent to the 
Raspberry PI based gateway, which is later sent to the central 
server. The flood alert is generated based on historical and 
sensor data using neuro-fuzzy controller method in the central 
server and the alerts are showed in a GIS Map. However, the 
suggested WSN do not take into account of the redundancy of 
connectivity between Raspberry PI based gateway and central 
server. Moreover, the connectivity between gateway and the 
central server needs to be resilient and stable.  It also needs to be 
easily deployable. 

Mitra et al. [10] proposed a flood forecasting system by 
using WSN. The proposed system uses ZigBee for the WSN 
while Artificial Neural Network (ANN) is used to support 
forecasting of flooding in the river basin. The WSN is based on 
mesh topology of ZigBee to provide alternative routes to the 
sensor nodes. Proposed network architecture uses GPRS for 
transmitting data to the central server. However, GPRS 
connectivity might not be available in remote locations, which 
might hinder the connectivity. Moreover, the sensor nodes are 
built using MSP430 that are comparatively costly device and 
ZigBee is a proprietary protocol, which hinders the 
interoperability. 

Han et al. [11] proposed a hydrology monitoring system 
using ZigBee technology with a star topology. Authors propose 
to use ZigBee for communication among sensors and GPRS 
technology for transmitting data to data receiving center. 
However, any flood prediction mechanism is not presented in 
their work. Ancona et al. [12] described a flood monitoring 
system with energy efficient sensors for measuring amount of 
rainfall and river gauges. They took into more consideration of 
the new IoT paradigm like cloud computing and data streaming. 

Ahmed et al. [13] described Ad hoc WSN architecture for 
disaster survivor detection. According to the authors, this WSN 
architecture is energy efficient and sensors are easily deployable. 

Moreover, most of the discussed WSN networks did not 
propose any application layer protocol. Nenad et al. [14] 
presented an implementation and evaluation of CoAP over SMS 
as M2M communication. The research paper shows that the 
increase traffic of SMS leads delaying in SMS delivery time. 
However, sensors data are not always time critical therefore, 
delay in delivery time is not very important. Moreover, SMS 
provides more network coverage of locations, as the mobile 
network is available in remote areas. 

From the above discussion, it is evident that researchers have 
proposed different protocol based on WSN networks. These 
WSN architectures mostly concern on redundancy on sensor 
communication. However, redundancy in backhaul 
communication is not considered [9], [10], [11], [12] and [13]. 
Therefore, our proposed architecture considers two types of 
backhaul communications. These are Wi-Fi/LAN and SMS 
based backhaul communications. Moreover, the proposed 
architecture also uses CoAP as an application layer protocol. 

III. STANDARDS AND TECHNOLOGIES 
This section describes technologies and standards necessary 

for a heterogonous wireless sensor network. Different protocols 
of each network layer are discussed below. 

A. IEEE 802.15.4 
In Wireless Sensor Networks one of the most accepted 

protocols for Medium Access Control Layer (MAC) is IEEE 
802.15.4. The main characteristics of IEEE 802.15.4 are low 
power, low cost, short distance. 802.15.4 provides specification 
for physical layer and MAC layer. It operates on one of three 
possible unlicensed frequency bands: 

• 868.0–868.6 MHz for Europe 
• 902–928 MHz for North America 
• 2400–2483.5 MHz for worldwide use 

IEEE 802.15.4 defines two types of network nodes. The 
first one is the full-function device (FFD). It works as the 
coordinator of a personal area network or function as a common 
node. Second one is the reduced-function device (RFD). These 
devices have very low capability and usually act as an end node 
in WSNs. They communicate with FFDs only. 
Accordingly, IEEE 802.15.4 WSNs can be configured as either 
peer-to-peer or star networks. However, every WSN should 
have at least one FFD, which work as the coordinator of the 
WSN. 

B. 6LoWPAN 
Internet Protocol (IP) is the most used and adopted protocol 

in the networking. At the beginning WSN community wanted 
to develop separate protocols. However, nowadays WSNs 
community is more interested to use IP protocol for the WSN. 
Therefore, a new standard was introduced to facilitate IPv6 to 
WSN, named “IPv6 over Low Power Wireless Personal Area 
Network" or 6LoWPAN. It uses IEEE 802.15.4 as physical and 
MAC layers. The advantages of 6LoWPANs are their 
popularity, applicability, bigger address space, and stateless 
address configuration [11]. The MTU size of IPv6 is 1280 
octets, which is higher than the IEEE 802.15.4 frame. 
Therefore, fragmentation was introduced. A routing protocol is 
also defined for the low-cost devices named RPL. It allows easy 
configuration and maintainability for dynamically formed 
network. 

C. CoAP 
The Constrained Application Protocol (CoAP) is an 

application layer protocol designed for low resource devices 
with low computation, low memory and low power 
requirement. The main feature of this protocol is less overhead 
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and easy parsing. It also provides support for Uniform Resource 
Identifier (URI), content-type and resource discovery of known 
CoAP service. CoAP also has simple caching mechanism. It 
also provides subscription and push notification for a resource. 
Like the HTTP protocol, it uses a request/response 
infrastructure and supports web services. It operates over the 
UDP protocol with its own easy session control and retransmit 
schema.  It has four types of messages. These are Confirmable, 
Non-Confirmable, Acknowledgement and Reset. It uses only a 
4 bytes header. 

D. SMS 
Short Message Service (SMS) provides text-messaging 

service for mobile handset. It originated from radio telegraphy 
in radio memo pager. Global System for Mobile 
Communications (GSM) first standardized SMS in 1985, which 
is now maintained in 3GPP as TS 23.040. A conventional SMS 
message can have 160 chars (encoded by 7-bit character set), 
140 chars (encoded by 8-bit character set) and 70 chars 
(encoded by 16-bit for Unicode character set). Therefore, the 
size of SMS is 140 bytes. Messages bigger than 140 bytes are 
grouped into a 134 bytes message with 6 bytes of User Data 
header (UDH) for each message, which is called concatenated 
SMS. From sender, mobile handset the SMS is sent to a short 
messaging service center (SMSC) and later on delivered to 
recipient’s mobile handset using a mechanism called “store and 
forward”. If the recipient is not reachable the massage is stored 
and queued in SMSC and later retried to deliver to recipient. 
Mobile Application Part (MAP) of the SS7 protocol is used for 
sending and receiving short messages among the SMSC and the 
user handset. SMS from mobile handset is called SMS-MO and 
SMS from SMSC to mobile handset is called SMS-MT. 

IV. SYSTEM ARCHITECTURE 
In this section, the proposed heterogeneous wireless sensor 

network architecture is described. The main aim of this 
architecture is to provide an interoperable, non-vendor-specific, 
and cost effective system for collecting data from the low-cost 
sensor nodes distributed over a vast geographical area and 
ensure the transmission of data from the sensor nodes to the 
central server. The proposed heterogeneous WSN uses IEEE 
802.15.4 as physical and MAC layer, 6LoWPAN as network 
layer, UDP or SMS as transport layer and CoAP as application 
layer for communication among sensor and sink nodes. IEEE 
802.15.4, 6LoWPAN and CoAP are interoperable, non-vendor-
specific protocols. Moreover, these protocols are designed for 
resource constrained sensor devices. One of the main issues of 
sending data from the sensor nodes to central server is the non-
availability of Wi-Fi/LAN connectivity in the remote places. 
Therefore, a combination of mobile network and Wi-Fi/LAN is 
used in proposed WSN network as backhaul connectivity. 
Moreover, the heterogeneous wireless sensor network system is 
developed using open source platforms and standardized 
protocols.   

The proposed heterogeneous WSN is presented in Fig. 1.  
Sensor nodes are deployed over vast geographical near the river 
basin for collecting data using different sensors like water level, 
temperature and humidity sensors. Star topology is used for 

communicating among sensors. Sensor nodes sense the 
environmental data after certain interval and send the data to 
sink node using CoAP messages. Here, senor nodes act as CoAP 
client and sink nodes as CoAP server. Thereafter, sink nodes 
sends the data to the central server based on the available 
backhaul connectivity. There are two types of sink nodes based 
on the backhaul connectivity. These are SMS sink node and 
Non-SMS sink node. SMS sink nodes send data using SMS over 
the mobile network to a SMS gateway. Non-SMS sink nodes use 
HTTP Rest protocol for sending data using IPv4 or IPv6 over 
traditional Wi-Fi/LAN networks to central server. CoAP 
message are sent over SMSs instead of UDP to a SMS gateway 
by the first type of sink nodes. Usually, a CoAP messages fits 
into one SMS of 14 bytes with 4 bytes of CoAP header and 10 
bytes of payload containing sensor data. If sensor data are more 
than 10 bytes than the data can be distributed over several 
separate SMSs. In that case, CoAP options field can be used for 
sequencing the split sensor data. Henceforth, SMS gateway 
sends the data to central server by HTTP request using IPv4 or 
IPv6. Belief Rule Base Expert System collects data from the 
central server to predict floods for a specific geographical 
location.  

 
 Fig. 1. Architecture of heterogeneous wireless sensor network 

 Arduino based popular open source hardware platform is 
used for developing the WSN. Four main hardware components 
were used to develop the scenario. These are Arduino Mega, 
XBee Shield, XBee Series 1 module, Arduino Ethernet Shield, 
Adafruit FONA 808 Shield and DHT11 sensor. 

Arduino Mega [16] is an ATmega2560 microcontroller 
based embedded device. It has flash memory 128 KB of which 
4 KB used by boot loader, SRAM of 8 KB and EEPROM of 4 
KB. Arduino Mega has fifty-four input/output pins. Among 
these pins 14 can be used as PWM outputs, 16 analog inputs, 4 
UARTs. It also has a USB connection, a power jack, an ICSP 
header, and a reset button. 

XBee Series 1 [18] is a RF module to communicate with 
other nodes using 802.15.4. It operates on 2.4 GHz frequencies 
with 250 kbps data rate. Indoor coverage range is up to 100 ft. 
(30 m) and outdoor range is up to 300 ft. (90 m) for the module. 
It uses 802.15.4 with ACK in MAC mode. The module uses 
three reties as default while transmitting. 

XBee Shield [17] is used to connect Arduino Mega and 
XBee Series 1 RF Module. The shield breaks out each of the 
XBee's pins to a through-hole solder pad. XBee Shield also 
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provides female pin headers for use of digital pins 2 to 7 and the 
analog inputs that are covered by the shield. The XBee shield 
has a switch, which determines the serial communication 
between the microcontroller and FTDI USB-to-serial chip on the 
Arduino board. 

Arduino Ethernet Shield [19] permits Arduino Mega to use 
LAN connectivity. It uses Wiznet W5500 chip with 32K buffer, 
which provides a built-in support for TCP and UDP of Internet 
Protocol (IP). It also can maintain eight simultaneous socket 
connections. Arduino Ethernet Shield connects with Arduino 
Mega using SPI ports.  

Adafruit FONA 808 Shield [20] helps in sending SMS from 
Arduino Mega. It uses SIM808L chipset for communicating 
with mobile network. Adafruit FONA supports Quad-band 
(850/900/1800/1900MHz) of global GSM network using any 
2G SIM. It also has an onboard LiPoly battery charging circuitry 
and GPS tracker. AT commands are used for sending and 
receiving SMS.   

DHT11 [21] is used as temperature and humidity sensors. It 
uses a capacitive humidity sensor and a thermistor to measure 
the surrounding air, and outputs digital signal. The sensor 
operating voltage is 3-5 V DC. Temperature measurement range 
is 0-50 °C (± 2 °C) and Humidity measurement range is 20-80% 
RH (± 5% RH).  The DHT11 sensor has three pins, which are 
connected with the 5V, GND and digital PIN 24 of Arduino 
Mega.  

A sensor node consists of Arduino Mega, temperature and 
humidity sensors (DHT11), XBee Shield and XBee Series 1. 

 
 Fig. 2. Sensor node 

SMS sink nodes, which send sensor data to SMS gateway 
using SMS, consist of Arduino Mega, Adafruit FONA 808 
Shield, XBee Shield and XBee Series 1 Module. It acts as CoAP 
server for the sensor nodes and CoAP client for the SMS 
gateway.  

Non-SMS sink nodes are used to send data over LAN to the 
central server. The sink node is composed of an Arduino Mega, 
Arduino Ethernet Shield, XBee Shield and XBee Series 1 
Module. 

The deployments of these devices are not quite easy, as 
different standalone components need to be interfaced and 
configured to work with each other. Perhaps the biggest 
drawback is the power consumption as the Arduino is a 
multipurpose device for building prototype, not designed only to 

operate in battery efficient conditions. However, the Arduino 
based devices are easily available and comparatively cheaper. 

 
 Fig. 3. Sink Node 

 In summary an interoperable, non-vendor-specific, and cost 
effective heterogeneous WSN is presented. The heterogeneous 
WSN uses multiple backhaul connectivity for transmitting data 
to central server. Moreover, the CoAP messages are ported into 
SMS for interoperability. 

V. EXPERIMENTAL SETUP  
For evaluating the proposed heterogeneous WSN, an 

experimental setup was created using two sensor nodes, one 
SMS sink node, one Non-SMS sink node, SMS Gateway and 
central server. Fig. 4 and Fig. 5 present the connectivity 
diagrams and the protocols used by different nodes. Sensor Node 
s1 and s2 periodically send data either to SMS sink node or Non-
SMS sink node. One of the sink nodes was used at a time for the 
better understanding the behavior of the backhaul connectivity 
between sink node and central server. 

 
 Fig. 4. SMS based WSN architecture for experimental setup 

An analysis of sensor data delivery time from sensor node to 
central server was performed to evaluate the performance of 
WSN. From each sensor node 30 CoAP put messages are sent to 
central server after certain interval through two different types 
of sink node (i.e. SMS sink node and Non-SMS sink node). 
Moreover, an analysis of round trip time of different sizes of 
packets was performed between sensor node and sink node. 
From each sink node 30 CoAP PUT messages were send to both 
sensor nodes within interval 25 seconds. The message  

10



 
Fig. 5. Non-SMS based WSN architecture for experimental setup 

packet size started from 29 Byte to 84 Byte. The packet size was 
increased by 5 bytes after every 30 messages.   

Arduino based IPv6 Stack; named µIPv6 provided by 
Telecom-Bretagne [22] is used for performing the analysis. 
µIPv6 is based on the Contiki IPv6 stack and implements 
6LoWPAN, UDP, CoAP and RPL. A delay was introduced 
before the sensor nodes reply back to the sink node to emulate 
the real-life sensor deployment scenario. 

VI. RESULT AND DISCUSSION 
The main motivation of the proposed WSN architecture is to 

ensure connectivity and propagation of sensed data towards 
central server. Most of the previous works [9][10][11][12] 
proposed single type of backhaul connectivity based on either 
Wi-Fi or Cellular connectivity. However, our proposed 
architecture uses combination of Wi-Fi/LAN and Cellular 
connectivity, which ensures connectivity even in remote places. 
Moreover, the proposed WSN architecture uses non- proprietary 
protocols such as IEEE 802.15.4, 6LoWPAN and CoAP 
protocols and also uses CoAP as an end-to-end application layer 
protocol for sending sensor data. 

For evaluating the heterogonous WSN architecture two types 
of evaluation were carried out. One is data delivery time and 
another is round trip time of different packet size data. In Fig. 6, 
a comparison of sensor data or message delivery time for 
different throughputs of messages is presented. Dotted and 
straight line show the average delivery time of sending messages 
from sensor s1 and s2 through SMS Sink node and Non-SMS 
Sink node respectively. It can be observed from the Fig. 6 that 
with the increase of throughput the message delivery time 
remains similar. Moreover, the time required for delivering of 
message to central server through SMS is higher than LAN due 
to the conversion of SMS to HTTP by the SMS gateway.  
Average message delivery time through SMS sink node and 
Non-SMS sink are twelve seconds and two seconds respectively. 
The increase of the message delivery time through SMS sink 
node was due to the longer time required by the SMSC and 
processing time of SMS Gateway. 

Furthermore, the rate of success full message delivery 
decreases with the increase of the messages per minute as, it is 
evident in Fig. 7. The dotted line and straight line show the 
successful message delivery rate of sensor s1 and s2 through 
SMS Sink node and Non-SMS Sink node respectively. The 
success rate of message delivery through the Non-SMS sink 
node is comparatively higher than the SMS Sink node. 

 
 Fig. 6. Message delivery time vs throughput 

The lower success rate of SMS sink node is due to the higher 
time required by the node to process and send SMS to SMS 
gateway and lack of threading or parallel processing in Arduino 
Mega. The processing time of received data from sensor node 
and sending messages to server on an average is five seconds at 
the SMS sink node where as Non-SMS sink node requires one 
seconds. However, the success rates of message delivery time 
through the both sink nodes are almost same for the two 
messages per minute.    

 
 Fig. 7. Message success rate vs throughput 

 Fig. 8 below shows the round-trip times vs. packet sizes. 
The straight line shows the result for sensor node s1 and the 
dotted line shows the result for the sensor node s2. The graph 
generally shows that the round trip increases with the packet 
size. It is seen in the graph that for first two packet sizes the 
round-trip times are varying. This might be influenced by the 
random radio traffic conditions.   For larger packet size a linear 
growth is observed because of the increase of processing and 
transmitting time. 

Furthermore, evaluations of the delivery time of 
concatenated SMSs were also carried out with two messages per 
second; as it is evident in Fig. 7 that SMS sink node has best 
success rate for two messages per second. The average time of 
sending two concatenated SMSs were thirty-one seconds. The 
delivery time of concatenated SMSs increased linearly with the 
number of concatenated SMSs. 

In summary, an evaluation of the proposed heterogeneous 
WSN architecture is carried out in this research work. The WSN 
architecture was measured over message delivery time, message 
delivery success rate and round trip of messages. It is observed 
from the experiments that even though message delivery time is 
higher for the messages going through SMS sink nodes; the 
success rate is similar like the Non-SMS sink node and for 
specific two messages per minute. 
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 Fig. 8.  Round trip times vs packet sizes 

The SMS based backhaul provides an opportunity to deploy 
WSNs in remote places where there is a lack of Wi-Fi/LAN 
based infrastructure. As for example, remote places of 
Bangladesh lack proper infrastructure of Wi-Fi/LAN. Therefore, 
the proposed SMS based backhaul connectivity approach will 
provide more flexibility to deploy than from other approaches 
mentioned in Section 2. Furthermore, a network resilient WSN 
architecture is proposed using low cost resource constrained 
devices for gathering data for flood prediction.  

VII. CONCLUSION 
Flood is one of the most catastrophic natural disasters. 

Predicting flood will help to prevent the loss of human life and 
economic losses. Low cost resource constrained sensor devices 
help us to gather more precise data for predicting flood. 
Therefore, a heterogamous WSN architecture is proposed here 
for deploying sensor and gathering data in remote areas based 
on non-proprietary hardware and protocols. Henceforth, the data 
received from the senor are used by the BRBES for predicting 
flood. Moreover, an evaluation of performance of the proposed 
architecture is also carried out in this research work.  The results 
showed that the delivery time of data through SMS sink node is 
higher than the Non-SMS sink node. However, the success rate 
of delivery of data was almost equal for two messages per 
second for SMS sink node and Non-SMS sink node. In addition 
to this, the variation of success rates and delivery time with 
increased throughput was unforeseen. Most likely this is due to 
randomness of radio traffic and lack of parallel processing in 
Arduino platform. As future work, we intend to further 
investigate the operation of the medium access control layer and 
how it might affect the performance of 6LoWPAN. More detail 
evaluation of the proposed WSN architecture needs to be carried 
out with large number of sensor nodes and different types of 
sensor hardware platforms.  
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Abstract It is an era of Internet of Things, where vari-
ous types of sensors, especially wireless, are widely used
to collect huge amount of data to feed various systems
such as surveillance, environmental monitoring, and dis-
aster management. In these systems, wireless sensors are
deployed to make decisions or to predict an event in a
real-time basis. However, the accuracy of such decisions or
predictions depends upon the reliability of the sensor data.
Unfortunately, erroneous data are received from the sen-
sors. Consequently, it hampers the appropriate operations
of the mentioned systems, especially in making decisions
and prediction. Therefore, the detection of anomaly that
exists with the sensor data drew significant attention and
hence, it needs to be filtered before feeding a system to
increase its reliability in making decisions or prediction.
There exists various sensor anomaly detection algorithms,
but few of them are able to address the uncertain phenom-
enon, associated with the sensor data. If these uncertain
phenomena cannot be addressed by the algorithms, the fil-
tered data into the system will not be able to increase the
reliability of the decision-making process. These uncertain-
ties may be due to the incompleteness, ignorance, vagueness,
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imprecision and ambiguity. Therefore, in this paper we pro-
pose a new belief-rule-based association rule (BRBAR) with
the ability to handle the various types of uncertainties as
mentioned.The reliability of this novel algorithm has been
compared with other existing anomaly detection algorithms
such as Gaussian, binary association rule and fuzzy associa-
tion rule by using sensor data from various domains such as
rainfall, temperature and cancer cell data. Receiver operating
characteristic curves are used for comparing the performance
of our proposed BRBAR with the aforementioned algo-
rithms. The comparisons demonstrate that BRBAR is more
accurate and reliable in detecting anomalies from sensor data
under uncertainty. Hence, the use of such algorithm to feed
the decision-making systems could be beneficial. Therefore,
we have used this algorithm to feed appropriate sensor data
to our recently developed belief-rule-based expert system to
predict flooding in an area. Consequently, the reliability and
the accuracy of the flood prediction system increase signifi-
cantly. Such novel algorithm (BRBAR) can be used in other
areas of applications.

Keywords Internet of Things · Wireless sensor networks ·
Anomaly detection · Flood prediction · Belief-rule-based
expert systems

1 Introduction

Nowadays, wireless sensors are deployed in large scale to
monitor various environmental parameters such as rainfall,
water level, humidity, soil moisture and temperature (Ahmad
et al. 2013; Zhang et al. 2011). The collected sensor data
can be used in various expert systems to support decision-
making processes or to predict the occurrence of an event
such as flooding (Fang et al. 2014). The wireless sensors are
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considered due to their low power consumption, low cost and
protocol standardization (Palattella et al. 2013; Ahmad et al.
2013; Seal et al. 2012; Khedo 2013; Atzori et al. 2010). Usu-
ally, such expert systems are helpful where the events under
investigation change rapidly and their prediction cannot be
made in advance. Flooding can be considered as an exam-
ple of such event, which has the highest capability to bring
sufferings to the human beings and therefore, its assessment
of risk is very important (Hossain and Davies 2001, 2004,
2006; Vladimirova and Yuhaniz 2011; Gnecco et al. 2016).
Hence, wireless sensor network technologies have been used
to collect flood-related data, and eventually, they are fed into
Decision Support Systems (DSSs) to generate different deci-
sion scenarios and to predict flooding in an area (Andersson
and Hossain 2014, 2015; González et al. 2013; Demeritt et al.
2013).

However, the accurate and appropriate risk scenario gen-
erations by these systems (Aziz and Aziz 2011; Adefisan
et al. 2015) as well as the flood prediction are found to be
not reliable due to the erroneous and misleading nature of
sensor data (Pappenberger et al. 2006). The reason for this is
that sensor data may contain missing data, duplicated data
or inconsistent data due to the resource constraints such
as battery power (Sheltami et al. 2016; Xu et al. 2015),
computational and memory capacities (Bajaber and Awan
2010) as well as communication bandwidth (Thombre et al.
2016). Hence, the data generated by the sensor nodes become
unreliable and inaccurate. In addition to this, in harsh envi-
ronment where sensors are deployed in unprotected way,
causing malfunction and this may result in noisy, miss-
ing and redundant data (Chen et al. 2006). Moreover, the
sensors are vulnerable to malicious attacks such as denial
of service attacks, black hole attacks and eavesdropping
(Perrig et al. 2004; Langin and Rahimi 2010; Fiore et al.
2013).

The presence of missing value, duplicate or inconsistency
with the sensor data leads to the creation of different types
of uncertainty such as incompleteness, ignorance, vague-
ness, imprecision and ambiguity. The resource constraints
of sensors cause some data to be missed, causing ignorance
and ambiguity. The malfunction causes the sensor data to be
incomplete. Moreover, vagueness is caused in sensor data by
inaccuracy due to malicious attack, and imprecision is caused
by less precise data reading from sensor due to lack of battery
power (Rajasegarar et al. 2008). The presence of uncertainty
with the sensor data resulting from the factors mentioned
above may cause anomaly in the sensor data. Hence, the data
become unreliable, and if they are not filtered before feed-
ing to the expert systems, the results generated from such
systems may become inaccurate. Therefore, it is necessary
to use appropriate techniques to handle anomalous data with
the capability of handling different types of uncertainty in an
integrated framework.

Therefore, it is necessary to ensure the reliability and
accuracy of the sensor data before using it in any expert
system. By using anomaly detection techniques, we can
ensure reliability and accuracy of the data. According to
Gnecco et al. (2016), anomalies are patterns in data that
do not conform to a well-defined notion of normal behav-
iour. There are different techniques of anomaly detection,
based on the model used; these are parametric (statistical)
and nonparametric model-based anomaly detection tech-
niques (Chandola et al. 2009). In the parameter techniques,
data are analysed using density distribution and which data
have low relevance with the distribution are considered as
anomalies. Multivariate Gaussian method is an example of
statistical model-based anomaly detection technique. Sta-
tistical model works well when distribution of the data is
known, which is rare for sensor data. Rule-based techniques
are the examples of nonparametric approaches (Chandola
et al. 2009). In the rule-based techniques, rules are generated
based on the data. Each of the rules is given a weight value-
based on the frequency of the rule in data, and anomalous
data are detected using some threshold values. Associa-
tion Rule mining (He et al. 2004) and Fuzzy Rule Base
Association Rule mining (Weng 2011) are the examples
of rule-based techniques. However, these rules do not take
into account of the uncertainty phenomena of the sensor
data.

However, Gaussian method, is a statistical-based approach,
is unable to handle uncertainty due to randomness, igno-
rance as well as fuzziness. On the other hand, rule-based
approach such as association rule uses assertive knowl-
edge, which can be evaluated either true or false. Hence,
this approach is unable to address uncertainty due to
fuzziness, ignorance or incompleteness. Fuzzy logic can
handle uncertainty due to fuzziness but unable to han-
dle ignorance and incompleteness. It is also unable to
handle uncertainty due to ignorance in fuzziness. Hence,
none of the mentioned methods can handle all types of
uncertainty in an integrated framework. Hence, in this
research we are proposing a novel belief-rule-based anom-
aly algorithm with the capability of handling the mentioned
uncertainties in an integrated framework. Eventually, this
will accurately detect the anomalous data and filtered to
feed the DSSs to predict an event accurately and also its
risks.

The remainder of this paper is structured as follows: Sect. 2
surveys related work on anomaly detection, while Sect. 3 pro-
vides the overview of the new anomaly detection technique
named, Belief Rule-Based Association Rule (BRBAR). Sec-
tion 4 presents the integration of filtered sensor data into
belief-rule-based expert system. Section 5 reports the exper-
imental results and evaluation of BRBAR, while Sect. 6
concludes the paper.

123



A novel anomaly detection algorithm for sensor data under uncertainty

2 Related work

Research on anomaly detection has been going on for a
long time, specifically in the area of statistics (Chandola
et al. 2009). Multivariate Gaussian, a statistical-based anom-
aly detection algorithm was proposed by Barnett and Lewis
(1994), Barnet (1976), and Beckman and Cook (1983). The
underlying principal of this method is that the anomalous
data should be detected by using a parametric or Gaussian
distribution as well as by using probability density function.
In this method, the latter is used to calculate the anomaly
score of the data. A threshold value is then used to determine
anomalous data from the anomaly score. In Gaussian-based
anomaly detection technique, it is assumed that the dataset
will follow the Gaussian distribution. Dataset, which are uni-
modal, symmetric, asymptotic in nature usually provides
normal distribution. If the dataset cannot fully follow the
distribution, then the inaccuracy in anomaly detection may
be noticed. This inaccuracy causes uncertainty in anom-
aly detection. Therefore, statistical-based anomaly detection
algorithms such as Gaussian distribution, fails to take in to
account of uncertainty. In addition, all datasets cannot be
modelled using Gaussian distribution if the data points are
not clustered around the mean value of the dataset. Further-
more, threshold parameter might be difficult to determine as
the difference between nonanomalous and anomalous data
might be very close (Patcha and Park 2007). Moreover, if the
dataset is asymmetric and bimodal, then the proper detection
of anomalous data is difficult to obtain using Gaussian distri-
bution. However, the nature of the sensor data is asymmetric
or bimodal. Therefore, statistical-based anomaly detection
approach will not be efficient for anomaly detection. Alter-
natively, knowledge-based approach, based on the frequency
of the data points in the datasets, provides better detection
of anomalous data. Since the sensor data are asymmetric in
nature, the determination of the frequency of data can be
used to develop rules. This in turn could form knowledge
base and thus, can be used to detect anomalies in sensor
data by using various knowledge-based approaches. There-
fore, in the following section knowledge-based approaches
will be investigated to demonstrate their strength to detect
anomalies in sensor data.

Generally, in rule-based or knowledge-based anomaly
detection, the anomaly detector uses predefined rules to clas-
sify data points as anomalies or normal data. There exist
various types of rule-based approaches such as association
rule, fuzzy association rule to detect anomaly in the sensor
data (Chandola et al. 2009).

Association rule is a rule-based approach for data min-
ing. It was first proposed by Agrawal and Srikant (1994) to
detect frequent item sets from database of items in a shop
purchased by people. Association rule is expressed as a form
of X → Y , where X, Y are subsets of items. The rule implies

that if a person purchases X item sets, then the person might
also purchases Y item sets. Using the above-mentioned algo-
rithm at first, frequent itemsets were detected using minimum
support and then from the frequent itemsets using minimum
confidence association rules are discovered. However, dur-
ing finding the frequent itemsets crisp values are considered,
which lack the capability of addressing the issues of different
types of uncertainties like ignorance, incompleteness, ambi-
guity, vagueness and imprecision.

An association rule-based anomaly detection technique
is proposed in He et al. (2004). The authors present a new
method to detect anomaly by discovering frequent patterns
from the dataset. In this method, each data point in the dataset
is considered as a transaction. Therefore, the transactions that
contain less frequent patterns are detected as anomaly. This
method defines a measure, called FPOF (Frequent Pattern
Outlier Factor), to detect the anomalous transactions. How-
ever, the method can well handle precise data, and hence,
it is not well suited where the nature of the data contains
fuzziness. In addition, sensor data contain various types of
uncertainty such as ignorance, incompleteness, ambiguity,
vagueness and imprecision for the reasons as explained in
the previous section. Thus, by using this method the appro-
priate rules cannot be mined, and hence, the detection of the
anomaly exits in the sensor data.

Sensor data can be viewed as a large volume of real-valued
data collected from sensor nodes. The characteristics of these
data depend on the attributes of data as well as on the corre-
lation between the data in space and time. Each sensor node
might have one or more sensors. A sensor node with one
temperature sensor, which can be considered as providing
univariate-attributed data. On the other hand, a sensor node
consists of temperature and humidity sensor, and these can be
considered as multivariate attributed data. It is comparatively
easier to detect outlier from univariate-attributed data as one
need to consider one type of data. However, for multivariate
attributed data to detect anomaly multiple types of data need
to be considered together. Moreover, special and temporal
correlation with the collected data also influences in anom-
aly detection in sensor data. Temporal correlation implies the
reading of sensor data in one instant is related to the previ-
ous instant of the time. On the contrary, special correlation
implies that a correlation exists among the data gathered from
geographically closely deployed sensors (Zhang et al. 2010).

There exist various techniques (Weng 2011; Rajeswari
et al. 2014; Ruiz et al. 2014; Muyeba et al. 2008) to detect
anomaly in sensor data by using Fuzzy association rules.
In fuzzy association rule, the data points are converted to
fuzzy values using membership function. Fuzzy association
rules are then generated based on frequent data points or
rare frequent data. Using the generated rules, anomalous data
are detected from the sensor data. Fuzzy sets overcome the
problem of overestimate or underestimate the boundary val-
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ues by using membership function. Fuzzy logic is capable
of handling uncertainty due to imprecision, ambiguity and
vagueness but not the others.

Weng (2011), proposes an anomaly detection technique
based on rare data pattern instead of frequent data pattern.
This methodology is able to discover more interesting and
valuable patterns from the data and then the association
rule-based technique. However, experts assign membership
function and four parameters (e.g. minimum support, maxi-
mum support, maximum rank and minimum confidence) in
this study. This makes the system more human dependent.
Moreover, the proposed algorithm is not able to address igno-
rance and incompleteness due to the limitation of fuzzy logic.

Rajeswari et al. (2014) studied anomaly detection on
educational data using fuzzy association rule mining. The
authors argue that fuzzy logic handles data better and it
can calculate dynamically the four parameters rather than
using predefined values, mentioned above, produces better
results. By using a modified Fuzzy Apriori Rare Itemsets
Mining (FARIM) (Weng 2011) algorithm, teachers can more
easily detect weak students and give them extra coaching.
The proposed method also did not address the ignorance and
incompleteness.

Ruiz et al. (2016) introduced the notion of fuzzy exception
and fuzzy anomalous rule for recognition of various types of
deviations often associated with the common patterns which
usually are hidden in data affected by some fuzziness. A
new approach for mining such rules is presented, whereas
important advantages include obtaining more understand-
able results and that the mining process can be parallelized.
The authors present an algorithm along with experiments
performed in data where some numerical attributes were
fuzzified. The authors concluded that the proposed fuzzy
rules give some insights on the exception and anomaly detec-
tion in credit payments.

Martí et al. (2015) proposed an anomaly detection algo-
rithm based on sensor data for petroleum industry appli-
cations. They have dealt with the problem of detecting
anomalies in turbo machines used in offshore oil platforms.
The algorithm is composed of a novel segmentation algo-
rithm, which is named YASA, and one-class support vector
machine (SVM). The authors have compared YASA with
one-class SVM and the approach currently used by their
industry partners. The results show that the combination of
YASA and one-class SVM was able to outperform the other
approaches. However, the proposed algorithm lacks address-
ing different types of uncertainty associated with sensor data,
such as incompleteness, ignorance, vagueness, imprecision
and ambiguity.

In summary, Gaussian-based anomaly detection algorithm
provides a mechanism for detecting anomaly from multi-
variate sensor data without any prior knowledge of the data.
The algorithm assumes that the sensor data follow normal or

Gaussian distribution. However, this is not true for every sen-
sor data, in that case the Gaussian-based anomaly detection
algorithm does not detect anomalous data efficiently. More-
over, the algorithm does not have any mechanism to detect
and address the uncertainty due to ignorance, incomplete-
ness, ambiguity, vagueness and imprecision. Association
rule-based anomaly detection does not have dependency on
the data distribution. However, it also lacks on addressing
uncertainty. Fuzzy-based association rule provides mecha-
nism to address the problem of overestimate or underestimate
the boundary values by using membership functions. These
techniques are capable of handling uncertainty due to impre-
cision, ambiguity and vagueness but not the others by using
fuzzy set. Therefore, a novel algorithm is required to address
all types of uncertainty that exist with the sensor data by using
an integrated framework to detect anomalous data. Hence,
the following section describes a novel BRBAR with the
ability to handle various types of uncertainty like ignorance,
incompleteness, ambiguity, vagueness and imprecision for
detecting anomalous sensor data.

3 An overview of belief-rule-based association rule

In this section, binary association rule as well as fuzzy associ-
ation rule to detect anomaly in sensor data will be introduced.
The limitations of these approaches in handling various types
of uncertainties will be demonstrated. Then, BRBAR will be
introduced which has the capability to handle all types of
uncertainty in an integrated framework.

3.1 Binary association rule

Binary association rule is created from frequent itemsets
of transactions occurring in a database. Itemsets is a col-
lection of items available in the database. There are two
main parameters, namely support and confidence. Support
can be defined as the frequency of itemsets in whole data-
base divided by number of transactions (Agrawal and Srikant
1994). Confidence can be defined as the frequency of itemsets
in the rule divided by the frequency of itemsets in antecedent
part of the rule (Agrawal and Srikant 1994). Support is like
finding the probability of an itemsets in the database, and
confidence is the conditional probability (Rajeswari et al.
2014).

Let I = {i1, i2, . . . , im} be a set of m literals called items
and the database D = {t1, t2, . . . , tn} a set of n transac-
tions, each consisting of a set of items from I. An itemset
X is a nonempty subset of I. The length of itemset X is the
number of items in X. An itemset of length k is called a
k-itemset. A transaction t ∈ D is said to contain itemset
X if X ⊆ t . The support of itemset X is defined as sup-
port(X) = ||t ∈ D|X ⊆ t ||/||t ∈ D|| .
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The support of association rule is shown in expression (1).

support (A �⇒ B) = support (A ∪ B) (1)

The confidence of association rule is shown in expression
(2).

con f (A �⇒ B) = support (A ∪ B)/support (A) (2)

The binary association rule is shown in expression (3).

A �⇒ B (3)

Here, A and B indicate itemsets. A and B represent the
antecedent and consequent part of an association rule, respec-
tively.

He et al. (2004) proposed anomaly detection technique
based on frequent itemsets. Frequent itemsets discovered by
association rule algorithm provide common pattern of the
dataset. The infrequent itemsets intuitively refer to anom-
alies. They propose a measure called FPOF (Frequent
Pattern Outlier Factor) to detect the anomaly, which is shown
in expression (4) (He et al. 2004).

F P O F(t) =

∑
x

support (X)

||F P S(D, minisupport)|| (4)

where X ⊆ t and X ∈ FPS (D, minisupport)
Here, all frequent patterns are denoted as: FPS (D, min-

isupport).
In binary association rule, the support is calculated by

computing the frequency of items. An association rule, as
shown in expression (3), is evaluated as true or false and
hence, does not provide scope of considering any types of
uncertainty. However, sensor data contain different types of
uncertainty, and thus, association rule is not appropriate to
detect anomalies in sensor data. In addition, finding associ-
ation rules from sensor data with quantitative attributes are
problematic due to the poor semantic content to define the
sensor data which creates vagueness and ambiguity (He et al.
2004). Moreover, the binary association rules are sensitive to
small value changes which is a regular phenomena in sensor
data. Association rule also has a tendency to overestimate or
underestimate the boundary value (Rajeswari et al. 2014) dur-
ing the process of transforming the transaction database to a
binary database by partitioning the attribute values (Chen and
Chen 2007). Above problems can be address by fuzzy associ-
ation rule, which will be shown in next section. Furthermore,
mining association rules are computationally costly (Wijsen
and Meersman 1998) as large number of binary association
rules are generated during binary association rule mining
process.

3.2 Fuzzy association rule

Fuzzy association rules are created from quantitative data,
in which each quantitative item is transformed into fuzzy set
and fuzzy operations are used to find fuzzy association rules.

A fuzzy association rule is represented as shown below.

(xi is a1)AN D(xi is a2) �⇒ (yi is mk) (5)

Here, x and y stand for antecedent and consequent attributes.
a and m represent the referential values.

The quantitative values form sensor data are represented
using linguistic labels or referential values by fuzzy sets in
the process of mining fuzzy association rules from sensor
data. For example, the values of a sensor data attribute like
temperature might be represented using different linguistic
labels such as very high, high, medium and low in fuzzy set.
This helps to represent the semantic content of the sensor
data more efficiently than the binary association rule by pro-
viding meaningful linguistic labels of sensor data (Chen and
Chen 2007). Moreover, using fuzzy membership functions of
fuzzy sets overestimation or underestimation of the boundary
values of binary association rule can be addressed by allow-
ing partial membership to different fuzzy sets (Dhanya and
Kumar 2009).

Weng (2011) proposed an anomaly detection technique
using fuzzy set. The proposed technique finds anomalous
data using rare itemsets instead of frequent itemsets. The
anomaly detection technique uses a function named rank to
find rare itemsets from the transaction dataset. Let us con-
sider a database D consists of a set of transaction Atid of
sensor data. A fuzzy rule of itemset is denoted as B. The rank
RankD(B) of the fuzzy rule B in database D can be defined
as follows.

RankD(B) =

|DB|∑
tid=0

rnk(Atid , B)

|DB| (6)

Here, DB is the subset of transactions covered by the fuzzy
rule B in the database D.
The support is calculated by using following expression

supD(B) =

|D|∑
tid=0

sup(Atid , B)

|D| (7)

where |D| is the total number of transactions in database D.
According to Hossain et al. (2014), fuzzy set addresses three
types of uncertainty due to vagueness, ambiguity and impre-
cision using membership function and referential values.
However, the consequent part of the fuzzy association rule,
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as shown in expression (5), considers only one attribute at
time. Therefore, it is not able to address all types of uncer-
tainty in sensor data, and also this leads to generation of
higher number of rules. The inference mechanism of the
fuzzy association rule does not have any option of deter-
mining the uncertainty in sensor data like incompleteness.
However, the sensor fails to send data due to network resource
constrain or malicious attack and thus, causing uncertainty
like incompleteness. Therefore, fuzzy association rule is not
fully suitable for anomaly detection. Most of the problems
mentioned above will be addressed by the new belief-rule-
based association rule described in the next section.

3.3 Belief-rule-based association rule

The belief rule base (BRB) is an extension of traditional
IF-THEN rule base. A belief rule has antecedent part and con-
sequent part. Antecedent attribute takes referential values,
and possible belief degrees are associated with the conse-
quent of a belief rule. The rule weight, antecedent attribute
weight and belief degrees are knowledge representation para-
meters used in BRB to capture the uncertainty.

A belief rule can be defined as:

Rk :
IF Rainfall is Medium AND Rainfall Dura-
tion is High THEN Meteorological Condition is
{(Severe, 0.0), (Moderate, 0.4), (Low, 0.6)}

(8)

In the above rule, Rainfall and Rainfall Duration are the
antecedent attributes, while Medium and High are the ref-
erential values. Meteorological Condition is the consequent
attribute with referential values such as severe, moderate and
low. This rule is complete because the summation of degree
of belief associated with each referential value of the con-
sequent attribute is one. If the summation is less than one,
then the rule is considered as incomplete, which may be
due to incomplete information or ignorance. The relationship
between antecedent attributes and the consequent attribute is
nonlinear, which is linear in case of IF-THEN rule. More-
over, in general the sensor data that are gathered from the
environment are nonlinear in nature (Xiea et al. 2014; Islam
et al. 2015). Therefore, belief rules can efficiently be used to
represent the sensor data.

Inference mechanism is utilised to generate belief rules
from sensor data. The inference procedures consist of var-
ious steps including input transformation, rule activation
weight calculation, belief update and rule aggregation using
evidential reasoning approach (Hossain et al. 2014, 2015c;
Rahaman and Hossain 2013). The task of input transforma-
tion consists of distributing the input data over the referential
values of the attribute of a rule, which is called matching
degree. Once the matching degree is assigned, the rules are
called packet antecedent, and they become active and reside

in the short-term memory while the rule base resides in
the long-term memory. The total degree or the combined
matching degree αk , to which the input matches the whole
antecedent part of kth rule, can be calculated by using the
following expression (Hossain et al. 2015b).

αk = aggr((δk1, α
k
1), . . . , (δkTk , α

k
Tk

)) (9)

where aggr is an aggregation function which should be
selected carefully. Following simple weighted multiplicative
aggregation function can be used as an aggregation function
(Hossain et al. 2015b).

αk =
Tk∏

i=1

(αk
i )δ̄ki (10)

where δ̄ki = δki
max

i=1,...,T
{δki }
k

so that 0 ≤ δ̄ki ≤ 1

Here, Tk is the total number of antecedent attributes in
the kth rule. The activation weight wk for kth rule can be
generated by the following expression.

wk = θkαk

L∑
i=1

(θiαi )

(11)

Here, θk represents the rule weight, and αk represents the
combined matching degree of the kth rule.

It is interesting to note that each rule does not have the
same weight in calculating the referential values of the con-
sequent attribute. This activation weight will be zero if the
kth rule is not activated.

When an input data for any of the antecedent are ignored
or missing, then the belief degree associated with each rule in
the rule base should be updated. Therefore, in belief update
procedure the belief degree of each of the rule is updated
using following expression (Hossain et al. 2015b).

βik = β̄ik

Tk∑
t=1

(λ(t, k)

Jt∑
j=1

(αt j ))

∑Tk
t=1 λ(t, k)

(12)

where

λ(t, k) =
{

1 if t th attribute is used in defining rule Rk(t =1, . . . , Tk)

0 otherwise

Here, β̄ik represents the original belief degree, while the
updated belief degree is βik of kth rule. αt j represents the
degree to which the input value belongs to an attribute.
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Furthermore, the aggregation of the rules is carried out by
using either analytical or recursive evidential reasoning algo-
rithm (Yang et al. 2006; Xu et al. 2007). It is preferable to
use analytical approach instead of recursive approach since
it is computationally efficient (Yuan et al. 2002; Yang and
Sen 1994). Using the analytical ER algorithm (Wang et al.
2006), the final belief degree β j is calculated using following
expression.

β j

=
μ ×

[∏L
k=1

(
ωkβ jk + 1 − ωk

N∑
j=1

β jk

)
− ∏L

k=1

(
1 − ωk

N∑
j=1

β jk

)]

1 − μ ×
[∏L

k=1 1 − ωk

]
(13)

where

μ =
⎡
⎣ N∑

j=1

L∏
k=1

⎛
⎝ωkβ jk + 1 − ωk

N∑
j=1

β jk

⎞
⎠ − (N − 1)

×
L∏

k=1

⎛
⎝1 − ωk

N∑
j=1

β jk

⎞
⎠

⎤
⎦

−1

Here, ωk represents the activation weight of the kth rule,
whereas the belief degree associated with one of the conse-
quent reference values is denoted by β j .

The final values can be converted into crisp values by
using the utility score associated with each referential value
to obtain the final result. Hence, by summing the belief
degrees of the referential values of the consequent part of
the expressions (8) should be one if all the sensor data for
the antecedent part are available which address the uncer-
tainty due to incompleteness. The expression (12) addresses
the uncertainty due to ignorance or missing values from
sensors by updating the belief degree of each of the rules
during belief update procedure. Moreover, the uncertainty
due to vagueness, imprecision and ambiguity is addressed
by the expression (13) during the process of rule aggrega-
tion (Wang et al. 2006). As we discussed in the previous
sections, sensor data contain anomalous data due to different
kinds of uncertainty like incompleteness, ignorance, vague-
ness, imprecision and ambiguity. From the above discussion,
it can be argued that belief-based rule and inference mecha-
nism addresses all type of uncertainty.

However, the above inference procedures, which consist
of input transformation, rule activation weight calculation,
belief update and rule aggregation of belief rule base can-
not be directly applied to discover belief rules from sensors
data. The reason for this is that it is not necessary to have
initial rule base in case of sensor data, because the objectives
of sensor data mining are to discover the sets of belief rules

Fig. 1 Flow chart of belief association rule discovery

which in turn will act as the initial belief rules to represent
the knowledge base of an expert system. Hence, it is neces-
sary to investigate appropriate inference methods. However,
in the light of belief-rule-based inference procedures to dis-
cover initial belief rules, the task of input transformation can
be carried out by developing input transaction database as
well as by converting the transaction database into belief
transaction database. Since the calculation of support, as dis-
cussed both in case of binary and fuzzy rules [(6), (1)], it is
necessary to develop a procedures to calculate support for
belief transaction database. In addition, it is also necessary
to calculate the confidence of the belief transaction database,
which can be achieved by developing belief matrix and ham-
ming distance calculation. This will allow the calculation of
confidence of each transaction of belief database. Eventu-
ally, belief association rule could be discovered for sensor
data, which act as the initial belief rule base for an expert
system. It can be demonstrated that by using the belief associ-
ation rules, and the confidence values anomalies from sensor
data can be removed. The above procedures diagrammati-
cally demonstrated in Fig. 1, and we would like to define
whole procedures as the BRBAR. Each of the procedures as
shown in the Fig. 1 will be discussed in detail.

As a first step, the sensor data among which we want to
find anomaly, each data points are given an id. Henceforth,
each transaction is entered into the transaction database. The
transaction database is then converted into belief transaction
database by input transformation (Andersson and Hossain
2015). Support of the sensor data is calculated in the next step
named support calculation. Subsequently, a belief matrix is
created. Hamming distance is then calculated to find the dif-
ferences among the transactions. Confidence of each of the
transaction is calculated. Using the belief matrix as well as the
confidence value belief-rule-based association rules are dis-
covered which are free from any anomalous sensor data and
thus can be use as initial belief rules in a BRB (Belief Rule
Base). This demonstrates a novel way of extracting belief
rules from the sensor data. In addition, to support the min-
ing of sensor data, it is necessary to develop a novel way
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Table 1 Sample of transaction database

Transaction ID Rainfall Temperature

t1 7 27

t2 1900 32

t3 450 40

t4 290 32

t5 190 30

t6 510 30

t7 571 27

t8 349 31

t9 259 20

t10 85 24

to calculate support and confidence as discussed while pre-
senting binary and fuzzy association rules. However, these
techniques of calculating both support and confidence can-
not consider different types of uncertainty. Consequently, it
is necessary to develop novel methods by incorporating of
different types of uncertainty in calculating support and con-
fidence. Hence, this research demonstrates novel methods of
calculating support and confidence by incorporating different
types of uncertainty as will be demonstrated below.

3.3.1 Input transaction database

Input transaction database will contain all sensor data. To
identify the sensor data, each row of the data is given a unique
identification number, named as transaction ID. However, the
sensor data are quantitative in nature. Therefore, these data
contain uncertainty like imprecision, vagueness. Moreover,
these data are also semantically poor. Therefore, to address
the above uncertainties and to address poor semantic content
referential values and linguistic labels are introduced. The
data from input transaction database will be used to support
to get belief transaction database, which will contain sensor
data with referential values. For simplicity, a sample trans-
action database is presented in Table 1 which contains ten
rows of data. The database has three attributes which are
shown in Table 1. These are transaction ID, rainfall and tem-
perature. From this database, anomalous data of rainfall and
temperature, which are collected by sensors, will be discov-
ered. Linguistic labels and referential values are defined for
rainfall and temperature to address the issue of poor semantic
content, and this will remove the above-mentioned uncertain-
ties. Tables 2 and 3 provide an example of linguistic labels
and referential values derived by discussing with experts.

3.3.2 Converting to belief transaction database

Belief transaction database can be defined as the collec-
tion of referential values of the sensor data. Data from

Table 2 Labels and referential values for rainfall

Rainfall

Labels No Rainfall Low Medium High Very High

Referential value 0 500 1000 1500 2000

Table 3 Labels and referential values for temperature

Temperature

Labels Very low Low Medium Hot Very Hot

Referential value 0 10 20 30 40

transactional database are taken as input, and then the sen-
sor data are converted into referential values using utility
function (Andersson and Hossain 2015; Wang et al. 2006;
Hossain et al. 2015c). This facilitates the computational pro-
cedure of support calculation of BRBAR. This step allows to
address uncertainty due to ambiguity, vagueness and impre-
cision of sensor data by distributing the degree of belief
into the referential values. Converting input transaction data-
base into belief transaction database resembles the input
transformation of inference mechanism of belief rule base.
Subsequently, the referential values are used for calculating
support values of the sensor data, which is an essential step
for mining anomalies. However, the details of this step will
be presented in the next section. The expression (14) and (15)
are used as utility function. In the expressions (14) and (15),
xi represents the i th referential value of an attribute, xi+1

represents the (i + 1)th referential value, and a represents
the sensor data

T rans f ormV alue(xi+1) = |xi − a|
|xi − xi+1| (14)

T rans f ormV alue(xi ) = 1 − T rans f ormV alue(xi+1)

(15)

where xi < a < xi+1

(
β jk ≥ 0,

N∑
j=1

β ≤ 1

)
(16)

An example of the belief transaction database for rainfall
and temperature is shown in Tables 4 and 5, respectively.
The Column 1 of the Tables 4 and 5 refer to the transaction
ID. Attribute name and the sensor value are shown in Col-
umn 2 of the Tables 4 and 5. Column 3 to 7 of the same
table shows the referential values for the attributes. Row 1 of
Table 4 shows that the transaction ID t1 and the attribute a1

(rainfall) have value 7. By using expression (14) and (15) for
the sensor data 7 the degree of belief associated with refer-
ential values that can be obtained is {No rainfall (0.986), low
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Table 4 Belief transaction
database for rainfall

Transaction ID Attribute:Value No Rainfall Low Medium High Very High

t1 a1:7 0.986 0.014 0.0 0.0 0.0

t2 a1:1900 0.0 0.0 0.0 0.2 0.8

t3 a1:450 0.1 0.9 0.0 0.0 0.0

t4 a1:290 0.42 0.58 0.0 0.0 0.0

t5 a1:190 0.62 0.38 0.0 0.0 0.0

t6 a1:510 0.0 0.98 0.02 0.0 0.0

t7 a1:571 0.0 0.858 0.142 0.0 0.0

t8 a1:349 0.302 0.698 0.0 0.0 0.0

t9 a1:259 0.482 0.518 0.0 0.0 0.0

t10 a1:85 0.83 0.17 0.0 0.0 0.0

Table 5 Belief transaction
database for temperature

Transaction ID Attribute:Value Very low Low Medium Hot Very Hot

t1 a2:27 0.0 0.0 0.3 0.7 0.0

t1 a2:32 0.0 0.0 0.0 0.8 0.2

t3 a2:40 0.0 0.0 0.0 0.0 1.0

t4 a2:32 0.0 0.0 0.0 0.8 0.2

t5 a2:30 0.0 0.0 0.0 1.0 0.0

t6 a2:30 0.0 0.0 0.0 1.0 0.0

t7 a2:27 0.0 0.0 0.3 0.7 0.0

t8 a2:31 0.0 0.0 0.0 0.9 0.1

t9 a2:30 0.0 0.0 0.0 1.0 0.0

t10 a2:85 0.0 0.0 0.6 0.4 0.0

(0.014), medium (0), high (0), very high (0)}. Moreover, the
summation of degree of belief associated with the referential
values is equal to one, which shows completeness according
to expression (16).

3.3.3 Support calculation

Support calculation of BRBAR is defined as a function of
sensor data and referential values in respect of belief trans-
action database. Sensor data and referential values are taken
as input for support calculation, and the frequency of the
sensor data with respect to the belief transaction database
is provided. Binary [expression (1)] and fuzzy association
rule [expression (7)] based anomaly detection algorithms use
support function to find the probability of an itemset in the
database. In the case of BRBAR, referential values of sensor
data are also included in support calculation. Consequently,
the support of BRBAR has the ability to address uncertain-
ties like incompleteness, ignorance, vagueness, imprecision
and ambiguity. In addition, fuzzy association rule considers
only one of the referential values of consequent part in a rule,
and hence, it is not able to address uncertainty like ignorance
and incompleteness (Hossain et al. 2015b). On the contrary,
belief association rules consider referential values of conse-

quent attribute embedded with degree of beliefs as shown in
Tables 4 and 5. The inclusion of this phenomenon with belief
association rules provides strength to address the issues of
ignorance and incompleteness of sensor data.

The support calculation for BRBAR is shown in expres-
sion (17). This helps to address the uncertainty of sensor
data like imprecision, ambiguity and vagueness, because the
expression (17) uses the referential values. In the expression
(17), xi represents the value of the sensor data. re f _val refers
to referential values for the xi .

Support (xi ) =

n∑
i, j

xi ∗ re f _val j

|No of T ransactions| (17)

Support of rainfall and temperature data collected by sen-
sors is shown in Table 6, which is calculated using the
expression (17). Column 1 of the Table 6 shows rainfall data
in Sub-Column 1 named value and the support values on the
Sub-Column 2 named support. Consecutively, temperature
data and support values are shown on the second column of
the Table 6. As for example, support calculation for rainfall
value 7 is ((7 × 0.986) + (7 × 0.014) + (7 × 0) + (7 × 0) +
(7 × 0))/10 = 0.7.
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Table 6 Support calculation for rainfall and temperature

Rainfall Temperature

Value Support Value Support

7 0.7 27 2.7

1900 190.0 32 3.2

450 45.0 40 4.0

290 29.0 32 3.2

190 19.0 30 3.0

510 51.0 30 3.0

571 57.1 27 2.7

349 34.9 31 3.1

259 25.9 30 3.0

85 8.5 85 2.4

3.3.4 Creating belief matrix

Belief matrix can be defined as the combination of belief
degrees of referential values and support values of sensor
data. Belief transaction database and support values of sen-
sor data are used as input for this procedure. This procedure
results cell values of belief matrix obtained by multiply-
ing corresponding belief degrees and support values of the
attributes in a sensor data as can be seen in expression (18),
which is used as input for confidence calculation. Since sen-
sor data value, which is quantitative in nature, is distributed
over different referential values to address semantic poor-
ness of the sensor data as shown in Tables 4 and 5. The
belief degrees attached to referential values corresponding
to the sensor data address the uncertainty due to ambigu-
ity, imprecision and vagueness. However, this is unable to
remove uncertainty due to incompleteness, and hence, the
belief degrees associated with referential values are required
to be multiplied with corresponding support values of the
sensor data to remove the uncertainty due to incompleteness
(Yang et al. 2006). In this way, a belief matrix can be formed
by using the expression (18) and elaborated in Table 7.

In expression (18), Belie f _Matri x_Elementi, j repre-
sents each element of belief matrix, sup(ak) represents
the support value of sensor data aki for attribute ak , and
Belie f _T ran_Databaseki ,x represents a referential value
of sensor data aki .

Belie f _Matri x_Elementi, j

= sup(aki ) × Belie f _T ran_Databaseki ,x (18)

The belief transaction database of rainfall and temperature
is transformed in to belief matrix which is shown in Table
7. Columns 1 to 10 of Table 7 shows the values of belief
matrix computed by using expression (18). As an example,
the cell (1, 1) of belief matrix, which is 0.6902 is obtained
by applying expression (18).

3.3.5 Confidence calculation

Confidence is an assessment of the degree of certainty of the
identified association between antecedent and consequent
of a rule. Rule activation, as shown in expression (10), of
belief rule-based inference mechanism is quite similar to con-
fidence calculation. However, combined matching degree,
as shown in expression (11), of rule activation is calculated
using multiplicative aggregation function. Since it is not suit-
able for sensor data due to its nature, which can be replaced
by a popular similarity measure named hamming distance
(Hamming 1950). In addition, hamming distance is suitable
to work with sensor data, as it is particularity designed to
work with quantitative data, which is a common feature of
sensor data. Therefore, confidence of the belief-rule-based
association rule can be defined as a function of hamming
distance (Black 2004; Hamming 1950) of the transactions
and total summation of hamming distance of all the transac-
tions of the belief matrix.

The expression (19) calculates the hamming distance for
a transaction in respect of other transactions, and then sum-
mation of all the distances is assigned in αti ,k for transaction

Table 7 Belief matrix for
rainfall and temperature

t1 t2 t3 t4 t5 t6 t7 t8 t9 t10

0.6902 0.0 4.5 12.18 11.78 0.0 0.0 10.5398 12.4838 7.055

0.0098 0.0 40.5 16.82 7.22 49.98 48.9918 24.3602 13.4162 1.445

0.0 0.0 0.0 0.0 0.0 1.02 8.1082 0.0 0.0 0.0

0.0 38.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0

0.0 152.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0

0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0

0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0

0.81 0.0 0.0 0.0 0.0 0.0 0.81 0.0 0.0 1.44

1.89 2.56 0.0 2.56 3.0 3.0 1.89 2.79 3.0 0.96

0.0 0.64 4.0 0.64 0.0 0.0 0.0 0.31 0.0 0.0
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Table 8 Final result

Transaction ID Confidence value Rainfall Temperature

t1 0.08 7 27

t2 0.011 1900 32

t3 0.08 450 40

t4 0.07 290 32

t5 0.11 190 30

t6 0.13 510 30

t7 0.08 571 27

t8 0.07 349 31

t9 0.08 259 30

t10 0.19 85 24

ti and attribute k. The expression (20) sums all the αti ,k and
assigns to θk . Finally, the confidence of each transaction can
be obtained by using the expression (21).

αti ,k =
n∑

j=1

Hamming_Distance(t j ) (19)

θk =
n∑

i=1

αti ,k (20)

Con f idence(ti ) =

m∑
k=1

αti ,k

m∑
k=1

θk

(21)

As for example, αti ,k (where i = 1 and k = rain f all) is (0 +
4 + 0 + 0 + 0 + 2 + 2 + 0 + 0 + 0) = 8 by using expression
(19). Likewise, αti ,k(where i = 1 and k = temperature) is
(0+2+3+2+1+1+0+2+1+0) = 12 by using expression
(19). θk (where k = rain f all) is (8 + 36 + 8 + 8 + 8 + 18 +
18 + 8 + 8 + 8) = 128 and θk (where k = temperature)
is (12 + 10 + 18 + 10 + 8 + 8 + 12 + 10 + 8 + 12) =
108 by using expression (20). Therefore, Con f idence(t1) is
(8+12)/(128+108) = 0.08 by using expression (21). Table
8 shows the confidence value for each of the transactions.
Confidence values for each of the transaction are shown in
Column 2 of Table 8. Sensor data of rainfall and temperature
are shown in Columns 3 and 4 of Table 8, respectively.

3.3.6 Belief association rule discovery

Belief association rule discovery procedure consists of
BRBAR based on referential values from belief trans-
action database and confidence values discovered in the
previous procedure. Traditional belief rules, as shown in
expression (8), consist of belief degrees in consequent
part of the rule due to unavailability of the belief degree

for the referential values of antecedents. However, the
belief degrees are embedded with the referential values of
antecedent and consequent part of new belief association
rule [expression (22)],which can be discovered from the
belief transaction database. This makes the belief associ-
ation rule more robust than the belief rules. Therefore, a
novel belief rule named belief association rule is proposed
here.

In consultation with experts, a threshold value is selected
for confidence value, which filter outs anomalous transac-
tion from belief transaction database. Subsequently, Belief
association rule is created by embedding belief degrees
associated with the referential values in the antecedent
and consequent part of a rule from the belief transaction
database. Eventually, these belief association rules will be
used as initial rule base for belief-rule-based expert sys-
tem.

As an example, expression (22) represents a belief asso-
ciation rule, which can be interpreted as rainfall with 98.6%
probability of no rainfall and 1.4% probability of low implies
temperature of 30% probability of medium and 70% proba-
bility of hot.

R1 :⎧⎪⎪⎪⎪⎨
⎪⎪⎪⎪⎩

Rain f all{(NoRain f all, 0.986)(Low, 0.014)(Medium, 0.0)(High, 0.0)

(V er y High, 0.0)}
�⇒ T emp{(V er yLow, 0.0)(Low, 0.0)(Medium, 0.3)(Hot, 0.7)

(V er y Hot, 0.0)}
(22)

R2 :⎧⎪⎪⎪⎪⎨
⎪⎪⎪⎪⎩

Rain f all{(NoRain f all, 0.0)(Low, 0.0)(Medium, 0.0)(High, 0.2)

(V er y High, 0.8)}
�⇒ T emp{(V er yLow, 0.0)(Low, 0.0)(Medium, 0.0)(Hot, 0.8)

(V er y Hot, 0.2)}
(23)

In summary, a novel anomaly detection procedure, named
BRBAR is proposed for detecting anomaly from sensor
data. The new BRBAR is able to address different types
of uncertainty like incompleteness, ignorance, vagueness,
imprecision and ambiguity, which are common features of
sensor data. A new support calculation procedure is pro-
posed, which addresses uncertainties due to incompleteness.
Furthermore, an improved and sensor data friendly confi-
dence calculation method is proposed by using hamming
distance instead of using multiplicative aggregation func-
tion. Moreover, a robust belief association rule is proposed
by embedding belief degrees with the referential values in
antecedent part of the rule, which will be used as initial
rule base for expert system. Henceforth, in the next section
anomaly-free sensor data will be fed into a belief-rule-based
expert system to show the effects of the new BRBAR.
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Fig. 2 The belief-rule-based tree

4 Feeding nonanomalous data into
belief-rule-based expert system

A web-based belief-rule-based expert system (Web-BRBES)
(Islam et al. 2015) is capable of handling sensor data as well
as enabling flood prediction, and this system is fed with the
rainfall and temperature sample sensor data considered in
this research as shown in Table 1. A portion of the flood
prediction BRB tree as mentioned in Web-BRBES (Islam
et al. 2015) is considered for the demonstration of BRBAR
algorithm, as shown in Fig. 2. The root node of this tree (X8)
represents “Metrological Condition”, and two leaf nodes X22
and X23 represent “Rainfall” and “Temperature”, respec-
tively.

Figure 3 shows the input and output of the Web-BRBES
for anomalous data. The right and left square boxes in Fig.
3 show the graph of input and output data of Web-BRBES
named input? and output?, respectively. In the input graph,

the X-axis displays the data in chronological order, while the
Y-axis displays values of the data gathered by sensors during
each time interval. In a similar manner, the output graph of
Fig. 3 can be explained. Figure 4 shows the input and output
for anomaly-free data, which can be understood in similar
way.

In the input graph of Fig. 3, an unusual peak can be seen
on Y-axis for X22 (rainfall), which influences the output of
Web-BRBES with two peaks in the output graph. Therefore,
removing the anomalous sensor data by using BRBAR a
different output values is seen in output graph of Fig. 4. More-
over, the average crisp value of “Metrological Condition” for
anomalous sensor data is 0.03255 and for anomaly-free sen-
sor data is 0.02105. This shows that due to anomalous data
appropriate value for “Metrological Condition” cannot be
found, which in turns hamper the prediction of flood water
level.

5 Performance evaluation of the belief-rule-based
expert system

The comparison, evaluation and assessment of the accu-
racy of the results generated from the different models
or techniques are considered as an important aspect to
measure the reliability of a research. Receiver operator
characteristic (ROC) curves are widely used to evaluate,
compare and assess the performance of different meth-
ods and techniques. The reason for this is that it provides
a comprehensive and visual methods of summarising the

Fig. 3 Output of Web-BRBES for sensor data with anomaly
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Fig. 4 Output of Web-BRBES for sensor data without anomaly

accuracy of comparison, evaluation and assessment (Hos-
sain et al. 2015c; Gönen 2007). Thus, ROC curves have
become the prominent tool for evaluating different mod-
els, algorithms and techniques in various research fields
such as machine learning, clinical applications, atmospheric
science and many others (Zou et al. 2007; Karim et al.
2016; Hossain et al. 2015a). Therefore, in this research
ROC curves were used to measure the accuracy of anom-
aly detection using BRBAR and compare its performance
with other similar techniques such as, Gaussian-based anom-
aly detection, binary and fuzzy association rules. In ROC
curves, the accuracy can be measured by calculating the
size of the Area under curve (AUC) (Gagnon and Peterson
1998). The larger the area, the higher is the accuracy of the
results.

To evaluate the performances of BRBAR by using
ROC curves, rainfall and temperature sensor data col-
lected from Climate Division of Bangladesh Meteorolog-
ical Department (2016) have been considered. In addi-
tion to the sensor data, to investigate the applicability of
the developed novel anomaly detection algorithm in other
domains Breast Cancer Wisconsin dataset collected from
the UCI machine learning repository has also been consid-
ered.

Experts’ perception on the anomaly and nonanomaly of
sensor data has been considered as the baseline to do the
comparison among BRBAR, Gaussian, binary and fuzzy
association rules. However, for breast cancer data appro-
priate diagnostic result investigation of the disease has
been considered as the baseline. The rainfall and tempera-

ture sensor dataset consists of 380 readings of sensor data
of Chittagong in Bangladesh. The rainfall is measured in
millimetre and temperature in Celsius. These sample data
of rainfall and temperature can be considered sufficient,
because sample sizes of more than 30 and less than 500 are
appropriate for most research (Roscoe 1975). The dataset
for Breast Cancer Wisconsin (Diagnostic) consists of 669
records with 8 attributes. This dataset contains different
characteristics of cancer cells. Furthermore, this dataset is
labelled (benign or malignant) with the status of the can-
cer cell. Although the breast cancer dataset is more than
500 records, the 669 records which used in this research are
considered as standard (Karim et al. 2016; Hossain et al.
2016).

Figure 5 shows ROC curves for Gaussian, binary associa-
tion rule, fuzzy association rule and BRBAR for the rainfall
and temperature data. The AUC and confidence interval (CI)
for above techniques are shown in Table 9. The area under
curve for Gaussian, binary association rule, fuzzy associa-
tion rule and BRBAR are 0.168, 0.843, 0.867 and 0.990,
respectively, as shown in Table 9. It can be observed from the
results shown in Table 9 that the coverage of BRBAR is better
than the other mentioned techniques. This implies anomaly
detection from sensor data by BRBAR has performed bet-
ter than the other techniques due to addressing of different
types of uncertainty like incompleteness, ignorance, vague-
ness, imprecision and ambiguity.

Figure 6 shows the ROC curves for the above-mentioned
techniques. The area under curve for Gaussian, binary asso-
ciation rule, fuzzy association rule and BRBAR is 0.472,
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Fig. 5 ROC curve comparison of binary, fuzzy, BRB association rule
and Gaussian for rainfall and temperature data

Table 9 Comparison of different techniques for rainfall and tempera-
ture. CI 95% confidence interval

Results Gaussian Binary associ-
ation rule

Fuzzy associ-
ation rule

BRBAR

AUC 0.168 0.843 0.867 0.990

CI 0.127–0.208 0.734–0.953 0.692–1.0 0.974–1.0

Fig. 6 ROC curve comparison of binary, fuzzy, BRB association rule
and Gaussian for Breast Cancer Wisconsin (diagnostic) data

Table 10 Comparison of different techniques for Breast Cancer Wis-
consin (diagnostic) data. CI 95% confidence interval

Results Gaussian Binary associ-
ation rule

Fuzzy associ-
ation rule

BRBAR

AUC 0.472 0.505 0.946 0.979

CI 0.428–0.516 0.450–0.560 0.927–0.965 0.967–0.991

0.505, 0.946 and 0.979, respectively, as shown in Table 10.
From the above results, it can be observed that the coverage of
BRBAR is better than the other mentioned techniques. This
also shows that BRBAR performs well for anomaly detection
in normal data.

It is evident (Tables 9, 10; Figs. 5, 6) that Gaussian
anomaly detection technique performed comparatively bet-
ter for breast cancer data than from rainfall and temperature
data. Gaussian anomaly detection technique assumes that
the sample data follow normal distribution (see Sect. 2).
Therefore, it performs poorly for rainfall and temperature
data as the sensor data do not follow normal distribu-
tion. Moreover, Gaussian does not address any types of
uncertainty, which also influences the performance of anom-
aly detection. On the contrary, association rule does not
depend on the distribution of the data. Therefore, it per-
forms better than the Gaussian algorithms for the both
datasets. However, due to lack of addressing any types
of uncertainty binary association rule does not perform
better than the fuzzy and BRBAR (see Sect. 3.1). Fuzzy
association rule handles uncertainties due to imprecision,
ambiguity and vagueness which helps it to perform better
then the binary association rule (see Sect. 3.2). Therefore,
by addressing uncertainties due to imprecision, ambiguity
and vagueness fuzzy association rule performs better than
the binary association rule. Finally, BRBAR address all
types of uncertainty in an integrated framework, which leads
to the better performance than from the Gaussian, binary
and fuzzy association rules. From the above discussion, it
can be observed that anomaly detection from sensor data
by BRBAR performs better than the other techniques due
to addressing of different types of uncertainty like incom-
pleteness, ignorance, vagueness, imprecision and ambiguity.
In addition, BRBAR performs better not only in anomaly
detection for sensor data, but also for other domains such
as breast cancer. Moreover, BRBAR does not depend on
any training dataset for anomaly detection like supervised
and semi-supervised machine learning algorithms (Chandola
et al. 2009). Therefore, BRBAR will outperform the above-
mentioned algorithms as the accuracy of them depend on
the training of the supervised and semi-supervised machine
learning algorithms.
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6 Conclusion

A novel anomaly detection algorithm for sensor data based
on BRBAR is proposed in this research work. The BRBAR
has the capability of handling different kinds of uncertainty
such as incompleteness, ignorance, vagueness, imprecision
and ambiguity, which are common features of sensor data
(see Sect. 3.3). Due to the nature of sensor data, the
traditional inference mechanism of belief rule cannot be
used. Therefore, a new inference mechanism is proposed,
which consists of input transaction database, converting
into belief transaction database, support calculation, belief
matrix, confidence calculation and belief association rule dis-
covery.

A new support calculation procedure is proposed, which
addresses uncertainties due to incompleteness (see
Sect. 3.3.3). In addition, an improved and sensor data friendly
confidence calculation method is proposed by using ham-
ming distance instead of using multiplicative aggregation
function (see Sect. 3.3.5). Since, hamming distance is more
suitable for sensor data then multiplicative aggregation func-
tion as sensor data is more quantitative in nature (Calzada
et al. 2014). Moreover, a robust belief association rule is
proposed by embedding belief degrees with the referential
values in antecedent part of the rule, which will be used as
initial rule base for expert system (see Sect. 3.3.6). Since,
traditional belief rule lacks belief degrees with respect to the
referential values of antecedent part of the rule [expression
(22)]. The results of BRBAR have been compared against
three other anomaly detection techniques (such as, Gaussian,
binary association rule and fuzzy association rule) with two
different types of datasets. It has been demonstrated that
BRBAR performed better than the other techniques for both
the datasets (see Figs. 5, 6). The reason for this is Gaussian,
is a statistical-based approach, and is unable to handle
uncertainty due to incompleteness, ignorance, vagueness,
imprecision and ambiguity, while binary association rule uses
assertive knowledge, which can be evaluated either true or
false. Hence, this approach is unable to address any type
of uncertainty. On the contrary, fuzzy association rule can
handle uncertainty due to vagueness, ambiguity and impre-
cision but unable to handle ignorance and incompleteness.
However, BRBAR can handle all types of uncertainty in an
integrated framework. Moreover, both Gaussian and binary
association rule lack the better representation of semantic
content, and hence, uncertainty due to linguistic labels can-
not be addressed by using these methods. In addition, the
ROC curves (see Figs. 5, 6) show that AUC of BRBAR is
better than the above-mentioned techniques, because the pro-
posed technique in this paper handles all types of uncertainty
as mentioned. The proposed anomaly detection algorithm
demonstrates a way of extracting initial belief rule base from

sensor data, which can be considered as a significant contri-
bution in the area of knowledge acquisition.

Moreover, anomaly-free sensor data as well as anom-
alous sensor data are fed into the Web-BRBES. It can be
observed that Web-BRBES provides better result of detecting
metrological condition for anomaly-free data than from the
anomalous data (see Figs. 3, 4; Sect. 4). In addition, BRBAR
helps Web-BRBES to perform more reliable and accurate
prediction of flood, using the data received from sensors,
deployed in a flood prone area by removing the anomalies.
Hence, it can be argued that the novel BRBAR technique
will improve anomaly detection approach for other appli-
cation areas such as, surveillance, environmental monitoring
and disaster management under uncertainty. This new anom-
aly detection algorithm will also improve the prediction of
different expert systems as anomalous data can be removed
more efficiently.

In this research work, preliminarily BRBAR has been
tested with two datasets. However, the performance of the
algorithm needs to be tested by using more data from differ-
ent types of sensor to ensure its efficiency and robustness. In
addition, more investigation is needed for choosing appro-
priate benchmark data. Furthermore, as a future work, more
research can be carried out for BRB inference mechanism
for initial rule base coming out from BRBAR. In addition,
investigation on benchmark data and testing the algorithm
with different sensor data can also be considered as future
work.
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ABSTRACT 
Natural calamity disrupts our daily life and brings many 
sufferings in our life. Among the natural calamities, flood is one 
of the most catastrophic. Predicting flood helps us to take 
necessary precautions and save human lives. Several types of data 
(meteorological condition, topography, river characteristics, and 
human activities) are used to predict flood water level in an area. 
In our previous works, we proposed a belief rule based flood 
prediction system in a desktop environment. In this paper, we 
propose a web-service based flood prediction expert system by 
incorporating belief rule base with the capability of reading sensor 
data such as rainfall, river flow on real time basis. This will 
facilitate the monitoring of the various flood-intensifying factors, 
contributing in increasing the flood water level in an area. 
Eventually, the decision makers would able to take measures to 
control those factors and to reduce the intensity of flooding in an 
area.  

Categories and Subject Descriptors 
H.4 [Information Systems Applications]: Decision support 

General Terms 
Design, Measurement 

Keywords 
Belief Rule Base, Expert System, Uncertainty, Flooding, Web 
Based Application. 

1. INTRODUCTION 
Even in this twenty first century after so many technological 
innovations humans are helpless in the hand of natural disasters. 
There are different natural disasters like, floods, volcanic 
eruptions, earthquakes, and tsunamis. Flood is considered as the 
most catastrophic among the other natural disasters [1]. Flood 
causes the highest number of fatalities and greater economic 
damage in comparison to other natural disasters.  

As for example, a devastating flood occurred in China during 
1931 caused by overflowing of water from Huang He (Yellow 

River) River. This flood is considered as one of the most 
destructive flood occurred in the world. Eighty-eight thousands 
square km of land completely inundated, eighty million people 
were homeless and around four million people died due to this 
flood1. According to Geoscience Australia flood is a general and 
temporary condition of partial or complete inundation of normally 
dry land areas from overflow of inland or tidal water from the 
unusual and rapid accumulation or runoff of surface water from 
any source [2]. Predicting flood will help us to take necessary 
steps for human evacuation and other entities. Several types of 
data are used for predicting floods. These are: the amount of 
rainfall, rainfall duration, the rate of change in river flow, river 
water level, the characteristics of a river's drainage basin and 
human activities. Some of these data are quantitative in nature and 
others are qualitative in nature. Hence, we need an integrated 
framework, which is able to process both qualitative and 
quantitative data in a single integrated framework. In this paper, a 
belief rule based expert system has been used which has the 
capability to process both qualitative and quantitative data in a 
single integrated framework to predict flooding in an area.  

Sensors can be used to automatically collect different types of 
environmental data necessary for predicting flood and transmit 
these data to central system. Nowadays, due to the cost efficiency 
and protocol standardization [3] low-powered sensors are easily 
deployed in large scale for different systems. We can collect data 
for different environmental parameters like rainfall, water level, 
humidity and temperature by using different types of sensors. An 
efficient heterogeneous wireless sensor network (WSN) is needed 
for collecting and transmitting data as sensors are deployed in 
harsh environment. In [4], we proposed an efficient heterogeneous 
WSN network combination of ZigBee, Ethernet, Wi-Fi 
connectivity and SMS suitable for flood prediction. 

Knowledge base, inference engine and user interface are the most 
essential components of an expert system. There are different 
types of uncertainty like ignorance, incompleteness, ambiguity, 
vagueness and imprecision in data. These uncertainties can be 
caused by faulty sensor data or lack of human knowledge. For the 
design and implementation of expert systems, it is necessary to 
consider uncertainty. Belief Rule base knowledge representation 
schema captures all the above type of uncertainty [5]. Other 
knowledge representation schema such as Propositional Logic 
(PL) and First-order Logic (FOL) are not capable of capturing 
uncertainty. Fuzzy logic is capable of handle uncertainty due to 
ambiguity and vagueness but not the others. Forward Chaining 
and Backward Chaining are two common methods used as the 
                                                                    
1 http://global.britannica.com/ 
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inference mechanisms. However, they are not equipped to handle 
uncertainty of data. Evidential Reasoning (ER) is used as the 
inference methodology in the Web based Belief Rule Based 
Expert System as it can efficiently handle different types of 
uncertainty mentioned above.  

Web-based applications are easily accessible for the users as the 
users do not need to install any additional software. Therefore, a 
web-based expert system will allow users to easily access and use 
the system. Web-based applications are deployed and maintained 
in one location usually. Web services provide a standardized way 
of communicating between two applications over the Internet 
Protocol using Extensible Markup Language (XML), Simple 
Object Access Protocol (SOAP), Web Service Definition 
Language (WSDL) and Universal Description, Discovery, and 
Integration (UDDI). There are two major groups of web services. 
One is Representational State Transfer (REST)-compliant Web 
services; another is Simple Object Access Protocol (SOAP) based 
web services. They provide us the flexibility of communicating 
with different sensor aggregation platforms. This will allow other 
applications to communicate with expert systems using the 
aforementioned protocols. Therefore, developing a web-based 
expert system will allow user accessibility, easy deployment and 
maintenance of applications. We prefer to use REST compliant 
web services as they are more lightweight than SOAP and easier 
to implement by PHP and JavaScript. REST supports to provide 
output in Command Separated Value (CSV), JavaScript Object 
Notation (JSON), and XML. SOAP supports XML only. REST 
also does not use WSDL or UDDI, which makes it simpler. 

Previously, we developed a Belief Rule Based Expert System 
(BRBES) by using Visual Basic and Microsoft SQL [4]. The 
application was running on a single PC. Limited people have 
access to it and in addition, pcs had limited computational power. 
For these reasons, it was necessary to upgrade the expert system 
into a web service based application. We like to name the new 
application as Web-BRBES. This will allow to run the application 
on a server with more computational power and memory, easy 
access for users, communicate with more sensor platforms and 
allow other applications to get data from this application. The 
previous system was not equipped to use sensor data rather it used 
manual data collected from the field. Therefore, the real time 
observation of the natural phenomenon (such as effect of intense 
rainfall in an area) is difficult to observe in that version. 

The remainder of this article is structured as follows: Section 2 
covers related work on different expert Systems for flood 
prediction, Section 3 provides a brief overview on Belief Rule 
Base Expert System; Section 4 describes the Web-based Belief 
Rule Base Expert System. Section 5 presents the results and 
discussion, while Section 6 concludes the paper and indicates 
future work. 

2. RELATED WORK 
Flood prediction is becoming more accurate and faster by using 
WSN technologies [7][8][9][10][11][12][13]. Ahmad et al. [7] 
performed a detail analysis of flood prediction techniques based 
on GIS using Ad hoc wireless Sensor Network Architecture. They 
used ArcGIS simulation tool for pre and post risk analysis of 
flood disaster. In the paper, authors proposed a mathematical 
model for flood risk analysis and prediction based on the rate of 
change of different environmental values. In their proposed model 
they put emphasis on input parameters like soil moisture, air 
pressure, direction of wind, humidity and rainfall. This model is 
also useful for rescue and emergency authorities to take necessary 

action to save life before the critical conditions occurs. They also 
used underwater wireless sensors for monitoring underwater 
seismic activities.  

Seal et al. [8] described a real time flood-forecasting model. 
Simple and fast calculation and cost effective implementations are 
the main principle of this model. Proposed model is independent 
of number of parameters. Therefore, parameters can be added or 
removed based on the on-site requirement. It also considered the 
anomaly in sensors data and storage capacity of the nodes and 
provided techniques to cope with these situations, but the 
proposed system needs to be deployed in real life. The proposed 
system uses multiple linear regression equations. Hence, it may 
contain uncertainty due to randomness.  

Khedo [9] also proposed a system for real-time monitoring of the 
hydrological conditions of rivers for flood forecasting using 
Wireless Sensor Networks. Their system is called RTFMS. The 
system monitors water level, water flow and rainfall, in the region 
of the Rivière du Rempart of Mauritius. Water depth is monitored 
using a hydrostatic level sensor. A hydrostatic level sensor will be 
used to measure the pressure created by a liquid. Using this sensor 
software components provide warnings when the water level of 
the riverbank approaches critical. The rainfall sensor in RTFMS 
will perform measurement using reed magnetic switches, which 
cause an interrupt after every 1 mm of rainfall. A submersible area 
velocity sensor will be used to measure average velocity directly, 
without the need for time-consuming and costly flow profiling. 
The sensor will need to be sealed to withstand submergence and 
prolonged surcharge conditions. Twenty-Two sensors were 
deployed along 2 km of the river. These sensors were divided into 
three clusters that are connected to a gateway. The gateway node 
receives all the data from the deployed sensors, and acts as a data-
logger and transmits sensor readings back to the Central 
Monitoring Office (CMO) using GSM network. Each mote sensor 
transmits data to the gateway in a multi-hop fashion at an interval 
of fifteen minutes, which is the maximum sampling frequency. 
RTFMS uses Grid-to-Grid model to predict flood. The system is 
not a web-based application. However, it has a web interface and 
it does not use any expert system. In this paper, authors did not 
address the anomaly of data. 

Moreover, Basha et al. [10] proposed and evaluated model-based 
monitoring for early warning flood detection. Their proposed 
sensor network tiers are able to withstand the flood event and 
remain functional over longer periods when there is no flood. The 
sensor network is distributed over larger regional areas and 
supports different types of sensors. They also incorporated self-
monitoring for failure and adapting measurement schedules.  

Shukla et al. [11] described how to design an architectural model 
for flood monitoring using wireless sensor networks. The 
proposed system architecture is composed of sensor network, 
processing/transmission unit and a server. Based on the first two 
years data, the sensor-deployed region is divided into three 
regions. These are green, yellow and red. Green means there are 
no possibilities of flood in these areas. Yellow marks the areas, 
which have medium risk level for flood. Red marks the areas, 
which have high risk of flood. The sensors are programmed to act 
differently on different marked areas. As for example, the rates of 
sending data by sensors in green areas are relatively lower than 
the sensors in red area. All these systems focused on how to 
collect data using sensors but are not concerned with addressing 
the issues like uncertainty with the data or nor with using the data 



with decision making or expert system nor with the dissemination 
of data in a web environment. 

Furquim et al. [12] described a motivating case from Brazil where 
an accurate flood-forecasting model using WSNs and chaos 
theory was studied in a real deployment. Finally, Ishida et al. [13] 
proposed a real time disaster damage information sharing system 
for disaster countermeasures headquarters at the time of large-
scale natural disaster. The municipal employees and fire corps 
volunteers can report the environmental damage by sending 
picture to the disaster countermeasures headquarters in real time, 
by the Post Damage Picture Smartphone Application and the Post 
Damage Picture Facebook Application. The paper also shows the 
importance of the system by conducting a survey among general 
populations. This paper shows an approach of using participatory 
sensing for disaster information sharing  

Grove [14] provides a review of several Internet based expert 
systems and discuss about design issues, development tools and 
languages. It also provides a case study named Reptile 
Identification Helper (RIH). Web-based expert systems usually 
consist of client-server architectures and web browser based 
interfaces. The inference engine is usually part of server. Forward 
and backward chaining used as inference engine for most of the 
expert systems. There are several concerns for scalability of 
Internet based expert system. One is the size and complexity of 
rule base. Theoretically, the process of matching rules and 
knowledge grows exponentially with size. Using modular 
knowledge programming and efficient interference engine, this 
problem can be addressed. Another is the growth of the user based 
of the Internet based expert system. Adding more processing 
power to the servers and more bandwidth speed can be a solution 
for the growth of the user base. The Internet based expert system 
also provides challenges for the developers to cope with new 
upcoming Internet based technologies. Internet based expert 
system provides several advantages like easy access, common 
interfaces and several development tools.  

Mathew et al. [15] proposed a web-based expert system for 
diagnosis of neurologic disorders. Case and Rule based reasoning 
techniques were used in this expert system. 

Kong et al. [16] presented a belief rule based clinical decision 
support system for patients with cardiac chest pain. The prototype 
can automatically update its knowledge base by using belief rule 
based learning model. One thousand patient data records were 
used to simulate the prototype. This paper shows an expert system 
based on belief rule base. The system also provides an example of 
using web technologies with expert system. 

In our previous work [4], we proposed a new architecture for 
building decision support systems using heterogeneous wireless 
sensor networks. Using this architecture, we described a smart 
risk assessment system using belief-rule based decision support 
systems in [16] and [18] where a case study was carried out on the 
location-dependent service, aimed for tourists. In our new work 
we incorporate the use of dynamic data (like sensor data) in the 
expert system. For better user access and utilization of more 
computational power, the new system is based on layered modular 
system architecture with web technologies  

Ahmad et al. [7], Seal et al. [8], Khedo [9], Basha et al. [10], and 
Shukla et al. [11] mostly proposed different mathematical model 
based flood predict systems using wireless sensor networks. 
Among the aforementioned papers Seal et al. [8] tried to handle 
the uncertainty of data. None of these systems were based on 

expert system as well as were not fully based on web 
technologies. Grove [14] discussed about the pros and cons of 
incorporating Internet technologies to Expert System. Mathew et 
al. [15] and Kong et al. [16] proposed expert systems for 
identification of neurologic disorders and clinical decision support 
system for patients with cardiac chest pain. Kong et al. [16] tried 
to look into the uncertainty of data using Belief Rule Based 
system. 

3. BELIEF RULE BASED EXPERT 
SYSTEM 
Belief Rule Based Expert System (BRBES) consists of a 
knowledge base and an inference engine. Belief Rule Base has 
been used to build the knowledge base while Evidential 
Reasoning is considered as the inference engine. Evidential 
Reasoning is a multi-criterion decision analysis procedure and can 
handle both qualitative and quantitative data [5]. Various types of 
uncertainty such as ignorance, incompleteness, randomness, 
vagueness, and imprecision exist in sensor data that can be 
processed with ER and BRB [20][21]. 

The Belief Rule Base (BRB) is an extension of traditional IF-
THEN rule base whereas a belief rule has antecedent part and 
consequent part. Antecedent attribute takes referential values and 
possible belief degrees are associated with the consequent of a 
belief rule. The rule weights, antecedent attribute weight, and 
belief degrees are knowledge representation parameters used in 
BRB to capture the uncertainty. A belief rule can be defined as: 

Rk: IF Rainfall is Medium AND Rainfall Duration is High 

THEN Meteorological Condition is 

{(Severe, 0), (Moderate, 0.4), (Low, 0.6)} 

In the above rule ‘Rainfall’ and ‘Rainfall Duration’ are the 
antecedent attributes, while ‘Medium’ and ‘High’ are the 
referential values. ‘Meteorological Condition’ is the consequent 
attribute with referential values such as ‘severe’, ‘moderate’, and 
‘low’. This rule is complete because the summation of degree of 
belief associated with each referential value of the consequent 
attribute is one. If the summation is less than one then the rule is 
considered as incomplete, which may be due to incomplete 
information or ignorance. The relationship between antecedent 
attributes and the consequent attribute is non-linear, which is 
linear in case of IF-THEN rule. 

The inference procedures consist of various steps including input 
transformation, rule activation, belief update, and rule aggregation 
using Evidential Reasoning approach. The task of input 
transformation consists of distributing the input data over the 
referential values of the attribute of a rule, which is called 
matching degree. Once the matching degree is calculated, the 
rules are called packet antecedent and they become active and 
reside in the short-term memory while the rule base resides in the 
long-term memory. The calculated matching degree is used to 
calculate the activation weight of each rule. It is interesting to note 
that each rule does not have the same weight in calculating the 
referential values of the consequent attribute. The summation of 
the rule activation weight of a rule base should be one. 

When an input data for any of the leaf nodes is ignored then the 
belief degree associated with each rule in the rule base should be 
updated. This is done by the procedures mentioned in [5]. 
Furthermore, the aggregation of the rules is carried out by using 
either analytical or recursive evidential reasoning algorithm. The 
fuzzy value can be converted into crisp value by using the utility  



 
Figure 1. System architecture of Web BRBES. 

score associated with each referential value to obtain the final 
result. 

4. SYSTEM ARCHITECTURE 
In this section, the system architecture is discussed in detail. The 
main components of Web-based Belief Rule Based Expert System 
(Web-BRBES) are Knowledge Base, Input Module, BRB main 
module, BRB UI module, Configuration Module and Knowledge 
Base Driver Module.  

4.1 Knowledge Base Module 
There are different models like propositional logic, fuzzy logic, 
and rule-base for representing knowledge. Most of these rules are 
not capable of representing the uncertainties such as imprecision 
or incompleteness. Therefore, we used belief rules for 
representing uncertain knowledge, as mentioned previously, 
storing the rules in a MySQL database. MySQL is the most 
popular RDMS system for web applications. Facebook, Twitter or 
Wikipedia are using MySQL [6]. MySQL is specially designed 
for web application. It has high-performance query engine, 
tremendously fast data insert capability, and strong support for 
specialized web functions like fast full text searches. Other 
features like main memory tables, B-tree and hash indexes, and 
compressed archive tables that reduce storage requirements by up 
to eighty percent. The query engine helps us to perform faster 
queries to get the rules. MySQL’s faster insert capabilities help us 
to insert new rules to the database faster. Finally, it is open source 
and free. 

4.2 Knowledge Base Driver Module 
This module is consisting of different database connectivity 
drivers, e.g. MySQL, PostgreSQL, and SQLite, though our system 
uses MySQL it also supports different databases. Users can 
incorporate separated table structures and database specific SQL 
commands.  

4.3 Input Module  
The Input Module is responsible for connecting with different 
types of sensors or sensor platforms. Different modules, specific 
to sensors or sensors platform, can be incorporated easily using 
the input interface. They are capable of communicating using 
RESTful interfaces. The Input Module can also be used to retrieve 
data from Comma Separated Value (CSV) files.  

4.4 BRB Main Module 
The BRB Main Module is the core module of the expert system 
and consists of several sub modules. It fetches data from the input 
module or user interface and maps it into antecedents of the rule 

base. Afterwards, the inputs are transformed using utility 
functions based on the reference values. Rules are created using 
the antecedents and consequent whereas Activation Weight and 
Matching Degree are computed. Afterwards the belief rule update 
is performed to take into consideration of the incompleteness of 
the data. Then the aggregation of the rules is performed. It is also 
connected with the Knowledge Module using the Knowledge 
Drive Module for storing and retrieving rules from knowledge 
base. The Configuration Module is also connected to it. Moreover, 
different types of configuration parameters are fetched from The 
Configuration Module. Among different configuration parameters 
Input Module related and Knowledge Base Driver Module related 
configuration parameters are very important. 

4.5 Configuration Module 
To make the system dynamic, different parameters are read from 
files, so that the user can change the system behaviour without the 
needs of changing the source code. This module manages 
different parameters, which are configurable. Different input 
modules use different types of parameters like URL, user identity, 
and password. The Knowledge Base Driver Module uses database 
server name, IP address, database name, user identity, and 
password. These configuration parameters are collected from the 
configuration files. There are different files containing different 
configuration parameters. This module reads the files and passes 
the parameters to the BRB Main Module and also validates the 
configuration files. Therefore, erroneously formatted parameters 
cannot be passed to the BRB Main Module. The Knowledge Base 
Connectivity sub module reads the parameter Driver Name, IP 
address, database name, user identity and password from the 
configuration file. The Knowledge Base Driver Module retrieves 
the above-mentioned parameters from the Knowledge Base 
Connectivity sub module. The Rule Base Configurations sub 
module provides the number of reference values of Antecedent 
and Consequent and default attribute weight to the BRB Main 
Module retrieving that information from the configuration file. 
Similarly, the Configuration for Inference Using ER sub module 
reads the default parameters for the inference engine. Lastly, the 
Input Modules Configuration sub module provides a list of 
available input interfaces to the Input Module. It also provides 
necessary parameter like IP address, URI, user identity, password, 
and file location to connect to sensors or sensor platforms or file 
locations. 

4.6 BRB UI Module 
The BRB UI (User Interface) Module operation can be divided 
into two categories. One is for static data, while the other is for 
dynamic data. Static data related operations are used when input 
data are given manually. Dynamic data related operations are used 
for getting data from sensors. These two categories are described 
below. 

4.6.1 Processing Static Data 
The BRB UI Module provides an interactive user interface for the 
user. Figure 2 shows the main interface of Web-BRBES. In the 
middle the input variables are represented as a tree structure. The 
legends of the input variables are provided to the left. There are 
various flood affecting parameters, which can be categorized as 
meteorological (X8), geological (X9), river discharge (X10), 
topographical (X11), and human activities (X12). The middle 
level of the tree contains these parameters and can be called 
drivers as they influence the flood water level. These drivers 
depend on multiple factors, e.g. geological (X9) driver depends on  



 
Figure 2. Main user interface. 

soil type (X19), saturation limit of the soil type (X20) and soil 
infiltration rate (X21). These are called leaf nodes of the tree. 
Some of the data of the leaf nodes can be collected using sensors, 
while others are static over time. Onset rainfall (X22) is collected 
by sensors, while unplanned infrastructure (X27) is more likely 
constant or static. The leaf nodes data can also be divided as 
quantitative and qualitative, e.g. rainfall data is quantitative while 
unplanned infrastructure data is qualitative. Various types of flood 
prediction systems use qualitative and quantitative data separately, 
but our system can use both of them together [22][23].  

In the BRB tree structure the user clicks on the nodes and a new 
window will appear. The new window is shown in Figure 3. Top 
of the screen provides the antecedents. The user provides the 
attribute weight, reference values, and input values. The user can 
select default reference values or can provide customised 
reference values. The user can also mention if the input will come 
from sensors by selecting the check box “Get Data from Sensor”. 
Similarly, for Consequent reference values the user can use the 
default values or provide customised values. 

 
Figure 3. User input interface. 

 
Figure 4. Initial rule base. 

At the bottom of Figure 3 there are several buttons to perform the 
computation. The user has to press the “Calculate Rule Base” 
button to create the initial rule based on the utility factors. Figure 
4 shows the initial rule base. 

After that, the user needs to click on the “Input Transformation” 
button. This will distribute the input data over the referential 
values. As next step, the user needs to click the “Activation 
Weight”. During this step the matching degree is calculated and 
the rules are called packet antecedent or active. The calculated 
matching degree is used to calculate the activation weight of each 
rule. The summation of the rule activation weight of a rule base 
should be one. Figure 5 shows the calculation results of matching 
degrees and activation weights. 

 
Figure 5. Rule base with matching degree and activation 

weight. 

The user continues by clicking “Update”. If any of the input data 
for the leaf nodes is ignored, then the belief degree associated 
with each rule in the rule base needs to be updated. The update 
function performs this task. By clicking “Aggregation” the user 
performs the aggregation of the rules whereas analytical or 
recursive uses evidential reasoning algorithm to aggregate the 
rules. 

Figure 6 shows the calculation result of the rules aggregation. By 
applying the ER algorithm, the rules of the “meteorological” sub 
rule base have been aggregated by taking into account the input 
data as shown in Figure 3. The combined degree of belief 
associated with the referential values (Severe, Average, Low) of 
the consequent attribute (meteorological) of this sub rule base 
obtained as {(Severe, 0.2977), (Average, 0.6342), (Low, 0.0732)}. 
The fuzzy values can be converted into a crisp value by using the 
utility score associated with each referential values of the 
meteorological factor. Therefore, the crisp value stands at 0.6098. 

Similarly, the user has to click all the driver nodes and then click 
the root node flood water level (X7). The combined degree of 
beliefs associated with the referential values of the flood water 
level (X7) are {(High, 0.9563), (Medium, 0.0436), (Low, 0)}. The 
fuzzy values can be converted into a crisp value to obtain flood 
water depth, which is in this case is 97.81 cm as shown in Figure 
7. 
  



 
Figure 6. Rules aggregation calculation. 

 

4.6.2 Processing Dynamic Data 
If the user wants to use sensor data, then he/she has to click only 
the “Calculate Sensor Data”. The application will perform the 
above tasks one by one and get the final output as shown in Figure 
9 for each driver where the Input box shows the input values from 
the sensors, while the Output graph box shows the crisp output 
values for the corresponding sensor data. Finally, the user has to 
click on all the driver nodes and then click the root node flood 
water level (X7) to get the ultimate result. 

 
Figure 7. Predicted flood result. 

In this way, we can generate a flood scenario for different areas of 
a region. In summary, our system is based on a layered and 
modular architecture consisting of three layers, being the 
presentation layer, the application layer and the data access layer 
following the Model–View–Controller (MVC) pattern for our web 
application. The Input and Knowledge Base Driver modules are 
modular since different sub modules can be easily plugged in and 
out from the main module. 

5. RESULT AND DISCUSSION 
The new Web-BRBES provides better user interface with more 
visualization of data compared to the previous desktop-based 
application as shown in Figure 8. 

The new system is also capable of getting data from sensors. It 
provides easier access for the users than the desktop-based 
version, as the user does not need to install any additional 
software except a web browser, which is commonly available 
software nowadays. As the expert system is web based the user 

does not have to be concerned with the software update process. 
Therefore, users and IT support personnel are relieved from 
problems of software deployment. Moreover, the web application 
now can use more computational power as it can easily be 
deployed in high-end servers. 

 
Figure 8. Previous desktop-based interface. 

Now using cloud technologies more processing power, memory, 
and network bandwidth can easily be added to the server. This 
will allow the web application to compute more rules and 
complex knowledge base efficiently and faster. It also provides 
better visual interface and nice representation of the data 
compared to the previous desktop version. This system also has 
the capability of connecting with several sensors or sensor data 
collection frameworks. A comparison of features between Web- 
and Desktop-based BRBES is presented in Table 1.  

Figure 9 provides a detailed view of the input and output data. In 
this scenario the data fetched from sensors is considered as inputs 
for X23 and X22. The X-axis shows the data in chronological 
order while the Y-axis shows values of the data gathered by 
sensors during each time interval shown in the graph name 
“input”. Similarly, in the graph name “output”, we can view the 
output generated for the inputs during the same time interval. If 
we consider the input and output graphs we will find that X22 has 
greater influence on the output than X23. In this way, the web- 
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Abstract

Flood is one of the most destructive natural disasters because it brings enormous sufferings to the livelihood of people. It causes

physical, economical, and psychological sufferings for the human. In addition, the impact of flooding continues for a long time

on the infrastructure, agriculture, and economy of a country. It is estimated that flooding from sea level rise alone will cost one

trillion USD to the major coastal cities of the world by the year 2050. Therefore, the accurate prediction of flooding is challenging

because it involves multi-level factors, which cannot be measured with 100% certainty. Belief rule based expert systems (BRBESs)

can be considered as a candidate solution to handle the complex problem of this nature. However, BRBESs should have the

capability to support multi-level learning and inference under uncertainty, which are necessary to facilitate the accurate prediction

of flooding. Therefore, this article presents the development of a BRBES with the capability of multi-level learning and inference.

A comparison between the proposed multi-level belief rule based learning algorithm and the other machine learning techniques

including Artificial Neural Networks (ANN), Support Vector Machine (SVM) based regression, and Linear Regression has been

performed. The result demonstrates that our proposed BRB based learning algorithm outperforms these learning techniques in

terms of accuracy in predicting flood. Bangladesh has been chosen as the case study area to test the reliability of our proposed

multi-level BRB based learning algorithm.

Keywords: Optimization, Learning, Flood prediction, Belief rule based Expert Systems

1. Introduction

Climate change is an important phenomenon of the world

now-a-days. According to a new study [1], flooding from sea

level rise due to climate change will cost around one trillion

USD per year by 2050 for coastal cities. It is considered as the

most catastrophic among the natural disasters, such as flood,

volcanic eruption, earthquake, and tsunami [2]. It is due to the

fact that flooding brings the highest number of fatalities and

greater economic damage in comparison to other natural disas-

ters [3]. As an example, a devastating flood occurred in China

during 1931, caused by overflowing of water from Huang He

(Yellow River) River. This flood is considered as one of the

most destructive flood occurred in the world. Eighty-eight thou-

sand square km of land completely inundated, eighty million

people were homeless and around four million people died due

to this flood. A flood in France during 2016 caused one billion

euro worth of damage[4]. Recently, one third of Bangladesh

was under water due to the heavy monsoon rain, which was

the worst flooding over a period of 100 years, causing death of

142 people [5]. Furthermore, Texas and Florida have been ex-

periencing wide spread flood due to the hurricanes Harvey and

Irma, which will cost more than seventy-five billion USD [6],

[7]. Therefore, the accurate prediction of flooding is necessary
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to save human lives, to protect infrastructure, and to reduce eco-

nomic loss [8], [9]. Eventually, such prediction of flooding in

an area will help us to assess its risk as well as to develop pre-

paredness plans, enabling to save human lives and to take flood

protection measures.

According to [10], flood can be defined as the condition of

partial or complete inundation of a land, causing from overflow

of water. Usually, meteorological, topographical, geological,

river characteristics, human activities are considered as the ma-

jor factors of flooding in an area [11]. The measurement of

these factors involves various types of data, which are required

to predict flooding. These data mainly consist of amount of

rainfall and its duration, velocity of river flow, river water level,

slope, aspect, catchment area, and human activities. Some of

these data types are quantitative and others are qualitative in

nature. As for examples, amount of rainfall can be considered

as quantitative, while human activities is qualitative. There-

fore, an integrated framework is necessary with the capability

of processing both quantitative and qualitative data, enabling

the accurate prediction of flood. These data can be collected by

using different sources such as sensors, by interviewing people,

historical records, and literature review [12]. Sensors are usu-

ally used to collect data, such as rainfall, river water level, and

river water flow. Historical records, surveys, and pieces of lit-

erature are used to collect data on the human activities such as

unplanned infrastructure, deforestation, and the characteristics

of river catchment area.
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Several studies have been carried out to show the efficiency

of predicting flood using sensor networks [13], [14]. However,

sensor data may be erroneous and duplicate because of the pres-

ence of inconsistency resulting from resource constraints (such

as memory limit of computational unit, low speed of commu-

nication bandwidth, and shorter lifetime of battery power of

sensor devices). In addition, when the sensors are deployed

in the harsh environment, resulting the generation of noisy and

incorrect data. Moreover, sensor devices are vulnerable to ma-

licious attacks, which could also be considered as the source

of erroneous data. Therefore, the presence of duplicate, in-

consistent, noisy, incorrect, and erroneous data are the source

of various types of uncertainty including incompleteness, igno-

rance, vagueness, imprecision and ambiguity [15]. In addition,

the data collected from surveying people also has inaccuracy or

uncertainty as they express some answers by linguistic terms,

like “High,” “Medium,” and “Low”. Moreover, data from hu-

mans are not always accurate due to lack of knowledge and

understanding, which causes incompleteness and ignorance.

Various studies has been carried out related to the prediction

of flood [16], [17], [18]. Seal et al. [16] and Sehgal et al. [17]

proposed flood prediction models based on Linear Regression.

This regression method performs better prediction with the lin-

ear dataset. However, the dataset with multiple types of data

are hierarchical in nature and hence they are non-linear. There-

fore, Linear Regression model is not appropriate in this context.

Theera-Umpon et al. [18], Yu et al. [19], and Han et al. [20]

used one of the popular learning techniques, named the Sup-

port Vector Machine (SVM), for predicting flood water level.

However, Linear Regression and SVM method both failed to

address uncertainty in data as they do not have any mechanism

to address uncertainty. Furthermore, Mitra et al. [21] and He et

al. [22] used Artificial Neural Networks (ANNs) for flood pre-

diction. However, these techniques act like a black box, where

the rational and logical reasoning cannot be examined, as the

effects of intermediate layers are not visible [23]. Furthermore,

ANN suffers from increasing dimensionality and limited learn-

ing parameters [24]. Therefore, a method is required, which

can handle both qualitative and quantitative data and their asso-

ciated uncertainties in an integrated framework to predict flood

in a reliable way.

Our previous work includes a proposal on a belief rule based

expert system (BRBES) to predict flood [25]. The BRBES is

developed by using knowledge representation schema, known

as belief rule base (BRB), while it used evidential reasoning

(ER) algorithm as the inference engine. BRB can represent un-

certain knowledge while ER can process both qualitative and

quantitative data in an integrated framework under uncertainty.

Later the system was converted into a Web-BRBES with the ca-

pability of handling sensor data in real time [26]. Fig. 1 presents

the BRBES framework developed by incorporating the multi-

level factors which are responsible for the occurrence of flood-

ing in an area [25], [26]. Meteorological Factors (X8), Geolog-

ical Factors (X9), River Discharge (X10), Topography (X11),

and Human Activities (X12) are the intermediate level nodes

of this BRBES framework, because they are considered as the

major causes of flooding (X7). The data of the leaf nodes are

collected either by sensors or by interviewing people as men-

tioned before and they are fed into the BRBES to predict the

flood. Fig. 1 shows seven BRBs where X7 is considered as the

top level BRB, while X8, X9, X10, X11, and X12 are consid-

ered as mid-level BRBs, and X16 is considered as the lower

level BRB. The propagation of information occurs following a

bottom-up approach. The BRBES presented in [25], [26] con-

sists of five hundred and sixty rules, twenty-three nodes, and

three levels of hierarchy, making it complex in terms of compu-

tation.

Since belief rule base (BRB) consists of various learning

parameters such as attribute weight, rule weight and belief de-

grees, the determination of their optimal values is considered

as challenging, especially when a BRBES becomes multi-level.

Therefore, it is necessary to develop an approach, that enables

the determination of the optimal values of the learning parame-

ters from data, without having to change the code for different

types of data. This can be considered as learning and inferenc-

ing for the system [27]. There are different methodologies for

learning and inferencing. There exist many methods to sup-

port learning and inference, where optimization is considered

as crucial [28]. Yang et al. [29] proposed a method for learning

and inference for BRBES. Xu et al. [30], Hossain et al. [31],

Hossain et al. [32] presented different ways of applying these

learning methods for a single level BRB framework. However,

since Fig. 1 represents a multi-level BRBES framework to pre-

dict flooding, a novel learning and inference algorithm needs to

be developed. This could allow the prediction of flooding with

higher accuracy under uncertainty.

Therefore, this article presents a novel procedure to train

the learning parameters of a multi-level BRBES to improve its

accuracy of prediction. Both the BRBES and the novel learn-

ing algorithm have been validated against a substantially sized

dataset, collected by interviewing people of a flood affected

area of Bangladesh. In addition, the results generated from the

BRBES as well as from a multi-level learning algorithm, pro-

posed in this article, have been compared with other machine

learning techniques, such as ANN, SVM based regression, and

Linear Regression. It has been observed that the BRBES pre-

sented in this article as well as the novel learning procedure

outperform the mentioned machine learning techniques. The

reason for this is that BRBES as well as the learning algorithm

address different types of uncertainty associated with the factors

shown in Fig. 1.

The remainder of this article is structured as follows: Sec-

tion 2 surveys related work on flood prediction, while Section 3

provides an overview of our proposed learning mechanism for

BRBES. Section 4 presents the system architecture of the pro-

posed learning mechanism, while Section 5 presents its’ evalu-

ation. Finally, Section 6 concludes the article.

2. Related Work

Various machine learning techniques such as ANN, SVM,

and Linear Regression are used to predict flooding in area [16],

[18], [21]. Mitra et al. [21] used ANN to predict river flood-

ing. This system considered rainfall, pressure, water flow, and
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Figure 1: A multi-level BRB framework for predicting flood water level

humidity to predict flooding, which were collected by using

sensors. The system considered a three layer architecture and

used the back propagation supervised learning algorithm to pre-

dict flooding by taking into account the above-mentioned data,

collected by the sensors. ANN adjusts the weights of neu-

rons or nodes based on the input dataset to produce the cor-

rect flood water level. However, in ANN approach, the train-

ing consists of adjusting the only learning parameter, known as

weight to reduce the error. The error consists of the difference

between the target flood water level and the ANN system gen-

erated flood water level. This system has not considered other

multi-level factors associated with topography and human ac-

tivities as shown in Fig. 1. Hence, a holistic prediction of flood

could not be achieved by this approach. In addition, the qualita-

tive data has not been considered in this model. On the contrary,

in order to accurately predict the flooding in an area it is nec-

essary to consider both qualitative and quantitative data in an

integrated framework. Hence, BRBES with multiple learning

parameters has better potential to generate more accurate flood

prediction than ANN.

Theera-Umpon et al. [18] presented an SVM based flood

prediction system to predict flood of Chiang Mai City in Thai-

land. The system used hourly measured river water levels for

a period of two years, collected from three gauging stations, to

predict flood water level. SVM with an ε-Insensitive loss func-

tion based algorithm is used for predicting flood. Furthermore,

Theera-Umpon et al. [18] showed that SVM performs better

than the multilayer perceptrons model. In ε-Insensitive loss

function based SVM algorithm, the main concept is to compute

support vectors from the training data using the kernel func-

tion. The support vectors should be on two hyper-planes and

the two hyper-planes are ε distance from a real hyper-plane.

The hyper-planes work as a margin boundary for error in pre-

diction. However, the algorithm uses input data directly for

prediction, instead of distributing the data over belief degrees

to address different types of uncertainty. Therefore, it does not

address any types of uncertainty.

Seal et al. [16] proposed a real time flood forecasting sys-

tem by using multiple linear regression models. The system

used data such as rainfall, water discharge, and temperature col-

lected by using sensors. Furthermore, a wireless sensor network

consisting of sensor nodes, intermediate nodes, computational

nodes, and a monitoring node was proposed. Data collected by

the sensor nodes are sent to the computational nodes through

the intermediate nodes. Thereafter, the computational nodes

predict the flood water levels using linear regression model then

send data to the monitoring node for users to view. One of the

features of this system is to add new input parameters on the

fly. Since the proposed model is based on Linear Regression, it

lacks in addressing uncertainty due to randomness. Therefore,

BRBES will be a better solution for predicting flood water level

as it is able to address all types of uncertainty [25]

Thus, from the above, it can be argued that BRBESs could

predict flooding more accurately than from ANN, SVM based

regression, and Linear Regression, since they consider various

types of uncertainty. However, the selection of optimal values

of the learning parameters of BRBESs could improve their per-

formance in term of accuracy. According to Yang et al. [33],

the learning parameters can be obtained from data. Therefore,

an efficient and robust learning mechanism, consisting of vari-

ous combinations of learning parameters, is required, especially

in case of multi-level hierarchical BRBES, which can be named

trained BRBES, to predict flooding with rigor.

Xu et al. [30] presented a learning mechanism for detect-

ing leaks in a pipeline using trained BRBES. The leaks from a

pipeline could cause terrible damage to the environment as well

as companies may experience economic loss. A correlation be-

tween the flow and pressure of a pipe with its leak size can
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be noticed. Based on this correlation, leaks in a pipeline can

be easily detected using the BRBES. However, this approach

may fail to detect small sized leaks in a pipeline. Using the

proposed learning mechanism by Xu et al.[30], the BRBES pre-

dicts pipeline leaks more accurately. However, this BRB frame-

work [30] used to detect pipeline leaks is a single level BRBES.

Therefore, this learning approach could not be used when the

BRB framework is multi-level.

Kong [34] used BRBES for developing a clinical decision

support system to reduce errors in medical diagnosis, which

will eventually increase safety of patients. In addition, clini-

cal cases were accumulated to train the BRBES. Furthermore,

an ER based group preference aggregation tool was developed.

However, the learning mechanism of this BRBES is also based

on a single level framework.

Hossain et al. [32] presented a BRBES to predict Power

Usage Effectiveness (PUE) for datacenters. Currently, datacen-

ters are becoming more popular due to its cost-effectiveness and

easy maintenance from a user point of view. However, effi-

cient power usage is a key challenge for the datacenters con-

taining large number of servers with huge storage capacity and

large computational power. Hossain et al.[32] predicted power

usage based on outdoor and server room temperatures by us-

ing a single level BRBES. Furthermore, the learning parame-

ters of the BRBES have been optimized through training using

a dataset. This BRBES was validated against the real-world

data, obtained from a datacenter located in UK. The results

were compared with BRBES, ANN, and Genetic algorithm,

and showed that BRBES performed better. The results of this

BRBES were compared with machine learning techniques, such

as ANN and Genetic algorithm. The comparison demonstrated

that non-trained BRBES outperformed the above-mentioned ma-

chine learning techniques and hence the trained BRBES.

A BRBES was developed to assess the suspicion of Acute

Coronary Syndrom (ACS) [31]. ACS can be determined based

on several physical signs and symptoms, like chest pain, breath-

lessness, syncope, pulse rate, blood pressure, and lung crepita-

tion. Due to the uncertain nature of physical signs and symp-

toms, BRBES is a good candidate for predicting ACS. Hossain

et al. [31] developed a simple BRB framework with six input

variables. The learning parameters were also trained using a

dataset.

In summary, Xu et al. [30], Kong [34], and Hossain et al.

[31], [32] presented BRB based learning mechanisms for sin-

gle level BRBESs. Therefore, a novel learning mechanism is

required for complex multi-level hierarchical BRBES to predict

flood under uncertainty.

3. Methodology of Belief Rule Based Expert Systems

BRBES is an integrated framework to process both quali-

tative and quantitative data under uncertainty. This framework

can address various types of uncertainties, such as incomplete-

ness, ignorance, vagueness, imprecision, and ambiguity. It uses

belief rule base (BRB) as a knowledge representation schema

while its inference procedures consist of various steps including

input transformation, rule activation weight calculation, belief

degree update, and rule aggregation by using evidential reason-

ing [35]. This section presents the BRBES framework along

with optimal learning procedures, necessary to train knowledge

representation parameters with an objective to reduce errors in

predicting the flood water level.

3.1. The BRBES knowledge representation and inference pro-
cedures

BRB is an extended form of traditional IF-THEN rule base,

which has two parts namely antecedent and consequent. For ex-

ample, in Fig. 1 it can be observed that X8 (Meteorological fac-

tors), X22 (Prolonged rainfall), and X23 (Onset rainfall) nodes

are forming a BRB, where X22 and X23 are the antecedent at-

tributes and X8 is the consequent attribute. Each antecedent

attributes is associated with referential values while belief de-

grees are embedded with consequent attributes as can be seen

in Eq. (1). Each rule is assigned with a rule weight to show its

importance.

Rk :

⎧⎪⎪⎨⎪⎪⎩
IF (A1 is Vk

1
) ∧ (A2 is Vk

2
) ∧ . . . ∧(ATk is Vk

Tk
)

THEN (C1, β1k), (C2, β2k), . . . , (CN , βNk)
(1)

where β jk ≥ 0,

N∑
j=1

β jk ≤ 1 with rule weight θk,

and attribute weights δk1, δk2, . . . δkTk, k ∈ 1, . . . , L

where, A1, A2, . . . , ATk are the antecedent attributes of the

kth rule. Vk
i (i = 1, . . . ,Tk, k = 1, . . . , L) is the referential value

of the ith antecedent attribute. C j is the jth referential value of

the consequent attribute. β jk( j = 1, ...,N, k = 1, ..., L) is the

degree of belief to which the consequent reference value C j is

believed to be true. If

N∑
j=1

β jk ≤ 1 the kth rule is said to be

complete; otherwise, it is incomplete. TK is the total number

of antecedent attributes used in the kth rule. L is the number

of all belief rules in the BRB. The total number of rules L can

be calculated using the referential values Ji of the antecedent

attributes Ai of a BRB as shown in Eq. 2 [36].

L =
t∑

i=1

Ji (2)

An example of belief rule is given below:

Rk :

⎧⎪⎪⎪⎪⎪⎨⎪⎪⎪⎪⎪⎩

IF X22 (Prolonged rainfall) is Medium ∧
X23 (Onset rainfall) is High

THEN X8 (Meteorological factors) is

{(Severe, 0.0), (Moderate, 0.4), (Low, 0.6)}
(3)

In the above-mentioned rule, Prolonged rainfall and On-

set rainfall are the antecedent attributes, while “Medium” and

“High” are their corresponding referential values. The meteo-

rological factors is the consequent attribute with referential val-

ues, such as “Severe”, “Moderate”, and “Low”. This rule is
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said to be complete because the sum of belief degrees (0.0 +
0.4+ 0.6 = 1) associated with each referential value of the con-

sequent attribute is one. However, the rule can be considered

as incomplete if the sum of the belief degree is less than one,

which may be due to the incomplete information or ignorance.

The number of rules for the BRB, named X8 (Meteorological

factors), has total nine rules (3 ∗ 3 = 9) calculated based on

Eq. (2), which contains three referential values for each of the

antecedent attribute.

Now the inference procedure of BRBES will be explained

in the context of the BRB framework presented in Fig. 1 [37],

[38], [39]. For example, in this figure the input data for the leaf

node X22, which is also the antecedent attribute of the BRB

X8, may be considered as 60 mm. This input data need to

be transformed into the referential values of the antecedent at-

tribute X22, which are considered as “High”, “Medium”, and

“Low”.

H(Vi) = (Vi j, αi j), j = 1, . . . , ji, i = 1, . . . ,Tk (4)

Here, the function H transforms the input value of the antecedent

attribute to the belief degrees of its referential values. Vi j is the

jth referential value of the input. αi j is the belief degree to the

referential value. For example, the input 60 mm of antecedent

attribute X22 is transformed by using utility function [37] into

belief degrees of its referential values, which are {(High, 0.07),

(Medium,0.93), (Low,0.00)}. These transformed values of the

input data can be defined as the matching degrees. Once the

matching degree is assigned, the rules are called packet an-

tecedent and they become active.

Table 1: Rules Base with combined matching degree and activation weight for

BRB X8

Rule ID Rule Weight X22 X23 Belief Degrees Combined Matching Degree Activation Weight
High Medium Low

1 1 H (0.07) H (0.00) 1 0 0 0 0

2 1 H (0.07) M (0.67) 0.91 0.09 0 0.05 0.05

3 1 H (0.07) L (0.33) 0.82 0.18 0 0.02 0.02

4 1 M (0.93) H (0.00) 0.09 0.91 0 0 0

5 1 M (0.93) M (0.67) 0 1 0 0.62 0.62

6 1 M (0.93) L (0.33) 0 0.91 0.09 0.31 0.31

7 1 L (0.00) H (0.00) 0 0.18 0.82 0 0

8 1 L (0.00) M (0.67) 0 0.09 0.91 0 0

9 1 L (0.00) L (0.33) 0 0 1 0 0

However, BRB X8 includes another antecedent attribute,

X23, beside X22. For X23 in the same way, matching de-

gree can be calculated for an input value say, 4 days. Now the

individual matching degrees of both the antecedent attributes

should need to be combined. This can be done by using a

weighted multiplicative equation as shown below.

αk =

Tk∏
i=1

(αk
i )δ̄ki (5)

where δ̄ki =
δki

max
i=1,...,T

{δki }
k

so that 0 ≤ δ̄ki ≤ 1

Here, Tk is the total number of antecedent attributes in the kth

rule.

The reason for using multiplicative equation is that the com-

plementarity or the integration between the antecedent attributes

can be demonstrated. Hence, by using Eq. (5) the combined

matching degrees are calculated as shown in Table. 1. This table

also shows the individual matching degree of each antecedent

attribute for the BRB X8.

This combined matching degree of each rule can be used

to calculate the activation weight of the rule by using Eq. (6).

The activation weight wk for the kth rule can be generated by

the following expression:

wk =
θkαk

L∑
i=1

(θiαi)

(6)

Here, θk represents the rule weight and αk represents the com-

bined matching degree of the kth rule.

Table. 1 demonstrates the activation weight of the rules.

This activation weight will be zero if the kth rule is not acti-

vated. Moreover, Table 1, shows activation weights for Eq. (3),

where the 2nd, 3rd, 5th, and 6th rules are considered activated as

their activation weights are non-zero.

In some cases, there could be an absence of data for any

antecedent attributes of a BRB. For example, the input data

for one of the antecedent attributes X31 (Decrease watershed

areas) of the BRB X12 (Human activity factor) as shown in

Fig. 1 is missing due to ignorance. The initial belief degrees of

BRB X12 need to be updated to address the ignorance by using

Eq. (7) [40].

β jk = β̄ jk

Tk∑
t=1

(λ(t, k)

It∑
i=1

(αti))

Tk∑
t=1

λ(t, k)

(7)

where λ(t, k) =

⎧⎪⎪⎪⎪⎪⎨⎪⎪⎪⎪⎪⎩

1 if the tth attribute is used in

defining rule Rk(k = 1, ...,Tk)

0 otherwise

Here, β̄ jk represents the original belief degree, while the up-

dated belief degree is β jk of the k th rule. αti represents the

degree to which the input value belongs to an attribute.

Table. 2 shows the changes in belief degrees for the 14th

and 17th rule of the BRB X12 due to the belief update operation

performed using Eq. (7).

Table 2: Rules base before belief update for BRB X12

Belief update for BRB X12
Rule ID Rule Weight X27 X28 X29 X30 X31 Belief Degrees Combined Matching Degree Activation Weight

High Medium Low
...

...
...

...
...

...
...

...
...

...
...

...

14 1 H (0.80) H (0.20) M (0.60) M (0.40) L (1.00) 0.20 0.80 0 0.04 0.4
...

...
...

...
...

...
...

...
...

...
...

...

17 1 H (0.80) H (0.20) M (0.60) L (0.60) L (1.00) 0.00 1.00 0.0 0.06 0.6
...

...
...

...
...

...
...

...
...

...
...

...

Rules base after belief update for BRB X12
Rule ID Rule Weight X27 X28 X29 X30 X31 Belief Degrees Combined Matching Degree Activation Weight

High Medium Low
...

...
...

...
...

...
...

...
...

...
...

...

14 1 H (0.80) H (0.20) M (0.60) M (0.40) L (1.00) 0.16 0.64 0 0.04 0.4
...

...
...

...
...

...
...

...
...

...
...

...

17 1 H (0.80) H (0.20) M (0.60) L (0.60) L (1.00) 0.00 0.80 0.0 0.06 0.6
...

...
...

...
...

...
...

...
...

...
...

...
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Finally, the output for the input data X22 and X23, which

are 60 mm and 4 days respectively, can be calculated by ag-

gregating the nine rules shown in Table 1 using the eviden-

tial reasoning algorithm. This aggregation of the rules can be

done by using either analytical or recursive evidential reason-

ing algorithms [30], [35]. However, the analytical approach is

preferable instead of the recursive approach, since it is compu-

tationally more efficient [41]. The analytical evidential reason-

ing computation can be performed using Eq. (8) [42].

β j =
μ × [X −∏L

k=1(1 − ωk
∑N

j=1 β jk)]

1 − μ × [
∏L

k=1 1 − ωk]
(8)

where μ =[ N∑
j=1

L∏
k=1

(ωkβ jk+1−ωk

N∑
j=1

β jk)−(N−1)×
L∏

k=1

(1−ωk

N∑
j=1

β jk)
]−1

X =
∏L

k=1(ωkβ jk + 1 − ωk
∑N

j=1 β jk)

Here,ωk represents the activation weight of the kth rule, whereas

the belief degree associated with one of the consequent refer-

ence values is denoted by β j.

The output value obtained against the input data 60 mm and

4 days for BRB X8 is in fuzzy form, which is 0.0245 (High),

0.9614 (Medium), 0.014 (Low) by using Eq. (8). This fuzzy

value can be converted into a crisp value by using the utility

score associated with each referential value of the consequent

attribute of BRB X8 using Eq. (9). Therefore, the final value is

0.70.

zi =

N∑
j=1

u(Oj)β j (9)

where zi is the expected numerical value and u(Oj) is the

utility score of each referential value.

Furthermore, the belief degrees of the referential values of

the consequent part of Eq. (1) should be one if all the data for

the antecedent part is available, which address the uncertainty

due to incompleteness. Eq. (7) addresses the uncertainty due

to ignorance or missing values of data by updating the belief

degree of each of the rules during the belief update procedure.

Moreover, the uncertainty due to vagueness, imprecision, and

ambiguity are addressed by Eq. (8) during the process of rule

aggregation [42].

3.2. Optimal learning procedure for multi-level BRBES

This subsection discusses the multi-level BRBES and the

methodology of optimal learning procedures for predicting the

flood water level more reliably.

A multi-level BRBES is a collection of multiple BRBs, which

are organized hierarchically. As an example, Fig. 1 presents a

collection of BRBs, which are organized hierarchically in a tree

based manner. BRB X7 is at top of the hierarchy with several

child nodes, like X8, X9, X10, X11, and X12. These child

nodes are the antecedent attributes and X7 is the consequent at-

tribute of the BRB X7. Furthermore, it can be considered as

the top level or “Level 0” of the multi-level BRBES. BRB X8,

Figure 2: Learning process of the BRBs.

BRB X9, BRB X10, BRB X11, and BRB X12 in Fig. 1 create

next level of the BRB framework. These BRBs are considered

as “Level 1”. The output of the BRBs at “Level 1” act as in-

put for the BRB X7. Similarly, the child nodes of the BRB at

“Level 1” can get input from other BRBs from next level. From

Fig. 1, it can be seen that the child node X16 of BRB X10 gets

input from the BRB X16. Therefore, BRB X16 can be consid-

ered as “Level 2”. Generally, the BRBs are grouped based on

the relevancy and flow of the data among different BRBs. As an

example BRB X16 in Fig. 1 is about determining the velocity of

flowing water in a river. Velocity is one of the components for

determining the river discharge, which is the BRB X10. There-

fore, BRB X16 works as an input for BRB X10. In summary,

there are three levels in the BRB framework presented in Fig. 1.

“Level 2” consists of BRB X16, “Level 1” consists of BRB X8,

BRB X9, BRB X10, BRB X11, and BRB X12, while BRB X17

is “Level 0”.

Usually, rule weights, attribute weights, and belief degrees

(θk, δi, and βk) of a BRB, which are known as learning parame-

ters, are assigned by experts in the domain or by generating ran-

dom numbers [31]. However, these parameters have significant

influence on the outcome of a multi-level hierarchical BRBES

with large number of rules for achieving a better result [32].

Attribute and rule weights determine the importance of the an-

tecedent attributes and rules respectively. Belief degrees are an

important part of consequent attribute as they represent the un-

certainty of the output. Therefore, the learning parameters are

crucial for the BRB inference mechanism. Furthermore, for a

multi-level hierarchical BRBES data flows in a bottom up ap-

proach from one level of BRBs to another level of BRBs. Ratio-

nal output of a BRB basically depends on the optimal learning

parameters. Therefore, the poor results of a BRB at lower levels

will hamper the output of the BRBs at upper levels. Hence, the

learning parameters play a significant role for a multi-level hier-

archical BRBES. Each BRB generates more logical and rational

results than the users data as it addresses different types of un-

certainty. In a multi-level hierarchical BRBES the rational and

logical results propagate from lower to upper levels while this

influence the final results to become more rational and reliable.

Therefore, optimal learning parameters will help to generate a

more reliable result for a multi-level hierarchical BRBES.

Thus, a proper method is required to determine the values

of the learning parameters. According to [33], the values of

learning parameters can be discovered from data by training

the BRB. To find the optimal values, the learning parameters

need to be trained by a single objective optimization function
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with linear equality and inequality constraints. The optimiza-

tion process is required to minimize the error ξ(p) between out-

put from BRB, which is known as simulated output (zm) and

the output from the real system, known as observed output (z̄m)

as shown in Fig. 2. There are M cases in a training sample,

where input is um, observed output is z̄m, and simulate output

zm (m = 1, . . . ,M). The error ξ(p) is calculated using Eq. (10).

ξ(p) =
1

M

M∑
m=1

(zm − z̄m)2 (10)

The training process is conducted on each BRB. In order to

minimize the error ξ(p) the optimization of the values of the

learning parameters is performed as defined in the following

equation.

min
p
ξ(p) (11)

P = P(μ(Oj), θk, δk, β jk)

Eqs. (8) and (9) are used to construct the objective function

for training the BRB. The learning parameters have some con-

straints. Attribute weights, rule weights, utility values of the

consequent attributes, and belief degrees are normalized be-

tween zero to one. The summation of the belief degree for

each rule are considered one to ensure completeness of the rule.

Therefore, to refelect the above-mentioned conditions follow-

ing constraints are considered for each of the learning parame-

ters:

• Utility values of the consequent attributes μ(Oj)( j = 1, . . . , n):

1 ≥ μ(Oj) ≥ 0;

μ(Oi) < μ(Oj); If i < j

• Rule weights θk(k = 1, . . . ,K):

1 ≥ θk ≥ 0;

• Antecedent attribute weights δk, (k = 1, . . . ,K):

1 ≥ δk ≥ 0;

• Consequent belief degrees for the kth rule β jk,
( j = 1, . . . , n, k = 1, . . . , L):

1 ≥ β jk ≥ 0;
n∑

j=1

β jk = 1;

Optimization of the values of the learning parameters is per-

formed on each BRB separately from lower levels to upper lev-

els. Outputs of the child BRBs are assigned as inputs to the par-

ent BRB as shown in Eq. (12). For example, the optimization

can be performed on the BRB X16 based on Eqs. (10) and (11)

and the above-mentioned constraints. Afterwards, the output

from BRB X16 is assigned as input for node X16 of BRB X10

based on Eq. (12). Similarly, the learning parameters of BRB

X10 are optimized using the new input of node X16.

z̄s,m = z(s−1),m (12)

where s = 1, 2, . . . , S and S is the total number of BRBs.

Therefore, for the BRB at “Level 0”, the error minimization

can be considered as a set of errors of all the BRBs at lower

levels as shown in Eqs. (13) and (14).

ξs(p) ∈ (ξ1(p), ξ2(p), . . . , ξs−1(p)) (13)

ξs(p) =
1

M

M∑
m=1

(zsm − z̄sm )2 (14)

where s = 1, 2, . . . , S and S is the total number of BRBs.

The training process for BRB at “Level 0” is conducted by min-

imizing the error ξS (p). The error is minimized by optimizing

the learning parameters as defined in Eq. (15). A new variable

s has been introduced for Eq. (15) and the constraints to reflect

the propagation of data flow from lower levels to upper levels.

min
p
ξS (p) (15)

The following constraints for each of the parameter have been

considered:

• Consequent of the referential values μ(Os j)

( j = 1, . . . , n; s = 1, . . . , S ):

1 ≥ μ(Os, j) ≥ 0;

μ(Osi) < μ(Os j); If i < j

• Rule weights θsk, (k = 1, . . . ,K; s = 1, . . . , S ):

1 ≥ θsk ≥ 0;

• Antecedent attribute weights δsk,
(k = 1, . . . ,K; s = 1, . . . , S ):

1 ≥ δsk ≥ 0;

• Consequent belief degrees βs jk,
( j = 1, . . . ,N; k = 1, . . . ,K; s = 1, . . . , S ):

1 ≥ βs jk ≥ 0;
j=1∑
N

βs jk = 1;

Initial values for the learning parameters can be acquired by

using recursive operations for each of the BRB. At the begin-

ning, optimization can be done for individual learning parame-

ters for the lower level BRBs as shown in Eqs. (16), (17), (18).

Afterwards, learning parameters can be combined in different

ways to find out the initial values for the learning parameters

as shown in Eq. (19). Hence, the learning of the individual pa-

rameters are propagated to different combination of parameters.

Finally, the learning from Eq. (19) can be propagated to Eq. (20)

and the final initial values are acquired.

T1 = f (attribute weight) (16)

T2 = f (rule weight) (17)

T3 = f (belief degrees) (18)

Ti = f (T j,Tk) (19)
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where j � k, i = 1, 2, . . . , I, and I =3 C2 ;

Ti = f (T j,Tk,Tl) (20)

where j � k � l, i = 1, 2, . . . , I and I =3 C3 ;

An inference method based on the ER mechanism for a

BRB has been described in Subsection 3.1. Furthermore, a

multi-level hierarchical BRBES has been introduced in Sub-

section 3.2. Finally, a learning mechanism for multi-level hier-

archical BRBES has been explained. In the following section,

our proposed system architecture for the training a BRBES will

be described.

4. System Architecture of Trained BRBES

In this section, the architecture of a learning and inference

mechanism of a BRBES for predicting the flood water level is

introduced. The main modules of our proposed system include

a Knowledge Base Module, a Knowledge Base Driver Module,

an Input Module, a BRB Main Module, a BRB UI Module, a

Configuration Module, and a Training Module as is shown in

Fig. 3. The proposed BRBES is an extension of our earlier

proposed Web-BRBES [26].

4.1. Knowledge Base Module
The Knowledge Base Module mainly maintains the rule

bases. The rule bases are stored in a MySQL server [43]. MySQL

server has a high-performance query engine and fast data insert

capability. Therefore, it helps in faster processing of huge num-

ber of rules for a multi-level hierarchical BRB framework. It

also stores the initial and optimized learning parameters. For

flood prediction the knowledge base for BRBES has been con-

structed based on the BRB framework shown in Fig. 1. Table 3

shows the input parameters and the corresponding referential

values that are used for predicting the flood water level.

Table 3: Input Variables

Sl. No Input Antecedent Name of node Referential Values
High Medium Low

1 Onset rainfall (mm) X22 110 56 2

2 Prolonged rainfall (day) X23 11 5.75 0.5

3 Soil type X19 1 0.5 0

4 Saturation limit of Soil X20 20 15 10

5 Soil infiltration rate X21 0.5 0.25 0

6 Slope (degree) X17 26 18.50 11

7 Siltation X18 2 1 0

8 River depth (meter) X14 10 7 3

9 River width (meter) X15 105 77 35

10 Slope (degree) X25 32 16 0

11 Aspect X26 0.5 0.25 0

12 Unplanned infrastructure X27 1.1 0.85 0.6

13 Embankment failure X28 1 0.5 0

14 Deforestation X29 1.10 0.85 0.6

15 Settlement on the flood prone areas X30 1.10 0.85 0.6

16 Decrease watershed areas X31 1.10 0.85 0.6

Determining the initial values for the learning parameters

of a BRB is important. The initial values can be assigned by

domain experts [33]. In this research, the initial BRB was con-

structed by taking account of domain expert knowledge. The

expert assigned equal rule weights to all belief rules, that is, 1;

all antecedent attributes assigned also to equal weight, that is,

1. For an example, the initial values of the BRB X8, BRB X9,

and BRB X7 are shown in Tables 4, 5, and 6.

Table 4: Initial Belief Rules Base for BRB X8

IF THEN
Rule ID Rule Weight X22 X23 High Medium Low
1 1 H H 1 0 0

2 1 H M 0.91 0.09 0

3 1 H L 0.82 0.18 0

4 1 M H 0.09 0.91 0

5 1 M M 0 1 0

6 1 M L 0 0.91 0.09

7 1 L H 0 0.18 0.82

8 1 L M 0 0.09 0.91

9 1 L L 0 0 1

Table 5: Initial Belief Rules Base for BRB X9

IF THEN
Rule ID Rule Weight X14 X15 X16 High Medium Low
1 1 H H H 1 0 0

2 1 H H M 0.9 0.1 0

3 1 H H L 0.79 0.21 0

4 1 H M H 0.35 0.65 0

5 1 H M M 0.24 0.76 0

6 1 H M L 0.14 0.86 0

7 1 H L H 0 0.37 0.63

8 1 H L M 0 0.27 0.73

9 1 H L L 0 0.16 0.84

10 1 M H H 0.93 0.07 0

11 1 M H M 0.83 0.17 0

12 1 M H L 0.72 0.28 0

13 1 M M H 0.28 0.72 0

14 1 M M M 0.17 0.83 0

15 1 M M L 0.07 0.93 0

16 1 M L H 0 0.3 0.7

17 1 M L M 0 0.2 0.8

18 1 M L L 0 0.09 0.91

19 1 L H H 0.84 0.16 0

20 1 L H M 0.73 0.27 0

21 1 L H L 0.63 0.37 0

22 1 L M H 0.19 0.81 0

23 1 L M M 0.08 0.92 0

24 1 L M L 0 0.98 0.02

25 1 L L H 0 0.21 0.79

26 1 L L M 0 0.1 0.9

27 1 L L L 0 0 1

4.2. Knowledge Base Driver Module

This module manages the communication between BRB Main

Module, as described in Subsection 4.4, and Knowledge Base

Module. The Knowledge Base Driver Module provides a generic

interface to connect with the different kinds of relational database

management systems (RDBMSs), e.g. MySQL, PostgreSQL,

8



Table 6: Initial Belief Rules Base for BRB X7

IF THEN
Rule ID Rule Weight X8 X9 X10 X11 X12 High Medium Low
1 1 H H H H H 1 0 0

2 1 H H H H M 0.97 0.03 0

3 1 H H H H L 0.93 0.07 0

4 1 H H H M H 0.98 0.02 0

5 1 H H H M M 0.95 0.05 0

6 1 H H H M L 0.92 0.08 0

7 1 H H H L H 0.97 0.03 0

8 1 H H H L M 0.93 0.07 0
...

...
...

...
...

...
...

...
...

...

82 1 M H H H H 0.99 0.01 0

83 1 M H H H M 0.95 0.05 0

84 1 M H H H L 0.92 0.08 0

85 1 M H H M H 0.97 0.03 0

86 1 M H H M M 0.94 0.06 0

87 1 M H H M L 0.9 0.1 0

88 1 M H H L H 0.96 0.04 0

89 1 M H H L M 0.92 0.08 0

90 1 M H H L L 0.89 0.11 0

91 1 M H M H H 0.06 0.94 0

92 1 M H M H M 0.02 0.98 0
...

...
...

...
...

...
...

...
...

...

241 1 L L L L H 0 0.07 0.93

242 1 L L L L M 0 0.03 0.97

243 1 L L L L L 0 0 1

Figure 3: System Architecture of Web-BRBES.

and SQLite. Therefore, the system is not dependent on a single

type of RDBMS.

4.3. Input Module

The Input Module is responsible for gathering data from

different sources, like Comma Separated Value (CSV) files, REST-

ful API [44] based data sources, sensors, and sensor platforms.

After collecting data from different sources, the data are passed

to the BRB Main Module for predicting flood water level.

4.4. BRB Main Module

The BRB Main Module is the core module of BRBES. It

gathers data from the Input Module and sends the training data

and initial values to the Training Module to obtain the trained

learning parameters and stores them in the Knowledge Base

Module. Subsequently, it creates the rule base using the trained

learning parameters. BRB Main Module gets the data from the

Input Module and distributes it into the referential values of the

antecedent attributes using the utility function. Using the evi-

dential reasoning (ER) algorithm [35] the inference mechanism

for the BRBES is carried out as mentioned in Section 3. Af-

terwards, the matching degrees are calculated. Subsequently,

the activation weight of each rule is calculated by employing

Eq. (6). Belief degrees are updated by employing Eq. (7) due

to the presence of ignorance. Finally, rules are aggregated and

fuzzy values of predicted flood are generated, which are con-

verted into a crisp value by using the utility function mentioned

in Eq. (9).

4.5. Configuration Module

The Configuration Module is responsible for configuring

different parameters of other modules. In order to make the

system dynamic, different parameters, such as database URL,

user credentials, database source, number of referential values

of antecedent and consequent attributes, and default values of

attribute weights are stored in a configuration file. It checks the

format of the configuration parameters and passes the values to

different modules.

4.6. BRB UI Module

This module provides a user interface for viewing the pre-

diction of flood water level. It also provides an option for giv-

ing manual input to predict the flood water level of single data

points.

4.7. Training Module

This module performs the training of the learning param-

eters as mentioned in Section 3. It receives the initial values

and training dataset from the BRB Main Module and performs

the learning mechanism to obtain optimized learning parame-

ters. The learning parameters are then passed to the BRB Main

Module.

The BRBES Training Module for flood prediction consists

of three steps: 1) construction of the objective function; 2) set-

ting constraints for the learning parameters; and 3) optimizing

the learning parameters based on the training dataset. Using

Eqs. (8), (9), (11), and (15) the objective functions are con-

structed for each BRB. Then, the constrains are set for attribute

weights, rule weights, and belief degrees. Afterwards, the opti-

mal values of the learning parameters are obtained by using the

fmincon function, available in MATLAB, based on the training

dataset. Since the BRBES for flood prediction consists of seven

BRBs and three hierarchical levels, the training is performed on

each BRB separately using a bottom-up approach. The output

results from lower level BRBs are assigned as input to the top

level BRB as mentioned in Eq. (12). In this way, for each BRB,

optimal values of the learning parameters have been obtained

and passed to the BRB Main Module for better prediction later

on.
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5. Result and Discussion

A survey was conducted in the flood prone area of Coxs’

Bazar district of Bangladesh [26] to evaluate the inference and

learning procedures as described in Section 3. Around 307 data

points were collected by conducting a survey, which can be

considered as good enough, because sample sizes in between

30 and 500 data points are considered appropriate for most re-

search [45]. Experts opinion on the flood water level has been

considered as the baseline to do the comparison among non-

trained BRBES, trained BRBES, ANN, SVM based regression,

and Linear Regression.

The reliability of one technique over other techniques can

be achieved by comparing, evaluating, and assessing the accu-

racy of their results. Receiver operator characteristic (ROC)

curves provide an exhaustive and visual representation of com-

parison, evaluation, and assessment of different techniques [46].

Therefore, it is widely used in various domians, such as clini-

cal applications, atmospheric science, and many others [36],

[47], [48]. Therefore, ROC curves have been considered in this

research to evaluate the accuracy and the reliability of the pro-

posed multi-level BRBES learning algorithm in comparison to

other similar techniques, such as ANN, SVM based regression,

and Linear Regression. Area under curve (AUC) of ROC is

used to measure the accuracy of a result. The highest possible

value of AUC is one. Therefore, methods achieving AUCs close

to one is considered better. Likewise, the larger area covered by

an ROC curve demonstrates better accuracy [49].

In this article, our proposed learning and inference proce-

dures for a multi-level BRBES have been compared with po-

tential machine learning techniques, such as ANN, SVM based

regression, and Linear Regression for predicting flood. These

machine learning techniques are able to provide better predic-

tion for dynamic and non-linear complex natural phenomena,

like flood, due to there ability to efficiently extract the relation-

ship among input and output data [16], [17], [18], [19], [21],

[22]. Furthermore, Hossain et al. [32] showns that BRBES

performs better than the Genetic Algorithm, because Genetic

Algorithm does not have any mechanism to address different

types of uncertainty presented in data.

5.1. Validation of inference procedures for multi-level BRBES
In this sub section, the results of BRBES are compared with

various machine learning techniques, such as ANN, SVM based

regression, and Linear regression.

Table 7: Comparison of AUC of different machine learning techniques for

Flood water level (X7). CI: 95% confidence interval

Results Non-trained BRBES ANN SVM Linear Regression
AUC 0.60 0.55 0.48 0.54

CI 0.48-0.71 0.44-0.67 0.37-0.60 0.43-0.66

Fig. 4 shows ROC curves for non-trained BRBES, ANN,

SVM based regression, and Linear Regression. Table 7, illus-

trates the AUC and the confidence interval (CI) for the men-

tioned techniques. The AUCs for non-trained BRBES, ANN,

Figure 4: ROC curve comparison of Non-Trained BRBES, Trained BRBES,

ANN, SVM, Linear Regression for flood water prediction data.

SVM based regression, and Linear Regression are 0.60, 0.55,

0.48, and 0.54, respectively, as shown in Table 7. It can be

mentioned that the AUC that is illustrated in Table 7 against

non-trained BRBES is related to the top level BRB, which is

BRB X7 as shown in Fig. 1.This top level BRB is getting input

data from the bottom level BRBs which is discussed elaborately

in Section 3.2. By taking account of 95% CI, the lower and up-

per limits of AUC for non-trained BRBES, ANN, SVM based

regression, and Linear Regression are found 0.48-0.71, 0.44-

0.67, 0.37-0.60, and 0.43-0.66 respectively as show in Table 7.

Therefore, it can be argued that non-trained BRBES are per-

forming better than the other machine learning techniques not

only in respect to AUC but also in respect to the lower and upper

limits with 95% CI. The reason for this is that the lower bound

of non-trained BRBES is 0.48, which is the highest among other

mentioned machine learning techniques. This is also true for

the upper bound, which is 0.71 for the non-trained BRBES and

it is the highest among other mentioned machine learning tech-

niques.

In addition, to facilitate the deep investigation, the results

of each BRB of the BRBES have been compared with the men-

tioned machine learning techniques as shown in Table 8 and

Fig. 5. It can be observed from Table 8 that BRB X8, BRB

X9, BRB X10, BRB X11, and BRB X12, belonging to non-

trained BRBES, are performing better than the mentioned ma-

chine learning techniques. From the ROC results as illustrated

in Fig. 4 as well as in Table 7 in terms of AUC, it can be

seen that the non-trained BRBES (representing the output of top

level BRB X7) is predicting flood more accurately than from

other mentioned machine learning techniques. This is not only

true for the top level BRB X7 but it is also true for the mid-

level BRBs as shown in Table 8. The reason for this is that the

BRBESs’ methdology consider all types of uncertainty that ex-

ist with both the qualitative and quantitative data, required to

predict the flood of an area in an integrated framework. How-

ever, this is not the case with the machine learning techniques

as described earlier as they do not consider uncertainties in the

data.
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However, from Table 7, it can be observed that AUC for

non-trained BRBES is 0.60, which needs to be improved and

this can be achieved by applying the learning algorithm pre-

sented in Section 3. Therefore, the following subsection presents

the improvement in predicting flood using our proposed learn-

ing algorithm.

Table 8: Comparison of AUC for different machine learning techniques for

intermediary BRBs. CI: 95% confidence interval

BRB Non-trained BRBES ANN SVM Linear Regression

X08
AUC 0.71 0.69 0.68 0.69

CI 0.57-0.83 0.54-0.84 0.50-0.87 0.54-0.84

X09
AUC 0.76 0.70 0.70 0.50

CI 0.66-0.86 0.58-0.82 0.58-0.82 0.38-0.61

X10
AUC 0.58 0.43 0.54 0.38

CI 0.45-0.70 0.29-0.57 0.38-0.70 0.25-0.51

X11
AUC 0.58 0.58 0.50 0.56

CI 0.44-0.72 0.43-0.72 0.34-0.66 0.42-0.70

X12
AUC 0.65 0.50 0.50 0.50

CI 0.54-0.76 0.39-0.61 0.39-0.61 0.39-0.61

(a) BRB X08 (b) BRB X09

(c) BRB X10 (d) BRB X11

(e) BRB X12

Figure 5: ROC curve comparison of Non-Trained BRBES, ANN, SVM, Linear

Regression for each BRB

5.2. Validation of learning procedure for multi-level BRBES

In order to improve the accuracy of flood prediction, a multi-

level learning procedure proposed in Subsection 3.2. This multi-

level learning procedure consists of different combinations of

the learning parameters, such as: 1) attribute weight and rule

weight combination, named T1; 2) attribute weight and be-

lief degrees combination, named T2; 3) rule weight and belief

degrees combination, named T3; and 4) attribute weight, rule

weight, and belief degrees combination, named T4. Therefore,

to determine the best combination for predicting flood more ac-

curately, the multi-level BBRBES is trained with the mentioned

different combination.

From Table 9 it can be observed that, for top level BRB X7

the AUC is 0.85 for the combination T4, which is the highest

than from other combinations (T1, T2, and T3). By taking ac-

count of 95% CI the lower and upper limits of AUC for BRB

X7 is also better than the other combinations. It is interesting to

observe from Table 9 that T4 combination provides the highest

AUC values for other BRBs which also can be seen from Fig. 6.

The reason for obtaining the highest AUC value under combi-

nation T4 for all the BRBs is due to the fact that all the learning

parameters are optimized.

Although for all combinations (T1, T2, T3, and T4) the

training of all the BRBs of the multi-level BRBES, shown in

Fig. 1, have been carried out, the trained belief rule base ob-

tained from T4 combination for BRB X8, BRB X9, and BRB

X7 are shown in Tables 10, 11, and 12 respectively. The reason

for this is that the T4 combination produce better result than

that of other combinations mentioned above. For example,the

rule weight and the belief degrees for rule ID 4 of BRB X8 are

0.60, 0.96, 0.00, and 0.04 as shown in Tables 10. The attribute

weights of antecedent X22 and X23 for BRB X8 are 1 and 0.9

respectively. These attribute weights, rule weights, and belief

degrees are within the constrained mentioned in Section 3.2.

Table 9: Comparison of AUC for different learning parameters for intermediary

BRBs. CI: 95% confidence interval

BRB T1 (AW, RW) T2 (AW, BD) T3 (RW, BD) T4 (AW, RW, BD)

X07
AUC 0.78 0.66 0.41 0.85

CI 0.68-0.88 0.54-0.79 0.29-0.53 0.77-.93

X08
AUC 0.55 0.75 0.69 0.77

CI 0.48-0.62 0.68-0.82 0.62-0.76 0.71-0.83

X09
AUC 0.79 0.83 0.79 0.83

CI 0.73-0.84 0.78-0.87 0.73-0.84 0.78-0.87

X10
AUC 0.55 0.72 0.40 0.85

CI 0.48-0.62 0.65-0.79 0.33-0.47 0.80-0.89

X11
AUC 0.58 0.65 0.58 0.65

CI 0.51-0.65 0.57-0.72 0.51-0.65 0.57-0.72

X12
AUC 0.28 0.14 0.28 0.99

CI 0.21-0.35 0.10-0.19 0.21-0.35 0.99-1.0

Thereafter, the predicted flood water level by trained multi-

level BRBES by using optimized learning parameters of T4

combination is better than that of non-trained BRBES, which

can be shown by AUC values of Table 9 and ROC curves of

Fig. 7. From Table 9, it can be observed that the AUC and

95% CI for trained BRBES are 0.85 and 0.77-0.93 respectively,

which are better than that of non-trained BRBES obtained by
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Figure 6: Comparison of AUC for different learning parameters for BRB X08,

BRB X09, BRB X10, BRB X11, BRB X12, and BRB X07.

using Eqs. (13), (14). The area covered by the ROC curve for

trained BRBES is larger than the Non-trained BRBES as shown

in Fig. 7. The mid-level BRBs are optimized using Eqs. (11).

Furthermore, to investigate more about the proposed learn-

ing mechanism of BRBES, the performance of each of the BRB

of the trained BRBES can be compared with the non-trained

BRBES for the lower level BRBs of the BRB framework. The

AUC of each of the BRBs of trained BRBES are shown in Col-

umn “T4 (AW, RW, BD)” of Table 9. It can be observed that the

trained BRBES has better AUC than the non-trained BRBES by

comparing Table 8 and 9. Finally, from the above discussion it

can be concluded that trained BRBES outperforms non-trained

BRBES for any level of BRBs.

Table 10: Trained Belief Rules Base for BRB X8

IF THEN
Rule ID Rule Weight X22 X23 High Medium Low
1 1 H H 1 0 0

2 1 H M 0.93 0.07 0

3 1 H L 0.86 0.14 0

4 0.6 M H 0.96 0 0.04

5 0.91 M M 0.96 0.01 0.04

6 0.83 M L 0.95 0 0.05

7 1 L H 0.4 0.25 0.35

8 0.59 L M 0.45 0.15 0.4

9 0.71 L L 0.37 0.12 0.51

5.3. Key Achievements
The proposed learning mechanism for multi-level BRBES

helps to provide better prediction of the flood water level than

the non-trained BRBES. It is evident from the above discus-

sion that the learning parameters, such as rule weights, attribute

weights, and belief degrees of BRBES are very important for

obtaining better results. The proposed multi-level learning tech-

nique provides a way to find the optimal values for the learn-

ing parameters of the BRBES. Tables 7 shows that ANN per-

(a) BRB X08 (b) BRB X09

(c) BRB X10 (d) BRB X11

(e) BRB X12 (f) BRB X07

Figure 7: ROC curve comparison of different learning parameters for each BRB
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Table 11: Trained Belief Rules Base for BRB X9

IF THEN
Rule ID Rule Weight X14 X15 X16 High Medium Low
1 0.12 H H H 0.67 0 0.33

2 0 H H M 0.88 0.01 0.11

3 0 H H L 0.15 0.08 0.78

4 0.02 H M H 0.99 0.01 0

5 0 H M M 0.24 0.7 0.06

6 1 H M L 1 0 0

7 0.02 H L H 0.51 0.01 0.48

8 0.03 H L M 0.93 0 0.07

9 0.88 H L L 1 0 0

10 0 M H H 0.42 0.01 0.58

11 0 M H M 0.96 0.04 0

12 0.01 M H L 0.84 0 0.16

13 1 M M H 0.87 0.13 0

14 0 M M M 0.97 0 0.03

15 0.99 M M L 1 0 0

16 0 M L H 0.2 0.29 0.51

17 0.17 M L M 0.41 0 0.59

18 0.49 M L L 0.96 0.01 0.03

19 1 L H H 0.84 0.16 0

20 1 L H M 0.73 0.27 0

21 1 L H L 0.63 0.37 0

22 1 L M H 0.19 0.81 0

23 1 L M M 0.08 0.92 0

24 1 L M L 0 0.98 0.02

25 1 L L H 0 0.21 0.79

26 1 L L M 0 0.1 0.9

27 1 L L L 0 0 1

Table 12: Trained Belief Rules Base for BRB X7

IF THEN
Rule ID Rule Weight X8 X9 X10 X11 X12 High Medium Low
1 0.01 H H H H H 0.98 0 0.02

2 0.02 H H H H M 0.97 0 0.03

3 1 H H H H L 0.93 0.07 0

4 0.01 H H H M H 0.01 0.02 0.98

5 0 H H H M M 0.45 0.38 0.17

6 1 H H H M L 0.92 0.08 0

7 0.15 H H H L H 0.32 0.15 0.52

8 1 H H H L M 0.91 0.07 0.02
...

...
...

...
...

...
...

...
...

...

82 0 M H H H H 0.68 0 0.31

83 0 M H H H M 0.82 0.01 0.18

84 1 M H H H L 0.92 0.08 0

85 0.42 M H H M H 0.97 0 0.03

86 0 M H H M M 0.97 0 0.03

87 1 M H H M L 0.9 0.1 0

88 0.99 M H H L H 0.99 0 0

89 1 M H H L M 1 0 0

90 1 M H H L L 0.89 0.11 0

91 1 M H M H H 1 0 0

92 0 M H M H M 0.18 0.53 0.29
...

...
...

...
...

...
...

...
...

...

241 1 L L L L H 0 0.07 0.93

242 1 L L L L M 0 0.03 0.97

243 1 L L L L L 0 0 1

forms poorly than the non-trained BRBES and hence for the

trained BRBES as well. In ANN there is only one learning

parameter named weight, which is used for each node to opti-

mize the prediction. Therefore, the lack of sufficient numbers

of learning parameters as well as multidimensionality of ANN

obstruct obtaining better performance. This is not the case with

the BRBES, because it uses multiple numbers of learning pa-

rameters, like attribute weight, rule weight, and belief degrees.

Furthermore, SVM based regression does not suffer from mul-

tidimensionality, but it fails to address all types of uncertainty.

Hence, this contributes in poor performance of SVM based re-

gression for predicting flood accurately. Similarly, Linear Re-

gression is not able to address different types of uncertainty.

However, due to the linear nature of the collected data, Linear

Regression performs slightly better than SVM based regression.

Hence, the results generated by the trained BRBES are more re-

liable.

Figure 8: Comparison of original flood water level with predicted data by

Trained BRBES and Non-Trained BRBES.

Thereafter, the trained and the non-trained multi-level BRBES

are used to predict flood water level using a subset of the col-

lected data, which has been considered as training data. The

predicted flood water level by using the trained and the non-

trained multi-level BRBES are shown in Fig. 8. From this

figure, it can be observed that the predicted flood water level

obtained from trained BRBES is very closer to the original

data, whilst the predicted flood water level from the non trained

BRBES is far away from the orignal data. Therefore, it can be

argued that trained BRBES is able to predict flood water level

more accurately, because of the use of the proposed learning

mechanism. As an example, the predicted flood water level ob-

tained by the trained BRBES is 148.81 cm and the non-trained

BRBES is 143.82 cm, whereas the original flood water level is

150 cm as illustrated in Fig. 8. From this data it can observed

that predicted flood water level 148.81 cm, obtained from the

trained BRBES, is very close to the orginal data, which is 150

cm. Therefore, in this example the accuracy of the trained and

the non-trained BRBES can be calculated as 99% and 95% re-

spectively.

The output of the trained mid level BRBs can be considered

as rational and logical than from humans. This output of the

13



Figure 9: Comparison of original flood water level with predicted data by

Trained BRBES and Non-Trained BRBES.

Table 13: Comparison of AUC of top level BRB X7 for input from mid-level

BRBs and human data. CI: 95% confidence interval

Results input from mid level BRBs input from human data
AUC 0.85 0.42

CI 0.77-0.93 0.30-0.55

mid level BRBs are considered as input to the top level BRB

X7 of the trained BRBES to predict flood. An interesting inves-

tigation has been carried out to see the impact of the inputs of

the top level BRB, which are the output of the mid level BRBs

in comparison to the input received from humans. The flood

prediction done using the input from mid level BRBs are more

accurate than using the input from humans, which can be ob-

served from AUC values of Table 13 and ROC curves of Fig.9.

The AUC for predicted flood water level for top level BRB X7

for the input from mid level BRBs is 0.85, which is higher than

0.42 AUC value for the input from humans. Furthermore, the

lower and upper bounds for the predicted flood water level for

the top level BRB X7 for the input from mid level BRBs are

0.77-0.93, which is also better than the humans, by taking into

accounts of 95% CI. Therefore, it can be argued that the output

of BRBES is more rational and logical than from humans. The

reason for this is that humans thinking is restricted by bounded

rationality as mentioned in [50], [51]. Consequently, it is diffi-

cult to obtain logical and rational inputs from humans, which

may hamper the accuracy of prediction of an expert system

[31], [39], [36],[52],[37].

Furthermore, the multi-level BRBES learning mechanism

allows learning at any level of the BRBs and using this flexibil-

ity the decision makers can take appropriate decisions to control

flood which is not possible either using ANN based approach

or SVM or regression. It could be a case that human activi-

ties could alone contribute 70% to the water level of a flood

in an area [2]. For example, human activities in Chittagong

and Dhaka city corporation of Bangladesh, such as filling the

canals, unplanned house building by violating the rules and

regulations, unplanned drainage system and waste management

could be the 70% cause of flooding [53]. In such situation, the

proposed multi-level BRBES could be considered as an impor-

tant tool to avert the risk of flood.

6. Conclusion

In this study, a methodology is proposed for a learning mech-

anism on a multi-level BRB framework for predicting flood.

An evaluation of the proposed learning and inference mecha-

nism has been compared with other popular machine learning

techniques. It can be concluded from the results that trained

BRBES outperforms other techniques due to its capability of

addressing different types of uncertainty and better determina-

tion of the learning parameters based on optimization. It has

been demonstrated that the outputs of multi-level BRBES is

more rational and logical than the data collected from humans.

Furthermore, the multi-level BRBES provides alternatives to

the decision makers to take appropriate decisions based on the

influential parameters by taking account of different scenarios.

In addition, the learning mechanism proposed in this article will

facilitate the prediction of flooding more precisely, which even-

tually wil play an important role to save human life, infrastruc-

ture, and in the long run the economy of a country. However,

our proposed learning mechanism of BRBES takes longer time

to generate results, when the BRBs become large in numbers.

Therefore, an investigation to reduce the complexity of such

learning mechanism of BRBES will be the part of our future

work.
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Chapter 3

Conclusions and Future Work

This chapter concludes the thesis and also indicates future research directions. The
conclusion is presented in light of the research questions mentioned in Section 1.3.

3.1 Conclusions

The focus of this thesis is to predict flood with higher accuracy using BRBES with the
support of a resilient heterogeneous WSN. In light of the first research question mentioned
in Section 1.3, a heterogeneous WSN architecture with multiple backhaul connectivities
is proposed in this thesis. The proposed heterogeneous WSN architecture for deploying
sensors and gathering data in remote areas is based on non-proprietary hardware and
protocols. Furthermore, an evaluation of the performance of the proposed architecture is
also carried out. The results show that the delivery time of data through the SMS sink
node is higher than the Non-SMS sink node. Also, the success rate of delivery of data is
almost equal for two messages per second for SMS sink node and Non-SMS sink node.
However, the randomness of radio traffic and lack of parallel processing capability in
the Arduino platform caused variation of success rates and delivery times with increased
throughput.

The data collected from sensors usually contains anomalous data, which is the sec-
ond research question. To address this research question, a novel anomaly detection
algorithm for sensor data based on belief rule based association rule (BRBAR) is pro-
posed. The BRBAR has the capability of handling different kinds of uncertainty such
as incompleteness, ignorance, vagueness, imprecision, and ambiguity, which are com-
mon features of sensor data. Due to the nature of sensor data, the traditional inference
mechanism of belief rule cannot be used. Therefore, a new inference mechanism is pro-
posed, which consists of an input transaction database, converting the values into a
belief transaction database, support calculation, belief matrix, confidence calculation,
and belief association rule discovery. The results of BRBAR have been compared against
three other anomaly detection techniques (namely Gaussian, binary association rule, and
fuzzy association rule) with two different types of datasets. It has been demonstrated
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that BRBAR performs better than the other techniques. The reason for this is that
Gaussian is a statistical-based approach and is unable to handle any type of uncertainty
while binary association rule uses assertive knowledge, which can be evaluated as either
true or false. Hence, this approach is unable to address any type of uncertainty. Fuzzy
association rule can handle uncertainty due to vagueness, ambiguity, and imprecision
but is unable to handle ignorance and incompleteness. However, BRBAR can handle all
types of uncertainty in an integrated framework. In addition, the ROC curves show that
AUCs of BRBAR achieve better results than the above-mentioned techniques, because
the proposed technique handles all types of uncertainty.

To address the third research question, a web based BRBES was implemented, named
Web-BRBES. The system incorporated the benefits of the web-based technology into
the BRBES. This expert system provides more computational power to handle larger
numbers of rule bases and scalability by porting it into a web-based solution. This
system also allows acquiring data from sensors and making the system more robust.
The system is also capable of integrating sensor data, which is collected using WSN
technologies. In this way, a procedure for integration of WSN technologies and BRBES
was developed in this thesis. Moreover, open source tools were used to make the system
cost effective. Also, anomaly-free sensor data as well as anomalous sensor data was fed
into the Web-BRBES. It can be observed that Web-BRBES provides better results in
terms of detecting meteorological conditions for anomaly-free data than from anomalous
data. In addition, BRBAR helps Web-BRBES to perform more reliable and accurate
prediction of flood, using the data received from sensors deployed in a flood prone area
by removing the anomalies.

A learning mechanism for multi-level BRBES to predict flooding is proposed in this
thesis to address the fourth research question. The proposed learning and inference
mechanism has been compared with other popular machine learning techniques, such as
ANN, SVM based regression, and Linear regression. It can be concluded from the results
that trained BRBES outperforms other techniques due to its capability of addressing
different types of uncertainty and better determining the learning parameters based on
optimization. In addition, the learning mechanism proposed in this thesis will facilitate
the prediction of flooding more precisely, which eventually will play an important role to
save human lives, infrastructure, and in the long run, the economy of a country.

Therefore, in this thesis a flood prediction system with higher accuracy has been
proposed. During the research, one interesting finding was that while deploying the
sensors in Bangladesh besides the river at summer time it became very hot, like forty
degrees Celsius. Therefore, a proper cooling system is required for the sensors box when
it will be deployed along the rivers for gathering data.

Furthermore, a limitation of our research is the lack of a large scale real-time deploy-
ment of an end-to-end system, consisting of heterogeneous WSN and multi-level BRBES,
for collecting data to predict flood.
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3.2 Future Work

The following can be considered as the future work of this research.
Further evaluation of the proposed heterogeneous WSN architecture needs to be car-

ried out with large numbers of sensor nodes using different types of sensor hardware
platforms. This investigation is required in order to better understand the reliability of
the proposed heterogeneous WSN.

The developed BRBAR algorithm to filter anomaly from sensor data needs to be
further tested by using more data from different types of sensor data to evaluate its
efficiency and robustness.

Subsequently, the web-based BRBES system, named Web-BRBES, was developed to
make the flood prediction expert system using sensor data easily accessible. Stress testing
needs to be performed on the Web-BRBES to ensure that it can support substantial
amount of sensor data. Furthermore, the usability of the web interface needs to be
tested by conducting a user survey.

To improve the accuracy of the flood prediction method using BRBES, an inference
and learning mechanism was proposed in this thesis. An investigation to reduce the
complexity of the proposed learning and inference mechanism of the multi-Level BRBES
will be a very interesting piece of future work.

Finally, incorporating deep learning with BRBES will be an important future work.
Deep learning involves the multiple layers of processing with their corresponding levels
of abstraction [55]. In this context, BRBESs can be considered as an appropriate can-
didate to develop a deep learning mechanism, because they consist of multiple layers of
BRBs. Each layer represents an abstracted data level, while each BRB represents a single
processing unit. Therefore, developing a BRB-based deep learning algorithm will be an
exciting task for future work.

3.3 Chapter Summary

In this chapter the thesis work was summarized and the achievements based on the
research questions were presented. In addition, limitations and possible future work were
discussed.
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