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Abstract

Mobility-based Key Sharing Using Visible Light
Communication

Isabelle Enlund

Visible Light Communication (VLC) has become an increasingly interesting topic
among researchers. The LEDs used in VLC have important characteristics which differ
from radio waves, and which enables a vast spectrum to be used with many security
aspects. Light cannot pass through walls and can be directed. Directing different light
sources to different locations, keys can be distributed to these locations. Using this, a
mobility pattern can be defined by a user. This thesis considers the Shamir's Secret
Sharing algorithm and how it can be used to create a mobility pattern where each
distributed key need to be picked up in a specific order, following the pattern. A
design solution has been created that considers some of the scenarios where and how
this mobility pattern can be used. 
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1 Introduction

The increase in network traffic has put up a demand for a higher capacity.[1]
The Radio Frequency (RF) spectrum is limited and although new ways to han-
dle this are being developed, for example the use of cellular networks that allow
spatial reuse of the same frequencies there are also other spectrum that can be
used. Visible Light Communication (VLC) has been an increasingly interesting
topic among researchers. Among the many qualities of Light Emitting Diodes
(LED) that are being used and making VLC possible are their lack of harmful
substances, its energy efficiency and its vast and, at the time of writing, un-
tapped spectrum. Although, fiber optics uses the spectrum too, it is usually
limited to a few wavelengths. Its potential for communication also lies in the
quality of switching ON and OFF at a high rate[1].

If VLC is going to be used as a source of communication, it is very important
to look at the security aspects.

1.1 Task and Motivation

This thesis is based on prior work on securely sending location-based keys using
visible light communication[2][5]. Location-based keys in this context refer to
keys that can be retrieved by placing a receiver in a defined area, from which
a key can be retrieved. The area is defined from an intersection of the light
circle formed from a minimum of two LEDs. A share is a piece of a key, by
combining shares or pieces, the key which is used to unlock a secret can be
retrieved. The prior[4] work made the distribution of two keys possible and
the retrieval of each of these at a unique location. To increase security and
creating more complex codes or passwords, more LEDs will be added which will
also increase the number of possible combinations. The purpose of this thesis is
to look at the possibility of mobility between these points and create a design
solution. The design solution will cover how to distribute and recover secrets
in a specific sequence. Part of the task, the distribution and recovering of keys
will be implemented in a simulation. A design solution will cover the mobility
and time security aspects. Thus the problem statement is as follows:

• How to distribute keys to LEDs.

• Use constraints so that a secret can only be recovered if the given sequence
is followed.

• Split a secret into shares.

Figure 1 is an example of what it could look like if a user wished to recover
a secret. The concept is the same as when a lock is used on a phone where
the user drags a line in the chosen password sequence. A scenario could be
unlocking a WiFi password at a café or unlocking information at a museum by
visiting specific locations. It could also be unlocking a password when entering
someones house simply by walking through the hallway.
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Figure 1: The concept of recovering keys in a defined sequence. Each circle
represents an intersection and in each a key can be retrieved.

1.2 Contributions

These are the contributions achieved in this thesis.

• Create a simulation environment where it is possible to test the algorithm
in distributing shares and also reconstructing them.

• Discuss security in VLC.

• Create a Design solution on how to distribute shares and how to construct
a mobility pattern.

• Do an evaluation of the design solution.

1.3 Related Work to VLC Security
VLC appears to be secure because of its characteristics, that it cannot pass 
through obstruct objects for example. However when testing VLC security us-
ing different methods of eavesdropping in indoor settings it was noted that a 
person in non-line-of sight paths, might still retrieve information[5]. For exam-
ple, different materials may cause reflections of different degree so that light can 
escape for example through glitches near doors. Thus for security, one cannot 
simply rely on the fact that light cannot pass through certain objects. The 
IEEE 802.15.7 standard provides security at the lower layers but is also working 
on providing security at the upper layers[7]. Although a lot of work has been 
focused on the physical layer and key-less protocols, these can end up to be quite 
complicated to implement[8]. Security sensitive mobile applications are using 
2D barcodes for personal identification to increase security. [9] is a study to add
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Figure 2: The figure illustrates the possibility of creating different paths using 
LED intersections.

VLC to 2D barcodes. Therefore, even if a lot of work is put into the physical 
layer, adding cryptographic algorithms using key exchanges increases security. 
Mobility and key distribution is also studied in [10]. In VLC it is possible to 
control the area to which a key is distributed, and because of this it is possible 
to avoid the energy consumption of having to change the encryption key. In a 
wireless LAN any user with knowledge of the key can gain access. Using VLC 
the user will also need to have some knowledge of the location. Figure 2 shows 
an example of possible paths that can be created for a mobility pattern.

2 Background

2.1 Visible Light Communication

Visible Light Communication (VLC) means sending signals using LEDs with 
different modulation techniques. Light has been a source of communication for 
a long time, for example light houses and traffic lights as well as fiber optics. In 
that sense, it is not a new technique for communication. The communication 
technique using the visible light spectrum is possible because of the character-
istics of the LED.

The advantages of VLC through LEDs are that they are more energy efficient 
compared to other types of light bulbs such as fluorescent bulbs. When using 
good quality LEDs the average luminous efficiency is 113 lumens/watt in 2015[1] 
in comparison to fluorescent bulbs which are around 60 lumens/watt. Because 
of the increased interest in LEDs as a replacement of the fluorescent bulbs they 
are also becoming less expensive.

In contrast to Radio Frequency (RF) which is the most common way of 
communication, VLC has many advantages, as well as many challenges. Ad-
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vantages are that light cannot pass through walls or other obstruct objects. 
This is an example of a security feature as well. Although visible light cannot 
pass through walls, security risks exist. For example, light can pass through 
key holes, transparent glass or other transparent or non-obstruct objects. If the 
receiver is sensitive enough, eavesdropping is not difficult; if the security aspect 
is neglected during message transmission without having the security aspect 
in mind. Challenges in VLC also include how to deal with reflections[6] from 
which an attacker could gain access to information, as well as windows where 
the light can pass through. A non-security related challenge are sources of noise, 
for example ambient light.

In recent years, LEDs have also become less expensive and they have become 
a very common light source in many buildings. The quality of switching between 
ON and OFF states is what qualifies LEDs as a good light source for sending 
signals. This quality enables the possibility to avoid flickering, which could be 
harmful, be perceived as uncomfortable and even be a health risk to humans[1].

2.2 Modulation technique
The modulation technique is programmed into the software on the physical layer 
and it concerns how the data represented and received. There are various mod-
ulation techniques. In VLC common modulation choices are ON OFF Keying 
(OOK), Frequency Shift Keying (FSK), Pulse Position Modulation (PPM) and 
Orthogonal Pulse Position Modulation (OPPM).

OOK is a basic digital modulation technique using only 1’s and 0’s to define 
the ON/OFF states. An example of OOK can be seen in Figure 3. The technique 
works well with VLC as the representation of the states are the lamps intensity, 
for example completely turned off for 0.

FSK is a digital technique in which each number between 0-256 is represented 
by its own frequency. Because FSK does not have to have either the state ON 
or OFF, it can be sent on a much smaller interval of frequencies which enables 
higher data rate. Using FSK requires a more complex implementation in the 
software to interpret the different frequencies. FSK is preferable because it 
applies fewer changes in the LEDs color. Frequent turning the lamp on and off 
make the light slightly more ”yellow” because of the phosphor coating used in 
white LEDs. Binary FSK is commonly used because it is less complex. It means 
that every bit is translated into one out of two possible frequencies.

2.3 Transmitter and Receiver

The transmitter as mentioned earlier is a LED. There are two kinds of LEDs 
commonly in use, blue LED and RGB LED. The RGB is a combination of 
different LEDs, while the blue LED works by having a blue LED with a yellow 
phosphor coating, which combination produces white light. The blue LED is 
preferable to the more expensive RGB combination[1].

A photodetector[1] or a photodiode is needed to receive the signals from the 
transmitter, the LED bulb. There are other types of receivers as well. It is 
also possible to use an imaging sensor, for example a cellphone camera which 
contains many photodetectors arranged in a matrix[1].
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Figure 3: This is an example of OOK modulation.

2.4 Shamir’s secret sharing

For security in this thesis Shamir’s secret sharing[3] is applied. It is a threshold
scheme where n amount of shares are distributed and a threshold t is defined,
which represents the minimum amount of shares that are needed to reconstruct
the secret. When a secret has been decided a unique polynomial f(x) = a0 +
a1x + a2x

2 + ... + aix
i is constructed, where the secret is a0. As an analogy

it could be described as chest containing a secret. The chest has t locks and
there are s keys (shares) distributed among n users. To open the chest, at least
t keys are needed. The scenario for the algorithm is that a dealer D distributes
s shares of a secret S among n users by following these steps[3]:

1. D chooses a prime p, which has to be larger than the secret S.

2. D then selects t-1 random, linearly independent coefficients a1,...,at−1,
where 0≤ aj ≤ p− 1. The polynomial constructed is on the form:
f(x) = a0 + a1x + a2x

2 + ... + aix
i, i = t− 1.

3. Then f(0) = a0 = S and for each share distributed xi is chosen and
f(xi) = yi where ∀i < t, which are the points necessary for the shares.

This is the method for distributing the shares to the users. For the first step 
the secret S is simply split into different shares which are then given to a chosen 
number of n users. The coefficients for the polynomial f(x) are then randomly 
generated, but the integers used will be limited depending on the chosen finite 
field[4]. The largest number used has to be p-1, where p is the number of the 
finite field. Prime numbers are common to use because of their characteristics, 
for example a prime number is only divisible by 1 or the prime number itself. 
For the recovery of the secret one can use Lagrange’s interpolation[3]. Each 
share provides distinct points. It is possible to recover the secret by gathering a 
number of shares t. The formula for the recovery of a secret is described below 
in ”Lagrange’s Interpolation”.
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Lagrange’s Interpolation

Shamir’s secret sharing is based on Lagrange’s Interpolation. The interpolation
formula is used to recover each polynomial Li for each share si, then the sum
of the polynomials Li can be used to reconstruct the secret. Because the secret
is always at point (0,y0), see Figure 4, the interpolation can be simplified and
also be made more efficient by only calculating f(0). The difference between the
original formula and the simplified formula is that either each shares’s entire
polynomial is calculated, or the coordinates are used to calculate the secret
f(0) directly. Figure 4 below shows a representation of a randomly generated
polynomial for the secret, the polynomial for each share and also what happens
when the shares’s polynomials are added together. The formulas can be found
below in (1), the original formula and (2), the simplified formula.

Figure 4: A figure demonstrating the original polynomial, f(x) and the polyno-
mial for each of the shares, e.g `1, `2 and `3. Ltotal represents the polynomials
`1, `2 and `3 added together. The red dot at the green line represents the secret
(x,y) = (0,5)
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Figure 5: The number of possible polynomials that can be created from one
point are many. For polynomials of degree two, as in the figure, it is necessary
to have at least three points to reconstruct the secret. To recover the secret for
a polynomial of degree one, it is necessary to have at least two points.

The following are two ways to recover the secret S through Lagrange’s In-
terpolation.[3]

f(x) =
t∑

i=1

ciyi, where ci =
∏

i≤j≤t,j 6=i

x− xj

xi − xj
. (1)

f(x = 0) =
t∑

i=1

ciyi, where ci =
∏

i≤j≤t,j 6=i

xj

xj − xi
. (2)

Equation (1) recovers the secret by calculating each line `i. See 5 above. Equa-
tion (2) calculates the secret directly by f(0).
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Figure 6: The figure shows why at least two points are necessary to recover a 
secret for a polynomial of degree one.

3 Simulation - Key-sharing through LEDs

The main idea is to collect shares from the intersections of the LEDs area of 
light. These shares are created using the Shamir’s secret sharing algorithm. 
A simulation is created where a secret is divided into shares and distributed to 
different locations by using Shamir’s secret sharing. The secret is then recovered 
by using Lagrange’s interpolation.

3.1 Overview of key sharing though LEDs

Each lamp represents a share si. The secret is then found by recovering the 
shares distributed by the lamps. Figure 7 demonstrates the sharing of secret 
S1 which can be recovered by attaining the shares (x1, y1) and (x2, y2) simul-
taneously. This can be achieved by placing the sensor in the range of L1 and 
L2, represented as the green areas in figure 7. If the user is in the range of 
L1 but not L2, the secret S1 cannot be recovered, since at least two shares are 
necessary.
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Figure 7: A demonstration of key sharing using VLC. (x1, y1) represents the
point of share 1 and (x2, y2) represents the point of share 2. Share 1 is distributed
by L1 and share 2 is distributed by L2. The green circle represents the area
created by the lamps L1 and L2, in which the secret S1 can be recovered.

3.1.1 Implementation of Lamps

The lamps are implemented with coordinates representing their position. For
each lamp’s position a distance will be defined which is an abstraction of the
range in which the user will have to enter to receive the lamp’s share. The ma-
trix M is a representation of how the needed shares are stored in the simulation
code. Each share belonging to a secret is distributed in order. For example for

the secret S1, the shares share
(1)
1 , share

(1)
2 and share

(1)
3 is distributed to L1,

L2 and L3 respectively.

M =


L1 L2 L3

S1 (share
(1)
1 share

(1)
2 share

(1)
3 )

S2 (share
(2)
1 share

(2)
2 share

(2)
3 )

S3 (share
(3)
1 share

(3)
2 share

(3)
3 )


The user is defined as a position which will be allowed to recover a secret when
in the range of an intersection of at least two lamps. For a secret, a polynomial
is generated and the shares created from that polynomial are distributed to its
own unique location and can then be recovered, through Lagrange’s interpo-
lation. The polynomials are generated under modulo a chosen prime number,
which has to be larger than the secret. Thus if prime 13 is chosen, the coeffi-
cients of the polynomial cannot be larger than 13-1, that is prime number p-1
is the limit. Choosing larger numbers as prime increases the amount of possible
polynomials generated.
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Figure 8: The lamps positions are represented with coordinates with a defined
radius. The red dot representing the user can receive a secret if (1,2) and (2,2)
have matching shares.

3.2 Limitations of the implementation

3.2.1 Prime numbers

An important part of the algorithm is fully using the finite field of the prime
numbers. Parts of it has been implemented but one issue is left. In Lagrange’s
Interpolation, ci should be calculated modulo p. If using the prime number’s
field xj cannot simply be divided by xj − xi but has to be multiplied by its
multiplicative inverse. The inverse can be found by implementing the Extended
Euclidean Algorithm to find rj = py + ax where y is the multiplicative inverse
to p. The formula should then be as in (4). The reason is that if ci 6∈ Z it is
not possible to use modulo p.

f(x) =
t∑

i=1

ciyi, where ci =
∏

i≤j≤t,j 6=i

xj

xj − xi
. (3)

f(x) =
t∑

i=1

ciyi, where ci =
∏

i≤j≤t,j 6=i

xj(xj − xi)
−1. (4)

The algorithm could be implemented as a function calculating the inverse of
a = (xj − xi)

−1.
In modular arithmetic there are basic definitions for addition as well as

multiplication in Zm. The division of integers a/b cannot guarantee that the 
result is an integer, in which case there will be incorrect calculations. An element

r in Zm is said to be invertible if there is some x in Zm such that rx = 1 in 
Zm. In that case, x is the inverse of r and we write x = r−1.[7] This is related 
to the problem in section 3.1.1. Division is a form of multiplication, thus when 
implementing this form of multiplication in modular arithmetic it is necessary 
to follow rules of modular arithmetic. As mentioned above, modular arithmetic
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includes only integers. By finding the inverse of the element that is to be divided
the result of the operation will also be an integer.

3.2.2 Constraints on which lamps to receive shares

When one secret’s shares are distributed in the simulation, all of the lamps will
receive them, and it is also possible to reconstruct the secret as long as the user
is in the intersection of at least two lamps.

4 Design Solution

When creating secrets using Shamir’s secret sharing, at least t shares has to
be recovered to reconstruct the secret. Using Shamir’s together with VLC,
the simplest case is to reconstruct the secret using two shares which can be
found in the intersection of two lamps’s light sources. Assuming this to be
the base case, one can then construct a hierarchy of secrets. In an analogy
a sequence of strings ”apple”, ”banana”, ”orange” would be a password, each
string could be considered a secret of its own which distributes two shares to
two different locations. It is of course, important to avoid the shares being
distributed everywhere, thus there have to be restrictions on where a share can
be placed. For example the secret string ”apple” should only be possible to
reconstruct at one intersection. To give a summary of the ideas to increase the
security of the design solution:

• A time limit. The shares are only available during a given time interval.

• Contraints on where the shares can be picked up.

• Constructing a mobility pattern using the constraints above. A user has
to follow a sequence in which each secret has to be recovered in order.

4.1 Time limit

Time is an important aspect of this design solution. By using time it is possible
to increase security when distributing a secret. Let us for example consider
wanting access to a WI-Fi network at a café. They have installed four LEDs to
the ceiling, giving four possible intersections, assuming there is no crossintersec-
tions from upper left LED to lower right LED and none from upper right LED
to lower left LED. During interval 0 ≤ t ≤ 5 seconds, secret S1 can be accessed.
The entire password could be ”appleorangebanana” and in the first intersection
I1 ”apple” can be accessed. During interval 5 ≤ t ≤ 10 ”orange” can be accessed
at intersection I2, at the same time, the next password is created and the first
secret of that password is replacing the first password in I1.

• One should only be allowed to recover one secret at an intersection Ii
during the given time interval

• During the next interval, a new secret (or a NULL) is distributed to Ii.

• To recover the first secret in the hierarchy, the user needs to collect each
secret in the lower hierarchy belonging to S1 during the correct interval.
To continue with the analogy about the café. Every day a new password
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is generated, which means there is one unique password each day. A user
gathers the first secret to receive access to the WiFi but arrived too late
to the second intersection. Although the next secret is ”orange” in ”ap-
pleorangebanana” the parent secret in the hierarchy cannot be recovered
if the shares are not created from the same polynomial. This is a security
measure that comes naturally from the Lagrange’s interpolation formula.

4.2 Constraints on where to shares are located

To create a Mobility Pattern (which is discussed in section 4.3 below), the
secrets must only be accessed at specified locations. This means that when the
shares are distributed they must be placed at specified locations, where they
can be combined, in an intersection, with another share to construct the correct
secret. To avoid more than one share to be placed in one location a time limit
is introduced.

4.3 Mobility Pattern

By using the ideas from section 4.1 and 4.2 about location constraints for the
share and time limit on how long the can be accessed it is possible to create
a mobility pattern, see Figure 9 By allowing the dealer to place the shares in
specific locations, limiting where they can be accessed and having time limits
to when they can be accessed.

2

1

3

Figure 9: A path created by placing shares at specific locations.
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5 Evaluation and discussion of Design Solution

5.1 Feedback to the user

A user must not be able write down a password or pass it on to another user
which should not have access to the secret. If for example in the analogy about
the café a common WiFi network could be accessed from outside if using the
RF spectrum, because it is difficult to limit where the signals go. They are
seldom limited by obstruct objects, although they might be weakened. Using
a LED, the light can be directed to only cover a limited area. The feedback
to the user is dependent on where the mobility pattern is used. The feedback
could for example include notifying the user about the time intervals before a
share disappears from a location. Only the sequence should be known to the
user. The password itself should not be displayed. In the case of the analogy,
the password most likely will only change once a day to avoid complexity. If the
password is known by one user, it is not difficult to pass it on to the next user.

5.2 Knowing the pattern

Even if the pattern is known, due to the fact that light can be controlled in
a way which radio waved cannot, other security measures can complement the
insecurity that the sequence is known. For example in the café, there are people
which will notice if someone tries to retrieve a WiFi password and the leave
directly afterwards. If at a location with less complementing security aspects, it
might be a deficit in security that a sequence is known. This needs to be solved
depending on the situation and other existing security aspects at the location.
Increased security might result in more complex solutions. If a sequence is
known to the user an application could be created where each intersection is
displayed and the one containing a relevant share for the reconstruction of a
secret lights up when it is active. This way, it is not necessary to know the
sequence beforehand.

5.3 Security from Shamir’s Secret Sharing

When distributing the shares of a secret and starting a sequence, a unique
polynomial for the secret is generated. Using this polynomial, shares are created
and distributed. During a time interval these are available to retrieve. Consider
three users wanting to retrieve a secret. The shares are distributed and these
are at a distance which takes about 10 minutes to walk. The three users decides
to go to one intersection each, assuming three shares are enough to reconstruct
the secret. In the case that the secret would be the same, without the correct
time interval, knowledge of the sequence and polynomial degree they cannot
reconstruct the secret. If each did gather each share to the same polynomial,
they would still need a way to put it together. The users cannot retrieve the
secret unless they gather the shares from the same polynomial also.

In matrix D below, three polynomials are represented and their time inter-
vals as well. If a user wishes to reconstruct a secret using polynomial p10 how 
will s/he know that during time interval t2, s/he will not receive the share s2 
instead? There are at least two ways. Either, the shares is identified using an 
id, or they simply will not be distributed to the same location although they
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may be distributed at the same time.

p
(i)
0 = S + a

(i)
1 x + a

(i)
2 x2 + a

(i)
3 x3

D =


t1 t2 t3 t4 t5 t6

p
(1)
0 s1 s2 s3 0 0 0

p
(2)
0 0 s1 s2 s3 0 0

p
(3)
0 0 0 s1 s2 s3 0



6 Conclusion and future work

The purpose of this thesis was to understand how and if Shamir’s Secret Shar-
ing can be used to create mobility patterns and consider the security aspects
when using VLC. It is an exciting area with much potential which allows much
creativity. Because of this there are many security aspects left to research.
Especially if one is to consider the many different scenarios when VLC using
Shamir’s secret sharing and mobility patterns can be used. It would be very
interesting to implement this design solution using LEDs as transmitters and for
example a phone as a receiver. It would also be interesting to see an application
displaying the shares as they are active for a specific polynomial. Since LEDs
are not that expensive, maybe one could consider creating a small system at
for example a museum together with a smartphone application, and create a
specific design solution for a possible scenario there. Security is constructed in
layers and each offer possibilities for security research.
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