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Abstract 
As of writing this thesis, the EU’s new data protection laws (GDPR) will start to apply within one 

year. The new regulations are poorly understood by many and rumours of varying accuracy are 

circling the IT industry. This thesis takes a look at the parts of the GDPR concerning system design 

and architecture, clarifying what they mean and their consequences for system design. The new 

regulations are compared to the old data protection laws (Directive 95/46/EC), showing how 

companies must alter their computer systems in order to adapt. Using evaluations of the old data 

protection laws predictions are made for how the GDPR will affect the IT industry going forward. 

One of the more important questions are what tools are available for companies when adapting to 

privacy protection regulations and threats. This thesis aims to identify the most common processes 

for this kind of system modification and compare their effectiveness in relation to the GDPR.    
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Sammanfattning 
Vid framställningen av denna avhandling är det mindre än ett år innan EUs nya 

dataskyddsförordning (GDPR) träder i kraft. Många har bristande förståelse av de nya 

förordningarna och rykten av varierande korrekthet cirkulerar inom IT industrin. Denna 

avhandling utför en kritisk undersökning utav de delar inom GDPR som berör system design och 

arkitektur och beskriver dess innebörd för system design. De nya lagarna jämförs med de 

föregående dataskyddslagarna (Direktiv 95/46/EC) för att påvisa de modifikationer som kommer 

krävas för att anpassa datorsystem till de nya förordningarna. Genom att undersöka de äldre 

dataskyddslagarnas effekt på industrin görs även förutsägelser kring hur GDPR kommer påverka 

IT industrin inom den närmaste framtiden. Än av de intressantare frågorna är vilka metoder som 

finns tillgängliga för att underlätta systemanpassningar relaterade till dataskyddsförordningar. 

Denna avhandling syftar att identifiera de mest etablerade av dessa typer av processer och jämföra 

deras lämplighet i förhållande till GDPR. 
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NOMENCLATURE 

Here are clarifications on the terms and abbreviations used during this thesis. 

 

Definitions 

Article 
The GDPR and Directive 95/46/EC are divided up in to articles, it works 

as a naming scheme for the different paragraphs. 

Personal / 

Sensitive Data 

Any information that can be used to directly or indirectly identify a living 

natural person. 

Controller A legal body that determines the purposes and means of the processing of 

personal data. 

Processor A legal body which processes personal data on behalf of a controller. 

 Processing Any kind of interaction with data; storing, altering, displaying, collecting, 

organizing, recording…   

Supervisory 

Authority 

An independent public authority which is established by a Member State 

to supervise issues related to the GDPR within said Member State. 

Member State A nation state of the European Union. 

Agero An IT-consultant company which aided during this thesis  

Data Subject The natural person to which the personal data in question belongs to. 

 

Abbreviations 

GDPR 
General Data Protection Regulations 

PUL Personuppgiftslagen 

Directive European Union Directive 95/46/EC 

PET Privacy Enhancing Technology 

 DPDD Data Protection by Default and by Design 

PbD Privacy by Design 

OTS Online Testing System (System provided by Agero for analysis) 

OMS Online Management System (System provided by Agero for analysis) 

PIA Privacy Impact Assessment 

ICO Information Commissioner’s Office 
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1 INTRODUCTION 

This chapter provides the necessary information to properly grasp the thesis. It relays the current 

situation of the GDPR and how the EU has come to this point. Describes the motivations for the 

parties involved. 

1.1 Context 

The European Union has put out a new data protection reform which will apply as of the 25th of 

May 2018, the GDPR (General Data Protection Regulation). This reform aims to protect the 

privacy of civilian citizens, especially regarding the digital surveillance that has become prevalent 

during this modern digital era. The general idea is that any form of data collecting and/or storage 

of personal data must be properly disclosed, protected and argued for. Meaning that any company 

that wants to save data connected to specific individuals must inform said individuals about their 

intent, have valid reasons to do so, make sure the data is not vulnerable to cyberattacks and give 

the people in question the option for their data to be deleted. If these requirements are not met, the 

accountable company can be charged with fines as high as €20 million. [2] 

There has been a previous attempt to provide this kind of protection within Europe in the form of 

the EU Directive 95/46EC [3]. This was regarded as a success by the European Union but some 

issues have surfaced with time and the new GDPR aims to remedy this. The GDPR will replace 

Directive 95/46EC, meaning the old Directive will be repealed when the new regulations start to 

apply in May of 2018. The most significant change is that whereas this type of protection currently 

is a Directive the new version will be in form of regulations. Directives functions as guidelines for 

the member states to make their own laws while regulations are directly enforced by the EU [1]. 

This means that the current standings when it comes to data protection can vary heavily depending 

on which nation it regards. During this report the focus will be on Sweden and the Swedish version 

of the Directive when discussing coming changes with the GDPR. 

This change will require new system developments to incorporate these regulations and could have 

a large impact on how future systems are designed. It also has the unfortunate consequence of 

impacting all currently running systems that were not designed with these protections in mind. 

Restructuring these older systems can become a very expensive and complex task, especially since 

it is not perfectly clear what has to be done in order to comply with a reform of this scale.  

The IT consultant firm Agero is working on a service to help other companies adapt their systems 

in regards to these new regulations. This report is done in cooperation with Agero and examines 

how two of their computer systems must be changed and why in order to follow the requirements 

set by the GDPR.  

1.2 Background 

To follow the evolution of data security in Europe and understand how it affects computer system 

design it is necessary to see where it started and where it is headed. This section describes the old 

laws that are to be replaced and the section of the new laws (GDPR) which will affect system 

design and the goals the European Union wants to reach with these policies. 
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1.2.1 Directive 95/46/EC 
As the name suggests the directive was introduced in 1995 [3]. From the Directive:  

“In accordance with this directive, Member States shall protect the fundamental rights and 

freedoms of natural persons, and in particular their right to privacy with respect to the processing 

of personal data”. [7]  

 

The Directive recognizes the protection of personal data as a basic human right and states that 

personal data should not be processed without the subject’s consent. It also states that individuals 

should have the right to access any of their own personal data which has collected as well as the 

right to object to any kind of processing regarding their personal data. This obviously has some 

restriction, especially in areas regarding criminal activities and national security. The nation states 

of the EU were to have their own laws based on this directive in place by 1998. Many states did 

not implement this in time and in December 1999 the EU Commission took, quote: “France, 

Germany, Ireland, Luxembourg and the Netherlands to the European Court of Justice for failure 

to notify all the necessary measures to implement Directive 95/46”. [5] [7] 

Even when states succeeded to implement the necessary laws they varied heavily among the 

different nations. The Directive was designed to let the states make large adjustments at their own 

leisure which resulted in big variations between them [6]. The specific differences are not relevant 

to this thesis, for a comprehensive analysis on the subject see reference number 6 (report by Douwe 

Korff). The EU concluded that as a whole the directive was a success and proved that this kind of 

protection was not only feasible but necessary. During its development, the rapidly improving 

technology imposed fears that this kind legislation would prove impossible enforce in practice. 

Time instead proved it would be the large disparity in implemented of the Directive which would 

prove the most troublesome. [5] 

1.2.2 Personuppgiftslagen (PUL) 
The Swedish implementation of the Directive was finalized in 1998 as instructed by the EU. The 

Swedish law is a good example of how the directive can be modified within individual states. The 

most prominent modification is the exception for unstructured data [14]. This added exception 

states that PUL does not apply if the data in question is not structured for searching or other easy 

access methods. While this clause is somewhat broad in its description it suggests that PUL only 

applies to personal data structured in some form of database. The law has been modified multiple 

times since 1998 and other countries have been doing the same [6]. This type of modification on 

a state by state level makes privacy protection very difficult to maintain as companies tend to have 

global user access. Even when there have been violations of PUL the defendant has been let off 

with only warnings instead of fines or even prison time which is stated by the law. According to 

EdmarLaw1 there has not been a single case in Sweden where breaching of PUL has resulted in an 

official punishment. 

As part of the Directive implementation of an independent authority is needed [2], in Sweden this 

was assigned to a pre-existing authority Datainspektionen whom already handled these subjects in 

Sweden [8]. Their primary tasks are to inform the public of their rights and perform inspections to 

ensure PUL is upheld. [4] 

  

                                                 

 

 
1 A law firm that assisted with the analysis of regulations during this report. 
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1.2.3 General Data Protection Regulations (GDPR) 
Data processing of sensitive information has been in a massive power imbalance for a long time. 

The data controllers and processors makes all the decisions regarding personal data while the 

subjects are the stake holders. Still the subjects are often not kept informed and are completely 

powerless to affect the processing of their data. Subjects are usually informed after a breach has 

already occurred, at which point they are severely limited in options to protect their data. The 

GDPR aims to remedy this imbalance by making clear incentives for the companies that has 

ignored privacy concerns for their own gains. [10] 

A study was commissioned by the European Commission’s Directorate-General for Justice, 

Freedom and Security which was carried out under the guidance of its Data Protection Unit 

between October 2008 and August 2009. The goal of this study was to evaluate the data 

protection challenges modern technology produces and present a report providing guidance on 

whether the legal framework of Directive 95/46/EC still provided appropriate protection. In said 

report the experts concluded one of the core challenges of data protection lies in that IT structures 

are globalized both in processing and responsibility. The recommendation was to harmonize the 

data protection laws and increase cooperation among law enforcement between nations. 

Interestingly enough, the report specifically discourages new EU regulations or stricter incentives 

through the Directive already in place. The EU commission obviously did not agree with this point 

as the GDPR is exactly that. The aim of the GDPR is to update Directive 95/46/EC and further 

empower data subjects regarding their own personal data. [9] [21] 

The GDPR contains not only descriptions of how data is to be protected, it also needs to define:  

• Restriction for national security concerns  

• How the regulations will affect nations outside of the EU 

• The supervisory authority for all situations 

• How and when communication between companies and the authority should be conducted  

• Who within the companies that are responsible to uphold the regulations  

• How certifications for processing of sensitive data are validated 

• How violations are to be approached 

• Competences required to be considered eligible authority  

• How law enforcement shall be conducted over international borders  

• How disputes are resolved and how already existing laws are effected  

The clear majority of these topics are not relevant for system design and will thus not be explored 

further in the thesis. Following is a breakdown of all the articles in the GDPR which has a direct 

effect on system design. [2] 

The GDPR is quite reaching, it applies not only to companies within the EU but also to companies 

offering goods or services to people within the EU. With the global reach of the internet large parts 

of the world market must also adapt to these changes. This will possibly create quarrels about 

weather EU regulations can apply outside of the EU, still a necessary addition since cooperation 

could otherwise move their operations outside of the EU while still accessing the market through 

the internet and other communications and trade options. 
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There are four special cases that voids the regulations. The first is if the personal data in question 

is in regards of a deceased person. Second, if the data processing is small enough to be regarded 

as a personal or household activity, specifically if the data collection is not of commercial interest. 

Third, if the data processing is carried out in the public interest or is otherwise approved by the 

supervisory authority acting within the relevant nation state. What warrants such exceptions is not 

restricted in the GDPR and can thus vary between member states. The GDPR suggests the 

following:  

• public security 

• scientific research 

• criminal investigations 

• criminal records 

• union institutions 

• historical archives.  

To what capacity these will be handled differently is also decided within the member states. The 

fourth and last special case is free speech, in order to preserve free speech there has to be an 

exception for data processing in journalism. The details of how and when this applies is also 

decided by the member states them self’s. This last special case arguably introduces the largest 

uncertainty.  

In how much detail can the media report on public individuals, such as politicians, actors and 

athletes?  

When can someone be regarded a public figure?  

Ultimately these issues are to be clarified within each nation state by the 25th of May 2018. The 

Swedish authorities have not released any clarification on this subject as of writing this thesis so 

no further comments can be made at this time. The content of interest from a system design, 

responsibility and maintenance perspective can be divided in to three categories: principles, 

subject rights and obligations. [2] 

1.2.3.1 GDPR Principles 
Per article 5 in the GDPR, processing of personal data needs to fulfil 7 principles. These principles 

provide a good understanding of how the GDPR want companies to process personal data. [2] 

Lawfulness, fairness and transparent 

The data subject must have explicitly given consent to the processing of his or her data for 

any specific purpose. The data subject must be able to withdraw consent free of charge and 

any point. Processing of data regarding a minor requires consent from the holder of 

parental responsibility over the child. Every reasonable action must be taken to verify the 

consent is given by the holder of parental responsibility when applicable. Consent is not 

required if the data processing is strictly necessary in order to protect the subject’s vital 

interests, the controller is legally obliged to perform these actions or if the controller has 

entered a contract with the subject that requires these actions.  

Purpose limitation 

Personal data is only ever collected for specified purposes and never processed in a manner 

that is incompatible with those previously determined purposes. 
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Data minimisation 

Personal data shall always be relevant and limited to what is necessary in relation to the 

purposes for which they are processed. 

Accuracy 

The controller must take every reasonable step to ensure the collated personal data is 

accurate and kept up to date. Actions to rectify any inaccuracies must be taken without 

delay. 

Storage limitation 

Processing and storage of personal data shall not be conducted for longer than absolutely 

necessary. Unless, the storage is solely for archiving purposes in the public interest, 

scientific or historical research or statistical purposes. 

Integrity and confidentiality 

The controller must take every reasonable action to protected the personal data from theft 

and other types of attacks, as well as guarding against accidental loss or damage to the data. 

Accountability 

The controller is responsible for having the ability to demonstrate compliance with the 

principles above.      

Even when all requirements are satisfied by both the processor and controller, personal data 

processing concerning:  

• Racial or ethnic origin 

• Political opinions 

• Religious or philosophical beliefs 

• Trade union membership 

• Genetic and biometric data for the purpose of uniquely identifying a natural person 

• Health or a natural person's sex life or sexual orientation  

may still be prohibited. This is another case where member states may impose stricter rulings if 

they so wish. The default stance set by the GDPR is to allow processing of this data when strictly 

required or with the data subject’s explicit consent, just like any other personal data. The GDPR 

simply states that the supervisory authority of each nation state may ban the processing of these 

especially sensitive data points if they feel so inclined. 

1.2.3.2 GDPR Obligations 
Data controllers and processors must, taken in to account the nature, scope, context and purposes 

of the data processing implement these previously mentioned principles. Additionally, the 

following three obligations are put on the data controller. [2] 

Processors 

Any data processor acting on behalf of the controller must be able to provide sufficient 

evidence of the data protection principles being implemented. 
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Records 

The data controller and its representatives must keep records of data processing containing: 

• Contact information of the data processors and their representatives, including the 

people in charge of these activates 

• The purposes of the processing 

• Descriptions of the data which has been processed 

• The duration of the processing 

• Descriptions of to whom the data has been shared with 

Notification of Data Breach 

If the data controller or processor has had its security measures breached they must inform 

both the supervisory authority and the data subjects affected within 72 hours of the incident 

having been noticed, unless a particularly significant reason for delay can be identified.  

1.2.3.3 GDPR Subject Rights 
On top of the new responsibilities given to the data controller and processor the data subject has 

been given these additional rights concerning their personal data. The aim of these are to further 

empower the data subject’s control of their own data. [2]  

Right of Access 

Data subjects will have the right to be informed whenever a company collects their 

personal data, regardless if the data is collected from the subject directly or any other 

means. The information must be provided at the time of procurement and at any point when 

requested by the subject, the information must contain:  

• The contact information of the controller where the subject can make request 

concerning his or her personal data. These requests must be answered within one 

month of when the request was given. If the controller decided to decline the 

subjects request a clear reason must be given accompanied with the contact 

information of the supervisory authority within the given nation state. 

• All the rights of the data subject concerning his or her personal data. 

• The purpose for which the personal data is collected and processed. 

• Information regarding who will be processing the data and under what 

circumstances. 

• The period of time for which the data will be processed or if this is not possible, 

the criteria used when determining the processing period. 

• The legal ground for which the personal data is required and the consequences of 

not providing said data. 

• Proper disclosing of any automated decisions that will be made based of the 

personal data. 

• Copies of all the data obtained concerning the subject. 

Right of Rectification 

The data subject has the right to rectify any inaccurate personal data concerning him or her 

that can be found at the controller. 
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Right of Erasure 

The data subject can at any time request erasure from the controller at which point the 

controller is obligated to delete any personal data regarding the subject without delay. If 

the controller processes the subject’s data in public interest or has any other specific 

permission from the supervisory authority the data may be kept regardless. 

Right to Restrict Processing 

If the subject feels his or her data is processes unlawfully or inaccurately yet do not wish 

to have it erased the subject also has the right to restrict all processing aside from storage 

until the matter has been resolved. 

Right to Data Portability 

If technically feasible and if the controller is processing the subject’s personal data based 

on consent the subject can request the controller to transfer his or her data to another 

controller free of charge. 

 

Right to Refuse Automated Decisions 

The data subject has the right to prohibit the controller from making decisions regarding 

his or her personal data evaluated solely by automated processes. If the controller has not 

previously entered in a contract with the data subject stating otherwise, the controller must 

oversee the decisions made by automated processes. 

1.2.3.4 Directive 95/46/EC Overlap 
As might be expected, many of the data protection rulings in the GDPR can also be found in the 

old directive. The two big differences are the inclusion of the Right of Erasure and the Right of 

Data Portability in the GDPR. Other than those the Directive includes the same requirements 

with some smaller modifications, such as the Right of Access not including the time period of data 

processing and other smaller variations. It can even be argued that the Right of Erasure is implied 

within the Directive as the right of withdrawing consent concerning data processing is present, 

without processing rights the controller does not have the right to store the data thus erasure should 

be implied. The directive also lacks the three obligations mentioned prior. The controller is not 

required to inform in case of a security breach, keep data processing record and is not responsible 

for the actions of the data processor to the same extent. These are significant changes for a business 

but will not likely affect a systems architecture and development in a significant way.    

While the GDPR is significantly stricter and applies directly, compared to the laxer restriction of 

the directive and the fact its implementations will differ between nations. The architectural changes 

required of a system following the rules set by the directive are not alarming. Any major changes 

comes from the implementations made by the member states, such as the special ruling for 

unstructured data made in the Swedish implementation of the directive called PUL.     
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2 RELATED WORK 
This chapter explains the previous work which this report is based on. To understand why certain 

actions were taken and to full appreciate the complexity of the discussion and conclusion chapters, 

these previous works needs to be understood. 

2.1 Data Protection by Design and by Default (DPDD) 

The term privacy by design (PbD) originates from a study published by a joint team of the 

Information and Privacy Commissioner of Ontario, led by Ann Cavoukian in 1995 [11]. It has 

been a topic of much deliberation ever since. Even today, twenty years later the popular opinion 

is that the industry is not doing enough in this area. There are multiple terms for this concept, the 

GDPR refers to it as Data Protection by Design and by Default (DPDD), the terms will be used 

interchangeably during this segment.  

DPDD differs from the conventional concept of data security in that it focuses on the security of 

natural people and their data only. This definition is based on data that can be used to directly 

identify a natural person. This has the consequence that it does not offer any protection for 

collections of people such as ethnic or religious groups. There are broader definitions such as 

“privacy-related data” that incorporates data that can assist in identifying a natural person [10]. 

The GDPR has chosen the more restrictive definition of personal data and added special clauses 

for protection special groups instead. 

The issue with privacy protection has not been the lack of guidance or knowledge as there has 

been many attempts to establish codes of conduct and industry standards. In 2006 the Global 

Privacy Standards was presented at the International Data Protection and Privacy Commissioners 

Conference. These standards have since been kept up to date but the problem with privacy in 

computer system has been providing incentives and enforcing regulations. Concepts like 

Multilateral Security which states that system developers should treat the interests of the clients 

as highly as those of the system owner are nice in theory but becomes complex in practice as the 

owner usually pays for and designs the system. [10]  

There is often a big disparity between how the requirements of privacy and data protection are 

presented compared to how they are implemented in practice. The legal requirements tend to be 

broad and unspecific to be as applicable as possible to large amounts of system. In practice the 

common way of dealing with privacy concerns is to implement large amounts of Privacy 

Enhancing Technologies (PETs) such as encryption and authentication. DPDD focuses instead on 

the architecture and design of systems. Ann Cavoukian’s introduction of the privacy-by-design 

approach has seven foundational principles [13]:  

Proactive 

Privacy by Design (PbD) is characterized by proactive rather than reactive measures. It 

does not wait for risks to materialize nor does it offer remedies once infractions have 

occurred. PbD is purely a preventative measure for protecting personal data. 

Default 

If an individual does nothing his or her data and privacy should still be protected, no extra 

actions should be required. Privacy is opted out of rather than opted in to. 

Embedded 

Privacy cannot be bolted on to a system as a new feature, it is always an integral part of 

the core system. 
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Full Functionality 

There should never have to be a choice between privacy and security, or any other 

legitimate feature. PbD is not a restrictive design choice and does not exclude any 

functionality from a system. 

Security 

PbD ensures privacy from collection all the way to the destruction of personal data. To do 

this the system must guarantee security throughout all of the system, there can be no gaps 

in protection. 

Transparency 

All stakeholders need to be involved and informed of what data is processed and for what 

purpose. Visibility and transparency are essential to building trust towards both the system 

and the controller. 

User Respect 

Above all, PbD requires the architecture to treat the client’s interests with the same 

importance as the system owners.      

Those are the foundational principals of PbD published in 1995. They are quite vague and hard to 

set as implementation goals for a software project. Jaap-Henk Hoepman describes eight design 

patterns in a report from 2012 which aims to be more tangible and thus simpler to implement [12]. 

They are the following: 

Minimise 

The amount of personal data processing should be kept to an absolute minimum. When 

processing of sensitive data is necessary only the essential attributes are to be collected. 

Hide 

Personal data should never be in plain view unless it is specifically required to be so. This 

goes for users, maintainers and developers of a system. Often a disregarded element for the 

sake of simplicity when designing a system. 

Separate 

Data processing should be done as distributed as possible to increase the difficulty of 

linking data within a system. Processing should be done locally where ever possible and 

databases should not be linked if it can be avoided. With the popularity of centralized web 

services this strategy is often disregarded. The strategy is particularly effective for peer-to-

peer services and decentralised networks such as Diaspora2. 

Aggregate 

When sensitive data is processed, it should always be in the most in the aggregated form 

possible. Aggregation of information over groups of attributes or groups of individuals 

restricts the amount of detail in the personal data that remains, the data therefore becomes 

less sensitive. 

Inform 

This is not strictly a design strategy, it refers to the Transparency principle first mentioned 

by Ann Cavoukian. Simply that data subject needs to be informed of the purpose, the data 

in question and the circumstances for the processing of their data. 

                                                 

 

 
2 https://diasporafoundation.org/ 
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Control 

The system should allow the subject to have control of their own data. The GDPR is 

enforcing this with new rights given to the data subject. Using Control as a privacy strategy 

goes even further than this and allows the subject to be very selective with the processing 

conducted regarding their data. 

Enforce 

This is also not strictly a design strategy. This approach requires privacy policies to already 

be in place and states that enforcing privacy policies is critical. It is too easy to compromise 

on privacy concern to simplify other processes. If the privacy policies are properly enforced 

within the system and organization this becomes much less of a concern. 

Demonstrate 

A good way of constructing functioning privacy policies within a system is to demonstrate 

their functionality. Following this strategy goes beyond the Enforce strategy and says that 

the controller must be able to prove their privacy policies effectiveness. In the GDPR this 

is stated as a new requirement of both the data controller and processor. 

2.1.1 Privacy by Design Implementation 
Even Hoepman’s attempt to make PbD more approachable is very hard to relate to when designing 

or updating a computer system. A very detailed and through report on Cavoukian’s seven 

foundational principals was released in 2012 [22]. This report features references and summaries 

of Cavoukian’s over 60 previous papers on PbD. It describes the foundational principals she 

defined over 20 years ago in great detail, utilizing many examples of them used in practice and 

explains how the responsibilities of the principles should be divided within a company. Even so, 

this paper showcases the PbD principles when implemented correctly in a system but offers very 

little guidance in how to bring a system to this point. The advice given are still as vague as they 

were 20 years ago. The instructions given to system developers on how to preserve full 

functionality while perusing privacy is: “Pursue innovative solutions and options to achieve 

multiple functionalities”. This offers little assistance when trying to apply the principles to 

computer systems with heaps of other constraints which appear when designing a system for 

commercial use. This highlights what is probably the largest obstacle in PbD, translating 

principles, regulations and policies to code and working computer systems. [23] 

The issue of disconnect between the three main forces on PbD (data protection legislation, data 

protection principles, system developers) has been recognized by many previously [25]. Making a 

more accessible design processes which is applicable to a “generalized” or at least a great number 

of different systems is very challenging. A paper from the Belgian university K.U. Leuven [24] 

even challenges the entire prospect. Stating that simplifying the design principles could decrease 

the privacy protection of systems as the developers understanding of the concepts would be 

lowered and they would be encouraged to make poor design choices in order to tick process boxes.  
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Karin Bernsmed of the Department of software engineering safety and security in Norway has 

nevertheless attempted to design such a process, see APPENDIX A. In this process Karin has been 

very thorough and included the all development stages and the management processes which all 

contribute to the system design and whether or not PbD is full incorporated. The advantage of this 

checklist style process compared to the more traditional understanding of PbD principles is an 

increased accessibility. While the end results of a system developed by simply following this 

process rather than having PbD experts involved in all stages of development might be of less 

quality from a privacy perspective. It might be a necessary compromise since the GDPR will 

require PbD aspects from everyone, even those with insufficient prior knowledge are required to 

fully implements and interpreted Cavoukian’s principles. 

2.1.2 Privacy Impact Assessment (PIA) 
A PIA is a process for organisations to identify privacy risks and threats in a project in order to 

incorporate solutions or mitigation strategies in to the development plan. How these PIA processes 

are conducted is not standardized and similarly to the strategies for PbD implementations, opinions 

vary on the best practices regarding both execution, scope and purpose. [26] 

The GDPR only requires a PIA if the system in question constitutes a particularly high privacy 

risk. What a system has to incorporate in order to be classified as such is to be decided on by the 

supervisory authorities in each member state separately. Since PIA’s don’t have a widely accepted 

structure the GDPR sets the following requirements of such a process: The assessment shall 

contain at least: [2] 

• A systematic description of the envisaged processing operations and the purposes of the 

processing, including, where applicable, the legitimate interest pursued by the controller 

• An assessment of the necessity and proportionality of the processing operations in relation 

to the purposes 

• An assessment of the risks to the rights and freedoms of data subjects 

• The measures envisaged to address the risks, including safeguards, security measures and 

mechanisms to ensure the protection of personal data and to demonstrate compliance with 

this Regulation taking into account the rights and legitimate interests of data subjects and 

other persons concerned. 

The Information Commissioner’s Office (ICO) is an independent body set up to uphold 

information rights in the UK, among which the Data Protection Act stemming from the EU 

Directive is one of them. The ICO published a code of practise for PIA processes [27] which they 

recommend for UK based companies and others within the EU. In this code of practise they 

describe PIA’s as “… a process which assists organisations in identifying and minimising the 

privacy risks of new projects or policies” and identifies the four main tasks in a PIA: identify the 

stakeholders, risks, solutions and incorporate these in to the system development plan. They 

outline a guide for how to conduct a PIA, showcased in appendix B. This overview stresses that 

PIA’s are to be utilized for finding privacy risks and adding requirements to an already existing 

development plan to address these risks. It is not a tool which replaces PbD, it assists in designing 

a system according to the PbD principles. In addition to the process overview, the report also brings 

to light aspects of a PIA which are crucial for a successful analysis: [27] 
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Continual Process 

A PIA cannot be considered fished by simply providing a report at the start of the 

development. It must be a continual process which follows the system’s life cycle. 

Stakeholders 
The PIA is to evaluate all privacy threats to the system. This should include all affected 

parties, not only the data controller or system owner. All parties involved with the system 

throughout it’s life cycle must be considered stakeholders and receive the same level of 

privacy protection. 

Information Flow 
Understanding the information flows involved in a project is essential to a proper 

assessment of privacy risks. This includes both the conceptual flow of which party requires 

which information and the technical flow of who has access to data at any one time. 

As previously stated, there is no one common approach to PIA’s and rules regarding their use 

differ, especially on a national level. The Journal of Contemporary European Research released 

a report [26] assessing some of these variances in order to decide how European companies should 

handle the upcoming data protection changes with the GDPR. In this report they looked at the 

approach to PIA’s in: Australia, Canada, Ireland, New Zealand, the UK and the US. They 

concluded that the EU has much to gain by comprising a standardized PIA model, especially since 

a main concern of the GDPR is to unify the data protection legal framework in Europe. The 

analysis they conducted concluded that this “state-of-the-art PIA methodology” which the EU is 

encouraged to design should be: A generalized process which is to be conducted during the systems 

entire development process, identifying risk of both legal and technical aspects, require upper 

management of system owners to participate and encourage third party audits for the resulting 

reports. Similarly to the ICO PIA process, it is stated that the focus should be on identifying risks 

in the information flow of the system. This report even raises concern that the loosely defined PIA 

practises advocated for in the GDPR could hurt the practice as it lowers the standards for proper 

PIAs.   

The Cloud Accountability Project [28] is a project to bring a Protection Impact Assessment tool to 

market. This tool aims to assess protection rather than privacy but has incorporated the GDPR 

privacy policies in its assessment process. This products purpose is to assess how well different 

cloud services incorporate privacy and data protection aspects and thus give a better understanding 

to data controllers looking for data processors in the cloud. Thus, this a good example of a project 

trying to apply the GDPR policies to real world senarios. During their description of the tool 

prototype they criticise the GDPR for its use of policy based PIA rather than a risk and threat based 

approach. The GDPR does of course require a risk analysis but is not a fully risk-based process. 

The report references “A Risk-based Approach to Privacy: Improving Effectiveness in Practice” 

by the Centre for Information Policy Leadership, which describes the benefits: [29] 

The risk-based approach draws up a risk-matrix incorporating all possible areas of threats 

to system privacy and evaluates them based on a risk to danger ration. This approach goes 

beyond mere compliance with regulatory requirements, it encourages more understanding 

of the system. The only conceivable disadvantage is the difficulty of establishing what can 

be considered a risk or harmful to the system.  
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3 PROCESS 
The process chapter describes the what this thesis will accomplish how it will do so. It motivates 

the purpose, defines the analysis method used and determines the scope of the thesis. 

3.1 Purpose 

A large section of data controllers and processor are ill-informed on the content of the GDPR and 

has been neglecting their privacy protection policies, often due to lack of knowledge. These 

companies are anxious their systems are not fully compliant with the new regulations and feel they 

do not possess the necessary expertise to determine all the required action to take. This thesis is 

particularly aimed at this section. The goal is to condense the GDPR to fundamental architectural 

requirement that can be easily understood. These requirements will help data controllers and 

processors to update their computer systems and make them not only comply with the GDPR but 

also have rigid privacy policy implementations. The thesis will explore the tools available for 

determining the privacy protection state of an already running system, evaluate how these should 

be utilized and if they are sufficient for adapting a system to the new regulations. This evaluation 

should answer if the tools available can express weather the privacy protection is adequate, identify 

the specific areas which are lacking if not, and outline a method for how modifications should be 

made for best effect. Any parts of the tool usage process that are found to be subpar in regards to 

their effectives when adapting systems to the GDPR is to be explained and where possible 

improved.  

3.2 Method 

The report will analyse two of the computer systems worked on by the IT-consultant company 

Agero. The first step of analysis will yield a detailed description of how personal data traverses 

the programs, in what manner they are processed, stored and exits the systems as this is regarded 

as the most important aspect of a PIA’s and PbD. To gain a fully working understanding of the 

systems, both the technical and functional aspect must be understood. A very useful tool when 

gathering such is design documents, developments goals and system requirements set during 

development. Unfortunately, none of these tools will be available during this thesis. What will be 

utilized is the source code of the system as well as interviews with developers and system owners.      

When an acceptable understanding of the two systems has been reached, the PbD principles 

described by the GDPR will be applied to the existing system designs. This will evaluate how well 

adapted the systems are to the GDPR in their current state and showcase any issues when 

attempting to apply PbD principles in a real-world scenario. The effectives and the results of this 

process will then be compared to the self-assessment method purposed by Karin Bernsmed 

[Appendix A]. Bernsmed’s method will thus also be applied to the systems. Her method has a 

greater scope than the PbD principles and will therefore be applied in an abridged manner. This 

comparison hopes to test the notion put forward by a paper from K.U. Leuven, which suggests a 

generalized self-assessment method would prove insufficient compared to an analysis based on the 

PbD policies directly. 

This information will then be used to demonstrate any behaviour that is not in line with the coming 

regulations of the GDPR. For all identified violations, proper architectural design changes 

following the Privacy by Design strategy that would comply with the GDPR will be proposed. If 

these two assessment methods (PbD principles and self-assessment) prove inadequate for properly 

evaluating a systems privacy protection by the GDPR standards, improvements will be suggested 

based on the Privacy Impact Assessment framework since this seems to be how the EU will assess 

system compliance to the GDPR from a legal point of view.  
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3.3 Delimitations 

Even though the broader goal of this paper is to provide the necessary information for companies 

to update and modify their computer systems in terms of PbD and the GDPR. The reality is of 

course that the vast number of different applications currently in use makes it close to impossible 

to write anything that can be applied to all kinds of systems. The report will aim for a wide audience 

but will not be applicable to every kind of system. 

There will be no work on the administrative responsibilities added with the GDPR. There are added 

requirements for companies to hire Data Protection Officers among other responsibilities. There 

are also changes to supervisory authorities within different nation states and similar political 

changes. These areas will not be explored in the report, it will be fully focused on system design 

and privacy protection assessment methods. 

An important part of the GDPR is integrity and confidentiality. The responsibility of the data 

controller and processor to keep personal data safe. While the matter is mentioned during this 

thesis it is not made into a primary concern. To properly asses the safety measures of any computer 

system requires expert knowledge within the specific field as well as general data protection. 

Security analysis is not the main concern of this thesis. Therefore, even simple security measures 

showcasing the issues have been addressed in some form will be regarded as sufficient during any 

system analysis conducted during this thesis.  

At no point during this project will any system be modified to follow the new regulations. The 

project aims to give further understanding to all the consequences of the new regulations, not to 

conduct any development work regarding the issues identified. 
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4 SYSTEM DESCRIPTIONS 

In this chapter the systems provided by Agero are described in their current states. Their purpose 

and usefulness is explained, the users of the systems are defined and the personal data utilized 

within the systems are mapped out.     

4.1 Online Testing System 

The Online Testing System was provided by Agero for analysis and will simply be referred to as 

“OTS” throughout this report. Its designed to evaluate a participant’s skills and abilities through a 

web interface (web browser) to determine their suitability for various positions, such as developer, 

marketer, accountant or any other position wished to test for. OTS is primarily targeted at 

companies in need of testing for professional positions, the system is however open for other uses 

as it simply sets up a questionnaire and stores the results. A company utilising the OTS service 

would be referred to as a client. Clients inform the OTS company about their testing needs who in 

turn designs the tests and invite participants for testing. In practice the OTS company provides a 

complete testing service for their clients.     

4.1.1 Users and Structure 
OTS can be divided into four parts. The core system illustrated by the purple box in figure 1 and 

the three different branches giving access to the core system. There is a participants section, admin 

section and an external systems section. Each branch signifies a way to communicate with the 

system and is designed for a specific audience. The ends of the branches (the yellow and red boxes) 

signifies external actors on the system, red for other computer systems and yellow of human 

interaction. The blue boxes are sections of OTS designated for communicating with a specific 

group of actors. Each blue box possesses its own data storage unit and is hosted at a different 

location. These storage units are connected to the centralized database of the core system and 

receives relevant updates through this connection. 

Figure 1; OTS Structure 
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Participants are people taking the tests through their web browser. They have in some external 

way showed interest for a position at a company and said company wants to test them in some way 

before continuing with the recruitment process. The participant receives an E-mail with 

randomized login details for OTS which is how the system connects a person with their respective 

tests.  

Admin are the people working on and maintaining OTS, they work for the company owning OTS. 

This interface can only be accessed via a specific local network from within the company for 

security reasons. The admins also have personal login information for connecting to the system, a 

requirement stemming from each admin having responsibility for certain clients while not 

possessing the access rights for others. Admins are also the only medium from which clients can 

interact with the system, when results from testing are procured by the clients it is done through 

the admins.  

External Systems connected to OTS are all controlled by the same company, there is no interface 

open for unauthorized actors. These external systems are primarily for automated processes which 

do not require oversight from admin personnel. This includes: sending login information to 

participants, adding participants to relevant tests, creating new test groups for new clients and 

similar tasks. These can later be edited by an admin directly.    

4.1.2 Data and Dataflow 
Figure 2 illustrates specifically what information is located where in the communication between 

clients, admin and participants. Figure 2 is a simplified representation of figure 1 which has 

compresses the OTS to a single purple box. The process starts with a client requesting an individual 

for a specific position, informing the admin of all the requirements for a candidate. The admin then 

either utilises tests already in place or adds appropriate new tests to the system. If it is a new client 

and a whole new test environment is required, the admin can use external systems to push 

readymade templates to the system. Admins then find appropriate candidates via external sources 

such as social media, website applications and other recruiting means. When candidates are found, 

they are sent personal login details by e-mail and can start the testing process. When completed, 

the test scores are calculated with automated algorithms within the system and the results are 

presented to the admin responsible for the specific participant. External systems can then also send 

information to the participant via e-mail, usually only for test review purposes such as asking the 

participant how they felt about the tests and the admin they have been in contact with.  

Figure 2; OTS dataflow 
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The last steps in the process are then for the admin to relay the results to the client and delete all 

unneeded personal data. An issue arises at this point, as the owners of the OTS sees great value in 

keeping the answers given by the participants for analysis to improve their tests and scoring 

systems. Since the value lies in the statistics of the answers rather than the person giving the 

answers, the solution has been to remove the answers connection to the participant, within the 

system this is called to depersonalize. This action simply deletes all personal data concerning 

participants no longer active in any testing.  

As seen in Figure 2 the sensitive data points for the participants are: name, e-mail, gender, test 

answers and photo. The latter is, according to the interviews with the developers of OTS no longer 

in use, thus it is illustrated within parenthesis within the figure. Having photographs of people 

within a system is a serious privacy concern and is not to be done without good reason. The owners 

of the OTS concluded that it did not provide sufficient value to the system considering the risks. 

Rather than redesigning the system to remove the capability, the data is simply never gathered. 

There are two other noteworthy observations to be made from this image. Firstly, the gender and 

test answers data points are only considered personal data if they can be connected to a natural 

person, thus they can be stored without consent if they are removed from the name and e-mail 

data points. This is what the system utilizes when it depersonalizes participants. The second 

important observation is the two possible leaks of sensitive data from the system: The human 

factor in admins managing personal data and the external systems with full access to participant 

data. All external systems are also managed by the OTS company and only systems on the same 

network can access the system, indicating some protection of the data. It is however not an 

insignificant concern that the OTS has no guarantee within itself that only other authorised systems 

can access sensitive data.    

4.2 Online Management System 

The online management system (OMS) has a significantly less complex design compared to the 

OTS. The purpose of this system is to let people make accounts on their online platform and add 

data to the system. When data is added the data subjects also give instruction on when and how 

they want to receive this information again. This system is meant to help managing organisations 

where people will enter and leave management roles quickly or tasks are expected to take place 

over long periods of time. An example is a golf course, it can be difficult to keep track of all 

buildings and courses which require maintenance and when items were inspected last. The OMS 

works by having the user enter information such as:  

House A was painted by company B at date C and will require person D to make a maintenance 

check at date E. 

This information can be structured in a way which suits the subject and can be accompanied with 

documents and other files the subject uploads to the system. The system can then for instance 

remind the subject at date E that person D must conduct maintenance work at house A. Multiple 

people can connect to the same repository and entries persists when people leave the organization. 

This simple construction of the system makes the data configuration very simple. To create an 

account the subject simply provides an account name and a password. Any other data within the 

system is uploaded by the subject by their own choosing and is completely controlled by them. In 

practice the data-flow of the system works as a cloud storage service. 
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5 SYSTEM ANALYSIS 

In the analysis chapter the system implementations are tried against the GDPR. The systems are 

analysed on how well they uphold the requirements of transparency, data minimization and 

accountability. Also, suggestions are made on how to improve the system within these areas as 

well as how to best implement the new features required by the GDPR. 

5.1 Online Testing System 

Looking at each of the 7 principles of the GDPR mentioned in chapter 1.2.3 of this thesis, how 

does the OTS hold up?  

Interviews with the developers and analysing of the system’s source code have not revealed any 

form of data processing not in line with the purpose of the system or for which the data subjects 

does not consent to when starting the testing process. Meaning the principles of lawfulness and 

purpose limitation are upheld. Accountability is not strictly design related, no comment can be 

made on the company’s policies on this matter. Aside from a few data points such as name, and e-

mail the accuracy of the personal data is assured by the data subject giving this information 

themselves in the form of test answers. The nature of these tests (IQ, personality, skills, etc.) are 

not subject to “inaccuracies” which can be rectified, making the accuracy principle of the GDPR 

inapplicable in this context. The depersonalization feature of the system which removes the 

personal data of name, gender and e-mail from the system shows compliance with the storage 

limitation principle. 

Data minimisation 

OTS has three discernible reasons for storing personal data:  

Communication between participants and admins. This is accomplished via e-mail. Thus, 

the participant’s e-mail address will be required by the system. 

Evaluating the participant’s skills and abilities. This obviously requires the test answers 

and a way to connect the answers to a natural person. OTS makes this connection with the 

name of the participant combined with their e-mail address. An argument could be made 

for removing the name as it is not strictly required to uniquely identify the participant. A 

counter argument is the name can often be gathered from the e-mail. Also, the admin and 

participant alike might prefer to converse utilizing their natural names rather than their 

address names.  

Improving the tests. Keeping the tests as accurate as possible is a core part of the OTS 

company’s business strategy. They look at large sets of test statistics when improving their 

algorithms and test questions. That is why keeping the test answers is so important.  

Looking at Figure 2 from Chapter 4.1.2 there are two data points within the system that are not 

accounted for as necessary by this analysis, photo and gender. The developers states the photo 

function is not used making it a nonissue as long as it does not become a requirement in future. 

Gender does not seem to be a necessary data point for the system either and it is indeed not utilized 

within the system other than when reporting on participants results in reports. The value in keeping 

it comes from the clients, they can find the information valuable when choosing who to recruit. 
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Integrity and confidentiality 

The OTS incorporates a password based authentication system for the admin and participant parts 

of the system. This thesis does not evaluate the effectiveness of security measures and thus this 

protection system is considered satisfactory. The external systems part of the OTS is however not 

authentication protected. It restricts communication to within the local network and relies on the 

network security as data protection. 

From the interviews with the developers it is gathered that PUL played a big part in the design of 

the OTS from the start. It shows very clearly when comparing its design to the Privacy by Design 

patterns. Especially the data minimization and by default aspects are illustrated in all stored data 

filling a specific purpose and the depersonalization feature being part of the core system. When 

those aspects are in place other privacy aspects such as hiding and aggregating personal data 

follow very easily. 

5.1.1 Possible Issues and Suggested Improvements 
Based on the analysis of the OTS, comparing it against the design principles suggested by the 

GDPR and the concrete rights granted to the data subjects the following items are identified as 

possible violations or areas which are in need of further discussion.  

 

Event Database 
Looking at figure 1 in chapter 2.1.1 the central database which contains all the data within the 

system and distributes copies to the relevant sub-databases is marked as an Event Store3. This is a 

database with an event-driven architecture, meaning it persists the changes to the system and can 

calculate the current state from this information rather than persisting the current state itself [15] 

[16]. For the depersonalization action of the system this means the personal data is not deleted in 

the classical sense. Instead a new event is stored stating which data can no longer be accessed due 

to the delete action. In practice this acts as a conventional delete function, the system cannot access 

the data unless it is restored. From a technical aspect, the data is however still stored in the system 

and possible to restore without fetching the data from the subject again. The issue arises depending 

on how the legal definition of “deleting” data is set. PUL has a specific ruling allowing 

unstructured data to be stored without consent, referring to data which is not designed to be easily 

accessed or searched for4. When the OTS was designed, this part of PUL was used to justify the 

Event Store design. This rule does not have an equivalent within the GDPR, jeopardizing the core 

system design. 

There is no easy fix to this problem, thus the most sensible approach is to make absolutely sure 

the OTS’s database design is acceptable under the new regulations. The GDPR does not properly 

define the term delete in the context of the regulation making it difficult to determine if event 

database design can be utilized or not. Due to the costs of redesigning the OTS with a new central 

database structure, the best option would be to receive a clarification on the matter from the 

supervisory authority in Sweden before acting. At the time of writing this report the Swedish 

government is still working on the incorporation of the GDPR, meaning there can be no 

clarification at this time. The recommendation at this time is thus to wait until the proper authorities 

are in place and can clarify before making drastic changes.  

  

                                                 

 

 
3 https://geteventstore.com/  
4 https://lagen.nu/1998:204#R8 <5 §> 

https://lagen.nu/1998:204#R8
https://geteventstore.com/
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External Security 

The OTS has a reasonable security policy for protection against outside attacks while the internal 

security is seemingly lacking when compared to the standards set by the GDPR. The password 

based security model for human user interaction is a widely-used and accepted approach. The 

security model used for the external systems interface is less advisable. Delegating the security to 

the network can be an acceptable strategy for preventing outside attack-like data breaches, 

especially if the system design lends itself well to prevention at that specific network layer. Adding 

security measures at both the network and the system interface is obviously the ideal approach if 

achievable. The OTS’s approach leaves the participant data visible to everyone with network 

access. This might not have been a critical concern in the past considering the network is secured 

and thus the users can be trusted. One of the rights given to the data subjects in the GDPR is the 

right to know the extent their data is distributed. For the OTS this disclosure will have to include 

everyone with accesses to the network, presumably the entire company. The data might not be 

visible to everyone in the literal sense but the main issue with this security system is the extent of 

date sharing within the network is not known to the system itself. This fact also increases the risks 

of data reaching unauthorised people by accident, an issue which becomes increasingly difficult 

to manage as the company grows. The right to be informed of who takes place in personal data 

processing is not new with the GDPR, PUL has the same regulation5. Knowing the OTS company 

took great care to design their system within the bounds of PUL, this security issue must have been 

determined to not be cause for concern. 

In terms of appropriate actions to take when securing this interface against the network, it is not 

determined in this thesis. There are multiple acceptable solutions. One of which is to use a 

password based system similarly to what is already in place for the admins and participants, the 

same strategy can be used even if there is not a human utilizing the interface. The relevant question 

is if action is required to conform with the GDPR, the answer is no. If the consent form presented 

to the subjects fully disclosed all staff with possible accesses to the data in question, there is no 

issue. The current design simply increases the risks for errors within the company.    

Unnecessary Personal Data 

The minimization of data is a key point in PbD and the OTS has proven very proficient in 

implementing this aspect. The analysis has only found one data point of questionable relevance 

still in use, that of the participant gender. It provides no relevant information for the tests and is 

only used as a data point in the result reports for the admins. 

The OTS’s design choice of storing gender is not a violation of the GDPR. There is no violation 

if the data is processed with the subject’s consent and a feasible purpose. While gender is not 

required for the system to function it is still considered necessary for the clients when making 

decisions of employment. A suggestion to showcase compliance with the GDPR would be to have 

a discussion with the clients determining the value of gender in the result reports to reaffirm their 

necessity. 

  

                                                 

 

 
5 https://lagen.nu/1998:204 <26 §> 

https://lagen.nu/1998:204


~ 22 ~ 

 

5.1.2 Self-assessment Comparison 
Applying the privacy principles as described by the GDPR has manged to identify three possible 

privacy issues with the OTS. If Bernsmed’s self-assessment method is applied, does it come to the 

same results? As previously mentioned, Bernsmed’s method is broad and targets an entire 

organisation rather than solely the system design. Thus, it will be utilized in a modified manner 

only looking at the relevant points. 

Considering this method was developed specifically for GDPR adaptation [23], it is not surprising 

that all privacy policies are tested for when the checklist is applied to a system. Indeed, the same 

results are found when putting the OTS through this process. Data minimization is queried and 

would find the questionable data point gender and photo. The method specifically asks for a check 

on data deletion which would put in to question the event-driven database, similarly to how the 

policy adaption method did. While there are no specific tests for security in Bernsmed’s method 

she instead asks for PIAs and security risk assessment which if conducted correctly would identify 

the security issue described earlier. This means that Bernsmed’s methods proves as effective as 

applying the PbD policies directly, at least in identifying privacy protection shortcomings. 

5.1.3 Missing Features 
Implementing PbD correctly is not the only requirements set by the GDPR. The additional 

obligations of the data controller and the new rights given to the data subjects will require 

additional modifications to the system which are not gained from PbD. The tool available for 

accomplishing these additional requirements is Privacy Impact Assessments. While the GDPR 

only require PIAs to be conducted in special circumstances it is still a very helpful tool when 

making a system development plan. Following the PIA structure described in appendix B the 

additional GDPR requirements can be identified and incorporated in to a computer system. [27] 

When analysing the system in this manner, two additional risks are identified. One, the system 

does not keep sufficient records of its data processing concerning personal data. Two, the data 

subject does not have adequate control of their personal data. Both of these are brought to light if 

the self-assessment method is used, not only as it incorporates PIAs but it also has specific tests 

for these questions. Again, proving the usefulness of the practice.  

Processing Records 

The GDPR requires data controllers to keep records when processing personal data, the records 

needs to contain: 

• Contact information of the data processors and their representatives, including the 

people in charge of these activates 

• The purposes of the processing 

• Descriptions of the data which has been processed 

• The duration of the processing 

• Descriptions of who the data has been shared with 

Neither of these requirements are foreseen to pose a logistical issue for the OTS, but is still 

something which requires development time and resources to complete and needs to be in place 

when the GDPR starts to apply. 
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Data Portability and Data Subject Rights 

One of the data subject’s rights defined in the GDPR is to receive the data related to the subject. 

This right can be exercised by either having the subject receive his or her data, or the data can be 

sent directly to a third party. This right is part of the larger initiative of the GDPR to have the 

subject be in control of his or her data at all time. The issue concerning the OTS is if the subject 

can be regarded as the owner of his or her test results and test answers. The tests are the core 

business value of the OTS company, giving copies of test answers and questions to all participants 

is not feasible for their business. 

In the current system, the participants do receive simplified copies of their test results. If these are 

proven inadequate by the supervisory authority a clarification of exactly what is incorporated in 

to the personal data filed would be required. The GDPR’s definition names data which can be used 

to identify a natural person. It does not seem feasible to categorize IQ and personality tests results 

as such. A last resort option is to explore the possibility of having the participants enter a contract 

stating what data they can request with the data portability right. 

As the participants have a contact person with the OTS from which they can request to exercise 

their rights of Erasure, Portability, Access and Rectification, the system is conceivably 

compliant with the GDPR as long as the request made are handled correctly. Recommended 

improvements to this solution would be to incorporate these rights with the user interface, allowing 

them to be handled more independently.        

5.2 Online Management System 

Looking at each of the 7 principles of the GDPR mentioned in chapter 1.2.3 of this thesis, how 

does the OMS hold up? 

Methodically going through each of the points reveals difficulty to even discuss possible issues. 

Most of the principles are hard to apply to the OMS at all. This demonstrates the effectiveness of 

two of Jaap-Henk Hoepman’s design patterns, minimise and control. By simply minimizing the 

personal data requirements to the necessity for authentication and maximizing the users control, 

the OMS follows all of the 7 principles set by the GDPR. Since the data processing of the OMS it 

almost completely restricted to storage, minimal if any modifications must be made to incorporate 

features to a satisfy he data subject’s new rights.  

Similarly to the direct approach the self-assessment method does not find any issues with the OMS 

related to PbD. It is not until a PIA is performed or the parts of the self-assessment method not 

related to PbD are explored that issues can be found. User control as mentioned with the OTS is 

not of the same concern as the data subject is already in full control of the data put on the service. 

Data processing records is then the only applicable needed new feature from a GDPR standpoint 

then.  
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5.2.1 Possible Issues and Suggested Improvements 
This system was not chosen for analysis to demonstrate its processing of personal data. It was 

rather selected for the interesting situation it creates in data responsibility. Since it stores the 

personal data uploaded by the subjects the OMS is responsible for its safekeeping. Making the 

OMS both the data controller and the data processor in the scenario. One of the interesting and to 

some extent new aspects introduced with the GDPR is that responsibility lies with both the 

processor and the controller, neither can shift responsibility to the other. For the OMS this is 

seemingly of no concern as it embodies both roles in this context. The complexity derives from 

the data which the subjects upload to the service. If a subject is not the owner of the data but rather 

acting as the controller the OMS will be acting as the processor for this data, making it responsible 

for how the data was collected and how it is processed. 

Making all data storage services responsible for their client’s data collection is obviously not 

feasible if the industry is expected to survive, the costs of verifying the validity of all data in a 

cloud service would be immense. It is doubtful that this was the intent when the GDPR was written. 

It seems more likely to be an unexpected consequence when defining data storage as a form of 

data processing. In terms of how to deal with this as a provider of a data storage service the best 

option would be to have the clients take full responsibility for the data they upload to your system. 

Since many of the GDPR restrictions don’t apply if there is a previously agreed upon contract of 

some sort this can be utilized to negate the responsibility. Many could service providers already 

have similar agreements with their clients, the important part is to make sure it is updated with the 

GDPR. [17]   
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6 DISCUSSION 

After having analysed two computer system and provided tangible examples of how the GDPR can 

affect system design, here follows a more speculative discussion on how the regulations will affect 

other computer systems, industry and the effectiveness of the privacy tools at hand.    

Both system analysed during this thesis were designed taking careful consideration of PUL right 

from the start. Ann Cavoukian describes this as critical for a successful privacy strategy in a 

computer system. Because the GDPR so closely resembles Directive 95/46/EC, both of these 

systems are shown to require minimal modifications when adapting to the new regulations. 

Unfortunately, this somewhat lessened the effectiveness of the analysis section in this thesis. A 

system with a poorer privacy strategy might have proven more helpful when discussing how to 

adapt to the GDPR. 

Imagining a computer system not designed with consideration of Directive 95/46/EC or the GDPR, 

what would be the most common mistakes? What actions would have to be taken to remedy them? 

There are three main reasons for not following these regulations identified during this thesis:  

Malicious Intent 
The data controller decided to collect and process data without the subject’s consent. The 

data controller is presumably gaining monetary value from this by: selling data to other 

companies, using the data to target customers, spreading misinformation and so on… These 

businesses are not expected to adapt to the GDPR as they are already to a large extent 

ignoring Directive 95/46/EC. One of the reasons for converting the directive in to 

regulation is to ease the enforcement which is the best way to deal with these businesses. 

Cost Reduction 

Redesigning and changing a computer system can be very expensive and labour intensive, 

even then a satisfactory result is difficult to guarantee. It is therefore not inconceivable for 

companies to simply ignore the most expensive requirements and risk a fine if they get 

caught. 

These issues are design choices made early in development which then become difficult to 

change. An example is the central event database in the OTS. If it proves to be a problem, 

the whole system would have to be redesigned as the Event Store is connected to most of 

the system. Unfortunately, if a company determines the cost is too high there is most likely 

not much which can be done. Therefore, designing systems with PbD in mind from the 

start is very important.     
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Neglect 

This is the most likely event. That the news about the GDPR reaches people and companies 

not previously aware of the Directives existence or the details of its content. This probably 

means their system is missing: proper discloser and consent of data processing, data 

minimization, mechanisms for removing, rectifying and accounting for personal data. 

Fortunately, this scenario is manageable. As shown by the two systems analysed during 

this thesis, minimizing the amount of personal data the system is processing is the key. It 

is also not an overly complex task, simply look at the data entering the system and remove 

as much as possible without hindering the systems functions. When the data points and 

system processing has been streamlined the consent and informational forms for the 

subjects can be drafted and put in place. The most challenging aspect is to introduce 

features which allows subjects to receive, modify and delete their data. This can prove very 

troublesome if the system processes the same data at different locations or in different 

processes. The suggested approach would be to avoid duplicating personal data within the 

system. Minimizing the amount of updating required when modifying personal data 

simplifies the implementation of these new features. 

When can data be considered deleted? 

One of the GDPR centrepieces it the right to be forgotten, requiring data controllers to delete data 

when requested by the subject. Does that mean a state of no recovery? If so, the data must be 

completely erased from the storage device leaving no trail. The most common storage devices are 

hard drives and solid state drives which are susceptible to multiple data recovery methods. When 

data is deleted from a drive it is typically not purged, only the address of the data is removed 

marking the areas as to not be in use [20]. This allows the data to be recovered in many cases. To 

further increase security the data can specifically be overwritten to stop this kind of data recovery. 

Even then drives are susceptible to data remanence, meaning traces of the magnetic charge can be 

measured and the data restored [18] [19]. In the case of the OTS the data was still accessible to the 

system (the drive address tables are intact) while hidden from the users of the system. The data is 

still in the OTS’s possession but requires the system’s code to be modified if the data is to be 

accessed. 

The question is where to draw the line and consider data to be deleted. The approach which would 

pose the least amount of complication for companies is probably to define it as the point when data 

can no longer be accessed via any of the systems interfaces. This would allow companies to for 

instance, disconnect a hard drive with personal data and consider it deleted. The reason this might 

still work is that they would require the subjects consent before they could reintroduce the data to 

their system. Ultimately, the GDPR does not give a clear answer on this question and there is no 

answer to find until the matter has been tested in court. Depending on the results of such a case, 

the IT-industry could be affected in a major way. The GDRP encourages the establishment of 

codes of conduct in regards to how companies should act in different scenarios. A widely accepted 

code of conduct in regards to data removal is needed.     
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Will companies avoid privacy design with contracts? 

There are some aspects of the GDPR which can be nullified with user agreements and contracts. 

A notable example is the shifting of responsibility which will seemingly be an important point for 

cloud storage providers. The right to be forgotten has no mention of special cases when the subject 

has entered a contract, this means that if nothing else, companies will have to index all personal 

data they collect in order to properly delete it at the data subjects request. Presumably there will 

be some cases where certain areas are commonly avoided with user agreements but it will not stop 

companies from requiring a basic privacy strategy in their system and keep track of all personal 

data processing.  

Can a self-assessment method replace proper understanding of PbD? 

Using Karin Bernsmed’s self-assessment method proved very effective for the two systems tried 

during this thesis, generating the same results as a more traditional approach and helping to point 

out important requirements from the GDPR. It also has the advantage of requiring less expertise 

within PbD and the GDPR in order to be utilized effectively. The claims it would diminish the 

quality of system design and result in poorly implemented PbD [24] are not supported by the 

analysis performed during this thesis. The method in its current sate can however not replace an 

understanding of PbD fully as it calls for PIAs to be performed, which requires a basic 

understanding PbD in order to be done correctly. What the method accomplishes is to work as a 

tool for individuals not familiar with the additional requirements set by the GDPR that still have 

an understanding of the concepts and policies of PbD.    
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7 CONCLUSIONS 

Following is a short answer to the overarching question of the thesis. What changes should be 

made to computer system design on account of the GDPR? What consequences can be expected 

within the industry, companies and for the data subjects? What is still unresolved? What can be 

said of the privacy protection tools available? 

7.1 Conclusion 

The GDPR itself does not introduce many new design requirements, most of the principles were 

already present in Directive 95/46/EC. The changes that has been made consists mostly of 

additional requirements with the intention to give data subjects greater control of their data. The 

PbD aspect has not changed, the only new right given to data subject is that of data portability 

and the new obligations aim more towards organizational structure than system design. Given this, 

the more serious companies who have designed their systems based on the law will only require 

small adjustments. Groups either unaware or unconcerned will find it harder to adapt but any 

system with a legitimate and lawful purpose and an architecture which allows the tracking of data 

flow should be able to adapt their system. The GDPR has no unreasonable or even unconventional 

requirements, the question whether companies will comply or not does not rely on knowledge or 

the competence of developers. It will most likely be the cost evaluation made between updating a 

system and the risk estimations of getting caught mishandling personal data which ultimately 

decides what companies decides to do. The fines set by the GDPR are high but the risk of 

repercussions have historically been low. If enforcement of data protection laws goes unchanged 

the risk of system examination is proportional to the amount of reports made by the user base, 

encouraging companies to simply act compliant while changing little within the systems. 

The matter is not helped by the fact that designing per the PbD policies is not simple and requires 

great knowledge of the concept in all stages of development. It is not a skill widely taught meaning 

the companies will be the ones responsible to educating its personnel on the matter. The PbD 

aspects are also proven insufficient when adapting to the GDPR. In order to fully satisfy all 

requirements PIAs will have to be performed regularly during development to find system 

requirements based on law, security and privacy protection. If these PIAs are to be effective, 

members from all stages of development must be involved and well versed in the process, 

regulations and the workings of the industry. 

Given the complexity of evaluating and designing computer systems in terms of PbD and legal 

regulations it would be in the EUs best interest to make the process as simple as possible 

considering every computer system is expected to follow these regulations. The self-assessment 

method constructed by Karin Bernsmed proved very effective when tested during this thesis. 

Having the EU or the supervisory authorities design a similar process which standardized both the 

PbD evaluation and PIA processes could prove very helpful in increasing the quality of privacy 

protection in computer systems as the practices vary heavily in execution quality and method 

currently. 
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With the heightened awareness and increased interest concerning privacy in recent years, on 

account of the actions by Edward Snowden6 and organizations like Wikileaks7. The GDPR could, 

with the help of the media increase the general public’s attention to how their data is processed 

and in turn make it a larger concern for the IT industry. However, unless the EU or other influential 

industry member assist with proper means to reach these design goals in a simplified manner, the 

chances for wide spread adoption are seemingly not increased.   

7.2 Future Work 

Similarly to how the EU made studies on the effectiveness of Directive 95/46/EC, it is expected 

comparable reviews of the GDPR and its implementation will be made. At this point the issue of 

standardizing PbD analysis and PIA can be brought up again and the question if more work is 

required within this field can be assessed again. Other questions which ought to receive attention 

in such a scenario are:  

Have the GDPR seen tangible improvements in system design and policies among companies?  

Have allegations of poor personal data processing policies resulted in appropriate legal action?  

Has the “Codes of Conduct” encouraged by the GDPR been established, and have they proved 

useful in ambiguous scenarios such as cloud storage responsibility and data erasure policies? 

 

  

 

  

                                                 

 

 
6 https://en.wikipedia.org/wiki/Edward_Snowden  
7 https://wikileaks.org/  

https://wikileaks.org/
https://en.wikipedia.org/wiki/Edward_Snowden
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APPENDIX A 
Karin Bernsmed’s “SELF-ASSESSMENT METHOD FOR PBD”[23] 
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APPENDIX B 
An overview of the privacy impact assessment (PIA) process as suggested by the Information 

Commissioner’s Office, and independent body set up to uphold information rights in the UK 

(including the Data Protection Act) [27]. 




