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Abstract 

The 2014 cyber attack on Sony Pictures Entertainment is an example of a disruptive event where a 

nation state utilized cyber tools in order to coerce a target into changing their course of action. 

Cyber attacks, something that might be perceived as a looming futuristic threat, became reality for 

Sony and its employees under the course of a few months in late 2014. The coercer’s attempt to 

change the behavior of the company eventually failed and North Korea who was attributed as 

coercer was imposed with new sanctions. This paper takes on the task of evaluating the Sony case 

against both the traditional theory of coercion and specific factors of cyber coercion in order to 

determine how the failure can be explained. The findings implicate that the failure can be explained 

by the traditional theory but needs to be complemented with the specifics of cyber coercion due to 

the difficulties in assessing the credibility of cyber attacks. Further studies are advised in the area of 

cyber coercion and a comparative approach would do particularly well in assessing causal 

explanations in a more comprehensive way. 
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1. Introduction 

 ”Right now, it’s sort of the Wild West. And part of the problem is, you’ve got weak states that 
can engage in these kinds of attacks, that’s part of what makes this issue of cyber security so 
urgent.” 
       - Barack Obama addressing the North Korean attack   
         on Sony Pictures Entertainment, December 2014.  

As of the last two decades cyber space has become the fifth dimension which social, political and 

economical connections operate through. Cyber space has become an arena for faster and broader 

communication, a sphere for economy all at the same time intertwined with individuals’ social life. 

Individuals, companies and governments are all online and while cyber space is in many ways the 

very essence of this new technological era, the very same actors are using cyber space as a domain 

for advancing interests through malicious activity (Reveron, 2012).  

In 1993 John Arquilla and David Ronfeldt made a prediction that cyberwar in the twenty-first 

century would be equivalent to Nazi Germany’s blitzkrieg operations. They forecasted that the 

future warfare would act within or through cyber space to attack individuals and systems with the 

purpose of degrading, neutralizing or destroying the enemies military capability. Up until this day 

there has not yet been a cyberwar that realizes this prophecy. Cyber attacks have rather been used as 

an accompanied tool of traditional warfare (Reveron, 2012). 

However, some scholars, for an example Myriam Dunn Cavelty, suggest that the level of cyber-risk 

is overestimated due to the relatively few cases of severe cyber attacks in the history of computer 

networks. The fact that we have not yet observed aggressive cyber activities on a global scale or 

incidents with potential to disrupt entire nations, is in many ways disregarded by the research 

community and policy makers alike. In spite of this, the fear of cyber attacks remain and very much 

due to the military-discourse surrounding cyber-discourse. A large part of the cyber-discourse 

remains in terms of ’cyber-doom’ scenarios provoking fear. Due to the potential damage a large 

scale attack could cause, this naturally triggers fear and this has important political effects (Dunn 

Cavelty, 2016). Even though an outright cyberwar has not taken place, cyber attacks have been seen 

in the international arena causing substantial damage and provoking fear and concern about cyber 

security. As cyber attacks become more prevalent we are also seeing more cases were cyber attacks 

are working as means for coercive measures. 
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1.1  Brief background on cyber attacks: how cyber space became a security issue  

In the beginning of the 1980s the World Wide Web was developed as a new tool of communication. 

At that time the internet was a small business where security was not even a consideration. 10 years 

later the first piece of malware called ’The Morris worm’ was released (Nato Review, 2016) and 

soon more incidents followed that highlighted the security revolving cyber space. In the mid 90s the 

Pentagon and the Department of Defense in the US got hacked, in the previous case the instigators 

were two teenagers wanting to test their capabilities of hacking but in the latter case the Soviet 

Union was attributed as responsible for the intrusion (Winterfeld and Andress, 2012).  

The escalation of attacks followed an exponential development and in the early 2000s attacks 

became more prevalent and China released a series of attacks on the US military and government 

departments under the code name ’Titan Rain’ (Norton, 2007). In 2007 hackers suspected to be 

linked to the Russian government released a series of Denial-of-Service attacks on Estonia where 

several websites crashed. This event sparked an international enlightenment in regards of cyber 

activities and the national security linked to cyber space. Estonia called upon NATO for assistance 

and protection which set in motion the military aspect of defense against cyber attacks (Winterfeld 

and Andress, 2012). The major event that followed was the cyber attacks on Georgia in 2008 which 

happened in the context of the military conflict with Russia. Described as a hybrid-from of warfare 

the event in 2008 produced insecurity regarding future war strategies (ibid.). 

The most prominent cyber attack so far, and the one that got the most media attention, remains to be 

claimed by the Stuxnet attack on the Iranian nuclear facility Natanz (Farwell and Rohozinski, 

2011). As light was shed on the cyber attack on Iran it proved to be one of the most severe attacks 

up until today and in the aftermath of the attack the discussion of cyber security somewhat turned 

into words like ’cyber-terror’ and ’cyber-war’ (ibid.). 

In addition to the attacks we have seen on governments and adjacent official institutions, the private 

companies and commercial sector have also experienced cyber threats and ill willed actions. In 

2011 Google Inc was exposed to major hacking and perpetrators of the attacks were traced back to 

China. This event coincided with several attacks against US cooperations most of them attributed to 

Chinese hackers (Lobel, 2012). 
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In late 2014 Sony Pictures Entertainment was the target of a large cyber attack. The computers and 

network-servers of the company were infiltrated with a malicious data code, typically known as 

data virus, which exploited millions of data files later released online. The attackers, who were 

eventually identified as a group sponsored by the North Korean regime, did not stop at this but 

proceeded in making outright threats of harming employees and their families as well as threatening 

to commit terror attacks in the US. This was all part of a coercive campaign to stop the release of 

the movie The Interview, a satirical film picturing a fictional assassination of North Korean leader 

Kim Jong-un (Whyte, 2016).  

It is in many ways an unprecedented event of cyber aggression as we shall see in the remaining 

parts of this paper. This is one of the most obvious cases of attempted coercion, using threats of 

suffering to achieve a certain change in behavior of one’s target, conducted through cyber space 

where North Korea tried to alter the behavior of a sub-national actor (Whyte, 2016). The attack has 

been described as the most severe attack on a company in the United States (Grover et al., 2014). 

Even though the coercive action eventually failed it had some success in the short term. Intervening 

factors that will later be established ultimately led to the failure. As mentioned above, this cyber 

attack on Sony was one of the most severe attacks on a US cooperation, so why did this attack fail? 

Are the conceptual tools of international relations able to explain the failure?  

!6



2.  Research goals  

The literature on cyber attacks has mostly been focusing on how cyber attacks affect national 

security and the aim of previous studies have been emphasized to traditional warfare objectives 

where cyber attacks are treated as a new tool of war. Most of the research has asked questions of 

how cyber attacks will behave in the future and how they will influence global security. This is by 

all means an interesting question in its own right and useful in understanding what trajectories we 

might see develop in the future. It is however equally interesting to evaluate events that have 

already taken place to see whether or not they can be seen as coercive measures. In other words, 

research needs to be conducted in the area of evaluation, to see when a cyber attack can be regarded 

as coercive diplomacy and not and what factors that the literature brings about to explain the failure 

or success of these actions.  

The perception of threat and the understanding of coercive measures is an important subject to 

study within International Relations. As cyber coercion develops and become more frequent it is of 

outer most importance to have a clear framework of the issue not the least for governments and 

policy makers in their strategies for retaliation. Bringing clarity to the subject of cyber coercion and 

the cyber security issue at large is also important for the academical community and the future 

studies of international relations. 

2.1 Aim and purpose  

We know that coercive diplomacy can utilize economical instruments like sanctions and trade 

embargoes but also limited warfare. Coercion works by compellence, to gradually inflict suffering 

in order to change the behavior of the opponent or deterrence, to use threats of future repercussions 

as warnings if the opponent embarks on an undesired path (Byman and Waxman, 2002). The main 

purpose of this study is to shed light on the relatively unstudied area of cyber attacks as an 

instrumental tool of coercive diplomacy. This study seeks to decipher the use of digital instruments 

as a way to compel a certain outcome in the behavior of foreign actors. Looking beyond the 

technical factors of breaching computer systems and hacking, this paper looks at the effects of 

politically motivated cyber attacks as instruments of coercion.  
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Drawing from the conceptual level of coercive diplomacy the paper asks the fundamental question 

of when does coercion through cyber instruments work and when does it fail? By applying the 

theory of coercive diplomacy on a certain case of cyber attack, the paper aims at determining what 

kind of conceptual factors that can be operationalized as explanatory factors of success and failure. 

In this way the empirical observations answers the question of why this particular case failed and 

how the failure can be explained.  

In order to answer the overall question of how the ultimate failure of the cyber attack on Sony can 

be explained, this paper focuses on two empirical questions. First, given that cyber attacks can be 

used as an instrument of coercive diplomacy; To what extent did the North Korean cyber attack on 

Sony Pictures work as effective coercive diplomacy? And secondly; What factors can explain the 

failure of coercion due to the fact that cyber attacks were utilized as a tool of coercive diplomacy?  

It is interesting to see what happens when the activities of states are operating in the domain of 

cyber space. The feeling of cyber space being something out of grasp can certainly have impacts on 

how we perceive threats in this somewhat diffuse dimension. This perception of cyber space could 

have implications when assessing the ’realness’ of cyber attacks. The diffuseness of cyber activities 

can inflict obstacles in perception of its nature. 

This paper emphasizes the theoretical hypothesis that the failure of the Sony attack depended on the 

fact that cyber space was the operational domain, rather than other explanatory factors expressed in 

the theory of traditional coercion. The hypothesis is that the perception of cyber attacks as 

something uncertain is the decisive factor in explaining the failure due to the threats not being 

credible enough when expressed through cyber attacks.  

2.2 Outline of the paper 
 

Following the introduction on the subject of this study, the paper focuses on the concept of 

traditional theory of coercion and the factors that show how cyber attacks can be applicable to 

coercive diplomacy. This part is followed by a presentation of the more recent literature on cyber 

coercion. The paper establishes a broad theoretical concept from what have previously been written 

on the subject of coercive diplomacy to be able to evaluate to what extent the case of cyber attacks 
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on Sony Pictures can be regarded as a coercive action. The important factors to bring forward is 

what objectives we can see regarding cyber coercion and how this is looked upon in regards of 

success or failure. Through descriptive research methodology the study focuses on analyzing the 

cyber attack on Sony Pictures by using a classification tool through which the case is compared to 

certain criteria of an ideal type of coercive diplomacy. Thereby being evaluated and from there 

conclusions can be drawn.  
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3. Theory of coercive diplomacy  

3.1 The concept of coercive diplomacy  

Coercive diplomacy originated as a part of International Relations theory during the Cold War. The 

concept of coercion developed in the structures of the bilateral power structure that emerged and 

where nuclear deterrence and assured mutual destruction prevented states from engaging in full 

scale war, hence seeking alternative measures to compel the enemy (Byman and Waxman, 2002). 

Coercive diplomacy remains an important part of IR theory in the post-Cold War era as well and as 

the structures of the international arena changes, much of the concept still remains valid when 

evaluating the behavior of states today.  

The theory of coercive diplomacy was first developed by Thomas Schelling in 1967. In his book 

Arms and Influence he challenges the traditional notion that a military’s power of success lies in its 

size and capabilities to win a conflict by being greater than the opponent. The greater military will 

weaken the opponent and force him to comply with the demands made. A great military would also 

work as a deterrent for any invaders, simply having a strong military force would lead to certain 

outcomes in compelling the adversary to refrain from attacking (Schelling, 2008;1967).  

Schelling (2008;1967) argues that a state’s military power can be used in a different way. While the 

cost of military action will always be suffering, harm and pain, states will try to avoid these costs 

upon their population. Drawing from the fear of suffering itself can be useful in both avoiding brute 

force and to influence your opponent. Schelling argues that the effective way of compelling your 

enemy is the threat of more suffering. As brute force will try to destroy or weakening the opponent’s 

military might, the threat of causing suffering will influence the motives of the enemy and thereby 

changing the opponents course before defeating the enemy with force (Schelling, 2008;1967).  

Coercive diplomacy is usually defined as ”The use of threats and limited force to influence the 

adversary to stop or undo something it has already embarked upon” (George, 2004, p. 71). The end 

goal of coercion is to show the target that its current position is unsustainable and to apply 

concessions if the position is not changed (Flemming and Rowe, 2015).  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3.2 Effective coercive diplomacy  

 

Alexander L. George builds on Schelling’s concept of coercive diplomacy in the book Forceful 

Persuasion. He describes the general idea of coercive diplomacy as backing one’s demand on an 

adversary with threats of repercussions or punishment for noncompliance. These threats should be 

considered credible enough to persuade the opponent to comply with what is demanded (George, 

1991). Coercive diplomacy through compellence should be differentiated from deterrence, a 

defense strategy that seeks to prevent future hostile actions. Compellence on the other hand is a 

response to already undertaken actions by the opponent (George, 1991). Coercive diplomacy offers 

an alternative to military actions and force by using persuasion in order to compel the opponent into 

changing his course. Rather than using military force to undermine the adversary, it emphasizes use 

of threats of punishment if the demands are not met (George, 1991).  

George finds that coercive diplomacy is context-dependent and the strategies applied differ in 

accordance to these contextual variables. He also addresses the conditions which favor coercive 

diplomacy and points out that no single condition can be said to be sufficient in explaining success 

but he lists seven conditions that works as an ideal type of effective and successful coercive 

diplomacy. If an action of coercion would follow these criteria perfectly the result would be perfect 

coercion. The adversary would comply with the demands and the coercion would be considered 

successful. In our understanding of when coercion succeeds or fails George’s ideal type will serve 

as an approximation of the reality. What follows next is a clarification of the seven criteria:  

Clarity of the objective:  

Clarity of and consistency in what is asked for of the adversary is relevant in terms of successful 

coercive diplomacy. Clarity of objectives and consistency in demands makes for clearer perceptions 

of what is at stake and how to avoid being punished. This is essential in order for the target to 

understand the objectives and being able to respond in an accurate way (George, 1991). 

Strength of motivation:  

A sufficient strength of motivation should be perceived by the target in order for the threat of the 

coercive state to be persuasive enough. In other words, for the threat made by a coercer to be 

credible, the coercer needs to be truly motivated by what is at stake (George, 1991). 
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Asymmetry of motivation:  

Motivation of the coercer is necessary but needs to be complemented by other factors. Relative 

motivation plays an important role in effective coercive diplomacy. Motivation has to be evaluated 

against, on one hand the interests and values at stake and on the other hand the costs and risks one is 

prepared to accept in order to maintain these interests and values intact. The success of coercive 

diplomacy rely much on the coercer being more highly motivated by what is at stake than the 

opponent. When it comes to success of coercive diplomacy it is critical that the coercing power is 

more motivated to achieve its objective than the opponent is motivated to simply ignore the 

demands. It all comes down to a balance of risks and costs versus interests and values by both sides. 

George argues that the absence of asymmetry of motivation is important in explaining the failure of 

coercive diplomacy (George, 1991).  

Sense of urgency:  

It is important for the coercer to communicate a sense of urgency and making the opponent perceive 

this condition (George, 1991). By setting some sort of deadline for the opponent to comply with the 

demands by the coercive power it is more likely that the adversary perceives that there is a line, in 

this case a timeline, that if crossed repercussions will take place.  

Adequate international support:  

Coercive strategy’s dependency on support internationally varies from case to case. Some contexts 

may require international support in order for the threats to be perceived as credible (George, 1991). 

Lack of support for the actions of a coercer lowers the credibility and the threats might be seen just 

as empty words.  

Opponent’s fear of unacceptable escalation:  

The importance of anticipation of what the opponent deems as acceptable and unacceptable 

escalation is crucial in coercive diplomacy. A threat based on miscalculated anticipation might not 

work if the opponent is willing to accept the outcome of the threats made by the coercer. When 

threats of suffering are made by the coercer he must consider to what extent the opponent will avoid 

complying with the demands and focus on threats causing fear of unacceptable escalation by the 

adversary (George, 1991). 
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Clarity concerning the precise terms of settlement of the crisis:  

The first condition stipulated by George (clarity of the objective) is not sufficient, clarity concerning 

the outcome needs to be added. In some cases specific terms of the settlement needs to be 

formulated. In order for the adversary to comply with the demands it might need assurance that 

giving in to the demands is sufficient and may also need clear terms in order to avoid further 

concessions by the coercer (George, 1991).  

George concludes by stating that the conditions that are particularly significant for the success of 

coercive diplomacy has to do with the opponent’s perception. Namely if the asymmetry of 

motivation favors the coercer; there is a sense of urgency surrounding the issue at stake; and that the 

threat of punishment is perceived being at such level that the escalation of the conflict would be 

unacceptable and therefore the opponent would overcome its reluctance to comply. Considering the 

psychological factor of rational perception which surrounds all seven criteria, effective coercion is 

determined with a great deal of uncertainty and there is no high-confidence strategy to be applied. 

As coercive diplomacy is very context-dependent strategies of coercion must take all criteria in to 

consideration.  

3.3 Cyber attacks as an instrument for coercive diplomacy  

George and Schelling are both focusing on the conditions of the context which favors effective 

coercion, this is important in our understanding of the traditional concept, but it is also important to 

discuss what instruments that provide efficient outcomes in terms of coercion. Political scientists 

Daniel Byman and Matthew Waxman (2002) contributes to this understanding in their book The 

dynamics of Coercion. They address the mechanisms and dynamic processes of coercion and they 

point out how the coercion process uses different instruments to provoke suffering. In their book 

they focus on several coercive instruments such as: air strikes, invasions, nuclear retaliation and 

economical sanctions. Coercive diplomacy can facilitate a number of different tools and strategies 

and as this paper will show one of them can be cyber attacks.  

 

 Byman and Waxman (2002) do not mention cyber attacks explicitly as a coercive instrument, this 

might depend on the fact that the use of cyber attacks as a tool of coercion is a rather new strategy, 

naturally due to cyber space being a recent phenomenon. The authors do however dedicate their last 
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chapter for an evaluation of future challenges of coercion where they mention technological 

advancement as a growing force that may inflict modern coercion. As this part will address, the 

concept of coercion brought forward by Byman and Waxman (2002) is equally applicable to cyber 

attacks as an instrument of coercion when it comes to evaluating how threats work in coercive 

purpose. The literature presented here serves to demonstrate that the concept of coercion can be 

applied to cyber attacks. When answering the question of how success and failure of cyber coercion 

can be explained we first need to understand the strategies of coercion and the applicability of cyber 

attacks. Byman and Waxman (2002) bring forward four typical strategies or outcomes of coercion 

in order to affect decision making in a way that the coercer desires. These are used by Daniel 

Flemming and Neil Rowe (2015) in their academical paper presented at the International 

Conference on Cyber Warfare and Security, to show the applicability of cyber attacks to traditional 

coercion. If these strategies of traditional coercion can be applied to cyber attacks, coercion as 

concept should be applicable to cyber attacks.  

 

The first strategy is ’power base erosion’, which means to target a regime’s relationship with its key 

supporters and political groups in an attempt to undercut the leaderships support. This can be 

achieved by cyber coercion because cyber space provides routes for interacting with world leaders 

and by infiltrating emails etcetera important groups can be targeted and influenced by cyber 

operations (Flemming and Rowe, 2015).The second strategy is ’decapitation by threatening the 

leadership’s personal security’. Decapitation refers to the strategy to undermine the leaders and 

threatening to harm the leadership by isolating them from the country. This can be done through 

cyber attacks that are disrupting communication between the leaders and their vital command 

chains, hence making them vulnerable. The third strategy is to ’weaken the country as a whole’  

and is done by targeting the social and economical sphere. Cyber coercion and threats of destructing 

critical infrastructure and communications can cause debilitation of the whole country. The fourth 

and last strategy brought forward by Flemming and Rowe (2015) is ’denial of important military 

and political capabilities’. This focuses on convincing the adversary that it cannot succeed. The 

opportunities for cyber coercion to accomplish this are many, Flemming and Rowe (2015) names a 

few; Cyber attacks used to affect the military production, disable air defense, reroute suppliers and 

disrupting military communications.  

Even if none of the four strategies mentioned above were used in the Sony case, Flemming and 

Rowe (2015) demonstrates the applicability of cyber attacks and we have now established its 
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potential use. This is important in our continued analysis of the effectiveness of cyber coercion and 

to ultimately see how the failure of the Sony attack can be explained.  

3.4 The use of cyber coercion 

The use of cyber space as the operational domain for coercion has been an interesting topic for 

scholars and policy makers alike. The appeal of cyber coercion, using computers and networks in 

order to compel a certain outcome in terms of political measures of the adversary, lies in the cost-

effectiveness that cyber tools offer. In comparison to kinetic attacks the equivalent measures using 

cyber space are both cheaper and brings more possibilities (Clark and Knake 2010). The 

possibilities of a cyber attack can range from attacking economical to military infrastructure and 

from taking down important websites to causing damage comparable in damage to that of an 

airstrike. Cyber coercion also has a self-value, it can be self-attributing and reversible, features 

otherwise hard to accomplish (Flemming and Rowe, 2015). Cyber coercion can be described as a 

way to achieve offense in depth by offering a wide range of tactics for coercive strategy (ibid.).  

 

Flemming and Rowe (2015) argues that compellence is easier than deterrence when it comes to 

cyber coercion due to the demonstration of power that compliance achieves rather than deterrence, a 

threat of action against future unwanted behavior. This is because cyber actions require a certain 

secrecy to work. It becomes hard for any nation to deter by threatening to use cyber capabilities 

without giving away the technical details, this would give the opponent the information required to 

fix the flaws of the computer system threatened to become subject of a future attack. Fleming and 

Rowe points out that cyber operations are unpredictable and much of the effectiveness lies in the 

perceived probability of sufficient damage of an attack. 

Cyber coercion can besides mere threats of action involve actual force against a target. Threats 

however may suffice since a threat of cyber action can make the adversary doubt their ability to 

respond. If an adversary perceives the capabilities of the coercer and the threat made being 

vulnerable for its performance in retaliation he might refrain from engaging in further aggressive 

actions. Every network has a level of risk attached to it and during a time of political conflict an 

even higher risk. If one begins to doubt the information on the computers or the capabilities of the 

military system, cyber threats could play a crucial role in making the adversary unwilling to stay on 

the path embarked upon, hence complying with the demands (Flemming and Rowe, 2015). 
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3.5 Factors affecting the success or failure of cyber coercion  

Most coercion rely on a cost-benefit model when it comes to explaining the success or failure of the 

action. The predicted outcome is weighted against expected comparisons of costs and benefits. 

When the benefits that the target would loose by further concessions and when the probability of 

attaining these benefits by resisting from complying are surpassed by the costs of continued 

resistance, the target amends to the demands (Pape, 1996). Hence coercion should work when the 

anticipated inflicts of costs by suffering exceeds the perception of gains by defying. As coercion is 

about changing the course of decision making, the costs and benefits are not objectively real but 

depend rather on the adversary’s perception of costs and benefits and the probability of their 

occurrence (Byman and Waxman, 2002).  

In addition to the traditional concept of George’s seven criteria we need further assess the specifics 

of cyber attacks as an instrument. Together, these two clusters of factors will be evaluated when 

explaining effective cyber coercion. Flemming and Rowe (2015) present three factors that explain 

the problems of cyber coercion which might affect the desired outcome negatively.  

 

Reusability: Cyber methods quickly become obsolete and once a cyber method has been used it will 

loose its effectiveness because the systems under attack will have to be updated and 

countermeasures will come in place.  

Uncertainty: Cyber coercion operates in a very complex technological sphere and a cyber attack 

might not go according to plan if the vulnerabilities of a system that an attack seeks to exploit have 

already been fixed at the time of the attack. Cyber attacks are dependent on information and 

information can very well be misunderstood. Furthermore, cyber attacks are linked to an uncertainty 

regarding the effects of the actions. Malware and computer virus can be used without the target 

noticing or understanding the level of damage before it is too late. An other argument for the 

uncertainty of cyber coercion is that world leaders might not fully understand the ’world’ of cyber 

space due to the unpredictable nature of the matter, in this sense there is a problem of anticipation of 

what cyber attacks can accomplish. 

!16



Attribution: The key problem of cyber coercion is attribution. It can prove difficult to decide where 

the attack originated and what actor/state is responsible for the attack. If the target of an attack does 

not know with certainty who is attacking them it might make coercive demands less credible. 

Developments in technologies seem to improve potential coercion as a political tool for states but 

some characteristics of these developments might instead lower the credibility of threats or other 

elements of coercion. The problem of attribution together with the difficulties in keeping a sustained 

level of pressure against an adversary are both contributing to making coercion difficult to uphold 

in cyber space (Whyte, 2016).  

We have now established the applicability of cyber attacks on coercion and shown ten criteria that 

help explaining the outcome of coercion. The first seven criteria mentioned by George represent the 

traditional concept of coercive diplomacy and the remaining three are found in the specific literature 

addressing cyber coercion. The traditional explanatory factors together with the three factors that 

affects the success of cyber attacks will be used as an ideal type in analyzing and explaining the 

outcome of the North Korean coercion where cyber instruments are utilized. This is summed up in 

the table below.  
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Table 1.1

Traditional factors determining success or failure of coercion

Clarity of objective

Strength of motivation

Asymmetry of motivation

Sense of urgency 

Adequate international support

Opponents fear of unacceptable escalation

Clarity concering precise terms of settlement of the crisis 

Specific factors affecting outcome of cyber coercion

Reusability

Uncertainty

Attribution



Cyber coercion, the use of digital instruments to compel a certain outcome in foreign behavior, has 

yet to be studied in detail (Whyte, 2016) However, cyber coercion remains a topic of great interests 

and it surely needs to be continually studied and put to empirical evaluation. As the literature 

contributes to our understanding of its use as a political tool, the implications of cyber attacks as 

coercive instruments needs further empirical evaluation and more descriptive research is needed to 

establish the theoretical ground.The literature has thus far mostly focused on the theoretical concept 

of cyber coercion and implications of future large scale attacks. There is a shortcoming in the 

literature regarding evaluation of the cyber attacks that have taken place and to what extent these 

attacks has worked as coercive diplomacy. The contribution of this study will be a bridging of this 

gap as well as further evaluating if the concept of coercion in its current form is sufficient when it 

comes to cyber attacks as tools of coercion. This paper has yet to determine how the older tradition 

of coercive theory communicates with the specifics of cyber coercion. By combining the two 

clusters of factors we shall see if, and how, it is possible to combine these two.  
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4. Methodology  

This study utilized a descriptive analysis of qualitative character. When assessing cyber attacks as a 

tool of coercive diplomacy the study has drawn its findings from the conceptual level of coercive 

diplomacy, from this approach an evaluation of the attack on Sony has been made using a certain 

analysis frame. When conducting this analysis a classification schedule was constructed following 

the concept of an ideal type of successful coercion. This is a deductive approach of explaining the 

Sony attack as the explanation was derived from the theoretical hypothesis of why coercive 

diplomacy fails (Little, 1991).  

The paper followed a theory-oriented approach with the aim of in-depth knowledge to provide a 

basis for generalization that is temporarily limited to the selected case. Its relevance for a broader 

generalization needs to be tested through further case studies applying the same conceptual tools 

and methodology. Theorization was provided through an ideal type which represents an abstract 

model of the reality with an internal logic which the case can be measured against (Weber, 1949 see 

della Porta 2008). An ideal type provides constructive means of expressing a description of the 

reality and it allows for singling out explanatory features and a facilitation of the empirical reality 

(ibid.). This premise of explicit reasoning makes for a replicable case study. However the 

complexity of the case might have a negative effect on the reliability of the study. With this in mind 

the study tried to avoid any subjective interpretations and relied on objective criteria for evaluation.  

4.1 Argumentation for the choice of method 

This paper is based on an interpretive case study which uses the theoretical framework of coercive 

diplomacy to provide an explanation of the particular case of the Sony cyber attack. This method 

was specifically applied to the study in order to shed light on a phenomenon that needs 

interpretation in order to provide understanding for cyber attacks being a tool of coercion. An ideal 

type design is well suited as this paper is not looking at causal relationships but rather seeking an 

understanding of how the explanatory principles of the theory fit together. This evaluation of the 

case aims at refining the theory of coercive diplomacy as well as generate a new hypothesis of 

explaining how cyber attacks behave in the light of coercion theory. 
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Another methodological approach of this study would have been to use interviews. From such an 

approach the gain would have been to be able to say something about perception of the failed 

attack. It would also have given the study insight in the internal discussions of how to proceed 

during the coercive process. However, the chance a bachelor thesis author has of interviewing the 

president of the United States or the leader of North Korea are of course diminishing, or practically 

impossible.  

4.2 Selection and limitations of the case 

The choice made to limit the paper to a one-case-study is motivated through the purpose of in-depth 

knowledge. Instead of conducting a comparative approach seeking a causal-analytical result the 

selection of only one case provides a basis for applying the theory at hand. The specific selection of 

the Sony attack is also made due to the intrinsic value of interpretation of this one case. The case of 

cyber attacks against Sony attributed to North Korea is one of very few examples were a nation 

state have used cyber space for explicitly coercive purposes (Haggard and Lindsay, 2015). This case 

was specifically chosen as the object of study due to it being of political character which makes it 

compatible with the concept of coercive diplomacy. 

Limitations were made in order to conduct a concise analysis. The discussion of whether or not 

cyber attacks are to be considered an act of war and the legal question following that discussion 

have been left out. Furthermore the cyber attack on Sony did not follow the usual pattern of cyber 

criminality, stopping at just hacking in to the system or attempting illicit actions against a business, 

nor did the attack target banking and credit card details for economical gain (Sullivan, 2016). This 

attack was politically motivated, the coercer tried to alter the behavior of the target and furthermore 

it originated from an ideologic point of view, which makes it interesting as a study object when 

assessing politically motivated coercion.  

4.3 Material and critique of sources  

Cyber security and cyber attacks are relatively new areas of research and as a result of this there are 

limitations, both in terms of cases and of previous research. This affects the limitations in available 

research material. The sources used in this study mainly comes from academical journals and 

research material in forms of academic papers and books. The use of miscellaneous sources, like 

news papers, is limited but is still used to some extent. The media coverage on the Sony case is well 
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reported and when presenting the empirical discussion these sources contributes with the facts 

regarding the sequence of event which the analysis is dependent on. In order to construct a picture 

of how the cyber attack on Sony played out, these news sources together with the academical 

research on the subject provides for a diverse and broad frame for the analysis to be built on. The 

news sources used in this paper comes from: The Guardian, Reuters, Wired, Counterpunch and 

Deadline. The risk attached to the use of non-academical sources is the tendency of the media to 

exaggerate the severity of events, however all facts derived from these sources are controlled 

against academical sources and official statements on the case.  

One should note that all material used in this paper are exclusively drawn from sources outside of 

North Korea. As North Korea is one of the most closed states in the world, information gathering is 

difficult. In addition the language barrier contributes to the difficulties in using sources from the 

North Korean perspective. Hence this paper do not use any official statements made within North 

Korea, the paper do however use official statements directed towards the UN and the US from 

North Korean officials.  

Something to take into consideration when dealing with the material of this study is the secrecy 

surrounding the matter of cyber attacks and attacks in general. The fact that Sony Pictures is a 

private company have implications on what sources are available. Firstly because information is 

protected by company secrecy laws but mostly because the company will probably have high 

incentives to keep the exact information on the cyber attacks to themselves in order to not display 

their vulnerabilities. This is mostly limited to the technical details of the cyber breaches and did not 

interfere with the aim of this paper. When looking at this case as observers we can only take part of 

the output and as we might miss the internal conversations and evaluations regarding whether or not 

to comply with the attackers demands, we know what the results were and we know enough about 

the case to draw conclusions from the literature available.  
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4.4 Operationalization  

 The theoretical concept of why cyber coercion failed follows the ideal type of effective coercion 

mentioned previously. In order to make the theoretical concept measurable an operationalization 

needs to be made. The operational procedure this analysis follows have been to study the case of the 

Sony attack in order to see how well it corresponds to the criteria of the ideal type. The features of  

the ideal type of successful coercion have systematically been measured against the case. In order to 

determine why the cyber attack on Sony failed the following factors have been scrutinized; 

reusability, uncertainty and attribution. By taking these factors into consideration the paper have 

determined to what extent the failure of the coercion depended on it being instrumentalized as a 

cyber attack. Most of these criteria are rather self explanatory, like: Clarity of objective, did the 

perpetrator communicate what they demanded? And sense of urgency, was there a time limit? Other 

needs some further explanation.  

As a first step a clarification of the concept of failure needs to be made. Failure of coercion is in this 

case understood as the failure of the coercer to alter the behavior of the target ultimately. Failure 

here is measured as the final outcome of the coercive action, concessions made along the way are 

not considered neither failure nor success. Failure of coercion is final and equals the decision made 

by Sony and the US to eventually release the film despite threats of suffering if they did. 

Adequate international support depends on how the international community responded and if the 

coercing power had support internationally. This is determined by looking at how the UN responded 

to the North Korean claims. When assessing the fear of unacceptable escalation we will have to see 

how the threat was perceived by Sony and the US alike, though this is somewhat difficult since we 

cannot measure the level of perception in an accurate way. Fear of unacceptable escalation will 

instead be operationalized as the severeness of threats, hence a threat of terror can be said to 

provoke fear of actions that are deemed as unacceptable.  

Coercive diplomacy will be understood as the mechanism where A inflicts suffering on B in order to 

alter the behavior of B. In this case North Korean cyber attacks serves as the coercive mechanism to 

change the behavior of Sony, making them stop the release of the film The Interview. Coercive 

diplomacy relies on the threat of more suffering to come, a sort of political blackmailing. These 
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threats needs to be credible enough for the coercive mechanism to work as intended. Credibility is a 

concept in further need of clarification. Credibility is in this case operationalized as consistency of 

action, if actions are consistent over time and known to be consistent in other contexts the actions 

have a higher potential of being perceived as credible.  

Attribution is an important concept which is given the operational meaning of ’determining the 

identity of the aggressor’, in this case the perpetrator of the cyber attack. The theory at hand is that: 

if the target knowns the identity of the coercer, the coercive mechanism should be less likely to fail 

due to the threats becoming more credible when the target knows who they are coming from.  
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5. Analysis: The case of cyber attacks on Sony 

5.1 North Korea, The Interview and Sony 

North Korean political system, one of the most authoritarian states in the world, has an extremely 

high level of personalist cult that the regime is highly dependent on (Haggard and Lindsay, 2015). 

Insulting the Kim dynasty is considered as one of the worst crimes to be committed. Knowing this it 

should not come as a surprise that the North Korean government was concerned when Sony was to 

release a film which portraits a fictional CIA assassination of North Korean leader Kim Jong-un. 

However the North Korean reaction to the film went to a greater length than anyone could have 

foreseen.  

On June 11 2014 the North Korean government exclaimed their denouncement of the Sony 

produced film The Interview in a letter to Ban Ki-Moon, the UN Secretary-General. The comedy 

movie was described as ”undisguised sponsoring of terrorism, as well as an act of war” (Beaumont-

Thomas, 2014). In the same letter the North Korean government promised retaliation of ”decisive 

and merciless countermeasures” if the film was to be released with the support of the U.S 

administration (ibid.). Statements were also made by the North Korean ambassador to the United 

Nations, requesting that the Security Council would take the same stand against the film, though 

unsuccessfully when the UN did not recognize the release of the film as a pressing matter for 

international security (ibid.). On June 25 further statements were made, this time by the North 

Korean foreign minister through the Korean Central News Agency, where he blamed the US for 

producing a film that, ”insulted the supreme leadership of North Korea” and again the release of the 

film ”would be seen as terrorism and as an act of war” (Seal, 2015).  

In November the same year, after North Korea did not get support in the UN, an offensive coercion 

process aimed directly at Sony started. The first steps of the coercive campaign had the features of a 

typical criminal operation. On November 21 Sony executives, Michael Lynton and Amy Pascal, 

received ransom notes by email stating money was to be exchanged in order for the group to refrain 

from compromising the security of the company’s computer systems (Sullivan, 2016). A few days 

later a group who called themselves ”Guardians of Peace” (GOP) produced a message on the 

computer screens at Sony headquarters with the warning ”this is only the beginning” along with a 

picture of a neon skull. The group was later identified by the FBI as a front for the North Korean 
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government (Whyte, 2016). The message on the computer screens also stated that Sony needed to 

comply with the demands of the GOP or otherwise they would release company top secrets 

(Sullivan, 2016). This was the beginning of a series of events gradually putting pressure on Sony in 

an attempt to coerce the company.  

Initially, several hard drives were destroyed (Risk Based Security, 2014) and an estimated 40 

million files were dumped for online sharing (Seal, 2015). The computer systems of the company 

were infiltrated and confidential information ranging from business intelligence, private 

information, personal email-addresses to unreleased film material were leaked on the internet 

(Daugirdas and Mortenson, 2015). The cyber attack caused substantial damage to the company and 

to the employees. The attack on Sony exposed a wide range of business intelligence and practices, 

among the information dumps were budgets, wire transfers, legal structures and strategic business 

plans among other crucial information that companies keep private for both operational and 

competitive reasons (Sullivan, 2016). The full scope of the data breach and the amount of data 

obtained is not yet reported, but as GOP managed to get hold of a very large amount of sensitive 

data at once they could continue to hold leverage against Sony (ibid.). Following the exploitation of 

the computer servers the hackers employed a certain type of malware that both erases content from 

the servers and making them and the network they are connected to inoperable (Grover and 

Hosenball et.al, 2014). Thus forcing Sony to shut down its internal network to prevent further 

damage (Zetter, 2014).  

In December the GOP threatened psychical harm to those employees who did not sign a 

denunciation of the company (Haggard and Lindsey, 2015). The message from the GOP that was 

sent by email to the employees stated:  

 ”Many things beyond imagination will happen at many places of the world.  

 Our agents find themselves act in necessary places. Please sign your name 

 to object the false of the company at the email address below if you don’t want  

 to suffer damage. If you don’t, not only you but your family will be in danger” (Sullivan,  
 2016, p. 4).  
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During December similar messages were sent to the employees at Sony and more private data was 

released including films, internal correspondence and health records of employees. The data that 

was stolen and dumped also included employees names, social security numbers and other private 

information (Sullivan, 2016). In the same month, on December 16, the first explicit mentioning of 

The Interview was made by the GOP and demands that the film was not to be released or otherwise 

”It (showing the movie) will cause war!” (Sullivan, 2016). The GOP threatened to attack theaters 

were the film was planned to be screened with the words ”remember the 11th of September 

2001” (Haggard and Lindsey, 2015). The following message from the GOP was emailed to several 

journalists covering the attack on Sony: 

 “We will clearly show it to you at the very time and places The Interview be shown, 

 including the premiere, how bitter fate those who seek fun in terror should be doomed 

 to. Soon all the world will see what an awful movie Sony Pictures Entertainment has 

 made. The world will be full of fear. Remember the 11th of September 2001. We 

 recommend you to keep yourself distant from the places at that time” (Sullivan, 2016, p.4).  

This was accompanied by threats of further suffering if Sony would not comply with the demands 

of stoping the planned release of the film The Interview (Haggard and Lindsey, 2015). The day 

after, on December 17, Sony decided to suspend the release of the film and it seemed like coercion 

through cyberspace had compelled the company to give in to external threats (ibid.).  

5.2 The end of the coercion  

 

Investigations made by Sony and the US government suspected North Korea to be responsible for 

the attack through the group the ”Guardians of Peace”. The Federal Bureau of Investigation (FBI) 

announced in a press release on December 19 that similarities were found between the malware 

used in the Sony attack and previous attacks carried out by North Korea. They had also observed 

several IP-addresses (Internet Protocol addresses) which were associated with known North Korean 

infrastructure corresponded to the IP-addresses hardcoded in the malware used in the attack 

(Federal Bureau of Investigation [FBI], 2014). The following is an extract from the press release 

held by the FBI: 
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 ”As a result of our investigation, and in close collaboration with other  

 U.S. government departments and agencies, the FBI now has enough  

 information to conclude that the North Korean government is responsible  

 for these actions. […] North Korea’s actions were intended to inflict  

 significant harm on a U.S. business and suppress the right of American citizens  

 to express themselves. Such acts of intimidation fall outside the bounds  

 of acceptable state behavior.” (FBI, 2014).  

The motives of North Korea were also clear and the official statements made by officials of North 

Korea to the UN all led to pointing out North Korea as perpetrators of the Sony attack (Haggard and 

Lindsey, 2015). Shortly afterwards president Barack Obama addressed the attack and said that Sony 

was making a mistake by stopping the release of the film:  

  

 ”We cannot have a society in which some dictator someplace can start  

  imposing censorship here in the United States […] They (North Korea) caused  

  a lot of damage, and we will respond. We’ll respond proportionally, and we’ll  

 respond in a place and time and manner that we choose.” (Obama, 2014).  

To explicitly point out a nation state as responsible for a cyber attack was an unprecedented 

response by US officials (Haggard and Lindsey, 2015). The FBI statement and the speech made by 

Obama seemed to correspond with the end of the GOP’s attacks on Sony. The contingent retaliation 

by the US on North Korea might have been the ultimate reason for the GOP to step down, as they 

did in December, despite the fact that the original decision of Sony to stop the release of The 

Interview was subsequently reversed (Haggard and Lindsey, 2015). By December 23, Sony 

announced they would revoke the decision to stop the film and it would be released as soon as two 

days later (Beaumont-Thomas, 2014). The film premiered two days later on Christmas Day and the 

decision to release it was praised by Obama and other US officials (ibid.). No more threats were 

made by neither the GOP nor North Korean officials and no more attacks took place, the coercion 

had failed.  
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On January 2 the following year Obama signed an executive order to impose new sanctions on 

North Korea with the explicit citing of the Sony attack as a motive for new sanctions against the 

country. The following is a citing from a press release form the US Department of the Treasury on 

January 2 in 2015:  

 ”In response to the Government of the Democratic People’s Republic of Korea’s  

 numerous provocations, particularly the recent cyber-attack targeting Sony Pictures  

 Entertainment and the threats against movie theaters and moviegoers, President Obama  

 today signed an Executive Order (E.O.) authorizing the imposition of sanctions  

 against the Government of North Korea and The Workers’ Party of Korea.  

 This step reflects the ongoing commitment of the United States to hold North Korea  

 accountable for its destabilizing, destructive and repressive actions, particularly its efforts  

 to undermine U.S. cyber-security and intimidate U.S. businesses and artists exercising  

  their right of freedom of speech.” (U.S. Department of the Treasury, 2015).  

5.3 How the failure has been explained 

The failure of the Sony attack in terms of coercion, as the company eventually refrained from 

complying with the attackers demands, is explained by Whyte as a result of the sociopolitical 

context of the attack (Whyte, 2016). Analyzing the level of success of coercion by this cyber 

aggression Whyte finds that the limits of coercion depended less on technological issues and more 

on the sociopolitical context. According to Whyte the coercion of North Korean attacks failed 

because of the political implications connected to a violation of American democratic and societal 

norms. Whyte also directs the question of successful coercion or not, to the problems of credibility 

and attribution. Credibility relies on the ability to keep your methods secret and to rely on the lack 

of technical foreknowledge of the flawed system. Secondly, attribution of cyber attacks, while this 

can be perceived as a favor to the attacker in terms of successful coercion, might cause some 

communicative problems. The coercer naturally requires a degree of understanding as part of the 

coercive process. Whyte concludes his article by pressing on the fact that coercive measures using 

cyber tools must balance technology with the practicalities of the social and political context in 

which their target is situated in and that political and social context matter when it comes to cyber 

security issues.  
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Whyte communicates the importance of the sociopolitical context in explaining the eventual failure 

of the cyber coercion aimed at Sony. This is clearly one important note to take, however the 

following analysis of the case will return to the ideal type of successful coercion in order to see 

what explanatory factors can be derived from this conceptual tool.  

5.4 Findings  

 

This study uses an ideal type of coercive diplomacy when determining how the failure of the North 

Korean cyber attack as a tool of coercive diplomacy can be explained. The paper initially asked two 

questions. The first one: To what extent did the North Korean cyber attack on Sony Pictures work as 

effective coercive diplomacy? Is answered by looking at the seven criteria that George define as 

successful coercion.  

Clarity of the objective  

The target needs to perceive the threats made in a clear way in order to understand what is 

demanded and how to avoid being punished. If the explicit threats made are not clear in what they 

wish to accomplish the coercive action has little chance of succeeding. In the case of the Sony 

attack we have observed a two-part stage of expressing the objectives. Initially the GOP did not 

communicate their exact demands instead they put gradual pressure on Sony insisting on that 

further suffering was going to be applied. Eventually the attackers made explicit demands that Sony 

would stop the release of the film, the objective of their coercive purpose was clearly stated and 

consistency was applied. The message ’stop the film or we will cause you further suffering’ was 

expressed repetitively in one form or another. In this stage Sony and the US had a clear perception 

of what was asked for.  

Strength of motivation 

In order to make threats persuasive enough and to gain credibility of the threats made, the coercer 

needs to be highly motivated by what is at stake. This motivation needs further to be accurately 

communicated in order for the adversary to perceive this level of motivation. From the North 

Korean perspective the matter at stake was to avoid the public mocking of the North Korean 

leadership. The film The Interview, was perceived by North Korea as an ”insult to the supreme 

leadership of North Korea” and though an insult might not seem like an adequate reason for threat 
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of war, one must remember that the North Korean political system has its very foundation in the 

thought of the Kim Dynasty as something sacred. There is however a discrepancy between what 

motivated North Korea and what is perceived from the US perspective as an adequate motivator. As 

the two states differ in what values are seen as off limit in terms of altering, the strength of 

motivation on the North Korean part does little if the US do not fully understand how powerful this 

motivation can be.  

George’s criteria of an adequate strength of motivation does not simply mean that one side consider 

themselves to be motivated enough, it rather implies that the target needs to perceive this motivation 

as strong enough for the threats to be truly persuasive. Furthermore this motivation needs to be 

communicated effectively. The scope of the attack on Sony, the largest one so far on a US based 

company, surely showed a considerable strength of how motivated the attackers were. Despite what 

was perceived by the US as adequate motivation, the fact that such a large scale attack was set of 

shows that North Korea had strong motivation. This was arguably perceived by Sony as they 

initially withdrew the release of the film in order to stop the attacks from continuing. If North Korea 

or the GOP would have stopped at threatening to attack without actually going through with the 

data breach, the motivation would have been perceived differently.  

Asymmetry of motivation 

The success of the coercive action is dependent on the relative costs and risks perceived by the 

adversary and the coercer. The motivation of the coercer, interests and values at stake, must exceed 

the costs of what the adversary is willing to accept in maintaining its position and the risks the 

target is willing to take by staying on the embarked path. The threat of physical harm against the 

employees at Sony was the line where the motivation of the attackers exceeded the costs of what the 

company was willing to accept. This event led Sony to stop the release of the film. This however 

led to the bigger motivation of the US to not let a foreign state alter the values held by the United 

States.  

The attack on Sony raised the question of the First Amendment rights and freedom of speech. This 

was argued to be protected at the cost of risking further foreign intrusions. As the case shows the 

US officially addressed the matter and Obama expressed that: ”We cannot have a society in which 

some dictator someplace can start imposing censorship.” Furthermore the FBI statement shows that 

the US perceived the North Korean action as crossing the line from what they viewed as acceptable. 
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”North Korea’s actions were intended to inflict significant harm on a US business and suppress the 

right of American citizens to express themselves. Such acts of intimidation fall outside the bounds 

of acceptable state behavior.” As prior cyber intrusions on US cooperations had inflicted less 

political costs, this one had a direct normative implication. This surely raised the stakes of the US. 

The attack on Sony became a direct attack on the US constitutional rights. Subsequently there was 

no asymmetry in motivation in favor for the coercer, the motivation of both North Korea and the US 

ended up being at least equally strong in protecting the values of their own state.  

Sense of urgency  

Setting a deadline so that the adversary understands the urgency of the matter is important in 

making the adversary comply. The urgency of the matter was expressed as the demands that the film 

should not make it to the public to be seen. This factor is easily understood since the release of the 

film already had a set date, hence the deadline was communicated as the date of the planned release 

of the film. 

Adequate international support 

International support is important if threats are to be perceived as credible. Backing up ones 

demands with support from international actors makes for stronger threats. Prior to the Sony attack 

North Korea addressed the UN for support in the matter. The letter to the UN Secretary-General 

were the North Korean government denounced the film as an ”undisguised sponsoring of terrorism, 

as well as an act of war” did not make the UN take the stand of the North Korean government 

against the film. When North Korea later addressed the UN Security Council with the same request 

they failed in gaining the support they sought. As North Korea repetitively blamed the US for 

provoking, what they seemed as, an act of war, the UN did not side with North Korea on the matter. 

It is therefore safe to assume that the attack on Sony had no adequate international support.  

Opponent’s fear of unacceptable escalation 

In order for the coercion to be successful the coercer must anticipate what threats of suffering would 

be perceived as unacceptable. If the coercer is threatening the target with something that it is willing 

to accept the coercion is doomed from the start. The attack on Sony was large in scope, inflicting 

both economical and social harm. Adding the clear message from North Korea, through the GOP, 

that the release of the film would cause potential terror attacks and a declaration of war. This was 

clearly an unacceptable escalation for the US. Despite the actual willingness of North Korea to act 
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out on these threats and the perception of the US regarding the credibility of the threats, the fact 

remains that the threats bore the message of terror and war. The coercer therefor fulfilled the criteria 

of making threats that were causing fear of unacceptable escalation.  

Clarity concerning the precise terms of settlement of the crisis 

Specific terms of settlement needs to be formulated in order for the target to have assurance that 

giving in to the demands made will end the threats of suffering. As the attack on Sony was initiated 

there was no clear objective or clear settlement. However this was later communicated explicitly 

and there was a clarity of what the demands were and when the suffering would stop. The release of 

the film was the end goal for the coercers and the messages shown on the Sony computers told the 

company that the suffering would continue as long as they did not stop the release of the film. 

Implicitly this meant that the terms of the settlement was, if the film was stopped the suffering 

would end. The evaluation against George’s criteria, the ideal type of coercion, can be summed up 

in the table below.  

As the traditional literature, George’s criteria, makes for a good analysis of the overall mechanism 

of coercion we need to look at the specifics of coercion using cyber instruments to determine what 

the failure is dependent on. The traditional approach depends much on the importance of perception 

on the adversary’s part. Perception becomes the determinator for the level of credibility which the 

threats hold. This is also the case of the three explanatory factors of cyber coercion. Reusability, 

uncertainty and attribution have a common denominator, they all inflict the level of credibility and 

the level of perception of this credibility. 

!32

Table 1.2

Factors determining outcome of coercion The case of the Sony cyber attack 

Clarity of objective Yes 

Strength of motivation Yes

Asymmetry of motivation No

Sense of urgency Yes

Adequate international support No

Opponents fear of unacceptable escalation Yes

Clarity concering precise terms of settlement 
of the crisis 

Yes



In order to fully comprehend the ultimate failure of the Sony attack we now leave the ideal type of 

successful coercion to see how the specific factors of cyber coercion can explain the outcome and 

thereby answer the second question: What factors can explain the failure of coercion due to the fact 

that cyber attacks were utilized as a tool of coercive diplomacy? 

Reusability 

Flemming and Rowe argue that one problem for cyber coercion lies in the difficulties of reusability. 

Once a method of cyber action has been used it quickly becomes obsolete and looses its momentum 

of surprise. If the attacked system had a chance to repair itself in order to sustain further damage 

and if the system was rebuilt in order to prevent the malware from inflicting the system once more, 

further threats of new attacks would have low credibility. The question is if the problem of 

reusability inflicted the outcome in the case of the Sony attack.  

First of all the attack on Sony managed to breach the computer system and the perpetrators had the 

ability to gather a very large amount of data. Even if the company could fix the faults in the system 

afterwards, the attackers still held the data obtained as leverage, threatening to release more of it if 

the company did not comply. The specifics of this case makes reusability a lesser problem. Once the 

attackers had penetrated the system, leaked millions of files, destroyed hard drives and infiltrated 

the computer systems, the damage was already done. As the strategy of the GOP was to threaten the 

company into complying with their demands of stopping the film they had, by showing their 

capability of causing suffering, already made their important move. As the threats that followed did 

not include further breaching of the systems or further cyber attacks, the threats did not loose their 

credibility.  

In addition, the GOP managed to continue to send their messages of threats via email and they 

upheld the ability to produce on-screen messages for a while. This shows how reusability did not 

inflict on the GOP’s ability to sustain the level of pressure via cyber tools. However, once the data 

was obtained and the GOP had the sufficient leverage they changed focus and directed their threats 

to include psychical harm rather than further intrusions of cyber character thus securing that the 

problem of reusability did not inflict the credibility of further threats. 
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Uncertainty 

Cyber coercion is affected by uncertainty, firstly due to the importance of perfect information of the 

coercer. The perpetrators of a cyber attack are dependent on accurate information about the 

computer systems in order for the cyber attack to go as planned. Furthermore uncertainty is linked 

to the secrecy of the matter, in order for cyber coercion to work the attacker needs to be protected 

behind full secrecy, not giving away their methods prior to an attack, while the target is held 

unaware of the technical details. Uncertainty however is primarily an obstacle when the target of an 

attack needs to anticipate the full nature of an attack and what it may or may not accomplish.  

North Korea managed through the GOP to gather the information needed to create a cyber attack 

that accomplished its task in breaching the computers and networks of Sony. So far they managed to 

avoid the problem of uncertainty in terms of not giving up their methods prior to the attack. The 

uncertainty attached to cyber attacks might very well have affected the decision of the US to refrain 

from complying with the demands, in spite of the severe threats of terror and war, due to the 

problems of understanding the full scope of a threat. It is however difficult to tell whether or not 

uncertainty regarding cyber coercion had specific effects on the outcome of the coercion since we 

do not have enough information regarding the perception of the matter of neither Sony nor the US. 

It is however arguable that uncertainty in this case implies unreliability. The uncertain effects of 

cyber attacks as means of coercion together with an uncertainty regarding information surely leads 

to a sense of unreliability of both the capacity of the attack and also the problems of how to 

perceive the accuracy of the information flow. The unreliability of cyber coercion can be said to 

have direct causes on the failure, as the uncertainty of the cyber instrument as such has a direct 

impact on the anticipation of the attack, hence the credibility of cyber attacks is lowered.  

Attribution 

As Flemming and Rowe states, attribution is the key problem of cyber coercion. If attribution is 

unclear and the target has little information about who is attacking them, the threats and the 

demands might become less credible. In the Sony case however, attribution was not unclear. 

Investigations led by the FBI quickly attributed the attack to North Korea. Applying the logic of 

Flemming and Rowe, this fact should have strengthen the credibility of the threats, enlarging the 

potential success of the coercion. It is however clear that when the attackers lost their anonymity 

and the US voiced specific counter threats of retaliation against North Korea the attack stopped.  
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Attribution in this case, though not a problem of not knowing who is behind the attack, instead 

became a problem in it self when it turned out that North Korea was behind the attack. It could be 

argued that the loss of anonymity raised the stakes of continual coercion by North Korea and that 

their motivation to stop the film reached a limit when facing retaliation. It could also be argued that 

due to the early and clear attribution of North Korea, the threats became less credible because North 

Korea is a state that have been known for provocative actions but might be seen as an actor lacking 

consistency of action. So rather than the problem of not knowing who perpetrates the attack, 

knowing who was behind the actions became a problem for the coercers. The problem of 

attribution, not knowing the identity of the coercer, as the theory suggested would make the 

coercion more likely to fail. In this case the identity was known and the coercion still failed. As 

attribution in this case lowered the credibility of the threats, attribution per se does not only imply 

identity but needs to be accompanied by a consistency of action in order to be truly credible. The 

failure of the Sony attack can therefore be partly explained by the lack of consistency of the North 

Korean actions.  
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6. Conclusion 

The failure of the Sony attack and the cyber coercion at large, as shown through the ideal 

framework depends on several factors. The evaluation of the case against the ideal type of 

successful coercion has shown that even tough the majority of the criteria was met, two important 

criteria was not, the Sony case showed a lack of asymmetry of motivation and an absence of 

adequate international support. The first one, asymmetry of motivation has a part in explaining the 

failure as both the coercer and the adversary had equally incentives in protecting values they 

deemed as crucial enough to preserve, despite the risk of an escalating conflict. The motivation of 

North Korea did not exceed the motivation of the US to protect the First Amendment rights. 

Secondly the lack of international support as the case showed, contributed to the failure as North 

Korea did not get external support in order to strengthen their motivation, if that would have been 

the case the asymmetry of motivation could instead have been in favor of North Korea.  

In the determination of the question, to what extent the North Korean cyber attack worked as 

effective coercion, the ideal framework has shown its usefulness in explaining the limitations of the 

cyber coercion. George’s traditional factors of coercion provided explanatory factors proving to be 

convincing in explaining the failure. However the explanation of the failure did not solely depend 

on these factors but needs to be complemented with the additional explanation derived from the 

specifics of cyber coercion.  

Even though reusability is a problem attached to cyber coercion it did not affect the outcome in this 

case. However two factors have been found plausible in explaining the failure of the coercion by 

North Korea. The findings in the analysis of the Sony attack makes for an argumentation that 

uncertainty effected the outcome. Uncertainty regarding cyber attacks on a general level led in this 

case to an unreliability of the attack. The analysis of how attribution affected the outcome led to the 

finding of the importance of consistency of action, regardless of knowing the identity of the 

perpetrator. Consistency of action can be seen as an explanation as it affected the level of 

credibility. The threats from North Korea through the GOP stopped once their identity was known 

and they faced concessions. As this led to a lack of consistency the coercer lost its credibility and 

Sony could release the film, hence the ultimate failure of the coercion was ensured.  
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A key finding in this study is that the criteria in use, both clusters alike, are missing one important 

aspect. The prospect of successful cyber coercion, and arguably coercion using traditional 

instruments, is dependent on who the coercer is and who they target. The main contribution here is 

to acknowledge the fact that the conceptual factor; attribution, can have a reversed effect. If the 

coercing actor, and most importantly the perception of this actor, is not credible the coercion might 

not be as successful as it would have been if another, more consistent, actor had been identified as 

the coercer. However this is a limited study of the subject and further studies are needed to ensure 

this relationship.  

The most important conclusion to be drawn from the analysis of the Sony case is that the outcome 

of the coercion is indeed dependent on perception of credibility. Returning to the theoretical 

hypothesis expressed in the beginning of this paper, emphasizing that the perception of cyber 

attacks as something uncertain would have a negative impact on the credibility of threats conducted 

through cyber attacks. The hypothesis also anticipated that the traditional theory of coercion would 

not be sufficient in explaining the outcome. The findings of this study suggests that the hypothesis 

is fortified. The concluding note of this paper is that the specific factors of cyber coercion are 

sufficient in their aim at explaining the outcome. Implicitly they include what the older tradition 

speaks about, it all comes down to credibility being the common denominator of all factors brought 

up in this paper.  
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Table 2.1

Traditional factors determining success or failure 
of coercion

The case of the Sony cyber attack 

Clarity of objective Yes

Strength of motivation Yes

Asymmetry of motivation No

Sense of urgency Yes

Adequate international support No

Opponents fear of unacceptable escalation Yes

Clarity concering precise terms of settlement of the 
crisis 

Yes

Specific factors affecting outcome of cyber 
coercion

Explaining the failure of the coercion

Reusability No

Uncertainty Yes

Attribution Plausible



6.1 Suggestions for further studies 

The deductive approach of this study has proven to be helpful to some extent, however a broader 

framework of the specific factors of cyber attacks and cyber coercion needs to be developed. An 

inductive approach evaluating more cases would be helpful in fully anticipating the characteristics 

of cyber attacks as an instrument of coercion. As this study did not attempt a broad generalization 

further studies are suggested to take on a more comprehensive approach in order to understand the 

causal mechanisms. A comparative study would do particularly well in this aim, in order to 

eliminate some factors and bring forward others when explaining the outcome of similar cases. As 

credibility was proven to be the most important determinator of the outcome and as credibility is 

heavily dependent on perception, further research utilizing in-depth interviews would certainly 

contribute to a nuanced understanding.  

Even though the prediction of a twenty-first century cyber war has not yet been realized, the rapid 

developments in cyber technology and future cases of cyber coercion will certainly not leave the 

world at ease.  
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