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Abstract 

The use of cyber operations for political conflicts has radically increased in the last dec-

ade. This has prompted legal scholars to examine the use of cyber operations in context of 

public international law. The conclusions have varied and can roughly be divided into two 

camps: The scholar arguing that cyber operations demand a reinterpretation of relevant stat-

utes of public international law (namely art 2(4) and art 51 of the UN charter) and the scholars 

arguing that cyber operations differ too much to fall under the scope of said provisions. A 

further critique against the supporters of a liberal reinterpretation of these provisions are that 

the conduct constitutes legal interventionism, which poses serious problems to the legal order. 

This essay applies legal rules applicable to cyber operations to the authority and control 

test established by Clark Arend to examine how the general rules controlling interventions are 

translated into state practice. The rationale rests on Arends conclusion that legal rules can only 

be argued exist if the rules are both perceived as authoritative (that states perceive the rules as 

obligatory) and controlling (that the rules are being followed).  

By constructing a set of rules, based on a general account of relevant legal rules and 

testing said rules on state practice in relation to cyber operations, this essay aims to determine 

the legal state of cyber operations without succumbing to legal interventionism. 

The findings of this essay show that, while the legal status of cyber operations is far 

from unambiguous, there is a growing tendency by states to view cyber operations the same 

way as more traditional methods of coercion. While the application of public international law 

on cyber operations remains problematic, the continued developments of state practise shows 

that the increasing use of cyber operations as tools for political conflict poses a serious prob-

lem for the international rule of law.  
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1. Introduction 

1.1. Prolegomena 

Almost everyone interacts with computers daily. We use computers for phones, com-

puters in our cars, and many rely on small computers to keep their hearts beating. It can be 

argued that the modern society rests on information, and the possibility to access it. Today, 

almost anyone can access information stored anywhere on the world from any place of the 

world. Children’s toys are manufactured with more computing power than the computers that 

sent humans to the moon. Every year over one zettabyte of information (1021 bytes or data 

equivalent to 152 million years of high-definition video) is exchanged between computers 

worldwide, with information containing everything and anything from pictures of cats to the 

latest data from the large hadron colliders in CERN.1  

 As society slowly becomes more reliant in information technology, new forms of vul-

nerabilities emerge. Viruses, malware and illegal hacking has been part of online society for 

decades. It was almost inevitable that these methods would come about to be used for political 

and even violent means. The subject of cyber operations and international law has been 

addressed by several legal scholars in countless articles dating back almost 30 years, but the 

debate shot off in the aftermath of the 2007 DDoS attacks on Estonian cyber infrastructure in 

the wake of protests amongst the Estonian Russian minority. This is often claimed as the first 

“real” use of cyber operations as a tool for political coercion.2 

Some jurists, examining the use of cyber operation in context of international humani-

tarian law argue that the nature of cyber operations requires new interpretation of relevant 

legal rules governing political coercion and conflict, while others argue that the special nature 

of cyber war puts it outside pre-existing legal frameworks. Typical of most works are the 

“interventionist” approach of many scholars where the conclusions of texts are almost presup-

posed; the legal problem identified and the aim of the text is to find a solution for the problem 

rather than determine opinio juris.3 This has drawn criticism from several scholar’s adherent 

to a more conservative hard positivist legal theory, pointing out that the aims of a legal scholar 

is to determine what is law, not to substitute the lawmakers in dictating policy.4 

                                                             
1 Visual Networking Index Cisco, 2016. 
2Richard A. Clarke and Robert K. Knake, Cyber War : The Next Threat to National Security and What to Do 

About It (New York: Ecco, 2010). 
3 The Tallinn manual is an excellent example, where the aim of the manual was to address a problem of gaps in 

humanitarian law as concluded by the manuals authors. 
4 Jean D'Aspremont, "Cyber Operations and International Law: An Interventionist Legal Thought," Journal of 

Conflict and Security Law 21, no. 3 (2016). 
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The aim of this paper is to use pre-existing methods of legal interpretation to determine 

the relevant legal rules applicable to the different forms of cyber operations. The goal is to use 

an approach to cyber operations to objectively scrutinise the different problems stemming 

from the nature of cyber operations, without needing to delve into areas more comparable to 

de lege ferenda. 

 

1.2. Problematisation 

Before continuing with the paper there is the need to establish the fundamental problems 

with cyber operations as use of force. This is not merely a legal issue, but is also heavily 

debated amongst political science scholars. The problem of cyber war lies, in both fields, with 

de definition of violence and war. Scholars like Thomas Rid argue that the lack of kinetic 

force, makes cyber war impossible.5 War, he argues, is defined by its destructive characteris-

tics. This is also the position of the scholars which oppose applying the texts and conventions 

applicable to aggression and use of force. Cyber operations, they argue, cannot be a use of 

force, since the destruction is limited to the loss of information or, at most, a limited kinetic 

effect on the systems surrounding the information architecture.  

Probably the most famous academic work in the analysis of warfare is the work simply 

titled Vom Kreige, On War. Authored by Karl von Clausewitz in the mid-19th century, the 

book still forms many of the core concepts and ideas of the modern discourse of the use of 

force and aggression. Clausewitz was not concerned with the legalities o war. For him, war 

was a continuation of diplomacy by other means.6 It is this definition, the heart of the matter, 

as he puts it that he uses to elaborate and deconstruct the different relevant dimensions of 

warfare. He wrote “war is an act of force to compel our enemy to do our will”.7 This observa-

tion is the first of three criteria which he would return to throughout the books.  War is violent. 

It is the use of force, as opposed to other diplomatic means to compel ones’ adversary. This is 

probably the most recognizable characteristic of war, and yet it remains the most elusive for, 

both political and legal scholars to characterise. Where does diplomacy end and coercion 

begin? To understand war, this material dimension is crucial, especially if the aim is to con-

strain the use of force in legislation.  

                                                             
5 Thomas Rid, Cyber War Will Not Take Place (Oxford University Press, USA, 2013). 32. 
6 Carl von Clausewitz, On War, ed. Peter Paret Michael Howard, vol. 1st, reprint (London: David Campbell, 

1993). Bok 1, chapter II. 
7 Ibid. 
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The second criterion deals with the goals of war. The instrumentality. Acts of force 

without a clear goal will not benefit anyone. The use of violence to reach a specific political 

goal is what gives warfare its political significance. A central aspect of coercion is the instru-

mentality of the act. That is, the need for an ulterior motive behind the attack, of influencing 

state decision-making. While violence can be conducted without such a motive, in the forms 

of criminal activities, this essay is only concerned using violence for reaching political goals.  

The third, and final criterion is the political or personal element of war. War is not an 

isolated act. It is violence to reach a political goal and must therefore originate from a political 

actor with a political will. The traditional realist assumption was (and to some extent continues 

to be) that the primary actors of international relations are state actors. This is often reflected 

in international law which mostly operates horizontally, between those entities recognized as 

possessing personality on the international plane, namely state-actors or intergovernmental 

organisations. This was also Clausewitz’ assumption. For him, political meant that the act was 

perpetrated by states. This assumption is also noticeable in the legislations concerning aggres-

sion in public international law, but in the recent half of the 20th century, this has increasingly 

been debated. With the rise of liberalism (the international relations theory) new actors were 

proposed as part of the international sphere; Non-state actors can be political alongside states, 

and laws and practises have increasingly been interpreted or changed to encompass even them.  

With a basic understanding of the elements of war, these elements can be put in per-

spective when it comes to cyber operations. If cyber operations can constitute an act of war, 

it must fit the material, instrumental and personal elements established by Clausewitz.  

Clausewitz was a general, not a jurist. His interests were in the definitions and the rele-

vant factors determining what, politically, could constitute warfare, and not legally. In his 

time, public international law was in its infancy and the development after On war has been 

substantial. There is although some merit to address war and other acts of coercion in a similar 

manner. This has often been employed by political science scholars addressing cyber opera-

tions and war.8 From a legal scholarly perspective, the relevancy of the Clausewitzian ele-

ments of war lies in their interaction with international law. While Clausewitz was interested 

in the observations of the political dimension, legal scholars are interested in the obligations 

which rise from the perpetrated acts. How are the ambitions and interests of political actors 

                                                             
8 Se for instance Gary McGraw, "Cyber War Is Inevitable (Unless We Build Security in)," Journal of Strategic 

Studies 36, no. 1 (2013).; John Stone, "Cyber War Will Take Place!," Journal of Strategic Studies 36, no. 1 

(2013). 
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regulated and constrained in international law? By understanding the former, on can begin to 

analyse the later. 

When it comes to cyber operations these questions pose several legal problems. Few 

state actors have claimed responsibility for cyber-attacks even though they have been accused 

of coordination or facilitation. The lack of attribution is one of the major problems with cyber-

attacks is. The problem with attribution lies in the difficulties of finding who instigated the 

attack. Even if the attack can be traced to a specific computer, there is no guarantee that the 

person who operated that computer can be identified. 

In the case of the attacks on Estonia 2007, cyber researchers managed to trace the attacks 

to Russian computer networks, but failed to present solid evidence that there where direct 

links between the attackers and the Russian government.9 The same goes for the so called 

Stuxnet virus, which is often attributed to Israeli and US intelligence, but no solid connection 

has been found. This lack of attribution makes responding to a cyber-attack difficult. How far 

can a damaged state pursue state responsibility if there are no direct links, even though the 

attacker’s goal was to act on the other states behalf? 

Another problem with cyber-attacks is the fundamental question whether they constitute 

the use of force. Thomas Rid argues in Cyberwar will never happen! that cyber operation to 

date lack the necessary force requisite to be equated with a kinetic attack.10 While there is 

little doubt that a cyber-attack could be used in such a way that it is a clear use of force, this 

is not how cyber-attacks have been utilised so far. NATO determined that the 2007 attacks on 

Estonia where not as severe as to make Estonia eligible to activate article 5 in the NATO 

charter, which requires every NATO-member to respond against an armed attack on an ally. 

Even the Stuxnet attacks on the Iranian uranium enrichment centre Natanz, which ultimately 

caused significant physical damage in the plant, prompts serious questions if the kinetic effect 

was enough to argue that it was a use of force.11 This makes responding to a cyber-attack in 

accordance with international norms and customs difficult. How can a nation treat a non-

kinetic attack from either a state or non-state actor, which still has a major impact on the 

sovereignty of the state? 

 

                                                             
9Ian Brownlie, International Law and the Use of Force by States (Oxford: Clarendon Press, 1963). 
10 Rid, Cyber War Will Not Take Place..  
11Hrafn Steiner, "Coercive Instruments in the Digital Age," The Royal Swedish Academy of War Sciences 

Proceedings and Journal, no. 3 (2016). 
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1.3. Research aims and questions 

The goal of this essay is to find some reconciliation between the respective positions of 

Schmitt and d’Aspremont, to examine how cyber operations are regulated in international law 

and where, if any, legal gaps present problems. 

Considering the problems of cyber operations, but at the same time the problematic 

approach with legal interventionism. This essay will draw upon the process oriented jurispru-

dence of perspective of the New Haven School, while still adhering to a positivist approach 

to the origin of law. The methodology employed by this essay, was formulated by Anthony C. 

Arend, to have the benefits of the theories of New Haven School, but remain grounded in a 

positivist definition of the source of law and opinio juris.12 Arends methodology is based on 

the analysis of manifestations of authority and control in order to determine if there is basis 

for the legal rules in state practise. The main assumptions of the theory are that, for rules to 

be valid, a rule has to be generally accepted as a legal rule (have authority) and followed (have 

control). Manifestations of authority (in the form of legal document or political policy) and 

lack of violations of the rule, indicates the validity of the rule from a legal perspective (for a 

more detailed account on Arends theory and method se chapter 2.3).  

The Clausewitzian definition of warfare rests on three core assumptions on warfare: that 

war is violent, conducted as a political instrument and conducted by an agent with a political 

agency. Incidentally two often referenced problems with cyber operations is the uncertainty 

the nature of the attack poses on the application of force in the UN charter and the problem of 

attribution when a state is subjected to attacks.13 Pre-supposing of and act, two key variables 

of war remains: who perpetrated the attack and whether the attack was violent. 

This essay will examine the legal status of cyber operations based on these two key 

variables. The first variable tackling the actor behind the cyber operation; namely whether it 

is a state actor or non-state actor. The second variable whether the act triggers the right to self-

defence per the UN charter. Depending on the combinations of these questions different legal 

rules are applicable under Public international law.  Changing either variable prompts a 

change of the relevant legal rules. The variables therefore be used as a basis for constructing 

a matrix of different legal situations for which there are a given set of legal rules to be defined. 

 

 

                                                             
12 Anthony C. Arend, Legal Rules and International Society (Oxford University Press on Demand, 1999). 87 
13For a more elaborate discussion on the nature of cyber operations as coercive instruments se Steiner, 

"Coercive Instruments in the Digital Age." 
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 State actor Non-State Actor 

Armed Attack   

Not an armed attack   

 

Based on this framework four sets of legal rules governing the legal responses to cyber 

operations will be proposed. These four sets of rules will then be subjected to Arends author-

ity/control test, to determine whether the rules can be said to exists as rules of international 

law.14  

 

1.3.1. Delimitation 

This essay will focus on the legal rules surrounding standalone cyber operations and not 

delve into the laws of armed conflict. Nor will it discuss cyber operations by international 

criminals from a law enforcement point of view. This essay will also focus on a state centric 

approach. The perspective of the relevant rules is based on the point of view of states. Even if 

non-state actors are part of cyber operations, the rules accounted for, and analysed in this essay, 

are only relevant for the obligations of state actors. As mentioned above, there is another 

dimension to the criterion of war; the political instrumentality. Acts of violence, not commit-

ted as a political instrument is not war, per Clausewitz. Can also be true for cyber operations 

and there is a plethora of instances where cyber operations have been conducted for simply 

economic reasons. Some examples of this are hacking of ICT infrastructure to gain economic 

profit, for example industrial espionage or so called ransomware. The argument that the line 

between politically and economically motivated aggression is often blurred has been subject 

of research within political science (se for example Kaldor, Mary: New and Old Wars) but for 

the purposes of this essay the economic/political dimension of cyber operations will be disre-

garded. The primary concerns will be of the political aspects of cyber operations. 

Another important presupposition is that cyber operations constitutes illegal interven-

tions. While not every action in cyberspace is illegal, there is basis for the assumption that 

                                                             
14 Se chapter 2.3. 
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there are cyber operations which are clearly in breach of international law and custom.15 When 

cyber operations are referenced the assumption is that they fall within the scope of illegal 

intervention by violation of sovereignty or as a violation of human rights. The essay will not 

discuss the fundamental question on where the limits of legal and illegal cyber operations lies, 

but rather how states which are subjected to an illegal cyber operation legally may act in 

response. 

This essay employs a process oriented approach, where data is collected by the interpre-

tation of different manifestations by state actors and their agents (se chapter 2.3). While the 

theory suggest that other sources can be applicable, the collection of this data from primary 

sources has, for the scope of this essay, been mainly limited to the official doctrine of state 

actors (such as defence doctrine or similar). The analysis of the documents can be considered 

qualitative in nature, and a more quantitative approach might give a clearer answer in future 

research. Any other manifestation is collected from secondary sources on the subject. 

  

                                                             
15 Pål Wrange, "Intervention in National and Private Cyber Space and International Law," in International Law 

and Changing Perceptions of Security, ed. Jonas Ebbesson, Marie Jacobsson, and Mark Adam Klamberg (Brill 

Academic Publishers, 2014). 
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1.4. Outline 

This essay is divided into six parts which will each deal with different topics. Chapter 2 

addresses theory and methodology. The chapter will begin with an introduction to the legal 

theories positivism and the New Haven school. After the introduction to the general theories, 

chapter 2.3 will account for Arends authority and control test which is the main methodology 

employed by this essay. Chapter 3 recounts previous research on the subject mainly the 

research done by professor Michael N. Schmitt on cyber operations and the use of force and 

the criticism expressed by professor Jean d’Aspremont. Chapter 4 provides an overview of 

the relevant sources of international law mainly an account of articles 2(4) and 51 of the UN 

charter and the draft Articles of State responsibility for Internationally Wrongful acts, as well 

as some important General Assembly resolutions. Chapter 4.4 summarises the findings of 

chapter 4 into four proposed legal rules which could be applied to cyber operation. Chapter 5 

applies Arends authority and control tests to the proposed legal rules established in chapter 

4.4. Chapter 6 discusses the essays findings and conclusions and gives some recommendations 

for further study. 

2. Theory and methodology 

2.1. Positivism 

Legal positivism, traditional positivism or traditional legal method are some of the 

names of the school of thought which approaches the task of assessing rules through an induc-

tive process.  Positivism, in general philosophical terms, is based on the idea that sciences 

(apart from math and logic) can only be accurately described by inductive reasoning, based 

on empirical evidence. Conclusions must be based on evidence drawn from phenomena avail-

able to the senses.16 Legal positivism can be argued is the predominant contemporary legal 

theory, so it is hard to approach any jurisprudential research without, at least, touching upon 

the subject. This is also true for international law. 

Legal positivism, continues this tradition in its assessment of what is law. The core 

assumptions are that law is created though a positive action. Legal positivists observe and 

delimitate legal rules based on the evidence of written statutes or other formal criteria of iden-

tification.17  Traditional legal positivism holds that law is the command of the sovereign 

backed by sanction.18 This is true for all legal systems, both national and international.  

                                                             
16 Ulrich Fastenrath, "Relative Normativity in International Law," Eur.J.Int'l L. 4 (1993). 311. 
17 Stephen R. Perry, "Hart's Methodological Positivism," Legal Theory 4, no. 4 (1998). 440. 
18 Herbert Lionel Adolphus Hart et al., The Concept of Law (Oxford University Press, 2012). 218 
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The international legal systems have some key differences to national legal systems. 

Since states are superior (there is no overarching governing body which regulate them) the 

only rules applicable to state are the rules set up by the states themselves. To this comes the 

question of jus cogens; legal rules which are almost pre-supposed, what the International 

Court of Justice (ICJ) defines as “the general principles of law recognized by civilized nations.” 

In this regard positivist legal scholars can roughly be divided into two fields. Hard positivists, 

cling to the notion that a legal act must originate directly from the will of a legal subject.19 

Law originates from formal treaties, not state practise or emergent norms. Soft positivists, on 

the other hand allows for the evolution of legal rules through custom and state practice as long 

as said rules can be argued are recognized as such by the legal subjects.20 

This soft approach to positive law and where to find evidence of this consent is formal-

ised in article 38 of the Statutes of the International Court of Justice. The article states that 

states are bound by (1) international conventions, whether general or particular, establishing 

rules expressly recognised by the contesting states; (2) international custom, as evidence of a 

general practice accepted as law; and (3) the general principles of law recognized by civilized 

nations.21 While article 38 does not explicitly state that it should be considered generally pre-

scriptive, this definition of applicable international law has been heralded as overarching 

amongst positivist legal scholars.22 

 

2.2. New Haven School 

The New Haven School (NHS) of thought was conceived by professors Myers S. 

McDougal and Harold D. Laswell of Yale University.23 The school adopts a perspective on 

law, where law is a process of decision making, rather than set rules. The aim of the school is 

to create a school of thought for the development of the public and civic order to more closely 

convey an order of human dignity.24 To drive the process that way, the school adopts tools 

from social science to asses, and critique, current processes and practice.  

                                                             
19 Jean d'Aspremont, "Softness in International Law: A Self-Serving Quest for New Legal Materials," 

European Journal of International Law 19, no. 5 (2008). 1076 
20 Se for example Hart et al., The Concept of Law. 235f. 
21 Statute of the International Court of Justice. Art 38 
22 Peter Malanczuk, Akehurst's Modern Introduction to International Law (Routledge, 2002). 36. 
23 W. Michael Reisman, Siegfried Wiessner, and Andrew R. Willard, "New Haven School: A Brief 

Introduction, The," Yale J.Int'l L. 32 (2007). 
24 Ibid. 576 
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When determining opinio juris, they do no not focus on whether a certain legal rule is 

law, but whether a process is perceived legitimate.25 Two key concepts of such an analysis is 

that of authority and control. To be a legitimate rule, the process must be perceived as both 

controlling, being an effective voice in decision, and authoritative, accepted by the affected 

parties. 26 A rule which is not enforced cannot be law, but even enforced rules, which lacks 

the acceptance of the subjected parties’ lack, opinio juris, in the NHS perspective.  

NHS rose as a critique to the dominant approach in international relations of the later 

part of the 20th century; Realism. While acknowledging that there is a formal anarchy between 

states (that is there is no centralized legislative, executive or judicial body) the theory points 

that states are still constrained in their actions, whether those actions are subject to a formal 

treaty or not.27 Law, argues the proponents of NHS, should serve human interests, and pro-

mote human dignity and the jurisprudence is part of an evolution of thought which should 

aspire to improve rules to better further these goals.  

The predisposition for the prescriptive nature of the NHS is an often-imposed criticism. 

Its tendency for a teleological interpretation of rules to further human dignity presents prob-

lems. The theory proposes that a law should only be considered valid if the social process it 

draws upon has the purpose to maximise these values within the limits of its capacity. While 

the founders outlined eight values to concretise human dignity, these values are never satis-

factorily elaborated.28 Some authors claim that human dignity should be understood as a “low-

est common denominator or some sort of conception of decency that every decision-making 

elite have affirmed, thought there is little evidence to support this claim.29  

 

2.3. Arend 

A reconciliation between the NHS and legal positivism was proposed by Clark Arend 

in the book Legal Rules and International Society. Acknowledging the weaknesses and 

strengths of both theories Arend sought to find middle-ground in the process oriented 

                                                             
25 Suzuki Eisuke Suzuki, "The New Haven School of International Law: An Invitation to a Policy-Oriented 

Jurisprudence," Yale Stud.World Pub.Ord. 1 (1974).30. 
26 Reisman, Wiessner, and Willard, "New Haven School: A Brief Introduction, The." 
27Ibid. 
28 Harold Dwight Lasswell and Myres Smith Macdougal, Jurisprudence for a Free Society: Studies in Law, 

Science, and Policy, vol. 1 (Martinus Nijhoff Publishers, 1992). 
29Arend, Legal Rules and International Society. 85. 
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approach of the NHS while retaining some core assumptions recognized within legal positiv-

ism.30 Drawing upon the both theories he structured five basic assumptions about law from 

which he later built upon in a test to determining whether there exists a legal rule or not. 

The first assumption states the international legal order is subjected to formal anarchy; 

there is no formal overarching bureaucracy which govern state behaviour and which has leg-

islative power.   Second, unlike the NHS, Arend supposed that the only states (as opposed to 

NHS more general “members of the international community) are actors of interest when 

determining authority, motivated by the assumption of state sovereignty. This state centric 

approach is more concrete than new the new haven approach and more feasible to operation-

alize in academic research.31 Moreover Arend argues that, where the aims of NHS to shift 

focus from a state centric view, law is still primarily created by states and desisionmakers 

acting on behalf of states. Therefore, it is primarily their perspectives which are of interest 

when determining authority in legal process.  Third, states are assumed to be unitary actors. 

In dealing with international rules, the internal workings of political decision-making within 

states plays a lesser role than the motives of a state as one unit. Fourth, states are sovereign 

and are only bound by rules they consented to as assumed by traditional legal positivism. Fifth, 

Law is created in three ways: Treaties, custom and general principles. With these five assump-

tions in mind he constructed what he called the basic authority/control test. 

Arends basic authority/control test is based in the positivist understanding of the nature 

of law but ads to it that legal rules if two conditions, based on the NHS understanding of the 

concepts of authority and control, apply: 1. (authority) Decision-making elites must perceive 

the rule as law, that there exists opinion juris; and 2. (control) the rule must be reflected in the 

practise of states.  Only if these two conditions are met can law exist.32  

Arend objects to the promotion of basic human dignity as a source of law, stating that 

law is created because of the above-mentioned rules, and that legal scholars should not inject 

subjective opinions on morality as grounds for law-making.33  

To use the theory in practice Arend proposed some tools for a scholar seeking to quan-

tify the authority and control of a tested rule. 

To measure authority Arend proposes a four-step process:34  

(1) Establishing manifestations of authority, both formal and informal 

                                                             
30 Ibid. 86. 
31 Ibid. 87. 
32 Ibid. 
33 Ibid. 88. 
34 Ibid. 92-93. 
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Authority is the perception of obligation by the decision-making elites in states. This 

perception is manifested in both formal and informal ways.35 Formal manifestations takes the 

shapes of treaties, laws, executive orders, or any other documents conveying legal acts. Infor-

mal manifestations are documents which can be described as declaratory in nature; statements, 

negotiating documents and draft resolutions are some examples of sources for informal au-

thority. 

(2) Determining the universality of the manifestations 

A requirement for validity of a rule in international law is that the rule has a widespread 

recognition as authoritative.36 The more universal the acceptance of the authority of said legal 

rule the more validity exists to the rule. When determining the universality of the acceptance 

special notice should be taken to the states whose interests are especially affected. 

(3) Determining the significance of the manifestation 

To determine the significance of manifestations two elements must be considered. First 

is the quantity of the manifestation; the more times a rule is manifested either formally or 

informally, the higher significance. Second the quality of the significance. The manifestations 

must be weighted based on the normative impact of said manifestations. A general statement 

by a low-level clerk in a press release weighs less than the formal declaration by the head of 

state on an issue. 

(4) Explore contrary manifestations of authority 

Lastly contrary manifestations must be considered in the same way. 

Weighing in these four factors should present the scholar with a quantifiable idea of the 

authority of the tested rule. 

To measure control Arend propose a three-step process:37 

(1) Violations of the rule 

Control is the measurement of an authoritative rule reflected in practise. If there are 

widespread violations of the rule, the case for claiming that the rule is controlling over state 

behaviour, is weak. 

(2) Universality of the violations 

                                                             
35 Ibid. 91. 
36 North Sea Continental Shelf (Denmark/Federal Republic of Germany), 1967 I.C.J. 3 (Order of Mar. 8) §74 
37 Arend, Legal Rules and International Society. 94-95 
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As with the authority test, the control tests also rely on a qualitative aspect to determine 

the scope of control. As with the requirement of universality of authority, there is some sig-

nificance in the universality of the violations. Widespread violation by several states weighs 

heavier than many violations conducted by few or only one state. 

(3) Seriousness of the violations 

A final qualitative measurement is the gravity of a violation, where applicable. Where 

violations can differ in severity, violations which are more severe weight heavier than lighter 

violations. 

One question which Arend leaves open in his book is where to draw the line between 

the existence and non-existence of a legal rule. How does one apply a comparable value of 

control or authority based on the measurements accounted for above? Arend reflects on this 

himself stating that the tool is not intended to provide a definite answer to the prevalence of 

every rule, but rather to give the jurist an indication on the validity of said law. Law is dynamic 

and there are situations where law shows strong signs of status questions.38 Arends tool can 

show what is clearly law (high authority/control) clearly not law (no authority/control) but the 

exact threshold on the index for determining a rule is missing. Lacking a definitive way to 

quantify these parameters, his essay will divide authority/control into three broad categories: 

“high”, “some” and “low”.  

High – means that the manifestations of either authority or control is deemed universal, 

with very little disagreement or manifestations of violations. 

Some – means that manifestations exist, but are debated or violations are occurrent. 

Low – means that there is little manifestations of authority and/or widespread violations 

of the rule. 
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3. Background and previous research 

3.1. Cyber operations, an overview 

Cyber operations, sometimes referred to computer network attacks, can be defined as 

the use of information, sent via computer networks, to disrupt, deny, degrade or destroy infor-

mation or software. This can either be done to compromise the information itself or to alter 

information which results in the physical destruction of computers or computer driven sys-

tems.39 Information, in this instance, should be regarded in its widest possible meaning; facts, 

data or instructions in any medium of form, to quote the US military definition.40 

The term computer network attack, thus covers a broad variety of methods to alter infor-

mation systems using computer code. The practical implications of this, range from the alter-

ing or shut down of websites (defacing) to real world physical destruction as computer guided 

machines are given intentionally erroneous data. While an extensive list of possible computer 

network attacks can fill books, some common methods are included below to give the reader 

an indication of what the concept covers. 

Trojans, computer viruses are malicious code (computer programs) written to target 

computer networks and to give these systems commands which the authors did not intend. 

The most impressive and destructive program to date is the so called Stuxnet virus, which 

targeted the nuclear enrichment plant in Natanz. The virus managed to inject code into Super-

visory Control and Data Acquisition (SCADA) systems controlling centrifuges and causing 

their physical destruction by repeatedly raising and lowering their spinning speed (causing 

stress to the centrifuges parts).41 

Logical bombs act like Trojans or viruses, but are inactivated until certain criteria are 

met.42 

DDoS Attacks stands for Distributed Denial of Service and means that a computer net-

work if flooded with bogus traffic blocking any incoming legitimate traffic from accessing 

the system. A prominent example of the use of DDoS attacks are the 2007 attacks on Estonian 

IT infrastructure, which temporarily ground the entire economy to a halt. The entire Estonian 

internet infrastructure was so flooded that not even banks could communicate with ATMs, 

making withdrawals impossible.43 

                                                             
39 Heather Harrison Dinniss, Cyber Warfare and the Laws of War, vol. 92 (Cambridge University Press, 2012). 
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40 Staff Joint Chiefs of, "Joint Publication 3-12 Cyber Operations," (2013). 
41 Kaspersky, "What Is a Trojan Virus?,"  https://www.kaspersky.se/resource-center/threats/trojans. 
42 Nick Lewis, "Understanding Logic Bomb Attacks: Examples and Countermeasures,"  (2017). 
43 Digital Attack Map, "What Is a Ddos Attack?,"  http://www.digitalattackmap.com/understanding-ddos/. 
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Hacking is a term used for the illegal entry into a system to either plant logical bombs, 

Trojans or viruses, or to simply exfiltrate information. In the 2016 US presidential election 

the Democratic National Congress where subjected to extensive hacking, and subsequent 

“weaponized leaks” of sensitive information to the public, potentially influencing the outcome 

of the election.44 

Cyber operations are conducted for a variety of reasons. They can either serve to exfil-

trate information (espionage) or be used as an intervention in other states affairs. This essay 

will only concern itself with cyber operations conducted with the goal to intervene in other 

states affairs. Cyber operations conducted with economic reasons (cyber-crime) or to gain 

information (cyber-espionage) are in themselves interesting, but falls outside the scope for 

this essay. 

 

3.2. Previous research 

As society grew more reliant on ICT, the use of cyber operations for offensive actions 

has been debated and studied by both political science and legal scholars. The field gained an 

increased interest in the wake of the 2007 Estonian DDoS attacks. The following chapters will 

account for the positions of professors Michael N. Schmitt and Jean d’Aspremont, both 

respectively prominent in the debate on the application of international humanitarian law on 

cyber operations. Schmitt is a prominent supporter of the extension of IHR to cyber operations 

and has published several articles on the subject. He is also the head of an international group 

of experts who, collectively, published the Tallinn manual on the international law applicable 

to cyber ware, a detailed report on a proposed framework to deal with cyber operations from 

an international law perspective. The books is mainly a response to the 2007 DDoS attacks on 

Estonia, and aims to be a handbook for political desisionmakers on matters concerning cyber-

to-cyber operations.45 

3.2.1. Michael N. Schmitt views on Cyber operations and the Tallinn manual 

Schmitt is one of the first, and most active, scholars investigating cyber operations. He 

is the director of the Tallinn manual project (and its later revision). He is also, in his own 

                                                             
44 Gary S. Malkin, "Internet Users' Glossary (Archived 1996),"  

https://web.archive.org/web/20160605204821/https://tools.ietf.org/html/rfc1983. 
45 Michael N. Schmitt, Tallinn Manual on the International Law Applicable to Cyber Warfare (Cambridge 

University Press, 2013). 4. 
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words, influence by the NHS approach to international law.46  Professor Schmitt has authored 

several papers on the subject the first published as early as 1999.47 

Computer network attack and the use of force in international law: thoughts on a nor-

mative framework was the first time the use of computer network attacks where analysed in 

context of use of force.48 In the paper he lay down the groundwork for what would become 

the main debate concerning cyber operations and jus ad bellum. In the paper, he concluded 

that the traditional application of use of force prohibition failed to address the problems posed 

by cyber operations. To combat this, he proposed that there was a need for an alternative 

framework in the application of law based on the consequences of such an operation.  This 

alternative method of categorizing cyber operations (later called the Schmitt criteria or 

Schmitt analysis) has been widely cited in the following works in the field. The Schmitt anal-

ysis consists of seven criteria for which he uses as the basis for delimitating coercion falling 

below the threshold of use of force (such as political or economic coercion) and the more 

intrusive forms, such as cyber operations. To test if a cyber operation could be considered a 

use of force the Severity (physical threat), Immediacy (effects manifested directly), Directness 

(there is a direct causality between the attack and the consequences), Invasiveness (some form 

of illegal intervention occurred), Measurability (effects are quantifiable), Presumptive legiti-

macy (that the act is considered a breach of state obligation) and, finally, Responsibility (there 

is a link between the perpetrators of the cyber-attack and a state actor.) Schmitt would return 

to the subject of cyber operations over the years addressing both ius ad bellum and ius im 

bello.49 

The most notable work in the field of cyber operations is the Tallinn manual on the 

international law applicable to cyber warfare, the result of the research of a large group on 

international experts trying to tackle the question of cyber war and international humanitarian 

law.50 The book addresses many of the subject Schmitt and other have mentioned over the 

years, ranging from both ius ad bellum to ius im bello. An updated version, dubbed Tallinn 

2.0 is in print at the time of this papers submission. 
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48 Ibid. 
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3.2.2. d’Aspremonts’ critique to legal interventionism in the cyber debate 

The growing plethora of published papers on cyber operations public international law 

has not gone without criticism. One of the most vocal being professor Jean d’Aspremont. His 

criticism is derived from a positivist perspective on the application of cyber operations namely, 

the numerous attempts that have been made to fit cyber operations into a pre-existing frame-

work for how to handle political conflict; Whether cyber operations can be considered a use 

of force or armed attack as defined in the UN charter.51  

While the positivist methodology has many merits, there is some grounds to critically 

asses its ability to answer question which arises in the field of international law in general, 

and especially fields like cyber warfare, where the passing of relevant formal legal text is 

scarce.  Since legal positivism has predominated the field of jurisprudence there is although 

of importance to explain why this approach have problems answering questions posed in this 

essay, to understand the methodological choices done.   

No serious attempt has been made to legislate Cyber operations incentivising a lawyer, 

who still will find injustice and disorder, to use the tools made available to ensure that cyber 

operations are subjected to existing international legal rules. This stretches the limits of these 

treaties far beyond what can be argued is the purpose of the treaties.52D’Aspremont calls this 

legal interventionism, the practise of a jurist to try to finding justification of a moral assump-

tion based in legal text, rather than a strict application of the text to test whether it is applicable. 

This leads to inconsistencies in the interpretation of rules at best and system breaking at 

worst.53  

He points out that the debate concerning cyber operations has, more or less, entirely 

been focused on how such activates are regulated in international law, rather than if.54  Finding 

a problem for which there may be a regulatory vacuum because the phenomena lacks any 

match to current regulatory framework, is a challenge for jurists.55 If a social problem remains 

unaddressed and is likely to remain so for the foreseeable future a jurist is tempted to substitute 

themselves for international lawmakers.56 This leaves a lawyer with two options: 1) take the 

role as lawmaker and propose new legislation, and 2) take the role as administrators of an 

existing regime and proactively find arguments fitting the existing legal regime. 
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52 Ibid. 
53 Ibid. 
54 Ibid. 579. 
55 Ibid. 582. 
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Facing the problem of the non-applicability or inappropriateness of the existing frame-

works for positivist law a jurist is tempted to find “creative” ways to stretch existing rules into 

fitting into the narrative of the jurist.57 This described by d’Aspremont as administrative cam-

ouflage or the act of law-stretching instead of law making. Per d’Aspremont, this is overly 

illustrated in the current legal debate concerning cyber operations, where many lawyers use 

their energy and creativity to find arguments concerning use of force and how cyber violence 

corresponds to the definitions in the UN charter. 

The most prominent method of law-stretching is consequentialist argumentation.58 The 

argumentation is based in the notion that the world has changed and that the authors of the 

examined legal rules couldn’t have anticipated the emergence of new phenomena and there-

fore it is legitimate for an interpretive reorientation of the rules.59 D’Aspremont criticises this 

notion and counters that the dominant consequentialist reasoning contradicts other argumen-

tative postures in the UN charter. An example given is the question of how to interpret use of 

force. It has long been debated whether non-kinetic force, as for example economic coercion, 

falls under 2 (4) of the UN charter. This has so far been rejecter despite the consequentialist 

claims that the effects of economic sanctions are like the effects of traditional use of force.60 

D’Aspremonts critique to, foremost Schmitts, extensive interpretation of “use of force” 

is pertinent from a positivist perspective. Schmitt has long argued that there is a need to change 

the way jurists interpret “use of force”, in order to fit the rules to the problem.  Interventionism 

poses a serious problem when analysing international law from a positivist perspective, but it 

is hard to imagine that a positivist analysis will not say anything about how states can act 

when facing cyber operations conducted against them. It is, however, important to base any 

legal arguments in a conservative light, thoroughly testing, if the tested rules can apply.  

 

3.3. Summary 

This essay will presuppose the positivist assumption of law being an obligation backed 

by sanction. The interest of jurisprudence in international law is to define the circumstances 

where a state is subject to limitations and obligations, and failing to follow these faces sanc-

tions. To this assumption some caveats should be noted. The sanctions should be understood 
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in a formal sense and not practical. International law is plagued by little formal ways to impose 

sanctions even when a breach of an international legal rule can be observed. 

The problems of legal fields facing emergence of new practices and problems while 

lacking the same evolution in legislation, press this problem to its limits. This makes it even 

more important for legal scholars to distinguish between de lege lata and de lege ferenda. A 

fundamental question is if there is ever a legal vacuum in international law?  The answer lies, 

of course, in the definition of law and legal rules. As evident by d’Aspremont reasoning, there 

are things which fall outside a hard positivist definition of law and legal rules. This does not, 

however, affect a decision maker’s quest to find normative guidance when it comes to acting. 

While normative reasoning might, over time as state practice, impose obligations as a source 

of international laws, the mere normativity of reasoning does not impose obligations. 

The overtly activist aspirations of the New Haven School blur the lines between formal 

law (de lege lata) and normative prescriptions (de lege ferenda) and thus fails to answer the 

question whether a state acting in a certain way might face sanctions. For subjects, such as 

cyber operations, where the relevant legal rules are far from clear, the temptation to interpret 

rules in a narrative, which coincides with one’s political opinions, are ever present.  

 A hard positivist interpretation on international law must rely on a “hard”, conservative, 

interpretation of the legal rules, if a rigid system of international law is to remain. Legal pos-

itivism, being the main approach in international law, can account for opinio juris, when it 

comes to cyber operations. Keeping in mind the dangers of legal interventionism explained 

by d’Aspremont, positivism can still provide a legal base from which further analysis can be 

derived. That said, state practice has a formal impact on legal rules and customary legal rules 

have evolved over time. The theoretical approaches of legal positivism and NHS can each 

provide answers for different questions posed by this essay. There is therefore ground for 

employing both methods when designing the research. 

The methodology proposed by Arend can answer whether there are trends of emerging 

new rules by testing the political behaviour of actors and determining how that behaviour is 

perceived. While any conclusions from such a test will not give definitive legal rules, it gives 

a jurist an indication of trends in international law. Changes in state practice can be tested to 

find out if the normativity of a rule also dictate obligation. This essay will initially account for 

the legal problems of cyber operations as addressed with legal positivism. Any rules or con-

clusions based on this test will then be subjected to Arends authority/control test to determine 

the obligatory nature of the rule. 
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4. Overview of relevant sources of international law 

The sources of international law stems, per positivism, from international conventions, 

customary law and general principles of law. This chapter will detail a brief overview of the 

relevant legal rules and the eventual evolution of state practice in relation to these rules. To 

understand the context of the current debates over interpretation of the rules, the chapter will 

begin with a historical overview on the legality of war and self-defence (chapter 3.1). Follow-

ing will be a recount of the relevant statutes of the UN charter, art 2(4) and 51, alongside some 

complementary resolutions by the United Nations (chapter 3.2) thereby illustrating the evolu-

tion of state practice in relation to these rules. The final part of this chapter will give an account 

of the draft articles of state responsibility. 

 

4.1. A historical review of the law applied to aggression and use of force. 

One of the earliest modern works on laws of war goes back to 1625, when Grotius pub-

lished De jure Belli ac Pacis.61 In the text, he brought up the topic of justification of war, 

where he concluded that war could only be just if “methods of justice cease” and if the intent 

of war was to prevent imminent or actual threat - if war was conducted in self-defence.62 This 

view, grounded in natural law concepts from the biblical tradition, where part of the, still today, 

ongoing discourse on the legitimacy of warfare. In the opposite part of the spectrum was 

Machiavelli who contended that just war was that which was necessary.63 The discussions, 

however where mainly philosophical and had little impact on the practical application of 

humanitarian law and states retained the right to wage war up until the early 19th century. 

The first attempt of declaring war criminal, came in the wake of the Napoleonic wars, 

where Napoleon’s invasion of France was declared criminal and a violation of the treaty of 

Paris of 1814.64 While the sentencing and Napoleon’s following exile to St. Helena had more 

to do with political, rather than legal reasoning, it signified a growing view that war, and 

especially war in breach of treaty was criminal. In 1907, during the second International Peace 

conference in Hague, Convention III was drafted, requiring the signatories to precede any 
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hostilities with warning (being a declaration or ultimatum, stating the reasons).65 However, no 

explicit sanctions where mentioned for failure to comply with the treaty.66 

After World War I the Allies and Associate Powers drew inspiration from the treatment 

of Napoleon when considering how to conduct the proceedings during peace accords in Ver-

sailles.67 War was still not considered a crime against international law, but worded as “a 

supreme offence against international morality and the sanctity of treaties”.68 An act of war 

was still not explicitly forbidden in the League of Nations covenant, but showed another step 

towards that notion. Expressed by the Leagues charter article 11 and article 16, which (for 

11(for 11) declared that any war or threat of war affecting a member directly or indirectly was 

a concern for the whole League and (in art 16) declared that any member resorting to war, was 

liable towards all members of the league.69 While the charter aimed at substituting arbitration 

for war when dealing with disputes, and imposed a possibility for sanctions for anyone in 

breach, members still felt that the provisions where lacking and that there remained need to 

strengthen them. In 1923 a first attempt at directly criminalizing aggressive war was conceived 

in the form of the draft Treaty of Mutual Assistance. Even if the idea had support amongst 29 

of the member states on principle, the treaty never passed, due to disagreements on the defi-

nition of aggression, a recurrent disagreement, which is witnessed to this day.  

While a proper treaty failed to pass the notion that war of aggression (irrespective of 

definition) was criminal reiterated again in the 1927 declaration by the League Assembly stat-

ing that “war of aggression can never serve as a means of settling international disputes, and 

is, in consequence, an international crime.”70 The declaration, while lacking direct legal power, 

shows the gradual shift in international policy which paved way for the United Nations Charter.

  

4.2. Aggression, use of force and armed attack in relation to self-defence 

The use of force and self-defence is addressed in article 2(4) and 51 of the UN charter 

respectively. The understanding of these articles of the charter has further been elaborated in 

the General Assembly resolutions 3314 definition of aggression. The articles and resolutions 

centres around the legal concepts of aggression, use of force and armed attack. The wordings 

are all used in different parts of the UN charter and are prominent in different legal documents 
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relating to the regulation of intervention between states. Some form of relationship between 

these words must therefore be established to understand the different obligations the UN char-

ter imposes. The charter itself, nor the traxaux préparatoires provides no guidance as to how 

these words are to be interpreted on their own or in relation to each other. To understand the 

obligations of states in relation to the use of coercive instruments, there is a need to understand 

the hierarchy and interconnectedness of these words. Below follows a brief overview of the 

relevant articles and resolutions, as well as the contemporary legal debate on the definitions 

and limitations of the established rules. 

 

4.2.1. UNGA resolutions 3314 Definition of Aggression 

4.2.1.1. Resolution 3314 Definition of Aggression 

Aggression, and the crime of aggression, has been subject of a considerable amount of 

legal literature. As described above the ideas of criminalising was, and in particular war of 

aggression heralds from the 18th century.71 In the wake of World War II, the newly founded 

United Nations faced the problem lack of established legal rules concerning public interna-

tional law. Codification of international law was a key goal of the organ, written into the 

charter.72 To meet this vacuum, the General Assembly adopted a resolution where the body 

“affirms the principles of international law recognised by the Charter of the Nurnberg Tribunal 

and the judgment of the Tribunal.”73 The resolution also directed an “International Law Com-

mission” to treat the principles established by the tribunal as a primary source for the estab-

lishment of said rules. A year later a second resolution, reaffirming that crimes against peace 

was punishable as crimes under international law, instructed the commission to formulate 

these principles into a draft declaration of the rights and duties of states.74 A draft declaration 

was adopted by the international law commission. The commission has presented several 

drafts, the latest being the 1996 draft Code of Crimes against the Peace and Security of Man-

kind. The draft again affirmed the criminalisation of aggression citing the Nuremberg tribunal. 

As of today, a definite code has yet to be adopted by the UN. 

In absence of a direct code, there is some guidance to an exact definition of aggression 

in a General Assembly resolution defining the act. In 1974 UN General Assembly, adopted a 

                                                             
71 Brownlie, International Law and the Use of Force by States.351ff. 
72 Article 13 of the UN charter instructed the General Assembly to” …[I]nitate studies and make 

recommendations for the purpose of a. promoting international cooperation in the political field and 

encouraging the progressive development of international law and its codification”. 
73 A/RES/1/95 (I) 
74 A/RES/2/177 (II) 



27 
 

non-binding recommendation on the definition of aggression. This document has served as 

guideline to the modern legal understanding of aggression. 

Article 3 draws up a list of qualifying, but not exclusive acts of aggression: 

(a) Invasion by armed forces 

(b) Bombardment of armed forces 

(c) Blockade of ports and shores 

(d) Attack by the armed forces on another states armed forces. 

(e) Use of armed forces within the territory of another state in contravention of 

agreements 

(f) Allowing other states to use its territory for acts of aggression 

(g) Sending armed bands, irregulars etc. to carry out acts of armed force. 

4.2.2. UN charter article 2(4)  

“All Members shall refrain in their international relations from the threat or use of force 

against the territorial integrity or political independence of any state, or in any other manner 

inconsistent with the Purposes of the United Nations.” 

UN charter article 2(4) prohibits “the use of force” by the member states, but the exact 

definition of force is not found in the charter.  

The literal definition of force is broad with the Merriam-Webster dictionary giving six 

different meanings including strength or energy exerted or brought to bear, military strength, 

violence, compulsion, or constraint exerted upon or against a person or thing. Considering the 

literal meaning of force makes the prohibitions in 2(4) far reaching concerning the interrela-

tionship between states. In context, force is used in a slightly narrower definition by the charter. 

In the preamble, as well as art 41, 44 and 46. In art 41 and 46, as with the preamble, force is 

used in conjunction with “armed” and in art 44 it can be understood that “armed” is implied. 

This makes the lack of the word armed in art 2(4) perplexing and the problem has divided 

both states and legal scholars over the exact meaning and interpretation of the “use of force” 

in the article. 

 

4.2.2.1. Extensive or restrictive reading. 

A restrictive reading of the meaning of force, limits the interpretation to mean the use 

of “armed force” or at least force involving aggression. The case for a limited reading of 2(4) 

is extensive. The most prominent arguments stem from the fact that, during the UN conference 



28 
 

on international organisation, held in San Francisco, in 1945 a proposition to extend the pro-

hibition of article 2(4) was rejected.75 Continually this has also been the position of many 

developed states when the issue has been brought up before the UN on following occasions.76 

A practical argument is put forward by prof. Henkin who argues that, considering the 

lack of agreement concerning the exact definition of force it is important to preserve “a clear 

and undisputed authority of 2(4) to cover at least cases of direct, overt aggression.”77 

Proponents of an extensive reading of the wording in 2(4) points to several factors which 

would allow for such a reading. The strongest being the deliberate ambiguity of the wording. 

In other parts of the charter the wording “armed force” or “armed attack” is used hinting on a 

distinction between the more limited “armed force” and a more general “force”. Opponents 

of an extensive reading argued that such a reading would be paraxial to art 51 where states 

subjected to illegal acts of force per 2(4) could not defend against it due to the limits of art 51. 

Proponents argued that such a paradox might not be inconsistent with the charter. Art 51 

would only limit the right to armed self-defence, limiting a nation’s right to wage war in all 

circumstances excluding being subjected to armed-attacks. Nonviolent coercion could still be 

employed, as could the nation seek redress before the Security Council.78 

Another argument is based in the statements and goals of the UN as expressed in the 

preamble of the charter and in article 1. Based on the sweeping statements in the other part of 

the charter in the preamble it would be inconsistent to limit the interpretation of 2(4) to only 

apply to military force.79 

 

4.2.2.2. Instrument, target or effect based interpretation 

Another perception into the limit of the scope of 2(4) is whether the interpretation should 

be instrument based, target based or effect based. 80 An instrument based approach means that 

the applicability of the prohibitions of 2(4) lies in the instruments used to cause a coercive 

effect i.e. weapons, armed forces etc. The approach differs between for example military, 
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economic or political instruments, whereas only the first would be prohibited by art. 2(4).81 

This approach is generally accepted as the way to determine whether an act falls under the 

prohibition and has been supported by mainly western states during deliberations on the use 

of force within the UN. The arguments have been like those supporting a narrow reading of 

article 2(4); widening the definition (specially to encompass instruments as political and eco-

nomic) will create boundary problems between illegal coercion and legal pressure which is 

part of the day-to-day function of international politics. 

This poses the question what instruments are included in the phrohibition of 2(4). The 

travaux préparatoires of the charter, signalling an, at least partial, resistance to including eco-

nomic and political coercion in the prohibition in art 2(4). The threshold for use of force there-

for lies somewhere between economic coercion (which is arguably not prohibited by the UN 

charter) and armed force (which is clearly prohibited). 

The international court of justice noted in its advisory opinion on Nuclear Weapons that 

use of force should not be interpreted as relating to specific weapons, but rather be applied to 

the use of force, regardless of weapons.82 The reasoning behind the conclusion being that there 

is no way to determine how future weapons can be employed. This gives credit to the propo-

nents of defining, at least certain types of cyber operations as use of force. Weapons have a 

broad definition, wider than the explosive or kinetic weapons which most initially associate 

the term to.  An example of this is the use of chemical agents to affect the weather. After its 

initial use in the Vietnam War by US forces, the practice became increasingly problematized 

by the international community.83 In 1976 the UN General Assembly adopted a convention 

banning the use of environmental weapons.84 The definition of weapon does not lie in any 

specific characteristics of the instrument, but rather the effects it invokes with its use.  

Ian Bowline gives two criterions to distinguish weapons: 1. That the agencies concerned 

are referred to as weapons and 2. That the purpose of the weapons are the destruction of life 

and property.85 Some common criticism to these criterion is that the words weapons and war 

respectively are used haphazardly in a way which undermine its legal significance.86 While 

this is true, and certain considerations has to be taken when analysing the source material, the 
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use of that terminology, taken in context with the specific purpose of the instrument should 

give an inclination into whether state practice perceives something to be an instrument of use 

of force. 

A second approach is the target-based approach, identifies the target of the coercive 

action and determines whether the action is an illegal use of force based on that criteria alone. 

This approach has been argued by developing states, arguing that the importance of art 2(4) 

lies in the securing of the independence of state institutions. Any attacks attempting to influ-

ence a state should be regarded as illegal by the international community.87 

A third approach which has gained following during the last 20 years (especially 

amongst scholars supporting the notion that cyber operations are use of force) is the effect 

based approach. The effect-based approach looks to the effect of the instruments used as the 

defining character of what constitutes as use of force. The reasoning follows that, if the charter 

did not intend 2(4) to be exclusively restricted to armed force, the travaux préparatoires of 

the charter excluding economic and political coercion, the threshold of illegal use of force lies 

somewhere in between armed use of force and economic/political use of force. In absence of 

a definite threshold for use of force guidance, determining the scope of art 2(4) lies in the 

effect of the instruments used. If an effect has the characteristics of armed force, the act should 

be illegal, since the act could be substituted for an illegal instrument without changing the 

outcome.  

 

4.2.2.3. State practice 

A final approach to interpret article 2(4), in this essay, is to examine state practice in the 

matter alone. As mentioned above, the including of economic and political coercion as use of 

force has been rejected on numerous occasions in the  

In an advisory opinion on the legality of nuclear weapons, the ICJ held that the provi-

sions in the charter does not relate to specific weapons but applies to any use of force, regard-

less of the weapons employed, which lends to the instrumental interpretation of use of force.88  

The wordings do, however, suggest that the term weapon should be given a broad definition 

considering future developments of warfare.  
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Some grounds to this approach lies in, for instance, the use of pesticides and weather-

altering agents during the Vietnam war.89 The opposition to this form of activities was for-

mally banned in 1976, when the General Assembly adopted a convention banning environ-

mental manipulation in war.90 The definition of weapon does not lie in any specific character-

istics of the instrument, but rather what state actors perceive as weapons. 

 

4.2.3. UN charter article 51 

“Nothing in the present Charter shall impair the inherent right of individual 

or collective self-defence if an armed attack occurs against a Member of the 

United Nations, until the Security Council has taken measures necessary to 

maintain international peace and security. Measures taken by Members in the 

exercise of this right of self-defence shall be immediately reported to the Secu-

rity Council and shall not in any way affect the authority and responsibility of 

the Security Council under the present Charter to take at any time such action as 

it deems necessary to maintain or restore international peace and security.”91 

 

Article 51 governs the right to self-defence, collectively or individually. When reading 

the article, it is important to contemplate the relationship between the article and pre-existing 

customary right to self-defence.92 The criterion for self-defence in art 51 of the UN charter is 

under the precondition that the state is subject to an armed attack. The reasoning is simple, the 

prohibition from use of force in art 2(4) should never infringe upon a state right to self-defence, 

and builds upon the traditional standing of just warfare accounted for above. Using force in 

response to invasion or other forms of armed attack must always be an option if a state is to 

remain sovereign.  

 Professor Tom Ruys accounts for the legal reasoning surrounding armed attack in the 

book 'Armed Attack' and Article 51 of the UN Charter from three perspectives: Ratione mate-

riae, what counts as an armed attack, ratione temporis, when does an armed attack take place, 

and ratione personae, who can conduct and armed attack. By examining the legal aspects of 

self-defence from these three perspectives, a holistic interpretation of art 51 can be constructed 

considering relevant conditions and the legal discussions surrounding these. 
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4.2.3.1. Ratione materiae 

Ratione materiae, literally because of the matter, is the legal reasoning concerning what 

the relevant factors are for an act of coercion to constitute an armed attack. What are the 

material criteria for an armed attack, activating the exception to use force in art 51? The dif-

ferent wordings in art. 2(4) and 51 hints on a differentiation between an “illegal use of force” 

and “armed attack”, but the charter and the following resolutions remains vague on the exact 

threshold between the two. The same goes for armed-attack and self-defence although both 

encompass the use of force. The difference between the legal and illegal use of force lies in 

agency. A state subjected to use of force cannot legitimise a continued use of force on the 

basis that the state, in itself is subject to the retaliatory action. 

An early indication to the discussed relevant criteria can be traced to the works of the 

International Law Commission.93 Special Rapporteur Spiropoulus discussed the objective and 

subjective criteria of aggression. While there are formal constraints to what can constitute an 

act of aggression, there mere prevalence of the result of an act does not equal an act of aggres-

sion. Aggression needs both an objective (effect) and subjective (intent) to be. A definite 

“legal” definition of aggression or armed attack is problematic and can often conflict the “’nat-

ural’ notion of aggression.  The prerequisites of an armed attack should be interpreted as dy-

namic and on relation to a “natural” notion. 

A commonly cited case for guidance, when it comes to the objective criteria is the ICJ 

case Nicaragua v. United States of America, more commonly known as the Nicaragua case.94 

The court asserted the existence of a gap between use of force and armed attack when it held 

that there was a need to “distinguish the most grave forms of use of force (those constituting 

armed attack), from other less grave forms. 95 Further the court held that the scale and effects 

of an operation are relevant when determining if it constitutes an armed attack or mere frontier 

incidents.96 This notion is reaffirmed in a later case using similar wording.97 Even if a gap 

between the illegal use of force and the right to self-defence exist, the bar is set relatively low. 

The ICJ distinguished between frontier incidents and armed attack, but this does not mean that 

limited action automatically falls outside art 51. The court was not prepared to state that any 
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use of force below the de minimis threshold would not permit any act of self-defence. Exclud-

ing the right for collective self-defence against attacks falling below the de minimis threshold, 

the court hypnotised a situation where a state could be permitted to use force in a reactionary 

manner against attacks which did not qualify as an armed attack, but nevertheless qualifies as 

a use of force.98 This is also evident by state practice where several cases of “on-the-spot” 

self-defence has been conducted and the actions have been justified on that basis.99  

State practice shows that states calls on the right to self-defence for relatively small 

incidents, even going beyond “on the spot” reactions. The threshold seems to be met if the 

attacks “result in, or are capable of resulting in destruction of property or loss of life.”100 This 

calls into question the de minimis prerequisite of art 51 established in the Nicaragua case. Two 

arguments against a revocation of that principle have been put forward: The first is that, while 

self-defence is not applicable, use of force may be nevertheless be justified on a “state of 

necessity” basis. The second that small-scale use of force fall outside Article 2(4). A problem 

with this interpretation is that it draws up inconsistencies with the peremptory nature of the 

UN charter. Furthermore, state practice frames these forms of use of force as self-defence. A 

more consistent interpretation of an armed attack is to make the minimal gravity circumstantial. 

Prof. Yoram Dinstein provides an effect-based definition for determining if use of force con-

stitutes an armed attack: “a use of force producing (or is liable to produce) serious conse-

quences, epitomized by territorial intrusions, human casualties or considerable destruction of 

property.”101 This interpretation bridges the problems of de minimis and state practice, but are 

still consistent with ratio decidendi in Nicaragua and Oil platforms cases.102  

The de minimis prerequisite tackles the objective nature of armed attack; the attack must 

have certain effects to activate art 51. Another question is regarding an eventual subjective 

prerequisite. Does every instance of act resulting in serious consequences, epitomized by ter-

ritorial intrusions, human casualties or considerable destruction of property legitimate the use 

of self-defence?   

The subjective criteria have been suggested lies in an animus aggressionis i.e. the delib-

erate use of force for the intent above.103  This means that accidental manifestations of force 

                                                             
98 Ibid. §210 
99 Ibid p. 153f provides an account of several instances spanning the years between 1964 and 2008 based on 

statements made before the Security Council. 
100 Ibid p. 155. 
101 Yoram Dinstein, War, Aggression and Self-Defence (Cambridge University Press, 2011). 193. 
102 ICJ Nicuragua §231, ICJ Oil Plattform §§ 62, 64. 
103 Ruys, 'Armed Attack'and Article 51 of the Un Charter: Evolutions in Customary Law and Practice. 522. 



34 
 

cannot justify the use of self-defence.104  This limits the right to self-defence to acts with a 

clear hostile intent as opposed by acts committed by mistake or accident (for example, the 

accidental border crossing of an infantry unit, should not be considered an invasion). The 

burden of proof is set very low and use of force should be considered as a prime facie pre-

sumption of aggression.105 

In the oil platforms case the ICJ held that the mere fact that Iranian mine-laying was not 

considered an armed-attack since there was no indication that the mine that struck the Bridge-

ton was “laid with the specific intention to harming that ship, or any other US vessel.”106 The 

verdict has been criticised alleging that this would encourage states to carry out indiscriminate 

attacks, to limit the targeted states ability to respond.  This criticism, while valid and important, 

is unfounded considering the reasoning behind the fundamental idea of an objective and sub-

jective criteria. Dinstein suggests that the courts position should rather be interpreted as the 

need for a general intention to attack another state, rather than attacking a specific target.107 

This is also consistent with the de minimis threshold defined by Dinstein, where the mere fact 

that an act of force is liable to produce an effect can signify an armed attack. State practice 

suggest that in the case of uncertainty the first option for a state should be to take measures to 

deescalate at situation or forcing the attacker to betray its hostile intent.108 

 

4.2.3.2. Ratione temporis 

The question of timing, ratione temporis, in the legality of self-defence has been subject 

to debate and discussion within international law. It is somewhat cliché to claim that there was 

a shift in the perception of the legality of anticipatory self-defence in the wake of terrorist 

attacks on World Trade Centre in New York September 11 2001 and the following war on 

terror. The shift from opposition to a favourable view on anticipatory self-defence has been 

gradual and divided. The debate is also more nuanced that a simple accepting or rejection of 

anticipatory self-defence. However, the war on terrorism serves as a good starting point for 

examination of the legal debate concerning ratione temporis. After 9/11 the temporal dimen-

sion received renewed attention from lawmakers and lawyers alike.109 In 2002 the new US 

National Security Strategy stated that legality pre-emptive self-defence was widely taken for 
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granted and that the new types of threats demanded that the need for temporal imminence 

should be abandoned when it came to defence doctrine.110 While the publication of such a 

statement in defence doctrine signals, at least, a partial shift in opinio juris, legality remains 

questionable. On the contrary, up until 2005 there are several manifestations of states resisting 

attempts to broaden the definition of art 51.111 The uncertainty of the limits of the temporal 

aspect of self-defence gives reason for a conservative interpretation of rules and state practice 

for establishing base threshold for legality. 

Before delving into the details of the temporal debate, some definitions and declaration 

of key concepts must be established. A literal interpretation of art 51 reads that self-defence 

in response to an armed attack is always justified. That is, the act of force comes in response 

to an ongoing armed attack. This brings about the question when an armed attack is initiated 

and when an armed attack is concluded.  

Anticipatory self-defence is characterised using force before the state, which evokes the 

right to self-defence, is subjected to acts of force. This can further be divided into two sub 

categories: pre-emptive self-defence, against imminent threats, and preventive self-defence, 

against non-imminent threats.112 A third category, suggested by Ruys, is interceptive self-

defence, meaning self-defence against attacks which are initiated but not realized.113 The dif-

ference between anticipatory self-defence and “reactive” self-defence is the criterion based 

for undertaking acts. In reactive self-defence, the armed-attack criterion in art 51 is unques-

tionably fulfilled. In anticipatory self-defence, armed attack is substituted for a more ambig-

uous criterion “threat”, being in an imminent or non-imminent characteristic. In a 2004 report 

to the UN, among other things, the use of anticipatory self-defence was brought up. The UN 

report affirmed the legality of anticipatory self-defence where the threat was imminent, but 

refuted the right to self-defence in any pre-emptive manner.114 The report concluded that any 

preventive action allowed for enough time to report any findings to the Security Council and 

that matters could be settled by them, furthermore any reinterpretation of art 51 which would 

extend the right to self-defence would contradict the principle of non-intervention.115 
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With disagreement amongst legal scholars and with the above-mentioned UN report, 

Ruys concludes that de lege lata only allows for interceptive self-defence; pre-emptive 

response where the attack is initiated, but not fulfilled. This should be applicable both on a 

tactical (military units defending against small-scale attacks) and strategic (larger-scale 

attacks against the integrity of the state). Important factors being hostile intent on the operative 

scale and “irreversibility of the course of actions” concerning strategic decisions. The mere 

threat of a conventional attack does not give the threatened state the right to initiate hostilities 

based on self-defence.116 

Further evidence for this interpretation is the lack of state practice which would legiti-

mate anticipatory self-defence. Disregarding any defence doctrine, there is little practical 

examples of anticipatory self-defence. 

 

4.2.3.3. Ratione personae 

The traditional approach to art. 51 is that armed attacks can only be conducted to states. 

When it came to non-state actors, despite non-explicit limitation in art 51, the conventional 

agreement was that use of force conducted by non-state agents could only be considered an 

armed attack in the case of a link to a state in the form of “indirect aggression” as defined in 

the Definition of Aggression.117 

When it comes to use of force committed by non-state actors, there are two different 

legal situations which can apply when a responding state claims the right to self-defence. The 

first is the recourse to use force against a state in relation to actions undertaken by a non-state 

actor. The other is the recourse to use force against non-state actors within (another) state. The 

first situation relates to the circumstances when a state can be held responsible for actions 

undertaken by non-state actors’ operation from their territory or under their influence. There 

other is when the targeted states interest of self-defence outweighs the other states superiority.  

In the Nicaragua case ICJ elaborated on the subject establishing that the Declaration of 

Aggression constituted customary international law and served as a proper de minimis thresh-

old for legitimate self-defence.118 This meant that, to become responsible for non-state actors 

acting from a state territory, a state needed to positively interact with the non-state agent. The 

mere tolerance of non-state agents was not sufficient.119 This conclusion is reflected in several 
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contemporary conflicts where the international community refuted claims of self-defence 

when states resorted to use force against non-state agents’ operation autonomous on foreign 

state territory. Self-defence could only be warranted when the attacks could be attributed to 

states. 

The precedent established by the Nicaragua case have, considering the growing concern 

of trans-nationally operation non-state actors, come under question. Critics have varied from 

calls flexible reading of the link between state and non-state actors to question whether such 

a link should be necessary at all. State practise shows both evidence of support of this notion 

as well as expressions of contra factual tendencies. 

There are two prominent cases of the acceptance (or at least tolerance), from the inter-

national community, to vindicate the use of force in recent times (after 9/11). These are the 

2002 intervention in Afghanistan by US forces in response to the attacks committed by Al-

Qaida, and the 2006 Israeli intervention in Lebanon in response to prolonged rocket fire by 

Hezbollah along the Lebanese border. Support for self-defence against non-state actors have 

not been unanimous; in 2003, Israel was criticized for strikes against Islamic Jihad in Syria 

and Columbia was criticized for strikes on FARC in Ecuador in 2008. There are also two cases 

from the ICJ where the court held the notion that self-defence is only applicable to armed 

attacks attributed to states. 

The question of operations against non-state actors remain legally uncertain, with 

divided opinion amongst scholars and in state practice. A certain threshold is the bar estab-

lished in the Nicaragua case, concerning the responsibility for state actors and indirect use of 

force. When it comes to non-state actors acting more autonomously the only thing that can be 

established from state practice is that use of force as a countermeasure is not “unambiguously 

illegal”.120 

A final note of importance is the relationship between the initiation of the attack and the 

continuing hostilities. Art 51 is only applicable to the commencement of hostilities. Once war 

is started the conventional treaties on hostilities take precedence. A state resorting to self-

defence is therefore not required to limit their action to immediate self-defence but can con-

tinue the war if it is compliant with the laws of war. 
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4.2.4. Summary 

The gap between “law in books” and “law in practice” is growing when it comes to use 

of force.121 Considering changes in the ways political conflict is waged and the increase of 

influence by non-state actors many traditional concepts concerning the use of force has come 

under criticism and debate. However, the change in perception is far from unanimous. For the 

purposes of this essay the following conclusions in regards to the aggression, use of force and 

self-defence can be drawn: 

 

Use of force: 

The lack of consensus on the scope of use of force favours a limited reading of 2(4) to 

maximise the validity of the legal rule. There is consensus that armed force, is at least covered 

by the prohibition, but there is also compelling evidence to support that the scope of 2(4) goes 

beyond armed force. In the Nicaragua case, the court distinguished between illegal use of 

force and armed attack showing a gap between the restrictions in 2(4) and the criteria for 

allowing for self-defence in art. 51.  

In the debate concerning instrument-, effect-, or target-based interpretation the latter 

seems to be rejected by many scholars and states. The question remains if the instruments or 

effects are the relevant criteria. The latter has a growing following, a general shift in opinion 

juris if far from established. An instrument based approach, being the narrower of the two will 

be used for the basis of this essay on the assumption that the latter is incorporated in the first. 

Instruments should in this case be understood as specific things designed for using force. 

 

Armed attack and self-defence: 

The criterion for invoking the right to self-defence are threefold stemming from the 

material, temporal and actor-based reasoning. 

The first criterion deals with what can constitute an armed attack. Based on the above 

recounted reasoning’s armed attack will for this essay be defined as a severe form of use of 

force, conducted with hostile intent, resulting in serious consequences, epitomized by territo-

rial intrusions, human casualties or considerable destruction of property.  

The second criterion deals with when self-defence is permissible, which for this essay 

will be defined as in response or interceptive manners. A state cannot pre-emptively act 

against the threat of armed attack. 
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The final criterion deals with the actors involved in the armed attack but the scope of 

self-defence is slightly differentiated depending on some factors. Both state and non-state 

actors can trigger the right to self-defence. 

If the armed attack is conducted by a state actor the targeted nation can respond with 

force citing self-defence. States can also be held responsible for the actions of non-state agents 

if certain criteria are fulfilled as evident by the Nicaragua-case. There is also some state prac-

tice which suggest that non-state actors acting autonomously may trigger the right to self-

defence against said actor even though the act of self-defence violates state superiority. 

 

4.3. General principles of international obligations and Articles of State 

responsibilities 

 Use of force (or brute force) is not the only tool viable for states to enact coercion on 

each other. A problem with the modern application of coercive diplomacy has been, as evident 

from the debate concerning the scope of UN art. 2(4), the use of non-violent methods of coer-

cion. If the right to self-defence cannot be invoked against illegal acts of coercion which fails 

the meet the criteria of armed attack or even use of force, how can states be held accountable? 

The works of the International Law commission was not constrained to the question of 

use of force and aggression. In 1956 the commission began working on a draft convention 

which would focus on the “the general definition of rules governing the international respon-

sibility of the state.122  The work continued over several sessions and with several revisions to 

the proposed texts. On 31 May 2001, a final draft of fifty-nine articles and commentary was 

adopted by the ILC and presented to the UN General Assembly. The general assembly pre-

ceded to adopt a resolution taking note of the articles and recommended them “without prej-

udice to the question of their future adoption or other appropriate action.”123  From there on 

the UNGA adjured its decision on the adoption of the articles on three instances, the latest 

being 2016, adding it to the agenda of the 74th session.124 The reluctance of the General 

Assembly to adopt a formal convention on the subject has not stemmed the international courts 

from referencing the articles (in the present, and previous forms) as sources of international 

law. The UN Secretary-General, appointed with the task to prepare a “compilation of deci-

sions of international courts, tribunals and other bodies referring to the articles”, has up until 
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2016 noted the references of the articles in 282 instances from a wide variety of courts.125  

Even if the articles have not officially been adopted as convention, both courts and commen-

tators consider them an accurate codification of customary international law of state respon-

sibility.126   

As with the applicability of art 51, the draft Articles of state responsibility of Interna-

tionally Wrongful Acts (ASRIWA) will be accounted for in two different perspectives Ratione 

materiae and ratione personae. 

 

4.3.1. Ratione materiae 

Article 1 of the 2001 draft of the ILC proposed “Responsibility of States of Internation-

ally Wrongful Acts” states the following: 

 

Every international wrongful act of a State entails the international respon-

sibility of that State.127 

 

The statement might, at a fist glance seem obvious, but it is important to bear in mind, 

that the interrelationship between states is not governed by the same principles as national law. 

The concept of accountability in AESIWA is, in opposition to the UN charter, not based in a 

peremptory ambition, but rather stems from the intention of creating accountability in relation 

to other conventions. Responsibility for internationally wrongful acts occurs, per article 2, 

when a states conduct is in breach of an international obligation. Article 2 gives to the state 

and b) that the act constitutes a breach of an obligation. 

Article 12 elaborates on the meaning of breach of obligation as “when an act of that 

state is not in conformity with what is required of it by that obligation, regardless of its origin 

or character.” This means that the AESIWA only reflects the legitimate process when a breach 

occurs, “regardless of origin”. There is no general body of obligations applicable to the 

ARSIWA, and a state is only liable to the extent that the state is part of any convention or 
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other legally binding force (se art 38 of the ICJ). For the AESIWA to be applicable, the exist-

ence of an obligation stemming from another source of international law must be established, 

but this also means that the existence of other primary rules within the international level is 

presupposed and that the articles are unaffected by any changes in the international legal 

regime.  

Besides article 2, article 55 also deals with the applicability of the ARSIWA stating that 

lex specialis, where the content or responsibility of a state are governed by other rules, takes 

precedence. 

4.3.2. Ratione personae 

As with the UN charter, the question of personification is also debated in relation to 

ARSIWA. A principal rule of state responsibility is limited to acts committed by the state (in 

form of organs or agents exercising public authority), the conduct of private persons and enti-

ties are not normally attributable to them.128 There are, however, some exceptions from that 

rule, similarly to the extension of state responsibility in regards to armed attack, a state can 

also sometimes be liable for the acts of agents or organs only indirectly linked to that state. 

This principle is formalised in ARSIWA art. 8, where the responsibility of a state is 

extended to agents who “is in fact acting on the instructions of, or under the direction or con-

trol of, that State in carrying out the conduct.”129 

The wordings draw upon two situations. The clearest cut situation is one where a non-

state agents acts on the instruction of a state; non-state agents, contracted to engage in certain 

activities on behalf of the state.130 A good example of this are private military contractors 

which increasingly play part of low intensity conflicts globally. 

The second situation is agents acting “under the direction or control of” the State. The 

ICJ interpretation of the implementation of control has already been accounted for in this essay, 

based in the Nicaragua case. But the criterions of “effective control” has not been unanimously 

accepted. Critics point to the fact that, as the ICJ relied on the works of the commission to 

validate their standpoint, so has the commission increasingly referred to the decisions of the 

ICJ.131 Responsibility per ARSIWA stems from prior wrongful acts. Another important ques-

tion is if a state’s passivity when non-state actors operate within their territory can constitute 

a wrongful act and therefor invoke state responsibility. 
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4.3.3. Legal responses 

With the basis on the material and personal prerequisites the continuing question is how 

a state can move forward in the demands of accountability for wrongful acts committed by 

other states.  Apart from formal claims in international courts or political negotiation and 

settlements, states have three main legal methods of self-help to induce compliance with inter-

national law. 

Retorsion is perhaps the most common method of unilateral self-help and can be defined 

as retaliations, which does not, in themselves, interfere with the targeted states’ rights under 

international law. Some examples of this are the expulsion of diplomats or the limitation of 

one’s own diplomatic mission of the country, embargoes of different kinds and the withdrawal 

of voluntary aid programmes.132 

Acts of retorison is not limited by international law as they perceived as a freedom (as 

opposed to right). There are no limits to when retorison can be employed and have therefore 

more similarities with political action rather than legal action. The freedom to employ acts of 

retorison is often drawn from the PCIJ Lotus case; states are free to acts in any manner which 

is not explicitly forbidden under international law.133 

As acts of retorison have no explicit legal limitation (other than they have to comply 

with international law) there is no limit to how, or for how long, they are employed, other than 

from political considerations. 

The second legal response stems from the concept of reciprocity.134 It is based on the 

principle that, if a state fails to perform an obligation, the performance of an obligation of a 

similar nature can be withheld. This principle is often referred to as the exception of non-

performance, or exeptio inadimplei contractus. This exception of obligations may, but does 

not have to, be employed to induce a state to perform an obligation. If state X fails to perform 

an obligation, state Y might simply not have an interest in performance and should not be 

bound. 

As with retorison, there are no formal limits or procedures which governs the application 

of the exception. The principle rests on the assumption that in absent of state X performance, 

the time of state Y to perform a similar obligation has not yet come. 
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133 S.S. Lotus (Fr. v. Turk.), 1927 P.C.I.J. (ser. A) No. 10 (Sept. 7) §§10, 18-19 
134 See Bruno Simma, "Reciprocity," Encyclopedia of Public International Law, North-Holland, Amsterdam 4 

(2008). 315 



43 
 

 

4.3.3.1. Countermeasures 

Traditionally the word reprisal was used for otherwise unlawful measures of self-help, 

but, in context of prior breach of international law could be justified. The term reprisal has, 

with time, come to be limited to the use of belligerents in context of armed combat, and the 

general meaning of the word has been replaced by the term countermeasure.135 Countermeas-

ures are recognized by both state actors and international courts as a legitimate peaceful form 

of self-help.136 The modern interpretation of countermeasures can be defined as the: 

 

“pacific unilateral reaction which are intrinsically unlawful, which are 

adopted by one or more States against another State, when the former consider 

that the latter has committed an internationally wrongful act which would justify 

such a reaction.”137 

 

Unlike exceptions of obligations or retorison, countermeasures are not limited to either 

reciprocity or the general adherence to international law. The wronged state can choose what 

obligation to disregard in order to achieve effective coercive effects, which in turn should 

compel the state committing a wrongful act to fulfil its international obligation. This makes 

the use of countermeasures liable to abuse and gunboat diplomacy.138 

ARSIWA addresses the use of countermeasures in chapter II, articles 49-53. Due to the 

history of abuse the scope of countermeasures are limited both in procedure and substance. 

Generally, the legality is dependent on three factors: (1) the existence of a prior wrongful act 

(2) the inability or unwillingness of the wrong-doer to redress the situations; and (3) the pro-

portionality of the measure.139 

The procedure required for the legality of the application of countermeasures are estab-

lished in ARSIWA article 51(1). Before countermeasures may be employed, the injured state 

must first try to resort to diplomatic resolution by calling on the breaching state to fulfil its 

obligation. The state must also notify the responsible state of its decision to enact any coun-
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termeasures and offer to negotiate with said state. While this imposes some formal require-

ments of an injured state before any countermeasures may be invoked, there are no temporal 

provisions provided with the requirements. Article 52(2) notes that urgent countermeasures 

may be invoked “as to preserve [a States] rights.” These countermeasures must however be 

aimed at maintaining the status quo.140 

Article 52(3) states that any countermeasures must be suspended without delay of the 

situation precluding the wrongful act has ceased. This signifies an important aspect of legal 

countermeasures. Any countermeasure must be of a temporary, protective or remedial char-

acter; the countermeasures must be reversible.141 For example, the steps taken by Greece to 

hinder Macedonia’s admission into NATO could not be justified as a countermeasure142 

Some other important limitations to the use of countermeasures are provided in art. 50 

of the ARSIWA which states explicitly that countermeasures should not affect the general 

prohibition for the use of force in the UN charter. A general version of this prohibition is found 

in article 26, stating that breaches of obligations arising from international peremptory norms 

are always illegal. This was observed in International Criminal Tribunal for the former Yugo-

slavia, where the court noted that barbaric methods of seeking compliance with international 

law, are always illegal.143 However, the exact meaning of this prohibition is debatable and the 

ILC has contended that the use of force is governed by relevant primary rules.144 This begs 

the question if countermeasures against breaches which could be considered use of force, but 

not an armed attack, would be justified based on the arguments laid forward earlier in this 

essay. This discrepancy is also evident in state practise where a study concluded in the 1970 

showed a trend where reprisals and countermeasures, which where de jure illegal still found 

acceptance de facto.145 

 

4.3.4. Summary 

The responsibility for non-state agents are somewhat more limited for acts which are 

not use of force. The leeway presented in custom, concerning use of force/ armed attack, 

seems to be more restricted when it comes to illegal acts which are not use of force. Some 

important instruments are always available to states when they perceive that they have been 
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subjected to a breach of obligation namely retorison and exception of non-performance. In the 

wake of the alleged hacking of the American election in 2016, the US State Department 

declared 35 Russian diplomats persona non grata under the accusation that the Russia bore 

responsibility for the hack and that it constituted an illegal intervention of Americas internal 

affairs.146 

Apart from these instruments, a state can use countermeasures as a tool to induce com-

pliance with international obligations. This is however subject to more formal restrictions. 

Countermeasures may not be employed pre-emptively, and the legality are subject to formal 

procedure. Countermeasures are also limited to proportionality and must be remedial, protec-

tive or reversible. The aim of a countermeasure must be the retorison of international law and 

not retaliation. 

 

4.4. Structuring the legal rules relevant to cyber operations 

Building on the observations made in the previous chapter and the matrix showing divi-

sion of different situations established chapter 2, the taxonomy of the sources for relevant 

legal rules applicable to intervention can be shown as: 

 State actor Non-State Actor 

Armed Attack Art 2(4), Art 51 

Art 51 (if a state has control), some 

indications that repercussions can be 

undertaken on autonomous actors. 

Not an armed 

attack 
ASRIWA ARSIWA (if a state has control) 

 

Having established the general set of rules relevant for the different variables, the sets 

of rules can be constructed to the cases of cyber operations for analysis using Arend. 

The first set of rules concerns when cyber operations conducted by a state actor can be 

considered an armed attack, legitimating use of force as self-defense. 

While doctrine has hinted that use of force may not be essential to an armed attack, this 

essay will focus on the use of cyber operations as a form of use of force.  Use of force can be 

examined from different perspectives; the instrumental, the effect based and the target based 

perspective.  There is little doubt that cyber operations could constitute use of force given a 
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target or effects based approach. Instances, such as the Stuxnet attack, shows that the potential 

kinetic effect of cyber operations are real and fully possible. The biggest argument against 

cyber operations being a use of force lies in the instruments based approach.147 

Depending on how art 2(4) is interpreted different requirements are put on cyber oper-

ations if they should qualify as a use of force. Schmitt argues for the applicability of cyber 

operations based on an effect-based and target-based approach, so this essay will not delve 

deeper into those interpretations.148 Schmitt’s conclusions is that cyber operations can, if the 

effects or targets are right, qualify as a use of force. 

The instrument based approach (or restrictive approach) states that use of force can only 

be achieved when the instrument used is an instrument for warfare. That is, it is classed as a 

weapon and used as a weapon by a countries armed forces and the use is the destruction of 

life and property. If a cyber operation would fit this criterion they should be classed as a use 

of force. If a cyber weapon, qualifying as a use of force, is applied against a state actor with 

the de minimis threshold and an animus aggressionis it should be considered an armed attack 

and preclude the use of force as self-defense. 

The second set or rules concerns the same as the first, but when the operation is con-

ducted by a non-state actor. As per the first rule the same material criterions are applicable. 

The personal criterion, based in the argumentation from the Nicaragua case, required some 

form of control of the non-state actor by a state actor. There are some suggestions that counter-

measures can be employed against non-state actors without this link, if the repercussions are 

proportional and limited to the containment and cessation of the armed attack.   

The third ret or rules addresses how states can counter cyber operations that are not a 

use of force, but conducted by state actors. 

States, subjected to cyber operations which are not use of force, could use countermeas-

ures to respond to such an attack. This is dependent on that the cyber operations can be proven 

to originate from a state actor and there are limits to the scope of the countermeasures allowed 

by ARSIWA. 

The fourth set of rules addresses how states can counter cyber operations which are not 

a use of force, but conducted by non-state actors. In ARSIWA article 8 extends state respon-

sibility to non-state actors under the control of a foreign state or who act on order of a that 

state. This is like the Nicaragua case, when it comes to the invocation of state respons-ibility 
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for the use of force by non-state actors, and the circumstances precluding control should be 

similar.  
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5. Cyber operations in context of international law – Authority 

and Control. 

This chapter will apply the rules established in chapter 4 to the four different cases of 

cyber operations. The goal is to establish how cyber operations can trigger different aspects 

of state responsibility grounded in established legal rules. 

Arend holds that, for a legal rule to exist, the rule must enjoy both authority and control. 

This chapter will examine the prevalence of authority and control of legal rules concerning 

cyber operations. Authority is derived from manifestations of authority in forms of legal texts, 

doctrine, statements, state practice. The previous chapters accounted for the relevant legal 

texts and the general evolution of state practice. This chapter will focus on doctrine and state 

practice in relation to cyber operations particularly. Control is derived from the adherence to 

the rules. To examine adherence violations of the rule is examined to see how states are held 

accountable for the perceived obligations, derived from the tested rules. If violations are wide-

spread, the rule has little practical implications and does not qualify as a legal rule. 

The use of cyber operations as tools for coercion is in their infancy and there are rela-

tively few examples of them known to a broader public. Given the limited availability of 

known cases, any conclusions based on state practise is uncertain, but should suffice to give 

an inclination on the validity of any rules proposed by legal reasoning. 

 

5.1. Cyber operations in context of an armed attack 

A 2013 UNIDR report accounted for 8 countries with adopted cyber defence policies, 

and around another 30 identifying cyber security as a military concern.149 In October 2015, a 

Wall Street Journal investigation found that 29 countries had officially incorporated military 

units specialising in offensive cyber operations, and over 60 had some form of military cyber 

operations programme.150 Furthermore Some defence doctrines has adopted wordings which 

suggest that the states will respond to cyber operations as if they were conducted via kinetic 

means (though they do not specify what type of cyber-attacks constitutes an armed attack.151 
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The notion that cyber operations can be instruments for use of force seems to be gaining 

authority amongst states. State practices indicate that cyber operations could be considered as 

instruments for war and therefore could also, when employed against a state under certain 

conditions under the general principles of art 51, trigger the right of self-defence. An increas-

ing number of States are adopting the capability for offensive cyber operations and military 

doctrine already define cyberspace as a fifth dimension of warfare.152 More and more coun-

tries are perceiving cyber operations as instruments to conduct aggression, giving legitimacy 

to the notion that, at least certain use of, cyber operations should be treated as a use of force, 

even from an instruments-based approach.153  

For a legal rule to be manifested both authority and control should be manifested. Some 

level of authority has been manifested, but what remains is to establish control. This is where 

findings are more scares. There has yet been no cyber operation for which a state has claimed 

the right to self-defence. Not even the Stuxnet attacks, which is the only attack to have resulted 

in non-arbitrary physical damage, provoked a response, which it probably would have done if 

the attacks where conducted in a more traditional military means.  

While state practice seems to be converging on the conclusion that cyber operations can 

constitute an act of war, there is no consensus or overt declaration that defines exactly when 

a cyber operation is a use of force. The US defence doctrine is, by far, the most explicit when 

it comes to declaring cyber operations as armed attacks, but even here, a lack of definition 

what sort of cyber operations is intended, leaves wide openings for interpretation.154 The only 

definitive verdict on if an actual cyber operation where considered use of force, came in a 

contrary manifestation when NATO determined that the DDoS attacks on Estonia where not 

a situation which activated article 5 of the NATO charter.155 Since that attack, NATO has 

moved to establish a NATO Cooperative Cyber defence Centre of Excellence, but NATO has 

yet to publish any public doctrine on where they perceive that a cyber operation activates 

article 5.156 

The Swedish defence doctrine, adopted in 2016, addresses the difficulty of assessment 

of cyber operations, which falls under the category “unconventional methods”, a category of 

political and military actions which are classed between diplomatic and military methods of 
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coercion.157 The doctrine recognises the use of cyber operations in both military and non-

military operations as a threat to national security, with the use of cyber operations commenc-

ing in a high-intensive pre-war situation in combination with special forces and other uncon-

ventional operations.158 The Swedish Armed forces are developing and maintaining offensive 

capabilities as part of the protection of national sovereignty in cyberspace.159 

A similar situation is present in the US. The US senate are currently addressing a bill 

aimed at developing a policy for determining when an action carried out in cyberspace con-

stitutes a use of force, but the bill has yet to be passed.160  The European Union, also lacks a 

unified approach to use of force and cyber operations. Neither the Cyber strategy nor a com-

mission report on Europe's Cyber Resilience addresses the issue.161 However, a 2014 briefing 

reference the Tallinn manual as a potential source for policy.162 

 

5.2. Cyber operations, use of force, and non-state actors. 

The next rule tackles the role of non-state agents in context of use of force. The above 

accounted reasoning for use of force in context of cyber operations should also be extended 

to non-state actors.  

The theoretical approach to non-state actors gives two scenarios: one where there is a 

proven link between the non-state actor and a state (the Nicaragua test), which would invoke 

state responsibility. The other approach, could be if a state would act unilaterally against 

identified non-state actors, the way Israel acted against Hezbollah in the 2006 military inter-

vention in southern Lebanon.  

A big problem with cyber operation is the lack of attribution of these attacks. The link 

between state and non-state actors is hard to prove. Acting in a manner like Israel, targeting 

the identified computer-networks responsible for an attack, without attributing them to a 

state, cloud be justified based on the practice of states considering the war on terror and the 

Lebanon conflict.  

While there are no contrary manifestations which would signify the non-acceptance of 

actions directed against non-state actors, either with or without a connection to a state actor, 
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there is little in the way of state practice which directly or implicitly would legitimise such 

an intervention. 

 

5.3. Cyber operations below the threshold 

 State practice suggest that cyber operation can be considered a use of force, and subse-

quent an armed attack if certain conditions are met. The clear majority of cyber operations, 

however, fall outside the scope of use of force or blow the threshold making it an armed attack. 

The main interest for a legal scholar should be concerned with these types of cyber operations.  

While there is a theoretical possibility for accountability for these types of cyber opera-

tions state practice gives no credibility to this assumption. Several states have been subjected 

to cyber operations in the last decade, from both state and non-state actors. But, while publicly 

bolstering their own offensive capacity, no claims of retribution due to an internationally 

wrongful act has been put forward.163  

In December 2016, a cyber-attack on the Democratic party email server resulted in the 

leak of almost 20 000 emails, some including sensitive information.164 The CIA assessment 

of the attack concluded that the attack was made to influence the election to the disadvantage 

of the democratic presidential nominee Hillary Clinton.165 As a response, the United States 

invoked the right of retorison to declare 35 Russian officials’ persona non grata following 

accusations that Russia was involved in a hacking attempt.166 

This is the only public official response to a cyber operation, but the scope of the 

response is limited. While the attack provoked a response, the US decided to use instruments 

which are always available at the discretion of a state, and which are not subject to any formal 

regulation or process. While the response suggest that these types of cyber operations are 

perceived as a wrongful act, the use of retorison rather than countermeasures does not prove 

that there is a legal obligation beached. 
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5.3.1. Non-state agents and cyber operations below the threshold 

The use of cyber operations by non-state actors has been problematised, but have 

received little attention from lawmakers in respect to legislation. The provisions in ASRIWA 

gives some ability to respond against non-state agents, if there is some sort of control by a 

state actor. In practice state control over non-state actors perpetrating has been hard to estab-

lish. Neither the 2007 attacks on Estonia nor the 2008 attacks on Georgia provided enough 

evidence to demand responsibility from a state actor.167 

While a theoretical case may exist for the use of counter measures in the form of cyber-

attacks (adhering to the principle of proportionality) against non-state actors without estab-

lishing them to be an agent of a state actor, no significant manifestation of authority on the 

matter exists.  

 

5.4. Summary 

This essay set out to test different sets of rules governing cyber operations, dependent 

on the variables of actor and the intensity of violence. When examining different manifesta-

tions of authority and control within state practise no set or legal rules show any indication of 

control. There are some manifestations of authority in doctrine showing especially an inclina-

tion to claim state responsibility, especially when the cyber operation is either conducted by 

a state actor or the operation can be perceived as an armed attack. A summary of the findings 

is shown in the box below: 

 

 State actor Non-State Actor 

Armed Attack 
High authority 

Low control 

Some authority 

Low control 

Not an armed 

attack 

Some authority 

Low control 

Low authority 

low control 

 

None of the tested rules qualifies as legal rules when subjected to Arends author-

ity/control test. The results show that the legal rule coming closest to being considered opinio 
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juris is cyber operations which are armed attack, conducted by state actors. If the cyber oper-

ation is conducted by a non-state actor or if the operation falls below the threshold for use of 

force, the legal case is much weaker. 

The classical assumption, that international relations is mainly concerned with hard pol-

itics and state actors, is reflected in state practices when it comes to the framing of cyber 

operations. Legal rules governing violent actions perpetrated by state actors show more man-

ifestations of authority than legal rules governing non-violent operations and/or non-state 

actors.  



54 
 

6. Conclusions: The difference between law-in-books and law-in-

practice 

Scholars argue the applicability and scope of, both public international law, and inter-

national humanitarian law on cyber operations and the ambitious project dubbed the Tallinn 

manual, provides a compelling case on how cyber operations can be regulated. But the fact 

remains that the debate and discussions remain theoretical. Legal rules, which lack a transla-

tion into state practice, lack the very purpose for which they were created. Arend holds that 

authority and control is necessary to test the legitimacy of legal rules, and when it comes to 

cyber operations, there is a disturbing lack of control.  

One of the goals of this essay was to establish a lowest common denominator for 

accountability of cyber operations conducted for political motivations. The two main prob-

lems facing a state subjected to cyber operations is 1) establishing that the acts legitimise self-

defence and 2) attributing the act to a hostile state actor. Failing either Criteria, there are still 

applicable and relevant legal actions to be taken by a state, the problem in this case being the 

control these legal rules have in state practice.  

The aim of a legal scholar is to identify the obligations invoked by an action. If these 

obligations remain purely theoretical, the legal reasoning behind the obligations remain little 

more than an intellectual exercise.  This essay has thoroughly examined the rules of state 

responsibility and applied them to cyber operations. While there might be justification to the 

authority of rules governing them, little actual control is exercised when it comes to practise. 

The Tallinn manual, though being an ambitious and carefully weighted document, makes no 

claim to be authoritative on the legal rules on cyber operations, and remaining the private 

opinions of the respective authors.168  

Or to put the findings in a simple phrase: No cyber operations has yet been subject to 

formal legal consequences, and there is little evidence that perpetrators of cyber operations 

will be held accountable for those actions within the foreseeable future. 

Professor d’Aspremont critique remains valid to the point that any attempt at fitting 

cyber operations to the current understanding of state responsibility remains an intellectual 

task at best, and a form of legal interventionism at worst. The most controversial aspect of 

cyber operation is the fundamental question if cyber operations can constitute a use of force. 

This question remains unsolved, as there is lack of a coherent legal opinion and state practice. 
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The conclusions of this essay should not be taken to meaning that cyber operations is 

something that should not be addressed by the international legal community. On the contrary, 

there is plentiful evidence that cyber operations are conducted to, and indeed have the effect 

of, influencing state decision-making. The essay points to the problems with reliance on the 

established public international laws, with the argument that state practice is the most 

important measurement if a legal rule exists.  

Microsoft recently called for a "digital Geneva convention” to tackle the uncertainties 

of cyber operations. Cyber operations are a fast-growing field.169 On March 7, 2017, hacktivist 

group WikiLeaks released thousands of documents relating to CIAs cyber operations, show-

ing the extensive scope of the agencies operations in the area.170 The continued reliance on 

ICT and the rising tendency to identify cyber operations as a military matter gives good cause 

for law-makers to devote time and energy to form such a convention. Until then, the legal 

community has a hard time assisting in the enforcement of rule of law. 

This essay can conclude that the legal situation is not as clear as Schmitt puts it, but the 

growing use of cyber operations makes the position of d’Aspremont dangerous. Cyber opera-

tions can neither be argued to be legal nor unambiguously illegal which causes a severe dent 

in the rule of law within the international community. While state practice has yet to retaliate 

against a cyber operation the legal uncertainty gives no guarantee that a state will decide to 

use force as a response to a perceived attack. The lack of coherent opinio juris leaves possible 

responses to the discretion of states. The use of cyber operations are yet in their infancy and 

the development is fast paced. There is only a matter of time until a cyber operation will 

provoke a response from a state actor, and there is no guarantee that the State will refrain from 

the use of force. 

 

 

6.1. Recommendations for further research 

This essay has reaffirmed some old legal questions and illuminated some new which 

have arisen in the light of cyber operations and international law.  

The findings of this essay suggest no theoretical limit to treating certain cyber operations 

as use of force, and in extension, makes it possible to treat an overwhelming stand-alone 
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cyber-attack as an armed attack in accordance with art. 51. But there is little guidance to sug-

gest where the threshold lies between an illegal intervention and use of force. State practice 

has not provided us with any guidance where the line is drawn and only provided limited 

knowledge on a rising threshold. The DDoS attacks on Estonia, where not use of force, neither 

was the Stuxnet virus, even though the latter had a kinetic effect in the destruction of the 

centrifuges in Natanz.  

The primary concern lies in an exact definition of violence and force. The applicability 

of article 2(4) rests on the ability of a cyber operation to constitute an act of force, which in 

turn, rests on the question whether a cyber operations can be defined as a weapon. The evolu-

tion in military affairs and the employment of new instruments and strategies will reignite the 

need for legal scholars to attempt to draw the lines between force and politics. This is not just 

true when it comes to cyber operations; information warfare and psychological operations are 

becoming more widespread arsenals in the wars fought. In an information society words and 

information can ultimately kill, and the question remains if all other characteristics of force is 

present, should not states be held accountable to the same degree? 
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