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ABSTRACT 
The master thesis is a prototyping project of a wireless body area network (WBANs) for patient 
monitoring in hospitals. The goal of this project was to study various technologies suitable for wireless 
body area networks, complete a requirement analysis, design a WBAN suitable to achieve the 
requirements and to test and evaluate the system against the requirements. Seven sensor end nodes 
are chosen to monitor seven vital signs for patient monitoring. After studying different technologies 
suitable for WBANs, IEEE 802.15.4j was chosen because it communicates in a special allocation of 
medical spectrum of 2360 to 2400MHz. A coordinator or master will be the center of the network using 
a star topology. Due to certain limitations in the firmware of the NXP FRDMKW40Z, IEEE 802.15.4j had 
to be dropped and IEEE 802.15.4 was the final chosen technology because the only difference between 
IEEE 802.15.4j and IEEE802.15.4 is the difference in the physical layer, while the developed application 
remains the same, making the shift back to IEEE802.15.4j, in the future, simple. There have been 
several projects working on the same idea with IEEE 802.15.4, but they do not combine multiple 
sensors to form a network and the total throughput requirements for this thesis project are much 
higher. The beacon mode and the non-beacon mode of IEEE 802.15.4 are studied. Non beacon mode 
is unpredictable due to the use of carrier sense multiple access with collision avoidance (CSMA/CA) to 
access the medium. When multiple end nodes compete to get access to the medium, unreliability is 
introduced into the system. In the beacon mode, because of the slotted CSMA access of sixteen equally 
spaced time slots for communication, there is a restriction of the size of a time slot and thus, the high 
throughput requirement of the system is not met.  

The solution proposed in the thesis project is to develop a custom time slot system in the non-beacon 
mode, where each end node is granted a reserved time slot of a specific length as required by the end 
node. There is a timer mechanism which makes sure that the time slots for each device maintain the 
time limit on the time slot, on the side of the main master/coordinator of the network and on the side 
of the end node. The protocol for an end node to join a personal area network (PAN) is called as the 
association process. The association process enables the end node to be a part of a PAN to exchange 
its sensor data. Traditionally, in IEEE 802.15.4, the end nodes scan the sixteen IEEE 802.15.4 channels 
and when an appropriate coordinator is found, the end node initiates the association process with the 
coordinator. The solution proposed for the formation of the network by the association process is to 
use two different technologies. The end nodes and the coordinator exchange information using near 
field communication (NFC) technology by a simple tapping mechanism. The end node has an active 
NFC tag while the coordinator has an NFC reader. During the tap between the two devices, first the 
coordinator reads the end node data from the active tag. This data is required to form the custom time 
slot. Next the coordinator writes all association information into the active tag. After the NFC data 
exchange is done, the end node initiates the traditional IEEE 802.15.4 association protocol to join the 
coordinator’s PAN. Similarly after seven end nodes are associated to the coordinator, the network 
begins to function. All the end nodes communicate their data to the coordinator. The coordinator 
collects all the sensor data from the seven end nodes and may send the cumulative sensor data to the 
backend database servers which may be viewed by the medical authorities, this part is not included in 
the current version of the project. Several tests are run on this system to evaluate the requirements 
of latency, throughput and quality of service with two different ranges of 20cm and 250cm. The latency 
of association between the coordinator and end node is 632ms. The required throughput is met by the 
network. The packet delivery rate of the system is always above 99%. The graphs for packet delivery 
rates for all the sensors with a range of 20cm and 250 cm are shown in the appendices. The 
probabilities for the packet delivery rates greater than 90%, 99%, 99.9% and 99.99% are also 
graphically shown using a normal distribution in the appendices.  

Keywords: IEEE 802.15.4, wireless body area network, beacon mode, CSMA/CA, NFC, patient 
monitoring.  
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INTRODUCTION 

1.1 PROBLEM STATEMENT 

Healthcare is one of the corner stones of every country. Healthcare systems around the world are 
striving to tackle the challenges that result from the growth in chronic diseases, increase in the ageing 
population and expanding technical possibilities. Every year, an increasing proportion of the gross 
domestic product (GDP) is spent on healthcare in the organisation for economic co-operation and 
development (OECD) countries. Major healthcare challenges are being faced by the European 
governments. For example, in the World Health Organization European Region, The population aged 
65 and over is projected to rise to 224 million by 2050 [1] . To efficiently support this ageing population, 
the countries require an increasing focus on healthcare infrastructure, innovative technologies and 
healthcare policies. Revolutionary healthcare technologies can address the issues of growing 
populations and growing healthcare costs by delivering innovative solutions, improving administration 
of healthcare and increasing economic productivity. One area of innovation is the patient monitoring 
system in hospitals using wireless body area networks (WBANs). In a WBAN, various sensors can be 
attached to clothing, placed on the skin of a person or even implanted inside a person’s body [14] . All 
the sensors monitor the vital signs of the patient and by using different wireless technologies, send 
the sensor data to the medical staff and administration for remote monitoring. The WBANs have the 
potential for real time response, timely management of diseases, monitored recovery and an improved 
patient experience.  
 
There are four major partners in a traditional patient monitoring system: the patient, the doctor, the 
nurse and the healthcare infrastructure. Traditionally, care has been administered by nurses and 
doctors in clinical settings through regular ward visits and monitoring vital signs using multiple wired 
medical machines attached to the patient. The role of a nurse involves regular patient visits to track 
changes in the patient’s health for the recognition of early clinical deterioration. For over 100 years, 
nurses have monitored patients by tracking changes in the same five vital signs: Temperature, pulse, 
blood pressure, respiratory rate and in recent years, oxygen saturation (Ahrens, 2008) [2] . Nurses visit 
the patient every few hours to ensure that the patient’s health is stable. Here we encounter the highly 
complex problem of undetected patient health deterioration. The current medical general wards have 
initiatives like the early warning scoring systems to avoid higher mortality rates and 0re-admittance to 
the critical wards caused by acute patient health deterioration being missed by both nurses and 
doctors [3] . Differences in the number of available ICU beds, degree of continuous monitoring and 
telemetry, and staffing levels are all likely to impact the degree of monitoring and the ability to detect 
deterioration.  
 
An early warning system (EWS) is defined as: a specific procedure for the early detection of any 
departure from normal frequencies of clinical cases or serological reactors of specific diseases by 
monitoring a sample of the population at risk [4] . The outcome of EWS observation charts highly 
depend on the perception of the nurses and being a manual procedure is prone to human error. A 
study of the rapid response systems (RRS) by Radboud University Nijmegen Medical Centre concluded 
that the introduction of a RRS resulted in a 50% reduction of cardiac arrests and unexpected deaths in 
surgical patients [6] . The RRS mentioned in the paper involves a two-tiered medical emergency team 
(MET) calling protocol. The first tier involved the nurses calling the ward physician when a EWS criteria 
was met and the second tier was the MET being called directly by the nurse or the ward physician as 
and when necessary. Some of the reasons for a poor reduction rate of 50% is because of the delayed 
activation and suboptimal adherence to the RRS protocol. If an early warning system can be 
implemented as an electronic patient monitoring system, it would make the patient health 
deterioration detection automatic and organized. This would reduce the workload on the hospital staff 
and increase the sensitivity of the alert mechanism which in turn may benefit the patient and the entire 
healthcare system. Having wireless devices with quick setup and pairing can improve the comfort and 
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experience at the hospital for the patient as well as the nurses. Deteriorating conditions of the patient 
at the hospital can trigger immediate responses from the medical authorities and nurses. All the vital 
signs data can be uploaded to a central server. This data can be viewed by the doctor and the patient 
at all times from anywhere. This system ensures a better management and administration of the 
healthcare information whilst keeping all the data secure and private. By using this technology, a 
patient’s health may be administered in several settings, for example tracking the progress of a patient 
at his/her home after the patient has been discharged or telemedicine as a form of a healthcare 
service. Such technological developments can essentially advance the access dimension of high quality 
health care while maintaining cost efficiency.   
 
The master thesis project concentrates on developing or prototyping a wireless system for patient 
monitoring in hospitals. This system consists of several medical sensor nodes, distributed on the 
patient’s body, collecting sensor data such as, blood pressure, Electrocardiogram (ECG) readings, heart 
rate etc. These sensor nodes are called end devices or sensor end nodes or end nodes or sensor nodes 
interchangeably. The main hub or coordinator of the entire network forms and manages the network. 
The end devices and the coordinator form a wireless body area network which collect the sensor 
readings for patient monitoring and report it to the medical staff using appropriate technologies. 
Keeping the patient monitoring functionality in mind, it is necessary to define requirements for the 
patient monitoring system. These functional and system requirements will be used to develop 
technical specifications for the system and finally be used to evaluate the WBAN patient monitoring 
system. All these requirements have been derived from the patient monitoring team at Philips 
Research Eindhoven. A brief overview is presented here, Chapter 2 analyses the system and functional 
requirements in more detail.   
 
A brief overview of the requirements for the master thesis project are as follows: 

1. The technology chosen must not be proprietary technology and should be available on a 
hardware development board which can be bought commercially 

2. The total setup time for the body area network will not be more than 60 seconds. The setup 
time between each end node and the coordinator will not exceed 1s 

3. The body area network will have a seven sensor end nodes 
4. The patient data will be updated at the frequency of 1 Hz 
5. The main coordinator and the sensor end nodes will operate on battery which should last for 

at least 7 days 
6. Instead of real sensors, all the sensor data will be considered as randomly generated data using 

a simple counter.  
7. The data should be sent to the coordinator from the end device with the least latency in the 

system. This means that the data must arrive at the coordinator as early as possible. 
 

1.2 RESEARCH QUESTIONS 
1. Which are the technologies suitable for a WBAN? 

2. What are the requirements for a wireless body area network? 

3. How to design a system for Wireless body area networks based on the requirements analysis? 

4. Do the performance and power of the system match the requirements? Why do they meet or 

not meet the performance and power requirements? (Based on key metrics such as 

throughput, power usage, latency and packet delivery ratio) 

1.3 GOALS  
1. Study different technologies for wireless body area networks. Choose a user case scenario 

where the body area network will be utilized. 



Master Thesis – Wireless body area networks for patient monitoring in hospitals                                                              29-12-2016 
(KTH Royal institute of Technology, Stockholm & Philips Research, Eindhoven) 

3 
 

2. Do a study for the functional and power and performance requirements analysis based on 

the chosen user scenario, technology and the features to be supported by the wireless body 

area network 

3. Learn how to translate the requirements into the design of an embedded system.  

4. Test the embedded system for a chosen set of test cases and study the performance and 

power usage. Analyse mathematically, why the system requirements were achieved or why 

they were not achieved. 

5. Learn about different wireless technologies, concepts of embedded operating systems and 

usage of different embedded development tools. 

1.4 METHODOLOGY 

For the development of the prototype of the WBAN for patient monitoring, the waterfall methodology 

has been used. The waterfall methodology is a linear sequential process with a stage leading to next 

stages, for example, the first stage in the waterfall methodology is the research stage and only after 

completing the research stage, the next stage, which is the planning stage, can begin [10] . Each stage 

has specific deliverables.  The requirements stage is the first stage for the master thesis project and 

the requirements are discussed in detail in Chapter 2. After receiving the requirements for the patient 

monitoring system, the requirements are analysed and converted to technical specifications for the 

WBAN system. All the assumptions, limitations and scope of the thesis project are discussed in sections 

2.2, 2.3 and 2.4 respectively. The assumptions, limitations and scope are important to understand the 

environment and boundaries of the system and validity of the design and experiments conducted. 

Next, a technology study and a literature study are conducted. The technology study involves the study 

of various technologies suitable for WBANs, from which, on the basis of the requirements, some 

technologies are chosen to be studied further. The state of the art study gives a deeper insight into the 

technologies chosen and into the developments in the field of WBAN using the chosen technologies. 

After the state of the art study is completed a technology is chosen for the WBAN communication and 

the design phase is begun. To meet the throughput requirements, there are several iterations of 

theoretical calculations for packet transmission time and network throughput. After completing the 

theoretical calculations for throughput and transmission time satisfactorily, practical experiments are 

carried out to test the validity of the theoretical calculations. The participants in the tests are the seven 

sensor nodes and one coordinator. A quantitative methodology has been used to evaluate the results 

of the WBAN system to verify if the requirements have been met. The theoretical calculations and the 

tests have been described in Chapter 5 and Chapter 6 respectively. 
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Chapter 2. REQUIREMENT ANALYSIS  

2.1 REQUIREMENTS 

In [14] , the following requirements and challenges in a WBAN are discussed: variability of data rates, 

energy efficiency, need for quality of service and reliability, usability by medical professionals and 

security & privacy issues. For a WBAN system, it is important to define requirements which can be 

translated to technical specifications for the system and functionality. These requirements will be later 

reused to evaluate the system performance.  

2.1.1 Use Case Description 

In a hospital, consider a patient who requires vital signs monitoring. The nurse will turn on the band or 

watch by pressing the main power button. Once the band is on, a power LED will turn on, the band is 

placed on the wrist of the patient. This band is the main device for the patient monitoring system. Next 

a battery powered patch or sticker with a specific vital signs sensor attached to it, is turned on by the 

nurse by pressing the main power on button. A power LED indicates that the sensor patch is on. After 

one second, the sensor patch is connected to the band. The connection is indicated to the nurse by 

turning on a second LED on the patch. Now the patch can be on the body of the patient. Similarly, six 

other patches are placed on the body of the patient. Finally, the nurse presses a start button on the 

coordinator for the patient monitoring to begin. If the band is connected to WiFi or similar 

technologies, the band is able to send the data to the backend where the data can be stored and 

analysed.  

2.1.2 Data Throughput 

The data throughput is the total number of bytes the coordinator must receive from all the nodes 

associated with it in one second. The patient monitoring team at Philips Research provided the 

requirements for the sensors and their bit rates. Audio and video stream devices are not included, 

which reduces the required data throughput when compared to the throughput requirements in [11] 

and [14] . The sensor data are not real sensor data but the sensor data will meet the bit rate 

requirements as shown in Table 1. Please note that each end node/end device will accommodate only 

one sensor. Which means that there will be seven sensor end nodes. 15810 bytes have to be received 

by the coordinator in every second from all the seven end nodes combined. 

Table 1: Sensors and their respective bit rates for the patient monitoring system in hospitals 

No Sensor Data rate (bytes/s) 
1 12-lead Electrocardiogram (ECG)* 

uncompressed 12000 

2 Peripheral capillary oxygen saturation 
(SPO2)* 750 

3 Respiration (RESP)* 50 

4 Temperature (TEMP)* 10 

5 Invasive Blood Pressure (IBP)* 2250 

6 Spirometer (SPIRO)* 500 

7 Carbon dioxide (CO2)* 250 

 Total 15810 

* - These are the short names which will be used to describe the sensors in the following sections 
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The ECG sensor is used to monitor the health of the patient’s heart. Twelve input points are used from 

twelve leads attached at twelve specific locations on the body. This sensor data is uncompressed.  It is 

necessary to ensure that the network can handle the maximum data rates for each sensor. The SPO2 

sensor, as the name suggests is the estimation of the oxygen saturation in the arteries. The respiratory 

rate sensor can measure the rate of respiration of the patient. The temperature sensor can measure 

the body temperature of the patient. The invasive blood pressure sensor is the arterial measurement 

of the blood pressure. This sensor was chosen because this sensor had a much higher throughput 

requirement in comparison to the non-invasive blood pressure monitor. A spirometer sensor can 

measure the pulmonary capacity of the patient’s lungs.  The CO2 sensor is used to measure the 

dissolved carbon dioxide in the blood of the patient. All the sensor data rates considered are the 

maximum data rates proposed for each sensor by the Philips patient monitoring team.  

2.1.3 Network Topology 

The sensors which have to be supported for continuous patient monitoring are listed in Table 1. In 

total there are seven sensors nodes and the sensor data are continuously monitored. The simplest 

topology is the star topology, where the main coordinator or hub is the central point of contact and all 

nodes are at a one hop distance from the coordinator. The reasons to choose star topology are: 

1. Centralized management of sensor data 

2. One hop distance is short and easy to handle, network layer is not required, making the 

network simple to manage. 

3. Performance of a star topology is far better than that of other topologies for small a number 

of nodes [39] .  

4. The range of WBAN communication is limited by the size of the human body which is less than 

2.5m. In a star topology with one hop, each link/hop must have a minimum range of 2.5m. 

5. Adding a node to the network is simplified. The end node only communicates with the 

coordinator, while all other nodes keep quiet, with minimum network traffic.  

6. There is no disruption to the network when any end node fails.  

Data sent to 
backend/cloud

 

Figure 1: Star topology for the network design 

Although there are several advantages, there are several disadvantages too. The core of the network 

is the coordinator, which if fails, cause a complete network failure. Also, there is a limitation on the 

number of devices which can be added to the star network. This depends on the number of nodes the 

coordinator can handle. Since the advantages outweigh the disadvantages, a star topology is chosen 
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for the WBAN system. As can be seen in Figure 1, seven end nodes (blue) are connected to the 

coordinator (red) to form a PAN. The coordinator may send the collected sensor data to a backend 

database. 

2.1.4 Latency  

Association between the end node and the coordinator is the process in which the end node joins the 

personal area network (PAN) of the coordinator successfully. In general, the coordinator is the 

manager or head of the PAN which manages the network, addition of end nodes, removal of end nodes 

etc. Association or joining a PAN generally involves exchange of specific packets between the 

coordinator and the end node which wishes to join the coordinator’s PAN. Once the packets are 

exchanged and the association process is completed successfully, the end node joins the PAN with a 

newly assigned 16bit address which is unique to that network. Once associated, the PAN ID and the 

short address can be used to address any node uniquely in the specific PAN. The time taken for the 

association process is defined as the association latency. The association process can be initiated by 

the coordinator or the end node. The start time is the time of the first packet/signal sent by either 

devices for association. The end time is the time at which the association process is successfully 

completed. The difference between the start and end time is called the association latency. The 

association latency should not exceed 1000ms. 

2.1.5 Power requirements 

According to the patient monitoring team at Philips Research, the patient monitoring system which is 

battery powered must run on batteries for a minimum of 7 days after the association process with all 

seven nodes is completed. The seven end nodes and coordinator are all battery powered individually. 

Please note that the battery dimensions are not mentioned and not discussed as they are out of scope 

for this version of the thesis project. Meeting this requirement is not mandatory currently, but an 

analysis of the power consumption by the coordinator and at least one of the sensor end nodes is 

mandatory.  

2.1.6 Quality of service 

Quality of service is divided into three categories of comparison: 

1. Packet delivery rate (PDR) is the ratio of the number of packets received by the coordinator to 

the number of packets transmitted by the end node. The PDR must be at least 99%. 

2. Throughput of 15810 bytes must be met by the system design in a one second time budget.  

3. A failure is defined as the event when the application program in the end node or the 

coordinator gets stuck in an infinite loop. The absolute time to a failure should be above 60 

minutes or one hour. This means that the prototype should function for at least one hour 

without a failure. 

2.1.7 Usability 

The usability of the system must be simple and intuitive for the nurse, patient and medical staff. 

2.1.8 Availability of hardware development or evaluation boards 

It is vital that the technologies which are chosen for the WBAN thesis project are available on hardware 

development boards which can be bought commercially because the hardware is cheaper, easily 

available, technical support is easily available, and there is less financial and technical burden on the 

company during the prototyping phase. The chosen technology should not be a proprietary technology 
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so that as a company Philips can have multiple vendors for a specific technology and the costs can be 

lower. These two requirements will be considered while selecting the technology for the thesis project 

after the technology exploration and literature study are concluded. The meaning of a technology 

available on a hardware development or an evaluation board is that there exists a commercially 

manufactured silicon chip for the chosen technology integrated on an embedded development 

hardware board which is programmable. 

2.2 ASSUMPTIONS 

a) The number of nodes in the WBAN will not exceed seven. 

b) The device will be used by the medical staff and the patient, but it will primarily be installed 

by the medical staff in the hospital. 

c) The patient is a human requiring the vital signs monitoring system. 

d) The location is a hospital general ward and it may have WiFi interference similar to the 

environment at the Philips research offices in Eindhoven.  

e) The requirements provided by the Patient health monitoring team are final. There will be no 

study on defining or disputing the requirements provided. 

f) All the sensor nodes will complete accumulation of the sensor data within one second. 

g) At any time instant t0, the physical properties of a body may be defined by state “S0” in a sensor 

node. For example, the ECG sensor has a certain reading at time t0, the blood pressure sensor 

has a specific reading at time t0 and so on and so forth with all the other sensors in the WBAN 

system. The complete set of sensor data at time t0 give the exact health of the patient at time 

t0 with a state S0. The physiological data must be synchronized by time to convey the right state 

of the vital signs at the specific time to the medical staff. For the project, the assumption is 

made that all the sensor end nodes are time synchronized.   

2.3 LIMITATIONS 

a) The system can only be tested in an environment with WIFI interference at the office in Philips 

Healthcare Eindhoven. 

b) Since there are no actual sensors attached to the end nodes, all the processing requirements 

for the sensor data from the actual sensors are ignored. The sensor data transmitted by the 

end node meets the bit rate requirement but is generated random data. The processing of the 

sensor data is not considered. 

c) Limitations of the behaviour and functioning of the vital signs sensors is not considered.  

d) There will be certain limitations from the hardware chosen which are unknown currently. For 
example, considering the wireless Zigbee protocol or BLE technology, there is a limitation on 
the packet size by the firmware provided by a hardware manufacturing company. 

2.4 SCOPE 

a) Inter BAN communication or all the communication to be discussed and designed will lie inside 

the network or WBAN. The communication outside the WBAN wherein the cumulative sensor 

data are sent to the medical staff or administration is out of scope for the current version of 

the project. The coordinator is not connected to the cloud or a database backend. 

b) All the sensor data are not real and they are not bound by sensor characteristics.  

c) The design and software are not power optimized. Power optimizations for the WBAN system 

are out of scope for the current version of the project. 

d) Security and privacy issues are not explored. 
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e) The synchronization scheme required as discussed in section 2.2 (point g) for the sensor data 

of all the seven sensor nodes is not discussed and is out of scope for the current version of the 

project. 

f) For a WBAN, it is necessary to consider specific absorption rates (SAR), but for the thesis 

project it will not be considered.  
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Chapter 3. TECHNOLOGY EXPLORATION FOR WIRELESS BODY AREA 

NETWORKS 

3.1 INTRODUCTION: WIRELESS BODY AREA NETWORKS 

Technological advancements and continuous research in the fields of microelectromechanical 

systems(MEMS), wireless communication, wireless sensor networks (WSNs) and integrated circuits has 

enabled the development of intelligent, low-power, miniature sensor nodes and has drastically 

increased the scope of WSNs. One of the exciting application areas of WSNs is the field of wireless 

body area networks (WBANs). In a WBAN, various sensors can be attached to clothing, placed on the 

skin of a person or even implanted inside a person’s body. Some of the challenges in WBAN lie in 

choosing the right wireless protocols, reliable and robust communication, coexisting with other 

wireless technologies, maintaining security and privacy of the data, managing power consumption 

efficiently, scavenging for energy using the typical characteristics of the body like temperature and 

movement, maintaining low costs, providing high quality of service and much more. Although these 

sound like challenges of any WSNs, Table 2 is from [12] and gives a comprehensive view on how a 

WBAN differs from a WSN on the basis of several criteria such as, topology, node size, data rate etc. 

Table 2: Comparison of Wireless sensor networks versus wireless body area networks on the basis of several criteria from 
[12]  

Comparison Criteria Wireless sensor network Wireless body area network 

Network Dimension Few to several 1000 nodes in an area of 
few meters to few kilometers 

Dense distribution limited by the size 
of the body 

Topology Random, fixed/static One hop or two hop star topology 

Node size Small size of node Miniaturization required 

Node accuracy Accuracy outweighs large number of 
nodes and allows for result validation 

Each of the nodes must be accurate 

Node replacement Easily performed when location of node 
is available 

Difficulty in replacing implanted 
nodes 

Bio compatibility Not a concern Essential for implants and some 
external sensors 

Power supply and battery Accessible, changeable Difficulty in accessibility and 
replacement of battery for implanted 
nodes Node lifetime Several weeks/months/years depending 

on application 
Several months/years depending on 
application 

Energy scavenging Wind and solar are some candidates Thermal and motion are some 
candidates 

Data rate Mostly homogenous Mostly heterogeneous 

Data loss Impact Compensated by large number of nodes More significant 

Security level Lower (application dependant) Higher security required to protect 
patient data 

Traffic Application specific, cyclic or sporadic Application specific, cyclic or sporadic 

Wireless technologies WLAN, GPRS, Zigbee, Bluetooth & RF 802.15.6, Zigbee, Bluetooth and UWB 

Context awareness Less significant with static sensors in a 
well-defined environment 

More significant due to sensitive 
context exchange of body physiology 

Overall design goal Self-operability, cost optimization, 
energy efficient 

Energy efficient, robust, eliminate 
excessive electromagnetic exposure 
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The thesis project aims to achieve a prototype for a WBAN for wireless patient monitoring in hospitals 

which means that relevant technologies have to be explored, a study of the relevant literature or state 

of the art needs to be conducted, all the hardware components have to be chosen, the embedded 

system for the wireless patient monitoring has to be designed and implemented. In the following 

sections, different standard technologies suitable for WBANs are discussed. There is human body 

communication (HBC) technology at the lower end of the spectrum which uses skin as a conducting 

medium for communication, the medical implant communication service (MICS) technology for 

implants and body worn medical devices. There is a special interest in pursuing HBC technology for 

WBAN due to the lack of interference, low power, high bit rate and high security. The wireless medical 

telemetry service (WMTS) is a wireless service defined specifically in the United States by the federal 

communications commission (FCC) for transmission of data in bands ranging from 608 – 614 MHz, 

1395 – 1400 MHz and 1427 – 1432 MHz. Zigbee, Bluetooth and WiFi belong to the industrial, scientific 

and medical (ISM) radio bands which are internationally reserved for industrial, scientific and medical 

purposes. The technologies studied include IEEE 802.15.6, IEEE 802.15.4, IEEE 802.15.4j, Bluetooth low 

energy (BLE), human body communication (HBC) and near-field communication (NFC). These 

technologies are the candidates for two possible roles: Main network protocol for communication 

within the WBAN and side channel protocol for associating the end devices to the coordinator. 

Generally a network protocol is made up of several layers. Each layer has specific functionalities to 

facilitate data exchange in the network and to maintain the network. The first and lower most layer is 

the physical layer or the PHY layer. The physical layer is concerned with transmitting raw bits over a 

communication channel. The communication channel or the physical transmission medium, lies below 

the physical layer, and can be air, skin, water, wire etc. The main characteristics of the physical layer 

include mechanical, electrical and timing interfaces [38] . For example, the electrical signals must have 

a specific type of encoding with specific voltage levels which suits the physical transmission medium 

or timing of each bit or the directionality of the medium etc. The layer above the physical layer is the 

data link layer. This is the layer which combines several data bits and formulates the data into packets 

or frames. The medium access control (MAC) is a sublayer of the data link layer and is responsible for 

the control access to the shared communication channel or medium. In several protocols, the MAC 

layer is considered as the layer above the PHY layer and is responsible for all data formatting and 

management of the medium access. 

3.2 IEEE 802.15.6 
The IEEE 802.15.6 is a standard developed specifically for WBANs [23] . The standard was released in 

February 2012. It addresses a broad range of applications in three separate frequency bands with 

separate physical layers (PHYs). 

1. Narrowband (NB) PHY: It supports frequency bands ranging from 402-405 MHz, 420-450 MHz, 

863-870 MHz, 902-928 MHz, 950-958 MHz, 2360-2400 MHz and 2400-2483.5 MHz. Some of 

these frequency bands may face coexistence issues with IEEE 802.15.4 (Low Power PANs), IEEE 

802.11 (WIFI) etc. 

2. Ultra-wideband (UWB) PHY: The UWB is divided into two frequency bands. The low band 

from 3.25-4.75 GHz and a high band from 6.6-10.25 GHz. 

3. Human Body communication (HBC) PHY: The human body or the skin is used as a 

communication medium unlike the other two, in which, air is the communication medium. The 

HBC PHY has a central frequency of 21MHz with a bandwidth of 5.25MHz. 
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Some of the features of the IEEE 802.15.6 are discussed here. In 802.15.6, varied bit rates are 

supported with a range of 3m for the operation for on body network. The network topology supported 

is a star with a maximum of two-hops in a tree network. There is a single Medium Access Control (MAC) 

for all the three PHY layers which means it is very flexible and combines many access techniques. The 

MAC also provides 3 levels of security. The maximum possible achievable data rate is 10Mbps. 

IEEE802.15.6 standard is an extremely low power and reliable design which addresses all the WBAN 

requirements such as, emergency response, support for numerous sensors, sensitivity of the antenna 

to the human body, radiation patterns shaping to minimize the specific absorption rate(SAR) into the 

human body, considerations for the user’s motion etc.  

 

Unfortunately there was no hardware development board for IEEE 802.15.6 on the market and so the 

pursuit of this protocol for the thesis project had to be stopped. It would be interesting to find out why 

no silicon chip manufacturing company has invested in the IEEE 802.15.6 WBAN protocol. Although no 

hardware is currently available, it would be interesting to briefly study the differences and similarities 

with other protocols, which makes the future migration of the thesis project concepts to 802.15.6 easy. 

 

3.3 Human Body communication 
Human body communication (HBC) is a technology which uses the human body as a transmission 

medium for electrical signals. It has several other descriptive synonyms such as, Intra body 

communication, Body channel communication, Body-coupled communication etc. In HBC, by the 

methods of near-field communication, data can be exchanged between two devices on the human skin 

by capacitive or galvanic coupling of pico amp currents on the surface of the human body [15] . Most 

of the energy remains in the skin without radiation into the environment and this makes the 

communication possible with low power, low frequency signals. There are two main coupling 

techniques which have been researched: Galvanic coupling and capacitive coupling.  

 

In Galvanic coupling, there are two transmitting electrodes and two receiving electrodes attached to 

the skin. A differential signal is applied to the transmitting electrodes which induces the propagation 

of a very small galvanic current in the conductive body tissue. The receiving electrodes detect the 

differential signal and receive the data. This approach utilizes the dielectric characteristics of the 

human tissue which behaves like a transmission line for data. Since there is no external ground 

involved, galvanic coupling is independent of the environment.  

 

In capacitive coupling, one of the two transmitting electrodes is attached to the skin while the other is 

kept floating. The electrodes for the receiver are also arranged in the same way.  When the transmitter 

sends data by generating electric potential, inducing an electric field in the body, the receiver detects 

the change in electric potential and is able to receive the data sent by the transmitter [16] . The set of 

floating electrodes are coupled to the ground through air creating a return path, while the pair of 

electrodes connected to the skin create a forward path for the data signals [17] . Since there is an 

external path included in capacitive coupling, it is sensitive to the interference from the environment.  
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Figure 2: HBC technology used for access control with a pocket device as a transmitter (TX) and the door knob containing a 

receiver (RX) 

As shown in Figure 2, HBC technology is being used for access control to a room. Here the person 

contains an active tag in the form of a transmitter which may lie inside the pocket of the person’s 

garments. When the person touches the doorknob, the receiver in the door knob receives a signal. The 

receiver verifies that the person has access to the room behind the door and unlocks the door. 

This technology is highly suitable for a wireless low power patient monitoring system that avoids RF 

interference that generally occur in transmission through air. Philips ADA project, EU Project eGo, 

Ericsson “Connected me” project, Microchip Body com technology, NTT’s Red Tacton and the Swiss 

National Advisory Commission on Biomedical Ethics NEK-CNE1 – Galvanic coupling measurement 

system are some projects that have utilized this technology. Of all the above projects, Microchip’s 

Bodycom technology was a readily available development kit which could be purchased, but these kits 

were now obsolete and out of production (In May 2016). There was no commercial hardware 

development or evaluation board available on the market and so the pursuit of the human body 

communication technology was stopped.  

 

3.4 Bluetooth Low Energy 

In June 2010, the Bluetooth SIG introduced Bluetooth Low Energy with version 4.0 of the Bluetooth 

Core Specification and Bluetooth 4.2, was released in December 2014 [5] . Bluetooth low energy 

wireless technology is a well-known short range communication protocol specialised for lower power, 

transmission range of up to 30m and lower cost. There are multiple devices, development boards, 

sensors, evaluation kits etc. on the market with the Bluetooth low power technology which can be 

bought commercially.  BLE operates in the 2.4GHz ISM band which is divided into 40 channels or 2MHz 

each. The PHY modulation is Gaussian frequency shift keying (GFSK) and the bit rate supported is 1 

Mbps. BLE supports only star topologies. BLE allocates two types of channels for operation: The 

advertisement channel and the data channel. For advertising, three channels are allocated for 

discovering nodes, associating with the nodes and for broadcasting data. For the data channel, the 

master node decides the time and sequence of the channel hopping procedures in the rest of the 37 

channels. Channel hopping makes this protocol robust with respect to interference [11] . BLE also 

offers various security services for protecting wireless information exchange.  
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Figure 3: BLE protocol stack description 

The Figure 3 is a figurative description of the Bluetooth protocol stack. There are three main building 

blocks in the BLE stack, mainly the user application consisting of several profiles which interfaces with 

the BLE stack, the host which constitutes the upper layers of the BLE stack and the controller which 

constitutes the lower layers of the BLE stack. All devices have either one of the roles: Central device 

which has more power and processing power and the peripheral device which is small, low power and 

resource constrained typically sensor end nodes. In BLE, the peripheral device advertises itself on every 

channel to find a central node in the vicinity by using the GAP services which are responsible for 

advertising and establishing a connection with a central node. Once the connection is established, 

GATT services and characteristics can be used to exchange data in both directions. The BLE technology 

is very low power but only supports a star topology, it is not optimized for a WBAN and was intended 

to be used for low power and low rate PANs while WBANs can have high bit rate requirements for 

sensors over 1Mbps for applications such as, ECG, Video streaming, and EMG as read in [11] and [14]  

3.5 IEEE 802.15.4 - Low Rate Wireless Personal Area Network 

The IEEE 802.15.4 standard was released in 2003 and has seen several updates since then. It is the one 

of the most wide spread technologies for wireless sensor networks. It is a competitor for Bluetooth 

(IEEE 802.15.1) and is a low power, low complexity, low cost and low rate protocol for PANs. IEEE 

802.15.4 only defines a PHY and a MAC layer. The rest of the upper layers can be user defined. Due to 

this feature, there have been several branches of wireless standards developed over the IEEE 802.15.4 

such as, Zigbee, 6LowPAN, IEEE 802.15.4j etc.  

IEEE 802.15.4 is a short range technology with a range of up to 100m [12] . In Zigbee, the network 

topologies supported are star, tree and mesh, the network layer is implemented on top of the 

IEEE802.15.4 MAC layer. IEEE 802.15.4 has multiple PHYs defined for a variety of frequency bands such 

as, 868 – 868.6MHz, 902 – 928MHz, 2400 – 2483.5 MHz, and more. It defines a total of 27 half duplex 

channels across three frequency bands: The 868MHz band has a single channel with a bit rate of 

20kbps, The 915 MHz band has 10 channels with a bit rate of 40kbps and the 2400 MHz band with a 

bit rate of 250kbps. Modulation used in the PHY is Offset Quadrature Phase Shift Keying O-QPSK with 

a symbol rate of 62.5k symbols/s.  

GAP         – Generic Access Profile                                                                      
SMP         – Security Manager Protocol                                                                          
GATT       – Generic Attribute Protocol                                                                         
ATT          – Attribute protocol                                           
L2CAP     – Logical Link Control and 
Adaptation Protocol                                       
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There are two types of roles for the devices: Full functional device (FFD) which has higher power supply 

and has a higher processing power and a reduced functional device (RFD) which is typically an end 

node with low power and resource constraints. At the MAC layer there are two possible channel access 

modes namely the Beacon Enabled mode and the Non-Beacon-enabled mode. In the Beacon mode, 

the FFD or the coordinator periodically emits beacons or packets with information about the network 

and about how to connect to the coordinator. End devices can follow specific association protocols to 

associate with the FFD and then send or receive data from the FFD in the contention free period (CFP) 

using slotted guaranteed time slots (GTS) mechanism or in the contention access period (CAP) using a 

slotted carrier sense multiple access with collision avoidance (CSMA/CA) protocol. CSMA is a 

mechanism in which the availability of a free channel/medium may be checked by sensing if there is a 

carrier in the channel or if there is a transaction occurring in the channel. By performing CSMA/CA, 

collisions can be avoided by a backoff mechanism. When a device senses that the channel is busy, the 

device does not transmit for a random time, called the backoff period. After the backoff period, the 

device may again check if the channel is busy. This is a mechanism to avoid collisions. In the non-

beacon-enabled mode, the FFD waits for data request from end nodes. When an end device wants to 

exchange data with the FFD, it has to win the channel access via the CSMA/CA protocol and then 

exchange data using an un-slotted CSMA/CA protocol [20]. IEEE 802.15.4 defines an encryption 

algorithm but does not specify how the key exchange should take place or what authentication 

methods can be used. These issues have to be addressed by the upper layers. There are two options 

for the upper layers definition: ZigBee protocols, specified by the industrial consortia ZigBee Alliance, 

and 6LowPAN. There are multiple devices, development boards, sensors, evaluation kits etc. on the 

market with the Zigbee technology which can be bought commercially. The IEEE 802.15.4 technology 

is not optimized for WBANs: The throughput of IEEE 802.15.4 is low, the communication is limited to 

one channel and may cause channel coexistence issues, the power consumption is higher than BLE and 

IEEE802.15.6 and Zigbee is generally used with high node density with a mesh network over long 

distances.  

3.6 IEEE 802.15.4j  

In 2013, the IEEE 802.15.4j standard was released which was an alternative physical layer extension to 

support Medical Body Area Network services operating in 2360 to 2400 MHz frequency band [18]  as 

shown in the [11] . The only difference between IEEE 802.15.4 and IEEE 802.15.4j is the additional PHY 

definition and MAC support for an additional PHY definition in a newly allocated frequency band for 

secondary usage specifically for medical devices compliant in the United States of America region, this 

band is protected from widespread interference experienced in other ISM bands. There was one 

development board commercially available which claimed to have the IEEE 802.15.4j support of MBAN. 

It must be noted that although the IEEE 802.15.4j PHY supports the medical band, there are no special 

improvements or provisions in the MAC to suit the requirements of a WBAN.  

Frequency (MHz)HBC MICS WMTS ISM MBAN ISMWMTS UWB

406401505 450420 870863 928902
1429

1395 24002360 2500 3100 10600

 

Figure 4: FCC allocated MBAN description in the frequency spectrum, data from [11] 
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3.7 Near-field communication (NFC) 

Near-field communication (NFC) is promoted and maintained by the NFC Forum. NFC is a short-range 

wireless technology for a bidirectional interaction between electronic devices and is based on the same 

principles as radio-frequency identification (RFID) but NFC has an additional set of specifications to 

ensure interoperability between NFC equipment. Two NFC devices communicate by modulating 

information in an electromagnetic field at a frequency of 13.56 MHz. Small devices can be powered by 

the received electromagnetic field from the initiating NFC device and this property enables some NFC 

devices to take the form of very small battery less devices such as, tags, stickers or cards. There are 

several types of NFC tags defined by the NFC Forum. The tags are differentiated based on memory 

storage, data rates, capabilities, anti-collision support etc.  

 
There are two modes of operation in NFC. In the Passive mode, the transmitting NFC device generates 

the RF field and the second NFC device receives the RF waves and interprets the modulation of the RF 

field as data and replies by load-modulating the intensity of the received field. The transmitting NFC 

device detects the incoming field and interprets that as the reply of the second device. In this setup 

the transmitting NFC device is active while the second device is passive. This method is generally used 

to read contactless cards or smartcards to be read from a range of up to 10 cm with a data rate ranging 

from 106 kbps to 848 kbps [19] . In the Active mode, both NFC devices can generate the RF field. But 

the two NFC devices do not speak simultaneously, to prevent collisions, making the radio channel half-

duplex. Larger operating distance of up to 20 cm are achievable and the data bit rate reaches up to 

6.78 Mbps [19] . Since there is two way exchange of information, one of the applications where active 

NFC can be used is a mobile phone to mobile phone data exchange. In this thesis project Passive NFC 

mode can be utilized as a side channel for association. Although each technology has its own unique 

discovery or association procedure, either the end node has to search for the coordinator in all the 

channels or the coordinator has to find the end nodes in all the channels. This increases the time taken 

for the association procedure. Also there is a possibility that sensor which do not belong to the PAN 

get falsely associated to the master or coordinator because of the proximity of the end node to master 

or coordinator. Using the NFC technology to associate devices to the coordinator makes it fast, intuitive 

and easy. If a nurse physical taps the required sensor end nodes on the master, the master can ensure 

that only the tapped sensor end nodes join the PAN. This idea will be further discussed in the design 

and implementation section. 
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Chapter 4. STATE OF THE ART 
Now that some technologies have been explored and the requirements have been discussed, it is 

important to find literature and state of the art work to understand which technology best fits the 

requirements presented. The three wireless standards studied are IEEE 802.15.4, IEEE 802.15.6 and 

BLE. Please note that IEEE 802.15.4, IEEE 802.15.4j and Zigbee are very similar to each other. All the 

three technologies are based on IEEE 802.15.4 and during the state of the art study most of the 

concentration is on Zigbee and IEEE 802.15.4 because the MAC layer of all the three technologies are 

mostly similar. 

4.1 Comparisons of chosen technologies 

In [11] , the authors have conducted a survey on WBAN applications, protocols and design challenges. 

Three protocols are discussed including IEEE 802.15.4 PHY and MAC, IEEE 802.15.6 MAC and the BLE 

PHY. Experiments are carried out and the three technologies are compared on the basis of packet loss 

ratio (PLR), Average delay and Network throughput for query based traffic for four end nodes and one 

central coordinator node. The studies show that the BLE PHY has a lower average delay and lower PLR 

due to the higher bit rate of the BLE PHY. Also, the authors found that the performance of the IEEE 

802.15.4 MAC in beacon mode with CSMA/CA and the IEEE 802.15.6 MAC in slotted ALOHA and 

CSMA/CA mode are similar, although the initial expectation after the technology exploration was that 

the 802.15.6 MAC would outperform IEEE 802.15.4 MAC. There is an indication that the results are 

only valid in the scenario as defined in the paper which means that while testing several MACs, the 

performance of the MAC heavily depends on the chosen parameters for the superframe and CSMA/CA. 

The conclusion drawn from this paper is that the MAC of 802.15.4 and 802.15.6 perform similarly in a 

scenario. There are very few studies comparing 802.15.6 and 802.15.4. In [21] the authors aim to 

analyse and compare the 802.15.4 MAC and the 802.15.6 MAC layers. There are comparisons based 

on MAC frame formats, MAC access mechanism, data rates, range of communication and applications. 

Both standards use Slotted and CSMA/CA mechanisms, although 802.15.6 has two additional access 

mechanisms. The conclusion from the papers above is that the 802.15.4 MAC is similar to the 802.15.6 

MAC and in some case may perform similarly while the expectation is that is most cases IEEE802.15.6 

may outperform IEEE802.15.4 in terms of throughput and power.  

 

A comparison between IEEE 802.15.4 MAC and BLE MAC is required to understand which technology 

is better suited for a WBAN. In [13] , there is a comparative study on the power consumption of three 

low power standards in cyclic sleep scenarios. The technologies chosen are namely Bluetooth low 

energy, Zigbee and ANT. ANT technology will be ignored as it is a proprietary technology and hence 

does not fulfil the requirements. Parameters such as, packet size, number of packets, encryption 

parameters, distance, transmit power etc. were kept constant for all the three standards while 

measuring the current consumption for the scenario when the end node sends a packet every 5, 10, 

30, 60, 120 seconds. The authors found that Zigbee had the quickest sleep configuration time while 

BLE had the lowest overall power consumption. The authors also mention that the actual power 

consumption depends on several factors like reconnection time and the extent to which the device is 

sleeping between individual RF packets. The authors also proposed an optimal sleep time for each of 

the standards with a trade-off between power consumption and throughput. The authors also 

specifically say that power consumption also depends on parameters such as, packet size, transmitter 

and receiver distance, and hub parameters.  
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In [24] , BLE robustness is tested by choosing two channels with Wi-Fi interference and varying the 

distance between the Wi-Fi source and the BLE master. The authors found that without adaptive 

frequency hopping with a distance separation of 1.5m, BLE is able to deliver 60% packets successfully 

while the same in 802.15.4 is 35%. Whereas, if the interferer is in the adjacent channel, in IEEE 

802.15.4, almost 100% packets are delivered successfully. By this experiment, the authors concluded 

that BLE is more robust and tolerant to interference. 

Energy efficiency is calculated with respect to throughput and energy utilization. Energy utilization is 

the number of bytes transmitted per Joule of energy consumed, calculated for different amounts of 

data sent during a single connection event. Please note that the energy used by the end node here is 

assumed to be used by the node mainly while transmitting data. The energy used while processing the 

data is ignored. In BLE, a large amount of energy is spent on the discovery process. In [24] , the authors 

discuss an adaptive advertising protocol, where several end nodes exchange discovery information 

about all the end nodes in their vicinity. When the master discovers one end node, it uses the stored 

discovery information for all the other end nodes in the vicinity. This optimization technique can 

reduce the discovery time and reduce the energy spent in scenarios when the advertising intervals of 

some end nodes do not match the scan cycles of the master node. Further, the authors suggest 

choosing optimal bytes for the network overhead, choosing the length and the number of connection 

intervals to achieve a maximum possible network throughput. In [25] , BLE, Zigbee and Wi-Fi 

technologies are compared on the basis of network throughput offered and the energy consumed to 

achieve it. All the values considered for the calculation are based on Table 3.  

 
Table 3: Detailed parameters used in the evaluation of the technologies, data from [25]  

Standard Zigbee Bluetooth WiFi 
Chipset CC2520 CC2540 CC3000 

Operating voltage (V) 3.0 3.0 3.6 

Deep Sleep (uA) 0.03 0.4 0.5 

Idle mode (mA) 1.6 N.A N.A 

RX mode (mA) 18.5 15.8 92.0 

TX mode (mA) 25.8 21.0 190.0 

Sleep to TX/RX time (ms) 0.5 0.5 60 

Connection time (ms) 15 400 4000 

Data Rate (Mbps) 0.25 1 54 

Data packet size (bytes) 127 47 2346 

Maximum payload size (bytes) 102 37 2312 

 

The authors concluded that for small amounts of data upto 500 bytes, Zigbee was the best option, 

from 500 to 800kbytes, BLE was the best option and for data above 800kbytes and WiFi was the best 

option in terms of power consumption. The energy consumed comprises of both the energy consumed 

in establishing the connection and the energy consumed in actual data transmission. 

 
From all the studies above, BLE was compared to IEEE 802.15.4 in several scenarios including sleep 

mode, beacon mode and non-beacon mode. It is apparent that BLE has a lower power consumption 

with respect to Zigbee and the throughput can be higher than Zigbee. The “Patient Monitoring Team” 

at Philips uses BLE in the patient monitoring system. They chose the BLE standard for WBAN 

communication because of reasons such as, power consumption, data rate, latency etc. which is a 
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similar conclusion to the technology exploration done previously. After discussions with the team at 

Philips Research it was found that, IEEE 802.15.4 technology was rejected mainly due to the failure to 

meet the throughput requirements due to a limited data rate. It would be of value for Philips in this 

thesis project, to check and prove mathematically that IEEE 802.15.4 cannot meet the throughput 

requirements. The calculations are shown in section 5.2. According to the theoretical calculations and 

initial experiments (As shown in Chapter 5), IEEE 802.15.4 could meet the throughput requirements. 

The decision was taken to develop a wireless patient monitoring system based on IEEE 802.15.4j or 

IEEE 802.15.4 which could meet all the requirements mentioned in the Chapter 2. A literature study is 

undertaken to understand what the existing designs and developments are in wireless patient 

monitoring systems with IEEE 802.15.4. 

 

4.2 Study of Zigbee for WBAN 

In [27] , The Zigbee technology is reviewed wherein different modes of operation are compared on the 

basis of throughput and energy consumption with respect to varying network size and number of 

packets transmitted. The authors used the QualNet Simulator to create various scenarios as described 

in Table 4.  
Table 4: Simulation parameters, data from [27]  

Parameter Name Parameter Value 

Channel frequency 2.4GHz 

Radio Type 802.15.4 Radio 

Modulation Scheme OQPSK 

MAC Protocol 802.15.4 MAC 

Routing Protocol AODV (Ad hoc On-Demand Distance Vector) 

Traffic 5 CBR (Constant Bit Rate) 

Clear Channel Assessment (CCA) mode Carrier sense 

Energy model MicaZ 

Simulation Time 30 seconds 

Network Size 25, 50 and 75 nodes 

Beacon order (BO) 3 

Superframe order (SO) 3 

Beacon order (BO) for non-beacon mode  15 

Superframe order (SO) for non-beacon mode 15 

 

From the analysis, the authors concluded that in Zigbee beacon mode, since the nodes know when to 

sleep and wake up for a transmission, the average power consumption is less. In the non-beacon mode, 

the throughput is higher than that in the beacon mode as compared to varying size of the network. 

The topology considered is not a star topology but this simulation gives a brief idea on how the two 

channel access modes of the MAC differ from each other in terms of power consumption and 

throughput.  

The performance of IEEE 802.15.4 is evaluated for WBANs in [26] , in terms of power consumption, 

physical size, robustness and security. The physical layer, MAC, beacon and non-beacon mode of the 
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IEEE 802.15.4 technology are studied. The setup consists of a star network, a coordinator and ten 

implanted sensors. Power efficiency is paramount for this design because an implanted sensor is 

expected to have a life expectancy of about 15 years. For the analysis, several parameters need to be 

set such as, hardware assumptions, implanted sensor link budget and assumed a steady state network. 

The authors found that CSMA/CA was not necessary for a small number of sensors when their data 

rates are very small as the probability of the channel being free is greater than 99%. This was done to 

avoid the automatic initial back off. The lifetime of an end node in a beacon network is affected by the 

crystal tolerance and varying data upload rates. The authors found that if the implanted node has to 

survive for about 15 years, this could be achieved with a strict data rate restriction and crystal tolerance 

of better than 25 ppm. They also evaluated the beacon (maximum beacon frame length of 251s) and 

non-beacon mode and found that the lifetime of the sensor with beacon mode is lower than that of 

the non-beacon mode. Also the performance of the non-beacon mode was better than that of the 

beacon mode. The beacon with guaranteed time slots (GTS) has a penalty wherein the receiver of the 

sensor has to remain on for the entire slot duration even though it is done with the packet transmission 

or reception and hence the GTS slots must be chosen such that they match the expected data rate. 

Larger packets and higher data rates were possible for a lifetime of 15 years in non-beacon mode with 

a bit rate of up to 20bps. The achievable bit rates were far smaller than the requirements stated for 

this thesis project but several aspects from this paper will be adapted for the master thesis.  

 

In [8] , the authors discuss the beacon and non-beacon mode which helps in understanding the two 

Zigbee modes. In the paper, the energy consumption and throughput of the beacon and non-beacon 

modes of Zigbee are simulated with respect to the change in number of packets with changing network 

size. The simulation is carried out on the MicaZ motes [34] for the Zigbee MAC using the QualNet 

Simulator with one PAN coordinator in a 1500x1500 meters terrain. The network size was varied 

between 25, 50 and 70 sensor nodes with either beacon or non-beacon mode. They found that the 

throughput of non-beaconed network is twice as much as the throughput of beaconed mode while the 

energy consumption of the beacon network is almost 50% less than that of the non-beacon network. 

The paper concludes that beacon mode is suitable for energy saving while the non-beacon is preferred 

for higher throughput requirements. They also found that an increase in the network size of a beacon 

mode Zigbee network degrades the performance of the beacon network.  

 

In [29] , Zigbee for remote patient monitoring is simulated using network simulator (NS) 2.34. NS is a 

discrete event network simulator for academic use [35] . The authors have analysed the variation of 

network performance on the density of the network, transmission data rate and Communication 

duration. The network performance has been calculated on the basis of packet delivery ratio (PDR), 

throughput, average network delay and energy consumption. The setup consists of a coordinator at 

the location of the doctor and the sensor nodes mounted on the mobile patients. There are some 

sensors which have small data rates and sending several small packets can cause network congestion. 

The idea is to concatenate several data from different sensors and send a combined packet with 20 

bytes to achieve maximum network throughput. The parameters considered for the simulations are 

shown in Table 5.  
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Table 5: Simulation parameters from [29]  for two experiments. Varying node density and simulation duration and varying 
data rate and node density in the network 

Parameters Simulation Parameters 

(node density vs duration of simulation) 

Simulation Parameters 

(Data rate vs node density) 

Routing protocol AODV AODV 

MAC protocol IEEE 802.15.4 IEEE 802.15.4 

Traffic type CBR CBR 

Simulation time 2000s, 4000s, 6000s 2000s 

Terrain size 50m x 50m 50m x 50m 

Number of Nodes 9, 16, 25 and 35 9, 16 and 25 

Packet Size 20 Bytes 20 Bytes 

Packet transmission 

rate 
10 packets/s 10-100 packets/s  

(Increment in steps of 10) 

 

The authors concluded that node density and data rate play an important role in network performance 

and thus, the network must have less than 8 patients/mobile sensor nodes in an area of 50m x 50m 

and a data rate of 1.6kbps for a PDR of above 65%. The authors observed that the average network 

delay for 9 patients is 0.38s in an area of 50m x 50m and the energy consumption increased with 

increasing data rates. It must be noted that the required network structure for the thesis project varies 

considerably from the simulated network in this paper.  

 

Zigbee has divided the 2.4GHz frequency band into 16 channels in which devices can choose to operate 

in any channel. If every patient is given a Zigbee patient monitoring system to wear, there could be 

close to thirty Zigbee PANs in a single general ward at the hospital, which means that there is a 

maximum of 30 patients with their own PANs in a large general ward. When there are thirty Zigbee 

masters operating simultaneously, there will be a certain amount of channel overlap. All the nodes in 

a wireless PAN (Personal Area Network) have to compete against one another to get the channel access 

which causes channel interference and in turn causes the loss of data during transmission. This brings 

in unreliability which is unacceptable for a hospital patient monitoring system. In [7], issues related to 

channel overlap while using Zigbee for remote patient monitoring in a hospital have been discussed. 

In the experiment, with a simulation of thirty Zigbee WPANs, only 8 WPANs received data without any 

losses while more than half of the WPANs missed more than 25% of the data. The Zigbee used in these 

simulations are non-beacon mode. The transmission delays were increased and chosen realistically for 

each sensor type, (for example, temperature sensor was expected to transmit every 5 seconds while 

the heart rate sensor data was transmitted every 20ms) which in turn relaxed the channel traffic and 

resulted in a significantly more reliable coexistence of all the thirty WPANs in which 2 WPANs 

experienced data loss. This paper gives an insight into the unreliability of the non-beacon mode for 

IEEE 802.15.4. 

The next two references discuss BAN architectures which send the sensor data out of the WBAN to be 

viewed by the medical authorities. In [30] , OPNET simulator is used to simulate and test the 

performance of a WBAN system which is monitored remotely in the hospital. A hospital network is 

simulated on OPNET where the Zigbee network connects to a local computer which concatenates all 

the data and transfers the data to database servers using the TCP/IP link and Ethernet. The authors 
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concluded that to increase transmission efficiency but reduce transmission delay, smaller packets 

should be concatenated to form a large packet and then sent over Ethernet with TCP/IP. Concatenation 

of the packets can be used for sensors with a small data throughput requirement to increase the 

network throughput.  

 

In [9] , the authors designed and implemented a Ubiquitous Electrocardiogram (ECG) monitoring 

system using session initiation protocol (SIP) and Zigbee. The usage of SIP is mainly to have a real time 

telephone call between the doctor and the patient. Zigbee has been chosen for its low power 

capabilities. The hardware components include ECG console, SIP proxy server, database servers, BME 

ECG-Kit V2.4 to obtain the ECG signals, HP iPaq hx4700 as the user’s end device and Nano-24 as the 

Zigbee device. In the first phase the ECG console in the hospital and user end device has to register 

with the SIP proxy server, in the second phase the ECG sensor continuously transfers the ECG data over 

the Zigbee network. In the third phase, the ECG data are sent to the ECG console and after viewing, 

the physician can send a feedback to the patient using SIP protocol. In the final phase, the ECG records 

can be stored in the database servers. The system is complicated and not intuitive. This architecture 

can only handle one sensor whereas there is a need to monitor several vital signs for patient 

monitoring. The solution proposed for this is to use a mesh network. The paper does not address the 

network complexities, throughput requirements or energy requirements of the Zigbee system. It must 

be noted that communication of sensor data outside the WBAN is out of scope for the current version 

of the project but is considered for future work and these papers give an example of an architecture 

to support the data to be sent outside the WBAN using some technologies. 

 

In [28] , the authors perform practical calculations, simulations and hardware implementations for 

measuring the maximum attainable throughput for Zigbee wireless networks. These calculations are 

paramount in the theoretical calculations for network throughput for the thesis project.  

4.3 Conclusions 

From the requirements study, the technology study and the state of the art study, the following 

conclusions have been made: 

1. IEEE 802.15.6 is the preferred technology but it is rejected due to the unavailability of a 

commercial hardware. 

2. BLE is the next preference due to reliability, robustness and better power efficiency but it is 

already used by the teams at Philips currently. IEEE 802.15.4 is an unexplored technology for 

WBAN. 

3. IEEE 802.15.4, Zigbee and IEEE802.15.4j are similar technologies. Yet IEEE 802.15.4j is 

preferred to IEEE 802.15.4 or Zigbee because the PHY layer functions in a special medical 

spectrum of 2360 – 2400MHz. 

4. When IEEE 802.15.4 MAC is considered, beacon mode is preferred for reliability and power 

saving while non-beacon is preferred for meeting high throughput requirements. 
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Chapter 5. DESIGN & IMPLEMENTATION 

5.1 General overview 

The summary of the technology, topology and hardware board chosen is shown in Table 6. 

Table 6: Summary of the technology, topology and hardware boards chosen for the thesis project 

Technology Chosen IEEE 802.15.4j Wireless low rate PAN in the 

Medical band(2360 – 

2400MHz) 

Topology Star Most simple topology, 

coordinator centered network 

which collects the sensor data 

and may send data to the 

medical authorities for remote 

monitoring 

Hardware development 

boards chosen 

NXP - FRDMKW40Z with IEEE 

802.15.4j 

8 boards 

There was only one commercially available hardware board with the IEEE 802.15.4j technology. For 

the thesis project, one coordinator and seven sensor end devices were required (Table 1). Eight 

hardware development boards of NXP FRDM-KW40Z were acquired.  

Some Information about NXP FRDM-KW40Z: 

1. High performance 2.4GHz transceiver supporting two different protocols namely BLE v4.1 and 

IEEE 802.15.4-2011. Please note that since both protocols function in the 2.4GHz band, the 

same transceiver may be used to communicate, but all the underlying hardware and software 

to process the protocol packets vary. 

2. Up to 48MHz ARM cortex M0+ Core 

3. 160 KB Flash, 20 KB Static random-access memory (SRAM) 

4. Several interfaces included such as, Analog to digital converter (ADC), Digital to analog 

converter  (DAC), comparator (CMP), Timers (TMRs), Serial peripheral interface (SPI), Inter-

integrated circuit (I2C) and universal asynchronous receiver/transmitter (UART) 

5. Arduino compatible pin headers 

6. Several software are used to develop an application on the FRDMKW40Z boards. Some of 

those software are: KW40Z Connectivity Software, IAR Embedded Workbench for ARM 

(EWARM) version 7.40.2 or later, mbed serial port driver, PuTTY or Tera Term consoles [36] .  

Although the reference manual of the chip MKW40Z and the reference manual of the freedom board 

FRDMKW40Z claim that 802.15.4j is supported, there was little or no evidence of that support in the 

software. Although the hardware or PHY layer could be configured to transmit and receive in the 

medical band, the MAC had no information on this configuration. Unfortunately, after looking into the 

code rigorously and contacting NXP, it was confirmed that the FRDMKW40Z board did not have 

software support for the IEEE 802.15.4j standard. Support of IEEE 802.15.4j was the only reason for 

buying the board, but nonetheless the project had other goals to fulfil. Since IEEE 802.15.4j and IEEE 
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802.15.4 are similar except for the frequency spectrum of operation and the handling of the request 

of channel change from the primary user of the spectrum, the WBAN would be implemented using the 

Zigbee connectivity stack which would ensure that all the implementation would be compatible with 

IEEE 802.15.4j. Thus, it must be kept in mind that the frequency spectrum of operation is going to be 

the 2.4GHz ISM band. The Table 7 shows which technologies are supported in the software and the 

hardware in the FRDMKW40Z board. 

Table 7: Technologies supported by the FRDMKW40Z board 

Technologies in FRDMKW40Z Supported 

BLE v4.1 Yes (Hardware and Software) 
IEEE 802.15.4 Yes  (Hardware and Software) 

IEEE 802.15.4j Yes (Hardware), No  (Software) 

 

5.1.1 IEEE 802.15.4 MAC Overview 

Now that IEEE 802.15.4 is chosen, a deeper introduction into the IEEE 802.15.4 standard is necessary. 

Note that Zigbee and IEEE 802.15.4 will be used interchangeably as the PHY and the MAC layer of both 

the standards are the same and for the project only the PHY and MAC layers are used. The application 

layer is built on top of the MAC layer. The architecture of the IEEE 802.15.4 standard for a device in a 

wireless PAN is as shown in Figure 5. 

UPPER LAYERS

Medium Access Control (MAC)

Physical Layer (PHY)

Physical Medium

MCPS SAP MLME SAP

PLME SAPPD SAP

 
 

Figure 5: IEEE 802.15.4 standard architecture for device in a wireless PAN, data from [20]  

The PHY consists of the transceiver for the 2.4GHz ISM band, along with all the hardware and software 

control mechanisms. There are service access points (SAPs) in both the PHY and the MAC layers. The 

SAP generally provides an API to service the layers above or below it. In the PHY there are two SAPs. 

The PHY data SAP (PD SAP) enables the two way communication of PHY protocol data units (PPDUs) 

over the physical channel. The PHY layer management entity (PLME SAP) handles management of the 

PHY features such as, channel scan, channel selection, turning on and off the transceiver, transmit 

mode or receive mode, performing clear channel assessment etc.  
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The IEEE 802.15.4 MAC sublayer has the following functionality: 

1. Handling PAN association and disassociation 

2. Beacon management an beacon based communication 

3. Support security for the devices 

4. Handling medium access mechanism like CSMA/CA 

5. Maintain the guaranteed time slot (GTS) mechanism 

6. Making sure the link between two peer MAC entities is reliable 

 

The MAC sublayer has two SAP; MAC common part sublayer (MCPS) SAP and MAC sublayer 

management entity (MLME) SAP. MCPS SAP handles the two way communication of the MAC protocol 

data units across the PHY data service. The MLME SAP handles all the MAC management services such 

as, beacon management, PAN association and disassociation, CSMA/CA mechanism, GTS frame 

management, security handling etc.  

The SAP has service primitives which are used to provide information about a specific service to the 

upper and lower layer. The service primitives are specified by describing the flow of information in 

terms of discrete instantaneous events. Each event is the passing of a service primitive from one layer 

to the other. For example, consider the MLME-ASSOCIATE service which is offered by the MLME SAP. 

This service is used by an end node to join the PAN of a coordinator. The steps to for using the MLME-

ASSOCIATE service with its service primitives are described below: 

1. The end node’s upper application layer sends the MLME-ASSOCIATE.request to the end node’s 

MAC layer.  

2. This association request packet is sent to the end node PHY layer using the PLME-SAP (Its 

service primitives are not being discussed currently).  

3. The PHY layer sends the packet to the physical medium by transmitting the packet.  

4. The coordinator’s receiver receives the association request packet as the address was assigned 

to it. 

5. After the coordinator’s PHY layer receives the end node’s association request packet, it sends 

the association request packet up to the MAC layer. 

6. The coordinator’s MAC sublayer sends the MLME-ASSOCIATE.indication service primitive to 

the upper application layer. 

7. In response to that, the coordinator’s application layer sends the MLME-ASSOCIATE.response 

service primitive to its own MAC sublayer with information about the association which maybe 

a success or a rejection.  

8. This response packet travels through the coordinator PHY and is transmitted to the end node. 

9. The end node’s PHY receives the association response packet and sends the packet to the MAC 

for processing.  

10. The MLME SAP sends a MLME-ASSOCIATE.confirm service primitive to the end node’s upper 

application layer with information about the response of the coordinator. 

11. The upper application layer can extract the required response from the MLME-

ASSOCIATE.confirm event and proceed by using other MLME services.  

 

As discussed in the steps above and shown in Figure 6, each service provided by an SAP will have 

specific service primitives; Request, indication, response and confirm. Either all four primitives may be 

used or only one may be used. This depends on the IEEE 802.15.4 standard [20] .  
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Service Provider

Service User Service User

Request

Indication

Response
Confirm

 
Figure 6: IEEE 802.15.4 service primitives of the SAP, data from [20]  

The IEEE 802.15.4 MAC sublayer has two medium access mechanisms: Beacon and non-beacon mode. 

In the non-beacon mode, when the end node wishes to send data to the coordinator, it performs 

CSMA/CA on the channel and competes with all the nodes in the PAN to gain access to the medium. If 

the medium is busy, the end node backs off and retries to access the medium after a random period 

of time.  After a specific maximum number of retries, the transaction fails and the data is lost. But if 

the end node gains access to the medium, it sends the data to the coordinator. The coordinator can 

inform the end node about receiving the data frame successfully by sending an optional 

acknowledgement frame to the end node. This completes the data transaction between the end node 

and the coordinator. In the beacon mode, the coordinator sends periodic beacons which can be 

heard/received by all the end nodes. The period between two consecutive beacons is called the beacon 

interval. The beacon interval is described by the beacon order set in the coordinator’s MAC. The 

coordinator announces the beacon order in the beacon as well, to inform its associated end nodes. 

Each beacon interval is divided into two parts: active and inactive portion. The coordinator and end 

devices may enter a low-power (sleep) mode during the inactive portion. 

 

GTS GTS

0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15

CAP CFP

Superframe Duration (SD)

Beacon Interval (BI)

Active Portion
BeaconBeacon

Inactive Portion

  

Figure 7: Example of a superframe structure for beacon enabled mode in IEEE 802.15.4, data from [20]  

As seen in Figure 7, the active portion is described by the superframe duration. The superframe 

duration is decided by the superframe order set in the coordinator’s MAC.  The coordinator announces 

the superframe order in the beacon by using specific fields in the beacon frame, to inform its associated 

end nodes about the length of the active portion. The active portion consists of two parts: Contention 

access period (CAP) and Contention free period (CFP). The active portion is always divided into 16 equal 

slots of time for a slotted CSMA/CA access mechanism. For example, if the active portion has a length 

of sixteen seconds, each time slot would be one second long. The sixteen time slots must be divided 

between CAP and CFP. These sixteen slots are divided between the CAP and CFP. The first part in the 
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active portion is always the beacon and the first frame sent is always the beacon frame in slot zero. 

The beacon frame acts as a periodic synchronization mechanism for all the nodes in the network and 

has vital information about the superframe structure. For example, the beacon frames informs the end 

nodes about the length of the CAP, number of guaranteed time slots (GTS) (In the CFP part) by using a 

special GTS descriptor with information on starting slot and number of slots assigned to a device etc. 

Immediately after the beacon is the CAP. In CAP, no slots are reserved, the end nodes associated with 

the coordinator have to compete against each other to get access to the slots by using the CSMA/CA 

mechanism.  

 
After the CAP, the CFP part may exist. There is another provision where slots can be reserved by the 

end nodes in which transmission or reception of data can be carried out. This provision is called beacon 

with GTS mode. The PAN coordinator can allocate a maximum of seven GTS slots, each of which 

comprise of one or more time slots as shown in. For example, the first allocated GTS in the CFP in 

Figure 7 consists of three time slots whereas the second allocated GTS slot consists of two time slots. 

Similarly there can be a maximum of seven allocated GTS time slots. The GTS mechanism is 

recommended for applications with low latency or specific data bandwidths. 

5.1.2 NXP FRDM-KW40Z overview of firmware 

After the boards were acquired, it was important to understand how the firmware on the hardware 

board was structured and how it functioned. There were several demo applications for Zigbee, BLE, 

Hybrid of BLE and Zigbee etc. in the connectivity software provided. As the chosen technology is Zigbee 

in medical band in a star topology, the Zigbee star demo application was chosen to be studied. NXP 

provides a project cloner application which replicates an IAR workbench project from the provided 

demo applications. The only toolchain supported by NXP for FRDMKW40Z was IAR Embedded 

Workbench. All the projects are developed and debugged in the IAR Embedded Workbench using the 

C language. 
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Figure 8: Flow diagram of the Main Application Thread in the Coordinator 

Figure 8 shows what happens after the main application thread is created and run. In the hardware 

initialization function, the transceiver is initialized followed by the initialization of all the modules on 

the board. It is necessary that following the boards initialization, the connectivity stack is initialized. 

The IEEE 802.15.4 PHY and MAC are initialized. After the PHY is initialized, we obtain the 40 bit unique 

address of the board which is used as its own extended address in the star network. Finally the 

application parameters such as allocating the required timers, initializing the required serial interfaces 

with appropriate parameters, preparing input queues for the Service point handlers for the MAC, 

initialize the application state machine etc. At the end of the application initialization, a dummy event 

is set so that the state machine execution can begin. The state change mechanism depends on events 

defined by the application and set by the multiple functions in the application. For example, the 

“gAppEvtDummyEvent_c” is an event triggered specifically by the application when the application 

initialization is done.  
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Figure 9: Application thread state machine for coordinator from the Zigbee star demo application from NXP 

 

The state machine used in the main application task is described in Figure 9. After the application 

initialization is done and the event “gAppEvtDummyEvent_c” is set, the state machine execution 

begins. The first step for the coordinator is to scan all the 16 Zigbee channels to find the best channel 

with least activity or interference to set up the Zigbee network in. The scan procedure is handled 

through the MAC sublayer management entity (MLME) which is the primary service point for MAC 

management services such as association, scan procedures, coordinator setup, beacon management, 

channel access, etc. After successfully choosing the channel for the network, the coordinator has to 

create a network with certain configurations and initiate a request to its own MAC by informing the 

MAC that it is the coordinator with a specific configuration as set by the application program to ensure 

that the Zigbee MAC and PHY behave accordingly. After the coordinator has setup the Zigbee PAN, it 

waits for beacon requests from end devices to associate with the end devices and then to send or 

receive data as required by the application. Every device in a Zigbee network may use its long address 
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(64 bits) for communication or if the end device has joined a PAN, it may use the short address (16 

bits) assigned by the coordinator during the association procedure. 

5.2 Network Design 

5.2.1 Achieving throughput requirements  

In [28] , the authors perform practical calculations, simulations and hardware implementations for 

measuring the maximum attainable throughput for Zigbee wireless networks. The transmission of a 

packet in Zigbee undergoes the following phases: CSMA/CA to gain access to the channel, actual 

transmission time of the packet, turnaround time for the RF transceiver to switch from transmit mode 

to receive mode, time required to transmit the acknowledgement frame, inter-frame spacing (IFS) 

which is the finite amount of processing time required by the MAC sublayer for the transmitted data 

packet. All the phases described are represented in Figure 10.   

CSMA/CA TX Data LIFS

ACKTurnaround

TXACK

Single complete packet transmission = 6.7ms
 

Figure 10: IEEE 802.15.4 packet transmission time with the assumption that the channel is free (CSMA/CA successful in first 
try), data from [29]  

The authors have performed theoretical calculations with simulation and achieved the total 

transmission time for each packet to be 6.7ms as shown in Table 8. Please note that all the parameters 

in Table 8 are like those in the MAC of the device chosen (NXP FRDMKW40Z). 

Table 8: Zigbee packet transmission time breakdown 

Procedure Identifier Symbols Milliseconds 

Average symbol time to perform 
CSMA-CA (Only including CCA1) 

symbolsCSMA-CA 78 1.25 

Transmission of the data bits symbolstx 266 4.26 

The turnaround time for switching 
RF transceiver from receive to 
transmit mode 

symbolsturnaround 12 0.19 

Transmission of the 
acknowledgement packet 

symbolstx-ACK 22 0.35 

Mandatory Interframe spacing time 
between data frames (IFS) 

symbolsIFS 40 0.64 

Total sum symbolssum 418 6.7 
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When CSMA has to be performed, according to the standard, each device has to back off for a random 

amount of back off units (20symbols) [28] and the number of symbols required to make a clear channel 

assessment is 8. The random function decides how many units of back should apply for the iteration 

of clear channel assessment. The variation of the random function for the first clear channel 

assessment is limited to 7. Since the random function for calculating back offs is uniformly distributed, 

the average time taken for the first clear channel assessment to be completed is [3.5 (Average back 

offs from uniform distributions) * 20 (symbols for one unit of back off) + 8 (CCA symbols)] 78 symbols. 

For all the calculations, 78 symbols for CSMA/CA will be considered. The assumption made in this 

calculation is that in the first round of channel assessment, the device always gains access to the 

channel or the channel is always free (CCA1 only). The amount of time required to perform CSMA/CA 

in a channel considering only one clear channel assessment is 1.25ms per packet transmission from 

Table 8. From the requirements (Table 1), and by using the packet transmission time as 6.7ms, we 

obtain Table 9.  

Table 9: Number packets to be transmitted in one second according to the requirements 

Sensors 
Data rate 
(bytes/s) 

Packets/sec (1 packet 
= 102 Data bytes) 

Time to send packets 
(6.7ms per packet) 

12-lead Electrocardiogram 
(ECG) uncompressed 

12000 118 790,6 

Peripheral capillary oxygen 
saturation (SPO2) 

750 8 53,6 

Respiration (RESP) 50 1 6,7 

Temperature (TEMP) 10 1 6,7 

Invasive Blood Pressure (IBP) 2250 23 154,1 

Spirometer (SPIRO) 500 5 33,5 

Carbon dioxide (CO2) 250 3 20,1 

Total 15810 159 1065 

 

 

As seen from Table 9, to achieve the throughput, 159 packets need to be sent. The available time to 

send 159 packets is 1000ms but 159 packets actually need 1065ms (If the transmission for each packet 

is considered as 6.7ms. From Table 8). There are two modes of operation for the IEEE802.15.4 MAC, 

beacon mode and non-beacon mode. Both modes can be used but the beacon mode takes care of 

synchronization (by using beacons) and has a better quality of service (by using reserved timeslots). In 

the non-beacon mode there is a lot of uncertainty due to the CSMA-CA mechanism and the throughput 

requirements cannot be met using a non-beacon mode as shown in Table 9. As discussed in [26] and 

in section 4.3, the characteristics favor the usage of the beacon with GTS in a WBAN. Below the 

advantages and disadvantages of the GTS mechanism are discussed in detail.  

 
The Advantages of using GTS are: 

1. As the GTS has reserved slots, the devices access the medium without CSMA/CA contention, 

there is no interference from other end devices. The end devices which are not involved in the 

time slots, may enter a low-power (sleep) mode which may improve the power efficiency of 

the system. 



Master Thesis – Wireless body area networks for patient monitoring in hospitals                                                              29-12-2016 
(KTH Royal institute of Technology, Stockholm & Philips Research, Eindhoven) 

31 
 

The Disadvantages of using GTS would be: 
1. The end devices have to dynamically request for GTS slots in the CAP which means there is an 

uncertainty involved in this mechanism. Also, since the control for the GTS has moved from 

the coordinator to the end devices, the coordinator no longer can control the throughput of 

the system. 

2. A maximum of seven GTS slots can be allocated which makes the network design complicated 

and restrictive for devices greater than seven.  

3. The slot size is fixed and cannot be altered. This means that even if the slot is 100ms long and 

the end device has to send only one packet, the rest of the unused slot will be wasted. For 

example, if the beacon interval is 1 second.  

4. Once an end device has got the slot using CSMA/CA in the CAP, none of the other end devices 

will communicate until the next CAP slot becomes available. 

5. The GTS mechanism must have a CAP of at least one slot which may be used for emergency 

scenarios.  

6. MAC command frames shall always be transmitted in the CAP [20] which means that all the 

MAC and Network maintenance frames will have to be sent in the CAP slots which means that 

one CAP slot is not sufficient.  

7. GTS slots have to be requested by the end device to the coordinator which may or may not be 

granted. After the GTS slots are granted, the end devices are informed about the allocation by 

using the GTS descriptor field in the Beacons. If an end node does not send a data frame at 

least once every 2*n superframes (where n is defined in Equation 1A), the coordinator 

implicitly deallocates the GTS and sets the starting slot subfield in the GTS descriptor for that 

end device to zero.  

 
𝑛 = {

2(8−𝑚𝑎𝑐𝐵𝑒𝑎𝑐𝑜𝑛𝑂𝑟𝑑𝑒𝑟), 0 ≤ 𝑚𝑎𝑐𝐵𝑒𝑎𝑐𝑜𝑛𝑂𝑟𝑑𝑒𝑟 ≤ 8
1                                   , 9 ≤ 𝑚𝑎𝑐𝐵𝑒𝑎𝑐𝑜𝑛𝑂𝑟𝑑𝑒𝑟 ≤ 14

                                                
(Eq.1A) 

To verify if beacon mode with GTS is a viable option for the network design, some calculations are 

required. In Table 10, when a beacon order and superframe order of six and six respectively are chosen, 

the active period is equal to the beacon interval which means that the end node is always on and the 

length of each beacon interval is 0.98s. Since there are sixteen slots in a beacon interval, the length of 

each slot can be derived, which is 61.44ms per slot. 

Table 10: Characteristics of the superframe for a beacon interval of one second 

For 1 sec as the beacon interval 

Beacon order Superframe Order Beacon interval (s) Active period (s) Size of a slot (ms) 

6 6 0,98 0,98 61,44 

 

As discussed in [20] , no transmissions within the CFP shall use a CSMA/CA mechanism to access the 

channel. This means that when an end device has been assigned a particular GTS slot via the GTS 

descriptor in the beacon, the end device will transmit the packets without using CSMA/CA for channel 

access.  

In the GTS mechanism, the devices allocated with a GTS slot, transmit packets without CSMA/CA as 

soon as the slot begins while the other end nodes do not communicate. This is intuitive because all 
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the nodes have been informed of the GTS schedule at the beginning of the superframe by using the 

GTS descriptor field in the beacon frame. There is an assumption made here that none of the nodes 

will communicate during the CFP unless required. 

Thus, time to send one packet in GTS slot without CSMA/CA = 6.7 – 1.25 = 5.45ms  

Maximum number of slots available for the CFP= 14  
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Figure 11: Distribution of the GTS slots for all the sensors according to their data requirements 

Table 11: Calculations for throughput requirements for a superframe with a one second beacon interval with GTS 

Sensors 
Requirement -                                                                     

Data rate (bytes/s) 
Requirement - Number 
of packets per second 

Time to send 
packets (ms) 

Number of 
slots needed 

ECG 12000 118 643,1 11 

SPO2 750 8 43,6 1 

RESP 50 1 5,45 1 

TEMP 10 1 5,45 1 

IBP 2250 23 125,35 3 

SPIRO 500 5 27,25 1 

CO2 250 3 16,35 1 

Total 15810 159 866,55 19 

 

As seen from Table 11 and Figure 11, 19 time slots are required whereas only 14 time slots are available 

which have to be divided between a maximum of seven GTS slots. In Figure 11, only four sensor can 

be fit into the time slots. IBP, SPIRO and CO2 sensors don’t get a timeslot if only 14 slots are available.  

Thus, although the GTS mechanism with beacon enabled mode may have been used for the thesis 
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project, the disadvantages and the throughput calculations show that the beacon with GTS mechanism 

cannot be chosen for the thesis project. After analyzing Table 8, another option to increase network 

throughput is to forego acknowledgments for each packet delivery. This will ensure that the 

coordinator and end node, need not keep switching their transceiver between transmit and receive 

mode. Also, the transmission time for each packet gets reduced to 4.9ms. For example, the ECG sensor 

node has to send 118 packets in every second. One method can be to stop all the acknowledgements 

from the coordinator to the end node and treat the data transfer like a block transfer or data stream. 

If the acknowledgements are removed, only the coordinator is aware of the amount of data that has 

actually arrived. There are two options: 

1. If one data packet or more are missed, the coordinator can request a retransmission of the 

entire block of data which will considerably hamper the throughput of the system.  

2. If one data packet or more are missed, the coordinator does not request for a retransmission 

but remembers the missed packet and reports back the issue when the packet delivery rate is 

lower than acceptable. Since the data are being monitoring in real time continuously, it may 

not be useful to consider a retransmission. 

Originator next  
higher layer

Originator MAC Recipient MAC
Recipient next  

higher layer

MCPS-DATA.request(AR=1)

MCPS-DATA.confirm

Acknowledgement

Data

MCPS-DATA.indication

 

Figure 12: IEEE 802.15.4 successful data transmission with an acknowledgement, data from [20]  
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Figure 13: IEEE 802.15.4 successful data transmission without an acknowledgement, data from [20]  

Figure 12 and Figure 13 consists of the MAC layer transactions between the data transfer initiating 

device and the data recipient. The MAC common part sublayer (MCPS) is used by the upper layers to 

access the MAC layers for data transfers. The Service access point (SAP) in the connectivity stack 

generally provides an API to service data transfer and reception. For example, in Figure 12, MCPS-

DATA.indication is a service API which indicates when a data has been received while MCPS-
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DATA.confirm is a service API which indicates that the data was sent successfully [20] . The Figure 12 

shows that acknowledgement request (AR) is set which means that the recipient must send an 

acknowledgement. In the Figure 13, The AR is reset to zero, which means that the recipient should not 

send an acknowledgement. This affects the generation of the MCPS-DATA.confirm service which is 

generated only after the acknowledgement arrives in Figure 12, where as in Figure 13, the MCPS-

DATA.confirm service is generated if the data packet is successfully transmitted. 

Table 12: Calculations for throughput requirements with packet transmission time calculated with the following 
configurations      a) with CSMA/CA and ACK      b) no CSMA/CA, with ACK      c) no CSMA/CA, no ACK 

Sensors 
Data 
rate  

Packets 
per 

second 

“a”  
(CSMA/CA + ACK) 

TX Time (ms) 

“b” 
(No CSMA/CA, ACK) 

TX Time (ms) 

“c” 
(No CSMA/CA, No ACK)  

TX Time (ms) 

ECG 12000 118 790,6 643,1 578,2 

SPO2 750 8 53,6 43,6 39,2 

RESP 50 1 6,7 5,45 4,9 

TEMP 10 1 6,7 5,45 4,9 

IBP 2250 23 154,1 125,35 112,7 

SPIRO 500 5 33,5 27,25 24,5 

CO2 250 3 20,1 16,35 14,7 

Total 15810 159 1065,3 866,55 779,1 

 

Table 12 is a calculation of the time taken by each sensor node to transmit its respective data to the 

coordinator in three different configurations. Please note that the time calculated includes only the 

data theoretical transmission time. From Table 12, the theoretical calculations show that, the 

throughput requirements can be met in two configurations; “b” without CSMA/CA with 

acknowledgement and “c” without CSMA/CA without acknowledgement. All the calculations are for a 

non-beacon mode with an unslotted mode of operation. But as discussed in section 4.2, the non-

beacon mode is unreliable. The above studies and calculations bring several factors into perspective. 

There may be a design which can include features of the non-beacon and beacon GTS mechanism to 

satisfy all the requirements of the thesis project. Below is a list of features which can be extracted from 

beacon and non-beacon modes: 

1. The width of the GTS slots should be dynamic. It should depend on the required data rate. If 

the width is dynamic, then there has to be a replacement for the beacon GTS descriptor 

functionality. 

2. Since there is no use of CSMA/CA in the beacon mode GTS mechanism, the transmission time 

for each packet is reduced, increasing the network throughput.  

3. Dynamic widths of a slot can be implemented in an unslotted non-beacon mode. 

The idea is to now design a network which has characteristics of the beacon GTS mechanism in an 

unslotted non-beacon mode of operation, where the network coordinator is able to control the 

allocation of the GTS slots. To design a dynamic custom GTS mechanism the coordinator must be aware 

of the following:  
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1. End node throughput requirement in terms of the data rate 

2. End node throughput requirement in terms of milliseconds which includes the transmission 

and the processing time of the end node 

3. Unique Extended Device Address of 40 bits – Each NXP FRDMKW40Z device has a unique 

identity number. This ID may be used as the unique long address in the network. 

In the section 5.4, the network formation will be discussed. The coordinator obtains the throughput 

information after an end node associates to the network. Assuming that the coordinator has the 

information of all the nodes in the network and their respective throughputs, a scheduling mechanism 

is required to form the GTS mechanism. There are two options: 

1. Perform data interleaving with an adaptive scheduling mechanism which achieves the required 

throughput by reducing the data latency and processing burden on the end nodes. This is 

necessary when there are a large number of nodes in the network. 

2. Use a simple round robin scheduling mechanism since the number of end nodes are only 

seven. 

From both of the options above, option 2 is chosen because the implementation is simple and it 

satisfies the data rate requirements of the thesis project.  

The coordinator which is associated to the end nodes and has the information about their respective 

throughputs, can form a custom GTS in the unslotted non-beacon mode and use a round robin 

scheduling mechanism to communicate with the end nodes. Since the coordinator is aware of the data 

rate requirement for each end node, the coordinator knows how long the GTS slot needs to last for 

each end node. The important part of the network is that none of the end nodes should speak unless 

they are spoken to by the coordinator. This means that there will be a handshake mechanism between 

the coordinator and the end device before every data transfer. This ensures a behavior similar to the 

Beacon GTS. The method with which the coordinator has full control of the network is by having a 

handshake mechanism with each end node before the data transaction begins. Since there are no 

beacons to keep synchronization, the handshake mechanism is a replacement to the GTS descriptors 

and beacons of the network.  

5.2.2 Timer mechanism for Custom timeslots 

Since the coordinator waits for all the packets to arrive from an end node, there is a possibility that a 

packet gets lost and the coordinator waits indefinitely causing a network dead lock. The packet loss 

may be attributed to interference. This issue could have been avoided with the acknowledgements for 

each packet, but since that is not an option (to meet throughput requirements), there was a new 

design improvement: The timer mechanism.  

There are three timer mechanisms added to the network design: 

1. Coordinator timers 

a. Timer 1 - Timer to retry successful transmissions of code word packets to the end 

node. 

b. Timer 2 - Ensures that the custom timeslot for data communication lasts exactly as 

long as required. 
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2. End node timer - Ensures that the custom timeslot for data communication lasts exactly as 

long as required. 

These three timers ensure that the custom timeslot for each end node is maintained as required. While 

preliminary testing of the network design, it was observed if an acknowledgement from the 

coordinator is requested by the end node for all the data packets in the timeslot communication, 

throughput for all seven end nodes was not met. In other words, from Table 12, configuration “c” is 

the only configuration which can meet the throughput requirements: without CSMA/CA and without 

acknowledgements. The configuration “b” was not achievable because it is unable to account for the 

network throughput required by the addition of the custom timeslot mechanism. Thus all the data 

communication in the timeslot occurs without any acknowledgements sent back from the coordinator. 

For example, considering a situation when one packet is lost during transmission in the timeslot. 

Although one packet is lost, the coordinator moves on to the next device when the timeslot is 

completed. The packet is lost but since the data from the coordinator is collected every second, the 

loss of a packet is considered as minor. This behavior is similar to a data streaming application, where 

in case a packet is lost, the application moves on to the next packets. There needs to be some check 

for the quality of the channel and this is facilitated during the transmission of the code word packet. 

For the code word packet transmission during the handshake mechanism, the coordinator performs 

CSMA/CA to check if the channel is busy, and the end node acknowledges the code word packet which 

ensures that the end node is now ready to transmit. The code word packet is the only packet in the 

network which uses CSMA/CA and ACK. The steps below explained how the network functions. 

1. All end nodes associate to coordinator. All end nodes in receive mode.  

2. Start of the handshake mechanism: Coordinator chooses a device using round robin 

mechanism. The coordinator performed CSMA/CA on the channel and sends a unicast packet 

with the payload containing a special code word or command to indicate “Start data transfer”.  

3. End of the handshake mechanism: After the end node receives a valid code word from the 

coordinator, the end node sends back an acknowledgement packet.  

4. After the coordinator receives the ACK, the coordinator goes into listen mode and waits for all 

the packets to arrive. 

5. The end node transmits the data packets to the coordinator.  

6. When the timeslot is completed or all the data from the end node has arrived, the coordinator 

initiates the next timeslot for the next end node. 

5.3 Network Design – Implementation 

Implementation for the timer mechanisms: 

1. Coordinator timers 

a. Timer 1: There is a trial period defined for the coordinator. In this trial period the 

coordinator sends a code word packet to an end device and waits for an 

acknowledgement from the end device. If the end device is not replying within this 

trial period, the coordinator moves on to the next device using the round robin 

scheduler. This trial period is for 50 millisecond. 

b. Timer 2: When the association takes place, the end node provides its throughput in 

terms of data rate and in terms of transmission and processing time required to 

transmit the entire block of packets. The coordinator has to add an extra amount of 
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15 to 40 milliseconds for each end node to account for its own processing time. This 

total time in milliseconds is the length of the GTS slot for every device. The coordinator 

sends the code word packet to start the data transmission, waits for the MCPS-

DATA.confirm message in the API and then enables a software timer with a time 

specific to every end node (Its own custom GTS slot). The coordinator listens for 

packets from the end node until the timeout of this timer occurs. When the timeout 

occurs the coordinator moves on to the next device.  

2. End node timer: Although the time out in the coordinator occurred, the previous delayed end 

node might continue to send data. Thus, there is a possibility for a channel access failure for 

the coordinator. Hence, a timeout has to occur on both sides of the transaction. There is a 

similar timer enabled in the end node as well. When the code word packet transaction is 

completed (When the MCPS-DATA.indication message arrives in the end node). The end node 

timer deadline is same as the time shared with the coordinator during the association process.  

In total there are two timers on the side of the coordinator and one timer on the side of the end 

node for every block of data transaction with each end node. The description of the network 

functioning, data flow and timer mechanism in depicted in the Figure 14 for the end node and in 

the Figure 15 for the coordinator. Consider Figure 14, the end node turns on and completes 

association with the coordinator. Now it listens/waits for the code word. Once the code word is 

received, the end node sends the ACK and starts its timer. The end node begins to send the data 

to the coordinator and only after the data transmission is completed or the time out occurs, the 

end node shuts timer 1 off and again listens/waits for the code word to arrive. Consider Figure 15, 

the coordinator turns on and completes association with the seven devices. It chooses the first end 

node and send the code word to the end node. Next it starts timer 1 which is the trial timer. The 

coordinator waits for the ACK to arrive. If the ACK does not arrive, and the timer 1 does not time 

out it resends the code word to the same end node. It the ACK does not arrive and the timeout of 

timer 1 occurs, the coordinator chooses the next device and sends the next code word. If the ACK 

arrives, the timer 1 is turned off. The coordinator now starts timer 2 (For the time slot) and goes 

to receive mode to receive all the data packets. If all the data arrives or the time out of timer 2 

occurs, the coordinator, turns off timer 2 and then moves on to communicate with the next end 

node. The implementation of the above discussion can be found in section 5.3. 
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Figure 14: Network functioning, Data flow and timer mechanism description for end node 
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Figure 15: Network functioning, Data flow and timer mechanism description for coordinator 

The state machine for the application thread has been update as shown in Figure 16, the highlighted 

part of the state machine (In red) is for the network design and functioning added to the regular 

operation as shown in Figure 9. After the association procedure has been completed for all the seven 

end devices, the event “gAppEvtSendCodeword_c” is set. The state machine moves to the state 

“gStateSend_Codeword”. In the state “gStateSend_Codeword”, the code word is sent to a specific end 

node. The Coordinator remains in this state until an acknowledgement is received from the end device 

that the code word has been accepted. If an acknowledgment does not arrive in the stipulated time, 

an error is generated by the MCPS SAP in the MCPS-DATA.indication message. For each packet there 
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is a maximum of four retrials in sending the same packet to the end node (specified in the standard 

using the macMaxCSMABackoffs as 4 by default). If the end node does not respond with an 

acknowledgement (Event “gAppEvtErrSendCW_c” is set), the packet is discarded by the PHY layer and 

the error is indicated to the upper layers. The coordinator retries for a trial period of 50ms to send the 

code word. If the trial period timeout occurs (Event “gAppEvtTimeout”is set) and there are no pending 

replies for the packets sent, the state machine remains in the state “gStateSend_Codeword”, but the 

code word is sent to the next device using round robin scheduling. The round robin scheduler in the 

coordinator works in the same order as the order in which the devices were associated with the 

coordinator. If the end node accepts the code word packet and sends an acknowledgement (Event 

“gAppEvtdata_c” is set), it means that the code word transfer was successful and the state machine 

moves to the state “stateGetData”. In state “stateGetData”, the coordinator waits for a specific 

number of packets or for the data timeout to occur.  

The coordinator sends code word packets to the end node for a trial period of 50ms in state 

“gStateSend_Codeword”. There occurs a tricky situation when, the coordinator tries multiple times to 

contact the end node by sending code words, but there is no positive response until after the code 

word trial period timeout occurs (Event “gAppEvtTimeout”is set). It is possible that, a code word packet 

is sent to the end device, but the timeout of the trial period of 50ms occurs. In this situation, the state 

machine moves into the special state “gStateCW_Timeout”. Here, the state machine waits for a 

response for the last packet sent to the end node. If there is still no ACK from the end node (Event 

“gAppEvtErrSendCW_c” is set), the coordinator state machine moves to the state 

“gStateSend_Codeword” and sends the code word to the next end node using a round robin scheduler. 

If the end node sends an ACK for the code word packet, the state machine moves to the state 

“stateGetData”. When the state machine is in state “stateGetData”, the state machine goes back to 

state “gStateSend_Codeword” if all the data packets are received or if the timeslot time out occurs. In 

state “gStateSend_Codeword”, the state machine chooses the next end node and restarts the process 

as described above.   



Master Thesis – Wireless body area networks for patient monitoring in hospitals                                                              29-12-2016 
(KTH Royal institute of Technology, Stockholm & Philips Research, Eindhoven) 

40 
 

StateInit

gAppEvtDummyEvent_c

stateScanEd Start

gAppEvtMessageFromMLME_c

stateScanEdWaitCo
nfirm

Scan message to 
MLME failed. Retry!

Wait for Scan Confirm 
message from MLME

gAppEvtStartCoordinator_c

stateStart 
Coordinator

gAppEvtMessageFromMLME_c

stateStart 
CoordinatorWaitCo

nfirm

gAppEvtMessageFromMLME_c or 
gAppEvtMessageFromMCPS_c 

stateListen
gAppEvtMessageFromMLME_c or 

gAppEvtMessageFromMCPS_c 

Wait for Start Confirm 
message from MLME

gStateSend_ 
Codeword

gStateSend_ 
Codeword

gAppEvtErrSendCW_c 
(gMcpsDataCnf_c error status) 

or 
gAppEvtTimeout & 
!mcPendingPackets

(Retry timer timeout)

stateGetDatastateGetData

All packets done 
OR packet wait 

timeout

gAppEvtdata_c 
(gMcpsDataCnf_c 
status “Success”)

gStateCW_ 
Timeout

gStateCW_ 
Timeout

gAppEvtCWTimeout & 
mcPendingPackets

gAppEvtErrSendCW_c
(gMcpsDataCnf_c error 

status)

gAppEvtdata_c 
(gMcpsDataCnf_c 
status “Success”)

gAppEvtSendCodeword_c

 

Figure 16: Updated State machine for application thread for coordinator’s with (red coloured highlight) network design 

5.4 Network Association Design 

Associating an end device to the main coordinator is the act of including the device in the network 

governed by the main coordinator or assigning the end device a parent, the parent being the main 

coordinator of the network. Without association, the end devices don’t have a parent linked to it and 

are unable to report their sensor data to any external device. The association mechanism can also be 

referred to as network commissioning or network formation etc.  

Shown in Figure 17 is the traditional IEEE 802.15.4 association procedure through the MLME. The end 

node performs a passive scan of all the 16 channels and finds the most suitable coordinator or Fully 

Functional Device (FFD). This is called the scanning phase. Next begins the association phase. After 

choosing the PAN, the end node application layer sends the MLME-ASSOCIATE request to its MAC, 

which then sends the association request to the specific coordinator of the PAN chosen. The 

association request has information about the end node and information of the coordinator obtained 

during the scan procedure. The information in the association request is such as channel number, 

coordinator address mode, the PAN ID, the coordinator address etc. The address mode explains if the 

communication in the network is based on long 64 bit unique device addresses or short 16 bit assigned 

addresses. The coordinator and the end device may have either address modes. All MLME packets 

must be acknowledged by the receiving device. An MLME-ASSOCIATE.indication message is sent to the 

upper layers. The application layer analyses if the coordinator will accept the end node and sends the 

response in the MLME-ASSOCIATE.response packet. Once the end node receives the MLME-
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ASSOCIATE.confirm, it checks the status in the message and if successful, accepts the short address 

given to it by the coordinator for the PAN. Once the acknowledgement for the response arrives, the 

coordinator’s MAC generates an MLME-COMM-STATUS.indication message with a success status. Now 

the coordinator’s PAN has a new end device added to it. If the coordinator rejects the end device, the 

end device repeats the scan and finds another PAN coordinator.  
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Figure 17: IEEE 802.15.4 Association procedure for coordinator and end device, data from [20]  

The Scan process for association is very slow. Each end device has to scan 16 channels to find an 

appropriate coordinator, taking up to three seconds for the scan procedure alone. This violates the 

requirement of a one second latency for the association procedure. There is a need to replace partly 

or fully, the association procedure in the thesis project. Whatever technology and protocols are chosen 

for the patient monitoring system, a mechanism for fast and easy association of all the nodes to the 

main coordinator is important and necessary. The idea is to use the NFC as a secondary channel for 

association of the devices. The action of tapping the required medical sensor nodes on the main 

coordinator for associating is quick, intuitive for the user, flexible and easy. This mechanism ensures 

that the required sensors associate with the right coordinator and not with other neighbouring 

coordinators close by. The coordinator will obtain the information required to form the network from 

end node during the association procedure. node Although the ideal scenario would be to completely 

replace the association procedure in such a way that the NFC provides all the information available to 

the application layer which then propagates the relevant information down to the MAC layer. 

Unfortunately, there was no access to the NXP Zigbee connectivity stack MAC layers and no API 

available which could be used to directly inform the MAC with the association parameters. Thus, only 

the scan procedure has been replaced in the thesis project. 



Master Thesis – Wireless body area networks for patient monitoring in hospitals                                                              29-12-2016 
(KTH Royal institute of Technology, Stockholm & Philips Research, Eindhoven) 

42 
 

Table 13: Table of parameters to be exchanged between end node and coordinator during association process. 

Information from end node to coordinator 

(Parameters A)  

Information from coordinator to end node 

(Parameters B)  

Data rate or packet count Channel number 

Processing time for all the packets in the 

end node 
PAN ID 

Unique device ID of the end node Unique device ID of the coordinator 

Unique Code word Coordinator address mode 

 Short address 

 

Parameters A are required by the coordinator to for the custom timeslot and to identify the end node. 

Whereas, the parameters B are required by the end node to perform the traditional IEEE 802.15.4 

association procedure. Both the parameters A and B are exchanged using NFC technology, replacing 

the scan mechanism. After the scan is completed, the end node starts the IEEE 802.15.4 association 

procedure as seen in Figure 18. 
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Figure 18: Proposed association procedure using NFC and IEEE 802.15.4 association protocol in the thesis project 

5.5 Network Association Design – Implementation 

Active NFC tags with dual memory are used in every end device. The NFC tag chosen was the Mikroe 

NFC Tag click which carries an ST microelectronic M24SR64 NFC/RFID tag IC with a dual interface and 

8K bytes of EEPROM built-in. The RF protocol is compatible with both NFC Forum Type 4 Tag and 
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ISO/IEC 14443 Type A. There are three ways to operate NFC Tag click: From an I2C interface, by a 13.56 

MHz RFID reader module or from an NFC-enabled smartphone, tablet, and similar device. NFC Tag click 

communicates with the end node base board or the NXP Freedom board KW40Z through mikroBUS 

I2C which has serial clock (SCL), serial data (SDA), interrupt (INT) and reset (RST) lines. It uses a 3.3V 

power supply which is the same as the base board. Power settings for the FRDMKW40Z was initially 

set in the boost mode which has a power level range of 0.9m to 1.8V which is too low for the I2C 

communication with the Mikroe tag click component or the NFC transceiver CR95HF component to 

work. The power mode of the FRDMKW40Z was changed to bypass mode by setting the headers as 

shown in Figure 19, which ensures that the power level range remains between 1.8 to 3.6V. This 

ensures that all the output pins receive a current corresponding to the voltage levels as mentioned 

before. 

 

Figure 19: Bypass power mode header configuration from [31]  

The NXP firmware provides a common serial manager which handles all the serial communication 

interfaces such as SPI, I2C, UART etc. The I2C interface is configured by the serial manager. Some 

points worth mentioning are: 

1. In the API of the serial manager for serial read using I2C communication, there is an implicit 

requirement that there is an interrupt from the I2C slave to the master to indicate the 

availability of data which is not documented in the NXP design or API documents. This section 

is now commented.  

2. In the function “Serial_SyncWrite” which is used for a blocking serial write using the I2C 

interface, the transmitted data size of one was not being reset although the status of the 

transmission is a success. Some code was added to take care of this transmitted size reset. 

3. The address for the I2C slave is of 7bits and must be sent to the serial manager as a 7 bit 

address. The serial manager will shift the address to the upper 7 bits and take care of the LSB 

bit on its own to indicate a read or write type of transaction. 

For the association procedure, on power up of the end device, it writes parameters A to the active tag 

using the I2C interface. For association to begin, the end node is tapped on the coordinator for data 

exchange to occur. During the NFC tap, the coordinator’s reader reads the data (parameters A) written 

in the NFC tag and then overwrites the tag memory with information (parameters B). Only after the 

coordinator writes in the tag, the end node must access the tag, read the coordinator information and 

initiate the IEEE 802.15.4 association protocol. But there needs to be an interrupt signal which can 

trigger the end node to read the tag only after the coordinator writes to it. This interrupt signal has 

been implemented by using a configurable general purpose output port (GPO). 
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Figure 20: Pin diagram for the Mikroe tag click module from [40]  

In Figure 20, the interrupt pin (INT) is connected to the General purpose output (GPO) pin of the ST 

M24SR64 chip, this GPO pin will be used as an interrupt signal. When the end device is powered on, 

the end device writes the “parameters A” into the first NDEF (NFC Data Exchange Format) message 

using a text format into the Active NFC tag using the I2C interface. For the thesis project the GPO pin 

is set in the “State Mode” to allow maximum control of the GPO pin to the coordinator. When the 

coordinator’s NFC transceiver writes the “parameters B” on the end device’s tag, the coordinator’s 

transceiver controls the GPO pin and sets it to “low” as an indication to the end device that the write 

to the NDEF is completed. Once the RF releases control of the GPO pin, the GPO pin automatically goes 

to high again. There is a low pulse on the GPO pin indicating that the coordinator has completed the 

write to the end device. For this reason, a low to high edge is used as the trigger for the end device to 

identify the coordinator’s RF session write complete. Once the RF session done trigger occurs, the end 

device reads the first NDEF data and obtains all the information required to replace the scan procedure 

and start the association procedure with the PAN coordinator. The end device now continues the IEEE 

802.15.4 Association procedure as shown in Figure 18. 

While integrating the hardware pins, it must be ensured that the Mikroe I2C pins are correctly aligned 

to the I2C interface pins of the FRDMKW40Z board. Using the I2C serial interface, the datasheet of the 

M24SR64 chip has to be referred on how to communicate with the Mikroe tag click. There are several 

command sequences to be followed to be able to configure the tag as required. The Figure 21, shows 

the sequence of commands to be sent by the end node to the tag, using I2C interface, to complete the 

write of the end node’s parameters A into the first NDEF file/memory of the tag. First a session for I2C 

has to be opened, next the specific tag application command has to be sent. Only if a success response 

is sent by the tag, must we proceed with the next commands. If a failure response is sent by the tag, 

the commands to open the I2C session have to be restarted. After the response is successful, the 

specific system file is accessed for reading the unique identity number of the tag. Next, the GPO pin is 

set as a state mode control type. Next the capability container is chosen, the NDEF memory is chosen 

and data is written to the NDEF file. If the read or write to the NFC tag is too long, the tag responds 

with a Frame Waiting eXtension (WTX) request instead of the success response to a long read or write. 

Frame Waiting eXtension (WTX) is a request from the NFC tag to request more operation time if the 

operating time is more than 9.6ms. The WTX field indicates the increase in the operating time by WTX 
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* 9.6ms. The max WTX time is 0x0B. If the I2C master or the NFC transceiver agrees to grant the frame 

waiting extension, the I2C master or the NFC transceiver has to send an acknowledgement in the form 

of 0xF2, WTX in the next command and wait for a success response. 
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Figure 21: NFC Command order for End node to active tag when device is powered ON 

Now, moving on to the implementation of the association procedure in the coordinator. The 

coordinator can access the active tag only through the NFC transceiver connected to it through the 

UART interface. The CR95HF-PLUG board is used as the NFC transceiver for the thesis project. This was 

chosen as it has SPI or UART interface pins which can be directly connected to the same serial interface 

pins of the FRDMKW40Z board which makes the interface and control easy. The FRDMKW40Z board 

has one UART interface which is being used as a debugging tool by sending print statements though 

the UART port interface to the COM port interface on the computers. This helps the developer debug 

the software significantly as the time required to send debug information using the UART port is very 

less and thus has less impact on the processing of the application on the boards. The decision was 

taken to use the SPI interface for the CR95HF-PLUG board, but due to some interfacing issues and 

expected exact behaviours of the power up sequence of signals, the UART interface of the coordinator 

had to be used for the CR95HF-PLUG board and the debug through the UART was stopped. For 

debugging, the printf statements were being used by sending debug information to the IAR workbench 

terminal IO window. The printf statement was very slow and behaved like a blocking function call but 

the printf statement was the only quick alternative to debugging through the UART port. The Figure 

22 shows the sequence of commands used to initialize the CR95HF-PLUG NFC reader by selecting the 

correct protocol corresponding to the NFC tag on the end nodes and by bringing the reader into the 

state “Ready”. 

Send “00” to 
XCVR

Wait for 10ms 
for setup

Protocol Select
XCVR in Ready 

state

 

Figure 22: Command order to set the Transceiver (XCVR) in READY state 

After the reader has been properly initialized, there is a sequence of commands which needs to be 

followed to check if there is an NFC tag close enough. The Figure 23 shows the sequence of commands 

which need to be followed to choose an NFC tag and open an RF session on the active NFC tag. Only 

after the RF session has been opened, the reader can read/write to the NDEF file. If a tag is not present, 

the coordinator does not proceed to the next command.  
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REQA Anti - collision 1
Select 1 CMD 

(UID 
Dependant)

Anti – Collision 2

Select 2 CMD 
(UID 

Dependant)
RATS/ATS CMDsPPS

NFC Tag 
Application 

Select

Check for response. Proceed only if successful. If failed, restart at REQA command

Check for response. Proceed only if successful. If failed, restart at REQA command
 

Figure 23: Command Order for NFC reader to access the tag and open an RF Session in the Tag 

The Figure 24 shows that, when the coordinator send the REQA command to the tag, it returns an 

error code of “0x87 0x00” which means that no tag is present. The coordinator shall retry with the 

same command until a tag is found. 

 

Figure 24: When a Tag is not present, the transceiver checks for a tag by sending the REQA and waits for a success response, 
but as seen from the image above, a tag is not present and the XCVR is returning the error code of “0x87 0x00” 
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Once the tag is discovered, the REQA commands returns a success and the sequence of commands is 

followed as shown in Figure 23 & Figure 25. If at any moment during the commands sequences of 

Figure 23 & Figure 25, any command returns a failed response which may mean that the tag is taken 

away from the reader, the reader restarts the commands from REQA (In Figure 23). This removes 

uncertainty from the command sequence and ensures that an RF session is finally opened in the tag 

which was found and selected using the REQA and anti-collision commands and the data transfer 

occurs in the same tag as chosen during the REQA command. As shown in Figure 25, a specific sequence 

of commands has to be followed to read and write relevant data to the NDEF file on the tag. Multiple 

duplicate taps are not handled currently. The last but one command sent to the tag is the setting of 

the GPO pin state to zero which acts as a coordinator write done interrupt signal for the end node.  

System File 
select

Tag UID read
Select Capability 

Container
Select NDEF Read NDEF 

Overwrite NDEF 
with 

Coordinator 
data

Write NDEF 
Length

System File 
select

Set  state 
control GPO pin 

as zero
Close RF Session

Check for response. Proceed only if successful. If failed, restart at REQA command

Check for response. Proceed only if successful. If failed, restart at REQA command

 

Figure 25: Command Order for the NFC reader to access the tag and read/write data to the NDEF file 

Once the GPO pin interrupt is identified, the end node has to access the tag and read the NDEF file on 

the tag. The order and list of commands for the second access of the NFC tag by the end node after 

the coordinator’s write is as shown in Figure 26. 

Kill RF session Get I2C session
Open NFC Tag 

Application CMD

Select Capability 
Container

Select NDEF 
Read NDEF & 
Handle WTX 

frame

Close I2C 
Session

Success 
response?

Yes

No

 

Figure 26: NFC Command order for End node AFTER Coordinator has overwritten the tag 
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After the end node receives the relevant information for association from the tag, as written by the 

coordinator, the end node initiates the association procedure as explained for the IEEE 802.15.4 mode. 

After the association of all the devices is completed, the coordinator begins the network and sends the 

code word unicast packet to an end node using round robin scheduling. The round robin scheduler in 

the coordinator works in the same order as the order in which the devices were associated with the 

coordinator. 

In Figure 27, the coordinator state machine has been displayed with the part of the state machine 

dealing with association highlighted in red. After the device is setup as the coordinator of the PAN, the 

NFC reader (CR95HF-PLUG board) is activated and initialized. The reader waits continuously in the state 

“stateNFC_CheckTag” until it finds a valid tag of an end node. Once a valid tag is found and an RF 

Session is established, the state machine moves to the state “stateNFC_TagRdWr” in which the reader 

accesses the NDEF file of the tag, reads the end node’s relevant data and overwrites relevant 

association information to the NDEF file. During all the RF processes, if the tag is moved away from the 

reader, instead of waiting at that particular command, all the commands must be reinitiated starting 

from REQA which is the command to discover a NFC tag of type 4A which returns the size of the NFC 

ID. This NFC ID is obtained by using the Anti-collision commands and the specific tag is selected by 

using the select commands. Only if the UID supplied to the select command matches the actual UID 

obtained during anti-collision, the NFC tag gives access to the RF reader to proceed with the rest of the 

commands. RATS command and ATS response are used for NFC Forum Type 4A Tag Platform Device 

Activation (as defined in NFC Forum Digital Protocol specification). The command sequences will be 

discussed in the implementation section. 
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StateInit

gAppEvtDummyEvent_c
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stateScanEdWaitCo
nfirm
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gAppEvtMessageFromMLME_c
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nfirm
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gAppEvtMessageFromMLME_c or 
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Wait for Start Confirm 
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gAppEvtErrSendCW_c 
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or 
gAppEvtTimeout & 
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(Retry timer timeout)
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All packets done 
OR packet wait 

timeout

gAppEvtdata_c 
(gMcpsDataCnf_c 
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gAppEvtErrSendCW_c
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status)

gAppEvtdata_c 
(gMcpsDataCnf_c 
status “Success”)

gAppEvtSendCodeword_c

stateNFC_CheckTag

stateNFC_TagRdWr

All seven devices associated

Tag found & RF Session Open

No Tag found 
OR 

Tag moved away early 
(ABORT)

Associated devices count != 7 
OR 

Tag moved away early 
(ABORT)

 

Figure 27: Final state machine for Coordinator with NFC read and write, association with all seven devices highlighted (in 
red) in the state machine  



Master Thesis – Wireless body area networks for patient monitoring in hospitals                                                              29-12-2016 
(KTH Royal institute of Technology, Stockholm & Philips Research, Eindhoven) 

50 
 

Chapter 6. TESTS, RESULTS & DISCUSSIONS 
The WBAN system developed in the thesis project is tested to evaluate if the system meets all the 

requirements. In section 6.1, four different configurations are practically tested to find the 

configuration which may achieve the throughput requirements. The four configurations involve 

manipulating the packet transmission time by removing the time taken by CSMA/CA and 

acknowledgement in steps. In section 6.2, the full network is tested with seven end nodes and one 

coordinator node placed at a range of 20cm in one test and at a range of 250cm in the other, to check 

if distance plays a role in PDR. The tests were run to calculate the PDR for each end node. In section 

6.3, the probability of the PDR to lie above 90%, 99%, 99.9% and 99.99% for each end node is 

calculated. This statistical derivation for the probability of PDR using normal distribution is shown in 

the APPENDIX B. In section 6.4, the association latency requirement is tested and analysed. In section 

6.5 and 6.6, current drawn by the MKW40Z SoC and transceiver for ECG end node and coordinator are 

shown. This gives the reader an insight into the power consumption requirements of the system. In 

section 6.7, the time to failure for the system is analysed and tested.  

For most of the sections discussed, there is a need for an interface with the devices to obtain 

information on performance of the system. The FRDM-KW40Z development board consist of 

OpenSDAv2.1-a serial and debug adapter circuit which includes an open-source hardware design, an 

open-source bootloader, and a debug interface software. It bridges serial and debug communications 

between a USB host and an embedded target processor. The hardware circuit is based on a Freescale 

Kinetis K20 family microcontroller (MCU) with 128 KB of embedded flash and an integrated USB 

controller. OpenSDAv2.1 comes preloaded with the CMSIS-DAP (Firmware for the coresight debug 

access port)  bootloader - an open-source mass storage device (MSD) bootloader and the CMSIS-DAP 

Interface firmware (also called mbed interface), which provides a MSD flash programming interface, a 

virtual serial port interface, and a CMSIS-DAP debug protocol interface [31] . The Application can send 

debug information by using the UART serial communication and mbed driver interface to a virtual COM 

port by using a USB connection on a computer. This debug information will be used to debug and 

obtain test results as well. The system used for testing is similar to Figure 28, where each FRDM-KW40Z 

board is connected to the computer using a UART interface.  

PAN 
Coordinator

End Device 1

End Device 7

Computer - 
UART Interface 

using PuTTy 
terminal

Computer - 
UART Interface 

using PuTTy 
terminal

Computer - 
UART Interface 

using PuTTy 
terminal

Over air communication

Over air communication

FRDM-KW40Z

FRDM-KW40Z

FRDM-KW40Z
 

Figure 28: UART interface to the hardware board, accessed using mbed drivers and COM ports using PuTTy terminals 

Several tests have been conducted to evaluate the system design and the results obtained are 

discussed in the following sections. 
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6.1 DETERMINING THE PROCESSING AND TRANSMISSION TIME OF END NODE 

PACKETS:  

During the network design phase in section 5.2.1, after performing theoretical calculations on 

throughput requirements and network throughput available, it was shown that for IEEE802.15.4, the 

throughput can be met if the CSMA/CA process is not performed and the acknowledgement packets 

from the coordinator for the end node’s transmitted packets are not requested. The goal is to find the 

appropriate configuration which can meet the throughput requirements. The setup is similar to Figure 

28, but only one end node is used. Please note that, two ranges of 20cm and 250cm are used as a 

distance between the end nodes and the coordinator. The purpose of this was to determine if the 

range affects the configurations chosen. The coordinator sends the code word packet and the end 

node replies with as many data packets as possible before the next code word packet arrives again. 

This is tested for four different configurations. The coordinator performs CSMA/CA before sending the 

data request packet with a specific code word. When the end node receives the data request, it replies 

with an acknowledgement and then sends out as many data packets as possible in 1000ms. A 

maximum of two hundred packets are to be sent by the end device, this number well exceeds the 

possible number of packets which can be sent using a Zigbee MAC & PHY. The four configurations 

involve manipulating the packet transmission time by removing the time taken by CSMA/CA and 

acknowledgement in steps. The required number of data packets are 159. The required number of 

code word packets are seven. The different configurations for the end node’s transmitted packets are 

as follows: 

1. Configuration “a”: With CSMA/CA and with acknowledgement from the coordinator to end 

node for every transmitted packet. 

As discussed in section 5.2, the expected transmission time for each packet with the configuration 

“a” is 6.7ms, calculated from Table 8. Which means that in 1000ms, for transmission alone, the 

theoretical maximum number of packets which can be transmitted is 149 packets.  When this was 

tested, it was found that practically in the non-beacon mode, the end node which has received a 

data request from the coordinator, can send an average of 158 packets in 1000ms. This includes 

processing time and transmission time. Since the throughput requires 159 data packets from end 

nodes and a minimum of seven data request packets from the coordinator, using configuration “a” 

will not meet throughput requirements. 

 

2. Configuration “b”: Without CSMA/CA and with acknowledgement from the coordinator to end 

node for every transmitted packet. 

As discussed in section 5.2, the expected transmission time for each packet with the configuration 

“b” is 5.45ms, calculated from Table 8. Which means that in 1000ms, for transmission alone, the 

theoretical maximum number of packets which can be transmitted is 183 packets.  When this was 

tested, it was found that practically in the non-beacon mode, the end node which has received a 

data request from the coordinator, can send an average of 173 packets in 1000ms. This includes 

processing time and transmission time. Since the throughput requires 159 data packets from end 

nodes and a minimum of seven data request packets from the coordinator, using configuration “b” 

might meet the throughput requirements. But when this configuration is run with all the seven 

nodes and the network throughput of the custom GTS is added, this configuration is unable to 

meet the throughput requirements. 
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3. Configuration “c”: With CSMA/CA and without acknowledgement from the coordinator to end 

node for every transmitted packet. 

As discussed in section 5.2, the expected transmission time for each packet with the configuration 

“c” is 6.144ms, calculated from Table 8. Which means that in 1000ms, for transmission alone, the 

theoretical maximum number of packets which can be transmitted is 162 packets.  When this was 

tested, it was found that practically in the non-beacon mode, the end node which has received a 

data request from the coordinator, can send an average of 165 packets in 1000ms. This includes 

processing time and transmission time. Since the throughput requires 159 data packets from end 

nodes and a minimum of seven data request packets from the coordinator, using configuration “c” 

will not meet throughput requirements. 

 

4. Configuration “d”: Without CSMA/CA and without acknowledgement from the coordinator to 

end node for every transmitted packet. 

As discussed in section 5.2, the expected transmission time for each packet with the configuration 

“d” is 4.9ms, calculated from Table 8. Which means that in 1000ms, for transmission alone, the 

theoretical maximum number of packets which can be transmitted is 204 packets.  When this was 

tested, it was found that practically in the non-beacon mode, the end node which has received a 

data request from the coordinator can send an average of 180 packets in 1000ms. This includes 

processing time and transmission time. Since the throughput requires 159 data packets from end 

nodes and a minimum of seven data request packets from the coordinator, using configuration “d” 

will meet throughput requirements. Thus, the network for the thesis project has been designed by 

using the configuration “d”. 

 

Table 14: Practical number of packets transmitted in configurations described, compared to theoretical number of packets 
expected 

Configuration  
(a, b, c, d) 

Practical packet 
count  

(Range = 20cm) 

Practical packet 
count  

(Range = 250cm) 

Theoretical 
packet 
count 

Variation to theoretical 
packet count (%) 

“a” = With CSMA 
and with ACK 

158 158 149 -6.04 

“b” = Without CSMA 
and with ACK 

173 173 183 5.46 

“c” = With CSMA and 
without ACK 

165 164 162 -1.85 

“d” = Without CSMA 
and without ACK 

180 180 204 11.76 

 

The Table 14, shows the cumulative values for packets transmitted with four possible configurations 

in comparison to the theoretical calculated values. It was found that the range does not affect the 

practical average number of packets. This is because the expected transmission of a Zigbee module is 

up to several meters. It was expected that the theoretical values will always be higher than the practical 

values as they do not account for the internal processing times for the end nodes. When the practical 

packet count is compared to the theoretical packet count calculated, it was found that in 

configurations “b” and “d”, the theoretical estimation was higher than the practical packet count. 
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These two configurations do not consider CSMA/CA. This is expected because each end node has an 

extra packet processing time requirement, thus lesser number of packets are sent.  

In configurations “a” and “c”, the theoretical estimation was lower than the practical packet count. 

These two configurations include CSMA/CA. The amount of time required to perform CSMA/CA in a 

channel considering only one clear channel assessment is 1.25ms per packet transmission from Table 

8. If the channel was found to be busy, CSMA/CA would have taken more time, which means that lesser 

number of packets would have been sent. Since that is not the case, it is paramount to analyse what 

factors cause the transmission time for each packet to be practically lower than the theoretically 

calculated time. The only varying factor in the CSMA/CA theoretical calculation is the random function 

which decides how many back offs are required before the first clear channel assessment takes place. 

An average of the random function is considered for the calculation of the first clear channel 

assessment but since the theoretical estimate is lower, the random function always gives lower values 

which reduces the back off, which may mean that the NXP implementation for the random function 

for clear channel assessment may not be random after all. It may be optimised. The other possibility is 

that several thousands of samples may be needed to see the normalised behaviour of the random 

function. This may account for the difference in practical and theoretical calculations for the packet 

count for the configurations “a” and “c”.   

6.2 THROUGHPUT REQUIREMENTS TEST 
In the throughput tests, after the network is commissioned with seven end nodes, the coordinator 

starts the network communication by sending the first code word to the first end node and waits for 

data to arrive from the first end node. After the timeout or after all the data has arrived, the 

coordinator moves to the next end node using a round robin scheduler which has a circular order 

without priority. After the communication with the seventh device has been completed, the 

coordinator sends the code word to the first end node and so on and so forth. A test was conducted 

to test the network communication and to test the packet delivery ratio for each end node. The test 

was conducted twice by varying the range of communication.  The first test was conducted by keep 

the end nodes at a distance of 20cm away from the coordinator and the second test was conducted 

by keep the end nodes and the coordinator at a distance of 250cm. 

1. Distance of 20cm between the end nodes and the coordinator: 

Figure 29 shows how the end nodes and the coordinator were placed while conducting the tests. 

All the end nodes and coordinator are connected by a USB Hub to the computer where each device 

is assigned a unique virtual COM port. Putty terminals are used to save log information for each 

device, the log information is used as debug information on the code words received and the 

number of packets sent or received.  

End 
Node 
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End 
Node 
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End 
Node 

4

End 
Node 

5

End 
Node 

6

End 
Node 

7
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Node 

1
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20 cm

2cm 2cm 2cm 2cm 2cm 2cm  

Figure 29: Placement and distance of end nodes and coordinator for the current test 
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2. Distance of 250cm between the end nodes and the coordinator: 

Figure 30 shows how the end nodes and the coordinator were placed while conducting the tests. 

All the end nodes and coordinator are connected by a USB Hub to the computer where each device 

is assigned a unique virtual COM port. Putty terminals are used to save log information for each 

device, the log information is used as debug information on the code words received and the 

number of packets sent or received.  
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End 
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6

End 
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Figure 30: Placement and distance of end nodes and coordinator for the current test 

The graphs of the test results and the packet delivery rates are shown and calculated in APPENDIX A. 

6.2.1 Results 
Table 15: Packet delivery rates from practical tests for all sensor end nodes with range of 20cm and 250cm to the 

coordinator 

Sensor PDR for 20cm PDR for 250cm 

ECG 99,98 99,91 

IBP 99,99 99,96 

TEMP 100 99,94 

SPO2 99,97 99,99 

SPIRO 99,96 99,98 

RESP 100 99,91 

CO2 99,98 99,89 

 

The conclusions from the Table 15 are: 

1. Packet delivery rate is the ratio of the number of packets received by the coordinator to the 

number of packets sent by the end node. The expecetd requirement was that the packet delivery 

rate should be above 99%. The results of the tests on the WBAN system show that, the packet 

delivery rate is greater than 99.9%. 

2. The packet delivery rate is always above 99.9% when the distance between the end node and the 

coordinator is 250cms or 20cms. The range does not affect the communication within the WBAN 

system. 

3. Devices which have to send a small number of packets mostly have very high packet delivery rate. 

This is an indication that data interleaving may be a possible solution for increasing the packet 

delivery rate.  
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6.3 PROBABILITY OF PACKET DELIVERY RATE 

To understand the quality of the system, the probability of PDR is calculated using normal distribution. 

The calculations for the probability of PDR are shown in APPENDIX B. From Equations 15, 23 and 24, 

the computations for the normal distribution of the packet delivery rate for each sensor node are as 

shown in Table 16.  

Table 16: Computations for the normal distribution parameters for all sensor nodes at range of 20cm and 250cm from the 
coordinator 

Sensor 
Number of 
packets TX  

Number of 
packets RX 

Packet 
Delivery Rate Mean (u) Variance 

Standard 
Deviation 

ECG - 20cm 267742 267693 0,999816988 0,999816988 6,83414E-10 2,61422E-05 

ECG - 250cm 404504 404148 0,99911991 0,99911991 2,17381E-09 4,66242E-05 

       
IBP - 20cm 52670 52669 0,999981014 0,999981014 3,60467E-10 1,8986E-05 

IBP - 250cm 80017 79989 0,999650074 0,999650074 4,37161E-09 6,61182E-05 

       
TEMP - 20cm 2269 2269 1 1 0 0 

TEMP - 250cm 3442 3440 0,999418942 0,999418942 1,68716E-07 0,00041075 

       
SPO2 - 20cm 18320 18316 0,999781659 0,999781659 1,19156E-08 0,000109158 

SPO2 - 250cm 27840 27838 0,999928161 0,999928161 2,58024E-09 5,07961E-05 

       
SPIRO - 20cm 11450 11446 0,999650655 0,999650655 3,04998E-08 0,000174642 

SPIRO - 250cm 17345 17342 0,999827039 0,999827039 9,97005E-09 9,98502E-05 

       
RESP - 20cm 2269 2269 1 1 0 0 

RESP - 20cm 3378 3375 0,999111901 0,999111901 2,62673E-07 0,000512517 

       
CO2 - 20cm 6870 6869 0,99985444 0,99985444 2,11847E-08 0,00014555 

CO2 - 250cm 10371 10360 0,99893935 0,99893935 1,02162E-07 0,000319628 

       
 

The mean and standard deviation information from Table 16 are used to draw normal distribution 

graphs for each sensor end node at a range of 20cm and 250cm. The normal distribution graph is used 

to predict the certainty or probability of the packet delivery rate being equal to or greater than 90%, 

99%, 99.9%, 99.99%. The values are tabulated in Table 17 as seen below. Please refer APPENDIX C to 

view the graphs and the probability rates for each sensor node with a different range or 20cm and 

250cm.  
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Table 17: Probability of the packet delivery rate being equal to or above 90%, 99%, 99.9% and 99.99% 

Sensor 

Probability  

0,9 0,99 0,999 0,9999 

ECG - 20cm 1 1 1 0,0007 

ECG - 250cm 1 1 0,9949 0 

IBP - 20cm 1 1 1 0,9999 

IBP - 250cm 1 1 1 0 

TEMP - 20cm - - - - 

TEMP - 250cm 1 1 0,8461 0,1207 

RESP - 20cm - - - - 

RESP - 250cm 1 1 0,5864 0,0620 

SPO2 - 20cm 1 1 1 0,0334 

SPO2 - 250cm 1 1 1 0,7092 

SPIRO - 20cm 1 1 0,9999 0,0761 

SPIRO - 250cm 1 1 1 0,2323 

CO2 - 20cm 1 1 1 0,3770 

CO2 - 250cm 1 1 0,4247 0,0013 

 

The data for temperature at range of 20cm and the data for respiratory sensor at a range of 20cm is 

unavailable because the PDR for these scenarios is 100%. From Table 17, the conclusion is that there 

is 100% probability for all the sensor end nodes to have a PDR of equal to or above 99%. The range of 

20cm or 250 cm has no impact on the PDR. 

6.4 ASSOCIATION LATENCY 

The association latency consists of two parts for measurement. One is the time taken by the NFC data 

exchange and the other is the time taken by the end node and coordinator to complete association by 

IEEE 802.15.4 association protocol. 

1. Measure the association latency in NFC by using oscilloscope readings: 

As shown in Figure 31, when the coordinator is tapped on the end node, the coordinator first reads 

the tag and then writes its own information into the tag. Once the coordinator is done, it triggers the 

GPO pin for the end node. The GPO pin acts like an interrupt for the end node. The end node then 

reads the tag through I2C interface. This interaction concludes the NFC transaction. The NFC 

mechanism takes a minimum of 132ms as seen in Figure 31 
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Figure 31: Graph with oscilloscope readings for UART and I2C interface for coordinator and end node respectively.  

The end node NFC active tag is tapped on the coordinator’s NFC transceiver and a completion of the 

read and write transactions are indicated when all the four display LEDs on the coordinator are on. 

When all the four LEDs come on, the active tag must be moved away from the coordinator for the RF 

session on the active tag to be closed. Only after the tag is moved away the GPO pin will go to high and 

the low pulse will trigger the end node to begin the IEEE802.15.4 association phase. The action of 

moving the tag away from the transceiver may introduce higher delays in association. 

2. Measure the time taken for IEEE 802.15.4 association mechanism by using “Wireshark” and 

“USB-KW40Z” board: 

Wireshark is an open source graphical packet-capture and protocol-analysis tool [37] . Wireshark is 

used for network communication troubleshooting, analysis, learning network protocols, examining 

security problems in networks etc. The USB-KW40Z is a development platform with the Kinetis W series 

KW40Z SoC built into. This USB dongle can be used as an IEEE 802.15.4 packet sniffer which 

sniffs/measures and monitors the over-the-air traffic which is essential for wireless network 

development. NXP provides a software called the “Kinetis Protocol Analyzer” which detects the USB-

KW40Z board. This software is used to activate the USB-KW40Z, configure the technology and channel 

to be sniffed, sniff the IEEE 802.15.4 packets in the air and provide a packet capture interface (PCAP 

IF) to the wireshark software to graphically represent the packet traffic. 

 

By using the wireshark tool, the association packets were tracked. The total wireless IEEE 802.15.4 

association mechanism is completed in 500ms which is the same for every end node, as they all have 

to undergo the same association mechanism without any external predictable delays caused by human 

intervention. Thus, the total association latency is a minimum of 632ms which shows that the 

requirement for association latency is met. 
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6.5 MEASURING THE CURRENT DRAWN BY MKW40Z SoC AND THE TRANSCEIVER 

 

The FRDM-KW40Z board provides several different ways to measure power and current as shown in 

Figure 32. The 2-pin 1x2 header “J21” (As shown in the red box in Figure 32) currently has a jumper 

connecting the 2 pins of the header to provide current to the MKW40Z microcontroller (MCU) and the 

transceiver. If the jumper is removed and replaced with the cables of a multimeter, the current 

consumed by the MKW40Z Soc and transceiver can be measured.  

 

 

Figure 32: Power management circuit for the FRDM-KW40Z board 

A digital multimeter (Keithley DMM 7510) was used to measure the current consumption. The cables 

of the multimeter were connected to the 2 pins of the J21 header. The maximum buffer of one million 

digital current samples has been used for every graph in this section below. The sampling frequency 

was change depending on the capture time. For example, in Figure 34, the current samples have been 

captured for 1000ms or 1 second. Since the buffer used was one million, the sampling frequency used 

is 1MHz. whereas in Figure 35, although the buffer available was for one million, to capture data for 

ten seconds, the sampling frequency had to be reduced to 100 kHz. The DMM 7510 has a graph menu 

which plots the data which is saved in the buffer. All the graphs shown below are directly obtained 

from the digital multimeter by using the facility of communication through Ethernet. Once the digital 

multimeter is connected to the LAN cable with a valid IP address, the digital multimeter can be 

controlled completely by accessing the IP address on a web browser.  Some additional features used 

were to store all the data from the buffer on a USB storage drive, to use the easy touchscreen interface 

and to zoom into the graphs plotted for better understanding of the change in current consumption. 

Below are several test which have been conducted to understand how the current is consumed by the 

MKW40Z SoC and transceiver.  

  

1. Measurement on Power ON : Coordinator 

Below Figure 33 shows the power consumption of the MKW40Z SoC and transceiver on “Power ON” 

for the coordinator. When the coordinator is powered on, the MKW40Z Soc and all the peripherals of 

the board are initialized. After the initialization is completed, the application program polls for the 

presence of a valid NFC tag through the NFC transceiver continuously until it finds an NFC tag and until 

all seven devices have been associated. The assumption is that when the coordinator is turned on, the 

end nodes will soon be associated to it else the continuous polling is a source of power wastage. A 
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peak observed in the graph below correspond to a poll for an NFC tag. The Coordinator’s transceiver 

polls continuously which causes continuous spikes as seen in the graph below. 

 

 

Figure 33: Graph with current measurements drawn by the coordinator MKW40Z SoC and the transceiver after 
power ON 

2. Measurement during Association phase : End node 

When the end node is powered on, the MKW40Z Soc and all the peripherals of the board are initialized. 

After the initialization is completed, the application program writes essential throughput information 

to the active tag and waits for the coordinator’s NFC tag write complete trigger. Once the trigger on 

the GPIO pin occurs, the end node initiates the IEEE 802.15.4 association phase and if successful, joins 

a PAN. Figure 34 below, shows the current drawn by the MKW40Z SoC and transceiver modules on 

power on being close to 6mA (Power = 19.8mW), but after association, the current drawn increases to 

around 20mA(Power = 66mW) which is the current drawn for all end nodes in the state where it has 

successfully joined a PAN. The main reason for the increase in power after association is that during 

the association phase, the application program sets the “MAC PIB” for receiver ON when in IDLE mode. 

This ensures that the end node is always in receive mode unless it has to explicitly transmit to the 

coordinator. The end node is always in listen mode waiting to receive a valid code word to start 

transmitting the sensor data to the coordinator. Once the transceiver begins to draw power, the total 

power drawn increases considerably.  
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Figure 34: Graph with current measurements drawn by the End node MKW40Z SoC and the transceiver before and 
after the association phase 

3. Measurement during communication phase : Coordinator 

During the communication phase for the coordinator, a code word packet is sent to an end node. If 

the coordinator receives an acknowledgement for the code word packet, the coordinator listens on 

the channel for a specific amount of time for a specific number of packets to be received. From Figure 

35, an observation can be made that the graph has been plotted for ten seconds, although it is not 

clear how the ten seconds are divided between the end nodes, one can observe that there is almost a 

periodic pattern of peak values. Since the round robin scheduler is periodic, it can be observed that 

there are ten groups of peaking values of over 23mA in the graph below. There needs to be closer 

examination of the peak values from the graph. 

 

 

Figure 35: Graph with current measurements drawn by the coordinator MKW40Z SoC and the transceiver during the 
communication phase for ten seconds 
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During the communication phase, all the end nodes are on, listening for the code word from the 

coordinator. When the code word is received, the end node transmits all its packets in the designated 

time to the coordinator. As seen in Figure 36, the ECG end node has a maximum current consumption 

of 23.79mA. Every time the ECG end node receives a code word, it sends 118 packets to the coordinator 

in a maximum of 670ms. As seen from the vertical cursors below (X1 and X2), the delta time measured 

is 664.4ms for which the current consumption reaches the maximum value. The measured value is 

close to the estimated total transmit time for ECG. 

 

Figure 36: Graph with current measurements drawn by the ECG End Node MKW40Z SoC the transceiver during the 
communication phase 

6.6 MEASURING POWER CONSUMPTION FOR THE COORDINATOR 

The average current consumed by the coordinator MKW40Z Soc and transceiver = 20.28mA.  

The voltage is a constant DC voltage = 3.3V  

Power consumed = Voltage x Current 

       = 20.28 x 10-3 x 3.3 

      = 66.924mW 

  



Master Thesis – Wireless body area networks for patient monitoring in hospitals                                                              29-12-2016 
(KTH Royal institute of Technology, Stockholm & Philips Research, Eindhoven) 

62 
 

6.7 TESTING THE ABSOLUTE TIME TO A FAILURE  

The requirement is that the WBAN system must run without failures for sixty minutes at least. A run is 

defined as the execution of the WBAN network after the seven sensor end nodes join the PAN and 

when the coordinator collects the sensor data in a round robin scheduler. The run time is the difference 

between the stop time and the start time. The start time is when the coordinator starts to collect the 

sensor data just after the seven sensors join the network. The stop time is the time when a failure 

occurs in any one of the devices. A failure is defined as the application program being stuck in an 

infinite loop or the IAR embedded workbench reporting a specific “HardFault” failure during the 

execution of the program. As discussed in [41] , typically, a hardfault failure is a definition for 

unrecoverable failures in the system. Some examples of hardfaults are an overclocked chip, division 

by zero, accessing invalid addresses etc. The hardfault failure encountered during the development of 

the thesis project was specific to one area. The hardfault always occurred due to memory allocation 

issues. For example, MAC messages were frequently used by the application layer to interact with the 

MAC sublayer. If the memory for the MAC message is not allocated dynamically, a hardfault always 

occurred. Thus it is necessary to use the inbuilt memory allocation API “MSG_AllocType” provided by 

the NXP firmware to allocate memory for the MAC messages. Currently there are no hardfault failures 

in the system.  

Apart from this, it was observed that the WBAN system also failed because the application program 

would be stuck in an infinite loop. To find the issue, the IAR embedded workbench debugger is used. 

The assumption is that the IAR embedded workbench is running the application program in debug 

mode on the end node which fails. This is possible because, the IAR embedded workbench uses the 

serial wire debug input output pins to collect debug information and to track the program execution 

by stepping through the code or by using breakpoints in the code. A dynamic breakpoint can be set 

which points to the exact position where the application program is stuck in an infinite loop. The IEEE 

802.15.4 firmware provided by NXP has a physical layer interrupt service routine (PHY ISR) handler. It 

was observed that the application program in any one end node would get stuck in an infinite loop in 

the physical layer interrupt service routine handler. The runtime of the application program before a 

failure occurs for seven different runs is described in Table 18. For example, in the first run, the WBAN 

system ran only for twenty minutes before one of the end nodes encountered a failure. Similarly, it 

was seen that the run times of all the runs except one were not able to cross the minimum runtime of 

sixty minutes. 

Table 18: Total run time for WBAN system before failure in end node application caused by stuck in an infinite loop in the 
PHY ISR handler. 

No. Start time Stop time 
Total Run time 
(mins) 

1 15:34 15:54 20 

2 16:06 16:41 35 

3 16:45 17:16 31 

4 17:17 18:20 63 

5 18:21 19:18 57 

6 19:21 20:02 41 

7 10:33 10:44 11 
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To resolve the issue, the code of the PHY ISR was debugged. When a PHY layer interrupt occurs. The 

function “PhyIsrTimeoutCleanup” is called. This function should clear all the current interrupts and 

mask the required interrupts for the PHY for the next executions, it should also set the Zigbee sequence 

state machine back to IDLE. While masking specific interrupts, hardware timer 3 interrupt is not 

masked for the next executions. When the hardware time 3 interrupt was masked and the program 

was executed, the run time of the WBAN system has improved. Unfortunately due to the shortage of 

time, debugging in this direction was not continued. Currently the end node application program gets 

stuck in an infinite loop at the same point as before. As seen in Table 19, out of seven runs, three runs 

are unable to meet the requirements. This indicates that the system still has a bug which may be in 

the NXP stack or in the application code. One option for debugging would be to use the micro trace 

buffer setting in the IAR embedded workbench. Due to the shortage of time, this will not be looked 

into. The requirement for the absolute time to failure is not met in this version of the project. 

Table 19: Total run time for WBAN system before failure in end node application caused by stuck in an infinite loop in the 
PHY ISR handler (After Bug fix in the PHYISR.c file) 

No. 
Start 
time Stop time 

Total Run time 
(Hrs:Mins) 

1 10:59 12:27 1:28 

2 12:37 16:50 4:13 

3 17:06 17:21 0:15 

4 17:39 19:06 1:27 

5 19:20 20:19 0:59 

6 20:25 20:55 0:30 

7 10:58 12:22 1:24 
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Chapter 7. DISCUSSING SUSTAINABILITY AND ETHICS 
The thesis project aims to develop a prototype for a wireless patient monitoring system in hospitals. 

The prototype to be developed is a basic wireless system for vital signs monitoring of seven sensors. 

Currently, the sensor data is not from real sensors. The WBAN system can be enhanced further to 

interact with more sensor end nodes, use actual sensor data, incorporate security and privacy in the 

system and increase resistance to interference.  

Such a system has huge benefits for the society. Patients who require medical monitoring can be 

provided with such a system in a hospital. Since the system is wireless, it provides freedom of 

movement for the patient. The patient can be monitored remotely by the medical authorities. In case 

of an emergency, appropriate action can be taken by the medical staff in the hospital. Such a WBAN 

system has endless possibilities to help improve healthcare facilities. The intention of such WBAN 

systems is to provide remote monitoring with cost effective, safe, reliable and efficient health care 

facilities for the society making the development of such a WBAN system sustainable.  

During the development of the WBAN prototype, human or animal subjects were not involved. 

Currently, the WBAN system has not implemented security or privacy features, but they must be 

implemented in the next version of the project when the sensor data come from real sensors. The 

collected sensor data will be offloaded by the coordinator to a central database or backend database. 

This feature facilitates remote monitoring. Security measures must be taken while offloading, storing 

and accessing the patient data. This patient data is private and must be protected. The usage of the 

patient data is of ethical concern. The data must be used only by personnel authorized by the patient 

and also must be used in the ethical bounds of the medical authorities. The WBAN system must also 

have a reliable mechanism of emergency detection as the medical staff depends on the data provided 

by the WBAN system to care for the patient. For example, the WBAN system must detect a case of 

emergency or health deterioration reliably and in a timely manner. Failure to do so may cause a 

person’s health condition to deteriorate or may cause the loss of life. These are all ethical challenges 

faced by the engineer in the development of the system. Hence several indications of the quality of 

service are used to evaluate the performance and reliability of the WBAN system prototype. Since this 

is a simple prototype of a WBAN, the quality of service requirements are relaxed. For a wireless patient 

monitoring product, there will be a large list of stringent requirements from Philips and medical 

authorities to ensure the reliability and performance of the system. 
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Chapter 8. CONCLUSIONS 
The aim of the thesis project was to study different WBAN technologies and to develop a prototype 

for a WBAN which meets the throughput, latency and quality of service requirements. Some of the 

requirements include seven sensor end nodes for seven vital signs monitoring which have a collective 

throughput requirement of 15810 bytes per second and the latency when associating the end device 

and the coordinator should not exceed 1000ms. After conducting a study of some of the technologies 

used for WBANs and after considering all the requirements, theoretical calculations were performed 

to check if the throughput requirements could be met. The technology chosen was IEEE 802.15.4 and 

the hardware boards chosen were the NXP FRDM-KW40Z boards. The non-beacon mode of operation 

was chosen because it provides a higher network throughput. To improve the quality of service of the 

design a customized timeslot mechanism was developed in the non-beacon mode. Theoretical 

calculations and tests were conducted to find the number of packets which can be sent in 1000ms by 

varying the distance (20cm and 250cm) between the end nodes and coordinator and by varying the 

configurations of CSMA/CA and acknowledgement. The transmission time for a packet was 

manipulated by manipulating the time taken to perform CSMA/CA and the time taken to send an 

acknowledgement. It was found that without CSMA/CA and without acknowledgements, a maximum 

of 180 packets could be transmitted continuously from an end node to the coordinator in 1000ms. The 

total time includes the transmission and the processing of the packets in the end node.  

During the association process, information about timeslot requirements from the end node for data 

transfer is exchanged with the coordinator. The timeslot requirement is the time required in 

milliseconds by the end node to process and transmit its sensor data packets. Each end node provides 

its unique timeslot requirement along with a special command/code word used to request data from 

the end node. Once all the end nodes are associated to the network, the coordinator uses round robin 

scheduling and chooses an end node. The round robin scheduler in the coordinator works in the same 

order as the order in which the devices were associated with the coordinator. Once the end node is 

chosen, a handshake mechanism takes places between the coordinator and the end node before the 

actual timeslot for data transfer. The coordinator sends the special code word to request for data to 

the end node after performing CCA and waits for the acknowledgement from the end node. The code 

word packet is the only packet which has CCA and acknowledgment. Once the handshake is successful, 

the timeslot begins. The coordinator is in receive mode and the end node is in transmit mode. The 

timeslot is reserved for each end node and is timed by using a timer in the end node and the 

coordinator. Once the timeslot is completed, the end node stops sending data and waits for the next 

code word packet to arrive. The coordinator moves to the next device and repeats the handshake 

mechanism and data transfer with the next end node. This is a summary of the network design for the 

thesis project. A total of 159 data packets and seven code word packets need to be transferred 

between the seven end nodes and the coordinator. Thus, for the configuration without CSMA/CA clear 

channel assessment and without acknowledgements for data packets, the throughput for the network 

is met. 

A combination of NFC technology and IEEE 802.15.4 association process are used for association 

between two devices. The NFC technology is a replacement for the scanning process in the traditional 

IEEE 802.15.4 association procedure. By using this combination of technologies, the association latency 

was measured to be a minimum of 632ms which satisfies the requirements. The packet delivery rate 

is similar for a range of 20cm or 250cm for all the sensors, which shows that for Zigbee technology, the 
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range of 20 or 250 does not affect the PDR. The packet delivery rate was expected to be above 99% 

but for the current WBAN system with range of 20cm and 250 cm, the PDR is always greater than 

99.9%. The throughput is met by the WBAN system. The probability of the PDR was statistical analyzed 

using normal distribution for each sensor with range of 20cm and 250cm. This statistical analysis gives 

the probability of the PDR value lying above 90%, 99%, 99.9% and 99.99%. From this is was found that 

the probability of the PDR lying above 99% is 100%.  

The requirement of time to failures being greater than 60 minutes is not yet met. The issue may lie in 

the NXP connectivity stack or in the application code. This has yet to be debugged. Thus, the quality of 

service requirements for throughput and packet delivery rate are met, but the time to failure is not 

always 60 minutes. After testing the system, it was found that the total current consumption is an 

average of 20.28mA, giving a power consumption of 66.924mW, which needs to be reduced by a power 

efficient design. Zigbee has been evaluated as a technology for high throughput WBANs. There are 

issues such as a packet loss and susceptibility to interference in the channel which need to be tackled 

with innovative solutions and approaches. In conclusion, a WBAN system was designed and developed 

with IEEE 802.15.4 technology for one coordinator and seven sensor end nodes with a customized 

timeslot mechanism in non-beacon mode. 
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Chapter 9. FUTURE WORK 
The purpose of this section is to critically evaluate the thesis project and to discuss the strengths and 

weaknesses of the project. The result of each discussion below leads to a future improvement, which 

is a suggestion on how to tackle a weakness or improve the strength of the proposed WBAN system.  

When the end node powers on, it writes throughput and identity based information to the active NFC 

tag. This information can be altered by a third party using an NFC transceiver causing security related 

issues. If the NFC information in the active tag is encrypted using a password, it ensures that unless 

the password is known, no third party can change the valuable information on the NFC active tags 

attached to the end nodes. For this the encryption keys will have to be synchronized in both the 

devices. One method to do so is to use a secondary channel such as Wi-Fi to send and receive keys to 

the coordinator, assuming that the coordinator will have its own Wi-Fi module. Once the coordinator 

knows the end node’s password or encryption key, the coordinator is able to decrypt the end node’s 

information and write encrypted data on the tag which only the end node can decrypt.  

Currently the channel scan for the coordinator has been turned off and the coordinator always 

operates in the 16th Zigbee channel which does not have a Wi-Fi overlap. But in a scenario with multiple 

PANs in the same vicinity may lead to interference issues. The scan must be reintroduced to the PAN 

and there has to be an intelligent system to counter interference. In [22], the authors discuss a 

mechanism to improve the robustness of IEEE 802.15.4 to interference by using a centralized BAN 

access mechanism. If the channel is degraded or unavailable, the coordinator informs the nodes to 

change to a different channel using a secondary technology such as the Wi-Fi technology. This 

mechanism has increased the throughput of the WBAN with the proposed mechanism with three 

channel scans to more than six times the throughput of a traditional IEEE 802.15.4 BAN.  

Currently the range of the transmitter has not been measured. The Zigbee transmitter may have a 

range greater than 2.5m which is a source of excess power consumption. The human body is generally 

of a size smaller than 2.5m and if the range of the transmitter is reduced to 2.5m, the excessive 

transmission energy can be saved which can increase the battery life of the WBAN system.  

For the purpose of testing the network easily, the data which is received from all the sensors is 

produced internally in each sensor using a basic counter. Since there is no actual sensor data, the 

requirements of the sensor data were ignored. Since this is a body area network, one of the primary 

requirements is the relative timestamp of each sensor data arriving at the coordinator. Consider the 

data from the heart rate sensor and data from the blood pressure sensor, if all the data are 

timestamped relative to each other, the medical staff is well aware of the changes in the vital signs 

relative to each sensor data provided by the coordinator. This means that there must be a mechanism 

in the network to synchronise all the end nodes. This can be achieved by the Zigbee network, by a 

secondary channel in a frequency different from the existing channel frequency or by a different 

technology in the same frequency spectrum. This synchronization is essential and must be studied in 

depth.   

The emergency response of the thesis project has not been addressed. Every end node which provides 

a life critical vital sign data must have a small slot for emergency response and the coordinator must 

poll for the emergency response from specific devices in the beginning of every second. The other 

option would be to have a second transceiver which handles all the emergency response on a different 
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channel, another solution would be to use a different technology for the emergency response. The 

technology chosen to handle an emergency response must comply with the emergency response of 

the hospital and it would be necessary to take into account what the requirement of the nurses and 

the doctors is, in the case of an emergency response.  

Currently there is no activity tracking for the patient wearing the WBAN. Any activity tracking detection 

can help improve the care for a patient by predicting the position, detecting sudden collapses, activity 

and movement, and physiological signs such as shivers, bad sleep patterns etc. For activity tracking, 

intelligent algorithms and well positioned hardware sensors are essential.   

The WBAN includes seven essential sensors for vital signs monitoring for a patient in the hospital but 

it is common to find that most patients may require customised sensors for monitoring apart from the 

vital signs mentioned. This means that every patient may be monitored differently depending on the 

ailment of the patient, giving the medical staff high flexibility and improving the care for every patient. 

This will require a simple change in the WBAN system where the coordinator waits for an input from 

the nurse such as a button press which indicates the completion of the association process. On the 

button press, depending on the devices already associated to the coordinator, the network is initiated. 

Profiles with specific sensors can be customised for patients.  For example: sensors required to monitor 

cardio vascular diseases are mandatory for the WBAN for patients with heart ailments while a different 

profile with respiratory sensors can be made mandatory for the WBAN used for patients suffering from 

respiratory disorders etc.  

Presently, the coordinator is able to handle seven devices for a throughput of 16000 bytes per second, 

but as the requirement changes there may be a need to include a larger number of devices in the 

WBAN. Currently the scalability of the WBAN is low because seven devices communicate within a span 

of 960ms. In the extra 40ms, only few packets may be sent which may not suffice the requirements of 

an additional device if added to the PAN. Also the scheduler used is a simple round robin scheduler 

which handles all the device communication in a circular order with equal priority for all devices. To 

improve the scalability of the WBAN system, there is a need for an intelligent scheduler which is able 

to handle the throughput requirements against the latency requirements. Currently, the temperature 

sensor end node transfers ten bytes in one packet in one second. One packet can accommodate 102 

bytes of sensor data. One option could be to request the temperature sensor data once in ten seconds 

because the packet is fully utilized and the communication time used by the temperature sensor for 9 

seconds can be allotted to a different sensor. The trade-off is between the latency and throughput but 

if the latency of ten seconds is not going to cause life threatening issues, the designer may choose to 

accept the trade-off. Thus, there is a possibility to improve the throughput using an intelligent 

scheduler and to have realistic latency requirements for each sensor node. It may also be of value to 

find out what is the maximum number of nodes which can be handled by the coordinator in a star 

topology to meet and if there could be a need to change the topology to a mesh or tree topology as 

the number of nodes are increased.  

The current design faces packet loss issues for end devices which have to send a very large number of 

packets. A data interleaving mechanism can be used to improve the data latency, reduce data 

processing burden on the end device, reduce memory storage requirements in the end device and 

reduce packet loss ratio. For example, currently the ECG module needs to send 118 packets and will 

have to process and store 12000 bytes of data every second. With data interleaving of 4 divided ECG 
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transactions which means that only 3000 bytes will have to be processed and stored every 250ms. 

There is a trade-off here between latency and throughput which has to be chosen by the designer. Also 

another aspect to be kept in mind is that the coordinator has to request for data four times now instead 

of once which means that three extra data requests with code words have to be accounted for in the 

1000ms allocated for the throughput. It is also interesting to calculate the maximum number of sensors 

that can be handled by the coordinator using an intelligent scheduler while achieving the required 

throughput. 

As shown in Figure 37, during the association process, it was observed that when an association 

response is sent by the coordinator to the end node, the coordinator waits for the acknowledgement. 

If the end node sends the acknowledgement on time, the association is successful for both the devices. 

If the acknowledgement is not sent on time or is lost in the channel, the end node assumes it is 

successfully associated while the coordinator is not associated to the end node. This situation is seen 

in the screenshot of the Putty terminals of both the devices in the image below, COM3 is assigned to 

the coordinator while the COM8 is assigned to the end node. Apart from the Putty terminals, the 

packets were tracked on Wireshark as well, which showed that although the acknowledgment is sent 

from the end node to the coordinator, the coordinator does not receive it. This may be due to a delay 

in the connectivity stack of the end node which delays the transmission of the acknowledgement 

packet or may also be caused by the loss of the acknowledgement packet in channel interference. 

 

Figure 37 : UART outputs and COM port displays on PuTTy terminals: COM3 (Coordinator) and COM8 (End Device). The 
association has failed for the coordinator while the end device has successfully associated to the coordinator 
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Figure 38: IEEE 802.15.4 association mechanism issue when the last acknowledgement from end node is not received by the 
coordinator causing an erroneous association for the end node 

The inter BAN communication and communication from BAN to external sources has not been covered 

in this thesis project. It is essential to communicate the data gathered by the intra BAN communication 

to the external databases. From the external databases, the vital signs information can be analysed by 

medical staff and administration and monitored remotely. This can provide a lot of comfort for a 

surgery patient who can recover at home and still be monitored by the medical staff. Also all the vital 

signs information can be correlated and analysed, to be graphically represented to provide valuable 

feedback to the patient. It is important to connect the WBAN coordinator to a WiFi module or similar 

technology which will enable the BAN communication to extend outside the BAN.  

The process of disassociation or un-pairing from the WBAN system is not defined yet. There must be 

simple and effective way to remove an end node from the PAN. The disassociation can be requested 

by the end node or the coordinator based on specific well defined scenarios of underperformance or 

irresponsiveness. The definition of the scenarios for disassociation are tricky. The main aim of the 

WBAN is to associate to a specific group of sensor nodes and to collect the sensor data from the end 

nodes and send to the external databases enabling the medical staff to effectively monitor their 

patients remotely. Thus, a disassociation is not a preferred scenario during the operation unless there 

is a loose connection of the sensor from the skin of the patient. In case of a loose connection, there 

has to be an indication to the nurse or patient requesting an adjustment of the sensor on the skin of 

the patient. In this case, disassociation may or may not be used. Disassociation needs to be considered 

for scenarios such as a change of batteries or completion of the monitoring etc. Thus, for a designer, 

it is very tricky to define and implement disassociation scenarios. Care must be taken on the definition 

and expectation of outcome from a disassociation scenario.  

Currently the thesis project does not address issues related to the behaviour of the system when the 

coordinator is down. The end nodes need to record, process and store the sensor values in their 
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memory up to a certain defined limit of time or the end nodes may discard the data and always store 

the most recent measurement samples, depending on what the requirement is and depending on how 

the connection to the coordinator will be recovered. One suggestion would be to store the PAN details 

and end nodes information in the non-volatile memory. In case there is a sudden battery failure or if 

the user removes the batteries of the coordinator, on powering on the coordinator, it should be able 

to reform the network and proceed with the WBAN communications. Or a simple and effective design 

technique would be to reset all the devices and restart the network by performing all the associations 

again.  

The WBAN system designed in the thesis report consumes an average of 20.28mA. There have been 

no efforts in the direction of power efficiency in the software application program. It would be 

important to reduce the power consumption of the hardware boards such that the devices can operate 

for seven days on a battery. The end devices keep their receivers “on” always unless they have to 

transmit a packet, which increases the power consumption considerably in spite of inactivity. An 

intelligent sleep mechanism can be followed to help the end devices with less transmit packets or less 

throughput to sleep for longer and conserve power. For the end devices, sleep information can be sent 

along with the code word packets, to inform the end device when to wake up for the next transaction. 

It must be remembered that the efficiency of the end nodes depends heavily on the type of sensor 

which is being used and what the characteristics of the sensor are.  

When the coordinator wakes up, it has to scan all the channels and choose a suitable channel based 

on channel activity detected. Also after choosing the channel, it has to listen to neighbouring PANs and 

choose a unique PAN identity number. This is the expected behaviour which is not yet implemented in 

the thesis project. 
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APPENDIX A. QUALITY OF SERVICE: PACKET DELIVERY RATE 

CALCULATIONS AND GRAPHS 
a. Distance of 20cm between the end nodes and the coordinator: 

 

Figure 39: Number of packets received by the coordinator from ECG sensor end node in every second with a range of 20cm 

For ECG sensor end node, 118 packets must be received. In Figure 39, all the red dots below 118 show 

that 1 packet was lost during that transaction. In total during the test, 49 out of 2269 transactions have 

a packet loss of 1. Thus (118 * 2269) 267742 packets were sent by the ECG end node and ((118 * (2269 

– 49)) + (117 * 49)) 267693 packets were received by the coordinator. The packet delivery rate is 

99.98%. 
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Figure 40: Number of packets received by the coordinator from Invasive Blood Pressure sensor end node in every second 
with a range of 20cm 

For IBP sensor end node, 23 packets must be received. In Figure 40, all the red dots below 23 show 

that 1 packet was lost during that transaction. In total during the test, 10 out of 2290 transactions have 

a packet loss of 1. Thus (23 * 2290) 52670 packets were sent by the IBP end node and ((23 * (2290 – 

10)) + (22 * 10)) 52669 packets were received by the coordinator. The packet delivery rate is 99.99%. 
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Figure 41: Number of packets received by the coordinator from temperature sensor end node in every second with a range 
of 20cm 

For TEMP sensor end node, 1 packet must be received. In Figure 41Figure 40, we can see that, all the 

packets sent by the temperature sensor end node were received by the coordinator. The packet 

delivery rate is 100%. 
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Figure 42: Number of packets received by the coordinator from Oxygen saturation (SPO2) sensor end node in every second 
with a range of 20cm 

For SPO2 sensor end node, 8 packets must be received. In Figure 42, all the red dots below 8 show that 

1 packet was lost during that transaction. In total during the test, 4 out of 2290 transactions have a 

packet loss of 1. Thus (8 * 2290) 18320 packets were sent by the SPO2 sensor end node and ((8 * (2290 

– 4)) + (7 * 4)) 18316 packets were received by the coordinator. The packet delivery rate is 99.97%. 
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Figure 43: Number of packets received by the coordinator from spirometer sensor end node in every second with a range of 
20cm 

For SPIRO sensor end node, 5 packets must be received. In Figure 43, all the red dots below 5 show 

that 1 packet was lost during that transaction. In total during the test, 4 out of 2290 transactions have 

a packet loss of 1. Thus (5 * 2290) 11450 packets were sent by the SPIRO sensor end node and ((5 * 

(2290 – 4)) + (4 * 4)) 11446 packets were received by the coordinator. The packet delivery rate is 

99.96%. 
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Figure 44: Number of packets received by the coordinator from Respiratory sensor end node in every second with a range of 
20cm 

For RESP sensor end node, 1 packet must be received. In Figure 44, all the packets sent by the 

Respiration sensor end node were received by the coordinator. The packet delivery rate is 100%. 

 

Figure 45: Number of packets received by the coordinator from CO2 sensor end node in every second with a range of 20cm 
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For CO2 sensor end node, 3 packets must be received. In Figure 45, all the red dots below 3 show that 

1 packet was lost during that transaction. In total during the test, 1 out of 2290 transactions have a 

packet loss of 1. Thus (3 * 2290) 6870 packets were sent by the CO2 sensor end node and ((3 * (2290 

– 1)) + (2 * 1)) 6869 packets were received by the coordinator. The packet delivery rate is 99.98%.  

b. Distance of 250cm between the end nodes and the coordinator: 

 

Figure 46: Number of packets received by the coordinator from ECG sensor end node in every second with a range of 250cm 

For ECG sensor end node, 118 packets must be received. In Figure 46, all the red dots below 118 show 

that the number of packets lost was from one to five during that particular transaction. In total during 

the test, 404504 (118 * 3428) packets were transmitted by the ECG end node. 404148 packets were 

received by the coordinator. The packet delivery rate is 99.91%. In comparison, more packet loss is 

seen for ECG at a distance of 250 cms. 
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Figure 47: Number of packets received by the coordinator from Invasive Blood Pressure sensor end node in every second 
with a range of 250cm 

For IBP sensor end node, 23 packets must be received. In Figure 47, all the red dots below 23 show 

that the number of packets lost was from one to two during that particular transaction. In total during 

the test, 80017 (23 * 3479) packets were transmitted by the IBP sensor end node. 79989 packets were 

received by the coordinator. The packet delivery rate is 99.96%. 
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Figure 48: Number of packets received by the coordinator from temperature sensor end node in every second with a range 
of 250cm 

For TEMP sensor end node, 1 packet must be received. In Figure 48, all the red dots below 1 show that 

no packets arrived during that particular transaction. In total during the test, 3442 (1 * 3442) packets 

were transmitted by the Temperature sensor end node. 3440 packets were received by the 

coordinator. The packet delivery rate is 99.94%. 
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Figure 49: Number of packets received by the coordinator from Oxygen saturation (SPO2) sensor end node in every second 
with a range of 250cm 

For SPO2 sensor end node, 8 packets must be received. In Figure 49, all the red dots below 8 show that 

one packet was lost during that particular transaction. In total during the test, 27840 (8 * 3480) packets 

were transmitted by the SPO2 sensor end node. 27838 packets were received by the coordinator. The 

packet delivery rate is 99.99%. 
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Figure 50: Number of packets received by the coordinator from spirometer sensor end node in every second with a range of 
250cm 

For SPIRO sensor end node, 5 packets must be received. In Figure 50, all the red dots below 5 show 

that one packet was lost during that particular transaction. In total during the test, 17345 (5 * 3469) 

packets were transmitted by the SPIRO sensor end node. 17342 packets were received by the 

coordinator. The packet delivery rate is 99.98%. 
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Figure 51: Number of packets received by the coordinator from Respiratory sensor end node in every second with a range of 
250cm 

For RESP sensor end node, 1 packet must be received. In Figure 51, all the red dots below 1 show that 

no packets were received during that particular transaction. In total during the test, 3378 (1 * 3378) 

packets were transmitted by the Respiratory sensor end node. 3375 packets were received by the 

coordinator. The packet delivery rate is 99.91%. 
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Figure 52: Number of packets received by the coordinator from CO2 sensor end node in every second with a range of 250cm 

For CO2 sensor end node, 3 packets must be received. In Figure 52, all the red dots below 3 show that 

one packet was lost during that particular transaction. In total during the test, 10371 (3 * 3457) packets 

were transmitted by the Respiratory sensor end node. 10360 packets were received by the 

coordinator. The packet delivery rate is 99.89%. 

APPENDIX B. DERIVATION FOR PROBABILITY OF PDR USING 

NORMAL DISTRIBUTION 
 

Assuming a Binomial distribution for the packet delivery,            

 𝑋 =  𝑓(𝑥) = {
0 ;  𝑃𝑎𝑐𝑘𝑒𝑡 𝑙𝑜𝑠𝑡             
1  ;  𝑃𝑎𝑐𝑘𝑒𝑡 𝑑𝑒𝑙𝑖𝑣𝑒𝑟𝑒𝑑 

                                                    (Eq.1) 

Let the probability of successful packet delivery = p  

And let the probability of loss of packet = 1 – p 

(Expected value is the probability weighted average of all the samples)  

Expected value for X,   

 𝐸[𝑋] = ∑ 𝑋𝑛2
𝑛=1 ∗  𝑝𝑛                                                (Eq.2) 

From Equation 1 and 2,  
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 𝐸[𝑋] =  0 ∗ (1 − 𝑝) + 1 ∗ 𝑝 (Eq.3) 

 𝐸[𝑋] = 𝑝                                           (Eq.4) 

Expected value for X2,   

 
𝐸[𝑋2] = ∑ 𝑋𝑛2

2

𝑛=1

∗  𝑝𝑛   =  0 ∗ (1 − 𝑝) + 1 ∗ 𝑝 (Eq.5) 

 𝐸[𝑋2] = 𝑝                                           (Eq.6) 

 (Variance is the measure of deviation from the expected value) 

Variance, 

 𝑉[𝑋] = 𝐸[𝑋2] −  (𝐸[𝑋])2                                                (Eq.7) 

Applying Equation 4 and 6 in Equation 7, 

 𝑉[𝑋] = 𝑝  − 𝑝2 = 𝑝 (1 − 𝑝)                                                (Eq.8) 

Packet delivery rate, 

 𝐷 = (
1

𝑁
) ∑   𝑋𝑛𝑁

𝑛=1                                               (Eq.9) 

Where, N = Number of packets, 𝑋𝑛 = Nth packet delivery status 

From Equation 9, expected value for D, 

 𝐸[𝐷] = 𝐸 [
1

𝑁
∗  ∑ 𝑋𝑛𝑁

𝑛=1 ]                                         (Eq.10) 

By the property of Linearity of the “expectation operator”,  

 𝐸[𝑎𝑋] = 𝑎𝐸[𝑋]                                         (Eq.11) 

Applying, Equation 11 in Equation 10,  

 𝐸[𝐷] =
1

𝑁
 𝐸[∑ 𝑋𝑛𝑁

𝑛=1 ]                                         (Eq.12) 

As Xn is independent of Xn+1 and so on and so forth, by the property of Linearity of the “expectation 

operator”,  

 𝐸[𝑎𝑋 + 𝑏𝑌 + 𝑐𝑍] = 𝑎 𝐸[𝑋] +  𝑏 𝐸[𝑌] +  𝑐 𝐸[𝑍]                                         (Eq.13) 

Applying the linearity in equation 13 to Equation 12,  

 𝐸[𝐷] =
1

𝑁
 ∑ 𝐸[𝑋𝑛]

𝑁

𝑛=1
                                         (Eq.14) 

From Equation 4 and Equation 14,  
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 𝐸[𝐷] =
1

𝑁
∗ 𝑁 ∗ 𝑝 =   𝑝                                         (Eq.15) 

To find the variance of “D” (from Equation 9),   

 𝑉[𝐷] = 𝑉 (
1

𝑁
∗ ∑   𝑋𝑛𝑁

𝑛=1 )                                         (Eq.16) 

By the property of the scaling of variance, 

 𝑉[𝑎𝑋] = 𝑎2  𝑉[𝑋]                                         (Eq.17) 

Applying Equation 17 in Equation 16, 

 𝑉[𝐷] =
1

𝑁2 ∗  𝑉(∑   𝑋𝑛𝑁
𝑛=1 )                                         (Eq.18) 

Since the Xn variables are random variables which are independent and uncorrelated, the variance of 

the sum of the variables is equal to the sum of the individual variances of the variables. 

 𝑉(∑   𝑋𝑛𝑁
𝑛=1 ) = ∑  𝑉(𝑋𝑛)

𝑁

𝑛=1
                                         (Eq.19) 

Applying Equation 19 in Equation 18, 

 𝑉[𝐷] =
1

𝑁2 ∗  ∑  𝑉(𝑋𝑛)
𝑁

𝑛=1
                                         (Eq.20) 

Applying Equation 8 in Equation 20,  

 𝑉[𝐷] =
1

𝑁2 ∗ 𝑁 ∗ 𝑝 ∗ (1 − 𝑝)  =
𝑝(1−𝑝)

𝑁
                                          (Eq.21) 

In [33], The central limit theorem states that, a series of a large number of independent random 

variables each with a finite mean and variance will be approximately normally distributed (also known 

as a bell curve). As the sample size “n” increases, the distribution of the sample average of these 

random variables approaches the normal distribution with a mean μ and variance σ2/n irrespective of 

the shape of the common distribution of the individual terms in the sequence X1, X2, X3,..., Xn [34]. μ[X] 

is the expected value and (σ[X])2 /n is the variance of the sample average of the sequence X1, X2, X3,..., 

Xn. The standard deviation, 

 σ[D]  = √ 𝑉[𝐷]                                         (Eq.22) 

Applying Equation 22 in Equation 21, 

 σ[D]  =  √(𝑝(1 − 𝑝))/𝑁                                         (Eq.23) 
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Consider the normal distribution in equation 24 from [42] , where σ is the standard deviation, σ2 is 

the variance and µ is the mean or expectation of the distribution. 

 

                                         

(Eq.24) 

From Equations 15, 23 and 24, the computations for the normal distribution for each sensor node are 

shown in Table 16.  

Table 20: Computations for the normal distribution parameters for all sensor nodes at range of 20cm and 250cm from the 
coordinator 

Sensor 
Number of 
packets TX  

Number of 
packets RX 

Packet 
Delivery Rate Mean (u) Variance 

Standard 
Deviation 

ECG - 20cm 267742 267693 0,999816988 0,999816988 6,83414E-10 2,61422E-05 

ECG - 250cm 404504 404148 0,99911991 0,99911991 2,17381E-09 4,66242E-05 

              

IBP - 20cm 52670 52669 0,999981014 0,999981014 3,60467E-10 1,8986E-05 

IBP - 250cm 80017 79989 0,999650074 0,999650074 4,37161E-09 6,61182E-05 

              

TEMP - 20cm 2269 2269 1 1 0 0 

TEMP - 250cm 3442 3440 0,999418942 0,999418942 1,68716E-07 0,00041075 

              

SPO2 - 20cm 18320 18316 0,999781659 0,999781659 1,19156E-08 0,000109158 

SPO2 - 250cm 27840 27838 0,999928161 0,999928161 2,58024E-09 5,07961E-05 

              

SPIRO - 20cm 11450 11446 0,999650655 0,999650655 3,04998E-08 0,000174642 

SPIRO - 250cm 17345 17342 0,999827039 0,999827039 9,97005E-09 9,98502E-05 

              

RESP - 20cm 2269 2269 1 1 0 0 

RESP - 20cm 3378 3375 0,999111901 0,999111901 2,62673E-07 0,000512517 

              

CO2 - 20cm 6870 6869 0,99985444 0,99985444 2,11847E-08 0,00014555 

CO2 - 250cm 10371 10360 0,99893935 0,99893935 1,02162E-07 0,000319628 
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APPENDIX C. GRAPHICAL REPRESENTATION OF THE PROBABILITY 

OF THE PDR  
The Table 21 and equation 24 from APPENDIX B are used to graphically represent the normal 

distributions for each of the sensor nodes by using a web applet for normal distribution [42] . The 

Figure 53 and Figure 54 show the normal distribution graph for ECG at 20cm and 250cm range.  

 

Figure 53: Normal distribution for packet delivery rate for ECG with 20cm range 

 

Figure 54: Normal distribution for packet delivery rate for ECG with 250cm range 

The Table 21 contains the calculations for confidence or probability of a packet delivery rate to lie 

below the threshold probability values of 0.9, 0.99, 0.999 and 0.9999 for ECG sensor end node.  The 

table and graphs show that for the ECG sensor node at a range of 20cm, achieving a packet delivery 

rate of up to 99.9% is highly probable because the normal distribution shows that no part of the curve 

lies in these regions. But there is a chance of 99.971% that the PDR will lie below 99.99% because most 

of the curve lies below this region. Similarly, all the calculations and graphs below, show the 

calculations for all the other six sensors with range of 20cm and 250cm. 
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Table 21: Calculations for probability or confidence of packet delivery rate to lie below the threshold values 0.9, 0.99, 0.999 
and 0.9999 for ECG sensor node 

Sensor 
Probability 

0,9 0,99 0,999 0,9999 

ECG - 20cm 1 1 1 0,0007 

ECG - 250cm 1 1 0,9949 0 

 

 

Figure 55: Normal distribution for packet delivery rate for IBP with 20cm range 

 

 

Figure 56: Normal distribution for packet delivery rate for IBP with 250cm range 

Table 22: Calculations for probability or confidence of packet delivery rate to lie below the threshold values 0.9, 0.99, 0.999 
and 0.9999 for IBP sensor node 

Sensor 
Probability 

0,9 0,99 0,999 0,9999 

IBP - 20cm 1 1 1 0,9999 

IBP - 250cm 1 1 1 0 
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Figure 57: Normal distribution for packet delivery rate for TEMP with 250cm range 

Table 23: Calculations for probability or confidence of packet delivery rate to lie below the threshold values 0.9, 0.99, 0.999 
and 0.9999 for TEMP sensor node 

Sensor 
Probability 

0,9 0,99 0,999 0,9999 

TEMP - 20cm - - - - 

TEMP - 250cm 1 1 0,8461 0,1207 

 

 

Figure 58: Normal distribution for packet delivery rate for RESP with 250cm range 

Table 24: Calculations for probability or confidence of packet delivery rate to lie below the threshold values 0.9, 0.99, 0.999 
and 0.9999 for RESP sensor node 

Sensor 
Probability 

0,9 0,99 0,999 0,9999 

RESP - 20cm - - - - 

RESP - 250cm 1 1 0,5864 0,0620 
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Figure 59: Normal distribution for packet delivery rate for SPO2 with 20cm range 

 

 

Figure 60: Normal distribution for packet delivery rate for SPO2 with 250cm range 

Table 25: Calculations for probability or confidence of packet delivery rate to lie below the threshold values 0.9, 0.99, 0.999 
and 0.9999 for SPO2 sensor node 

Sensor 
Probability 

0,9 0,99 0,999 0,9999 

SPO2 - 20cm 1 1 1 0,0334 

SPO2 - 250cm 1 1 1 0,7092 

 

 

Figure 61: Normal distribution for packet delivery rate for SPIRO with 20cm range 
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Figure 62: Normal distribution for packet delivery rate for SPIRO with 250cm range 

Table 26: Calculations for probability or confidence of packet delivery rate to lie below the threshold values 0.9, 0.99, 0.999 
and 0.9999 for SPIRO sensor node 

Sensor 
Probability 

0,9 0,99 0,999 0,9999 

SPIRO - 20cm 1 1 0,9999 0,07614 

SPIRO - 250cm 1 1 1 0,23236 

 

 

Figure 63: Normal distribution for packet delivery rate for CO2 with 20cm range 

 

 

Figure 64: Normal distribution for packet delivery rate for CO2 with 250cm range 



Master Thesis – Wireless body area networks for patient monitoring in hospitals                                                              29-12-2016 
(KTH Royal institute of Technology, Stockholm & Philips Research, Eindhoven) 

93 
 

Table 27: Calculations for probability or confidence of packet delivery rate to lie below the threshold values 0.9, 0.99, 0.999 
and 0.9999 for CO2 sensor node 

Sensor 
Probability 

0,9 0,99 0,999 0,9999 

CO2 - 20cm 1 1 1 0,37703 

CO2 - 250cm 1 1 0,42475 0,00133 
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