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Abstract. European Union has set a target to install nearly 200 million smart meters 
spread over Europe before 2020, this leads into a vast increase of sensitive 
information flow for Distribution System Operators (DSO’s), simultaneously this 
leads to raised cyber security threats. The in and outgoing information of the DSO 
needs to be processed and stored by different Information technology (IT)- and 
Operational Technology (OT)-systems depending on the information. High demands 
are therefore required of the enterprise cyber security to be able to protect the 
enterprise IT- and OT-systems. Sensitive customer information and a variety of 
services and functionality is examples that could be fatal to a DSO if compromised. 
For instance, if someone with bad intentions has the possibility to tinker with your 
electricity, while you’re away on holiday. If they succeed with the attack and shutting 
down the house electricity, your food stored in your fridge and freezer would most 
likely to be rotted, additionally damage from defrost water leaking could cause severe 
damaging on walls and floors.  In this thesis, a detailed reference model of the 
advanced metering architecture (AMI) has been produced to support enterprises 
involved in the process of implementing smart meter architecture and to adapt to new 
requirements regarding cyber security. This has been conduct using foreseeti's tool 
securiCAD, foreseeti is a proactive cyber security company using architecture 
management. SecuriCAD is a modeling tool that can conduct cyber security analysis, 
where the user can see how long time it would take for a professional penetration 
tester to penetrate the systems in the model depending of the set up and defense 
attributes of the architecture. By varying defense mechanisms of the systems, four 
scenarios have been defined and used to formulate recommendations based on 
calculations of the advanced meter architecture. Recommendation in brief:  Use small 
and distinct network zones with strict communication rules between them. Do diligent 
security arrangements for the system administrator PC. The usage of Intrusion 
Protection System (IPS) in the right fashion can delay the attacker with a percentage 
of 46% or greater.  
  

Sammanfattning. Europeiska Unionen har satt upp ett mål att installera nära 200 
miljoner smarta elmätare innan år 2020, spritt utöver Europa, implementeringen leder 
till en rejäl ökning av känsliga dataflöden för El-distributörer och intresset av cyber 
attacker ökar. Både ingående och utgående information behöver processas och lagras 
på olika IT- och OT-system beroende på informationen. Höga krav gällande IT 
säkerhet ställs för att skydda till exempel känslig kundinformation samt en mängd 
varierande tjänster och funktioner som är implementerade i systemen. Typer av 
attacker är till exempel om någon lyckats få kontroll over eltillgängligheten och skulle 
stänga av elektriciteten till hushåll vilket skulle till exempel leda till allvarliga 
fuktskador till följd av läckage från frysen. I den här uppsatsen så har en tillräckligt 
detaljerad referens modell för smart elmätar arkitektur tagits fram för att möjliggöra 
säkerhetsanalyser och för att underlätta för företag i en potentiell implementation av 



smart elmätare arkitektur. Ett verktyg som heter securiCAD som är utvecklat av 
foreseeti har använts för att modellera arkitekturen. securiCAD är ett modellerings 
verktyg som använder sig av avancerade beräknings algoritmer för beräkna hur lång 
tid det skulle ta för en professionell penetrationstestare att lyckats penetrera de olika 
system med olika sorters attacker beroende på försvarsmekanismer och hur 
arkitekturen är uppbyggd. Genom att variera systemens försvar och processer så har 
fyra scenarion definierats. Med hjälp av resultaten av de fyra scenarierna så har 
rekommendationer tagits fram. Rekommendationer i korthet: Använd små och 
distinkta nätverkszoner med tydliga regler som till exempel vilka system som får 
kommunicera med varandra och vilket håll som kommunikationen är tillåten. 
Noggranna säkerhetsåtgärder hos systemadministratörens dator. Användningen av 
IPS: er, genom att placera och använda IPS: er på rätt sätt så kan man fördröja 
attacker med mer än 46% enligt jämförelser mellan de olika scenarier. 

Keywords. Advanced Metering infrastructure, AMI, Smart meter infrastructure, 
smart meter, securiCAD, DSO, Enterprise architecture, system architecture, 
architecture analysis, cyber security analysis, network security.  
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Abbreviations and Acronyms 
 

Table 1. Acronyms 
 AMI Advanced Meter Infrastructure 

CAD Computer Assisted Design 

CIS Customer Information System 

DAN Distribution Automation Node 

DC Data Concentrator 

DMS Distribution Management System 

DMZ Demilitarized Zone 

DRAACS Demand Response Analysis and Control System 

DSO Distribution System Operator 

EA Enterprise Architecture 

EAAT Enterprise Architecture Analysis Tool 

EAM Enterprise Asset Management 

EU European Union 

FS Forecasting System 

GCC Grid Control Center 

HAN Home Area Network 

HE Head End 

IT Information Technology 

MDMS Meter Data Management System 

MMS Meter Management System 

NAN Neighbor Area Network 

NMS Network Management System 

OMS Outage Management System 

OS Operating System 

OT Operational Technology 

RF Radio Frequency 

TCC Telecom control Center 

TTC Time To Compromise 

VPN Virtual Private Network 

WAN Wide Area Network 
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1 Introduction 

The precursor to the first electrical meter was the gas meter due to gas was the standard before 
commercial consumption of electricity became an available commodity for common households and 
factories. Similar meters as the gas meters were adapted to the electricity market. The main 
functionality of an electricity meter is to measure the quantity of electricity used by a consumer e.g. 
residence or a company to allow the operator to bill the consumers, depending on the consumed 
amount of electricity. This has evolved over time and in line with the progress of the smart grid the 
functionalities has been extended to control electricity consumption and to provide meter information 
as an input to power state estimation. Throughout the history of gas and electrical meters, meter data 
were collected manually by a field operator, or by prepaying directly into the meter with coins like a 
prepaid phone or a parking ticket machine. This was the case until the automated meter reading 
(AMR) was introduced year 1977 which enabled communication from consumer to distributor 
through for example telephone line.1 AMR only required one-way communication from the consumer 
to the DSO. These where to big and expensive to be use in ordinary households and only used for 
commercial and industrial purposes, it was not until the middle of the 1980s before the common 
household had the opportunity to install automated meter reading meters. New communication 
technologies helped to take AMR closer to what we today call Advanced Metering Infrastructure 
(AMI), however it was the elevated interest of new meter technologies and especially the functionality, 
demand response that really pushed DSO in the direction to AMI[1]. AMI is a two-way 
communication where the meter can receive interesting information about the electrical prices and for 
e.g. wind forecasts so the usage of green power can be fully optimized and to potentially lower the 
costs. [2]  
The demand for energy is increasing with great speed all over the world meanwhile the need for a big 
decrease of CO2 emissions[2]. In 2007, the European Union agreed upon a set of goals to reduce CO2 
emissions and energy consumption, as well as raising the shares of green power and the energy 
efficiency. More precisely the goals for 2020 is: 
1. 20% cut in greenhouse gas emission (compared to 1990 levels) 
2. 20% of EU energy from renewables 
3. 20% improvement in energy efficiency 
 
This is called the 20-20-20 targets[2, 3] , even longer-term targets are set for year 2030 and 2050. 
 
Reaching the goals for 2020 is of most importance. For example if the emissions don’t peak by 2020 
and continue to decrease, it may not be politically and economically feasible to reach the target of a 
50% reduction of CO2 gas by 2050, compared to 1990 levels [4]. 
 
In order to reach the energy efficiency target the European Union has adopted a number of 
measures[5]: 

1. A reduction of 1.5% in national energy sales (annually) 
2. Energy efficient renovation of at least 3% of government owned and occupied buildings 
3. Mandatory energy efficiency certificates accompanying the sale and rental of buildings 
4. Minimum energy efficiency standards and labeling for a variety of products. 
5. The preparation of National Energy Efficiency Action Plans every three years by EU 

countries 
6. The planned rollout of close to 200 million smart meters for electricity and 45 million for 

gas by 2020 
                                                             
 
1 https://en.wikipedia.org/wiki/Automatic_meter_reading#Brief_history 20/2 2017 



 
 
Dept. of Electric Power and Energy Systems  
KTH, Royal Institute of Technology, Stockholm, Sweden 
 

-7- 

 
 

7. Large companies conducting energy audits at least every four years 
8. Protecting the rights of consumers to receive easy and free access to data on real-time and 

historical energy consumption. 
 
This thesis aims to be put forward a reference model that could be used as a support for enterprises 
that are an affected by, point number 6 above - “The planned rollout of close to 200 million smart 
meters for electricity and 45 million for gas by 2020.” In the manner of providing a detailed AMI 
reference model and recommendation about cyber security issues involved in AMI. The result of the 
rollout is calculated to reduce emissions by 9% and an annual household energy reduction by 
comparable amounts[1]. When a smart device is going to be delivered to almost 80% of the 
households in Europe there is lot of things that needs to be considered included cyber security and 
customer privacy. These issues are addressed by the European Commission, in forms of 
recommendations and regulatory requirements [1].  
 
To achieve a model that provides enough details to support a DSO reach and maintain required 
security level a detailed mapping of systems and data collection must be conducted. Mapping includes 
how systems are connected to the enterprise IT architecture including network topology and 
accessibility between the systems. Data collection covers for example information about system 
defense mechanisms, firewall and management policies. There are few reference models that are 
detailed enough, two examples are presented in [6, 7]. However, these are only including the logic 
level with some additional texts to complement for example protocols and data flows, nothing about 
the enterprise networks et cetera. 
Essentially there is no reference model detailed enough to be able to compose a sufficient cyber 
security analysis of the AMI 
 

2 Background 

In this chapter, the purpose and objectives of this master thesis are presented. Followed, with a brief 
introduction to reference architecture models and enterprise architecture, both in general and more 
specific against advanced meter infrastructure. Followed by some background information to cyber 
security both in general and some specific mechanisms that have been used and configured in the 
model presented in this thesis. 

2.1 Purpose and objectives 

The purpose of this thesis is from a cyber security standpoint, to create a good basis and to support 
DSO’s implementation of Advanced Meter Infrastructure. To maintain a high security level although 
that the implementation of AMI entails new potential cyber security threats to the enterprises IT-
infrastructure, and to be able securely handle the privacy and integrity towards their customers.  
 
The objectives of this thesis are the following: 
1). Create a detailed smart meter reference architecture model, of a typical AMI. To be able to do 
automated cyber security analysis calculations. Using previous work done by Foreseeti at an DSO and 
other available AMI-models.  
2). Validate the models done in 1) as far as applicability with other AMI and DSO models.  
3). Formulate security recommendations to the reference architecture based on the result from 
calculation done by securiCAD.  
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2.2 Reference model 

Modeling enterprise architecture is a lengthy and complex process especially when several levels of 
abstraction are included in the model but where. Generally, there is a pre-phase that includes months 
of interviewing people to be able to collect enough data, intelligence and knowledge to be able to 
understand the enterprise before one can start the actual modeling process which also most likely a 
tedious process.  This is done to support the management of technology and other decision makers of 
the enterprise to make as informed decisions as possible. For instance, when an enterprise examines 
the need to invest into new IT-systems. To make the decisions even more informed and reliable 
decisions, one should apply analysis of different attributes of the models.[8, 9] This will lead to even 
more time spent on interviews and other data collection methods to be able to do certain analysis and 
even though there are efficient enterprise architecture tools with built in automated analysis its 
remains a time costly process. One approach to lower the time spent is to use and reference models.  
 

2.2.1. Enterprise Architecture 
“That set of descriptive representations (models) that are relevant for describing an enterprise such 
that it can be produced to management’s requirements (quality) and maintained over the period of its 
useful life (change) ” John A Zachman [10, 11]  
Enterprise Architecture (EA) is a tool to implement a strategy by exploring and reshaping structures 
in the enterprise[10]. It helps an enterprise to take the step from vision into execution, to evolve into 
a future state, it helps informing management and governance to take decisions[8, 9]. This can be 
done by modeling an “As-is”-scenario and a “To-be “-scenario complimented by a GAP-analysis[12]. 
This is done by using enterprise architecture tools such as [13-16] all with varying functionality, some 
only to visualizing system and their connection other with extensive analytical abilities e.g. the KTH 
developed tool for enterprise architecture analysis EAAT-tool[17] that has the ability to do analysis on  
for example the attributes cost, availability[18, 19], modifiability[19, 20], data accuracy[19], 
interoperability[21], utility[19], application usage [19]and cyber security [22, 23].  
 
Enterprise architecture reaches from modeling only IT-systems with simplified connections 
representing data traffic between them, to every flow in detail, further to mapping business processes. 
For instance, to model the processes of a company’s first line support from received issue to resolved, 
from a customer’s order to delivery including all involved processes, data flows and IT-system 
necessary to resolve an issue or to complete and order. Typical EA frameworks do include all these 
elements talked about, boiled down to business, technology and data.[10] Modeling EA is a costly 
effort and to minimize the cost, enterprises focus the modeling covering only the most essential 
systems to the business and their connections between. But to be able to conduct automated EA 
analysis the model requires a higher grade of details such as information about the systems and more 
systems involved in the business processes and sometimes even the processes connected to the 
systems. One solution to this could be the use of reference models and reference models, another 
common solution is automated data collection.[24] 

2.2.2.  The concept of reference architecture 
According to Bernus & Noran enterprises in the 80´s and 90´s started to develop proposals to handle 
the complexity of their systems with different solutions that can be referred as reference architecture.  
The proposals were divided into two types of reference architecture type 1 and type 2. Type 1 is called 
reference models or partial models with other words can be called applicable blueprints. Type 2 also 
called “life-cycle architectures” since the idea behind it is that to be able to organize and accomplish 
changes of the enterprise, one needs to understand the life cycle of the enterprise and its parts. These 
two can also be referred to as partial enterprise reference architecture (PERA) the other Generalized 
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enterprise reference architecture (GERA) respectively, the most common and most referred to in 
literature using reference architecture is type 1, PERA[24].  
Cloutier et al. put forward an working definition of a Reference architecture and it is as follows: 
Reference architectures capture the essence of existing architectures, and the vision of future needs 
and evolution to provide guidance to assist in developing new system architectures.[25] Further a  
Reference architecture should provide 1.) A common lexicon and taxonomy. 2.) A common 
architectural vision. 3.) Modularization and the complementary context.  
The need of a reference architecture to provide such help starts often starts to appear when an 
enterprise reaches a critical mass of for example a products whole lifecycle when it reaches this critical 
mass in production. 

2.2.3.  Reuse as purpose  
The main purpose of reference architecture is to reuse knowledge and experience from different parts 
of a certain domain’s architecture, weaved together into a model[24]. Reference models do exist in 
many varying fields such as [26-28]. Although reference architecture is widely spread throughout 
different fields, it is system engineering that is the subject of most literature of how to apply reference 
architecture. To be able to reuse a reference architecture Robinson et al [29]has identified a couple of 
factors that is crucial for reusing the models which is divided into two parts. The first parts include 
validity and credibility of the model, the second part, costs and benefits of the reuse. According to 
Robinson a model can increase its credibility by increasing the level of difficulty of the tests. Yet, if 
the model is about to be used in a different field than its original purpose it must go thru the test 
process again to test it credibility in the new environment. Validity factor can’t be fully being achieved 
by tests but its recognized by how well the model goes from tests to real life outcome. For the cost 
and benefit factors [44] puts forward a simply formula to calculate if terms of reuse the model is of 
worth if KN	 < 	C, KN	 = 	 (C	 + A(N − 1))/N 
Where: 
C = cost to develop the software for its first use, 
A = cost to adapt for reuse each time it is reused, 
N = number of times that the software is reused, 
KN = average cost/use. 
The authors admit that’s this financial model is a substantial simplification of real life but it illustrates 
the idea of the factors in a simple and good fashion. 
 

2.2.4. The use of reference architecture in EA 
EA raises the requirements regarding quality and quantity of the data and due to be able to include 
sufficient analyzes of proposed reference architectures, thus EA adds to the complexity to create a 
reference model, in [24] Matus Korman et. al identified a set of requirements to aid EA modelers and 
others on how to make a reference model.  
The requirements are as follows: 

• The availability of a reference model shall offer the potential for the modeler to either reuse 
modeling content or to so save modeling effort, or reuse otherwise unavailable knowledge, 
as compared to a situation without the reference model. 

• A reference model must be able to express a snapshot of a piece of concrete architecture. 
• A reference model shall be able to express uncertainty in case several architectural 

alternatives are common for the architecture under consideration (e.g., several values or a 
range instead of just a single value; or several structural alternatives instead of just one 
structural alternative). 

• A reference model shall be able to express validation constraints, to enable a software tool 
issue warnings to the modeler upon omitting important aspects of what needs to be 
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modeled for correct representation, or breaching constraints that need to be complied to 
with regards to a given domain and the modeled architecture. 

• A reference model shall be able to express logic for suggesting default alternatives, best 
choices, or best guesses when applicable. 

• A reference model shall be possible to further specify and arbitrarily modify according to 
the modeling needs. 

The paper clarifies that is not the reference model itself is not supposed to provide all the 
requirements but rather that the modeling tools used should be able to support the user in these 
requirements. [23] 

2.2.5. Advanced Meter Infrastructure Reference Architecture  
The demand for reference models around Advanced Metering Infrastructure (AMI) is growing. 
However, most the models encountered is very vague, low-detailed, and describe the infrastructure 
with just some few entities (mainly to illustrate the architecture for the reader to get a quick overview). 
There are few reference models that are detailed enough to be of use, two examples are presented in 
[6, 7]. However, these are only including the logic level with some additional texts to complement for 
example protocols and data flows, nothing about the enterprise networks et cetera. 

2.3 AMI Network Security 

Handling sensitive information about customers and systems, security is needed, whether you are a 
mobile phone operator or a DSO. Examples that fit AMI connected to the basic principles if 
information security the core principles of information security also known as the CIA triad that’s 
include confidentiality, integrity and availability[30]  

• Confidentiality, represent privacy at the customer side. Non-authorized persons should not 
be able to access information about their energy usage.[30] 

• Integrity, theft and preventing changes to data flows. Both between the smart meter and the 
DSO and between DSO systems. If services like power supply would be shut down or 
power consumption billing is tinkered with, it would create damage and a great mistrust of 
the customers.[30] 

• Availability, denial of service attacks, prevention of unauthorized access.[30] 
• Accountability (Non-Repudiation), Denial of action that took place. Critical for financial 

transactions and control commands flow, could be problematic due to that the systems are 
purchase from many different vendors.[31] 

 
Others security concerns to key parts of the infrastructure is: 

• Hardware security vulnerability on meters and data concentrators (DC) could be very 
expensive due the large number of hardware that need to be changed if a security hole 
would be found and therefore very hard to undertake.[32] 

• Smart meters are located in insecure locations and therefore easy for an attacker to take it 
down and find security issues.[32] 

• Some smart meters communicate through cellular networks, which can limit the 
possibilities of the security needed.[32] 

• Many systems has needs access to systems like HE, MMS, and MDMS, which means that 
there is an equally high demands on network security of all the systems including in the 
AMI.[32] 

• With the enormous amount of data that flows through the HE with different protocols and 
security requirements will need many security solutions though it’s not likely that one 
solution would fit all.[32] 

Further examples are described in section 2.4. 
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As mentioned above the number of public reference architectural models, in the field of AMI, that 
are detailed enough to support for e.g. network security analysis is very few. After all the purpose of a 
reference model is not to perform security analysis itself, but to give guidance and support to a user 
when example implementing new systems to the infrastructure. However, a detailed model could be 
used as a tool to prevent and foresee unnecessary and potential security issues. There is some 
architecture reference model such as [8] that do security analysis, but is not included in the models 
itself, its added to illustrate how systems are connected etc. to support the report. The challenge 
addressed in this report is to make a reference model for AMI supporting security analysis by using 
collected data and earlier work done by foreseeti and KTH in similar projects combining it with 
existing reference models of the advanced metering infrastructure. This is all implemented as 
securiCAD models in the foreseeti tool. 

2.4 Cyber Security 

Many companies have important and sensitive resources that need to be protected from cyber-crimes 
or so called hacker attacks. This includes information about employees, suppliers and customers, e-
mails, confidential documentation.  
Examples of attacks that could be used to compromise sensitive information mentioned above, could 
be for the attacker to impersonate a simple mail transfer protocol (SMTP) server and an employers or 
users e-mail address, then the attacker can receive e-mails addressed to that user or employee. 
Usernames is commonly used to address users in emails and can easily send request for a new 
password sent to the e-mail. Instead of impersonating a user requesting a new password from the IT-
department this could be used the other way around. Thus, the attacker impersonates the IT-
department sending an e-mail to an employee requesting them to install a new patch which in this 
case could be a software that compromises the employee’s computer and possible could spread to 
other computers and systems connected in the same network. Beyond sensitive information that 
needs to be protected, there are lots of functionality and services in a smart grid that needs to be 
secure from cyber-attacks. Functionalities of a smart grid can be explained to be a technical function 
that helps the DSO to change from a passive to proactive management for e.g. voltage regulation, 
curtailment commands, fault current limiting and power flow control.[33] While a service is for e.g. 
power consumption billing and power delivery. If some of above mentioned functionality or services 
would be compromised where the attacker for example gained control over voltage regulation or fault 
current limiting functionalities, the consequences could be severe. [34] 
There are many other possible types of attacks an attacker could use especially if the IT-department is 
not prepared for the task.  The two most important weapons a company has against cyber-attacks are: 
1) To train their staff, sufficiently in cyber security including both all employees and IT department 
but in various degree.  2) Secure Infrastructure, to support IT-department to prevent potential cyber-
attacks.[30] 
Top level cyber security goals are rather independent, of the specific field of enterprise. In general, the 
goals are confidentiality, integrity, availability as mentioned in 2.2 this also of course includes 
DSO’s[35]. To be added to those three pillars, authentication and authorization[30]. Authentication is 
the process of identify a process, system, user and so on but it also must be authenticated to know 
what and if it’s going to be granted access to the system it wants access to.  
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Figure 1.  Illustration of an organizations access control with the four pillars of network security 
according to [30]. The figure is a remake of figure 1-1 in [30] 

2.5 Defense mechanisms  

Here follows a shorter introduction of the security technology used in the reference model.  The main 
technology defenses used are firewalls, Intrusion Detection System (IDS) and Intrusion Prevention 
System (IPS). Operation system level, management mechanisms and access control security is also 
described. The defense mechanism and attack step attributes of each entity used in the model, is listed 
and briefly explained in the sections 3.1.1- 3.1.4 
 

2.5.1. Management security  
• Change control, is a management process to handle changes in the architecture correctly. If 

done properly the potential vulnerabilities is much easier to find and the probability of the 
vulnerability to occur due to changes in the architecture is lesser. Changes in this case can 
for example be to add or remove systems and changes in software like updates and patches. 
[36, 37] 

• Host hardening, is the process of remove or disable unwanted and unused software to 
minimizing security vulnerabilities at the host. [38] 

• Patch management includes acquiring, testing test and installing multiple patches. Hence 
patch management tasks cover revision control, decision making regarding what patch is 
applicable for some systems and that they are installed and tested accurately1. 
 

Change control, host hardening patch management is all included in zone management in securiCAD.  

2.5.2. Operating system level security 
Operating system is the software that link together software’s and hardware by providing access to 
the hardware for e.g. CPU and memory to the installed software. Further it must provide mechanisms 
like file systems, memory management systems and network protocols stacks. There are two 
mechanisms in an OS that ensures the basic security, that is resource - and scheduling mechanism. 
The first sets boundaries between objects so they don’t interfere with one other, to avoid file systems 

                                                             
 
1 http://searchenterprisedesktop.techtarget.com/definition/patch-management 18-02-2017 
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to grant a process request to overwrite disk space allocated to other files. The second is a scheduling 
mechanism that ensures availability of resources to processes, to block denial of service attacks. [39] 
The functionality of the system intended for the operating system could limit the security. E.g. the 
CIA triad could limit the system in the following way. Confidentiality may restrict processes and users 
to read essential information to complete their tasks, Integrity prevent processes to write, thus to 
change data if something need to be changed to be up to date. Availability to limit the system 
resources to a certain process that need more memory.  

Access control 
Access control, authenticate and authorizes users, processes etc. to  do operations on objects. Figure 1 
above visualizes a user authentication and authorization in a system. Access control can according to 
[39] can be divided into two fundamental concepts of access control protection system and reference 
monitor. The control protection system is where the rules of the access control and the reference 
monitor that enforces the set rules. 

2.5.3.  Network security technology 

Firewall 
Firewalls are a kind of computer or a piece of software on a computer, which is placed between a 
network and other networks connected [40]. The firewall is like a gateway with security features. 
Depending of the software and how the software is configured the router main functionality is to 
prevent unwanted connections to get to initiate a communication line with a system, check for 
unwanted packets. A firewall is not only used to keep out connections from outside the enterprise but 
also to from packets from inside the company for example if an employee sends information that are 
not allowed to be shared or leave the enterprises networks the firewall should be able to drop the 
packet when found. This is done by setting up multiple rules on what packets the firewall should 
allow or deny.[30, 41] 

IDS and IPS 
Intrusion detection is the process to identify unauthorized packets, connections and so forth. IDS are 
software that runs on a sensor that reports to its base station if an intrusion is detected. [42-44]. 
Intrusion from outside the network will hopefully be stopped by a well-configured and tuned firewall, 
but an intrusion that comes from inside the network, will not go through the firewalls rule set. In this 
case, a IDS connected to the in the network (nIDS) will be able to notify the network administration 
about the intrusion. Even though it seems unnecessary to place an IDS “outside” the firewall due to 
the firewalls futures will stop the attack. It can be used to make sure that the firewall is configured 
correctly and stops all attacks from outside the network. Naturally having a IDS on both sides of the 
firewall the most efficient way[43]. In addition to nIDS there is host based IDS (hIDS), which detects 
attacks on the networks infrastructure such as routers and switches. There are two techniques used by 
and IDS to detect intruders[43, 45]: 

• Statistical Anomaly Detection 
Monitor and compare traffic to what is known to be trusted, “normal” traffic, looking at for 
example used protocols and bandwidth.[44]   

• Signature Detection 
Is the technique where the IDS looking for known malicious strings of code or packet 
sequences known to be harmful, thus looking for known signatures made for intrusion. [44, 
46] 

 An IPS can be explained as an IDS including the functionality of a firewall with other words a 
reactive IDS. Thus it uses the IDS functionality to monitor and then allow or drop packets[44].   
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3 securiCAD 

securiCAD is a Computer Assisted Design (CAD) based tool developed by foreseeti. The purpose of 
the tool is to do cyber security analysis on enterprise IT-environments models. As related enterprise 
architecture tools such as the Enterprise Architecture Analysis Tool (EAAT) [17], securiCAD works 
effectively on models of the current IT-environment  “as is” and planned or experimental “to-be” – 
scenarios. securiCAD is a derived, yet independent, version of the Cyber Security Language 
(CySeMoL) and EAAT both developed by the department of Information and Control System at 
KTH.[47] 
To perform the analysis securiCAD uses attack graphs to calculate and to visualize the result in form 
of highlighted weaknesses in system and potential attack routes. securiCAD has a library of 20 assets 
types such as host, access control, software product and servers etc. All these assets contain a unique 
set of properties e.g. the asset access control, set of properties is Back off, enabled, No Default 
Password, Password policy Enforcement, salting, Access, Compromise, and Extract password 
repository that are separated into two categorization Defenses and Attack Steps. This applies for all 
assets with the exceptions that some assets only contain either Defenses or attack steps properties, 
more details about the properties is listed in section 3.1 below.  In addition to the 20 assets there are 
an attacker with various options of attacks depending on what asset it is connected to. 
The defense properties can be configured before the calculations, or be set at a chosen default value. 
Heat maps together with attack graphs gives the user a quick and comprehensible view of where 
vulnerabilities are and of which kind of attack the system is exposed to. The deeper red an attribute is 
colored, the more successful the attack was at that attack step attribute. The same principle applies to 
the defenses but instead of a scale of red, grey is used. It represents that a defense (or the non-
existence of such) is used by the attacker to breach the system, if a defense is transparent it does what 
it is supposed to do. Heat maps are very good to get an overview of the architecture's vulnerabilities 
but it is also hard to see the difference between two similar shades of red, see Figure 2 below. 
Therefore, one can also choose to export the calculations to CSV files. [47] 
Taking a closer look at one attack, securiCAD shows a graph with an average time for the attacker to 
compromise an asset. This is determined for each attack and malicious activity. And in addition, the 
user is also able see the attack influence on a chosen asset and property, with information like, all the 
paths, fastest path, and the most critical path of the attack. As explained by Mathias Ekstedt et. al in 
securiCAD by foreseeti [47], Vulnerability probabilities are based on: 1) Logical necessities, e.g.: if the 
firewalls allow you to connect to A from B and you have access to B, then you can connect to A. 2) 
Others’ scientific studies, e.g. time-to-compromise for authentication codes and patch level vs. 
patching procedures. 3) Experts’ judgments, own surveys to researchers and security professionals. 4) 
Own experiments, lab and cyber defense exercises.[22-24, 47-49]1 2 
The simulations are based on probabilistic attack graphs like Bayesian network with the addition of 
security research and expertise. [10-12] 

                                                             
 
1 SecuriCAD User Manual, unpublished 
2 www.foreseeti .com/products 
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Figure 2 Screenshot from securiCAD, where you can see heat maps and attack graphs of the entities 
on the left side of the picture and the probability distribution of the attack on a property (to the right 
of the picture). 
If we take a closer look at the upper right corner we got a graph that tells us how long time a 
professional penetration tester would need to get a certain percentage to succeed with the attack. So, 
in this case looking closer at the graph on the right of Figure 2 or the zoomed version, Figure 3 
below, a professional pen-tester would need around half a day to compromise this entity with a 5% 
chance. Little more than six days to get 50% chance to succeed with the attack and it would take more 
than 10 days for 100 % chance to succeed. 
 

 
Figure 3. Graph that shows how long time a professional pen-tester would need to succeed with a 
particular attack.  
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3.1  Class model  

The purpose of Figure 4 is to show how objects can be connected to other object and their different 
roles or dependencies they can take depending on which object it connects with. All objects and 
associated attributes are included in the picture. Corresponding class model of CySeMoL can for 
example be found here [23] and [49]. 
 

Figure 4. Simplified class model of how objects in securiCAD can connect with each other and their 
mutual roles. Attack steps are placed over the dotted line and defenses below in those objects that 
have both defenses and attack steps 

 

3.1.1. Attack steps and Defense mechanisms in securiCAD of Host and Access 
Control 

 
In this section, the defenses and attack steps of the host object attribute (attack steps and defensive 
mechanisms) used in securiCAD.  
Host object is one of the key objects in securiCAD, called operating system in CySeMoL, it presents 
the actual host in networks and the object that users interact, it could for example represent a 
workstation or a server station. Host-object connects with several other objects like service, client, 
network, software product, IDS and so on with different roles as seen in Figure 4.  



 
 
Dept. of Electric Power and Energy Systems  
KTH, Royal Institute of Technology, Stockholm, Sweden 
 

-17- 

 
 

 

Table 2. Description of the attributes of the host object.1 
Host, defenses Description 
Address Space Layout 
Randomization (ASLR) 

ASLR, makes it hard to tell where in the systems memory certain 
information is resided.[50] 

Anti-Malware Is there any anti malware software included and activated in the 
Host-object 

Data Execution Prevention 
(DEP) 

The purpose of DEP is to prevent attacks that use code injection 
as their attack vector. And only allowing data located at an 
executable area of the memory 17to be executed.[51] 

Host Firewall Does the Host have any local firewall software activated?  

Patched  Determine the possibility if the host is up to date with the latest 
patch.  

Static Address resolution 
protocol (ARP) tables 

Is the host only communicating with known and fixed addresses 
within the network? ARP tables matches IP-addresses to 
associated physical MAC-address. The best and safest way to avoid 
ARP attacks is to manually assign static ARP entries to hosts but 
this is not suitable for a dynamic set up.  [52] [53] 

Host, Attack steps 
 

 

ARP cache poisoning Can be used to perform a Man in the middle attack (MITM). An 
attacker can impersonate a trusted host on the network to gain 
sensitive information. [53] 

Bypass Anti malware  An attack where the attacker tries to bypass the anti-malware to be 
able to compromise the host.  

Bypass Intrusion detection 
system (IDS) 

Same as above but the attacker tries to bypass the IDS instead. 

Compromise  Is the attack step where the attacker succeeds to take control of the 
Host.  

Denial of service (DOS) Block the host from outgoing and incoming connections.  

Deploy Exploit  The possibility to deploy an exploit to a vulnerability 

Entrance To gain access to the host by bypassing the normal authentication 
process. 

Execute arbitrary code Attack where the attacker uses vulnerability in software to be 
execute its own written code against the host [54] 

Find Exploit Find an exploit fit to a system vulnerability  
Find unknown service Find a service that is not known to the host´s administrator 

Get product information Get information about the product to be able to perform other 
attacks  

UI access Get access to the host from either physical login or remote login 

USB access To get access to the host from the USB interface 

                                                             
 
1 Attribute descriptions without citations are collected from foreseetis unpublished SecuriCAD user manual. 
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Access Control 
In securiCAD hosts does not have any access control mechanism, thus a host does not require any 
sort of authentication to access the system without an enabled access control object connected.  

Table 3. Description of the attributes of the Access control object1 
Access Control, Defenses  

Back off The phenomenon that a login functionality introduces a delay, 
often increased, between each failed login attempt. 

Enabled   
No Default Password Has all the product default passwords been changed. 

Password Policy Enforcement Is there a policy how complex password must be to be approved 
by the software? 

Salting The strategy to extend all passwords with extra characters before 
scrambling them, making identical passwords look different when 
scrambled. 

Access Control, Attacksteps  
Access The possibility to reach the Access Control functionality (but not 

traverse it). 

Compromise The possibility to control/own it. 
Extract password repository The possibility to read the passwords accepted by the 

Access Control. 

 

3.1.2. Zone management1 

Table 4. Description of the attributes of the Zone management object 
Zone Management, 
Defenses 

Description 

Anti-Malware Policy Do all the host has antimalware software installed and tuned. 
Change control To keep track of changes in the architecture helps to find 

vulnerabilities and increases the chance to minimize cyber attacks  

Host Hardening Only used services, functionality, software ports and ports such as 
USB-ports should be active, all other disabled.  

Host Firewall   Is there firewalls implemented in the hosts. 

Patch Management   Is all hosts regularly updated? 
 

3.1.3.  Software Product1 
 

Table 5. Description of the attributes of the Access control object1 
Software Product, Defenses  

Has vendor Support Do the software has support from the vendor.  This have affect if 
patches are available patches  

                                                             
 
1 Attribute descriptions are collected from foreseetis unpublished SecuriCAD user manual. 
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No patchable vulnerability   The software does not have any vulnerability that there is a patch 
for.  

No Unpatchable vulnerability   T  The software has no vulnerability that is not possible to patch  

Safe Language   Computer languages are using different ways of accessing the 
system memory that can lead to vulnerabilities of the memory. 
Languages that support arbitrary pointer arithmetic, casting and 
deallocation are typically not safe.[55] 

Scrutinized   Is the software tested for vulnerabilities 

Secret binary   Is the software´s binary source public available. 

Secret source   Is the software´s source secret. Where the opposite is open source 
that is available for the public to review  

Static code analysis Is usually performed as a part of code review, and is mainly used 
to help the reviewer to focus on security related code to find 
vulnerabilities more effectively. Thus, is used to find parts of code 
where the vulnerabilities are located rather to find the 
vulnerabilities itself. 

Software Product, 
AttackSteps 

 

Develop Exploit For Public 
Patchable Vulnerability 

The possibility to develop an exploit for a vulnerability that 
there is an available remedy/update for. 

Develop Exploit For Public 
Unpatchable Vulnerability 

The possibility to develop an exploit for a vulnerability that 
there is no available remedy/update for. 

Find Exploit For Public 
Patchable Vulnerability 

The possibility to find an already developed exploit for a 
vulnerability that there is a patch for and make use of it. 

Find Exploit For Public 
Unpatchable Vulnerability 

The possibility to find an already developed exploit for a 
vulnerability that there is no patch for and make use of it. 

Find Public 
Patchable Vulnerability 

The possibility to find out that the Software Product has a known 
vulnerability that there is a patch for. 

Find Public 
Unpatchable Vulnerability 

The possibility to find out that the Software Product has a known 
vulnerability that there is no patch for. 

 

3.1.4. Security technology1 
Here is the technology that is used as security technology in the model presented 

Table 6. Description of the attributes of the IDS object 
IDS, Defenses  
Enabled  

Tuned 

Are the IDS tuned to the network traffic  
Updated Are the IDS up to date regarding software and  
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Table 7. Description of the attributes of the Firewall object 
Firewall, Defenses  
Enabled  

Knows Rule Set Defines if the firewall rules are fully known to the administrator. 
This is the normal situation but during an attack, if an attacker 
manages to open extra ports or communication possibilities, they 
are not known to the administrator, the Known Rule Set attribute 
may be changed. 

Attack steps  
Compromise The possibility to control/own it. 
Discover Entrance The possibility to find out what connections are allowed by the 

firewall rule set. 

  



 
 
Dept. of Electric Power and Energy Systems  
KTH, Royal Institute of Technology, Stockholm, Sweden 
 

-21- 

 
 

4 Method and implementation 

Primarily this work was done by firstly studying various available reference architectures for AMI incl. 
reports from different AMI-system vendors and research on AMI, AMI-security and smart grids, 
modeling the reference model in securiCAD and do analysis by the calculation done of the finished 
model with various defense set ups. Some parts were done simultaneously especially the modeling and 
analysis process.  
 

4.1 Study of materials. 

In this section I present the order of how the study about AMI and cyber security was researched. 
This is also outlined in a process chart in below 

1) Understanding the importance of AMI and the need of detailed AMI-models 
2) Collect and read papers on AMI and smart grid and AMI- architecture and models 
3) Studying CySeMoL and SecuriCAD.  
4) Collect and read information about AMI-systems 
5) Studying Cyber security basics and specific attacks and defenses used in SecuriCAD 

 
Figure 5. Workflow of the study of materials. 

4.2 Modeling process:  

The model is created in securiCAD and the process of the modeling is outlined in Figure 5. 
1) Started with modeling the logic level with Figure 8 and Figure 9 as the main inspiration. 

Connecting the systems with data flows between the systems. 
2)  Adding protocols to data flows and software products to systems. 
3)  Modeling users, such as admins operators and technicians connect them to system by 

adding user account and access control to associated systems. 
4) Adding the network layer to the systems, with networks, routers, firewalls, IDS, and IPS. 
5) Adding the attacker to the model. 
6) Define the different scenarios and insert the different defense attribute values according to 

the set up for each scenario. 
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7) The calculations of all scenarios are performed. 
8) Export values, screenshots etc. for all scenarios. 

 
Figure 6. Workflow chart of modeling process of the AMI security reference model. 

4.3 Analysis process  

The analysis part was carried out as follows.  
1) Collecting results. 
2) Present data for selected entities. 
3) Calculate the improvement between scenarios. 
4) Present and analyze the fastest path, thus the path that is the fastest path for an attacker to 

take to be able to compromise an entity from where the attacker is initiate the attack.  
5) Formulate recommendations, based on the results of the calculations and analysis of the 

different scenarios 
6) Analyze the scenarios with the cost of each as a factor 
7) Define two new scenarios to further investigate to be able find the most valuable set up. 
8) Evaluate 
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Figure 7. Workflow chart of the analysis part of the thesis. 

4.4 Reference Model Inspiration 

In this subsection, the list of architectural models that have been used in the modeling process. Figure 
4 is a straightforward reference model, with the most common communication methods included, of 
the logical level from the smart meter to the DSO´s AMI Head End system. The model does also 
state recommended protocols of all the OSI-levels and some brief information the network zones. 
Figure 5 is also a logical level reference model but it is more focused on the internal AMI architecture 
within the enterprise. Figure 9 with data flow details included in the picture, a similar model can be 
found in [6] figure 3. Some systems and roles are omitted from this model such as 3rd party data 
utility website, non-electric meter and 3rd party meter/sub meter. Information about the entities in 
Figure 9 is explained in chapter 4. In Figure 8 Wide area network (WAN) is modeled for each 
communication technology but not the infrastructure of the backhaul. The systems in Figure 9 is 
explained in sub chapter 5.1, 5.2, 5.3 and 5.4. 
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Figure 8. Partial AMI architecture from smart meter to head-end including details regarding data 
flows, networks, and protocols. From [9]. 
 

 
Figure 9. Logical reference architecture with data flow. From [48] 
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5 Model description 

The proposed reference model is divided into three levels of abstraction: 1) Network level - with 
entities like; networks zones, routers, firewalls, zone management, IDS, and IPS. 2) Logical level - 
with all the IT-systems, OT-systems and their data flows. The systems are modeled with a host, a 
client, and a service. This level also includes data store, user, user account, and access control. 3) Data 
flows with associated protocols.  
To make the model views more convenient to understand some entities are hidden and some are 
included across different levels. For example, the data flows are included in the logical level to show 
how the different systems are connected. Some data flows are labeled with numbers, these numbers 
correspond to the number and flow detail from Figure 9. The flows from e.g. smart meter to the 
Head-End are included in the flows between smart meter and the DC and then between DC and the 
HE. This represents the actual flow. 
Key entities are those in yellow in Figure 9, including Smart Meter and DC/access point. 
The following subchapters are categorized according to these key entities and their connected 
neighbors, some systems may appear in several pictures due their connection to more than one of the 
key systems. The connections between the key entities are often hidden; these are instead showed in 
separate views.  
The figures in chapter 6, has a TTC infinity threshold value set to 100 days stating the limit when 
securiCAD shall stop calculating an attack path. Meaning, when an attack takes more than 100 days, 
securiCAD do not continue calculating it. The number of samples is set to 400.  
This report only reflects on some chosen parts of the reference model for security analysis of AMI 
architectures. To get full insight into the work one must look at the model implementation and 
analysis using securiCAD.[24, 48]  
 

5.1 Smart Meter and Data Concentrator 

The most significant variations in a security analysis of the Smart Meter and DC are what network 
technologies to use between the Meters and DC, i.e. the Neighborhood Area Network (NAN) and 
protocols used for communicating. The different common communication types used in these 
networks are Radio Frequency (RF) point to point, RF Mesh, and communication over power lines or 
Public/Private lines. In the WAN area, there are three main different networks used for transferring 
information between DC and Routers to the AMI DMZ network, these are cellular networks, 
Private/Public RF, and Public/Private lines.  
Going from right to left this view includes HAN-display, smart meter, DC, with flows going through 
the DMZ-routers and the to the HE.[24, 48] 
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Figure 10. Systems with data flows from smart meter to HE, including HAN display, Smart Meter, 
DC and AMI HE. 
 

Table 8. System descriptions for the smart meter and data concentrator view. 
System Information 

Smart Meter Two-way communication meter acts as a gateway 
between customer, utility site and HAN devices. 
Measures, records and transmits energy data. [6] 

Home Area Network (HAN) display 
 

Display for with information about notifications, 
price and consumption data. Prepayment 
information. 
It also sends various confirmations, start and end 
times for events, pre payments status and receipts 
to the smart meter. [6] 

PCT/Load Control device Handle load control event notification, HAN 
equipment commands.[6] 

Data Concentrator (DC) A DC is the core of data and energy management 
in an AMI. It provides the technology to measure 
and collect energy usage data. The concentrator 
can also be programmed to analyze and 
communicate this information to the central utility 
database [56]. 
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5.2 Head-End and Network Management System (AMI NMS) 
 
This view contains the AMI HE and NMS with its accompanying systems, Distribution automation 
node (DAN), DMS, Telecom control center (TCC), and CIS. TCC is located at the bottom of the 
picture and AMI NMS immediately above. The Head End is placed in the middle with rest of the 
system above.[24, 48] 

 
Figure 11. Head End and the Network Management System view. 
 

Table 9.  System descriptions of HE and Network Management System vie 
System Information 
AMI HE Receives data from Smart E-meter to the utility. 

The Head End may do some processing of the 
data before making it available to other 
systems.[6] 

AMI NMS 
 

Handle various types of network management 
such as fault management, configuration 
management, network performance management, 
End-to-end security management [57] 

DMS DMS are utilized in OMS processes. It also 
receives real-time status and analog points from 
the distribution system and generation of 
supervisory control commands to distribution 
breakers, switches, voltage regulators et 
cetera.[48] 
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5.3 Meter Management System 
 
In this drill down of the MMS and its neighbors in this architectural layout is presented. Where the 
MMS system is in the figure´s center, with its database connected to its left side. Below the MMS-
system there is access control attached to the system that represent access restrictions like log in 
functionality with associated user account and user. The user account and users that are connected 
through this access control is distribution maintenance planning operation, Construction maintenance 
accounting, warehouse/meter shop technicians, AMI operator and a vendor user. Other systems that 
are connected to MMS in this view are OMS, AMI Forecasting system, CIS, OMS, and EAM. Besides 
these systems MMS is also connected to systems like AMI HE and MDMS.[24, 48] 
 

 
Figure 12. The Metering Management System view. 
 

Table 10. System descriptions of the MMS and connected systems view. 
System Information 
Metering Management System (MMS)
  

Manages meter data and meter operations to 
enable Advanced Metering Infrastructure (AMI). 
A MMS has a great flexibility for operating system 
platforms, database selection, data acquisition 
approaches, look and feel, reporting, and alarm 
capabilities. [58] 

AMI Forecasting System (AMI FS) Keeps track of the number of available smart 
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meters that are ready for deployment and forecast 
expected delivery schedule. [6] 

Enterprise Asset Management (EAM) EAM is a lifecycle management system of physical 
assets in an organization. [59] 

Outage Management System (OMS) OMS handles outage record requests, activity 
records, and planned outage info. [6, 60]  

Customer Information System (CIS) CIS collects customer notifications, billing and 
payment information/confirmations, and service 
order request from customers. [8] 

 
 

5.4 Meter Data Management System (MDMS) 
 
The MDMS is located on the right side of the figure with its database to the far right. Users such as a 
field person and data retriever are connected through an access control to MDMS like the MMS view. 
Systems that are connected with MDMS through data flows in this logical drilldown view, is OMS, 
CIS, and Demand Response Analysis and Control System (DRAACS). Grid Control Center (GCC) is 
connected via the DRAACS.[24, 48] 

 
Figure 13.  The Meter Data Management System view. 
 

Table 11. System descriptions for the MDMS view. 
System  Information 

MDMS MDMS is a key component of the AMI. MDMS 
aggregates, validates and stores and process data 
before it sends it to data warehouse for long-term 
storage. Data that are processed is foremost 
energy usage, generations and meter logs. [6] 

Demand Response Analysis and Control System 
(DRAACS) 

Sends demand responses and event notifications 
to meter and load control devices, to devices and 
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systems in AMI through MDMS. DRAACS 
collect shed load information to be able to 
response to for example a request on a market 
price condition. [6] 

Grid Control Center (GCC) Required to manage the injection of power into 
for example an over loaded grid.  Regarding the 
AMI its sends load control requests. [6, 61] 

Customer Information System (CIS) See Table 10 in section 5.3 Meter Management 
System 

Outage Management System (OMS) See Table 10 in section 5.3 Meter Management 
System 

 
 

5.5 Logical level view  
 
Figure 14 presents the logical view of the architecture. All the key entities and most the entities from 
Figure 8 and Figure 9 are included in this picture some are hidden and some are not modeled at all. 
Figure 13 below illustrates the complexity of the logical view.   

 
Figure 14.  Logical view of the AMI architecture. 
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5.6 Network zones  
 
In this view, all the network zones are presented with associated routers, firewalls, IDS, and IPS. 
From right to left:  Each HAN router is connected to its respective HAN, which is connected to the 
smart meter (hidden) and public Internet. Next is the AMI-NAN, which is the network between a 
smart meter and the DC. In this model, there are four different NAN, such as power lines, public and 
private line, Mesh and point-to-point RF networks. The WAN is the network between the DC’s and 
the AMI head-end that is the first system that process data before going further in to the architecture. 
These WAN networks is modeled to be public/private RF network from power lines 
communications, cellular networks from mesh and point to point RF networks and public/private 
lines from public private lines. A power line DC OS is modeled between these networks to illustrate 
how they are connected. The Wan networks are connected to an AMI-DMZ router (which primarily 
serves to filter out intrusion into the networks and ensure that only the desired system that can 
communicate with systems inside the DMZ. Inside of the DSO there are several networks such as 
OT, IT, backbone, software updater office VPN and system admin networks with corresponding 
routers. The mutual connections between the networks is showed below.[24, 48] 

 

 
Figure 15. Network topology of the smart meter architecture.[48]  
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6 Results 

In this chapter, distributions of selected targets and attributes, attack paths, and what defense 
mechanisms that have been used are reported for our different scenarios. The four scenarios is 
described in the next sub section, with figures Figure 16-19 to visualize scenario set ups.[48] 
The graphs presented below are interpreted like that described in section (securiCAD). The graph 
shows the probability of the attacker succeeding with an attack on a chosen entity with the function 
of days to be able to see how long it would take for a professional penetration tester to succeed with 
the attack.[48]  
There are two tables in subchapter 6.1. The first table, Table 12 contains extracted values from 
securiCAD calculations of the attack step attribute deploy exploit, several key entities is represented in 
this table from all scenarios. The values are describing how long it would take for a professional 
penetration tester to succeed with the attack given in days. Thus each value within a bracket represent 
how long it would take for the attacker to achieve a 5%, 50%, 95% chance to success with a certain 
attack step.[48]  
Attack paths are the attack types and what path that have been applied by the attacker to reach its 
intended target of the attack. In securiCAD, there are two main ways to show which path the attacker 
uses to reach the selected attribute of an entity. These are by attack influence visualized in the model 
by dotted arrows from an attribute to the next possible target of the attack. The second is attack paths 
that are divided into three categories called, all paths, critical path, and fastest path. In section 6.3 
attack paths are presented of each scenario, to limit the report somewhat to the reader, the fastest 
path of selected attributes has been selected to present an attack path. This is a good addition to the 
distribution graphs to find vulnerabilities and to understand the complexity of the attack.[48] 
The number of calculated attributes forced me to make restrictions in what is presented in this report, 
but hopefully it will give an indication of the outcome of the other scenarios and the vulnerabilities of 
the AMI. All results can be found using securiCAD and the proposed reference model.[48] 
 

6.1 Attack Scenarios 

Four scenarios are defined of the AMI architecture with different degree of cyber-security protection. 
For each of the scenario, the functional capabilities of the modeled architecture are kept unchanged, 
while the level of cyber-security protection varies. The attacker is placed at an external web/mail 
server in all scenarios.[48] 
Each scenario is named after each specific set up scheme to give an overview and help to easier 
navigate between them. They have in addition been given a letter from A to D in respective order as 
they are presented to easy refer to them in the text below. [48] 

6.1.1. The Baseline Scenario, A) 
This scenario is the baseline scenario, with only the most basic protection and is the least protected 
scenario. The defenses that are included in this scenario are built in or are very likely to have that 
attribute without the following:  

• Host: DEP and ASLR are set to true. See explanations of the attributes in Table 2 
• Software product: Scrutinize, secret source, static code analysis and has vendor support with a 

probability set to 0.5, 0.5, 0.5 and respectively 1.0. 
• Access control: Is enabled and Hashed password repository is set to true.  
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The attributes mentioned above are basic defensive attributes that is included in all OS’s 
and software prod to implemented in all OS´s (Host in securiCAD), so used in systems 
such as. Firewalls are enabled but only configured with a few, very basic rules.  [48] 

 
Scenario A is the baseline scenario, and the least protected one. The defenses include a few perimeter 
defenses in form of a few rudimentarily configured firewalls, and the defense mechanisms that typical 
operating systems (host, in securiCAD) and software packages tend to provide (e.g., address space 
layout randomization and data execution prevention in operating systems; or vendor support for most 
software). The scenario does not define any advanced security technology such as intrusion detection 
systems, vulnerability scanners and the like. Neither does the scenario define rigorous security 
processes such as patch management, anti-malware policies, security monitoring, etc.[48] 

 
Figure 16. Defense mechanisms set up visualized by entities connected to the MDMS in scenario A. 
 
In Figure 16 one can see the defense attributes of MDMS-, Client, Service, Access Control, Data 
store, IPS, Software product and the IT network with its associated Zone management, Router, 
firewall and IDS. The darker grey the lesser support from the attribute to prevent the attack of the 
attribute. With other words grey represent if the defense is active and no shade of grey of the attribute 
means that the defense is active. As described and visualized in this figure, scenario A does only have 
the most basic defenses attributes active.[48]  



 
 
Dept. of Electric Power and Energy Systems  
KTH, Royal Institute of Technology, Stockholm, Sweden 
 

-34- 

 
 

 

6.1.2.  The Security Management Scenario, B)  
The security management scenario is a scenario where the enterprise has the set-up of scenario A and 
wants to increase the security by invest in trained security management, which leads to rigorous and 
diligent processes and operations such as frequently patching of IT-systems and office computers. 
OT- systems is very challenging to patch and is not commonly patched due to the nature of the 
systems and these systems is placed in the OT-network therefore is the patch attribute set to a 
probability of 0.1. Host hardening, change control processes, antimalware policies and security 
educations for employees (heightened security awareness attribute in securiCAD) are attribute that is 
taken into consideration in this scenario.[48] 

 
Figure 17. Defensive attribute set-up consisting of an IT-system and connected entities of scenario B.  
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6.1.3. The Security Technology Scenario, C) 
In this scenario, the enterprise invests in the quite opposite compared to scenario B, thus it chooses 
to invest in advanced security technology rather than focused on processes and operations handled by 
a management team. IPS and IDS in enabled throughout networks and some hosts within the 
enterprise. Something to note is that IDS has an attribute called tuned which is not activated due to the 
lack of management needed to keep IDS tuned. More information about IDS and IPS is found in 
section 2.5.[48] 

 
Figure 18.  Defense mechanisms for scenario C.  
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6.1.4. High Tech and Management Scenario, D) 
Scenario D is the scenario with the highest level of security, featuring both a very high level of 
technical securement, as well as rigorous and diligent security management processes, thus a 
combination of scenario B and C.[48] 
 

 
Figure 19. Defense mechanism set up for scenario D, here is all defenses in scenario B and C is 
combined. 
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6.2 Simulations 

Four scenarios are defined, as described in the previous section, with different protection schemes. 
These scenarios are used for simulation and analysis with securiCAD. The results of the calculation 
come in the form of a map of time-to-compromise distributions for all attack steps present in the 
model (each class/asset typically defines a few). For the cyber security analysis, we only consider an 
attacker placed outside in the Internet, having access to publicly accessible servers (e.g., web servers), 
public networks, and at the same time, the smart meter. The attacker is assumed to be a professional 
penetration tester with advanced penetration tools at his or her disposal No specific target is defined 
for the simulation of the attacks. Since the simulation produces a map of reachability from the 
attacker’s initial placement, potential targets can be selected and studied after having obtained the 
simulation results. Despite the fact and for the simplicity of presenting the simulation results, a limited 
set of systems is presented, while the mode of compromise of interest is the deployment of a 
malicious payload in an automated manner, and so gaining control of a IT asset, and potentially 
issuing commands affecting the asset, or using it to attack other, directly reachable assets. The systems 
include the smart meter (compromising which would potentially allow the attacker to control power 
supply to the customer, as well as under- or over-report electrical consumption), meter data 
management system (compromising which would allow the attacker to affect customer billing 
records, as well as obtain customers’ electrical consumption data), outage management system 
(compromising which would allow disturbing the utility’s maintenance processes, potentially leading 
to outages and/or customer dissatisfaction), meter management system (compromising which would 
provide the attacker control over any smart meter connected to the utility, potentially leading to 
tampering with power consumption tariffs, cutting power supply, damaging the smart meters etc.), 
customer information system (compromising which would allow obtaining customer information as 
well as maliciously modifying them, including the billing data), head end (compromising which would 
allow causing disturbances to the AMI operation, and potentially also loss of integrity of customers’ 
meter data and the commands sent to customer smart meters), and data concentrator (compromising 
which could lead to local disturbances of metering and eventual power curtailment). Table 6 and 7 
shows the change of the TTC levels between the scenarios and how much they improve in respect to 
each other. In table 7 there are some clarification to be make.[48] 
 

Table 12. Selected analyses for the attribute Deploy exploit. 
Asset Scenario A  Scenario B Scenario C Scenario D 

Smart Meter [4, 9, 16] [5, 10, 17]  [4, 9, 17]  [8, 19, 48] 

MDMS [5, 13, 33] [6, 15, 40]  [8, 38, 100] [12, 41, 100] 
OMS [6, 13, 37] [5, 13, 36]  [5, 13, 35] [8, 19, 47] 

MMS [5, 13, 35] [5, 13, 39]  [8, 34, 100] [11, 44, 100] 
CIS [5, 14, 33] [6, 15, 41]  [5, 13, 38]  [8, 22, 47] 

AMI HE [5, 13, 40] [5, 13, 35]  [7, 30, 100] [11, 43, 100] 

Concentrator [5, 13, 35] [6, 14, 35]  [9, 34, 100] [14, 46, 100] 
AMI FS [5, 13, 32] [5, 15, 38] [5, 13, 34] [7, 21, 51] 
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6.2.2. Improvement between the scenarios  
Table 13. Improvement between scenarios of the selected entities and the attack step Deploy Exploit 
from table 6. 

 A-B A-C A-D B-C B-D C-D 
TTC - 5% 7.5% 27% 97.5% 20% 84% 51% 
TTC - 50% 7% 82% 152% 70% 136% 38.5% 
TTC - 95% 7.6% ≥101% ≥127% ≥86% ≥111% ----% 
 
In Table 13 there are some deviations like the inequality signs in column A-C, A-D, B-C and B-D 
there is also a cell in column C-D without any information. This is due to the TTC infinity threshold 
is set to 100 days which is reached by some entities in scenario C and D, this mean that we don’t 
know the actual TTC-value for that attribute. 

6.3 Attack paths 

 
Figure 20.	Scenario A fastest attack path: MDMS (host) attribute, deploy exploit attacker with TTC 
values for all steps. 
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Figure 21. Scenario B fastest attack path: MDMS (host) attribute, deploy exploit from attacker with 
TTC values for all steps. 
 

 
Figure 22. Scenario C fastest attack path: MDMS (host) attribute, deploy exploit from attacker with 
TTC values for all steps. 
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Figure 23. Scenario D fastest attack path: MDMS (host) attribute deploys exploit from attacker with 
TTC values for all steps. 
 
As visible in the attack paths in all scenarios the fastest paths to MDMS host is through the 
administration PC via MDMS remote terminal client but different set ups slow down the attack. It 
appears that the various protection set ups does not really slows down the attacker until the its finally 
is able to success with the deploy exploit attack step. If we look at the attack steps between system 
administrator PC and the MDMS host in figure 16 -19 visualizes the improvements between A and B 
is almost negligible, while from scenario A and B to C and D the number is improved, e.g. comparing 
Remote terminal system administrator client with attack step compromise from A to D the 
improvement in per cent is [100, 83, 200].  
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7 Discussion 

7.1 Validation and Reliability 

In this discussion subchapter validity and the reliability of the made, reference architecture is talked 
about. First some point of validity and reliability. In Case Study Research, Design and methods the 
author Robert K. Yin [62] divide validity into three tests, Construct Validity, External validity and 
Internal Validity to measure the validity of a research. Below is a brief explanation about the three 
tests, directly taken from [62].  

• Construct validity: Establishing correct operational measures for the concept being studied.  
• Internal validity: Establishing casual relationships, whereby certain conditions are shown to 

lead to other conditions, as distinguished from spurious relationships. 
• External validity: Establishing the domain to which a study findings can be generalized.  

Reliability is explained as to demonstrating that the operations of the study such as the data collecting 
procedures can be repeated, with the same results.[62] 

7.1.1. Validation  
To construct validity, I read and studied, already established reference architectures such as those 
presented in subchapter 4.4 but also models produced in [6] and [7]  was used frequently throughout 
the modeling and writing process. As already mentioned these models is mostly kept at a logical level, 
despite those in [7] that’s goes a little deeper with  and talks some interface and communication 
protocols as seen in Figure 8. But mainly I used models produced at DSO´s, unfortunately that must 
be kept anonymous due to non-disclosure agreement, where I could get a deeper understanding of 
how architecture from a real-life setup of a smart meter infrastructure could be designed and 
modeled. 
Internal validation is performed by studying an architecture model of a DSO´s smart meter 
infrastructure a model also modeled in securiCAD but of an older version. The architecture is 
modeled by Sofia Ljungren and Joar Jacobsson, Foreseeti AB.  
The validation between the models proposed in this thesis and the one made by Sofia and Joar at the 
DSO is done by some pattern matching at key systems, network zones and security technology used, 
to see how well the two models match. Before going deeper into the internal validation, I just want to 
mention that the model and report uses a lot of abbreviations who are not explained and there are 
also some systems that are named after which vendor and or software it runs, not what kind of system 
it is. Therefore, some assumption and educated guesses had to be done to be able compare the 
models. The lack of information and vague names of the systems may be a result of the DSO´s frugal 
willingness to share the information or simply not allowing the authors to include it in the report. 
At the customer site, it uses a functionality of the smart meter where they can communicate and use 
each other as a tunnel to the DSO they do not use a data concentrator to collect and process data 
between the DSO and smart meter and use. Then things starting to get quite hard to see what system 
could be represent what functionality responding to system used in this thesis. To use a further 
example is to take a rough look at the number of system, roughly translated to hosts in securiCAD, 
visible in the model is 15 compared to 31 used in the reference model proposed. This strengthens not 
only the statement that DSO partly withhold sensitive information about several systems but also that 
there are systems has a multifunctional purpose. Data flows in the model is much more detailed and 
specific to certain tasks e.g. billing information transferring compared to the model proposed. There 
is no information about any security technology in the model despite from firewalls. 
External validity: in terms of establishing the domain for this study finding is surely to advanced 
meter infrastructure, this was set from the very beginning and wasn’t something that emerged during 
the process of this thesis. With that said I’m quite sure other domains could use the result and analysis 
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by look of the impact of the differences of set ups with management and technology and may draw 
some conclusions and adopt it to their own domain. 

7.1.2. Reliability 
Without having access to models done at DSO´s, and the reference architecture (Figure 9), this thesis 
would have been most likely built on reference architecture where only the logical components are 
included. The lack of alternative models with the detail-level required for this kind of comprehensive 
security analysis, made the data collection has been quite concentrated and could be repeated with 
similar results as far to the design goes. To collect data for attributes I had a lot of help from plenty 
discussions with people involved in similar projects at the Department of Electric Power and Energy 
Systems at KTH including my thesis supervisor and examiner about what kind of system used for 
certain tasks and how they are customized regarding attributes.  This makes the results of course 
harder to repeat. Obviously securiCAD is key component to be able to repeat the result and foreseeti 
is constantly releasing new builds of securiCAD, resulting that smaller remodeling may be required to 
be able to repeat the result. The final version of securiCAD used in this thesis creating the model was 
Version 1.0.1 Build 201603030904.   

7.2 Limitations 

Some assumptions and simplifications had to be done mainly due to limited information about e.g. 
protocols and software products. 
 
The networks zones are simplified due to limited time to investigate standards within enterprise 
networks, for example is the IT, OT, and backbone networks are most likely divided into smaller and 
more specific zones than currently modeled.  
 
The reference model aims at being more general to provide a reference model that is useful for 
several potential users, other than being a reference model for a specific company. The model should 
be able to adapt easily and quickly to different enterprises that want to make network security analysis 
of their AMI architecture. Also, to be able to use it to test possible future scenarios to make informed 
investments decisions about where to improve network security.[48] 
 
Data flows are modeled as one flow for each connection between two entities. E.g. the flow between 
HE and AMI MMS in Figure 12 is modeled with two flows, one going to the HE from the MMS and 
one from MMS to HE. Even though it is likely that there are several flows with different protocols 
between these two systems. [48] 
 
Calculations are limited to where the attacker is placed; in the scenarios, the attacker is only located at 
an external server. Even though there are other also interesting attack locations such as an insider at 
the company, this is currently kept out of scope. This limitation is done due to the focus of the 
scenarios has been on variations of defense mechanisms within the model, rather than where the 
attacker is located and what its target may be.[48] 
 
Even though securiCAD is an effective tool for enterprises to use to test and find vulnerabilities 
compared to penetration testers. There are many solutions that need to be figured out when modeling 
an infrastructure. Since that securiCAD is a new tool with upgrades coming every day I have been 
encountering some bugs in the calculations, some that where noticeable directly with some entities 
that couldn’t connect to another entity that should be possible. Others where everything appeared to 
be under control and it could go days even a week before noticing that a man in the middle attack did 
not propagate, as it should, where I had already spent much time on analyzing the attack. I also had 
problems with results where I added raised the security parameters but the results didn’t improve at 
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all and even decreased in some cases. This has been time consuming but at the same time I have 
received much and great help from the developers at foreseeti and other that where involved in this 
thesis and in similar parallel projects. Due to lack of earlier experience or any hands-on experience at 
all from systems used in this kind of architecture and that DSO´s not openly or willingly share what 
kind of software and protocols used there are gaps to be filled in the model to in terms of specify 
certain kinds of software that could be used for each system. In the model, there are 419 assets with 
792 non-derived relations, where I had to choose what and how to present the model, this has been a 
challenge. I choose to show the whole picture to really see how things are connected in a bigger 
picture, it may be a bit cluttered especially if printed out and then brake the model down into smaller 
views to share some information about the system in each view of the model.  
TTC-value, in the result of scenario C, D, E and F hits the limit of the TTC-value set to 100 days this 
make the comparisons between the scenarios suffer a bit especially in the 95%-level but sometimes 
even in the 50%-level. This is also a consequence of time; because of raising the TTC-value would 
increase the time for calculations significantly.  
To limit the result of the calculation the attribute deploy exploit was chosen to present the attack of 
interesting and potentially sensitive systems in the AMI. 

7.3 Recommendations 

The recommendations are based on the results and analysis done in securiCAD. Parts of the 
recommendations are observations made when testing the architecture as it progressed. There are also 
recommendations that allude on results from the scenarios that is not mentioned or presented in 
figures or tables. 

• To make the architecture less vulnerable one could divide the enterprise networks 
into smaller and more distinctive networks with DMZ with clear rules that can 
communicate with each other. This makes it much harder for the attacker to 
penetrate, since she must pass more routers with corresponding firewalls, IDS, 
IPS, and networks management policies. This could be very hard to change in a 
complex system, like AMI. As seen in Scenario D where the attacker must pass 
advanced security technology and rigorous network management, to reach for 
example the head end, which is the first system behind the DMZ to handle data 
flows, values shows that the intruder stalled with about 80-200% to 120-230% 
depending which attack step is of interest. Compared with scenario A where this is 
not the case. 

 

• Only connect systems to the bigger networks and routers that really need to be 
there. In the model, it is noticeable that some of the systems that is disconnected 
from the networks and only has direct connections to neighbors being less 
vulnerable. The changes that have been tested in this case is DAN, DMS, EAM, 
DRAACS, and Grid Control System. This makes the networks more easily 
monitored. Being especially successful between DRAACS, GCC, and MDMS. 

 
According to calculations and analysis done by securiCAD, patching and good security management 
does not do improve the architectural cyber security, if it’s not supported by security technology. But 
if the technology is in place it could improve the enterprise security with 40-50%  
 

• Do studious security arrangements for the system administration PC to prevent 
attack through the system administrator host and network.  Since they are 
involved in all scenarios fastest attack paths. This should also include office 
computers with certain access to sensitive systems; also consider adding IDS and 
IPS to networks and hosts mentioned. 
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• While testing the architecture in securiCAD it was obvious that using high security 
in access control is a must to prevent sensitive systems to be compromised. By 
using defenses like back off, hash password repository, no default passwords, 
password policy enforcement, and salting the attacker probability to succeed to 
compromise access control does not exceed 20-25% with TTC infinity threshold 
set to 100 days, and all defense attributes set to true, with security aware personnel 
that has access to the system. 

 

• The use of IPS, in e.g. the systems with IPS connected to the host, within scenario 
C and D it improves the TTC values with [0, 40%, ≥46%] in scenario C and [0, 
38%, ≥46%] in scenario D compared to other system with the same defense set 
ups and connected to same networks, beside from the IPS. IPS is primarily 
connected those systems that contain sensitive information like MMS, MDMS and 
the AMI-HE.  The improvement estimation, is done by comparing the attributes 
deploy exploit and compromise. System used for the comparison was: MDMS, MMS, 
HE, OMS, CIS and FS. 

 

• Vulnerability scanners was not used in any scenario due to that they are rarely used 
in enterprises. Vulnerability scanner has a good potential to add support regarding 
the security of an enterprise. Therefore, test runs were conducted of all scenarios 
with the additions of vulnerability scanners connected to IT, OT, DMZ and 
system administration networks, with 100 samples.  Scenario A and B 
improvements were negligible however there was some improvements in scenario 
C and D. The TTC-levels increased with 2%-12%, for scenario C and finally 
Scenario D was improved between 4%-22%. Compared with the results from 
table 6. The result from these tests runs is included with a table in appendix. With 
this architecture and defense set up the improvements may not be enough to 
invest in vulnerability scanners, without further investigation.  

 
 
 

7.3.1. The scenarios in terms of cost 
 
Along with the defined scenarios A to D and its outcome it intuitive, becomes interesting to find the 
best solution from a cost perspective thus security per SEK both from an academic perspective and 
from an enterprise perspective. To do this one must find the costs of all the security technology and 
security management personal required for this size of enterprise. This is the easy part, the hard part is 
to do the configuration of all the parameters in securiCAD and make an analysis of the result for 
every time the parameters are changed, especially in a model of this size. Worth mentioning is that 
prices for IDS and IPS and such is very hard to find at the vendor’s webpages because the 
configurations is often customized and thereby vary a lot in price. At the web magazine 
computerworld.com[63] and scmagazine,com[64] some price examples for IDS and IPS with prices 
varying  from 261 USD to 40 000 USD for an IDS is presented. If we assume these figures in 
somewhere correct and choose an IDS from the midrange price class $8,995 (about 77 000 SEK) per 
perpetual license for one network sensor, and the IPS for $12,495(107 000 SEK), there Is no 
information what’s included in these prices for example is it tuned its whole life cycle or not. For 
vulnerability scanners, I couldn’t find any reliable cost information. Regarding security processes 
costs, a security management team need to be paid for in personnel salaries, let’s say that the company 
at least need a team of 2 persons to keep up with patching, tuning firewalls and so on and probably it 
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should be at least one more personnel for scenario D due to all the security technology that needs to 
be tuned and patched as well. The yearly cost for such personnel is around 800 0001 including social 
costs, taxes and pensions that the company needs to pay for an employee. In the model, there are 
seven IDS and seven IPS at the DSO site, there is more placed at the smart meter and data 
concentrator, but it shouldn’t be fair to count them for this example due to the extensive number of 
IDS and IPS to cover all smart meter and DC in a real-world case, in those cases one probably must 
develop a less complex systems and much less expensive than those one uses at the company. If these 
costs are summed up we have about 1 200 000 SEK for the IDS and IPS together and for the 
personnel about 1 600 000 for a team of two. With the results from securiCAD and the costs 
assumptions made there is hard to make a case for investing in security personnel, which seems very 
strange, see section 7.4 for further thoughts about why. This made me think about two additional 
scenarios, where there is a bit of a compromise made between management and technology. This 
scenario is called the 50% scenario and the 25% scenario. The new scenarios are explained below.    

                                                             
 
1 http://www.lonestatistik.se/loner.asp/yrke/Natverksadministrator-2721  
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The 50% scenario, E 
Simply explained, the set-up of this scenario is very much like scenario D except for the attributes 
now is set to a probability of 50 % instead of being true (probability equals 100). There are exceptions 
tough; all baselines defensive attributes that where configured in scenario A is kept, as they have been 
throughout the scenarios. The probabilities of the attribute enabled in IDS and IPS is kept as true as 
well, though once they are bought and installed they are assumed to be enabled but not necessary 
tuned or updated. The same idea goes for zone management where all attributes that where set to true 
in scenario D is now set to a probability of 0.5. 

Table 14. Extracted values of scenario E, including values from scenario B, C and D. 
Asset Scenario B Scenario C Scenario D Scenario E 

Smart Meter [5, 10, 17]  [4, 9, 17]  [8, 19, 48] [8, 19, 41] 

MDMS [6, 15, 40]  [8, 38, 100] [12, 41, 100] [11, 44, 100] 
OMS [5, 13, 36]  [5, 13, 35] [8, 19, 47] [7, 20, 52] 

MMS [5, 13, 39]  [8, 34, 100] [11, 44, 100] [11, 41, 100] 
CIS [6, 15, 41]  [5, 13, 38]  [8, 22, 47] [8, 21, 51] 

AMI HE [5, 13, 35]  [7, 30, 100] [11, 43, 100] [13, 41, 100] 

Concentrator [6, 14, 35]  [9, 34, 100] [14, 46, 100] [12, 44, 100] 
AMI FS [5, 15, 38] [5, 13, 34] [7, 21, 51] [7, 20, 52] 

 
Scenario A is hidden partly because of the space limitations of the table and is not so relevant to have 
scenario A as a reference scenario for this scenario.  

The 25% Scenario, F  
This scenario is formulated as scenario E but the parameters set to 50 % in scenario E is now set to 
25% 

Table 15 Comparison of scenario C to F, with all having the fixed high tech solutions variable 
management  
Asset Scenario C (0%) Scenario D 

(100%) 
Scenario E (50%) Scenario F (25%) 

Smart Meter [4, 9, 17]  [8, 19, 48] [8, 19, 41] [7, 17, 39] 

MDMS [8, 38, 100] [12, 41, 100] [11, 44, 100] [13, 43, 100] 

OMS [5, 13, 35] [8, 19, 47] [7, 20, 52] [7, 20, 49] 
MMS [8, 34, 100] [11, 44, 100] [11, 41, 100] [12, 44, 100] 

CIS [5, 13, 38]  [8, 22, 47] [8, 21, 51] [8, 21, 49] 

AMI HE [7, 30, 100] [11, 43, 100] [13, 41, 100] [11, 42, 100] 
Concentrator [9, 34, 100] [14, 46, 100] [12, 44, 100] [11, 46, 100] 

AMI FS [5, 13, 34] [7, 21, 51] [7, 20, 52] [8, 20, 46] 
 
In the table above all scenarios presented has the same high tech solutions enabled but parameters 
changed due to the management variable in scenario C we have 0 % management effort allocated to 
manage security in the enterprise, further with 50 % in scenario E, 25% in Scenario F and a 100% in 
scenario D. The order of the scenarios in this comparison is not pedagogically justifiable, where it 
should have been in the order going from 0% to 100 % but I fear that it would be even more 
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confusing to not have them in alphabetically order, thus they have been ordered in the same fashion 
as in previous chapters. 
A conclusion from these two scenarios is that securiCAD value the combination of technology and 
management as the result shows scenario E is an improvement from scenario B with [79%, 131%, 
>112%] and Scenario C with [51%, 36%, 14%]. When comparing with scenario D we can see the cost 
of upgrading from E to D would cost the double in terms of personnel but the same in technology, 
but will only get an improvement of [2.6%, 2%, -0.5%]  
The improvement from C-F is [51%, 38%, 11%] meanwhile the improvements from F–E and F-D is 
almost negligible (respectively [0%, -1%, 2%] and [2.5%, 1%, 2%]) compared to the cost for raising 
the management effort from 25 % to 50% or 100% in security.  
As mentioned securiCAD seems to value the combination of Management and technology but it 
seems a bit worrying and strange that, lowering the management effort to keep the technology up to 
date does not have the expected outcome. One thing to keep in mind here is that IPS does not have 
the attributes updated and tuned like IDS has, in securiCAD. This is quite strange and has surely been 
changed in newer versions of securiCAD then I’ve been using, however this surely should have made 
an impact of the results if this had been the case. One could argue that I’ve would change the enable 
attribute since the lack of the other attributes mentioned, but I believe that doing so would make the 
result even less trust worthy and more confusing.   
The conclusion from the result of the securiCAD analysis of the different scenarios in terms of cost 
and most security per every Swedish krona spent it seems to be, to invest in security technology 
solutions and have management that secures that the system and technology is patched and so forth 
to the level of probability around 25%. 

7.4 Evaluation 

The impression one get of enterprises is that they are good at buying stuff to cover up their needs; in 
this case, it would be to buy security solutions to solve their security issues. Some results from thesis 
indicates that this could be a good solution and do in some sense encourage them to do that.  When 
they buy in these security solutions that they need, they probably find a vendor, which in turns 
delivers a box of some kind or service that’s fits the requirements from their customer.  So, imagine 
scenario C in this case thus high tech low management, so there is no one that is quite comfortable to 
install this box within the enterprise. Then we can imagine two possible two scenarios: 1.) There are 
employee / employees at the enterprise that has the competence to install the hardware or software 
but have other duties to tend to so the solution delivered is not configured as it should have been but 
it’s up and running. 2) Vendor who delivers the solution comes and installs it. I find it hard to believe 
that security solutions at an enterprise level are only to plug and play for it to work. This may be what 
the vendor wants you to believe, for example when an IPS is racked up and connected to the system 
or network the outcome is bulletproof cyber security. It may be a nice and simple solution to 
purchase all the security technology that a vendor recommends for the enterprise needs and 
customization. In this case, the enterprise is dependent on the vendors signatures and blocking lists 
due to there is none security management and lack of knowledge what’s inside the boxes. This could 
end up badly for the enterprise, for example if the vendor is USA based and the enterprise is 
established in Sweden they may have different ideas of what is normal (allowed) traffic and what is 
dangerous (not allowed) traffic. If there is no one at the company that read logs of the traffic in the 
networks, it may not be the best solution to install anomaly based security technology. Otherwise it 
could be hard to know what is normal traffic and what is not, thus in a case where an IDS or IPS is 
installed on those premises there is likely to be a lot of false positives. 

SecuriCAD 
To test and find architectures on potential security vulnerabilities with the help from securiCAD 
seems to be an effective way compared to traditional penetration test. Especially when it comes to to-
be scenarios of architectures where you’re able to find threats even before the actual implementation 
of the systems is in place and therefore can change the structure of networks and test different 
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security solutions. To test how small networks zones is necessary to keep up a certain level of security 
and so forth. 
Outsourcing the handling of security to other companies might be risky and should only be done in 
case of lacking resources to do so in-house. One problem that may encounter when outsource is that 
is hard to validate that all the things done by the security company chosen to solve the security issues 
before and after. This is where I see a securiCAD as a really good tool to provide information to your 
customer, what is done and how the level of security has increased in the enterprise, and visualize 
these changes with the different scenarios of before and after cyber security solution is implemented 
and installed. 
In addition to the functions and parameters already exiting in securiCAD I would like to see a couple 
of additions. To raise the importance or influence of security management could be to add parameters 
of the enterprise culture thus how they work with security questions and how they cooperate between 
departments. For example, if a company is attacked, even if the attack is prevented by an IPS or such, 
what is the response from the company do they investigate how and why they were attacked. Or is the 
reaction, - look the boxes works as they should, great! Is there cooperation between the departments 
within the company regarding security issues or is all the knowledge regarding network security 
concentrated at the IT-management department or similar. All systems are probably not equally 
sensitive of attacks, here would I think it would be helpful to see a feature to be able decide how 
important or sensitive a system is to attacks, this would help securiCAD to make better warnings 
about what systems and networks that need to be tend to or prioritized when for example buying in 
security solution. One other example could be threat hunting, does the management apply threat 
hunting as a tool to prevent security vulnerabilities and does the enterprise encourage other personnel 
to think around security issues and to report them.  A culture at an enterprise that applies such 
methods should have a higher probability to succeed in preventing attacks. As mentioned this would 
raise the importance of security management in securiCAD.  

7.5 Future work 

The advanced meter infrastructure is only one section of a DSO’s IT-system architecture, to be able 
to make a better picture of both the security level of a whole DSO model and to security analysis the 
whole picture must be made through AMI probably share some system and information with for 
example power generation, environment and market departments or architectures which may cause in 
other security issues then talked about in this thesis. To get this whole picture more models must be 
made to cover this and get the whole picture of a DSO using smart meter.  
Validate this model to Swedish and other countries DSO’s where there can be legalizations and such 
that may vary from country to country and it would be a great addition to this model with notes of 
changes needed for implementation in different countries.   
As mentioned in chapter 2.2 Reference models is widely spread throughout a variety fields but the 
models are mostly focused on system engineering and not on IT-system environments, especially in 
the regard of the level of details required to be conducting a cyber security analysis. Thus, there are a 
lot of fields that probably would be interesting in a reference model with a security analysis built in 
when expanding or redefine their IT-environment, to make sure there are no flaws in their cyber 
security. 
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9 Appendix 

SecuriCAD-model view description for file AMI_ref_arch.sCAD 
Views  

• 00_NW_SMtoDCtoDMZ  
o Flows and networks from smart meter to HE with OS to describe which systems 

that are connected to the networks and how data flow. 

• 00_NW_IT  
o IT-Network with routers with connected dataflow, protocols and hosts . 

• 00_SW_Updating 
o The software updating network with data flows. 

• 00_SystemAdmin 
o System administration network with data flows. 

• 00_Public_Internet  
o All entities and data flows connected to the public Internet. 

• 00_Nw_zones  
o All networks and their connections to routers and associated firewalls, IDS, and 

IPS. 

• 00_NW_DMZ 
o Networks, routers, firewalls, and more connected to the DMZ between the outside 

networks (WAN and public Internet) and the systems inside of the DSO 
infrastructure. 

• 01_DirectoryService-SysAdm-OtAuth 
o Connection between directory service, system admins, and OT-authority systems. 

• 01_H-E & NMS 
o HE and AMI NMS, as well as the systems connected to them. 

• 01_H-E_MMS_MDMS_AMI FS 
o HE, MMS, MDMS, and AMI FS, as well as the data flow between them and some 

additional systems. 

• 01_Mail-Webb-_Server & SysAdmPc 
o Mail and webserver with Admin PC. 

• 01_MDMS 
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o MDMS and systems connected to it. 

• 01_MetertoDCtoDMZ 
o Includes all the systems from HAN display to HE, including all systems that are in 

the reference architecture. 

• 01_MMS 
o MMS and systems connected to it. 

• 01_Op_WS_and_VPNGateway 
o Operating workstation and VPN gateway view. 

• 02_Dataflows to Protocols 
o Data flows with used protocols. 

• 02_DF_flows SM to DC variations 
o Data flows at the smart meter and DC, as well as some other system. 

• Local Software updates 
o Local software updated system and flows. 

• Sw products 
o All software products with associated OS, Server, and Client. 

• High sec 
o All technology used in scenario C and D gathered 

• Users 
o All users  

• MDMS Defense set up 
o The view to illustrate the differences between the scenarios 

• Software products 
o All software products in one view 

• Protocols 
o All protocols in one view 

• Services 
o All services in one view 

• Clients 
o All clients in one view 

• Hosts 
o All Hosts in one view 
o  

• Data stores 
o All Data stores in one view 

 
Also, some additional views used for testing and to verify some connections during the 
progress of the architecture. 
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Table 16. Results from the test runs with vulnerability scanner.   

Asset Scenario A  Scenario B Scenario C Scenario D 

Smart Meter 
 

[4, 9, 16], 
[4, 8, 17] 

[5, 10, 17] 
[5, 10, 21]  

[4, 9, 17] 
[5, 10, 20] 

[8, 19, 48] 
[15, 30, 54] 

MDMS [5, 13, 33] 
[6, 15, 38] 

[6, 15, 40]  
[6, 16, 40] 

[8, 38, 100] 
[8, 33, 100] 

[12, 41, 100] 
[12, 42, 100] 

OMS [6, 13, 37] 
[7, 15, 43] 

[5, 13, 36]  
[5, 16, 40] 

[5, 13, 35] 
[8, 17, 39] 

[8, 19, 47] 
[9, 20, 54] 

MMS [5, 13, 35] 
[6, 13, 38] 

[5, 13, 39]  
[5, 15, 28] 

[8, 34, 100] 
[10, 44, 100] 

[11, 44, 100] 
[13, 47, 100] 

CIS [5, 14, 33], 
[5, 13, 40] 

[6, 15, 41]  
[7, 15, 31] 

[5, 13, 38]  
[7, 14, 31] 

[8, 22, 47] 
[10, 22, 63] 

AMI HE [5, 13, 40], 
[5, 16, 37] 

[5, 13, 35]  
[5, 13, 36] 

[7, 30, 100] 
[10, 39, 100] 

[11, 43, 100] 
[12, 46, 100] 

Concentrator [5, 13, 35] 
[5, 14, 35] 

[6, 14, 35]  
[6, 14, 37] 

[9, 34, 100] 
[8, 36, 100] 

[14, 46, 100] 
[17, 60, 100] 

AMI FS [5, 13, 32], 
 [6, 15, 39] 

[5, 15, 38] 
[4, 15, 37] 
 

[5, 13, 34] 
[6, 15, 36] 
 

[7, 21, 51] 
[8, 21, 48] 

 
There are three additional securiCAD files one for each scenario, which is constructed in the same 
way as the file presented above. 

 
securiCAD files: 

• AMI_ref_arch.sCAD 

• AMI_ref_arch-Scenario1.sCAD 

• AMI_ref_arch-Scenario2.sCAD 

• AMI_ref_arch-Scenario3.sCAD 
 
For the scenarios there are also CSV-files presenting all the values calculated by securiCAD 
(these are exports from the tool).   
These files were used in order to get the values for the tables in chapter 6.  
CSV files: 

• AMI_ref_arch-ScenarioA.CSV 

• AMI_ref_arch-ScenarioB.CSV 

• AMI_ref_arch-ScenarioC.CSV 

• AMI_ref_arch-ScenarioD.CSV 
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