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Abstract 

This study examines how consumers reason and their opinions about personal data 
collection online. Its focus is to investigate whether consumers consider online data 
collection as an issue with moral implications, and if these are unethical. This focus is partly 
motivated by the contradiction between consumers’ stated opinions and actual behavior, 
which differ. To meet its purpose, the study poses the research question How is personal 
data collection and its prevalence online perceived and motivated by consumers?. The 
theoretical framework consists of the Issue-Contingent Model of Ethical Decision-Making 
by Jones (1991), thus putting the model to use in a new context. Collection of data for the 
study was done by conducting focus groups, since Jones’ model places ethical decision-
making in a social context. The results of the study showed that consumers acknowledge 
both positive and negative aspects of online data collection, but the majority of them do not 
consider this data collection to be unethical. This result confirms partly the behaviour that 
consumers already display, but does not explain why their stated opinions do not match 
this. Thus, this study can be seen as an initial attempt at clarifying consumer reasoning on 
personal data collection online, with potential for future studies to further investigate and 
understand consumer online behaviour.  

Keywords: Big Data, Ethics, Consumer Behaviour, Privacy, Digital Marketing 
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Sammanfattning 

Denna uppsats undersöker hur konsumenter resonerar och tänker kring insamling av 
personlig data på Internet. Fokus är att utreda ifall konsumenter anser att denna insamling 
har konsekvenser, och ifall dessa anses vara oetiska. Detta fokus baseras delvis på resultat 

som visar på skillnader i vad konsumenter uttrycker för åsikter kring detta ämne, och deras 
faktiska beteende på Internet. Undersökningen utgår ifrån forskningsfrågan som lyder Hur 

uppfattar och motiverar konsumenter insamling av personlig data på Internet? Studiens 
teoretiska ramverk består av modellen An Issue-Contingent model of Ethical Decision-
Making som är utvecklad av Jones (1991), och modellen används därmed i en ny kontext. 

Studiens data samlades in genom fokusgrupper. Detta val baserades på Jones (1991) modell, 
som menar att etiskt beslutsfattande alltid sker i en social kontext. De resultat som kommit 

fram visar att konsumenter ser både positiva och negativa aspekter och konsekvenser av att 
ha sin personliga data insamlad, däremot utan att anse att insamlingen i sig är oetisk. Detta 
bekräftar delvis tidigare resultat, men förklarar inte varför de åsikter konsumenter uttrycker 

kring ämnet inte stämmer överens med hur de sedan faktiskt beter sig. Därmed kan den här 
uppsatsen ses som ett första försök att klargöra hur konsumenter resonerar kring insamling 

av personlig data på Internet. Det har bedömts finnas mycket potential för framtida studier 
inom samma område, för att fortsatt undersöka och förstå konsumenters beteende på 
Internet.  

Nyckelord: Etik, Företagsetik, Konsumentbeteende, Datainsamling, Marknadsföring 

 3



INTRODUCTION 6 

Making Money out of Consumer Data 8 

What Do Consumers Think of Having Their Data Collected? 9 

Purpose and Research Question 10 

THEORY 11 

Previous Research 11 
Unethical Business Practices 11 
The Ethics of Data Collection 12 
How We Make Ethical Decisions 12 

An Issue-Contingent Model of Ethical Decision-Making in Organizations 15 
Applying the Model to the Ethics of Online Data Collection 16 
Moral Intensity 17 

Components of Moral Intensity 18 
Magnitude of Consequences 18 
Social Consensus 18 
Probability of Effect 19 
Temporal Immediacy 19 
Proximity 20 
Concentration of Effect 20 

METHOD 21 

Data Collection 21 

Participation and Selection Process 23 

Implementation 24 

Data Processing and Analysis 25 

Ethical Considerations 25 

RESULTS 27 

General Perception of Collection of Personal Data 28 

A Wide Range of Consequences 29 

Effects from Private Data Collection Are Already Showing 31 

A Time Aspect of Private Data Collection 31 

Private Data Collection Is Not Always a Bad Thing 32 

When Less is More in Data Collection 32 

ANALYSIS 34 

Magnitude of Consequences 34 

Social Consensus 35 

 4



Probability of Effect 36 

Temporal Immediacy 37 

Proximity 39 

Concentration of Effect 40 

Establishing Moral Intensity 40 

CONCLUSION 42 

DISCUSSION AND FUTURE RESEARCH 43 

ATTACHMENTS 49 
Attachment 1 – Interviewer instructions 49 

Attachment 2 – Survey questions 50

 5



 “...my in ‘my data’ is not the same my as in ‘my car’,  
it is the same my as in ‘my hand’ because personal information  

plays a constitutive role of who I am and can become”  
– Luciano Floridi, 2016 

Introduction 
Collecting information about people is nothing new. The church and the state have been 

two eager data collectors through history. It is well known that baby Jesus was born 2016 
years ago in Bethlehem, when Joseph and Mary were travelling to be registered. While we 

would like to forget that 1922 years later, the Swedish government founded The State 
Institute for Racial Biology in Uppsala, and supported its mission to measure scalps and 
noses to understand the difference between people from different parts of Sweden, 

specifically the Sami people living up north (Larsmo 2010). Today, it is certainly not okay to 
measure people's scalps to enunciate their intelligence. Although the methods have 

changed, the habit of collecting data to understand citizens or consumers is still active 
practice. 

The collection of data has often been oxymoronic. The people with power want to make 

sure to keep it, therefore monitoring strong voices with political opinions contradicting 
their own. John Lennon, Martin Luther King Jr. and the women’s liberty movement have all 

been under FBI’s watch at times. On the other hand, most of our knowledge would not have 
been possible without collecting information about people. However, Greenwald (2014, p. 

3-4) states that new technologies, such as the Internet, creates an opportunity for 
governments and businesses to monitor individuals with a magnitude previously not 
possible. 

While data collection in itself is not bad, the transparency about what and why data is 
collected is sometimes missing. This makes it hard for citizens and users to know and 

influence the practices and legislation surrounding the issue. At the same time, the collected 
data may be in the hands of organisations and governments that do not give users any 
promises on keeping their data safe. “Cybersecurity incidents of all stripes have become the 

norm. Thousands of data breaches are reported each year in the private sector, affecting nearly 
every industry sector and exposing the information of millions of individuals.” (O’Brien et al. 2016, 

p. 4). 
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Furthermore, the “Terms and Conditions” agreements of many Internet companies are so 

extensive and intricate by design, that they are hard to both read and understand for the 
average user. Still, accepting the terms and conditions is oftentimes a precondition for using 

the service at all, putting the user in a Catch-22 situation (Pidaparthy 2011). States, on the 
other hand, have used new technologies for classified mass surveillance programs, hidden 
under the flag of counter terrorism. Citizens have, therefore, little insight into, nor 

possibility to influence, the government’s practices. This lack of transparency has, 
throughout history, created whistle-blowers like Daniel Ellsberg, Bradley Manning and 

Edward Snowden (Greenwald 2014, p. 84). 

It is obviously hard for people to have an opinion about something they know so little about. 
Nonetheless, when the practices have been exposed to the public, the reactions have been 

palpable and debated heavily. However, this does not seem to be enough to change the way 
companies operate. For instance, when Edward Snowden revealed details of classified 

United States government surveillance programs in 2013, he also revealed how big internet 
companies cooperated with the United States Government’s National Security Agency, NSA, 
to make this surveillance possible. In a journalistic overview by Dance and MacAskill (2013) 

the internet companies later claimed that they were forced into cooperation by the law, and 
feared a worldwide consumer backlash. 

One of the more elaborate cases was the collaboration between the telecom giant AT&T and 
NSA. Documents disclosed in 2016 “show that the relationship with AT&T has been considered 
unique and especially productive. One document described it as ‘highly collaborative,’ while another 

lauded the company’s ‘extreme willingness to help’.” (Poitras, Risen & Angwin 2015). According 
to The New York Times journalists Laura Poitras, James Risen and Julia Angwin (2015), 

AT&T has given NSA access to billions of emails as they have flowed across its domestic 
networks. “It provided technical assistance in carrying out a secret court order permitting the 
wiretapping of all Internet communications at the United Nations headquarters, a customer of 

AT&T.” (Poitras, Risen & Angwin 2015). 

However, these disclosures are not just memories of the past; the collaborations are still 

going on. As late as in October 2016, Reuters reported that “Yahoo Inc last year secretly built a 
custom software program to search all of its customers’ incoming emails for specific information 
provided by U.S. intelligence officials” (Menn 2016). Secret partnerships between internet 

companies and the state seem to be the rule, rather than the exception. Users and their 
personal data are exposed and traded, unknowingly submitted when agreeing to use the tech 
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service in question. How can this be an established pattern of relationships between 

consumers, companies and the state, and will consumers accept this in the long term? 

Making Money out of Consumer Data 
Consumer data is sometimes designated to be the “new oil” or even a whole new currency 

(Anderson & Rainie 2012; Nelson & Webster 2016). Newman (2014, p. 863) states “That 
advertising side of Google's internal economy is actually a monument to converting privacy into a 
modern currency, with sophisticated auctions for keywords and phrases based on particular user 

demographics and backgrounds that the advertiser may be looking for”. Anderson (2015, p. 7) 
argues that “By recognizing that the transactions are an economic trade, it seems reasonable to 

promote adequate compensation to us when our data is used or sold”. In September 2015, Forbes 
highlighted the consumer data business, and Brown (2015) noted that “Major data vendors 
focus primarily on individual consumer interests and spending, finance and demographics”. These 

companies, and the fact that demand for consumer data seems to be growing, confirm that 
personal consumer data is a much sought-after commodity in the economy of internet 

companies. 

There are two recurring arguments in the debate about data collection. One side argues that 
users participate in a value exchange, and that providing your personal data is the price for 

using the service. “Most defenders of Google argue that users engage in a rational market 
exchange. In exchange for providing some personal data to Google, those users get access to a 

valuable service.” (Newman 2014, p. 855). The other side argues that users are not aware of 
how valuable their personal data is, and the fact that there’s such a large mismatch in the 
transaction makes it unethical. “The primary user harm identified [...] is not just narrow 

economic profits returned to Google but a much more fundamental enrichment of its advertisers at 
the expense of average consumers’ wallets and privacy” (Newman 2014, p. 854).  

Worth noting is that this argumentation does not mention the varying nature of personal 
data collection online. One could broadly categorise the practice of data collection online 
into three different categories: 1. Using your personal data as payment for using a specific 

service (Newman 2014), 2. Having your personal data collected despite also paying for the 
service (Greenwald 2014, Poitras, Risen & Angwin 2015), and 3. Having your personal data 

collected merely by surfing the internet, better known as cookies (Chen, Chiang & Storey 
2012). The lack of clarity regarding the issue, and the different types of personal data 
collection online, may explain the European Union’s efforts to create new legislation. As of 

May 25, 2018, all countries in the Union will be part of the EU Data Protection Reform, 
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which will increase the protection of citizens’ fundamental rights online (European 

Commission 2016). 

What Do Consumers Think of Having Their Data 
Collected? 
The two-sided argumentation regarding online data collection has also appeared in studies 

about what citizens think about the issue. Consumers exhibit an attitude towards privacy 
that have repeatedly been deemed paradoxical. They state that online privacy is an 
important matter, while simultaneously and without hesitation giving away sensitive 

personal information for online benefits (John 2015; O’Brien et al. 2016; Newman 2014). 
“The massive amount of data being shared online does not reflect public preferences: a 2012 Pew 

survey shows that seventy-three percent of the American public were opposed to search engines even 
tracking their search history to improve search results, and sixty-eight percent opposed use of user 
data to assist advertisers in targeting advertisements” (Newman 2014, p. 862). 

Two consumer studies conducted by The Internet Foundation In Sweden have confirmed 
the tendency of consumers to willingly provide their data, while also expressing negative 

opinions about companies using that same data for business purposes. For example, 87 
percent of respondents were not comfortable with companies selling information about 
them to a third party, neither directly nor indirectly. Additionally, 58 percent viewed the 

increased use of personal data in society as a negative trend (Insight Intelligence 2016). 
Contrary to this, only 25 percent of the respondents were worried about the fact that their 

surfing habits are shared online, while a majority (54 percent) were not worried about the 
information about them that can be extracted (Insight Intelligence 2016; Insight 
Intelligence 2015).  

The difference between what consumers say is important to them and how they behave 
online makes it interesting to study how consumers actually reason about online personal 

data collection. Is the discrepancy due to lack of knowledge, unconcern or does the received 
benefit make it a rational behaviour? Since the practice of online data collection is 
increasing (Greenwald 2014), and the estimated business values extracted from consumer 

data have increased rapidly in the last ten years (Chen, Chiang & Storey 2012), this field is 
important to study from both a consumer behaviour and business ethics perspective. 
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Purpose and Research Question 
The purpose of this paper is to improve our understanding of how consumers perceive 

companies’ personal data collection activities. We are particularly interested in studying if 
they are recognizing data collection online as a moral issue and if they consider these 

activities to be unethical. The specific question for this study is therefore: How is personal 
data collection and its prevalence online perceived and motivated by consumers? 
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Theory 

Previous Research 

Unethical Business Practices 

Ethics is the study of whatever is right and good for humans (Donaldson, Werhane & 

Cording 1983). Business ethics, a branch of moral philosophy, is business actions in the light 
of some aspect of human value (Donaldson, Werhane & Cording 1983). The field of ethics 
has a long tradition. Although covering the thoughts of Aristotle is beyond the scope of this 

study, his thoughts are still of importance for modern research in business ethics. “All parties 
agree, whether implicitly or explicitly, that Aristotle somehow still matters more than just being a 

seminal figure in intellectual history” (Luetge 2013, p. 4). With roots from more than 2000 
years ago, it’s not surprising that the field of business ethics is both multidimensional and 
complex. On an overall level, business ethics is related as much to society as to the business 

unit itself. “Th[e] problem is not solely an economic issue about the efficiency of business 
organizations to achieve profit maximization or a material question about the economic 

determination of social development. Rather, the issue of legitimacy is a deeper issue about the 
relation between economics and politics, which is the foundation of the democratic legitimacy of the 
economic actions of corporations in society” (Luetge 2013, p. 1409). Looking at business ethics 

in relationship to human rights, theories differ when it comes to “what is of value in 
individual life and the interests individuals have” (Luetge 2013, p. 1086). However, all theories 

are based on the notion that there are values that need protection (Luetge 2013, p. 1086). 

What makes a business ethical? When looking closer at business ethics research, one can 
identify three main ethical questions to address (Floridi 2013): 

1. What goods or services are provided? 
2. How are they provided? 
3. What impact do 1 and 2 have? 

The answers to these questions indicates the moral performance of the business (Floridi 
2013). But for a business to be seen as ethical, one also takes into consideration what the 
business should achieve. Floridi (2013, p. 278) states “[I]n order to understand what it means 

for a business to be morally good, we need to understand its deepest philosophical roots [...], and 
realize that business is an ethically good force insofar as it embodies the human, poietic drive in 
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favour of systemic growth and well-being, and against wastefulness (of opportunities, of resources, 

of demands, of supplies, and so forth), that is, in favour of the flourishing of, and against the 
destruction, corruption, pollution, and depletion of, (parts of) the natural and man-made 

environment in which a business operates.”. 

The Ethics of Data Collection 

The ethics of data collection is studied within the field of Information Ethics, a concept 
implemented slightly differently in a variety of fields such as computer ethics, business 

ethics, medical ethics, computer science and the philosophy of information (Floridi 2013). 
An important ongoing debate concerns the ethics of personal data collection, and is related 
to the ownership of the data created. If the data is a key part of someone's pure existence, it 

should potentially be protected in the same way as the person's identity. Luciano Floridi 
(2016, p. 307) states: “[A]rguing in favour of the interpretation of the protection of privacy as 

protection of personal identity “my” in “my data” is not the same “my” as in “my car”, it is the 
same “my” as in “my hand” because personal information plays a constitutive role of who I am and 
can become”. 

The Information Ethics community is currently trying to understand how to ensure that 
people are protected and can thrive in a world where information is produced much more 

extensively than before. Floridi (2013, p. 28) states that: “a pressing task is to formulate an 
information ethics that can treat the world of data, information, and knowledge, with their relevant 
life-cycles, as a new environment, the infosphere, in which human beings, as informational 

organisms, may be flourishing”. The basic idea is, however, that privacy is a human right and 
that “The protection of privacy should be based directly on the protection of human dignity, not 

indirectly through other rights such as that to property or to freedom of expression.” (Floridi 2016, 
p. 308). 

How We Make Ethical Decisions 

How are (un)ethical decisions made? This has been theorised and conceptualised in many 

different forms. Jones (1991) presents an explanatory and easy-to-grasp synthesis model of 
the processes that have been recognised to be part of (un)ethical decision making (Figure 

1). The different steps of ethical decision making and the contextual factors that affect what 
decision is made can according to this model be described as a process, with a sequential 
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order that leads the individual to finally reach a conclusion and act. The different steps are 

elaborated below. 

Figure 1. An issue-contingent model of ethical decision making in organisations (Jones 1991) 

All human decision-making processes are usually initiated by recognising that that there is a 
problem, and that it requires a response in some form, often followed by an action 

(Bazerman 1986). This is also true when recognising a moral issue. For a moral decision-
making process to begin, it must be recognised that the problem has a moral aspect, for 
example, that the decision or action will affect others, and that a choice has to be made 

(Velasquez & Rostankowski 1985; Jones 1991).  

Making a moral judgment is the second part of the moral decision-making process. It relates 

to how individuals judge the moral issue at hand. Closely tied to this is the theory of moral 
development, which has been theorised by Kohlberg (1976) who states that individuals make 
moral judgments using a combination of six analytical logics, in his work called “stages”. To 

summarise, the first and second stage assume that some individuals obey rules to avoid 
punishment, while others do the same to further his or her own interests. The third stage 

refers to peer-pressure and the fourth emphasises society and laws as developing an 
individual’s moral compass. In stage 5 Kohlberg (1976) argues that the individual is familiar 
with the relativity of values and upholds them because they conform to a social contract, 

and in stage 6 the individual chooses his or her own principles to follow, even though these 
might run counter to existing laws in society (Kohlberg 1976). This theoretical perspective 

helps in understanding why individuals vary in their approaches to moral issues (Jones 
1991). Nonetheless, it has been proven that individuals often move between several stages of 
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moral reasoning, and that context (“moral atmosphere”) plays a significant role on 

individual moral reasoning (Weber 1990; Levine 1979; Trevino 1986). 

Establishing a moral intent is the third component of the synthesis model and follows the 

process of making a moral judgement directly. If moral judgment is the cognitive process of 
deciding if a situation is “correct” or not, then moral intent can be seen as deciding how to 
act on the judgment made (Jones 1991). At this stage, the moral agent balances between 

moral factors and other factors, most notably self-interest (Rest 1986). Note that this does 
not necessarily mean that the intention to act in a certain way is carried through. It is 

merely an ambition to act in a certain way (Jones 1991). 

However, engaging in moral behaviour is what the moral agent does, that is, acting on its 
moral intentions. The moral behaviour is the real reaction to a certain situation. Rest has 

defined it as “Executing and implementing a pla[n] of action [...] involves [...] working around 
impediments and unexpected difficulties, overcoming fatigue and frustration, resisting distractions 

and allurements, and keeping sight of the original goal” (1986, p. 15). In other words, intention is 
not enough. This has been summarised as “The road to Hell is paved with good 
intentions” (Jones 1991). 

All aspects presented on how individuals make ethical decisions, are also affected by several 
factors within an organisation. Those mentioned in the model above are group dynamics 

and the natural tendency of individuals to engage in socially accepted behaviour, how 
independent they can be in their decision-making, and what consequences may arise from 
the decision made (Jones 1991). 

Thus far, ethical decision making has been explained as consisting of a series of specific 
processes. This has exclusively focused on ethical decision making in a corporate setting, 

which makes it valid for intra-organisational studies. Still, a corporation has not only an 
internal setting to consider; its external environment is also vital for its continued 
existence. In general terms, a corporation’s stakeholders consist of employees, investors and 

consumers (Freeman 1984). Since there are numerous studies of ethical decision making 
within organisations, how about turning the attention to outside of the organisation, 

specifically to the consumers? After all, previous research has exclusively focused on 
individual decision-making, so it should be possible to study this area from a consumer 
perspective as well. The study of how consumers perceive and value (un)ethical behaviour, 

and how they choose to act on it, is a different area of study entirely, but one that is closely 
connected to the same key concept – ethical decision making. 
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Indeed, studies have shown that individuals display clear emotions of outrage as a result of 

unethical corporate behaviour (Lindenmeier, Schleer and Priclr 2012), but how individuals 
assess a moral issue is contingent on several factors. For example, in Consumer action in 

response to ethical violations by service operations firms, Chipulu, Ojiako and Marshall (2016) 
conclude that consumer demographics such as age, gender and societal factors all play a role 
when consumers assess unethical behaviour. Furthermore, Leonidou, Leonidou and Kvasova 

(2013) studied the impact of the demographic attributes mentioned above, and additionally 
level of education, on how consumer's level of trust changes due to unethical firm 

behaviour. In Consumers’ Evaluation of Unethical Marketing Behaviors: The Role of Customer 
Commitment, Ingram, Skinner and Taylor (2005) study how a customer’s commitment to a 
brand will affect how the customer perceives unethical transgressions and thus also the 

continued behaviour towards the brand. A customer’s personal ethical ideology has also 
been proved to play a role in how they assess unethical actions by corporations (Ramsey et 

al. 2007). To summarise, how consumers perceive an unethical act made by a corporation 
has proven to be dependent on several characteristics held by the consumers themselves. 

However, to our knowledge, no study has yet been conducted on the characteristics of the 

issue itself, the so-called moral intensity aspect displayed in Jones’ (1991) synthesis model 
affects how consumers assess a moral issue. More specifically, how the moral issue, now 

happening online - personal data collection - is perceived by consumers has not yet been the 
subject of academic research. We thus believe that we can contribute to the field by applying 
Jones’ moral intensity theory on online consumer behaviour, and identify the eventual 

arguments and justification of personal data collection. The following section focuses on the 
main theory, serving as a theoretical framework for this paper. 

An Issue-Contingent Model of Ethical Decision-Making 
in Organizations 
In his article, Ethical Decision Making by Individuals in Organizations: An Issue-Contingent 
Model (1991) Jones develops a theory that touches upon an issue not previously studied in 
ethical decision making models: namely how the specific characteristics of a moral issue 

affects how the issue is perceived, and how it is valued. This is a clear distinction from 
earlier research, which focused on the cognitive processes that are in play when evaluating if 

an action is ethical or not. Jones proposes that the focus on the moral issue should be on the 
moral issue itself, instead of solely on the individual’s decision making processes. 

 15



A moral issue exists when a person’s actions, freely performed, can hurt or benefit others. 

That is, when the action or decision has consequences for others, and involves a choice on 
the part of the actor or decision maker. This is a broad definition since many decisions have 

consequences for others, although they differ in how big the consequences are. 
Furthermore, a moral agent is a person making moral decisions, although he or she may not 
be aware of the moral issue at stake. (A central element of the decision-making model 

presented is recognising when a moral issue is at stake). Lastly, an ethical decision is a 
decision that in large is legal and morally accepted by the larger community. An unethical 

decision, on the other hand, is a decision that is illegal or morally unaccepted by the larger 
community. It is very important to consider if the moral agent recognises the issue as a 
moral issue or not and what the effects are if he/she does not. If this is the case, then all 

theory regarding ethical decision making becomes irrelevant (Jones 1991). 

Applying the Model to the Ethics of Online Data Collection 

Since much earlier theory on ethical decision making is developed for organisations, 
including the Issue-Contingent Model of Ethical Decision Making in Organizations used in this 

study, there exists a need for clarifying how the model will be used to investigate 
consumers’ perception of data collection. Firstly, based on Jones’ (1991) theory we are 

naming consumers, and not managers, moral agents. This is a new use of the model, and it is 
deemed useful and valid assuming that any single individual, regardless of context, will 
make use of certain specific mechanisms when evaluating an ethical issue. This is 

considered a logical conclusion since Jones’ (1991) model is already defined to look at 
actions by individuals, and not groups or organisations as a whole. 

The theoretical focus of this study is the Issue-Contingency and its effects on the act of 
Recognizing a Moral Issue (see Figure 2). To clarify, how the characteristics of the issue at 
hand are perceived, and consequently how these characteristics affect to what degree the 

issue is perceived ethical or not, is what will be investigated. This focus enables the study to 
go beyond the result of an ethical decision, and instead focus on how the issue’s unique 

traits are perceived, and consequently how these affect what perceptions and opinions 
consumers hold about the issue at hand. See Figure 2 for a clarification of the theoretical 
focus. 
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Figure 2. A clarification of Jones’ model (1991) and its use in this study 

Moral Intensity 

Moral intensity is a multidimensional construct that captures the extent of moral 
imperative in a specific situation, regarding a specific issue. Moral intensity does not reflect 
traits of moral decision makers, nor contextual factors such as organisational culture or 

policies. Only characteristics of the issue itself determine moral intensity. The intensity 
refers to how the specific characteristics of the issue will affect how it is perceived. The 

characteristics are thus what will be assessed to decide the level of morality of the issue, and 
usually stems from normative, classical philosophical arguments. These usually revolve 
around the following themes: 

1. The type of goodness or evil involved 

2. The urgency of the situation 

3. The certainty of probability of effects 

4. The extent of the moral agent’s influence on events 

5. The availability of alternate means (Garrett 1966, p. 9-10) 
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Components of Moral Intensity 
Moral intensity is made up of six distinct characteristics: magnitude of consequences, social 

consensus, probability of effect, temporal immediacy, proximity and concentration of effect 
(see Figure 2, p. 17). 

Magnitude of Consequences 

The magnitude of consequences of a moral issue is defined as the sum of the harm (or benefit) 

a moral act causes its victims (or beneficiaries). For example, an act that injures 10,000 
people is deemed to have greater magnitude of consequences than an act that only causes 

injuries to 10 people. An act that causes the death of a person, which is of greater magnitude 
of consequences than an act that only causes a minor injury. 

The inclusion of this component in the model assumes that some consequences result in 

different reactions for different people. For example, most people would not become 
morally outraged because a colleague is denied vacation at the same time all other 

employees want to take some time off. Simply put, the consequences do not warrant the 
reaction. This simple example illustrates that there is a threshold regarding the magnitude 
of consequences, and that an act needs to reach a certain level to warrant a moral 

consideration. Research has shown that ethical behaviour is more likely to follow if the 
consequences are more serious (Jones 1991). 

Social Consensus 

The social consensus component is defined as the degree of social consensus that a certain 
act or behaviour is good or evil. For example, there is more consensus regarding the evil in 
discriminating minority job candidates, than there is regarding the evil of not acting 

affirmatively on behalf of minority job candidates. Another example concerns bribes: there 
is more social consensus regarding the evil in bribing a customs official in Texas, than there 

is regarding bribing a customs official in Mexico (Jones 1991). 

This component captures the fact that in order to make an ethical decision, one must know 
what is considered ethical or unethical in a situation. Social consensus usually plays a vital 

role helping to reduce and prevent ambiguity. “In order for individuals to respond appropriately 
to a given situation, agreement must exist as to whether or not the behaviour is 

appropriate” (Laczniak & Inderrieden 1987, p. 304). 
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Probability of Effect 

The probability of effect component of a moral issue is dual; it concerns the probability of the 

issue becoming a moral act and taking place, and the probability it will cause the predicted 
harm (or benefit). For example, a vehicle that would be dangerous during routine driving 
has a greater probability of harm than a vehicle that would only endanger drivers during 

rear-end collisions. Another example is the selling of a gun to a known armed robber, which 
would have a greater probability of harm, than selling a gun to a lawful citizen. 

Indeed, it has been studied and concluded that individuals are bad at making predictions 
(Kahneman, Slovic and Tversky 1982) but that predictions may nonetheless be valuable and 
useful probability estimates for ethical decisions (Jones 1991). 

Temporal Immediacy 

Temporal immediacy concerns the length of time between when the act occurs, the act and 
the consequence its assumed consequence, where a shorter length of time implies greater 
immediacy. For example, releasing a drug that will cause 1 percent of users to have nervous 

reactions soon after they take it has greater immediacy than releasing a drug that will cause 
1 percent of users the same nervous reaction after 20 years. Or, reducing retirement benefits 

for current retirees has greater temporal immediacy than reducing the benefits of 
employees currently between 40 and 50 years old. 

The temporal component is considered for two reasons. The first is the classic economist 
idea that all future values are to be discounted, which means that a future consequences will 
be discounted in proportion to the temporal distance of the predicted effects. The second 

reason is because of the underlying assumption that as temporal immediacy decreases (that 
is, more time passes) between the moral act in question and its predicted consequences, the 

probability of the predicted consequences happening decreases. If all else remains constant, 
additional time is supposed to create additional possibilities for moral interventions that 
will change the probability of the predicted consequences taking place. These moral 

interventions can be done either by a moral agent or by someone else. Hence, this reduces 
the moral urgency of the problem. To summarise, individuals react more strongly to 

injustices that have immediate effects as opposed to those that have similar effects in the 
distant future (Jones 1991). 
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Proximity 

The proximity component concerns the feeling of nearness, be it social, cultural, 

psychological or physical, the moral agent has for victims (or beneficiaries) of the evil (or 
beneficial) act in question. For example, an employee will probably experience a greater 
moral proximity (physical and psychological) when layoffs are being made in that 

employee’s work unit, than when the same thing happens in a remote plant. Another 
example is the perceived greater moral proximity (social, cultural and physical) of selling 

dangerous pesticides in U.S. markets, than that of selling the same pesticides in Latin 
America. 

Proximity captures the fact that people tend to care more about other people who are close 

to them (either socially, culturally, psychologically or physically) than for people more 
distant to them (Jones 1991). A statement made of a militiaman from forces in Beirut about 

his reasoning that killing did not bother him, if his victims were strangers, serves as an 
example: “Those I do not know, I don't care about” and “for bloody and tough battles, I take other 
fighters, not the ones I have here. These are my friends. I don't want a guilty conscience if something 

happens” (Newsweek 1989, p. 58). Another example is the Soviet invasion of Afghanistan in 
the late 1980s, which has been argued only registered “at the fringes of our 

consciousness” (Kaplan 1989, p. 29) although considered horrible. The reason for this has 
been said to be because “the war in Afghanistan-in addition to being difficult to report-happened 
too far away, to an alien people with few ethnic compatriots in America” (Kaplan 1989, p. 29). 

These observations suggest that distance, be it physical, psychological, cultural or social, 
affects the way humans view and value moral issues (Jones 1991). 

Concentration of Effect 

The component concerns the effect a moral act has for people, of a given magnitude. For 
example, a change in a warranty policy denying coverage to 10 people with claims of 
$10,000 each, has a more concentrated effect than the same change denying 10,000 people 

with claims of $10. Similarly, cheating an individual out of a given sum of money has a more 
concentrated effect than does the same act, and same sum, towards a corporation or 

government agency (Jones 1991). 

The component captures the sense that individual justice is of extreme importance (Rawls 
1971) and that people who joins this philosophy will detest immoral acts that have highly 

concentrated effects (Jones 1991). 
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Method 
The research method used in this study was based on the recommendations in Saunders, 

Lewis and Thornhill (2016) for how to answer the question How is personal data collection 
and its prevalence online perceived and motivated by consumers? The method was specifically 

designed for the more focused purpose of the study, i.e. to improve our understanding of how 
consumers perceive companies’ personal data collection activities. 

Since the purpose was to gain a deeper knowledge about the arguments customers use to 

motivate and reason around privacy related issues, we chose a semi-structured qualitative 
method with focus groups to gather research data (Saunders, Lewis & Thornhill 2016, p. 

396). A focus group, also commonly referred to as group interview or group discussion, 
consists of two or more interviewees, but a typical number ranges between 4 and 12 
participants. The defining trait of a focus group is a group interview where the topic of 

discussion is clearly and precisely defined, and there is an explicit focus on enabling and 
recording interactive discussion between participants (Saunders, Lewis & Thornhill 2016, p. 

417). Focus groups enable researchers an exploratory approach and to capture subjective in-
depth experiences related to a certain phenomenon (Kvale & Brinkmann 2009). This was 
thus considered a relevant method for this study, since Jones’ (1991) model on ethical 

decision making makes clear that individuals make ethical decisions in relation to their 
social context.  

The disadvantage of all types of interviews, such as when using focus groups, is the risk for 
biases – both from the interviewer and the interviewee (Saunders, Lewis & Thornhill 2016, 
p. 397). Another risk of using focus groups is that they are hard to replicate, thus limiting the 

possibility to reach a generalisable result. However, generalisability is often not essential for 
studies using focus groups. Instead, they are often focused on capturing opinions held at the 

time of collection (Saunders, Lewis & Thornhill 2016, p. 398). 

Data Collection 
In-depth interviews are preferable for explanatory studies and can be helpful both when 
studying consumer reasoning and getting a more contextual understanding of the issue of 

interest. We found semi-structured interviews conducted in groups to be suitable for the 
collection of data for this paper (Saunders, Lewis & Thornhill 2016, p. 392). 
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Using focus groups enables and is subject to group dynamics, which can be both an asset 

and a problem in research studies. It can be an asset when group interactions lead to vivid 
and productive discussions, where interviewees respond to the questions asked by the 

interviewer as well as to the points raised by other participants. It can be an asset when 
groups provide a lot of “data” for the study (Saunders, Lewis & Thornhill 2016, p. 419). This 
implementation of focus groups was exceptionally relevant and beneficial for this study, 

since it provided many different perspectives, opinions and “trains-of-thought” that helped 
deepen the understanding for how participants viewed the topics of discussion. The 

dynamics of the groups can also possibly result in discussions within an area not perceived 
by the interviewer, but that can be highly relevant for the topic discussed. Thus, an even 
broader and deeper understanding of the issue can be possible, which can clearly be 

beneficial to the study. However, group interviews can be unsuitable when the aim is to 
develop an understanding of the topic. On an individual level some perspectives, opinions 

and thoughts can easily be lost as part of the group dynamics process. This is more likely to 
happen if some participants take up more space than others, and dominate the discussion, 
thus inhibiting others. A consequence of this can be that the reported views may not 

represent what any of the participants fully and wholly agree with, making the study less 
valid (Saunders, Lewis & Thornhill 2016, p. 419). 

These problematic aspects of focus group interviews can be counteracted by the moderator 
addressing questions directly to different participants, thus making sure that all people in 
the group become involved in the discussion (Saunders, Lewis & Thornhill 2016, p. 418). 

Furthermore, since this study aimed to explore pre-held views about an issue, it was 
important to ensure that participants held and reported their own views (Saunders, Lewis & 

Thornhill 2016, p. 420). It was important to avoid unfavourable group dynamics that could 
sabotage or prevent the possibility to achieving the positive outcomes that is possible with 
focus groups. Overall, however, the benefits of using focus groups were found to outweigh 

the inevitable risks of this approach. 

A final aspect worth noting is that the focus groups were held in Swedish, since this is the 

commonly used language for the participants of the study. Considering that this paper is 
written in English, all information was translated from Swedish to English to be consistent 
with the rest of this paper. This means that linguistic nuances can be lost in translation, so 

that the statements differ somewhat from the opinion as it was originally stated. Still, 
English is a language with which the paper’s authors are well acquainted and proficient and 

this has therefore been considered a minor problem for the study and its purpose. 
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Participation and Selection Process 
The sampling of participants for the focus groups was done purposively. It is most beneficial 

for relatively small groups, where the samples need to be particularly informative (Saunders, 
Lewis & Thornhill 2016, p. 301). When selecting participants, the requirements were that 

they should be between 20 and 35 years old, and be experienced in using internet technology 
in their everyday lives. This choice was based on the belief that experienced users of the 
Internet would be able to discuss the issue at hand more elaborately than users with less 

experience. Additionally, the age of participants were chosen because people in this age span 
are supposedly all familiar with the internet and have been so for quite some time, due to 

internet’s presence in education and work environments for the past decade. Both these 
traits were considered beneficial for further discussions.  

Although a purposive sampling is not considered to be statistically significant (Saunders, 

Lewis & Thornhill 2016, p. 301), it is a suitable method for a study of a more exploratory 
nature (Saunders, Lewis & Thornhill 2016, p. 174). Since few studies in this field have been 

conducted previously, it was natural to start out by studying a group of people clearly 
engaged in the topic of interest to this paper’s purpose. 

The size of the focus groups was rather small and even in their distribution of gender, age 

and socio-economical factors. Three focus groups with four to five participants in each were 
carried out during one week. We decided to use small groups since we wanted the 

participants to feel as comfortable as possible when communicating their thoughts. This 
was considered a natural choice since it is an advantage to use smaller focus groups when 
topics discussed relates to more emotionally involved or sensitive constructs, such as 

attitudes (Saunders, Lewis & Thornhill 2016, p. 276; 421). Each interview lasted between 75 
and 100 minutes. The interviewers made sure that everyone actively participated by 

distributing the questions in the group, and asking all participants for answers. Participants 
were not interrupted by the interviewers during the discussions. The interviewers waited 
until a natural end to the discussions for each question before moving on to the next one. 

The final selections of participants ended up being between 21 and 32 years of age, 6 women 
and 7 men. All participants were undertaking or had already finished higher education. 
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Implementation 
The participants were introduced to the project via a letter with instructions and ethical 

guidelines (see Ethical Considerations below) for their participation. They then answered a 
survey (see Attachment 2) consisting of 18 questions about themselves and their use of 

different internet technologies. This was done to ensure that all focus group participants 
were similar in their familiarity with, and knowledge of, internet technology and that the 
variety in answers was not due to any substantial differences regarding this aspect. 

When the group met, and before the questioning started, it watched a short informative 
video about data collection in society (Seeker Daily 2016). The purpose of this video was to 

make sure all participants had the same basic knowledge about the issues to be discussed. 
Although the video was chosen to be as objective as possible, it was biased since it covered 
the NSA SIGINT surveillance from a citizen perspective, without featuring the positive 

aspects of data collection in society. Since the participants were supposedly familiar with 
the positive consequences of online data collection from personal experiences, a video that 

highlighted the negative consequences was deemed necessary to enable a discussion of both 
positive and negative consequences of the issue. To make sure all participants understood 
the content of the focus groups questions, the video was chosen to ensure that all 

participants had at least basic knowledge about data collection online. 

All dimensions of moral intensity (see Figure 2) was represented by at least one question for 

the focus groups to discuss. See Attachment 1 for full interviewer instructions. The intent 
behind each question was to capture the dimension it was supposed to measure in the best 
way possible. Since no previous studies have looked at similar dimensions in relation to 

personal data collection, the questions were created specifically for this study. All questions 
were therefore discussed properly with advisors and research colleagues to make sure they 

could monitor the dimension we intended to study. 

For example, the Magnitude of Consequences dimension was represented by the questions: 
“What positive and negative effects do you consider data collection to have?” and “What 

consequences do you believe that the data collected about you can have? Both positive and 
negative”. Social consensus was represented by the questions “Do you consider data 

collection to be good or bad? Why?” and three comparison questions, where data collection 
was compared to other ethical issues. Probability of effect was measured with the question 
“How likely do you believe these consequences to affect you? Why?”. Furthermore, there are 

several general questions, not connected to the model, that were related to the broader 
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issue of private data collection. One example of a more general question was: “Who is 

responsible for regulating what data that is collected and why?” and the participants were 
also asked to rate both their own awareness, and awareness in society over all, on a scale 

between 1 and 5, where 1 was not aware at all and 5 was completely aware. 

The focus group interviews were recorded, transcribed and translated. They were further 
named A, B and C to distinguish between them. Additionally, participants were given a name 

consisting of a letter reflecting what group they belonged to, along with a number to 
organize participants within each group. For example, a participant in group A could be 

named “A1”, whereas a participant from group C could be named “C4”. The content of the 
discussions was then manually sorted, based on the different perspectives in the analytical 
model and presented in the results section of this paper. 

Data Processing and Analysis 
The theory described above was used as a guideline for the semi-structured questions that 
governed the focus group discussions. This was to ensure that there was a clear focus on 

what this paper intended to examine, specifically general discussions and arguments made 
by consumers regarding data collection. Considering the exploratory nature of this study, 
there were no clear-cut “right or wrong” answers. Rather, an overall improved and clarified 

understanding was sought after. It was, therefore, sufficient to use the theory described 
above loosely as framework when creating the questions. A description of the questions for 

each aspect of the theory can be found above. For clarity, questions have been sorted after 
how they were presented in the theory part. 

Ethical Considerations 
In the humanities and social sciences, the Swedish research council has authored ethical 

guidelines that should be followed by all researchers. There are four requirements that 
should be followed by all researchers: the information requirement, requirement of consent, 

confidentiality requirement and utilisation requirement. The researcher is helped by 
following these requirements, while the participants are protected continuously throughout 
the study (Vetenskapsrådet 2002). 

The information requirement states that the researcher must inform the research concerned 
about the purpose of the study and the requirement of consent is that participants has the 

right to by themselves determine their involvement in the study. The confidentiality 
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requirement states that all information about participants should be confidential and that 

personal data must be stored in such a way that prevents unauthorised people to take part 
of them. The utilisation requirement states that data collected about individuals may only be 

used for research purposes (Vetenskapsrådet 2002). 

The four ethical requirements have been taken into consideration in this study, mainly 
through the letter received at the beginning of the focus group discussions. The letter 

contained information about the study, what role the participants play, how their 
information would be handled and presented, and that they at any time could withdraw 

their participation in the study. Additionally, this was also presented orally by the 
researchers at the beginning of each focus group discussion to ensure that awareness 
regarding this exists among all participants.  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Results 
The introductory survey showed that participants were connected to the internet 13.7 hours 

a day on average, using a variety of different internet based services and technologies as 
detailed in Figure 3. The results confirm that the selected participants were experienced 

Internet users. 

  

Figure 3. The use of different Internet services by the participants of this study 

All the participants rated themselves on a scale between 1-5, where they perceived 

themselves to be at the higher end of the awareness scale, with an average of 3.8. 

“I'm very aware that companies collect information, and use algorithms, [...] to tailor my Internet 
experience and that it will lead to me to buy more or to consume more of a certain thing” (A2) 

“I am fully aware that it is done, I do not know how it's done, and I do not know exactly what it is they are 
getting. I think ‘they take everything’, everything I do online is stored somewhere” (A3) 

“I think many of us know it is done, but I also think we’re probably quite good at ignoring it.” (C3) 

Although the groups appeared to be similar on the basis of the survey, they came to slightly 
different conclusions. Two out of the three focus groups came to the consensus that data 

collection is predominantly good, while the third group stated that it is predominantly bad, 
as further described below. 
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General Perception of Collection of Personal Data 
Social Consensus 

A majority of participants (9 out of 13) considered the collection of personal data to be a 

good thing, while 4 out of 13 considered it to be a bad thing. In two of the focus groups, A 
and B, all participants but one decided that data collection was beneficial, although they 

could see some bad issues related to the question. This was in part supported by group C. 

“I have accepted that it can be used for positive things, and perhaps it’s easier to say so if you don’t have 
anything to hide about yourself than if you were a criminal or, what do I know, if you do not want to share 

what you do” (A1) 

“It is because you trust that companies and the government are treating it in the right way. It’s all about the 
fact that we trust them for us to think that it is a positive thing” (A2) 

“[I]t feels like this is necessary for me to get a better experience of things, just think about smart homes, they 
are all based on data.” (A3) 

“I can’t honestly say it’s a bad thing, since I’m actively participating in it... I think” (B3) 

Some participants, that initially had seen online data collection as a bad practice, changed 
their mind during the discussions and expressed this change of opinion actively (A4, B4). 

“I do not want to be in favour of it, but I realise that your reasoning is very good” (A4) 

In focus group C, however, three out of four participants argued that collection of personal 
data was mostly a bad practice. Still, participants in all focus groups could see a lot of 

negatives with the current data collecting practices. 

“It’s cool but also scary.” (C4) 

“Collecting personal data can make society safer, but we citizens give away so much of our power by letting 
companies do so. It is way too much power for someone to have, and it’s so easy to use it in the wrong 

way.” (C2) 

“I'm a bit like: I should think about it more, but then I get… then I just don’t, because it's so much to think 
about” (B2) 

“At the same time, it’s very uncomfortable that people know just about everything about me” (B4) 

Although there was a consensus among the focus group participants over all that personal 
data collection was good, each individual that ended up arguing that it was a good thing, 

discussed the different consequences back and forth before they made up their mind. 

The participants also discussed online data collection in relation to other business activities 
that have been deemed unethical. In comparison to child labour, deforestation and tax 

planning, data collection was generally perceived to be less unethical. Yet, the 
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argumentation regarding tax planning was more elaborate than for child labour and 

deforestation. Participants in focus group C decided that data collection was more unethical 
than tax planning, while the individuals in groups A and B did not. Child labour has clear 

negative consequences for the children affected, and was considered to prevent children 
from having a proper childhood. The physical harm caused in combination with the 
exploitation of children’s lack of possibilities were considered far worse than collection of 

data on citizens. Furthermore, the irreversible act of deforestation, with its impact on both 
human and animal life was considered more negative than data collection. Law and 

regulation was identified as a way to help limit the possibly negative consequences of 
collecting data, as opposed to the forever lost natural resources. 

“Deforestation is clearly more dangerous to the human species. Once you’ve cut down the trees, there is no 
turning back. With data collection, you can at least work on creating improved practices for how it’s carried 

out.” (C1) 

The lack of a clear legal framework regarding the collection of data was by some considered 

to be a bigger threat and problem than that of tax planning, where the existing legal 
framework enables the creation of more thorough laws to prevent it. At the same time, 

participants in two out of three focus groups felt that tax planning does more direct harm to 
society than data collection, since the collection of data is not necessarily bad, while tax 
planning is. 

“Tax planning takes a lot of important resources from society and its welfare apparatus. Data collection is 
not a bad thing, per se.” (C3) 

“At least tax planning has a legal framework you can work with and improve. That makes it possible to 
prevent it from happening.” (C4) 

“In the long run, data collection is harmful because there is no existing legal framework for how to limit its 
reach. It can be a very dangerous tool if the data ends up in the wrong hands.” (C2) 

A Wide Range of Consequences 
Magnitude of Consequences 

All participants, across all focus groups, could see evident benefits of online data collection, 

such as improved and more relevant product offerings based on preferences. It was also 
argued that it created increased possibilities for innovation. 

“You can customise products much better for an individual with data” (B4) 

“You can find patterns and find the evidence of things that people say is bad is not at all true” (B1) 

“In particular, products can be free, everything we use have a price obviously. It's not free to build Facebook 
but obviously, they can give it to us for free, so in some way we pay, and this is true for all services” (B5) 
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“You’re paying with your privacy to get Facebook, Twitter, Kik and everything else in exchange” (B5) 

“Everything is used to sell things, whether you use ads that are data-driven, or you want to optimise your 
own service so you can get people to log in more often or buy Spotify Premium instead” (A3) 

They also discussed the convenience serviced that could be offered using personal data. 

Some participants also argued that they would be disappointed if internet companies took 
information without using it to improve the user’s experience. 

“When I was home last time I drove a lot between two suburbs, every day I got in the car and my phone said 
‘21 minutes to Sandringham’ and I was like ‘Oh my god, how does it know I’m going there?’ It wasn’t just 

where I was, it was where I was going...” (A4) 

Another issue mentioned was the current discussion about Facebook’s apparent role in the 
American election, where media has argued that Facebook played an important part in the 

outcome of the election. This was argued to be because of social media’s tendency to 
present news and articles based on what the user has searched for earlier. According to the 
participants this is a direct consequence of researching and applying individual data usage 

for specific purposes, which could possibly prove to be a democratic problem. The thought 
of private companies affecting what news get reported and those that are not reported, is 

considered highly problematic. 

“But I feel this ‘bubble effect’ is very new. People haven’t talked about it before and I feel maybe that I have 
not thought much about it either, until we all see the hangover” (A4) 

“When you seek information online, a lot of times it is because there is something you want to learn. If your 
search results are only based on what you have read and know from previous searches, things like Facebook 

and the election happen. Fake news get spread across your feed and people become misinformed.” (C4) 

“It is a threat to democracy, really.” (C2) 

Another thing considered problematic was the way personal data collection is motivated. 

One argument mentioned, which was perceived to be used frequently by the government, 
especially the police, was that the information helps prevent terrorist attacks. The focus 
groups were, however, unsure if the collection of data achieves its goal of reducing 

terrorism. 

“It’s hard, because you contribute to a safer society, but you also lose a part of your privacy” (C1) 

“I believe a lot of people think that it is OK if my data is collected, if it can help make society safer” (C3) 

“Close to ten million Swedish citizens lose their privacy for what? I don’t even know if they have managed to 
catch a terrorist based on their surveillance intelligence” (C4) 

“I feel like I need statistics telling me if it really prevents crime or not” (B4) 
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Effects from Private Data Collection Are Already 
Showing 
Probability of Effect 

Filter bubbles  on the Internet have been widely discussed in the media and academia in the 1

last couple of years (Bozdag & van den Hoven 2015). The concept is still rather hypothetical 
and lacks both a mutual definition and long term academic studies. Still, all participants in 

the focus groups stated that they had experienced this effect. They described a phenomenon 
where surfing the web became more comfortable, since information relevant for an 
individual pops up without the person actively searching for it. The flip side, however, is that 

a person constantly encounters content and opinions similar to what the person has 
previously searched for, hence the name “bubble”. If the filter bubble exists in the way 

believed among the participants this would mean that users must intentionally search for 
opinions differing from their own, in order to stand a chance at finding them (C4). This 
consequence is considered to be a threat to an informed society, and all focus groups were 

very critical to this effect of data collection. 

“It’s not a problem until it really is a problem, and then it’s a big damn problem” (B1) 

“If it exists, the filter bubble, it’s actually a rather negative thing that we will converge down to zero with 
time, you will only see what you like” (B1) 

“I think there would be more discussions in society if we didn’t have all the history about what your opinions 
are through the data you leave behind” (B5) 

“The notion that you should google for something on your home computer and it would affect your life, that 
risk is more or less non-existent” (B1) 

“The ones who hold the data can indirectly control what gets attention and not, which is a clear threat to 
democracy.” (C2) 

“The Internet’s potential with broadening your perspective and presenting differing views, is lost.” (C4) 

A Time Aspect of Private Data Collection 
Temporal Immediacy 

Most participants were aware of the fact that what content posted online communicates 
sometimes changes with time, and that pictures and messages, such as tweets, can be taken 

out of their proper context. All participants seemed to deal with this risk through deliberate 
selection of what they post online. Some participants seemed to find statistics about 

 A filter bubble is the result of personalised search, which means a website algorithm guesses what information a user want 1

to see, based on unique information such as location, past click behaviour and search history. The concept was first 
developed in Eli Pariser’s book “The Filter Bubble: What The Internet Is Hiding From You” published in 2011.
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themselves and their lives to be an entertaining side effect of all the data generated about 

you online. At the same time, they realised that for this to be possible, the data needs to be 
stored and accessed by someone providing such a service. 

“But you are a bit aware of this too, that you need to think twice before you publish anything, so that you can 
really stand for that opinion” (A1) 

“I don’t feel that my friends are aware of this when you look at how they behave” (A4) 

“My phone knows better what I have done than my own memory does" (A3) 

“For future job-seeking, you should really be careful with inappropriate pictures online.” (C2) 

“I hate these reminders on Facebook from what you were writing five years ago. Some of the posts are really 
embarrassing and something I would never write and post today” (C3) 

Private Data Collection Is Not Always a Bad Thing 
Proximity 

The people who opposed personal data collection considered there to be certain situations 

where it would be an acceptable procedure. There was especially one instance where it 
would be considered useful - for keeping track of criminals. More specifically, a policy where 
a convicted and recently released criminal offender could be tracked through his/her 

internet usage during a limited period. This was considered a way of ensuring that the 
former felon acts per law, and could dissolve after a limited time, provided that the person 

has behaved in a lawful manner. However, the participants made clear that, for this to be 
acceptable, there must exist valid reasons and/or evidence for collecting data on a citizen, 
not just vague suspicions based on earlier online behaviour. 

“There must be rules, and if you violate the rules of the game you lose your rights, but the starting point must 
be that everyone has the same opportunities” (A4) 

“If there are well-founded reasons for doing so, I think it would be okay to collect data on criminals. But 
overall, the person must have been convicted for it to be okay” (C2) 

When Less is More in Data Collection 
Concentration of Effect 

The different focus groups differed when it came to deciding if it is better to collect a little 

information about many, or a lot about a few. Participants in focus groups A and B thought 
that it was better that a small and equal amount of data was collected about everyone. 

“Then we can share the burden of offence in solidarity...” (A2) 

“A little data collection on everyone is better, mostly because it seems more democratic” (B5) 
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“If you want to use the data for good, it’s hard to utilise it if you have a huge amount of data but only on a 
small sample. It won’t be representative for the whole population.” (B1) 

On the contrary, participants in focus group C considered it to be better to collect much 
information on a few people, then a little information on many, given there are well-

founded reasons for doing so. Again, this could be applied to the example on convicted 
criminals (see previous section). However, if no such indications exist and data is gathered 

randomly, it was considered a highly problematic act by some, while others found it obvious 
that all possible data should be collected. 

“If you suspect one individual to engage in criminal activities, that’s one thing. To randomly collect data on 
everyone is no good at all.” (C4) 

“But why should it still not be available to take data from others, even those who haven’t violated the rules of 
the game? It might not be very clear that someone has committed a crime, but when you start look into the 

data it might become clear” (A1) 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Analysis 

Magnitude of Consequences 
The consequences discussed varied largely between the focus groups. The participants in 

groups A and B spent most of their time discussing practical implications of data collection, 
while group C elaborated the moral consequences to a larger degree. Even though all three 

groups identified the same practical consequences, both positive and negative, they ascribed 
these consequences different levels of morality. 

In both groups A and B the participants seemed to assign about the same values to both 

positive and negative consequences. The practice of comparing positive and negative 
consequences to decide which one that is most important indicates an argumentation based 

on economic measures, where the main objective often is to maximise the benefits for any 
single individual. This kind of reasoning was not completely unforeseen as individuals often 
substitute moral feelings with economic calculations (Bouckaert 2006). Participants in the 

two groups that focused on the practical implications of data collection used this logic. The 
consequences discussed were also closely tied to their own personal experiences of having 

their online activities tracked, such as using GPS or getting enhanced features in their smart 
devices. Thus, there seems to be a clear link between discussing data collection from one’s 
own experiences and reaching the conclusion that it has mostly positive consequences.  

Contrary to this way of reasoning, participants in focus group C discussed the long-term 
consequences for society of online data collection, focusing on what was “the right” thing to 

do. In other words, the discussions concerned the more philosophical, ethical and moral 
implications of the issue. For the individuals in this group, getting their data collected and 
their online activities tracked was not seen as something that primarily enhanced their 

online experience, but rather as something that intruded on their private lives. Another 
aspect discussed was that having data collected online could be much more uncomfortable 

and disturbing in a non-democratic society than in a democratic society, thus taking the 
issue out of their own personal context and situation. This was in clear contrast to the 
discussions in groups A and B, which reached a different conclusion. This introduced the 

possibility that it is crucial to consider the perspective the issue is seen from when reaching 
a conclusion on whether the issue is considered ethical or not.  

That personal experiences affect the perspective on data collection can be related to the 
proximity aspect of Jones’ (1991) theory. It is stated that people tend to care more about 
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people who are close, rather than distant, to them. This seems to be evident among the 

participants in groups A and B, meaning that the participants’ personal experiences were the 
primary source for information when discussing this study’s issue. Since these participants 

had only experienced positive consequences of having their data collected online, this was 
the foundation on which they built their reasoning. Consequently, these participants did not 
recognise negative consequences, since they had no personal experience of these.  

But the discussions in focus group C were different. Even without personal experiences, the 
participants discussed the morality of the issue at hand and its implications on a societal 

level. They recognised negative consequences without an apparent proximity or personal 
experience of them. This indicates that proximity is an important factor when participants 
are to judge practical implications. When discussing moral consequences, however, 

proximity is not as important. 

Social Consensus 
The participants in the three focus groups were in agreement on both the positive and 

negative aspects of having their data collected. One interesting aspect of social consensus 
was how the discussions emerged following each question. In many cases, the participants 
started the discussion process by putting all arguments they could collectively think of on 

the table, and then discussed which consequences were desirable and which ones were not. 
Both positive and negative aspects were discussed elaborately in all groups, but groups A 

and B reached the conclusion that data collection is a good thing while group C came to the 
opposing view. Why is this?  

One explanation could be the effect of inevitable group dynamics, as individual participants 

may dominate the discussions and the overall opinion thus reflects that of a dominant 
participant than that of the group. In all focus group discussions, it was common that one 

person in the group started arguing from a certain perspective. This view was then opposed 
by someone else in the group and the discussions oscillated back and forth between the 
perspectives until a consensus was reached within the group. The different opinions in the 

focus groups were considered before a collective opinion was reached. Full consensus was 
not always reached, but the general opinions of the groups were never opposed by more 

than one person, at any given time.  

The first perspective taken set the tone for the whole discussion, since it was always 
discussed elaborately, compared to opinions expressed later on that were typically not 
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discussed as extensively. In both groups A and B, the participants who initiated the 

discussions were in obvious favour of data collection. A consequence was that the two 
groups focused on the positive effects. In group C, the first expressed opinion was a 

distinctly negative one, and the group discussion became focused on data collection being a 
bad practice. Some participants also expressed this dynamic in one way or another: “I do not 
want to be in favour of it, but I realise that your reasoning is very good” (A4).  

However, it is hard to say if there was a clear social consensus that determined how the 
dominant overall conclusion was reached in each group. Although it is unquestionable that 

the opinions raised initially were very important for the following discussions, it is not 
possible to say if it influenced the final conclusions, seeing that only three groups were used.  
Furthermore, the lack of clear social consensus could also be because there was no earlier 

consensus to use as a reference. As explained above, reaching a social consensus can depend 
on social cues surrounding the issue in question. Considering that this issue is relatively 

new, there is no recognised data that could serve as a benchmark. Public debate and news 
reporting can serve as important sources of social consensus, but  due to the limited scope 
of this study, this has not been further investigated. The absence of earlier social consensus 

seems to have made focus groups discussions more exploratory than if the issue was more 
established. This may have been a way to create a mutual frame of reference regarding the 

issue, and could explain why participants could discuss and agree on both positive and 
negative consequences. 

Probability of Effect 
There is no doubt that online data collection has effects, supporting the first aspect of the 

dual nature of probability of effect (Jones 1991). Thus, this is not discussed as a probability, 
but rather as a reality. Although most participants were not scared of data collection on a 

personal level, they seemed to recognise the fact that spending time online comes with 
certain risks. About half of the participants stated that they limited or protected their online 
activities in one way or another. At the same time, some participants argued that it is 

extremely unlikely that any negative consequences could arise from e.g. their individual 
Google search patterns: “That you would google for something on your home computer and it 

would affect your life, that risk is more or less nonexistent” (B1).  

The only negative effect everyone could see was the so-called “filter bubble effect”, i.e. an 
effect based on the filtering that controls that the content you receive is based on previous 

search results, but that increases the likelihood of reinforcing pre-existing views and 
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opinions. All participants considered this to be highly problematic. Yet, a couple of people 

admitted that they had not seen a filter bubble effect until people had started to discuss it 
more in the urge to understand the somewhat surprising results in the British EU 

referendum and the US presidential election. Everyone agreed that a filter bubble effect 
could be potentially threatening for the debate climate online. If all users get their views and 
opinions confirmed by similar content, then the tolerance towards differing opinions and 

eventually, democracy, can be threatened.  

The different opinions between the participants concerning effects is could be related to 

their ability to predict risks. It is therefore important to question how well individuals 
predict risks regarding this particular issue. Data collection online is still relatively new, 
meaning it may be difficult to accurately predict its effects. Whether individuals 

overestimate the probability of positive effects, or underestimate the probability of negative 
ones, is important to keep in mind but hard to answer. Calculating the risk of data collection 

online seemed to be hard to do for the participants in this study. But this may not only be 
related to this relatively new field, but could be a general phenomenon as Kahneman, Slovic 
and Tversky (1982) have previously concluded that individuals are bad at making 

predictions.  

Nevertheless, all participants agreed on one negative effect, the filter bubble effect. This 

may be related to the fact that all participants were personally familiar with this effect and 
had an easier time discussing it compared to other negative effects that they had no 
personal experience of. Thus, it appears that how individuals estimate how probable certain 

effects of data collection online are, seems to depend on their earlier experiences. Thus, 
proximity is decisive also for how data collection online is viewed and discussed by 

individuals. 

Temporal Immediacy 
Almost none of the participants worried about the time frame of the effect of using online 
services. This dimension seemed to have little or no impact on the moral intensity. It might 

be an effect of perceiving negative consequences as mostly hypothetical, and not regular, 
events and thus appearing as rather distant. This stands in contrast to the perceived positive 

consequences, which show up regularly in participants’ everyday lives and over time. As has 
been discussed above, this indicates, that people seem to have a hard time discussing data 
collection on any other premises than the ones they have personally experienced.  
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However, all participants acknowledged the fact that once their data has been collected, it is 

essentially accessible online forever. They seemed to focus less on the time frame and more 
on the fact that the amount of data will inevitably increase over time. With a larger amount 

of data accessible, they realised that any negative effects in the future might be more 
intense. Despite this insight, the fact that their personal data is stored online eternally did 
not seem to worry them. It seems they consider this aspect to be “the name of the game”, 

i.e. something that you are (or at least should be) aware of if you engage in activities on the 
internet. Some participants found it problematic that any content can be taken out of 

context and used as argumentation for something that is untrue or did not even happen. 
However, this was mostly discussed from a “social” perspective, in terms of feelings of 
embarrassment when old pictures and status updates reappear in their news feed, or the 

wish to be able to hide from future employers whom they may not want to get access to 
possibly inappropriate pictures or blog posts from many years ago.  

The opinions expressed regarding the aspect of temporal immediacy were very similar in all 
focus groups. This might seem surprising, especially when considering the earlier 
statements and opinions in focus group C on their data being stored. However, it seems that 

the hypothetical, distant nature of this aspect had an impact on how participants viewed it. 
The reasoning displayed by the participants seems to confirm what has been stated by Jones 

(1991): as the temporal immediacy decreases (that is, more time passes) any consequences 
are perceived less likely to happen. Considering the participants’ lack of worry, the temporal 
immediacy aspect may also affect whether individuals assess data collection online as a 

moral issue. The reasoning seems to go that if no direct negative consequences can be seen 
there is nothing to worry about. This may possibly be explained by the intangible nature of 

the issue, compared to the more tangible consequences explained in Jones’ (1991) theory on 
temporal immediacy. The continuous collection of data online means there is no clear 
beginning and ending, as with the examples provided by Jones (1991). This could also 

explain why participants do not recognise the possible future problems of having their data 
collected. Another explanation could be the relatively young age of the focus groups 

participants, meaning they may not have been on the internet long enough to have 
experienced serious consequences of having old content still available online. As with earlier 
aspects, it seems likely that personal experiences would increase the amount of elaborate 

discussions and arguments from the participants.  
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Proximity 
As revealed by the analysis of both magnitude of consequences and probability of effect, 

proximity was an important factor when the participants discuss data collection online. This 
aspect seems crucial and decisive regarding whether individuals recognise data collection 

online as a moral issue or not. In other words, personal experience elicits an increased 
awareness of the nature of data collection online. It was particularly evident in groups A and 
B that participants were likely to think about the direct consequences in their everyday lives, 

rather than the morality of the issue. This also meant that less attention was directed to 
how data collection may affect others. Nonetheless, there were a few exceptions to their 

reasoning.  

It is worth noting that this discussion was not, in any way, reflected upon on a personal level 
with real-life examples or anecdotes, in contrast to the other aspects of the discussion. 

Discussions on the proximity aspect focused predominantly on collecting data in a just and 
fair way, meaning that everyone should be affected in the same way if their data was to be 

collected. This was exemplified with the use of words such as “solidarity”. It was considered 
acceptable to single out individuals and collect an additional amount of data only if the 
motive is to help them, for example curing illnesses or improving the lives for minorities. 

Additionally, some people argued that data collection might be motivated if the goal is to 
prevent crimes and criminal activity in general. Data collection as a surveillance tool seemed 

to be a viable reason for most participants, although they were not sure what a valid reason 
for data surveillance could be. Indeed, the questions regarding proximity was the only 
aspect where participants in groups A and B switched focus from their own experiences to a 

focus more in line with that of group C. The vagueness of their reasoning can be attributed 
to a lack of familiarity with this way of thinking regarding the issue, maybe because specific 

details on data collection is not usually discussed. Another explanation may be that it is 
hard to discuss an issue with no previous records. This could also explain why the 
argumentation regarding criminals seemed based less on proximity or personal experience, 

and more on the fact that criminals presumably have evil intents and that data collection 
can help prevent crime in some way.   

This reasoning displays a difference from earlier argumentation. When talking about 
proximity, it seemed as if the problematic aspects of data collection concerned all citizens. 
The notion that it may be acceptable to have online surveillance of criminals counters what 

has been argued previously. However, one must not forget that this may simply be a way of 
exemplifying when data collection is acceptable. There is a clear difference between 
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discussing who is affected, and the reason why data is collected on a person. The former 

concerns personal characteristics or behaviours, making it unacceptable to collect data, 
while the latter concerns why data is collected. In other words, if data collection is used for 

good, it’s okay. If it is used for any other reason, it’s not. We must, nonetheless, remember 
that criminal prevention, such as terrorist prevention, is an argument regularly raised by 
advocates for data collection. It is likely that the participants are influenced by these 

arguments in one way or another. 

Concentration of Effect 
All participants felt strongly that it was better if all individuals were affected alike, not 

singling out groups or individuals, even if the total amount of data collection would be the 
same. This confirms that Jones’ (1991) model can predict users’ reasoning. Furthermore, 
this argument was applicable both for the positive and negative consequences; the 

distribution of consequences of data collection should be “fair”. This result counters 
Jones’ (1991) model, which only argues that individuals want immoral (that is, negative) 

consequences to be distributed equally. Instead, participants of this study found it 
important that all citizens are treated equally, whether it is for better or for worse. This 
confirms Rawls’ (1971) statement that individual justice is of extreme importance to 

individuals when assessing moral issues. 

Even though participants were in agreement regarding the concept of fair distribution, they 

seemed to have difficulties relating to the risk of potential negative consequences of 
concentrated effects. This probably influenced their discussion of this dimension. There was 
no elaborate discussion of whether data collection is distributed fairly, nor any other 

practical implications. The participants did not seem to have any personal experience of this 
aspect. Considering that data collection online is neither discussed widely in the media, nor 

in politics, this is not surprising. Without knowledge, how can internet users discuss and 
assess how their data is being collected? Consequently, their discussions happen on a more 
abstract level rather than a concrete one. This has direct implications for whether 

participants discuss the moral aspects of the issue at hand.   

Establishing Moral Intensity 
The different dimensions that constitute moral intensity are significant on their own. 

However, one should pay attention to the fact that they are also related, both directly and 
indirectly. For instance, the study showed that if the probability of effect increased, i.e. 
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effects started to appear in people’s daily lives, the participants’ thoughts regarding 

temporal immediacy, proximity and concentration of effects seemed to change as well. It 
seems that participants found it difficult to discuss issues when the proximity of effects is 

low, i.e. consequences are rather hypothetical, compared to when they have personal 
experience to relate to. Furthermore, moral intensity regarding data collection online varies 
both between the groups and among the participants within them. Social consensus and 

Magnitude of consequences seem to be the two dominant dimensions when establishing 
moral intensity, since these seemed to be decisive for participants when deciding if data 

collection online was predominantly good or bad. The largest differences between 
individuals appear in relation to Magnitude of consequences and Probability of effect, where 
arguments both for and against were elaborated extensively and participants were not 

united in their opinions. 

It is worth noting that the Issue-Contingent Model (see p. 17) concerns how the specific 

characteristics of an issue affects if people perceive it as (un)ethical. This detaches it from 
(un)ethical behaviour, and points to the fact that opinions and beliefs concerning a specific 
issue is a determinant for engaging in a certain behaviour. Indeed, this was confirmed when 

some participants did not seem to experience enough moral intensity to recognise data 
collection as a moral issue. In other words, they did not perceive the specific characteristics 

of the issue as problematic, and therefore did not consider it unethical overall. 
Consequently, they did not discuss the issue in terms of its level of morality, but rather its 
practical implications. 

According to the model, the difference in moral intensity would be the reason to why the 
different focus groups, although recognising the same consequences, viewed data collection 

rather differently. If this is, at least partly, generalisable it could explain why people are not 
finding online data collection to be immoral and therefore not a problematic practice in 
society. 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Conclusion 
The ethics of online data collection is an important and complex issue to study and discuss, 

both in academics and elsewhere. This study has showed that most people do not recognise 
online data collection as a moral issue. Instead, the general view seems to be that collecting 

data can provide both good and bad consequences, but not necessarily that there is a moral 
dimension to the issue. Furthermore, participants seem to base their reasoning almost 
exclusively on their own level of proximity. In other words, personal experience is a crucial 

part of an individual’s ethical decision making regarding online data collection. 

Using a management ethics model works well when studying individuals’ moral reasoning. 

This is probably because the model inherently focuses on individual processes, making it 
possible to relate it to any context that includes individual reasoning. Furthermore, it 
proved fruitful to study the specific characteristics of the issue, rather than any other aspect 

of ethical reasoning. The probability of effect, magnitude of consequences and proximity, i.e. 
your personal experience, seems to be the three most important factors behind the total 

amount of moral intensity. In other words, these factors were decisive for whether 
individuals recognised online data collection as a moral issue or not. 

Why some participants could discuss the collection of data on a moral level while others 

could not, even though all participants level of proximity were similar, was not in the scope 
of this study and thus not further investigated. However, it is safe to conclude that different 

individuals perceive the moral aspects of online data collection in different ways. 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Discussion and Future Research 
Considering the importance and impact of the internet in our everyday lives, it is critical to 

have a nuanced and thoughtful awareness of its nature and its possible implications. Online 
data collection from a business ethics perspective has not been thoroughly studied before. 

This study was a first attempt at studying how consumers perceive online data collection, 
while simultaneously presenting possible challenges for both corporations and consumers.  

The study has provided some interesting insights into how consumers view the practice, and 

the reasoning behind it. Knowing what opinions and beliefs consumers hold should always 
be a priority for corporations. This is based on the conviction that what consumers hold 

true will in many ways shape and affect how companies can, and feel obligated to, behave. 
As our study has shown, there is a tendency to limit discussions only to one’s own personal 
experience, without taking other perspectives into consideration. Because of this finding,  

we believe there is a need to identify and highlight different perspectives of data collection 
online to impact and innovate this relatively new reality of internet and technology. 

It has been made clear that many participants are not aware of how the collection of online 
data works. Indeed, if one does not have enough relevant knowledge about an issue, how 
can one recognise and discuss its level of morality? Without proper knowledge, an informed 

debate cannot be held, and informed decisions cannot be made. The demand for 
transparency on this issue is likely to increase. Thus, it would be interesting to follow this 

field over time, while at the same time inform citizens about the current practices.  

When consequences are discussed, it is clear that internet is considered an active part of 
society, where internet activity is as “real” and valid as what is happening in the offline 

world. Most people do not seem to distinguish between online and offline when 
experiencing the world. This indicates that we can no longer reduce the Internet and online 

activities to be a less legitimate component of society. Since participants consider some 
aspects of online data collection to be a “threat to democracy”, it is safe to say that the lines 
between the Internet and society have been blurred. We believe it is important to 

understand Internet’s impact on society, and acknowledge the fact that a threat to 
democracy taking place online is as serious as any offline threat. 

However, all negative consequences are not visible to everyone. For instance, some 
participants were describing how they could not see the effects of a filter bubble before the 
discussions about the issue intensified in the media following the EU-referendum. We 
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would, therefore, like to introduce the possibility of benevolence to the field of new 

technology per se. The question of whether we are positively primed towards innovation 
and if this affects our ability to critically examine it would be another viable field of study. 

Are we primed to like something just because it is new? Are we blind to see the problems 
created from something that feels innovative? It would be interesting to study consumers’ 
reasoning on collection of data, while controlling for the effects and feelings of newness and 

modernity. Indeed, when the initial excitement has come and gone, what is left should be 
examined with a critical eye. As stated in the introduction, it is not okay to measure people's 

scalps to enunciate their intelligence anymore, but the practice was probably not as 
controversial back then. The same logic can be applied to new technology and knowledge in 
general. 

Another idea for future research would be to further differentiate the study of online data 
collection. Since this study looks at all online data collection as one uniform practice, it 

would be interesting to divide and examine different practices individually. For instance, do 
consumers hold the same attitudes towards a telecom provider that records their phone 
calls, as to a search engine using previous search data to provide more relevant search 

results? We believe that consumers might view the ethics of data collection online 
differently depending on the type of data collection. Users might for instance be more okay 

with their data being used as a currency than when they are already paying for the service 
and data is still being collected about them. Distinguishing between these different types of 
collection in future studies will probably provide further insight and clarity into consumer 

reasoning.  

Furthermore, it might be insightful to examine consumer reasoning by conducting 

individual interviews, thus excluding the social factor that has been evident in this study. 
This can supposedly provide an even more thorough understanding of how consumers think 
about both the ethical and practical aspects of online data collection. It is possible that the 

opinions expressed in focus groups do not completely capture or reflect each individual’s 
opinion. The social consensus aspect might explain the difference between what consumers 

say and what they do, but to be able to understand if this is the case, excluding the social 
context of data collection is necessary. Since Internet enables social interaction, and many 
Internet technologies are created with communication and collaboration in mind, how the 

social context affects how consumers think of data collection online should not be reduced. 
However, more details about how the social component works in this issue would be 

beneficial when trying to capture the nature of the issue. 
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In our study, it is evident that there are many arguments for both morality and lack thereof 

when it comes to data collection. Indeed, there seems to be many truths to this story. Other 
explanations to the differing views may be demographical factors such as age, gender or 

societal factors, in accordance with the results of Chipulu, Ojiako and Marshall (2016). An 
interesting issue to examine could for instance be if temporal immediacy is increasing with 
the age of internet users. Someone in their sixties has potentially created a lot more online 

data over the years and might be more sensitive to old information appearing in a different 
context, than someone in their thirties. Since demographics have not been considered, there 

is no possibility to make that kind of conclusion in this study. However, conducting a similar 
study, but with a more specific sampling of participants, would probably be a fruitful way of 
examining how these aspects affect views on the issue. Because of the many existing 

demographical factors, several alterations of participant characteristics can give this study’s 
perspective a deeper and broader reach. For instance, conducting the study in different 

geographical and cultural settings might be of interest.   

Considering the digitised, global world as of today, this field of study should be relevant in 
many different settings, further deepening the understanding of this new reality and its 

possible implications. 
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Attachments 

Attachment 1 – Interviewer instructions 

1. Välkomna hit + enkätutdelning 

2. Presentation av fokusgruppsdeltagare  

3. Dela ut missivbrevet  

4. Introduktionsvideo: https://www.youtube.com/watch?v=XSr_cuLLK7Y 

5. Vad tänker ni om det videon handlar om? 

6. På en skala 1-5, hur medvetna skulle ni säga att ni är kring detta?  

7. Vilka positiva och negativa effekter anser ni att datainsamling kan ha? (magnitude of 

consequences) 

8. Vad tror du att företagen gör med den data de samlar in om dig? 

9. Anser du att datainsamling är bra eller dåligt? Varför? (social consensus)  

10. Vilka konsekvenser anser du att den data som samlas in om dig kan få? Både positivt och 

negativt. (magnitude of consequences)  

11. Hur upplever du sannolikheten att de här konsekvenserna inträffar för dig? Varför? 

(probability of effect)  

12. Vad tänker du kring att dela med dig av ditt vardagsliv i form av ex. bild, text eller 

incheckningar på olika platser?  

13. Vad tänker du om att tex. en bild eller video du lägger ut på internet kommer att finnas 

kvar om tio år? Varför? (temporal immediacy)  

14. Hur anpassar du ditt internetanvändande utifrån antagandet att din data samlas in?  

15. Om du kunde välja att din data inte samlas in, exempelvis genom att byta till en annan 

sökmotor, skulle du göra det då? 

16. Vad är värst: att det samlas in lite data om alla, eller mycket data om några få? Varför? 

(concentration of effect)  

17. Är det mer okej att det samlas in data om vissa användare än andra? Varför och vilka? 

(proximity)  

18. Hur medveten tror ni att befolkningen i stort är, på en skala 1-5? Vad tror ni detta beror 

på? 

19. Vems ansvar är det att reglera vilken data som samlas in och varför? 

20. Är det mer okej att samla in personlig data om det är lagligt än om det är olagligt? 

21. Vad är mest oetiskt: datainsamling eller skatteplanering? Varför? (social consensus)  

22. Vad är mest oetiskt: datainsamling eller att skövla regnskog? Varför? (social consensus) 

23. Vad är mest oetiskt: datainsamling eller barnarbete? Varför? (social consensus)  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Attachment 2 – Survey questions 
 
Namn: ________________________________  

Ålder: ________________________________ 

Hur många timmar per dag är du uppkopplad mot internet: _______________________________ 

Vilka av följande produkter och tjänster använder du regelbundet? 
Ringa in! 

 
Mobiltelefon:   Android   Apple iOS   Annan, vilken: 

  

Dator:   Windows  Apple   Annan, vilken: 

  

Webbläsare:   Google Chrome  Safari   Firefox 

   Internet Explorer Annan, vilken: 

  

Aktivitetsmätare: Fitbit   Jawbone  Annan, vilken: 

  

Meddelandetjänst: Facebook  SMS   WhatsApp 

   KIK   Telegram  Annan, vilken: 

  

E-post:   Gmail   Outlook  Annan, vilken: 

  

Sociala medier: Facebook  Twitter   Instagram 

   Snapchat  LinkedIn  Annat, vilken: 

  

Sökmotor:  Google   Yahoo   Annan, vilken: 
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Molnlagring:  Dropbox  iCloud   Annan, vilken: 

  

Delade dokument: Google Docs  Annat, vilken: 

  

Underhållning:  Youtube  Netflix   Annan, vilken:  

  

Videosamtal:  Skype   Apple Facetime  Annan, vilken: 

  

Smart klocka:  Apple Watch  Pebble Smartwatch Annan, vilken:  

  

Bildtjänster:  iCloud Photos  Google Photos  Annan, vilken:  

  

Säkerhetstjänster: Tor   VPN   Ad-blocker 

   “Incognito”-läge Annan, vilken:  
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