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A B S T R A C T

Cyber espionage is a very significant threat for various IT systems
like for the military, business networks and industrial control systems,
making it necessary to have an in-detail look on defense mechanisms
against cyber espionage and how to put those defense mechanisms
in context of specific scenarios. This thesis defines military scenarios
as practical use case in order to analyse the main threats and actors
that can be found in context of cyber espionage. Furthermore, gen-
eral countermeasures against chosen espionage attack types are in-
troduced, brought into context of specific military use cases and put
together with a detailed explanation on how to implement the result-
ing security strategy in real. A descriptive statical evaluation and the
expertise of experts from different areas of information security like
the military ensure that the proposed security strategy is sufficient
enough to help mitigating cyber espionage in general and in specific
use cases like for IT assets of armed forces.
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1 I N T R O D U C T I O N

1.1 motivation

Espionage has a long history, including for example incidents of com-
puter espionage during the cold war [1]. This long history is un-
surprising since information technology (IT) influenced military pro-
cesses as well as businesses and private life already from the start.
It helped not only to make our private lives more efficient, but was
even in its early stages used to share high amounts of information
between forces within a very short time. This influenced not only
the quality of information, but also the situation awareness in vaious
scenarios [2]. However, even if information technology comes with
plenty of advantages it also includes a dark side. Since IT reached a
high grade of ubiquity it does not only support us, but can also offer
a high variety of vectors to target IT systems with the help of various
cyber attacks.

In contrast to conventional warfare, winning of battle-space is not
the priority when it comes to cyber wars. Cyber warfare includes
rather an asymmetric style of war where the main aims are to dis-
rupt, distract or to weaken the enemy [2]. This asymmetry allows
to perform successful attacks with just low resources like limited
bandwidth, while in contrast to this, a satisfying level of security
normally comes together with higher complexity and costs [2]. And
even though we are gaining more and more knowledge about the
current technologies, the complexity of current IT systems, which act
more like all-round systems instead of a specialized tool, makes us
more and more vulnerable [1]. This especially but not exclusively
goes for military IT-assets which are one crucial pillar for the success
of critical military operations as visualized in Figure 1 in which the
cyberspace is included as 5th dimension of warfare that cannot be
seen apart from the conventional dimensions: a ubiquitous support-
ing dimension of warfare [3]. And still: many countries are relying
on the information systems of other nations. Russia, for example, is
using components and contractors from Germany, Slovenia, Sweden,
France, USA and more. Even the communication networks of the min-
istry of defense are leased and not built with own resources, which
is why forces with such dependencies have to reckon on possible cy-
ber espionage even more [4]. Considering this, it is not surprising
that nations are accusing each other to perform nation-driven attacks
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2 introduction

against each other.

Figure 1: Cyberspace as the 5th dimension of warfare

One example for those accusations are the regular allegations of China
and western nations, blaming each other for economic espionage and
attacks on governmental IT-systems [5]. China, for example, has re-
leased numbers in 2009 where 42,000 websites were hijacked, mostly
by foreign adversaries, from which 200 were governmental websites.
Those attacks were performed on a daily basis. Furthermore, the
Chinese government has the suspicion that the USA are spying Chi-
nese governmental IT infrastructures with help of companies like Mi-
crosoft by usage of backdoors in their sold products. In contrast, the
US is blaming China for several severe cyber attacks like the ’Aurora’
attacks during which up to 100 companies were affected.

This said, nations performing cyber attacks and espionage is not just
a myth or a legend, but more a fact that became publicly recog-
nized with past disclosures of espionage-systems, including PRISM,
by whistleblowers like Edward Snowden and submits via the plat-
form Wikileaks. Attacks like the Stuxnet malware further underline
the high capability of nations like the US when it comes to perform
attacks on information systems [6]. However, those disclosures and
incidents lay several years in the past and nations kept spending mil-
lions and billions of dollars into improving their attack and defence
capabilities which is probably leading to even more sophisticated at-
tacks in the future [7, 8]. All those mentioned aspects show clearly
that having a closer look at cyber espionage and defence mechanisms
is now even more important than ever before. And that this does not
only count for military scenarios which will be treated as exemplary
use case of this thesis but also for all kind of IT systems.
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1.2 research questions

As already mentioned it has to be reckoned on adversaries to per-
form cyber espionage on business or military IT-assets. This is the
main reason why this master thesis will have a look at how it is pos-
sible to mitigate such espionage attacks in general but also in special
for the military. The main question can be broken down into several
sub-questions which will help to answer the main research question.
This way it is not necessary to deal with one big and complex prob-
lem, but to solve smaller issues which can be answered more easily in
order to finally find a solution for the initial main research question.
The questions that will be answered are noted in Figure 2.

Figure 2: Research questions which will be covered by the thesis

First, it has to be discussed what special characteristics military sce-
narios have e. g. compared with non-military ones like business or
private networks in order to underline the necessity of having a look
on military-tailored defence solutions as specialised use case for ac-
tually general cyber defense technologies. The next step is to find
out which risks need to be analysed and against which kind of at-
tacks the systems have to be secured. Based on those findings, it
has to be answered which requirements a defence approach has in
the given context so that it can be figured out how such a defence
solution could look like. The designed cyber defence has the aim to
mitigate chosen state of the art espionage techniques which may use
both, insider and outsider attacks. The final questions, which then
comes together with the creation of the solution is if this solution
is really suitable for a practical usage and if it can be assumed that
the proposed defence can mitigate the chosen risks under the defined
circumstances.





2 L I T E R AT U R E R E V I E W

To clarify the context of this master thesis a literature review will be
performed. On the one side this will help to build the foundation
of the own work, but it will also help to point out the gap in liter-
ature where a relation to the military or military scenarios is often
missing. Even though there is no literature that deals directly with
counter measuring espionage attacks on military environments, the
literature review will cover mainly three different areas which are
crucial for building up this thesis. The literature review will have a
look on general threats that can occur in the cyberspace and parts of
it. This will be needed to find out which attacks can in general be
performed within a military environment so that those attacks can be
filtered in a way that only attacks which are relevant for this thesis
will be treated. The filtering process will happen in chapter 5. The
literature review will also consider past cyber incidences in military
environments. This will help to get a sense of past recommendations
for countermeasures, target-structures and performed attacks in real
world scenarios. Furthermore, the review will also include existing
papers about counter measuring cyber espionage approaches as far
as possible, even if identified papers are not focused on military IT-
assets as our use-case. However, before the actual literature review
starts, the term ’cyber espionage’ will be defined in context of existing
literature to be more precise about the context of this thesis.

2.1 what is cyber espionage?

The term ’cyber espionage’ was defined in several papers with slightly
different definitions. In the following the thesis builds up its own def-
inition with the help of the key-definitions of cyber espionage of three
published articles.

• In general, cyber espionage has been defined as a process to ob-
tain information by using IT-systems or networks in order to get
an advantage against the enemy [9, 10, 11]. Another similarity
that different variations of cyber espionage definitions share is
that cyber espionage is targeting sensitive or classified informa-
tion. This will also be an aspect that will be included within the
own definition of this thesis. However, considering that every
kind of information could be disadvantageous for the target, if
leaked and obtained by malicious parties, the cyber espionage
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6 literature review

definition will include all kind of sensitive information and will
not restrict it to just classified ones. The thesis author has the
opinion that the context and the receiver of information are at
the end defining how sensitive information actually is and that
a general classification may be right for most cases, but not for
all kind of information in every imaginable scenario and con-
text.

• It is also possible to add legal aspects to the definition, to specify
the adversaries and to go into detail about the stolen informa-
tion. As example for such a definition, espionage can be seen
as a process of getting access to classified or sensitive informa-
tion. This process happens, in contrast to intelligence gathering,
illegal and without permission of the actual data-owner [10].
This can happen by ’military forces of a certain country, a gov-
ernment institution, a commercial corporation, a criminal orga-
nization or by an individuals acting autonomously’ [10]. While
[9] does not restrict the actors that can perform cyber espionage,
[10] is more precise with saying that it can be done by a specific
range of adversaries. [11] in contrast, only delivers two exam-
ples who may perform cyber espionage: ’conventional spies’ or
’amateur malicious hackers and software programmers’. This
thesis will not directly restrict the groups which might be able
to perform cyber espionage attacks. There is a broad variety
of possible adversaries with very different intentions as it will
be shown as part of the thesis in section 5.2. This is why the
resulting definition of cyber espionage will generally speak of
’opponents with the intention to get an advantage over the tar-
get’ instead of listing specific types of adversaries.

• Other aspects that could be added to a definition are the ways
which are used to perform the cyber espionage [11]. It will
be part of the thesis to find out which malicious processes and
attacks might fall under the term ’cyber espionage’. However,
the definition of ’cyber espionage’ will not restrict the type of
attacks directly. This helps to cover attacks which are not yet
invented but can still be covered with the cyber espionage def-
inition. Explicitly mentioning attack types or ways how to per-
form such attacks would only result in a too narrow-minded
result without granting enough flexibility for new trends.

Based on the aforementioned discussion, the resulting definition of
cyber espionage which is used by this thesis will be determined as the
following: ’Cyber espionage is the process of attacking a target sup-
ported by IT-systems to obtain sensitive information by opponents
with the intent to get an advantage over the target’
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2.2 threats in cyberspace

In order to get an idea about how IT assets can be attacked by ad-
versaries it is worth to have a look on attack mechanisms in digital
environments. Threats in Cyberspace for example can be classified
into different categories [11]. Through a survey of attacks, Uma and
Padmavathi (2013) created a taxonomy based on purpose, legal as-
pects, the scope of the attack, the network type and the severity of
involvement. Figure 3 shows a small extract of the attack classifica-
tion diagram based on Figure 1 of [11]. The survey included a variety
of attacks. This helps to get a sense of how many different types of
attacks can be used to target a single system. However, this study has
also its flaws. As part of the classification, the survey-authors tried to
name exemplary attacks which are part of a certain attack-class. The
naming of some of those attacks is rather irritating than helpful. For
example the classification ’attacks on secret code’ is used when actu-
ally just attacks on a password-system are meant which e. g. include
brute-forcing or resetting the password, as mentioned by the authors.
Furthermore, the classification is sometimes not complete. For ex-
ample the survey performs a classification into ’malicious large scale’
and ’non-malicious small scale’ as it can be seen in Figure 3. This for
example would ignore classes like ’malicious small scale’ and ’non-
malicious large scale’ without mentioning why those classes are not
taken into account by the authors. Despite the obvious flaws of the
survey it can still be helpful for creating an own classification of at-
tacks. The main purpose of this thesis is not to cover every kind of
attack, which is rather the focus of such surveys. Instead, the the-
sis will only focus on certain attacks that can be used to exfiltrate
data. Therefore, the mentioned survey can give some additional in-
formation which attacks in general exist and which of them can be
summarized under the term of cyber espionage and information leak-
age.

Figure 3: Extract of the attack classification diagram of [11]
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While the taxonomy of Uma and Padmavathi gives us a good idea of
the types of attacks, it does not reveal the detailed mechanisms used
in such attacks. One technique for performing attacks is ’social engi-
neering’ what can be done in several ways [12]. The survey of Kumar
et al. for example describes four different human based social en-
gineering attacks and eight different computer based ones which in-
clude among others ’phishing’, ’e-mail-scams’, ’impersonation’, ’pos-
ing as an important user’ and much more. As second main contri-
bution the survey also comes together with plenty of suggestions on
how social engineering attacks can be mitigated. Those suggestions
do not only include just the view of one actor within such an attack.
It is not only explaining what someone can do to make for example
the theft of the own identity harder to be performed, but also what
a service provider could do to ensure that their employees do not ac-
cept fake identities that easy in case adversaries are able to pass the
first level of security measure, the users awareness. Since social engi-
neering is one main method of obtaining sensitive information, this
work will be one of the crucial research papers on which foundation
the threat-chapter will be built on. Furthermore, the suggestions re-
garding mitigation-techniques may have an influence on building an
own rule-set when it comes to defining how cyber-espionage-attacks
can be mitigated by a defence strategy.

Besides the ways on which attacks can be performed, it is also rele-
vant on who is performing the attacks and what are the adversaries
intentions in order to get a comprehend understanding of the risks of
cyber espionage [10]. Sigholm gives not only a deep insight regard-
ing the actors who can include Hacktivists, cyber terrorists, insiders,
militias and more. But also into the motivation of each actor, methods
usually used by each party to perform cyber attacks and narrowing
the preferred target of each adversary-class. Patriot hackers for ex-
ample have the main intent to protect their country if under attack,
so they will try to use techniques like distributed denial of service
(DDoS) attacks or defacements of web resources to attack the adver-
saries of the own nation-state, according to the author. An additional
aspect of the work is that it also investigates what benefits and draw-
backs come together with cyberwarfare and with using non-state ac-
tors in such a war. This helps to find out about the context in which
cyber attacks can be performed and when they bring huge advan-
tages to the attacking forces. By knowing about the background of
the adversaries it is possible to adjust certain defence-aspects in a
way to target them directly. For example giving employees the op-
portunity to mention thoughts and critics without the fear of penalty
within the cultural suggestions would directly target insider attacks,
which are often driven by misunderstandings and disgruntlement of
the employees.
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2.3 cyber security incidents

To get a more realistic insight into attacks and possible targets it
makes sense to have a look on incidences which occurred in the
past. Two examples which will be presented cover real attacks on
military networks like described in [13] and cases of whistleblowers
such as in [14]. One target of the past was a multinational mission,
with [13] analysing the incident on an academic way. During this
mission information was leaked because of technical, but also cul-
tural reasons. The report gives a short insight into attacked network
and which components were included. This is a quite rare insight
into which systems might be used in practice within a military net-
work. It further gives an insight into the organizational structure and
the roles of the actors within the network like the role of the only
IT-operator who was responsible to administrate the whole network,
including the server systems. Together with explaining the leaks that
happened, the authors also used questionnaires which were sent to
employees of the targeted network to get an overview about the per-
ceived security, their knowledge about the technical security mecha-
nisms and tests which were performed in the past. The results have
shown that those employees were lacking knowledge about existing
risks. It made also a lack of knowledge regarding the security mecha-
nisms obvious, which were part of the network and how to maintain
the security there. This paper is helpful in several ways: On the one
side it gives an insight into a military network that will help to create
the own use cases. On the other side it allows the understanding in
how a real incident occurred and what role the responsible employ-
ees played in this incident.

Another incident which is known broadly by the public is the case
of the whistleblower Edward Snowden who was a contract-employee
who worked for the National Security Agency (intelligence organiza-
tion of the US) and leaked sensitive information about surveillance
programmes. There are several works which are dealing with this
incident and the impact caused on politics, security and other areas.
Here, however, only one article will be discussed. [14] is dealing with
implications for future whistleblowers caused by this incident. Since
the leaks and the uncovering of Snowdens identity, Snowden is hid-
ing from the official institutions of the US who are willing to catch
him for acting against the law. Martin, who has worked already with
other whistleblowers too, is sharing his experience in how defacing
the own identity may be mitigated or at least complicated. His rec-
ommendations start by how to gather the data and how to choose
the right contact persons for the leak based on the experience with
Snowden and end with having a contingency plan including having
a look on the consequences, how to deal with them and having worst-
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case-scenarios in mind. The Snowden-case and the publications that
followed like [14] have shown that dealing with mitigating informa-
tion leakages in a military or military related environment requires to
have a look on very sophisticated attacks. If attacks are considered in
such sensitive environments then the responsible experts have to ex-
pect opponents which are not just attacking the systems because they
feel like doing so. It has to be expected that attacks are well planned
on the long term and on a very sophisticated level. However, the
mentioned work only considers the side of the whistleblowers. This
is part of the authors intention, however, countermeasuring whistle-
blowing is a very sensitive field about which the mentioned paper
and also related ones are not talking about.

2.4 countermeasuring cyber espionage

Surprisingly, literature which is dealing with cyber espionage in gen-
eral and especially about how to mitigate it is very rare. Technical
and theoretical concepts about certain security aspects like data leak
prevention systems are available but not directed to the prevention
of cyber espionage or to military environments. Furthermore, the
description in such papers is very theoretical or technical with no
direct applicability on the matter of this thesis and its level of ab-
straction. One work, however, which is focusing on having a general
look on how to prevent information leakage and on characteristics
of past incidents will serve as main foundation for further thoughts
regarding this area. Hauner [15] gives a broad overview on data leak
prevention. It depicts the state of the art of DLP systems, current
trends and pitfalls like including aspects of digital fingerprints and
machine learning in todays data leak prevention systems. But it also
considers common failures when it comes for example to a contex-
tual classification of data into critical or non-critical classes. Aspects
which complete the overview are insights into statistical information
about past incidents where data leakage occurred. The reader gets
for example an overview about what type of information got lost by
outside attacks and what type leaked by inside attacks what includes
e. g. account information or intellectual property. Furthermore, past
incidents are analysed regarding many more aspects: The data classi-
fication (secret, top secret, ...), privileges (authorized, non-authorized,
unknown), communication medium (storage, network, endpoint, ...)
and much more. This allows to get a broad overview about data
leakages in general without having a look on just one single incident.
[15] gives a very broad overview about past incidents and delivers,
compared to other papers, a very rare general overview about data
leak prevention. However, the main focus can definitely be found in
surveying past incidents despite to the actual title of the work. But
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due to its unique characteristics it still can be considered to be one of
the key papers on which the thesis is based on.

2.5 summary

Figure 4 gives an overview about the described literature based on
several aspects. It states the main topic of every work and which
aspects of the thesis will be influenced by each single article. Further-
more, certain shortcomings are summarized too, which on the other
side also limit the impact on the thesis and which were explained in
the previous sections. Papers, which were only used to define the
term ’cyber espionage’ are not listed within the figure in case they
will not have an influence on the remaining chapters.

Figure 4: Overview about chosen literature with influence on this thesis





3 M E T H O D O LO GY

3.1 research method

In order to investigate how a defence against cyber espionage in the
context of military networks can be built, this thesis has to overcome
several challenges:

• This thesis will have to deal with thinking about the state of
the art of espionage, which usually is not well researched and,
therefore, requires to design a concept that is able to mitigate
the known but also the unknown.

• The resulting approach is created to improve the current prac-
tice where shortcomings exist.

• Insights into the military practice of network security is very
rare. However, state-of-the-art insights into modern defence
mechanisms will still help to give ideas how already established
networks and systems might be further improved since findings
in the context of alternative scenarios might be transferred.

• The research is built upon previous research in a way that com-
mon risks and defence methods are actually well known (even
though the area is very dynamic), but that this knowledge has
to be applied within an area, where access is very limited.

• A model and a rule-sets have to be created as an outcome which
will build the cyber defense against cyber espionage.

As methodology for the research, Design Research will be applied
[16, 17, 18]. Design Research was built especially to support the re-
search process in context of information systems and, therefore, also
to be applied in the area of information security. Furthermore, it can
be used to deal with the above mentioned challenges. The general
steps which are performed when it comes to Design Research are
depicted in Figure 5 and consists of seven different phases [18, 16,
17].

A. Problem identification and motivation helps to describe what
kind of problem should be dealt with and why it is important
to perform the research processes.

B. The definition of objectives ensures that the research is focused
on solving specified issues and that it is known, which goals
have to be achieved in order to receive the expected outcome.

13



14 methodology

Figure 5: Typical steps in Design Research

C. The design and development phase contains the production pro-
cess of the artefacts that must be created to reach the goals.

D. The demonstration phase helps to show how the produced arte-
facts are working.

E. A following evaluation process should help to ensure that the
research-outcome really helps to solve the stated problems.

F. As final phase, the communication-phase will distribute the
research-outcome with the help of one or more types of com-
munication.

(G.) The Results of the evaluation and communication phase might
make it necessary to go back to one of the following steps to
improve the research. Then, the subsequent steps can be per-
formed again based on the improved artefacts.

3.2 realization

During the thesis-research, all mentioned steps will be performed,
therefore, they will have a strong influence on the single chapters
of the thesis and how they are created. In the following it will be
explained, how the chapters will be structured to deliver a sense of in
which chapter which design-research-step will be executed and how
it will be done.

1. The introduction has given an overview about objectives that
have to be fulfilled and helps to explain why the research has to
be performed. This covers the first two steps of design research:
’A. Problem Identification and Motivation’ and ’B. Definition of
Objectives’

2. The literature review, which was already completed in chapter
2, was performed to clarify the context of this master thesis
and to find out on which foundation the thesis can be built on
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in order to underline the motivation for the research topic and
the importance of solving the problems that occur with cyber
espionage.

3. Even though not part of the design-research-life-cycle, the meth-
odology chapter builds the methodological foundation for the
thesis and informs the reader on how exactly the research will
be conducted and how each step will influence the thesis struc-
ture.

4. Use cases will be analysed carefully to conclude the existing
need for cyber defence. Those use cases will contain two sce-
narios with different requirements on a security defence. The
first use case will depict a stationary military network in a
headquarters, while the second scenario will deal with mobile
operations in a military context. It will be underlined which
special characteristics those use cases have in order to show
the increased need for IT-security and protection against cyber-
espionage, compared to alternative scenarios like a private or
business network. Requirements on a cyber defence will be
analysed and formulated for both of the scenarios. This step
will happen iterative:

a. Working out which security needs military assets have in
general.

b. Figuring out which additional requirements regarding a
defence solution each of the scenarios presupposes in or-
der to receive a solution which is focused on the special
circumstances created by those scenarios.

5. A survey regarding the most important cyber-espionage-risks
will be performed within the attack-chapter. It will be explained
how those attacks and threats are a risk for the chosen scenar-
ios so that the reader gets aware of the importance of finding a
defence solution in order to mitigate them in the context of the
exemplary networks. This includes a filtering-process in which
it will be explained why the chosen threats are crucial to be anal-
ysed in this thesis. The description of risks will not only focus
on attacks itself but also on who has the intention to perform
such attacks and what those intentions could be.

6. Based on the requirements and threats a cyber defence strategy
will be recommended. A solution will cover different aspects
of cyber security: First, a technical model with recommended
defence-components to describe the technical protection against
the specific threats. Second, a rule-set for the formal defence
which will help the actors to understand what they should
avoid or what they explicitly should consider. Third, a sugges-
tions for how to establish a security-culture which guarantees a
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minimum level of security in case that model and ruleset will
fail. Those three main outcomes will be the delivered security-
strategy against the chosen cyber espionage attacks within the
scenarios at the end. To develop this defence strategy on a struc-
tured way, countermeasures for each type of attack will be col-
lected. Then, those countermeasures will be combined and set
into the context of the scenarios in order to adjust them to the
circumstances of each environment in which the strategy will
be applied.

Figure 6: Overview of which design-research-steps are covered by which
thesis-chapters

7. This resulting cyber defence strategy has to be evaluated in or-
der to show its sufficiency in mitigating cyber espionage threats.
The evaluation will happen in a descriptive way. Exemplary at-
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tack scenarios will be described together with a reasonable ex-
planation why such an attack will be mitigated by the suggested
methods. In doing so the sufficiency of aspects like mitigat-
ing, complicating, detecting and reducing the impact of attacks
will be considered and rated. Furthermore, external expertise
will be taken into account to further evaluate the solution since
a practical implementation and empirical evaluation would be
out of scope due to time-limitations and access-restrictions on
real military networks.

8. The conclusion as part of the last chapter will help to close the
circle of outcome and initial problem and it will deliver an in-
sight into what kind of research can be performed in the future
after considering the thesis results.

The communication-process is not explicitly part of the chapters, how-
ever, it will follow after finishing the thesis. During the research-
process, Seminars will be conducted in which partial results will be
communicated in order to adopt the constructive feedback directly.
The communication process will be rounded out by a final thesis de-
fense in which all major results will be communicated as well as the
publication of the final thesis. Figure 6 summarizes the correlation be-
tween chapters and design-research-steps in order to get an overview
about which chapter realizes which research-step.





4 U S E C A S E S

When having a look on how to secure a specific target, this target first
has to be defined and analysed regarding its key characteristics. This
on the one side helps to focus on those parts of a system which are
most crucial and on the other side it helps to limit the scope of the
project. Without limitation of the projects scope the project would
produce more and more outcome without a well defined ending and,
therefore, would exceed any time limitations. Since the masters thesis
project is restricted on less than six months of research, the security
analysis will be performed based on defined use cases. This way
the analysis will not be arbitrarily complex and it will be easier to
have a look on main risks and crucial case-parts instead of consid-
ering all possible kinds of attacks in all possible constellations and
arbitrary environments. With help of those use cases it will be possi-
ble to model two different scenarios in a military environment. The
reason for choosing two use-cases instead of one is quite simple: Sce-
narios can vary quite much when it comes to key characteristics and
requirements for a security approach. By having two different sce-
narios, those scenarios can be chosen to be as different as possible so
that it will be ensured that very different aspects are treated when it
comes to proposing the security strategy.

4.1 scenario one - daily work in a head-
quarters

As first scenario the daily work in a military headquarters was cho-
sen. This scenario will be the first one on which the thesis will have
a look because it is one that applies on all armed forces. In every en-
vironment, even in a military one, you have fixed working patterns,
work places, infrastructures and so on which need to be secured. The
HQ-scenario is modelling several structures of a typical headquarters
what includes the following aspects:

• functional working units to model the organizational separa-
tion of units and working fields which may be independent
from each other but still connected within the network

• a command and control center as main operation center and
head of operations

19
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• a small network infrastructure with servers which deliver basic
services like E-Mailing, file-management and so on that might
be in focus of attacks or security considerations

• daily work patterns to describe working peaks and times where
most employees are absent

It must be noted once again: It is not the aim to rebuild a comprehen-
sive model that depicts all possible kinds of services, actors, compo-
nents etc. This model would likely be too complex to be discussed
within a master thesis of just six months. The model used here is
rather very imaginary, but still should be as realistic as possible for
the purpose of explaining attack approaches and defence techniques.

The scenario which is depicted in Figure 7 consists mainly of four
different areas: A command and control center from where main op-
erations are lead and where real time status information usually get
received and analysed. Two functional areas (FA) are modelling the
daily office life in a headquarters, where you normally have different
working groups which are managed separately but which also have
to work together if certain tasks requires it. In this scenario Func-
tional Area B performs very critical tasks where leakage of informa-
tion can have high negative effects on the whole organization, while
Function Area A stands more for standard-processes where leakage
has negative effects to but impact on the military operations is con-
sidered lower than in Functional Area B. This is why FA-A will be
called the ’Standard-Office’ and FA-B the ’Critical Office’. Real ex-
amples for such functional areas could be the analysis of intelligence
reports in functional area B and the office of human ressources as
functional area A. The last area is a server area which is separated in
this scenario from the work-places and which contains usual server
infrastructures like a mail-server, a file-server and more. The server-
components are partially based on a real scenario in which informa-
tion leakage of a military network occurred [13]. This should ensure
that this scenario is as realistic as possible without delivering too high
complexity.

There is always one network specialist who is responsible for solv-
ing physical issues, maintaining the software, administration of the
IT (especially the servers) and assisting the help-desk support. It is
not that unusual that only one specialist is responsible for that many
tasks like real information-leakage scenarios have shown in the past
[13]. The IT-systems of the office-staff are getting renewed from time
to time on demand. If machines stop working or get outdated, then
they are getting replaced by the responsible administrators. But since
this is usually not the case for all machines at once, the infrastruc-
ture contains on the one side state-of-the-art computers and network
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Figure 7: The (simplified) network of a military headquarters
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components, but on the other side also a significant amount of inade-
quate machines. A ratio for those outdated machines, which actually
needs to be replaced could be 30% like shown in real cases [13]. Most
of the employees in this scenario usually work between 8 AM and 6

PM local time. In case of exceptional events they may be called by
their principles to go back to the office. Furthermore, a small amount
of employees is also working outside of the usual patterns to ensure
the operability in case of exceptional events since the military has to
process information even on unusual working-hours.

4.1.1 Key Characteristics

The network infrastructure in a static scenario can be separated in
two different categories: Core systems and intermediate systems [19,
3]. The core infrastructure is the main infrastructure and connects
the backend of the HQ-IT. It has usually a high bandwidth, a high
quality of service (QoS), and is - apart from emergency shutdowns or
maintenance - always connected to the network. The security which
normally has to be delivered to the core-infrastructure is high due to
the fact that the intermediate area is relying on the core infrastruc-
ture and a failure of the core may cause severe issues to the inter-
mediate users. The core-infrastructure usually does not change often
and, therefore, can be classified as a very static environment. The
infrastructure is usually built in a way to guarantee a well interop-
erability between the components, with well tested components and
a homogeneous environment. The communication in this network
mainly happens internally without sharing high amounts of informa-
tion with the outside. External networks are not directly involved in
our scenario.

The intermediate network is the one where the HQ-employees are ac-
tually working on. They are mostly connected with their devices and
have a moderate bandwidth available to perform their daily working
tasks. The QoS is moderate too, even though not as high as in the core-
network, where a high QoS is crucial for delivering all services to the
intermediate network and to handle all the data that flows through
the network. Same goes for the security, which can be classified as
’moderate’ too since failure and incidents may have an impact on sev-
eral units but not necessarily on the whole headquarters. In contrast
to the core-network the environment is less homogeneous and also
less static: New machines are plugged into the network from time to
time, others are getting removed for example when employees leave
the organization or new equipment was purchased. Changes in the
organization will also cause changes in the network infrastructure
itself and the introduction of new systems will make the network
more heterogeneous. However, policies may ensure a minimum-level
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of homogeneity when it for example comes to renew systems after a
defined lifespan.

4.2 scenario two - mobile operations

As second scenario and as contrast to the stationary use-case, mobile
operations will be treated because a mobile scenario stays in complete
contrast to a stationary scenario when it comes to key characteristics
as we will see in section 4.2.1.

Figure 8: The (simplified) network of mobile operations

In the depicted scenario we have several ongoing mobile operations.
A mobile operation could include a temporary IT-infrastructure on



24 use cases

the field like in Mobile Operation (MO) A and C. But it could also
be a semi-permanent infrastructure like it can be found on ships,
which are considered with including MO-B. Communication with
stationary networks like the headquarters and the connection with
standard-web resources normally happens with one of several satel-
lite networks, which is why two different networks are included in
this scenario, same as a connection to the internal military network
and the public Internet. Depending on the data-class (e. g. ’classified’
or ’unclassified’) the usage of certain networks can be allowed or for-
bidden like it is usual in real military networks [13]. The structure of
the mobile scenario can be found in Figure 8 and is modelled on a
similar way like the stationary scenario.

Similar to the stationary scenario every mobile operation has its key
working hours and times where only a reduced amount of people
are working just to ensure the operability. Even though even for sta-
tionary scenarios servers can be allocated on several locations, the
interlinked connections and dataflows in between the mobile opera-
tions happens on a higher degree [13]: Since mobile operations can be
located all over the world, the key working times are not equal for all
mobile operations and a network flow at every time can be expected.
Network operators can be contacted on remote and are located in the
headquarters. Own network operators are only available if the mobile
operation reaches a critical amount of devices and employees so that
expertise in IT-security usually can be found within the headquarters
but not within the mobile operations.

4.2.1 Key Characteristics

In mobile environments the connections mostly happen with wire-
less or cellullar techniques where interferences and the mobile envi-
ronment can reduce the available bandwidth by far or the opportu-
nity of establishing a connection at all. Like in a common mobile
environment, military mobile systems have high dynamics when it
comes to the used systems. Systems are often moving and therefore,
used in the mobile context, which turns the mobile network into a
very dynamic one where very different components have to commu-
nicate with each other to share information not only internally but
also with other mobile networks. This is not the case for the station-
ary scenario, where admins have higher control over aspects like the
used systems and configurations which for example increases the ho-
mogenity. Those and other key characteristics of mobile networks
which are partially based on [19, 3] are summarized in Figure 9. For
easy comparison this Figure also contains the key characteristics of
the stationary scenario which were already described within section
4.1.1.
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Figure 9: Key-Characteristics of the scenarios
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4.3 characteristics of military-scenarios

Only the technical characteristics of the exemplary scenarios were
treated so far, however, it also makes sense to have a look on military
scenarios on a more abstract way to have a look on some general char-
acteristics of those scenarios like the available funding compared to
non-military scenarios. Aspects that will be briefly discussed are the
available funding, demand of security, the used software and hard-
ware, thoughts about the network structure and the sensitivity of the
processed information.

Many applications in a military environment are proprietary if they
have to deal with tasks that only occur in military [20]. This makes
it for example harder to perform security testing of those specialised
components, because standard tools for security testing like metas-
ploit may offer only very low support for such components. Even
though proprietary software and protocols are also used in conven-
tional networks like private or business ones, the widespread of them
makes it easier to analyse their behaviour and to gain access on them.
However, especially when it comes to perform standard-tasks like e-
mail communication, office-operations, file-management and so on,
standard software can be quite likely found [20]. Therefore, in such
scenarios security experts have on the one side to deal with standard
software for which vulnerabilities may already be publicly known
through exposures and on the other side with specialised tools, where
knowledge is very restricted for both, adversaries and security ex-
perts. Furthermore, not only applications may be proprietary in a
military environment, but also the used systems itself. IT-systems
does not only consist of classical computer systems, but also non-
classical ones like observation- and reconnaissance systems, which
may need a separated consideration when it comes to aspects like se-
curity [2].

Information that comes from the outside should always be suspected.
Public networks like the Internet were usually not designed with secu-
rity in focus and, therefore, should be seen as unsecure what requires
special techniques to ensure a stable and secure connection, even if
it only passes such insecure networks [3]. Military networks, in con-
trast, are designed on a more secure way by nature, however, even
in a military environment resources are limited and, therefore, also
the funding for security measures [21]. This is why even in such an
environment being not totally naive is very important.

Military networks often consists of several networks to separate mov-
ing data of different classes from each other to increase the security
like in [13]. If one network was broken by adversaries, then not all
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kind of data is impacted directly. However, establishing several net-
works instead of one is more expensive [3], which underlines that
financial support for military networks is usually higher than for stan-
dard networks.

Figure 10: Characteristics of military scenarios compared to standard sce-
narios





5 T H R E AT S

5.1 attacks

In order to get an overview on the threats that can harm the security
of the systems that should be protected, this chapter will introduce in
typical attacks that can be performed within the cyberspace. Threats
can in general be classified in three ways: Natural threats, technical
threats and human activities [9]. Since this work is just focused on
cyber espionage, natural disasters like a fire, earthquakes and similar
are not considered. This thesis will have a look on chosen threats
which contain the most likely threats regarding military assets from
both areas: Technical and human ones. In the following list you
can find chosen attacks together with a short description to get an
overview about which threats could affect IT assets in general and
military IT assets in special [21, 22, 23, 12, 11]:

• Cross-site scripting (XSS) uses client-sided scripts which can
be embedded into legitimate web pages. A visiting user then
automatically downloads the code with his browser. It will
then be executed in the background to produce for example
displayable results. Since such scripts are executed on the client
side this can be used to exploit weaknesses of the browser like
poor access-management or broken visualization to get in the
worst case access to the users system.

• Cross-site request forgery (CSRF) exploits the non-existence
of request-verification so that adversaries are able to lead the
user to send unintended and unrecognised requests which then
will be treated by the targeted website as legitimated ones. An
example of such an attack is a link within an email which con-
tains executable statements as part of the linked URL. If the
user clicks on the linked address, the statements will be part of
the request, without the user actually performing any actions
except opening the website through the link.

• SQL-Injection are used to pass SQL queries to a web pages
database via embedding those queries as part of data sent by
the user. If the receiving webpage does not filter the user-input
properly, then the query will be recognized as executable com-
mands and directly passed to the database. This allows for ex-
ample to display all existing user accounts or to delete specific
database entries.

29
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• Malware that infects the target systems can disturb the systems
availability and help adversaries to capture, modify or delete
data. Depending on the malware it is possible to spread itself
within the computer or the network. This is for example the
case when it comes to computer worms.

• Eavesdropping involves the unauthorized real-time intercep-
tion of a private communication. This can include classical
wiretapping where the adversaries are spying the running con-
nections on a physical level, but also having access on a central
communication node where traffic runs through. This way, the
adversary is able to read all types of communication if no ex-
tended security measures are applied.

• Probing is part of the reconnaissance phase of attacks. Infor-
mation about the targeted systems are gathered by scanning
the network and analysing the responses of the systems. This
way for example information about used applications, known
vulnerabilities and more can be extracted from the responses.

• Password Cracking is applying techniques like dictionary at-
tacks or brute force attacks to crack the target systems password-
protection. However, attacking the password system does not
necessarily require to try out certain passwords but can also
be performed by resetting the password through weak system-
mechanisms, for example with help of ill-conceived built-in re-
covery mechanisms.

• Spam contains unsolicited emails which are distributed with-
out the agreement of the receiver like unwanted email-advertise-
ments.

• Buffer Overflows result from inputs which were longer than
intended. This way the system may not be able to process the
input on a proper way. If no countermeasures against this attack
are implemented, the input may e. g. intentionally overwrite
other data within the memory which can cause misbehaviour.

• Weak Authentication like short passwords or the usage of biom-
etry with a high tolerance rate can be easily cracked by simply
trying the authentication process long enough.

• Miss-Configuration of the systems like a lack of regular and au-
tomatic system-updates can cause old and actually well-known
exploits to be still exploitable. This makes a system unneces-
sarily more vulnerable against different types of attacks since
this kind of vulnerability is mainly caused by the actual system
owners and administrators.
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• Privilege Escalation means to use techniques as non-privileged
user to extend the own user permissions in such a way that the
user will be able to perform operations beyond his actual rights.
This can for example include to change the own permissions to
root-level for full access to the system.

• Obfuscation stands for manipulating data and information in
such a way that footprints which might be generated by a pre-
vious attack will not be revealed by investigators. This attack
helps to hide previous attacks against disclosure.

• Social Engineering (SE) focuses on the user as main vulnerabil-
ity of the target, which means adversaries get information like
credentials or other sensitive data that may help to infiltrate the
system directly from the user because of lacking risk awareness.
One example for this type of attack is Phishing where the ad-
versary acts to be from a valid institution like a bank, company
or governmental organization to steal the users’ login credential
by e. g. asking him to enter his credentials for a security check
on a manipulated website.

• Exfiltration covers theft of sensitive data from the information
system. In this thesis it will be distinguished between physi-
cal exfiltration what includes stealing physical devices from the
target, while digital exfiltration includes copying the data onto
a physical device or sneaking it outside of the target area with
help of digital methods like a data stream or via email.

• Denial of Service (DoS) is a class of attacks which can be used
to prevent the target in performing the requested services as
usual. The attack uses an extraordinary amount of crucial re-
sources like memory, bandwidth or CPU workload so that those
resources cannot be used to perform the valid requests, which
is why the targeted service is ’denying’ responses to valid users.

It must be kept in mind that this work is completely focusing on
cyber espionage, which is why some of the mentioned attacks have
a higher relevance regarding this works scope, while others do not
have to be considered due to a low relevance when it comes to the
actual espionage-process. As defined in section 2.1 cyber espionage
is the process of attacking a target supported by IT-systems to obtain
sensitive information by opponents with the intent to get an advan-
tage over the target. This means attacks with the major purpose of
just dealing damage or to just interrupt the enemy in performing
operations have only a very low impact on the work, while attacks
which are meant to gather information from or about the enemies
systems have a high relevance. Figure 11 shows the relevance of the
listed attacks regarding cyber espionage based on a classification into
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three different relevance-classes. The relevance of an attack is thereby
categorized in the following way:

Figure 11: Choice of relevant risks to be treated within the thesis

High Relevance: The attack is mainly used to gather infor-
mation about the target or to leak sensitive information. This
leads to the conclusion that it can be extensively used for es-
pionage and reconnaissance and, therefore, completely fits into
the topic.

Moderate Relevance: This type of attack can be used to gain
information about the target as well as to damage it. Because of
its mixed nature the attack is slightly less relevant than attacks
which are pure espionage attacks and, therefore, fully tailored
to it.
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Low Relevance: The main purpose to perform this attack
is to deal damage or to disrupt services. Gaining of target-
information is only a minor aspect and therefore has only little
relevance in context of cyber espionage.

To further prioritize the attacks, they are also evaluated regarding
their impact on the attacked organization. A classification regarding
the attack-impact only happens for relevant types of attacks. Non rel-
evant attacks are those, which were evaluated before to have a ’Low
Relevance’ regarding the research topic. The classification of the im-
pact is happening based on the type of leaked information. On the
one side we have to consider sensitive information as any kind of
classified information which has to be actively protected against dis-
closures because of their critical nature. On the other side we consider
’target information’ as any other kind of information about the target
which is usually not actively protected by the organization, However,
disclosures can still cause a disadvantageous for the attacked organi-
zation, for example if those disclosures can help to support further
attacks. The classes are defined according to the following listing:

High Impact: This attack can be used to directly reveal sensi-
tive information. The extent can be arbitrarily high, depending
on the attacked target. For example the impact of a theft of a
physical device can be high if this type of device was used to
store data which was classified as ’top secret’.

Moderate Impact: This attack can be used to gather informa-
tion about the target, however, direct leakage of very sensitive
information is unlikely. This is for example true if network-
probing is performed. This may leak information about the
target like persons in charge, used servers and applications, but
leakage of mission data for example is very unlikely in this case.
This type of data is typically used to support further attacks.

Low Impact: The loss of sensitive information or information
about the target is unlikely or the relevance regarding cyber
espionage was determined to be ’Low’ within the preceding
analysis.

Attacks which likely have not a high impact on the organization
and a high relevance regarding the topic ’cyber espionage’ should
be treated in this work with lower priority. This allows to focus on
highly relevant and significant attacks. This is necessary because of
required limitations of time and scope. Less relevant and significant
attacks are only treated as addition, after considering the remaining
time at the end of the project. Therefore, the classification of the pri-
ority for each attack-type in Figure 11 is defined as the following:
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High Priority: A high impact and/or relevance was identi-
fied as high, while the other attribute is at least moderate so
that the analysis of this attack-type has the highest priority.

Moderate Priority: The attack type has moderate impact and
moderate relevance regarding the topic. This type of attack will
be treated after analysing the high-priority attacks and after pos-
itive consideration of the time-restrictions.

Low Priority: The attack has no direct relevance to cyber
espionage because it is mainly used for dealing damage instead
of disclosing critical information, which is why it will not be
considered as part of further analysis, even if time-limitations
allow.

Figure 11 includes the attack filtering-process and shows on which
attacks this master thesis will be focused. The chosen attacks and
how they are applied on the use cases of chapter 4 will be described
in more detail in the sections 7.1.1 and 7.1.2.

5.2 actors

To get a better understanding about the context in which the men-
tioned attacks are performed it is important to have a look on who is
behind those attacks and what the intentions of those individuals or
groups are when it comes to attack military IT-assets. In this context
it has to be noted that those attacks are definetly not only restricted
on being performed by hostile nations as e. g. shown in [21]. Cy-
ber terrorists, individuals and more are increasing their capabilities
in performing cyber attacks too. Another reason why they have to be
considered is that they increase the dimensions when it comes to fre-
quency, sophistication and extend with which attacks are performed.
[9, 10] and [7] give an insight into possible adversaries within the
cyber space. In the following those adversaries will be presented in
more detail based on the mentioned papers and it will be discussed,
which intention each adversary could have to attack military IT-assets.
This will help to see the point of view of adversaries on the military
target.

• Terrorists: Military assets are a reasonable target for terrorists
because of the close relation of the target to the government
[10]. When trying to spread fear and terror, terrorists may at-
tack those critical assets to cause uncertainty for the targeted
nation or to get recognized by the public in order to deliver
their fearsome message.

• Nations: Nations might attack each other to gain a strategi-
cal advantage in various areas. For example, they may per-
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form attacks to obtain secret information about research devel-
opments or secret technologies which are not available in their
own country. This way the attacking nation is able to gain a
similar level of knowledge regarding a specific technology com-
pared to their opponents, however without spending the same
research costs. Another intention would be to gather as much in-
formation about the enemies’ forces and critical infrastructures
as possible so that future attacks can be performed more easily
by focusing the most vulnerable parts.

• Insiders: Disgruntled employees may leak sensitive informa-
tion to the outside on which they might have access because of
a strong disagreement with their employers. One reason for a
disgruntlement could be the change of personal ideals of the
employee or if the employee does not feel treated by the em-
ployer as expected. Another intention could be a monetary re-
ward for the insider when leaking information or to perform
sophisticated approaches where insiders are placed within the
organization by purpose to leak information of the actual secret
employer on demand.

• Hacktivists: Hacktivists are voluntary hackers following a spe-
cific ideal or a specific purpose, which has to be protected by
this type of adversary [10]. This is why they mainly attack tar-
gets which violate their ideals and goals. Those attacks could in-
clude for example to disrupt the targets services by performing
Denial of Service attacks or to deface web content by changing
it to one which is supporting the Hacktivists ideals. However,
revealing sensitive information could be also an instrument to
support the own cause, for example if this information helps to
justify the own goals and methods or to harm the opponents
reputation by leaking it.

• Criminals: Criminals can include individuals or groups with
their own advantage in mind [10]. Most times with a financial
intent, criminals could be hired to attack a military target by
people who are not willing to perform the attacks by themselves.
This could be the case if a direct connection to the incident could
cause delicate diplomatic consequences.

• Malware Authors: Malware is normally attacking without aim-
ing a specific target, however, the discovery of malware like
’Flame’ and ’Stuxnet’ have shown that malware authors are able
to focus on one specific target. In general there are several sys-
tem characteristics which may allow the malware to identify a
certain system by generating unique system fingerprints and
to deal only damage to this system [24]. This way malware au-
thors could directly try to aim for specific networks like military
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ones or to just aim for one specific target if enough information
are available about the target. The reasons for writing new mal-
ware are various: A financial revenue could drive such authors
to perform an attack on military assets, but it is also possible
that the authors just want to prove others how efficiently the
own product is working in order to boost the malware-authors
ego or the sale of the malware in the underground[10].

• Patriot Hackers: This type of adversary consists of individuals
with a strong ideologic connection to their own country, there-
fore, their main aim is to protect their country if under attack
by a foreign state [10]. They will try to use techniques like
distributed denial of service (DDoS) attacks or defacements of
the enemies web resources to attack the adversaries of the own
nation [10]. This way, their own country is able to achieve an
advantage over the enemies’ country.

• Script Kiddies: Script Kiddies are adversaries with lack of deeper
knowledge about the technical background of the attacks. They
are usually fascinated about the process of attacking a target
and get a thrill in doing so [10]. Military assets could be seen as
extra thrilling due to the additional security measures that have
to be expected compared to conventional systems due to the
delicate information that is processed by such military systems.

Figure 12: Adversaries which can play a role in cyber espionage
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In order to propose a cyber defence strategy against the mentioned
risks, various security approaches which are available for each rele-
vant type of attack will be analysed within this chapter. First, each
type of risk will be treated separately and security measures will be
introduced to explain how each type of attack can be mitigated. Af-
ter that, a synthesis of the proposed mechanisms will be performed
to integrate the mechanisms into the environments which were de-
scribed as part of chapter 4. To maintain a reasonable structure when
talking about different types of security measures, the analysis will
follow the four-step-approach depicted in Figure 13 to cover different
dimensions of a cyber defence.

Figure 13: Defence-Goals: Mitigation, Complication, Detection and Impact
Reduction

1. Mitigation: Mechanisms described in this category will directly
impact the possibility of performing the specific type of attack.
When implemented correctly and working like intended, mitiga-
tion-mechanisms have the goal of completely preventing the
risk in turning from theory to reality.

2. Complication: Approaches which increase the effort that has to
be put into an attack by the adversary to be successful are cat-
egorized as complication-techniques. An adversary will have
it harder to perform the respective attack, however, those mea-
sures have not the aim to completely mitigate the existing risk
and will therefore not prevent the adversary in performing it.

3. Detection: To respond to incidents it is important to be able
to detect the running attacks as well as past attacks. Detection
approaches will help to reach this goal so that the adversaries
shall not stay unrecognized.

37
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4. Impact Reduction: Even if attacks are successful, there are
mechanisms and strategies which reduce the possible negative
impact on the organization. Impact reduction approaches will
help to consider the worst case of a successful attack and to help
to reduce the maximum damage.

The combination of those four steps will allow to follow the principle
of defense in depth [25] in order to ensure a high level of security.
Even if adversaries will be able to surpass single security mecha-
nisms, they will not be able to reach their goal. The remaining se-
curity mechanisms which are part of the defence in depth strategy
will likely prevent the adversary to complete the attack so that an
adversary needs not only to surpass some but all of the established
security mechanisms. This effect will be become even more relevant
during the evaluation process in chapter 7, which will underline the
importance of this strategy which will help to argue in favour of the
proposed security strategy. As a result of the preceding sections and
explanations, the following design principles will be followed when
creating the security defense:

1. providing security defense against the most common an rele-
vant threats in context of cyber espionage

2. considering four dimensions of security defense: mitigation,
complication, impact reduction, detectio

3. covering technical but also organizational aspects of informa-
tion security

4. giving enough hints for security personells to be able to imple-
ment the proposed stetegies

5. following typical security defense principles like security in depth,
least privilege and more

6.1 exfiltration

When it comes to exfiltration, adversaries have in general three chan-
nels which they can use to leak information to the outside: First,
by using digital data-streams like email-attachments or instant mes-
sengers. Second, by stealing physical items like documents or hard
drives that belong to the organization and to smuggle them outside
the organization. A third way to perform exfiltration is to create dig-
ital copies and to smuggle those copies out of the organization. By
application of the structured four-step-strategy, the following security
mechanisms were found to protect the military IT systems against
digital and physical exfiltration attempts. Please note that techniques
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that can be used for one task like mitigation often also have side ef-
fects on other tasks, e. g. many mitigation-methods make attacks
more complicated too. This is why some mitigation techniques are
mentioned several times within a summary-figure like Figure 14.

Network Monitoring: When adversaries are trying to establish con-
nections to the outside to leak sensitive information, the footprints
that such connections have can be used to identify exfiltration pro-
cesses. Data flows like the email-traffic to an untrusted domain, oc-
curences of normally non-existent and prohibited messenger traffic
and file uploads of files with a classification of e. g. ’top secret’ can
help to recognize exfiltration processes and, therefore, deliver ana-
lyzable characteristics to undermine such attack approaches [21, 26].
Firewalls, which are described later, then can filter the unwanted traf-
fic.

Access Monitoring: There are cases in which users might try to get
access on information on which they normally do not have direct ac-
cess or that user try to copy files on an external device even though
such devices might be forbidden within the organization. Such be-
haviour can also be a first evidence of performed exfiltration attempts
which is why the users access operations have to be monitored and
analysed to find out .

Access Management: To reduce the amount of information that can
be leaked by internal adversaries, users should have as little privilege
as necessary to perform their daily tasks [21]. This ensures that the
amount of information that can be accessed, copied and leaked are
minimized. Even if an adversary succeeds with exfiltrating the orga-
nization, the amount of information that can be revealed is reduced
compared to systems without such a strict access management.

Encryption: The usage of encryption can help to protect data on
stolen devices in case that the thief is not able to obtain the creden-
tials to unlock the encryption system which is protecting the device
or if the secret key to encrypt single files is not available [27]. Further-
more, encrypted files might make it harder to recognize a specific
file in case that an adversary is only looking for a certain type of in-
formation since no cleartext information to recognize the right file is
available without the secret key.

Network Segmentation: Network segmentation can help to limit the
access of employees not only on a digital way like it is the case with
an active access management, but also on a physical one. If a strict
separation of networks within the military structures is performed,
then for example very sensitive areas can be completely separated
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Figure 14: Main techniques against exfiltration attacks (green: the tech-
nique can be used for the specified task)

from the less sensitive ones. In case someone from the lower sensitive
areas wants to try to exfiltrate information, then no physical access to
the sensitive area would exist (see also the Bell-Lapadula-Model [28]).

Firewalls: The ways which can be used to exfiltrate information are
various. This can cover physical exfiltration, but also the usage of dig-
ital transportation channels like the application of messengers, email,
file-uploads and more. Protocols like messenger-protocols which do
not serve a specific and documented purpose within the organization
should be blocked completely within the network traffic by usage
of firewalls. Since the channels which can be used for exfiltration are
various, this process will not make exfiltration impossible, but at least
harder to be performed. This way monitoring tools can focus more
on the non-blacklisted or the whitelisted protocols. In general, when
it comes to blocking services, protocols, user-access etc. the security
operators should think about if whitelisting is an option for the or-
ganizations practical implementation. The advantage of whitelisting
is the implicit denial that hits automatically everything that was not
put on the whitelist [29]. In contrast to this, a blacklist is way more
permeable by only denying the access to a reduced set of blocked
connections [29].
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Policies: A fundamental approach in preventing exfiltration is the
definition of suitable policies which tells the user what kind of actions
are prohibited and also to enforce those policies with help of technical
mechanisms [26].

• Forbidding Portables: External portable storages should be for-
bidden within the military organization if no explicit clearance
for such a device was granted. This way insiders will not be
able to enter with external devices on which they then can copy
files to smuggle those files out of the network. To ensure that
those policies will be followed by the employees, the entering
staff needs to be scanned with help of body-scanners and all
portables must be handed out at the entrance.

• Forbidding Working-Materials Outside Of The Organization:
Internal documents and devices should not be brought to the
outside if no explicit clearance was given by an authorized prin-
cipal. An employee who is leaving the organization will be
scanned for any prohibited items that the employee may have
taken from the working place.

• Denying Private Usage: The more types of operations are al-
lowed, the harder it is to detect misbehaviour within the in-
teractions of the users [27]. Denying the private usage of the
organizations resources makes it easier to verify which proto-
cols, operations and rights are really necessary for successfully
working within the organization. This helps to tailor security
mechanisms like whitelists and blacklists more precisely. Fur-
thermore, attacks can be detected more easily since the number
of operations that are allowed to be performed is reduced. This
could for example mean that no private web surfing or e-mail
communication is allowed.

• File Destruction: When files are discarded or when employees
change the employer it is necessary to make files and accounts
unusable for them in order to avoid abuse of sensitive infor-
mation [12]. Therefore, automatic account deactivation resp.
deletion and shredding resp. incinerating of files have to be
considered within the organizations processes.

• Remote Wipes: A remote wipe function as part of the device
management can help to wipe all data on a stolen device as
soon as a connection to the stolen device can be established [27].
This can happen for example by sending a deletion-command
to the device where an application then is deleting all sensitive
information and leaving only an empty mobile device after the
deletion processes are complete.

Body-Scanners: The installation of body scanners will help to enforce
the security policies regarding military and private items and devices
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which should neither be brought into the military environment nor
be brought outside to the public [30]. All employees who are enter-
ing or leaving the organization will be required to go through those
scanners to ensure that they behave according to the policies. Even
though body scanners help to prevent the physical theft of devices
they cannot prevent exfiltration in general since channels like the us-
age of e-mails are still usable by the adversary to leak information.

Interface-Blocking: In order to prevent employees to use external
storages on their working machines, those ports should be disabled
either by usage of software solution or by disabling them physically
[31]. Usage of external storages could be allowed on special ma-
chines where additional security mechanisms exist or after getting
an explicit clearance for using such devices from well known sources.
Interface blocking helps to mitigate the exfiltration with help of ex-
ternal storage devices but only complicates the exfiltration in general
since there are other ways to exfiltrate information like the usage of
physical theft or digital data streams.

Watermarking: Watermarks are introduced into files in order to find
out from which source the file comes from and who might be respon-
sible for leaking the specific item [15]. In case of a successful leak,
the usage of watermarks can help on the one side to find out who
of the employees leaked the information if the data owner, people
who performed operations on it and more are part of the watermark.
On the other side it is possible to reconstruct the way taken by the
file through the organization if implemented in a way that the water-
marks contain information like the last performed operations and the
systems on which the were stored.

Security Audits: To test if the security measures are really work-
ing against approaches of exfiltration, security audits have to be con-
ducted. Security auditors are trying to exfiltrate the organization by
performing real attacks. This way it can be revealed where possible
flaws in the defence exists. This helps to close security holes and,
therefore, complicates further attacks.

6.2 social engineering

Social engineering is a very special type of attack since it needs to con-
sider technical, but also organizational solutions in order to establish
an appropriate level of security to countermeasure it: How can the
best firewall and the best scanners help defending the IT systems, if
every external can enter the organization with faked tokens and reach
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the most delicate areas without being controlled or even recognized.
Figure 15 summarizes several security mechanisms which will help
to countermeasure social engineering from four different perspectives
in order to secure the military IT-assets against such attacks.

Figure 15: Main techniques against social engineering attacks (green: the
technique can be used for the specified task)

ID-Checks: To avoid that external individuals can enter the building
without being part of the staff or by pretending to be someone they
are not, it is important that ID-checks will be performed when en-
tering the organizational structure. This can happen for example by
sight check of the ID, by personally recognizing the entering person in
case of small units or on a more technical way by passing the control
with an electronic ID card which is used as identity for an electronic
identity check [32]. Alternatives would be the usage of biometry or
even multi-factor-authentication depending on how high the security
standards of the organization are and how much money the responsi-
ble principals can spend. While visual checks like ID-checks can help
to prevent physical social engineering, adversaries can also perform
such attacks on remote e. g. with help of phone calls. For such so-
cial engineering attacks other countermeasures should be introduced.

Awareness-Seminars: Because social engineering is focusing on the
human as weakest link in the organizations security, seminars should
be arranged in which the staff learns about typical attacks, the risks
caused by such attacks and where the staff get trained how to rec-
ognize social engineering in a way that the awareness of the trained
employees will be increased [12]. This will lead them to be less sus-
ceptible to social engineering attacks.
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Verified Service-Providers: In extremely sensitive environments it
can be wise to count on verified service providers when it comes to
the usage of external services like cleaning the workplace, fixing elec-
trical failures and similar. Otherwise, external individuals could pre-
tend to be workers which were called to fix certain problems within
the building. When working together with verified service-providers,
it can be ensured that only recognized external workers are enter-
ing the building. An alternative or addition to this process would
be that external individuals need an employee as supervisor during
their time within the organization.

Policies: Organizational rules help to extend the level of security by
ensuring that the employees within the organization are applying sev-
eral behavioural standards in order to not reveal information unin-
tended to any external individual. This is why it is important that
the staff knows which tasks are prohibited and which are explicitly
recommended.

• Information Classes: Within an organization different classes
of information should exist e. g. classified according to the
sensitivity of the information [12]. A well-known classification
as example is ’top secret’, ’secret’ and ’confidential’. For each
class there must be rules about how to treat information from
this class, which classes can be revealed to the outside, which
information need a special clearance to be handed out and so
on.

• Least Information Drain: The whole organization is requested
to reveal as little information as possible to outsiders [12]. Even
if information is not specifically classified, everyone should keep
in mind that even small pieces of information can help social
engineers to prepare attacks and to perform them. This does
not only include the information, revealed by the employees
in private talks or digital communication but also information
displayed on the publicly accessible homepage, published for
marketing usage and so on.

• Authentication Rules: People should be advised to not store
their credentials at unsafe locations or to write down knowledge-
based credentials like passwords [12]. This should help to pre-
vent adversaries to obtain those credentials and to use it after-
wards to attack the infrastructure by accessing credential pro-
tected systems.

• Outsider Awareness: One typical way to perform social engi-
neering attacks from the outside are phone calls and writing
emails to the target. The distinction between outsider and in-
sider communications can for example be underlined by usage
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of different ring tones for inside and outside calls [12] or by us-
age of digital signatures when it comes to write emails. This
helps to detect attacks like adversaries which are trying to get
internal information as outsiders and, therefore, makes social
engineering harder to be performed.

• File Destruction: As soon as files get outdated and have no use
anymore they have to be deleted and physical copies have to
be destroyed. This way those files cannot be revealed anymore
by unaware employees. This also reduces the risk that social
engineers are asking the employee for exceptions since the re-
quested files might be ’outdated’ and ’no one would care about
old files’.

Security Audits: To verify the readyness of the organization to re-
sist social engineering attacks, regular security audits should be per-
formed in which social engineering scenarios are applied in practice
[12]. This way it can be verified if the employees awareness is on a
suitable level and if people are suspicious enough of outsiders.

Access Management: When asked about organizational specifics and
internals, a user can only reveal as much as the user knows and as
much as the granted access-rights allow. This is why it is very im-
portant to apply a very strict access management which utilizes the
principle of least privilege in practice. This way the amount of in-
formation, which can be revealed after a successful attack, will be
minimized.

6.3 malware

Malware can infect the target system on various ways: Naive down-
loads from infected servers, the execution of suspicious files, plug-
ging in of external devices from unknown sources and many other
ways can lead to an initial infection of a system on whose foundation
malware is able to infect further parts of a system or even whole net-
works. Figure 16 summarizes several approaches which can be used
to mitigate or detect malware attacks or to make it harder for mal-
ware to spread as well as reducing the negative impact of malware
on the organization after a successful attack.

Anti-Malware Scanner: In order to hinder malware in entering the
organization, to prevent distributing itself and to support the detec-
tion of infections it is very important to recognize the malware as
reliable as possible. Standard technologies for this tasks are malware
scanners, intrusion detection systems and intrusion prevention sys-



46 cyber defense

tems. However, such technical solutions have also their shortcomings
since they are often used by malware authors too: Authors are able
to verify their malwares stealth-abilities by scanning it with the most
used malware scanners. Such scans can for example be performed
with publicly known webpages like ’virustotal’1 which are scanning
potentially infected files within seconds with several malware scan-
ners.

Figure 16: Main techniques against malware attacks (green: the technique
can be used for the specified task)

IDS/IPS: While malware scanners should be part of all hosts and
scans have to be performed regularly, IDS and IPS are placed only
at strategical parts of the network. In our scenarios it is for example
very important that the incoming and outcoming traffic is scanned
to detect malicious code already before it enters critical areas. There-
fore, one IDS should be located close to the gateway. When it comes
to choosing anti-malware applications like IDS or host-security-suits
it is important to get aware of the differences they have. They can
be categorized according to their detection technology into different
classes like anomaly-based or signature-based with every type having
very different advantages and disadvantages [33, 34]. However, prac-
tice and studies have shown, that hybrid solutions work best for most
scenarios, since those solutions are able to reduce the disadvantages
of single detection-types by keeping the advantages of each type [34,
33].

1 https://www.virustotal.com

https://www.virustotal.com
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System-Updates: To reduce the attack vectors that can be used by
malware to initially attack the network and to infect the first system,
updates have to be performed regularly [31]. Malware is often rely-
ing on existing vulnerabilities which are often fixed by system and
program updates. Fixing those vulnerabilities might close the way
for certain malware to distribute itself or to unfold its effect because
this malware will not be able to use the exploits like intended.

Firewalls: Malware can distribute itself on several ways. Examples
for those ways is e-mail communication, network-flows, instant mes-
saging, portable devices and more [35]. While the updates help to
keep the systems up to date to fix known vulnerabilities and exploits,
firewalls will reduce the ways on which systems can be accessed and
communicate with each other [31]. Firewalls should be used on all
systems to reduce the amount of protocols that can be used on a ma-
chine. Furthermore, firewalls help to restrict the communication to
specific areas and, therefore, also the data flow.

System-Hardening: In order to reduce the attack vectors which can
be used by malware, applications which are not used by the users
should be removed from the systems similar to services which are
often running without being needed in practical scenarios [31]. Since
certain types of malware needs to exploit existing vulnerabilities of
very specific protocols, applications or services, those steps can help
to fix exactly those attack vectors and, therefore, can hinder the mal-
ware in working correctly.

Interface-Blocking: Malware is not only spreading with help of net-
works, but also via portable devices. This is why systems with access
to sensitive networks should have disabled or, in the best case, no
ports at all available for plugging in external devices [31]. In case that
the usage of external devices in sensitive environments is unavoid-
able, special machines could be configured, where additional security
mechanisms are established. As alternatives, extended malware-tests
could be performed before ’untrusted’ devices get a clearance for be-
ing plugged in or there might be a policy for just allowing the usage
of trusted portable devices which have the same organization as ori-
gin.

Network Segmentation: To reduce the amount of systems that can
be affected by malware which might already be part of the network,
a strict separation of certain network areas is crucial. First, not ev-
ery node needs to communicate with all possible other nodes within
the organization, which is why a network separation makes not only
sense when it comes to consider security, but also in respect of the
targets organizational structure. Second, for sending, executing and
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distributing files and information, different rules can be established
based on the network that is used. This helps to adjust the security
to the circumstances and the scenarios requirements.

Watermarking: Watermarking shows its efficiency when it comes to
detecting data leakage [15]. A watermarking algorithm could for ex-
ample maintain fingerprints of restricted files which may contain dif-
ferent kind of informations like the user who has accessed the file the
last time in case it will be copied. If such a file leaks then it could be
possible to find out which way the file took or who was responsible
for the leakage due to the fingerprints. This allows also to place anal-
ysis tools on certain points of a network to recognize the footprint of
the file. Such a point could be for example the internet backbone so
that the observer gets aware of the leakage of files and can act corre-
spondingly [10].

Honeypots: Developers of anti-malware solutions like Avira are of-
ten using Honeypots to catch new, but also already known malware
in order to be able to find countermeasures and fixes against them
and to find out how each malware is attacking the targeted system
[36]. Such systems are perfect targets for malware due to a reduced
level of security and intentional vulnerabilities. In hope to come for
an easy target, malware may try to infect such a weak-looking hon-
eypot. However, by monitoring performing changes and connections
of such a Honeypot the attack can be revealed. Furthermore, placing
faked documents and information, which can be stolen by the mal-
ware, might help to confuse the adversary and to lead to wrong con-
clusions. In order to support the detection, but also the confusion of
malware, Honeypots should be placed within the scenario-networks
too. Recommendations regarding this will be included in an addi-
tional section of this chapter.

Access Management: Even if malware is able to infect a system suc-
cessfully, the possible damage is depending on the users access rights.
If the user who is executing the malware does not have high access
rights, the malware will have less opportunities to spread itself and to
spy the system compared to being executed by an administrator. In a
case with restricted rights, the malware is forced to use additional ex-
ploits to escalate the granted privileges what complicates the attacks
that have to be performed.

Policies: Policies which can support the mitigation of malware infec-
tions and distribution are mainly focused on how to handle unknown
and suspicious files. Unknown and suspicious files and devices have
to be handled with care. To avoid typical attacks like plugging in in-
tentionally placed infected external devices (if not physically blocked)
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and similar attacks, all unknown and suspicious files / devices have
to be reported to a security operator and should not be distributed
or used. Furthermore, not needed and outdated files need to be de-
stroyed in order to reduce the amount of files that can be accessed by
malware in case that the worst case of a successful attack occurs.

6.4 eavesdropping

Eavesdropping can include techniques like classical wiretapping, but
also digital spying of ongoing communication processes, which is
why physical but also digital countermeasures have to be considered
to efficiently react to such eavesdropping risks. Figure 17 summarizes
various techniques for countermeasuring eavesdropping.

Figure 17: Main techniques against eavesdropping attacks (green: the tech-
nique can be used for the specified task)

Encryption: A widely proposed way to countermeasure eavesdrop-
ping is the usage of encryption protocols like TLS, IPSec, S/MIME
and similar, which - properly configured - can ensure the confidential-
ity and the integrity of the running communication [37, 38]. Even if
adversaries could obtain the sent information they would need a high
computation power to decrypt the messages without having access to
the secret decryption key. If an appropriate encryption-algorithm was
used, the computation power needed to crack a specific encryption
would be far beyond all resources on which an adversary could have
access. However, if weak algorithms like DES are used within the
encryption protocols, then an adversary could just try out millions of
keys within a second what could break the encryption within a very
short time [39]

Network Segmentation: Even if countermeasuring and complicating
the attack fails, there are several ways to reduce the impact of a suc-
cessful attack. One way is to split the networks which are used for the
transportation process based on specific tasks. Using such a network
segmentation helps for example to split the top secret communication
from standard communication tasks that does not need the highest
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level protection. This allows to adjust the security needs to each type
of information in order to have high level security for the really impor-
tant parts of the network and more usable security for conventional
parts. Splitting the networks helps therefore to reduce the inconve-
nience of applied security and to increase the acceptance of security
technologies for the operators. This way the security measures can be
adjusted to the needs of the scenario and the expectations of the users.

Adding Noise: In wireless and satellite comunication, confusion tech-
niques like adding noise to the communication can be used too to
make performing attacks more difficult. Implementing such confu-
sion techniques could for example happen on the physical layer of
the communication processes [40, 41]. This could be realized by in-
serting additional noise that will be rejected by the right receiver (e.
g. because of the used frequency) in case that the adversary is more
sensitive to reception than the actual receiver. In case that the adver-
sary is less sensitive than the right receiver, the sender has to send
on a level in which the adversary will not be able to sense the com-
munication at all [40]. Another way to make it harder for adversaries
to perform eavesdropping is to cause confusion for the adversary on
higher network layers. Such a technique can be used for example
on the transport layer. In such a case additional connections, which
act as noise-generator can be established to obfuscate the connection
that is actually in the focus of security considerations [40]. This helps
among others to increase the computational effort that an adversary
has to take into account when it comes to find out which connection
actually should be cracked.

Access Management: When having only access to information that is
required to perform the own work, users cannot reveal information
that lies beyond their own responsibility. By applying the principle of
least privilege the maximum amount of information that can be eaves-
dropped by adversaries by observing just one connection is, therefore,
minimized, because the access of the sending user is restricted.

Least Information Drain: The whole organization is requested to
reveal as little information as possible. Even if information is not
specifically classified, everyone has to keep in mind that even small
pieces of information can help external individuals to prepare and to
perform attacks. This also includes the information, revealed by the
employees through digital communication.
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6.5 synthesis

The previously described countermeasures against the considered
types of attacks have to be combined and to be set into context of the
stationary and mobile scenarios which are in the focus of this work
to build at the end a comprehensive cyber defence strategy against
cyber espionage. It must be kept in mind that only principles and
strategies will be covered, while the concrete implementation of those
strategies and principles at the end will be in the responsibility of the
operatives. This is why for example no specific products from the
market are mentioned, but more general terms like ’anti malware
scanners’. Figure 18 depicts the relation between the proposed secu-
rity measures and the use cases which, when brought into context,
will build the security defence strategy for each scenario.

Figure 18: The proposed security defense will be built based on the defined
scenarios and the recommended security measures for each type
of attack

When it comes to a distinction between the stationary scenario and
the mobile scenario, the reader has to be aware of the fluent char-
acteristics of those scenarios. A very static mobile mission, which
was created for the long term and which has a high size can be
more and more like a stationary scenario. This said, it must be dis-
tinguished between very temporary missions and missions where a
semi-permanent infrastructure will be built. To have scenarios with
distinct characteristics, it will be assumed that the mobile scenar-
ios that have to be secured are way more dynamic, temporary and
smaller than the stationary. This will help to maintain the different
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characteristics and requirements (as discussed in chapter 4) that come
with the respective scenario to tailor the security strategy to each of
the scenarios.

6.5.1 Technical Defence

The technical countermeasures against cyber espionage attacks are
one major pillar of the security strategy that will be proposed. In the
following, several technical approaches will be introduced for the sta-
tionary scenario and for the mobile scenario to protect the imaginary
IT infrastructure against cyber espionage. While the previous sec-
tions dealt with which countermeasure can be used for which type
of attack, the following sections will explain on how those security
measures could be embedded into the scenarios.

Interface-Blocking:

• Stationary Scenario: Due to the high risks that come with
portable devices, physical interfaces like USB have to be directly
blocked on all working-machines. In order to allow specific
types of USB-devices like mouses or keyboards it is possible
to plug-in those devices internally and then to lock the ma-
chines case with a special case-lock. To overcome the risk of
wireless eavesdropping, input devices with built-in encryption2

can be used. In case that physical port-blocking is not possi-
ble, there are solutions where interface-blocking can be done
software-sided. In such a case access-rights have to be verified
strictly to prevent users to surpass this security measure. How-
ever, to still enable the usage of portable devices which come
from a trusted source, each functional area contains machines
with unblocked physical ports, where the external devices on
the one side will be initially scanned and analyzed for malware
and other threats. On the other side, this type of machine only
has access to the lower security network to avoid infections of
the high security part of the organization.

• Mobile Scenario: In case that the aforementioned physical so-
lution cannot be performed on mobile devices like notebooks,
it is also possible to disable the ports with help of software. For
windows solutions this can for example be done by editing the
windows registry3 or using the windows device manager. How-
ever, there is also software available, which helps to avoid man-
ual configuration. In this context, users should not have admin-

2 An exemplary product can be found at https://www.microsoft.com/hardwa
re/en-us/aes-encryption

3 Opening the Registry Editor−→HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet-
\Services\usbstor −→ Value of ’Start’ set on ’4’ to disable USB-storages.

https://www.microsoft.com/hardware/en-us/aes-encryption
https://www.microsoft.com/hardware/en-us/aes-encryption
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istrator privileges on their machines in order to avoid changing
those security settings by the users.

Firewalls:

• Stationary Scenario: A firewall will be required on all machines
in order to prevent unwanted applications to connect to the net-
work or to explicitly allow just certain types of protocols and
applications to be used. This way, random applications will not
be able to establish connections to the network and other hosts.
Exceptions which will be set into the whitelist will include for
example SMTP for email usage. It makes sense to have two
types of machines on the working place: One which is con-
nected to the internal network and where rules are more strict,
while a second machine can be used to perform research, for
example, on the Internet. Therefore, whitelists for the more del-
icate machines have to be more strict compared to the research
machines, where blacklists could be used instead.

• Mobile Scenario: Same as for the stationary scenario, firewalls
have to be mandatory for all used machines. The principles for
the mobile scenario are following mainly the ones, presented
for the stationary scenario with one exception. Since having
two machines for every employee can be too much for small
mobile operations to demand due to organizational overhead
and reduced mobility, it is enough to have shared machines
for private or less sensitive usage like public research, which
replace the equivalent research-machines at the workplace of
the employees in the stationary scenario.

Security Audits:

• Stationary Scenario: When trying to prevent espionage it is not
only important to introduce security measures, but also to test
if those measures are on the one side suitable to mitigate the
threats and on the other side to ensure that the employees are
acting according to the security policies of the organization and
that they really take usage of the security mechanisms. For the
stationary scenario, extended annual security audits performed
by the security staff have to be conducted to consider state of
the art threats, but also to not overextend the financial perspec-
tive. During those audits real attacks will be simulated to be as
realistic as possible.

• Mobile Scenario: Due to the high dynamic of many mobile op-
erations and the restricted duration of such missions, extended
security audits are too expensive and complicated to be con-
ducted in such an environment. Initial security checks have to
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be performed for longer operations, where the structures are
closer to stationary scenarios and where it can be ensured that
the tested structure will not change permanently from one day
to another.

Network Monitoring:

• Stationary Scenario: To recognize uncommon behaviour within
the network traffic, network monitoring has to be performed.
This technique will help to recognize unusual protocols within
the network traffic and data leakage. In this context, the white-
lists are a central pillar which will help to define which ap-
plications and protocols can usually be found within the net-
work and which are allowed. For example, messenger traffic
and other file-transport mechanisms should be strictly restricted
based on the organizations requirements. This also helps to de-
tect if users try to subvert the security policies and measures so
that security operators can respond to such malicious behaviour.
In order to define such lists it can help to observe the traffic and
the behaviour of the staff for a certain time to find out, which
applications and protocols are commonly used to consider them
within the strategy.

• Mobile Scenario: Network monitoring in dependence on the
policies and the configuration of the firewalls will help to detect
unusual behaviour also in mobile operations. However, imple-
menting extended monitoring capabilities only makes sense if
an operation lasts long enough and offers an appropriate infras-
tructure that can be observed. Furthermore, since mobile opera-
tions can require a broad variety of systems and protocols, it has
to be analysed based on the specific operation, which network
tasks, protocols and devices are really required. Those can then
be considered within the monitoring process e. g. by adding
them to the whitelists.

Access Management:

• Stationary Scenario: In order to restrict the impact of attacks
in general, a proper and strict access management has to be
applied. One common practice is to use the principle of least
privilege, in which only as much permissions are granted to an
user as required to successfully accomplish the daily work. For
delicate operations that can cause critical harm to the organiza-
tion when performed by suspicious individuals, the so-called
four-eye-principle will be applied. This principle requires at
least two authorized people to verify and allow a very sensitive
operation. This way the power of single individuals is limited,
when it comes to perform extremely sensitive operations. For
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a realization of such a principle, the most crucial operations
should be identified by analysing the organizations processes
and then implemented as part of the access management.

• Mobile Scenario: Due to its software-based nature, access man-
agement can be applied to mobile scenarios too. Therefore, the
principles of least privilege and the four-eyes-principle have to
be applied on mobile scenarios on the same way as for the sta-
tionary one. However, it must be kept in mind that adequacy
has to be preserved and that the application of principles like
the four-eye-principle should be appropriate to not overextend
the security measures.

Access Monitoring:

• Stationary Scenario: Access regulations are already treated as
part of the access management with help of principles like least
privilege and the four eyes principle. However, unusual at-
tempts to access restricted files or suspicious operations like
mass copying internal files might still be possible in context
of such an access management if security mechanisms are sur-
passed or if the access management is not strict enough. To
detect such misbehaviour, the users file-access operations have
to be monitored and scanned regarding such suspicious be-
haviour.

• Mobile Scenario: Same as for the stationary scenario it is not
only enough to define policies and to introduce security mea-
sures, but also to control if people act according to the policies
and if they try to avoid the security mechanisms. This is why
the access monitoring4 has to be performed on the same way
like for the stationary scenario.

Body-Scanners:

• Stationary Scenario: To avoid that people bring electronic and
other suspicious devices into the organization or that they steal
such items, everyone will need to pass body-scanners5 when
entering and leaving the building. This scanning process is su-
pervised by the security staff. External items have to be handed
out when entering the building and can then be recollect from
the security staff after leaving the building.

4 One tool that could for example be used can be found at http://bluelance.co
m/blog-posts/detecting-high-volume-copy-operations-on-windows
-file-systems-with-lt-auditor-2013

5 There are various vendors for such scanners such as http://www.sds.l-3com.c
om/products/advancedimagingtech.htm

http://bluelance.com/blog-posts/detecting-high-volume-copy-operations-on-windows-file-systems-with-lt-auditor-2013
http://bluelance.com/blog-posts/detecting-high-volume-copy-operations-on-windows-file-systems-with-lt-auditor-2013
http://bluelance.com/blog-posts/detecting-high-volume-copy-operations-on-windows-file-systems-with-lt-auditor-2013
http://www.sds.l-3com.com/products/advancedimagingtech.htm
http://www.sds.l-3com.com/products/advancedimagingtech.htm
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• Mobile Scenario: Stationary Body-Scanners are not very prac-
tical for mobile operations, especially for very temporary and
small ones since such scanners need an appropriate infrastruc-
ture to be placed and to be run as well as staff that supervises
the scanning processes. As alternative, a visual control by the
security employees will be conducted in dependence on the
size and duration of the mobile mission, e. g. when the pre-
requirements like suitable infrastructure are not warranted or if
the operations budget does not allow expensive infrastructures.
For example a security guard could protect the entrance of a
mobile control center and searching entering and leaving indi-
viduals for prohibited items.

Watermarking:

• Stationary Scenario: To detect information leaks within the sta-
tionary scenario and to find out which way the files took when
leaving the organization or to identify who was responsible for
the leakage, watermarking and fingerprinting will be applied.
A watermark will contain at least information about the user
who performed operations on the file and the last nodes which
were passed within the organization together with the times-
tamps6. This allows to place analysis tools on certain points
of a network to recognize the footprint of the leaked file. The
strategical monitoring solutions will be implemented on central
points like the gateway of the organization to have an overview
about outgoing data and - if possible - also with help of external
corporations on backbone links. This would help to recognize
leaked data not only within the organization but also in the
wild.

• Mobile Scenario: Due to a software-sided implementation, wa-
termarking can be applied on mobile scenarios like for the sta-
tionary one, without any restrictions in creating the actual wa-
termarks. However, the monitoring process of those watermarks
is restricted on the size, duration and infrastructure of the op-
eration since monitoring processes within just small units can
overextend the available financial budget and required staff.

Awareness-Seminars:

• Stationary Scenario: In order to improve the awareness of the
staff regarding existing risks and to make it harder for adver-
saries to perform for example social engineering attacks, aware-
ness seminars have to be obligatory for all old and new em-
ployees. Those seminars should be available as recorded online-

6 Such a solution could be for example be implemented with https://www.checkp
oint.com/products/dlp-software-blade/

https://www.checkpoint.com/products/dlp-software-blade/
https://www.checkpoint.com/products/dlp-software-blade/
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seminars in order to allow the employees to directly complete
them after getting hired and before starting with the actual
work. This ensures that every employee gets a minimum of
awareness before getting in contact with internal files and in-
formation. To extend the users experience when learning about
security and awareness, presence-seminars should be offered
too in which additional knowledge will be taught and where
practical training will be conducted. To guarantee that the staff
is fully aware of cyber risks, those seminars should be passed
in a regular frequency. This could be for example an annual
frequency to ensure that the knowledge of the employees and
the awareness stays on a high level.

• Mobile Scenario: For mobile scenarios online seminars are best
due to their flexibility and the avoidance of mandatory meet-
ings. Attending to presence meetings can be hard for employ-
ees who are working often on the field and in countries far away.
Especially if those missions are long term missions at locations
far away it can be better to work with online seminars instead of
seminars with physical attendance. Those are easier to manage
because of e. g. the missing necessity to bring security experts
and trainers to the mobile forces regularly or to bring them to
the nearest seminar center.

Verified Service Providers:

• Stationary Scenario: To avoid that adversaries are able to in-
filtrate the orgnaization with help of external service providers,
those service providers will be verified and checked before added
to an internal list for verified service providers. As far as possi-
ble requesting services will only happen based on this list. Ex-
ceptions are only allowed with clearance of a responsible prin-
cipal. Furthermore, having a supervisor during the work in
sensitive areas to control the external individuals is absolutely
mandatory in order to prevent externals to infiltrate the orga-
nization. This ensures that even if malicious individuals might
able to infiltrate the service provider, the adversaries will not be
able to perform malicious tasks without getting noticed by the
supervisor.

• Mobile Scenario: The same procedure like for the stationary
scenario will be applied for the mobile scenario as far as it can
be realized in practice. In case that no verified service providers
are available due to restrictions caused by the operations loca-
tion and other aspects, a clearance has to be obtained from the
responsible principal to call alternative service providers. In
such a case it is even more important that the provider is super-
vised during the work.
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ID-Checks:

• Stationary Scenario: To verify the identity of internal and exter-
nal individuals, everyone needs to pass an ID check, when enter-
ing and leaving the building. This ID-check can happen with an
electronic ID-card that will be used to automatically verify the
individuals identity with near field communication. Because of
the lack of ID-cards for external individuals, for them visual ID
checks will be performed instead.

• Mobile Scenario: The same principles as for the stationary sce-
nario will be applied to perform the identity-checks. In case
for short and temporary missions and in case of lacking infras-
tructure, only visual ID checks will be performed because offer-
ing the necessary equipment and infrastructure could cause too
high costs and efforts in such a case.

System-Hardening:

• Stationary Scenario: The responsible security operators need to
analyse which applications are necessary for the staff in order to
offer the right software for the users daily tasks, but also to not
have too many applications installed on the system to reduce
the amount of applications which can contain vulnerabilities
and, therefore, to reduce the amount of vulnerable applications
which can be exploited by adversaries. Other important consid-
erations that have to be part of the system hardening process
within the scenario is a proper system configuration which in-
cludes having no standard-users or alternative user accounts on
the machines and working without root permissions to reduce
the users power in context of the IT-systems.

• Mobile Scenario: The system hardening mechanisms are soft-
ware sided solutions and can therefore be applied within the
mobile scenario on the same way like for the stationary scenario
without any restrictions. This said, a reduced set of applications
and services, working without root-privileges, proper system
configuration (which e. g. can be automatized and organized
centralized for easier usage) and disabling of standard user ac-
counts will be applied within the mobile scenario too on every
system.

System Updates:

• Stationary Scenario: In order to keep the systems up to date
and to prevent adversaries in exploiting old and known vul-
nerabilities, regular system updates have to be scheduled. To
ensure that those updates will always be performed without be-
ing delayed, they will be organized centralized on an automatic
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way independent from the user. Furthermore, failed updates
which are able to disturb the availability of the services, have
to be prevented. This is why critical updates which might be
able to harm the systems integrity and availability have to be
tested before distributed to all the live systems within the orga-
nization. After verifying that the updates will not cause major
problems on the test-systems, an security operator is then able
to release the updates for the remaining organization in order to
be distributed by the centralized update mechanisms. However,
to ensure a high level of availability even if malicious patches
are not recognized fast enough, updates will be conducted de-
layed between single functional units in order to ensure that
failures in error-recognition will cause the whole organization
in being unable to work because of failed updates. Such pro-
cesses can be managed centralized by administrators with help
of available tools7 to minimize the workload that comes with a
complex patch-management.

• Mobile Scenario: If the availability of bandwidth allows, the
same procedures like with the stationary scenario should be
applied. However, updates need to be prioritized for scenarios
where limited bandwidth exists. Updates with direct relation
to security topics have to be obtained and installed first, while
additional updates will only be performed, when the available
bandwidth and time allow.

Honeypots:

• Stationary Scenario: Honeypots8 will be placed within the net-
work so that malware is able to infect it in hope of an easy tar-
get. However, by monitoring changes and connections of such a
Honeypot the attack can be revealed. This delivers an additional
way of detecting attacks when using only solutions like anti-
malware scanners and IDS/IPS would file otherwise because of
the stealth-mechanisms of the malware. Furthermore, placing
faked documents and information, which can be stolen by the
malware, will help to confuse the adversary and to spread false
information. Therefore, the placed honeypot should be built
like a productive system but with faked documents.

• Mobile Scenario: Honeypots will only be used to protect fixed
structures where the network topology is reliable enough to
analyse where malware will likely distribute first, before reach-
ing critical areas. Mobile scenarios should stay as flexible as
possible and the addition of honeypots would not only require

7 An example is http://www.solarwinds.com/en/patch-manager
8 On the website https://www.honeynet.org/project several tools are intro-

duced that can be used to build up a honeypot or a honeynet

http://www.solarwinds.com/en/patch-manager
https://www.honeynet.org/project
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more staff to manage the additional security measures but also
a less flexible network structure. This is why honeypots will
not be applied on mobile scenarios where the network infras-
tructure is often a very dynamic and temporary one.

Anti-Malware Scanner:

• Stationary Scenario: To detect malware on the systems, anti-
malware scanners9 will be used on all machines without excep-
tion. To apply state-of-the-art signatures and scan-techniques,
all scanners have to be kept up to date with help of automatic
updates. Disabling the scan-function or aborting the automatic
scans should be forbidden by usage of policies.

• Mobile Scenario: As software-based solutions, anti-malware
scanners will be applied within the mobile scenario on the same
way like for the stationary one. Updates will be performed
based on the connectivity, but if possible on a daily base. Al-
ternatives for automatic updates in case of lacking bandwidth
is to download and install them manually. A security operator
could download them once and then share it with the other em-
ployees. However, this causes higher effort and therefore will
be performed only if necessary and on a less regular base than
automatic updates.

IDS / IPS:

• Stationary Scenario: To detect intrusions within the organiza-
tion, an intrusion detection system10 will analyse all incoming
and outcoming network traffic. Since the traffic that passes the
organizations network through the main gateway is most rele-
vant for the internal security, the IDS will be located inside the
organization directly behind the gateway. When positioning an
IDS it is important to be aware of the most crucial data-flows
so that an IDS will be able to monitor and analyse on the one
side central points of the network and on the other side acts as
security guard for the sensitive areas of the organization.

• Mobile Scenario: Introducing techniques like IDS/IPS can come
together with a high effort of configuration and work, which is
why such techniques only will be applied for big and long-term
mobile missions. In such missions IDS can analyse the traffic
of major hotspots in order to keep the data flows within the
mobile area clean.

9 One exemplary vendor for anti-malware scanners is Avast, found at https://www.
avast.com/business

10 A widespread solution for this is the IDS snort https://www.snort.org/

https://www.avast.com/business
https://www.avast.com/business
https://www.snort.org/
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Network Segmentation:

• Stationary Scenario: In our scenario there will be two main
types of networks: One network, which is only used for the
internal work within the headquarters and one network, which
can be used by the functional units to communicate with the
outside, e. g. to perform research tasks in the Internet. Both
networks are not connected with each other due to the fact that
the risks for the less internal network are higher than for the
pure internal one due to the direct connection to the outside.
In bigger scenarios than the described one it would be possible
to introduce more than just two distinct networks. However,
to show the efficiency of this approach within the evaluation
chapter, two distinct networks will be enough.

• Mobile Scenario: Having a strict distinction into two networks
can be too much for the internal organization of mobile oper-
ations, especially in case of high dynamics and a low amount
of involved people. This is why a network segmentation into
different networks within a local area (e. g. a specific mo-
bile operation) will not be performed in our example. However,
for communication that goes beyond the local communication
boarder (e. g. communication from one operation area to an-
other), such a segmentation should be performed e. g. by us-
age of alternative satellite networks for the respective classified
information. This way a hybrid segmentation will be applied:
The specific operation will not be divided (except funding and
temporal aspects allow) into segments, but the communication
between those operations will use different networks.

Encryption:

• Stationary Scenario: The encryption-strategy applied on the
scenario will contain two main considerations. On the one side
the communication and therefore the moving files will be en-
crypted. On the other side the local files and information have
to be secured too, which is why endpoint encryption solutions
should be applied too11. It must be kept in mind that for the
encryption of the communication, the destination point needs
to support the same type of encryption too. Otherwise, the re-
ceiver will not be able to read the data. This said, encryption
of e. g. e-mails is limited on areas where the receiver is known
to support such encryption-processes, which is why encryption
with random receivers will not work. Examples of widespread
encryption protocols are PGP for e-mail communication, TLS

11 An example for endpoint encryption solutions can be found with the follow-
ing URL https://www.symantec.com/products/information-protectio
n/encryption/endpoint-encryption

https://www.symantec.com/products/information-protection/encryption/endpoint-encryption
https://www.symantec.com/products/information-protection/encryption/endpoint-encryption
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for moving files and the algorithm AES for stored files, how-
ever, several alternatives exist for each task.

• Mobile Scenario: The choice of the right method of encryption
and the specific technology used for satellite communication is
important, since several technologies are already known as bro-
ken in case of sophisticated attackers. Examples for such broken
technologies are for example GSM or GMR-1 which should be
avoided when it comes to exchanging very sensitive informa-
tion [42]. Instead, successor communication protocols like LTE,
GMR-2 and similar should be used for mobile operations to
communicate to the outside, because they use appropriate en-
cryption algorithms. Remaining aspects of the encryption like
encrypted e-mail-communication are similar to the stationary
scenario.

Adding Noise:

• Stationary Scenario: Within the stationary scenario, additional
connections, which act as noise-generator will be established
to obfuscate the connection that contains the actual sensitive
information. Depending on the task that has to be performed it
could for example be possible to use web-crawler-like software
that is generating background traffic to obfuscate the important
connections.

• Mobile Scenario: Confusion on a physical level can happen
by inserting additional noise that will be rejected by the right
receiver in case that the adversary is more sensitive to reception
than the actual receiver [40, 41]. In case that the adversary is
less sensitive, then the sender has to send on a level in which
the adversary will not be able to sense the communication

Figure 19 and 20 are summarizing the technical defense mechanisms
in context of the scenarios to deliver a more compact overview about
must-have measures to mitigate cyber espionage approaches.

6.5.2 Rules

Besides the technical recommendations for each of the scenarios, a
fundamental additional approach in preventing espionage is the def-
inition of suitable policies which tells the user what kind of actions
are prohibited and which operations are explicitely demanded [26].
Those policies will be enforced with help of the aforementioned tech-
nical security mechanisms and can be realized within the scenarios
on the following way:

• Forbidding Portables: External portable storages will be forbid-
den within the military organization if no explicit clearance for
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Figure 19: Security mechanisms in context of the stationary scenario
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Figure 20: Security mechanisms in context of the mobile scenario



6.5 synthesis 65

such a device was granted. To ensure that those policies will
be followed by the employees, the entering staff needs to be
scanned with help of body-scanners and all portables must be
handed out at the entrance. Those portable devices then can be
obtained again as soon as the employee leaves the organization.

• Forbidding Working-Materials Outside Of The Organization:
Internal documents and devices should not be brought to the
outside if no explicit clearance was given by an authorized prin-
cipal. An employee who is leaving the organization will be
scanned with help of the body-scanner (or alternatives for the
mobile scenario) for any prohibited items which the employee
may have took from the working place.

• Denying Private Usage: The more types of operations are al-
lowed, the harder it is to detect misbehaviour within the inter-
actions of the users. Denying the private usage of the organiza-
tions resources makes it easier to verify which protocols, oper-
ations and rights are really necessary for successfully working
within the organization. This helps to tailor security mecha-
nisms like whitelists and blacklists more precisely. The intro-
duced monitoring and access management will help to analyse
if applications and protocols are used which trespass this policy.
If this is the case, either a malicious action was performed or an
user has ignored the policy.

• File Destruction: When files are discarded or when employees
change the employer it is necessary to make files and accounts
unusable for them in order to avoid abuse of sensitive infor-
mation [12]. Therefore, automatic account deactivation/dele-
tion and shredding / incinerating of files have to be considered
within the organizations processes.

• Information Classes: Within an organization different classes
of information should exist e. g. classified according to the
sensitivity of the information in ’top secret’, ’secret’ and ’confi-
dential’ [12]. For each class there must be rules about how to
treat those information, which classes can be revealed to the out-
side, which information need a special clearance to be handed
out and so on.

• Least Information Drain: The whole organization is requested
to reveal as little information as possible to outsiders [12]. Even
if information is not specifically classified everyone should keep
in mind that even small pieces of information can help social
engineers to prepare and to perform attacks. This can not only
include the information, revealed by the employees in private
talks or digital communication but also information displayed
on the homepage, published for marketing usage and so on.
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• Authentication Rules: People should be advised to not store
their credentials at unsafe locations or to write down knowledge-
based credentials like passwords [12] in order to prevent adver-
saries to obtain those credentials and to use it then to attack the
infrastructure.

• Outsider Awareness: Internal mails have to be digitally signed
in order to ensure that internal emails are really sent from the
organizations employee and to distinguish those internal emails
from emails of external users. Furthermore, different ring tones
have to be used for internal and for external calls to distinguish
not only email communication but also phone conversations
into external and internal ones [12].

• Handle unknown files with care: Unknown and suspicious
files and devices have to be handled with care. To avoid typical
attacks like plugging in intentionally placed infected external
devices (if not already physically blocked) and similar attacks,
all unknown and suspicious files / devices have to be reported
to the security operators and should not be distributed or used.
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There are several ways to perform the evaluation of the produced arte-
fact like observing it in a real environment, performing experiments
with it, testing its components, analysing it or performing a theoreti-
cal description of the impact that the artefact will have [16]. However,
many of those evaluation-types require the implementation of the
whole outcome of the thesis or at least parts of it to be performed.
Due to time-limitations and access-restrictions on real military net-
works which results in a lack of an observable and testable environ-
ment the choose-able types of evaluations were limited. This is why a
descriptive evaluation method has to be chosen for this thesis which
can e. g. cover a scenario-based evaluation or by informed arguments
[16]. Since different types of possible attacks were already discussed
it makes sense to create scenarios based on those attacks to build
up a scenario-based evaluation-process. This evaluation method is
based on scenarios which are described in detail to show the effi-
ciency of the proposed security strategy. These attack scenarios will
be described together with a reasonable explanation why such an at-
tack will be mitigated by the suggested methods. This will help to
understand how the principle of security in depth which is built by
the presented rules and technical attack counter-measures will help
to secure the military IT infrastructure. In order to use an easy-to-
understand approach for evaluating the sufficiency of the theoretical
security strategy and to support the scenario-evaluation-process, a
simple scheme will be used to evaluate how well the security strat-
egy is preventing, complicating and detecting running attacks and if
the impact of attacks is reduced in case that the security solution fails
in countermeasuring the attacks.

After performing the descriptive evaluation process with help of the
scenarios, an additional evaluation step will be introduced to address
the shortcomings of the scenario-based evaluation method like the
lack of having real insights into military environments. For this step
several experts with experience with and direct insights into military,
critical or governmental IT infrastructures are asked to agree or dis-
agree with the sufficiency of the artefact in countermeasuring espi-
onage attacks and if the artefact is adjustable to other target-areas
like business-networks. Insights into the results of the evaluation
were summarize in section 7.3 to underline the results of the scenario-
based evaluation.
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7.1 attack scenarios

The attacks that will be discussed in detail will cover exactly those
attacks about which it was decided in chapter 5 to be relevant for
the scope of cyber espionage. This will include outsider threats but
also insider threats. Every attack scenario will be associated with an
unique attack-code in order to refer to them without repeating all
details of the specific attacks.

7.1.1 Inside Threats

This section is covering several opportunities for a malicious em-
ployee to perform insider attacks within the organizational structure.
The adversary will be called ’Trudy’, who, depending on the concrete
scenario, is working in context of the specific scenarios as part of
a functional unit of the headquarters or as part of a certain mobile
operation unit. It must be kept in mind that the shown Figures in
this chapter are only containing a small extract of the main scenarios
to visualize the attack approach in context of the military scenarios
of chapter 4. Nevertheless, those shown extracts are still part of the
actual scenario-networks, but only simplified to reduce the complex-
ity of the Figures to a necessary level to make the respective attack
scenarios easier to comprehend.

Exfiltration

Exfiltration covers theft of data from the targeted information sys-
tems what on the one side can include physical ways to exfiltrate
information, but also digital ones to leak the information from the
inside to the outside. Physical exfiltration includes stealing physical
devices from the target infrastructure like internal storages or printed
documents on which top secret information can be found. In con-
trast to this, exfiltration includes copying the data onto a physical
device to sneak it out of the organization or to leak digital informa-
tion with help of technical methods like creating a data stream or
sending emails.

HQ-EX1: In this scenario an adversary ’Trudy’ is leaking sen-
sitive Information from the headquarters to the outside with
help of a digital datastream. Such a datastream could include
the usage of emails, the upload with help of an external file
hoster or any other arbitrary websites, messengers and more,
which allows the attacker to exchange the files with other par-
ticipants or to store it remotely to the outside. To make the
scenario more concrete, emails will be used for the examples
to make the scenario easier to understand. However, consider-
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ing the alternatives will be given by extending the explanations
of the sufficiency of the defence. Trudy is an employee of the
organization, working in one of the functional units or the com-
mand and control center, for example in functional group A, as
depicted in 21.

Figure 21: An extract of the HQ-scenario with opportunities to perform
exfiltration-attacks

HQ-EX2: An adversary ’Trudy’ is leaking sensitive Information
from the headquarters to the outside with help of an external
storage. The theft of digital information with help of such ex-
ternal devices could for example be performed with an exter-
nal USB-stick, an external hard disk or a burnable media like a
DVD. To make the scenario more concrete, external USB-sticks
will be used for the examples, however the alternatives will be
considered too, when it comes to explaining the sufficiency of
the defence strategy. Trudy is an employee of the organization,
working in one of the functional units or the command and con-
trol center, for example in functional group A, as depicted in 21.
The main difference to the first scenario is that Trudy uses her
own physical device to leak the sensitive information instead of
a digital datastream like email-communication.

HQ-EX3: In this scenario an internal adversary ’Trudy’ is leak-
ing sensitive Information from the headquarters to the outside
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with help of physical theft. To obtain the sensitive data, Trudy
could for example try to sneak official documents to the out-
side, which actually should be destroyed with help of a shred-
der. Trudy is an employee of the organization working in one
of the functional units or the command and control center, for
example in functional group A, as depicted in 21. In contrast
to the second scenario, Trudy is stealing physical items that are
already inside the organization instead of smuggling tools to
perform the crime inside the infrastructure.

MO-EX1: ’Trudy’, who is working as part of one of the mili-
tary mobile operations, is leaking sensitive Information to the
outside with help of a digital datastream. Such a datastream
could include the usage of emails, the upload with help of a
file hoster or any other random websites, messengers and more
which allow a file exchange with other actors. To make the
scenario more concrete, emails will be used for the examples,
however the alternatives will be considered too, when it comes
to defining a defence strategy. As part of a mobile operation,
Trudys access is mainly restricted on the information that can
be accessed as part of the mobile operation, for example mobile
operation A, as shown in Figure 22.

MO-EX2: In this scenario an adversary ’Trudy’, who is working
as part of one of the military mobile operations, is leaking sen-
sitive Information to the outside with help of an external stor-
age. The theft of digital information with help of such external
devices could for example be performed with an external USB-
stick, an external hard disk or a burnable media like a DVD.
To make the scenario more concrete, external USB-sticks will be
used for the examples, however the alternatives will be consid-
ered too, when it comes to defining a defence strategy. As part
of a mobile operation, Trudys access is mainly restricted on the
information that can be accessed as part of the mobile opera-
tion, for example mobile operation A, as shown in Figure 22.
The main difference to the first scenario is that Trudy uses her
own physical device to leak the information instead of a digital
datastream.

MO-EX3: An adversary ’Trudy’, who is working as part of one
of the military mobile operations, is leaking sensitive Informa-
tion to the outside with help of physical theft. To obtain the
sensitive data, Trudy could for example try to sneak official doc-
uments to the outside, which actually should be destroyed with
help of a shredder. As part of a mobile operation, Trudys access
is mainly restricted on the information that can be accessed as



7.1 attack scenarios 71

Figure 22: An extract of the mobile scenario with opportunities to perform
exfiltration-attacks

part of the specific mobile operation, for example mobile opera-
tion A, as shown in Figure 22. In contrast to the second scenario,
Trudy is stealing a device that is already inside the organization
instead of smuggling her own portable storage into the build-
ing.

7.1.2 Outside Threats

’Outside Threats’ are threats which have their source outside of the
attacked organization. Outsiders break into the IT-infrastructure and
might then be able to leak sensitive information from the target-infra-
structure to the outside. As with the inside threats, the adversary here
will be called ’Trudy’ who can represent an external individual, a
criminal group or any other kind of external outsiders. Again, please
have in mind that all shown Figures are only depicting a small extract
of the main scenarios of chapter 4 to visualize the performed attacks
in context of the whole infrastructure.

Social Engineering

Social Engineering is focusing on the user as weakest link of the at-
tacked system, which means adversaries will try to obtain sensitive
information like credentials or other delicate data that may help to
infiltrate the system directly from the user because of lacking risk
awareness. One example for such a social engineering attack is Phish-
ing where the adversary acts like a valid institution like a bank, a
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company or a governmental organization to steal the users login cre-
dential by e. g. asking him to enter his credentials for a security check
on a manipulated website. In one documented case [43], where the se-
curity of a company was tested, social engineers wear business attire
and used a faked business-letter based on publicly available infor-
mation to enter a business building without causing any suspicious
reaction from the working staff. After entering the building, the so-
cial engineers placed on highly frequent areas different infected USB
sticks. Those USB sticks established a connection to an external ma-
chine after being plugged into a running machine, what - in a serious
case - would have caused enormous security problems.

HQ-SE1: In this scenario one of the employees receives a faked
request from the social engineer ’Trudy’ to perform a status up-
date which includes revealing sensitive information. An oppor-
tunity to perform such an attack is with help of an email that
redirects the user to a faked form into which he has to enter,
upload or paste requested reports. Such an attack can for ex-
ample be performed against people of whom the email address
is publicly known or against whole functional units or several
employees, in case that other employees can be talked into for-
warding the faked message to those targets. Figure 23 shows
the attack in context of the headquarters scenario.

HQ-SE2: An external adversary ’Trudy’ is entering the organi-
zational building by pretending to be a technical engineer to fix
a problem which was reported to him by parts of the functional
staff. Since it is not known why this problem occurs the faked
engineer pretends to need access to some crucial parts of the
networks to perform measurements etc. in order to get to know
the source of the ’problem’. Figure shows the attack in context
of the headquarters scenario 23.

MO-SE1: In this scenario one of the employees receives a faked
request to perform a status update which includes revealing sen-
sitive information. An opportunity to perform such an attack is
with help of an email that redirects the user to a faked form into
which he has to enter, upload or paste reports requested by the
adversary. Such an attack can for example be performed against
people from which the email address is publicly known (e. g.
by having a look on the organizations website or published doc-
uments), against whole functional units or several employees,
in case that other employees can be talked into forwarding the
faked message to the additional targets. Figure 24 shows the
attack in context of the mobile operation scenario.
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Figure 23: An extract of the HQ-scenario with opportunities to perform
social-engineering-attacks

Figure 24: An extract of the mobile-scenario with opportunities to perform
social-engineering-attacks
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MO-SE2: An external adversary ’Trudy’ is trying to enter a
mobile operation by pretending to be an technical engineer to
fix a problem which was allegedly reported to him by parts
of the operational staff. For example the intruder could say
that there are some connectivity issues that occurred for certain
people, however, since it is not known why exactly this problem
occurs and performing tests from out the headquarters have not
delivered enough information, the faked engineer needs access
to some crucial parts of the mobile operations networks and
systems to perform measurements and similar tasks. Figure 24

shows the attack in context of the mobile operation scenario.

Malware

Malware is able to infects systems in order to disturb crucial security
goals like the systems availability or confidentiality and to help ad-
versaries to capture, modify and delete sensitive data. There exists a
broad variety of malware which has specific characteristics or servers
special purposes. Computer worms for example are able to distribute
themselves within an infected computer or even a whole network so
that more and more systems might be affected after the initial in-
fection. Another malware type like trojan horses might pretend to
be just non-malicious software in order to spy the enemies system
without getting recognized by the security administrators and the
systems users. The following scenarios deal with two main threats:
On the one side malware which tries to infect the organisation from
the outside and malware which already infected IT systems and is
now trying to spread within the organization from the inside.

HQ-MA1: In this scenario Malware from the outside breaks
into the network and infects one machine of one specific func-
tional unit. This initial infection can for example become a real
incident if an employee is downloading an infected file or if
someone within the functional unit is using an infected exter-
nal storage (e. g. purposely ’lost’ by social engineers) on which
self-distributing malware is stored. An alternative is the case in
which infected files are copied from an infected external device
onto the vulnerable system. After the initial infection, the infect-
ing malware then spies the system and is able to leak data to
the external adversary ’Trudy’ if no suitable security measures
exist.

HQ-MA2 As part of the second stationary attack scenario it is
assumed that malware was already able to infect one machine.
However, the malware tries to spread over the network to in-
fect more systems inside and outside the functional unit. After
initially infecting a machine, the malware tries to analyse the
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Figure 25: An extract of the HQ-scenario with opportunities to perform
malware-attacks

infected system and ways to leak the found information to the
outside, where the adversary Trudy is receiving it. The main
difference between this scenario and the first one is the consid-
eration of the phase of initial malware infection: While the first
attack scenario is focusing on the initial infection, the second
one deals with the distribution of the malware within the net-
work after the first infection.

MO-MA1: In this scenario Malware from the outside breaks
into the network of a mobile operation and infects one machine
within the operations network. This initial infection can for ex-
ample happen if an employee is downloading an infected file,
in case someone is using an infected external storage on which
self-distributing malware is stored or if infected files are copied
onto the system from such an infected device. This malware
then can spy the infected system to find sensitive information
and to figure out a way to leak the data to the external adversary
’Trudy’ if no suitable security measures exist.

MO-MA2 It is assumed that malware infected already one ma-
chine within the targeted network, this is why this step does
not require to deal with the initial infection process. However,
the malware tries to spread over the network of the mobile op-
eration or even tries to spread over the communication network
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to reach other mobile operations too. After infecting further ma-
chines the malware tries to analyse the system and to leak the
found information to the outside, where the adversary Trudy is
receiving it.

Figure 26: An extract of the mobile scenario with opportunities to perform
malware-attacks.

Eavesdropping

Eavesdropping involves the unauthorized real-time interception of
a running communication. This can include classical wiretapping
where adversaries are spying the connections on a physical level by
placing a wire-tap connector at the wire that should be spied. How-
ever, it is also possible that an eavesdropper can have access to a
central communication node like an infected gateway, where traffic
that is running through this node can be directly read by the adver-
sary.

HQ-EA1 An adversary ’Trudy’ has hijacked a central commu-
nication node outside of the headquarters. All traffic that is in-
coming and outcoming the headquarters can be read, captured
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and analysed completely by the adversary as depicted in Figure
27.

Figure 27: An extract of the HQ-scenario with opportunities to perform
eavesdropping-attacks.

MO-EA1 An adversary Trudy has access to a central commu-
nication node outside of one of the mobile operations (see also
Figure 28 with e. g. mobile operation A as main target) where
all the incoming and outgoing traffic is running through. This
way the adversary is able to read, capture and analyse all incom-
ing and outgoing network traffic that is directed to or coming
from the targeted mobile operation.

Figure 28: An extract of the mobile scenario with opportunities to perform
eavesdropping-attacks.

7.2 defence-verification

In order to visualize the verification of the proposed cyber defence,
the following scheme will be applied which is based on four impor-
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tant aspects of cyber security. Those aspects are mitigating, detecting,
complicating and impact reduction of possible attacks.

The mitigation capabilities of the cyber defence will get the rating
in case that successful attacks are very unlikely because at least

two different security mechanisms have to be surpassed for having a
chance to be successful at all. will be granted if there is just one
security mechanisms that has to be surpassed. Even though this de-
livers a minimum-level of security, no security in depth is delivered
in such a case. Consequently, no appropriate security technique will
lead to the rating .

The rating for detecting attacks is based on how much information
about a performed attack can be gathered with help of the cyber de-
fense strategy. In general, the more information that can be gathered
about the attack including the detection of it, but also additional in-
formation, the better the rating will be. A rating of happens in
case that not only the attack can be detected but if it is also possible
to gather additional information like who is performing the attack or
how the attack was performed. If just the incident will be detected,
then will be applied as rating. If the detection of an attack is not
possible, then the strategy is rated as insufficient with .

In case that the impact of an attack is reduced in a way that the adver-
sary on the one side is not able to have insights into sensitive infor-
mation and that on the other side the amount of information which
can be revealed at all is minimized, the rating will be . In case that
one of those requirements is invalid for the discussed attack, will
be applied. If no impact reduction will be performed, then has to
be granted.

For complicating attacks there will only be a binary rating. It will
be distinguished between the existence of security measures which
makes it harder for adversaries to perform an attack ( ) or if such
additional security techniques which make it harder to perform an
attack without completely mitigating it are completely absent ( ).

7.2.1 Threat 1: HQ-EX1

The core challenges for this scenario are on the one side that the
adversary is already inside the network what means that ’Trudy’ does
not need to break into the system but that access to sensitive files can
already be assumed. On the other side Trudy is using a digital way
to exfiltrate the data which means that the digital attack also needs
mainly a digital way to countermeasure it.
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• Firewalls are restricting the ports and applications that can be
used, therefore Trudy needs to make usage of an application
which can pass the firewall and which can establish a connec-
tion to the outside. Since messengers and similar applications
will not work because of this mechanism, Trudy has to use soft-
ware like email-clients or a browser to leak information. And
even for accessing specific websites or writing e-mails to a spe-
cific domain-area or top-level-domains rules can be established
that explicitly allow or deny the usage of them.

• The network is monitored in a way that information like file
meta-data, receiver and sender are analysed. This way data
leakages will be recognized if Trudy is for example establishing
a connection to a receive of a suspicious country or if Trudy is
visiting websites where data uploads are usual like Dropbox or
4Shared.

• Access management reduces the amount of information that
can be leaked by Trudy. This way she will not have access to
all existing files except she is working as administrator. And
even in such cases it is possible to distribute the administrator
privileges between different administrators. This reduces the
overall impact of the attack. In case that the insider is trying to
use exploits and vulnerabilities to access actually non-accessible
files, access monitoring might be able to detect this malicious
behaviour.

• Because of the strict separation of the internal and the research
network, Trudy will not be able to reveal secret internal infor-
mation with help of the research network, which is the only
network with access to the Internet and external untrusted net-
works. Therefore, Trudy is only able to open a digital datas-
tream connection from the research network and not from the
sensitive one.

• The recommended watermarks help on the one side to detect
the exfiltration process, but will also reveal ’Trudy’ as adver-
sary. This can be done since the watermarks can contain the
names of those who performed operations on the file, the file
classification and the path taken by the files. If Trudy for exam-
ple performs reading operations to put it as email attachment,
then this will be noted.

• The Policy which denies private usage will make it easier to
monitor the network and to restrict the usable applications and
ports. Furthermore, it makes it harder for Trudy to hide the
outgoing datastream, because of the policy and active monitor-
ing. She would need to disguise it on a smart way within the
working tasks to reduce the likelihood of getting caught.
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• The amount of leakable files is reduced due to the file-destruction
policies because outdated files cannot be accessed and therefore
not being stolen anymore.

• The determined information classes help on the one side to rec-
ognize explicitly the information leakage of critical data, but
also the separation of files into the different network segments.
This makes it harder for Trudy to perform the attack on very
sensitive information and to exfiltrate data from all levels of the
military organization.

• Regular security audits will verify if the security measures are
still state of the art and if vulnerabilities which can be exploited
exist within the organization. In case that the audit will be
able to reveal flaws, those flaws can be countermeasured by
adjusting the security strategy.

Figure 29: Evaluation of the attack scenario HQ-EX1

7.2.2 Threat 2: HQ-EX2

This scenario has mainly three characteristics, which have to be con-
sidered by a defence strategy: First, the adversary is already part of
the internal organization and, therefore, does not need to break into
the systems. Second, ’Trudy’ needs to smuggle a device into the or-
ganization as pre-requirement to perform the actual attack. Third,
sensitive data needs to be copied onto the device and then the device
needs to be smuggled out of the organization for finishing the attack
successfully. A security defence needs to consider all three character-
istics to be sufficient.

• The applied access management reduces the amount of infor-
mation that can be leaked by Trudy because Trudy will not be-
ing able to copy arbitrary files onto the smuggled device. This
reduces the impact that a successful attack could have. Further-
more, attempts of gaining access a file on which a specific user
does normally not have the permission to, can be detected by
appropriate monitoring tools.

• Interfaces like USB-ports are physically blocked and the local
machines are physically secured with help of case-locks to avoid
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manipulation of ports like USB. Even if Trudy is trying to tres-
pass those physical measures, this will take some time and the
likelihood for getting caught will increase.

• The watermarks which will be introduced help to reveal ’Trudy’
as adversary because every file includes the names of those who
performed operations on the file, the file classification and the
path taken by the files. These information improve the detec-
tion of leakages but also the investigations after an incident oc-
curred.

• Mandatory Body-Scanning will make it on the one side hard to
enter the building with external devices without getting caught
and on the other side hard to leave the building with the smug-
gled device. This means Trudy is confronted with a doubled
detection rate because she needs to smuggle a device into the
organization and also back to the outside.

• File-Destruction policies help to reduce the amount of files that
can be leaked because outdated files cannot be accessed and
leaked anymore after removing it from the archives.

• The determined information classes help on the one side to rec-
ognize explicitly the information leakage of critical data, but
also the separation of files into the different network segments.
This makes it harder to gather information from different classes
and also to directly access critical areas, because it is recom-
mended to have more strict measures and policies for even
higher security classes.

• The rule of forbidding portables makes clear that such external
devices have to be handed out at the entrance. Security opera-
tors are explicitly looking for it with help of the body scanners
at the entrance.

• It is forbidden to bring working material to the outside without
formal clearance, which will make it hard for Trudy to find
excuses if caught with an external device. Either she admits
that it is an external one or she pretends that the device comes
from the inside. In both cases she violates active policies.

• To verify if the established security measures are still state of the
art and if vulnerabilities which can be exploited exist within
the organization, security audits have to be performed by the
responsible security operators on a regular base.
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Figure 30: Evaluation of the attack scenario HQ-EX2

7.2.3 Threat 3: HQ-EX3

This scenario is very similar to the previous one with two main sim-
ilarities and one main difference, which have to be considered by a
defence strategy: On the one side, the adversary is already part of
the internal organization and, therefore, does not need to break into
the systems. On the other side, the device that is stolen by the ad-
versary has to be smuggled out of the organization. However, the
infiltrating phase does not need to be considered here because the
adversary is stealing a device instead of bringing the own one into
the organization.

• Because of the limited access rights of Trudy due to access man-
agement and the monitoring of access attempts, the amount of
information that can be leaked by Trudy is minimized what re-
duces the overall impact of the attack.

• Local machines are physically secured with help of case-locks.
Those case-locks makes it hard for Trudy to overcome the phys-
ical interface. On the one side she would need to bring equip-
ment into the organization to surpass the physical security mea-
sures or she finds suitable tools for this task within the building.
On the other side surpassing those measures will require some
time, which is why the risk of getting caught rises.

• The watermarks which will be introduced within the files help
to reveal ’Trudy’ as adversary even after a successful exfiltration
process. The watermarks contain the users who have performed
sensitive operations on the files (e. g. copying), on which ma-
chine they were before to perform the sensitive operation and
the classification of the file. Those information help to investi-
gate the case if those files are found in the wild.

• Mandatory body-scanning will make it hard to leave the build-
ing without getting caught with the stolen device.

• File-Destruction policies help to reduce the amount of files that
can be leaked because this reduces the maximum amount of
information that is available within the organization.

• The determined information classes help on the one side to rec-
ognize explicitly the information leakage of critical data, but



7.2 defence-verification 83

also the separation of files into the different network segments.
This makes it harder for Trudy to perform the attack on criti-
cal areas since the security measures for the critical areas shall
protect the files even more than the research machines with less
critical information.

• It is forbidden to bring working material to the outside without
formal clearance, which will make it hard for Trudy to find rea-
sonable excuses if caught with any item from the organization.

• To maintain an appropriate level of security even with changes
in technology, security audits will be performed. This helps to
verify if the established security approaches are still state of the
art to countermeasure the exfiltration attack and to fix identified
vulnerabilities within the strategy.

• Even if Trudy will be able to steal a device from within the
organization, remote wipe procedures can be started as soon as
the data leakage gets recognized by the responsibles.

• Depending on the device that was stolen it is possible that the
exfiltrated information is encrypted and that it will only be de-
crypted by e. g. entering credentials or in corporation with the
environment, which is able to decrypt the stored information.

Figure 31: Evaluation of the attack scenario HQ-EX3

7.2.4 Threat 4: MO-EX1

The core challenges for this scenario are on the one side that the
adversary is already inside the network what means that ’Trudy’ does
not need to break into the system but that access to sensitive files can
already be assumed. On the other side Trudy is using a digital way
to exfiltrate the data which means that the digital attack also needs a
digital way to countermeasure it.

• Firewalls are restricting the ports and applications that can be
used to exfiltrate the data, therefore Trudy needs to search for
an application which can pass the firewall and which can estab-
lish a connection to the outside. Since messengers and similar
applications will not work, Trudy has to use mechanisms like
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email-clients or a browser to leak information. However, the fea-
tures and the connections of those applications can be restricted
too.

• The network is monitored in a way that information like file
meta-data, receiver and sender are analysed. This way data
leakages will be recognized if Trudy is for example establishing
a connection to a receive of a suspicious country or if Trudy
is visiting hosting-websites where data uploads are usual like
Dropbox or 4Shared.

• In order to reduce the amount of information that can be ac-
cessed and therefore leaked, access management is applied. This
reduces the maximum impact of a successful attack on the or-
ganization. Furthermore, the granting of permissions allows
to monitor unauthorized access attempts to detect exfiltration
processes.

• Because of the strict separation of the internal and the research
network, Trudy will not be able to reveal secret internal infor-
mation with help of the research network, which is the only
network with access to the Internet and external untrusted net-
works.

• The introduced watermarks will help to detect the attack and
to reveal the adversaries identity because the watermarks can
contain the names of those who performed operations on the
file, the file classification and the path taken by the files.

• The Policy which denies private usage will make it easier to
monitor the network and to restrict the usable applications and
ports to pure business usage. Therefore, the adversary needs
to hide the exfiltration process in between usual business pro-
cesses without the possibility of an excuse for ’private’ usage.

• To minimize the availability of outdated files, File-Destruction
policies help to reduce the amount of files that can be leaked.
After discarding the outdated files

• To make it harder for the adversary to get access to sensitive
files, information classes like ’top secret’ have to be introduced.
Determined information classes help on the one side to recog-
nize explicitly the information leakage of critical data, but also
the separation of files into the different network segments.

• In order to ensure that the established security measures are
still working against various attacks and to investigate if further
vulnerabilities exist, regular security audits will be conducted.
In case that the audit will be able to reveal flaws, those flaws can
be countermeasured by further adjusting the security strategy.
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Figure 32: Evaluation of the attack scenario MO-EX1

7.2.5 Threat 5: MO-EX2

This scenario has mainly three characteristics, which have to be con-
sidered by a defence strategy: First, the adversary is already part of
the internal organization and, therefore, does not need to break into
the systems. Second, ’Trudy’ needs to smuggle a device into the or-
ganization. Third, sensitive data needs to be copied onto the device
and then the device needs to be smuggled out of the organization.
A security defence needs to consider all three characteristics to be
sufficient.

• Access management reduces the amount of information that
can be leaked by Trudy, this reduces the overall impact of the
attack, because the adversary will not be able to access every
type of file within the organization. As addition, privilege esca-
lation attempts can be detected by monitoring who is trying to
access which file.

• To physically secure the local machines and devices, interfaces
like USB-ports are physically blocked and the local machines
are guarded with help of case-locks. This makes it hard for
Trudy to overcome the physical interface blocking. Even if the
adversary tries to trespass the security measures, the likelihood
of getting caught by other employees will be high.

• The watermarks which will be introduced into the files support
the investigations of the incident by containing aspects like who
performed operations on the file, the file classification and the
path taken by the files. This also helps to identify Trudy as the
adversary when getting hands on the files during or after the
attack.

• Mandatory frisking at sensitive areas of the operation will make
it on the one side hard to enter the mobile structure with a
smuggled device without getting caught by the guards and on
the other side hard to leave the structure with the copied infor-
mation. This means Trudy is confronted with a doubled detec-
tion rate since she needs to smuggle a device into the mobile
operations critical area and also back to the outside.
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• File-Destruction policies help to reduce the amount of files that
can be leaked because unused and outdated files will be dis-
carded and therefore be unavailable.

• The determined information classes help on the one side to rec-
ognize explicitly the information leakage of critical data, but
also the separation of files into the different network segments.
This makes it harder for Trudy to perform the attack on criti-
cal areas since the security measures for the critical areas shall
protect the files even more than the research machines with less
critical information.

• The rule of forbidding portables makes clear that such external
devices have to be handed out at the entrance, therefore, secu-
rity operators are looking explicitly for it.

• It is forbidden to bring working material to the outside with-
out formal clearance by an authorized principal. This rule will
make it hard for Trudy to find excuses if caught with an external
device during the body-scans.

• Regular security audits will verify if the security measures are
still state of the art and if vulnerabilities which can be exploited
exist within the organization.

Figure 33: Evaluation of the attack scenario MO-EX2

7.2.6 Threat 6: MO-EX3

This scenario is very similar to the previous one with two main sim-
ilarities and one main difference, which have to be considered by a
defence strategy: On the one side, the adversary is already part of the
internal organization and, therefore, does not need to break into the
systems. On the other side, the stolen device has to be smuggled out.
However, the infiltrating phase does not need to be considered here
because the adversary is stealing a device instead of bringing the own
one into the organization.

• The applied access management reduces the amount of infor-
mation that can be leaked by Trudy what reduces the extent of
the attack in case it is successful.
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• Local machines are physically secured with help of case-locks
which makes it hard for Trudy to overcome the physical inter-
face blocking. On the one side she would need to bring equip-
ment into the organization to surpass the physical security mea-
sures or she finds suitable tools for this task in the building.
On the other side surpassing those measures will require some
time, which is why the risk of getting caught rises.

• The watermarks which will be introduced within the files help
to reveal ’Trudy’ as adversary even after a successful exfiltration
process.

• Since frisking will be applied within very sensitive areas of the
mobile operation, devices will most likely be found on Trudy
even if she tries to hide them. This reduces the likelihood of
performing a successful attack by far.

• To reduce the amount of files that can be leaked, file-destruction
policies are applied. This way Trudy has no access on those dis-
carded files and the maximum impact of the attack is reduced.

• To make it harder for the adversary to get access to arbitrary
files, information classes like ’top secret’ have to be introduced.
Determined information classes help on the one side to recog-
nize explicitly the information leakage of critical data, but also
the separation of files into the different network segments.

• It is forbidden to bring working material to the outside without
formal clearance of one of the employees authorized principles.
This will make it hard for Trudy to find excuses for the attack if
caught with any item from within the organization.

• Whenever possible, devices will be configured with a remote
wipe functionality. In case that the exfiltration process is suc-
cessful and that the device is able to establish a connection to
the device management, the wipe process can prevent Trudy in
gaining any useful information even after the successful attack.

• Due to the encryption-policy it is possible that the files on the
stolen item are encrypted what can be the case on hard disks
with full disk encryption or smartphones. The adversary would
need the credentials or the working environment to decrypt
those files.

• In order to find out that the established security measures are
still working against various attacks and to investigate if further
vulnerabilities exist, regular security audits will be conducted.
In case that the audit will be able to reveal flaws, those flaws can
be countermeasured by further adjusting the security strategy.
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Figure 34: Evaluation of the attack scenario MO-EX3

7.2.7 Threat 7: HQ-SE1

For this scenario two characteristics have to be highlighted: The ad-
versary is only attacking indirectly without breaking into the system
and without entering the organization. Furthermore, the human as
weakest link of a system is used as vulnerability, which is why a
solution against this type of attack should not be just a technical one.

• In order to reduce the amount of information that can be ac-
cessed and therefore leaked, access management is applied. This
reduces the maximum impact of a successful attack on the or-
ganization.

• File-Destruction policies help to reduce the amount of files that
can be leaked since files and documents have to be destroyed if
not needed anymore within the organization.

• The determined information classes help on the one side to rec-
ognize explicitly the information leakage of critical data, but
also the separation of files into the different network segments.
This increases the awareness of the people since they will be less
likely to hand out top secret information compared to standard
data.

• The mandatory Security awareness seminars help to rise the
awareness regarding such attacks, which is why an employee
might recognize this type of attack

• Since digital signatures are used to validate the authenticity of
internal emails, the employee should recognize that the mail has
its origin not within the organization and, therefore, must have
been sent from an outsider. The same goes for external calls
because different ringtones are used for internal and external
calls.

• The policy of not handing information to the outside helps to
increase the awareness of the risks and will probably lead the
attacked employee in questioning the request and to ensure that
the adversary is really part of the organization what he is not.

• To ensure that the employees are aware enough of the outsider-
threats, such attacks will be part of the regular security au-
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dit. This also helps to consider new state of the art attack ap-
proaches in the area of social engineering.

Figure 35: Evaluation of the attack scenario HQ-SE1

7.2.8 Threat 8: HQ-SE2

This scenario is happening on a less digital way and therefore has to
focus more on the physical world instead of digital networks. Except
this, the core-characteristics are quite similar to the previous scenario:
The adversary is only attacking indirectly without digitally breaking
into the system, but with entering the organization. Furthermore, the
human as weakest link of a system is used as vulnerability, which is
why a solution against this type of attack should not be just a techni-
cal one, but needs to focus on the individual itself.

• Access management reduces the amount of information that
can be leaked by the unaware employee because the amount
of information that someone can access is adjusted to his role
within the organization. Hence, an employee is not able to leak
information that is beyond his responsibility. Same goes for
unprotected machines in case that the workspace-locking-policy
is trespassed.

• To minimize the availability of outdated files and consequently
to reduce the amount of files that can be leaked by an adver-
sary, File-Destruction policies will be applied. With help of this
policy outdated and not needed files will be discarded and not
arbitrarily stored.

• The mandatory security awareness seminars help to increase
the awareness regarding social engineering attacks, which is
why an employee might recognize easier that an outsider with-
out any supervision can be a potential adversary.

• External service providers can only be called from a verified list
of trusted workers, which is why Trudy would need to work
for such a verified service provider. Furthermore, every exter-
nal worker who enters the building will be observed by an em-
ployee from the security staff. This makes it hard to retrieve in-
ternal information without getting recognized by the observer.
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• Since ID-checks are necessary when entering the operations
structure, the adversary should be recognized by the guards
as unverified outsider and, therefore, not be able to enter at all.

• Regarding the process of exfiltrating the data to the outside AF-
TER a successful intrusion with help of the social engineering
attack, the same conclusions can be conducted as for the respec-
tive exfiltration attacks that were discussed before. Like for the
exfiltration scenarios, the evaluation depends on how the data
are exfiltrated e. g. with help of email, theft and so on.

• Critical areas and all machines have to be locked if no employee
is working there. This means, even if Trudy can enter the build-
ing unrecognized as adversary, she will not be able to work
within an area or at a machine without an employee being able
to observe her malicious behaviour if the employees are acting
according to the policies.

• Even after infiltrating the organization successfully, workers are
not allowed to use weak credentials, to write them down or to
handle them without caution. This is why it will be hard for
the adversary to access any relevant system without being an
insider within the organization. And even as an insider, em-
ployees are not allowed to pass their credentials to other indi-
viduals.

• Social engineering attacks will be part of regular security audits.
This way regular checks will help to find out still existing flaws
and to consider modern attack approaches which can lead in
the adjustment of the security strategy.

Figure 36: Evaluation of the attack scenario HQ-SE2

7.2.9 Threat 9: MO-SE1

For this scenario two characteristics have to be highlighted: The ad-
versary is only attacking indirectly without breaking into the system
and without entering the organization. Furthermore, the human as
weakest link of a system is used as vulnerability, which is why a
solution against this type of attack should not be just a technical one.

• Because of the limited access rights of Trudy due to the applica-
tion of access management, the amount of information that can
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be leaked by an successful attack is minimized what reduces
the overall impact of the attack.

• File-Destruction policies help to reduce the amount of files that
can be leaked since files and documents have to be destroyed if
not needed anymore within the organization.

• The determined information classes help on the one side to rec-
ognize explicitly the information leakage of critical data, but
also the separation of files into the different network segments.
This increases the awareness of the people since they will be less
likely to hand out top secret information compared to standard
data.

• Mandatory Security awareness seminars are conducted to help
to rise the awareness regarding various attacks including social
engineering, which is why an employee might recognize this
type of attack easier compared to employees of alternative orga-
nizations without such seminars.

• Signatures and different ringtones are applied to distinguish
external communication from internal one. This is why the em-
ployee should recognize that the mail has its origin not within
the organization and, therefore, must have been sent from an
outsider. Same goes for external calls of social engineers, which
could be distinguished from internal calls too.

• To maintain an appropriate level of security even with changes
in technology, security audits will be performed. This helps to
verify if the established security approaches are still state of the
art to countermeasure social engineering and to fix identified
vulnerabilities within the strategy.

• All employees are advised to not handing information to the
outside. This practice helps to increase the awareness of the
risks and will probably lead the attacked employee in question-
ing the faked request and to ensure that the adversary is really
part of the organization. Since this is not the case, the probabil-
ity of recognizing the attack is increased.

Figure 37: Evaluation of the attack scenario MO-SE1
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7.2.10 Threat 10: MO-SE2

This scenario is happening on a less digital way and therefore has to
focus more on the physical world instead of digital networks. Except
this, the core-characteristics are quite similar to the previous scenario:
The adversary is only attacking indirectly without breaking into the
system, but with entering the organization. Furthermore, the human
as weakest link of a system is used as vulnerability, which is why a
solution against this type of attack should not be just a technical one,
but needs to focus on the individual itself.

• The applied access management makes is more difficult for
Trudy to access arbitrary information even after a successful so-
cial engineering attack because access rights are restricted on all
machines. Even if Trudy would be able to enter a machine, she
would only have access on the files of the respective employee.

• To minimize the availability of outdated files, file-destruction
policies help to reduce the amount of files that can be leaked.

• The mandatory Security awareness seminars help to rise the
awareness regarding such attacks, which is why an employee
might recognize that an outsider without any supervision can
be an potential adversary

• ID-checks are conducted at all critical points within the mobile
operati e. g. at the entrance of a command area. By verifying the
adversaries ID, she should be recognized there as unauthorized
outsider and, therefore, not be able to enter the sensitive areas
and machines.

• If external service provider need to be called for work within
the mobile operation, this can only happen based on a prede-
fined list of trusted workers. This way Trudy would need to
work for such a verified service provider to successfully pass the
entrance-checks. Furthermore, every external individual who
enters the building will be observed by an employee from the
security staff, especially if critical areas have to be entered. This
makes it more difficult to obtain internal information without
getting recognized by the military staff.

• Regarding the process of exfiltrating the data to the outside AF-
TER a successful intrusion with help of the social engineering
attack, the same conclusions can be conducted as for the respec-
tive exfiltration attacks that were discussed before. Like for the
exfiltration scenarios, the evaluation depends on how the data
are exfiltrated e. g. with help of email, theft and so on.

• Security audits will be conducted to validate the sufficiency of
the established security measures against the specific attacks.
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This way the technologies can be adjusted to fit again the state of
the art of attacks and defense in case that flaws can be identified.

• In case that employees are leaving their workspace, all machines
and the workspace have to be locked if the infrastructure and
implementation allow. This way an external adversary like Trudy
will not be able to access the workspace without the employ-
ees credentials, even if Trudy was able to successfully enter the
mobile operation despite the initial ID-checks and other secu-
rity mechanisms. And even if Trudy would try to trespass the
locking-mechanisms, the probability of getting caught and ar-
rested will increase by far.

• Even after infiltrating the organization successfully, Trudy needs
to obtain credentials to get access to locked areas and protected
machines. However, workers are not allowed to use weak cre-
dentials, to write them down or to handle them without caution.

Figure 38: Evaluation of the attack scenario MO-SE2

7.2.11 Threat 11: HQ-MA1

The treated attack happens completely with digital methods, there-
fore, digital instead of physical security measures need to be focused.
The malware, which is breaking into the system, needs to pass at
least two important points: On the one side the central gateway and
then the malware needs to infect the target machine. Exactly at those
points security mechanisms could be placed to prevent the malware
to unfold the damage.

• Because users are only allowed to use the machines only for per-
forming their work, surfing on untrusted websites, download-
ing arbitrary files and more gets less likely. This consequently
decreases the probability of an infection of the workstations.

• Malware scanners are installed on every machine to help to de-
tect malware as soon as it tries to get active or when it initially
attempts to infect a machine.

• IDS/IPS are monitoring the network traffic for suspicious data
flows which can be caused by malware e. g. when it tries to
establish unusual connections and when it tries to distribute
itself within the network.
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• Because of regular system updates and system-hardening the
number of exploitable services, applications and vulnerabilities
is reduced. This can make it impossible for malware to spread
if it relies on exactly those fixed vulnerabilities.

• If malware is infecting one of the honeypots within the orga-
nization while distributing, then this can lead to revealing the
distribution-process and, therefore, cause incident response re-
actions by the security staff. Furthermore, the files on the hon-
eypot are faked ones. This means, even if the attack will be
successful, the files retrieved from the honeypot might make it
harder to analyse the overall loot of the attack.

• Because of blocked physical ports, malware which is relying
on physical distribution for initial infection cannot be used to
attack the workstations and will therefore not infect the system.

• The network is monitored in a way that information like file
meta-data, receiver and sender are analyzed. This way data
leakages and suspicious network flows can be recognized which
for example can be caused by malware infections.

• In order to reduce the amount of information that can be ac-
cessed and therefore leaked, access management is applied. This
reduces the maximum impact of a successful attack on the or-
ganization.

• Because of the strict separation of the internal and the research
network, malware will not be able to spread arbitrarily between
those networks, even if it is able to infect one of those networks.
This said, malware which is for example infecting just the re-
search network because of a lower level of security and because
of unaware users, will have a hard time in trying to infect the
very critical sections of the organization.

• Regular security audits will verify if the security measures are
still state of the art and if vulnerabilities which can be exploited
exist within the organization in order to give the operators in-
formation, if additional security measures are needed.

Figure 39: Evaluation of the attack scenario HQ-MA1
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7.2.12 Threat 12: HQ-MA2

In this scenario, no initial infiltrations have to be considered. How-
ever, security mechanisms have to focus on the one side on recog-
nizing malware that tries to break into the systems and on the other
side to prevent infected machines in spreading the malware within
the network.

• Malware scanners on every machine should help for example
with automatic scheduled malware scans, but also with help of
realtime scanning to detect malware as soon as it tries to get
active or when it reaches new machines.

• IDS/IPS are monitoring the network traffic for suspicious data
flows caused by malware e. g. when it tries to establish un-
usual connections and when it tries to distribute itself within
the network.

• To keep publicly known vulnerabilities minimized, regular sys-
tem updates and system-hardening will be performed. If mal-
ware is relying on those known vulnerabilities, then this can
make it impossible for the malware to infect the system if no
additional non-fixed attack vectors are used for the infection.

• Honeypots within the organization are monitored for unwanted
changes and is enriched with faked documents. If malware is in-
fecting one of the honeypots within the organization while dis-
tributing, then this can lead to revealing the distribution-process
and, therefore, cause incident response reactions by the security
staff. Furthermore, the faked documents can make data analy-
sis harder to be performed by the adversary.

• Since physical ports are blocked on all standard workstations,
further distribution of the malware with help of external stor-
ages will not be possible.

• To reduce the amount of possible attack vectors, firewalls are
restricting the ports and applications that can be used, therefore
malware needs to use applications and connections which can
pass the firewall and which can establish a connection to other
hosts in order to distribute itself.

• The network is monitored in a way that information like file
meta-data, receiver and sender are analyzed. This way data
leakages and suspicious network flows will probably be recog-
nized.

• Because of the limited access rights on every workstation due
to access management, the amount of information that can be
stolen by the malware is reduced.
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• Due to of the strict separation of the internal and the research
network, malware will not be able to spread arbitrarily between
those distinct areas. This said, malware which is aiming for the
sensitive network, but infecting the research network because
of a lower level of security and unaware users, will have a hard
time in trying to infect the very critical sections of the organiza-
tion.

• In order to find out if the established security measures are still
working against various attacks like malware infections and to
investigate if further vulnerabilities exist, regular security au-
dits will be conducted by the responsible security operators.
Should the audit will be able to reveal flaws, those flaws can
be countermeasured by further extending the available security
mechanisms.

Figure 40: Evaluation of the attack scenario HQ-MA2

7.2.13 Threat 13: MO-MA1

The treated attack happens completely with digital methods, there-
fore, digital instead of physical security measures need to be focused.
The malware, which is breaking into the system, needs to pass at
least two important points: On the one side the central gateway and
then the malware needs to infect the target machine. Exactly at those
points security mechanisms could be placed to prevent the malware
to unfold the damage.

• Denying the private usage of the working machines makes it
less likely that users infect the systems when they are surf-
ing on suspicious websites or downloading files from untrusted
sources. In addition to this, the monitoring processes and mea-
sures like white- and blacklists can be adjusted to the pure busi-
ness usage.

• Every workstation is scanned on a scheduled basis but also on
real time by malware scanners which should help to detect mal-
ware as soon as they get activated or when the initial infection
occurs.

• Suspicious data flows within the network traffic are revealed
with help of IDS/IPS. This will help to detect malware when
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it tries to establish unusual connections and when it tries to
distribute itself within the network.

• Because of regular system updates and system-hardening the
number of exploitable services, applications and vulnerabilities
is reduced. This can make it impossible for malware to initially
infect a machine if it relies on a fixed vulnerability that cannot
be exploited anymore.

• Because of blocked physical ports, malware which is relying on
them for initial infection cannot use them and will therefore not
infect the system

• The network is monitored in a way that information like file
meta-data, receiver and sender are analyzed. This way data
leakages and suspicious network flows will probably be recog-
nized.

• Access management reduces the amount of information that
can be leaked by the malware because it is restricting the files
that can be accessed by a specific user and specific machines.
This reduces the overall impact of the attack, since the malware
will not be able gather all available files within the organisation.

• To verify if the established security measures are still state of
the art and if vulnerabilities which can be exploited by the mal-
ware exist within the organization, security audits have to be
performed by the responsible security operators on a regular
base. In case that for example a tested malware infection can
trespass the security mechanisms, the security operators can ad-
just the established technologies.

Figure 41: Evaluation of the attack scenario MO-MA1

7.2.14 Threat 14: MO-MA2

In this scenario, no initial infiltrations have to be considered. How-
ever, security mechanisms have to focus on the one side on recog-
nizing malware that tries to break into the systems and on the other
side to prevent infected machines in spreading the malware within
the network.
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• Malware scanners are installed on every machine to help to de-
tect malware as soon as it tries to get active or when it initially
attempts to infect a machine.

• Since physical ports are blocked on all standard workstations,
further distribution of the malware with help of external stor-
ages will not be possible.

• IDS/IPS are monitoring the network traffic for suspicious data
flows caused by malware e. g. when it tries to establish un-
usual connections and when it tries to distribute itself within
the network.

• To keep publicly known vulnerabilities minimized, regular sys-
tem updates and system-hardening will be performed. If mal-
ware is relying on those known vulnerabilities, then this can
make it impossible for the malware to infect the system if no
additional non-fixed attack vectors are used for the infection.

• Firewalls are restricting the ports and applications that can be
used, therefore malware needs to use applications and connec-
tions which can pass the firewall and which can establish a con-
nection to other hosts in order to distribute itself.

• The network is monitored in a way that information like file
meta-data, receiver and sender are analyzed. This way data
leakages and suspicious network flows will probably be recog-
nized.

• Access management reduces the amount of information that
can be leaked by the malware, this reduces the overall impact
of the attack.

• Security audits will be conducted to validate the sufficiency of
the established security measures against the specific attacks.
This way the technologies can be adjusted to fit again the state of
the art of attacks and defense in case that flaws can be identified.

Figure 42: Evaluation of the attack scenario MO-MA2

7.2.15 Threat 15: HQ-EA1

Since the adversary does not perform any actions within the orga-
nizational structure, the security strategy in this case has to rely on
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technologies that not only protects the data within the organization
but also which protects the sent and received data outside the organi-
zation.

• No user has access to all files due to access management. This
way no arbitrary files can be sent through the attacked lines, but
only files for which the user has a valid clearance.

• Since old files are discarded when outdated and not needed any-
more, the maximum amount of information that can be shared
over the networks is reduced.

• Networks are separated in order to allow to adjust the security
on the need of the files which are transported. This also sup-
ports separating the very sensitive files from the less sensitive
ones. To get a complete overview of the sent files and for a max-
imum impact on the organization, an adversary would need to
crack all lines instead of just one.

• Since encryption of files and of communication channels is used,
Trudy will not be able to analyse the content of the running
communication even if Trudy has access to it. Trudy would
need to obtain the secret decryption keys in order to gain access
on the sent files.

• Adding Noise to the traffic like adding additional connections
makes it harder for Trudy to analyse which connections are the
important ones what increases the effort to eavesdrop sensitive
communication. This especially goes for encrypted connections
which have to be attacked with very high effort. Even if spent
successfully a lot of effort into decrypting a connection, it would
not be sure that the connection is a useful one.

Figure 43: Evaluation of the attack scenario HQ-EA1

7.2.16 Threat 16: MO-EA1

Similar to the stationary scenario, the adversary does not perform any
actions within the mobile operations, but outside of them. Therefore,
the security strategy in this case has to rely on technologies that not
only protects the data within the organization but also which protects
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the sent and received data outside the organization

• The applied access management on all machines reduces the
amount of sensitive information that can be shared because the
amount of authorized users is reduced with increasing level
of sensitivity. This makes it less likely to crack connections in
which sensitive information can be found.

• The File-Destruction policies help to reduce the amount of files
within the organization what also reduces the amount of files
that can be shared over the networks.

• Network segmentation helps that to prevent the leakage of all
imaginable types of files since adversaries need to eavesdrop on
all communication channels in order to receive all types of sent
information.

• Since encryption of files and of communication channels is used,
Trudy will not be able to analyse the content of the running
communication even if Trudy has access to it.

• Adding Noise to the traffic like adding additional connections
makes it harder for Trudy to analyse which connections are the
important ones what increases the effort to eavesdrop sensitive
communication. This especially goes for encrypted connections
which have to be attacked with very high effort.

Figure 44: Evaluation of the attack scenario MO-EA1

7.3 result

With help of a scenario-based evaluation which included a broad va-
riety of exemplary attacks and explanations of how the proposed
IT-defence can prevent, complicate and detect those exemplary at-
tacks and how the damage after a successful attack can be reduced, it
was shown that the proposed IT-defence has the capability to protect
the military IT-assets against cyber espionage. This was also under-
lined by the graphical evaluation of the defence strategy which was
performed for all exemplary attacks. This graphical evaluation has
shown that the proposed security strategy lays above the set thresh-
old. Only for the eavesdropping-attack a negative evaluation was
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conducted when it comes to the detection. The reason for this is that
there are no valid detection mechanisms for eavesdropping attacks
available according to the authors knowledge, which is why such a
technique was not part of the proposed strategy.

As addition to the scenario based evaluation within this chapter, ex-
perts were asked via email or private meeting to have a look on the
proposed cyber defence in general and in context of the described
military scenarios. Those experts included staff from the Swedish
Armed Forces and experts from the Federal Office for Security in In-
formation Technology of Germany (’Bundesamt fuer Sicherheit in der
Informationstechnik’). One question that was ask was to agree or dis-
agree with the sufficiency of the proposed security strategy to coun-
termeasure cyber espionage attacks against military infrastructures.
Furthermore, a context to additional scenarios was created to find
out if these experts agree or disagree with the sufficiency of the arte-
fact to secure also additional potential targets like business networks.
The asked reviewers evaluated the outcome of this thesis as sufficient
for both questions. This means from the point of view of the asked
reviewers the outcome will help to protect not only military networks
but it can also be tailored to alternative scenarios to guarantee a suffi-
cient level of security against such threats too. This positive outcome
of the additional evaluation step completes the evaluation process of
the proposed strategy and leads with the scenario-based evaluation
to the conclusion that the proposed defence can sufficiently mitigate
the examined cyber attacks.





8 C O N C L U S I O N

8.1 summary and contribution

The main goal of this thesis was to investigate how a cyber defense
against cyber espionage could look like with a special focus on milil-
tary IT assets as practical scenario. Due to the fact that access on
military environments and networks is very restricted for external in-
dividuals, exemplary use cases where defined to model such military
networks on a theoretical way. This way it was possible to model
on the one side a stationary scenario which is focusing on a military
office environment and on the other side a mobile scenario where
mobile military operations are the main focus of the work.

In order to find out what risks can be a threat for military IT systems,
it was investigated where attacks can come from and what attacks can
be performed in the context of cyber espionage because not every pos-
sible type of attack serves the purpose of information gathering. It
became very clear that the adversaries in such scenarios can vary very
much because not only common actors of cyber warfare like nations
and military forces might play a role within a war but also individ-
uals and criminal groups with each of them having their own very
specific intentions. However, it was also shown that a general classifi-
cation of insiders and outsider is possible despite different intentions
of the adversaries. To filter the attacks that have to be considered
within the thesis, different types of attacks were classified regarding
the impact on the infrastructure and the relevance in context of cy-
ber espionage. This helped to focus on important attacks which have
crucial roles when it comes to cyber espionage. Hence, the thesis just
treated attacks used for espionage which are represented with social
engineering, malware, exfiltration and eavesdropping.

To approach a solution for a possible cyber security strategy it was
investigated which counter-measures for each type of chosen attack
exists. It was explicitly ensured that counter-measures are able to
detect, mitigate, complicate attacks and to reduce their impact. This
four-dimensional view lead to a broad variety of security approaches
which help to counteract the threats. However, since the attacks were
initially treated separately, a combination of the approaches had to
follow, together with setting the defense into context of the stationary
and mobile scenarios. Hence, both scenarios were taken as founda-
tion to describe the defence and to explain how the different secu-
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rity approaches should be embedded into the scenarios to counteract
the different espionage attacks. This included not only the introduc-
tion of technical solutions like malware scanners, network segmenta-
tion and body-scanners, but also the introduction of security-policies
which tell the users explicitly what operations have to be avoided and
what behaviour is directly desired.

In order to evaluate the recommended cyber espionage defence strat-
egy, a rating mechanism was defined which helped to rate the suf-
ficiency of the proposed strategy to mitigate, complicate, detect and
to reduce the impact of exemplary attacks. Sixteen imaginary attacks
were defined in context of the stationary and mobile scenario and it
was rated how good the proposed security measures can help against
those attacks. The results were consistently positive, what underlines
the sufficiency of the proposed mechanisms. Furthermore, this con-
clusion was highlighted by experts of the Swedish armed forces. This
added a second dimension to the evaluation process to ensure that
the outcome of the thesis can be of use in practical environments.

With help of the previously mentioned steps it was possible to deliver
a contribution to the research in several aspects. The main contribu-
tion is a defence strategy that can help to mitigate cyber espionage. It
was remarked that this solution is especially but not exclusively appli-
cable in a military context ensuring a high level of security. Further-
more, several types of survey were performed like a survey on attacks
and threats were performed, giving the readers a broad overview of
general threats and their relevance for the chosen use case, leading
also in a broad introduction in the area of information security threats.
In addition, hints about how security can be implemented in a real
case were delivered to give practitioners ideas about how theoretical
approaches can be turned into reality.

8.2 limitations and future work

Even though the master thesis project was performed as detailed and
practical as possible, there are several shortcomings which allow fu-
ture work to be conducted based on the results of this thesis:

• Practical implementation: Even though the defence strategies
were described as detailed as possible, there will always be lim-
itations with just theoretical descriptions. This is also the caste
for the presented solution which is only a theoretical approach
to counteract cyber espionage. Although applied on military IT
environments as explicit use case this let the thesis remain a the-
oretical one. Since no practical implementation was performed,
the presented aspects first have to be implemented within a real



8.2 limitations and future work 105

environment to get the most complete understanding of how
the cyber defence will work in a real case scenario what could
for example happen in a defined test field of the military or
within an alternative use case.

• Additional evaluation: An issue that correlates at some point
with the previously mentioned flaws of theoretical discussion
are additional opportunities for evaluation processes. To be
fully evaluated and tested an implementation first has to be per-
formed. This allows for example to conduct additional evalua-
tions like testing the defence strategy with help of professional
penetration testers. Even though the theoretical evaluation has
given first hints of its sufficiency this would allow to be more
practical and to increase the guarantee that the solution will re-
ally resist real world attacks. Furthermore, the evaluation by
experts could be broaden by extending the panel of chosen ex-
perts in order to strengthen the overall evaluation process. Such
experts could for example include security staff of companies to
carry the evaluation to a broader audience instead of having a
higher focus on a military and governmental audience.

• Detailed analysis of additional use cases: Another aspect that
has to be considered is that the thesis was focused on military
scenarios as application, which is why the resulting security
strategy contains comparably strict rules which might not be the
best for every possible type of scenario due to reduced usability
and increased costs caused by additional security technologies.
It is possible to adjust the solution to other scenarios with differ-
ent requirements or to even generalize specific components like
the policies and aspects, which have to be considered by secu-
rity responsibles in order to obtain situation-independent best
practice solutions. In order to make it easier to find out which of
the proposed aspects could be useful for a chosen scenario, the
thesis went into detail on how specific security measures might
counteract specific types of attacks and how the approaches
could be implemented. This should help to adjust them also
for other scenarios like for business networks or governmental
ones. For doing so it is necessary to analyse key characteristics
of the scenario of which the cyber defence should be applied on
like the required security, available funding and so on.
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