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ABSTRACT 
 

Nowadays organisations operate in a global environment which enables organisations 

to collaborate and share information resources among themselves but at the same 

time exposes them to various threats both within (employees) and from outside of the 

organisation. Internal threat is among the top information security issues facing 

organisations as the human factor is regarded the weakest link in the security chain. 

To address this “human factor” researchers have suggested the fostering of an 

information security culture to address the human behaviour so that information 

security becomes a second nature to employees. 

In order to establish an information security culture in an organisation it is important 

to understand what the term “information security culture” means; what frameworks 

and models have been proposed in order to explain and establish information 

security culture by discussing various issues of ISC. Another important step in 

fostering of information security culture is the assessment of the current state of the 

culture in an organisation.  

A systematic literature  review was conducted utilizing the suggested approach by     

Okoli and Schabram in order to investigate key literature in information security 

culture domain published during the period 2002-2014 to determine the most 

comprehensive definition of ISC; to identify frameworks covering various aspects of 

information security culture along with methodologies and empirical data used; and 

to analyse current ISC assessment approaches in order to help researchers and 

practitioners in selecting the most appropriate methodology for establishing, 

developing and assessing information security culture in an organisation. 

One research team was found to contribute the most to the ISC research field by 

providing the most comprehensive ISC definition; developing a comprehensive 

framework for establishing ISC in an organisation; as well as providing a validated 

process for assessing current state of security culture. 
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Introduction 

Background 

Information is considered one of the most valuable assets to any organisation (Van 

Niekerk & Von Solms, 2010). Nowadays organisations operate in a global environment 

which enables organisations to collaborate and share information resources among 

themselves but at the same time exposes them to various threats both within and from 

outside of the organisation. Therefore, it stands to a reason that organisations need to 

protect their information resources (Okere, van Niekerk, & Carroll, 2012). 

A survey conducted by Price Waterhouse Cooper in 2014 indicated that human errors 

are the most significant contributors to security incidents.  Unfortunately, this “human 

error” factor has been generally neglected by many organisations who believe that 

technical controls will miraculously handle their security problems. As a result, a lot of 

time and money have been invested into technical tools and solutions to protect 

organisational valuable information assets while ignoring the “human factor” problem, 

which often is the very root cause of security breaches (Connolly & Lang, 2013). 

The effectiveness of internal controls designed to protect the integrity, availability and 

reliability of information and information technology systems depends on the 

competency and dependability of the people who are implementing and using those 

(Kruger & Kearney, 2006).  

A measure that could be considered in order to reduce the risks posed by employees 

would be to focus on a security-aware culture (Ruighaver, Maynard, & Chang, 2007; 

Furnell, 2007). To manage their security risks, organisations must have a strong culture 

of security awareness (information security culture) (Ruighaver & Maynard, 2006; 

Thomson & von Solms, 2006). An information security culture is vital; and it should be 

implemented as part of the general organisational culture. This would not only 

minimise the threat posed by employees, but also improve the security level and 

success of the whole organisation (Vroom & Von Solms 2004; Ruighaver, Maynard & 

Chang 2006). 
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Despite the fact, that many researchers have identified the importance and the need for 

an information security culture in organisations, few have established a clear and 

definitive meaning to the term “security culture”. Some authors see an information 

security culture as a goal to be achieved. For example, von Solms (2000) calls for the 

creation of a culture of information security within organisations, “by instilling the 

aspects of information security to every employee as a natural way of performing his or 

her daily job” (p. 618).  

Dhillon (1997) defined it as the “totality of patterns of behaviours in an organisation 

that contribute to the protection of information of all kinds” (p.90). Schlienger and 

Teufel (2003) define information security culture as “all socio-cultural measures that 

support technical activity methods, so that information security becomes a natural 

aspect in the daily activity of every employee”. In addition, the state that in order for 

security culture to make a substantial contribution to the field of information security, it 

is necessary to have a set of methods for studying security culture (Schlienger & Teufel, 

2003). 

The Information Security Forum (2000) defined an information security culture as “the 

shared values (“what is important”) and beliefs (“how things work”) that people in the 

organisation have about information security”. They argue that security culture 

originates from the interaction of employees with the organisation’s systems and 

procedures (“the way we do things around here”). Employee behaviour shapes from the 

values and attitudes adopted by employees at their work surroundings, as well as, from 

what is required by the organisation’s systems and procedures. This behaviour can then 

result either in the protection of information assets or in incidents compromising the 

protection of information (ISF, 2000). 

According to Martins and Eloff (2002a) an information security culture involves 

information security characteristics and organisational values. It incorporates the 

assumption about the type of behaviour that is acceptable and encouraged and that 

which is not. 

According to Schlienger and Teufel (2005) an information security culture is ultimately 

visible in the beliefs, values and artifacts of an organisation. As an example, the 
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employees could believe that they are responsible for the protection of information. As 

a value, the organisation could focus on innovation and state-of-the-art technology. 

Information security induction training could serve as an example of an artefact 

(Schlienger & Teufel, 2005). 

According to Martins and Eloff (2002b), a certain level of information security culture is 

already present in every organisation using IT, but this culture could be a threat if it is 

not on an acceptable level. The purpose of assessing that culture is to advance it to an 

adequate level (Martins & Eloff, 2002b, p.12). Assessing whether the information 

security culture is on an adequate level requires a value for it to be determined which is 

generally done through a quantitative assessment of the information security culture. 

An acceptable level of information security culture can be defined as the level that 

provides adequate protection to information assets and so succeeds in minimising the 

threat to the confidentiality, integrity and availability of the information asset (Da Veiga, 

2008). 

Assessment of information security culture assists an organisation to identify the 

current and the desired information security culture, the areas that need the most 

attention, and improvements needed to achieve the desired information security culture 

(Ngo, Zhou, Chonka, & Singh, 2009).  According to Martins & Eloff (2002b) assessment 

in culture change can also help to ensure that recommendations from previous 

assessments are implemented. Conducting periodic assessments, implementing 

solutions and addressing the concerns arising from previous assessments can 

constantly improve the organisation's information security culture.  Another reason for 

culture assessment is to help an organisation understand the behaviour of its 

employees towards information security and to identify key issues for implementation 

and integration into the information security culture of the organisation (Gebrasilase & 

Lessa, 2011).  
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Problem Description 

Some contemporary research shows that establishing an organisational information 

security culture can help address the “human error” problem with regards to 

information security (Kraemer and Carayon 2005; Lim, Chang, Maynard, & Ahmad, 

2009). It is only in recent years that the potential value of information security culture  

within organisations gained recognition by scholars as an important aspect in 

sustaining a sufficient level of information systems security in the organisations (Knapp, 

Marshall, Rainer, & Ford, 2006; da Veiga and Eloff 2010). 

Nowadays government agencies, businesses, and researchers have started paying great 

attention to the issue of information security. Because of the speed with which the 

technologies have been adapted, it is not surprising that there is a knowledge and skills 

gap when it comes to IS security. A considerable amount of research has been 

undertaken in order to fill this gap, but a number of aspects warrant further 

investigation because the subject of IS security is far-reaching and highly topical 

(Connolly & Lang, 2012; Ramachandran, Rao, Goles, & Dhillon, 2013). Information 

security culture is one such area which remains largely unexplored and as yet not well 

understood (Chia, Maynard, & Ruighaver, 2002; Malcomson 2009; Sasse et al. 2007). In 

particular, Sasse et al. (2007) point out that further investigation is required on how to 

develop and maintain a healthy security culture in an organisation. 

In order to establish an information security culture in an organisation it is important to 

understand what the term “security culture” means; what frameworks and models have 

been proposed in order to explain and establish information security culture. Another 

important step in fostering of information security culture is the assessment of the 

current state of the culture in an organisation.  

Review of extant literature indicated that there was no literature review carried out that 

encompassed overview and analysis of all aforementioned aspects of information 

security culture; therefore, this research will attempt to fill this gap. 
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Research Objective 

The objective of this research is to review existing research on information security 

culture by conducting a systematic literature review. The aim of this study is to 

formulate an understanding of the concept of information security culture by 

investigating and analysingthe literature published during the last decade (2002-2014). 

The review will focus on identifying available information security culture definitions, 

frameworks that discuss various issues of ISC; and current ISC assessment approaches. 

Findings of the research shall assist the organisations and the researchers by providing 

them with useful information about information security culture; and help them in 

selecting the most appropriate methodology for creating, improving or maintaining 

information security culture.  

 

Research Questions 

Based on the research objectives the following research questions can be outlined: 

 What is meant by the term of information security culture and what definitions 

are available on this topic? 

 What frameworks and models have been proposed to explain information 

security culture? 

 What empirically validated instruments and approaches are available for 

assessing information security culture? 

 

Chapter Organisation 

The thesis is organised into five chapters. Chapter 1 introduces the research problem, 

research objective and research questions. Chapter 2 describes the research 

methodology. Chapter 3 presents the literature review findings. Chapter 4 discusses the 

finding of the literature review. Chapter 5 presents the conclusion of the literature 

review along with limitations of this study and an outline of the possible future work 

directions.  
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 Research Methodology 

 

Research Design 

Systematic literature reviews refer to an exhaustive summary of the high-quality 

literature on a particular topic. They aim to bring the same rigour to “research about 

research”, as there should be in primary research (King’s College London, 2012). 

Systematic reviews can save busy practitioners and scholars a great deal of time. With 

so many articles published each year it would be quite challenging for anyone to keep 

up with all the developments in a particular field. A systematic review can summarise 

the best-available evidence and produce a conclusion to help practitioners in their 

decision-making process (King’s College London, 2012).  

Systematic reviews can provide a clear and consistent overview of the research instead 

of a number of smaller studies, which may give contradictory answers to the same 

question. Sometimes systematic reviews come to the conclusion that there is not 

enough good evidence on a particular topic to draw any conclusions about it but even 

this is useful as it highlights the need for more research on a particular topic, draws 

attention to the shortcomings of the research which has already been carried out 

(King’s College London, 2012). 

When compared to the traditional literature review, the systematic review employs a 

more rigorous approach for reviewing a specific subject, research question or topic area 

where all of the steps involved in this process are being predefined (Kitchenham, 2004). 

The methodology that is intended to be used in this research will lean upon the eight 

step guidelines proposed by Okoli & Schabram (2010) as depicted below: 
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Figure 1 Literature review approach (Okoli and Schabram, 2010) 

Purpose of the literature review 

Phase one identifies the purpose of the literature review. According to Okoli and 

Schabram (2010), reasons for carrying out a literature review fall into following six 

categories: 

 To analyse the progress of a specific stream of research; 

 To make recommendations for future research; 

 To review the application of one theoretical model in the IS literature; 

 To review the application of one methodological approach in the IS literature; 

 To develop a model or framework; and 

 To answer a specific research question 

For this thesis, the reason for conducting a literature review is to answer specific 

research questions. 
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Protocol and training 

Second phase describes the protocol and training. During this phase, two major 

activities shall take place. The first activity is to define the research question, while the 

second activity is to “train” the reviewers and agree on how the review will be 

performed, how notes will be taken and how the process will work in a systematic way 

(Okoli & Schabram, 2010).  

When it comes to the second step, no reviewer training is needed since the review is 

performed by a single person.  

Searching for the Literature 

The third step, searching for the literature, begins with a selection stage, which involves 

both searching for the studies that will be included in the review, and eliminating those 

articles that clearly do not meet the requirements (Okoli & Schabram, 2010). 

Literature search is to be conducted by using a proxy offered by Luleå University 

Library through the following databases: Google Scholar, ProQuest, Scopus, EBSCO, 

Science Direct, IEEE Explore and the ACM Digital Library. 

After completing an online review, it is important to extend the search further in order 

to ensure that all sources have been found (Okoli & Schabram, 2010). Google Scholar, 

for example, offers a “Cited By” option that gives a list of all articles that have cited an 

article of interest since its publication. Backwards search can also be performed to 

identify the articles of interest. 

Management of references is another practical approach at this stage. This includes 

managing information, keeping records and deciding on a reference citing style (Okoli & 

Schabram, 2010). Various software packages, both commercial and open source, are 

available for this purpose. No matter what system is chosen, it is important to record, 

store and annotate references and abstracts in a systematic manner (Okoli & Schabram, 

2010). An open source research tool, Zotero, was chosen by the author for records 

management. The reference citing style chosen was API (American Psychological 

Association) 6th edition. Using Zotero tool was found to be very useful in organising and 

managing the articles identified during the literature search, as well as extracting the 

data at a later stage. 
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The following search strings were used during this stage: 1: “information security 

culture”; “information security culture” AND framework; “information security culture” 

AND assessment. Using “information security awareness” string did not return results 

related to information security culture, therefore, it was decided not to use it as a 

synonym for the word “culture”. A number of search results returned from the chosen 

online databases is presented in the Table 1 below.  

Table 1 Results of the Literature Search 

Search 

results 

(2002-

2014) 

ProQuest IEEE 

Explore 

Google 

Scholar 

Science 

Direct 

ACM 

Digital 

Library 

Scopus EBSCO 

“information 

security 

culture” 

17 54 782 47 2 68 4 

“information 

security 

culture” 

AND 

framework 

4 2 13 39 7 1 1 

“information 

security 

culture” 

AND 

assessment 

1 1 21 34 5 3 4 
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Practical Screen 

This stage involves deciding which articles and studies found in the previous step 

should be considered for the review. This decision shall be based upon whether the 

content of the articles is relevant to the research question; it generally involves reading 

through an abstract and determining whether it’s worth reading it further. The purpose 

of this stage is to screen articles for inclusion in the review (Okoli & Schabram, 2010). 

There are a number of criteria that can be used for practical screening purposes, as 

suggested by Okoli and Schabram (2010) and Fink (2005): 

 Content. The review must be practically limited to studies that are relevant to 

specific research question. 

 Publication language. Studies can only be reviewed if written in languages the 

reviewer can read and understand. 

 Authors. The study might be restricted to works by certain reputable authors.  

 Setting. If necessary, only studies conducted in certain settings, such as 

healthcare institutions, or the financial services industry, might be considered. 

 Date of publication or of data collection, or duration of data collection. Studies 

will often be restricted to certain date ranges. 

The inclusion criteria that have been utilised during this stage were as follows:  

 The articles’ metadata shall be relevant to the research questions; 

 The articles must be written in English; 

 Articles publication dates shall be within a twelve years range (2002-2014); 

 Only articles with full text accessible online shall be considered. 

According to Okoli and Schabram (2010), practical screen is a very subjective part of the 

literature review as it is up to the reviewer to decide what shall be included and what to 

be eliminated, based on their own judgment. However, there shall still be a balance 

between the broadness of the studies to be included and the fact that the review should 

be practically manageable in terms of time and other resources.   

During practical screening stage, 52 articles were selected by examining the metadata. 

Performing backwards and forward search identified seven more articles. In total, 59 

articles were put forward towards the quality appraisal stage.  
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Quality Appraisal 

The purpose of this phase is to assess the identified material and decide whether those 

are valuable to the researcher (Okoli & Schabram, 2010). Reliability and reputability of 

the study is essential and a number of questions need to be answered for the material to 

“pass” the quality appraisal (Fink, 2005). The following criteria were used to appraise 

the materials that have been sent forward to this stage in order to be included in the 

final review: 

 Had an original description, definition or explanation been presented by the 

authors? 

 Did the researchers propose a model or framework to understand and/or 

establish information security culture (ISC)? 

 Did the authors present an ISC assessment process and a validated assessment 

instrument in their work? 

Each paper was examined thoroughly to determine whether it met the criteria outlined 

above. After completion of quality appraisal stage, 22 articles and papers were put 

forward for the final literature review.  

Data Extraction 

After the previous two stages, the reviewers will be left with a complete list of articles 

that will comprise the material for the final systematic review. At this stage, the 

reviewer will collect information systematically from each article that will serve as the 

raw material for the synthesis stage (Okoli & Schabram, 2010). Each document 

identified during the previous stage was reviewed again to ensure its validity as being 

included in the final literature review. The results following this stage presented in 

Appendix A. 
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Synthesis of Studies 

When the articles for the review have been screened, selected, and appraised, the next 

step will be to combine them in order to make sense out of a large number of studies by 

aggregating, discussing, organising and comparing findings. At the end of this stage, a 

complete and polished synthesis of information should be produced, and the next step, 

writing the literature, should be a straightforward process (Okoli & Schabram, 2010). 

The literature review has been collected and reviewed in a systematic process following 

a qualitative content analysis. According to Hsieh (2005), qualitative content analysis 

refers to a subjective interpretation of the content of text data through the systematic 

classification process of coding and identifying themes or patterns. Qualitative content 

analysis involves a process designed to condense raw data into categories or themes 

based on valid inference and interpretation. This process uses inductive reasoning, by 

which themes and categories emerge from the data through its careful examination and 

constant comparison (Zhang & Wildemuth, 2009). 

Hsieh (2005) presented three approaches to qualitative content analysis, based on the 

degree of involvement of inductive reasoning and on how the initial categories/themes 

are developed. The first is conventional qualitative content analysis, whereby coding 

categories are derived directly and inductively from the raw data during data analysis. 

The second approach is directed content analysis, in which initial coding starts with a 

theory or relevant research findings. During data analysis, additional themes derive 

from the data. The purpose of this approach usually is to validate or extend a conceptual 

framework or theory. The third approach is summative content analysis, which involves 

counting of words or manifest content, and extends the analysis to include latent 

meanings and themes. A conventional approach to content analysis was chosen as it 

allows for gaining of a richer understanding of a phenomenon; and many qualitative 

methods share this approach (Hsien, 2005, pp.3, 10). 

Thematic areas for analysis of ISC definitions included the following: 

 What elements were used to describe the term of ISC? 

 What models/theories were definitions of ISC based upon? 
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Analysis focused on identifying common elements presented in definitions of ISC in 

order to determine the most comprehensive definition of the term. The results of 

comparison of those key elements presented by each selected definition of ISC can be 

found in Appendix B. 

Content analysis of ISC frameworks selected for this review resulted in formulating 

three themes, namely origin of the framework, main focus/rationale; and the methods 

used to apply and validate the proposed framework. The summary of ISC frameworks 

found in the period 2002-2014 according to selected themes is presented in Appendix C. 

Analysis of ISC definitions and frameworks revealed that concept of ISC was mainly 

related to Schein’s model of organisational culture, which was, at the later stage, 

developed into a four levels of ISC by Van Niekerk and von Solms (2005). According to 

the authors (Van Niekerk & von Solms, 2005) the state of ISC should be assessed at four 

levels: espoused values; artifacts; shared tacit assumptions; and information security 

knowledge. Therefore, qualitative content analysis was performed on identified ISC 

assessment methods based on the two thematic areas: 

 Have all four levels of ISC been assessed by the research teams? 

 What methods were used for assessing each level of ISC? 

The summary of the results is presented in Appendix D. 

Writing the Review 

The final step of developing a systematic literature review will be reporting the findings 

by writing the review. The most important goal here is that the process of the literature 

review needs to be documented in such detail to enable the entire procedure to be 

reproducible in the scientific sense whereby other researchers wishing to replicate the 

results of the review should be able to follow the steps described and arrive at the same 

results. Beyond simply reporting the procedures, the literature review should conclude 

by highlighting any novel findings, especially any unexpected results (Okoli & Schabram, 

2010). 
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Findings 

 

Information Security Culture Definition 

Researchers define information security culture in different ways. Literature analysis 

indicated that information security culture has been mostly described using Schein’s 

model of organisational culture, which is widely accepted in the field of information 

security. 

Schein (1999) describes organisational culture as “a pattern of shared tacit assumptions 

that was learned by a group as it solved its problems of external adaptation and internal 

integration, that has worked well enough to be considered valid and, therefore, to be 

taught to new members as the correct way to perceive, think, and feel in relation to those 

problems”(p.38). According to Schein (1999), corporate culture exists at three levels: 

artifacts, espoused values and shared tacit assumptions. This definition was later 

enhanced by Van Niekerk and Von Solms (2006) who adapted Schein’s model and 

added a fourth level, information security knowledge, which supports the other three 

levels.  

Information security knowledge is necessary if employees are to behave in a secure 

manner, as it cannot be assumed that the employees possess such security knowledge 

(Van Niekerk & Von Solms, 2010). The four levels of information security culture are 

presented below.  

 Artifacts belong to the visible layer, and refer to visible and measurable everyday 

behaviour in the organisation. Artifacts comprise of behaviour patterns, security 

handbooks, awareness courses, language and technology (Okere et al., 2012).   

 Espoused values represent the “reasons” given by insiders of an organisation 

regarding the observed artifacts. The espoused values include strategies, goals, 

policy statements and other written documents that describe the formal values, 

principles and vision of the organisation (Schein, 1999).  

 Shared tacit assumptions refer to underlying beliefs and values of the employees, 

and are formed as a result of combined learning experiences based on successful 

behaviour in the past (Schein, 1999). If the organisation continues to be 
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successful, the beliefs and values become shared and taken for granted and form 

the core of the organisation’s culture (Schein, 1999).  

 Information security knowledge supports the above three levels:  artifacts 

(employees need to have adequate information security knowledge of how to 

carry out their job functions in a secure manner); espoused values (the relevant 

employees need to have sufficient information security knowledge to know what 

to incorporate into a policy document for example, to ensure that it adequately 

addresses the security needs of the organisation); and shared tacit assumptions 

(if an employee’s beliefs conflicts with an espoused value for example, not 

knowing why a specific control is required, the employee might knowingly 

disregard the security control). Knowledge could thus help in ensuring 

compliance (Schlienger & Teufel, 2003).  

In November 2000, the Information Security Forum (ISF, 2000) released a report 

discussing the definition of information security culture where it was defined as the 

shared values and beliefs that people in an organisation have about security. They (ISF, 

2000) also relate information security culture to industrial safety in an organisation, 

where the safety culture is measured by the number of incidents that occur. The authors 

argue that information security incidents in an organisation occur as a result of a series 

of events that can compromise the integrity, availability, and confidentiality of 

information. These events are caused by behaviour of employees or their interactions 

with information and systems, which, in turn, are influenced by employees’ values and 

beliefs in regards to information security and by the organisation's policies. Therefore, 

the behaviour of employees and the number of incidents that occur in the organisation 

can demonstrate the information security culture of the organisation (ISF, 2000). In 

short, this definition of information security culture focuses on the interaction between 

employees and the organisation's information assets, resulting in certain behaviour and 

incidents. 

Schlienger and Teufel (2003) suggest that “security culture should support all activities 

in a way, that information security becomes a natural aspect in the daily activities of 

every employee. Security culture helps to build the necessary trust between the 

different actors” (p. 405). 
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Schlienger and Teufel (2003) defined information security culture by using the 

definition of organisational culture as earlier defined by Schein (Schein, 1985). In their 

definition, the researchers relate information security culture to organisational culture, 

where employees have certain assumptions and beliefs about information security, such 

as “employees are our security assets” (Schlienger & Teufel, 2003, p.405). The collective 

values, norms and knowledge could be demonstrated by employees having to behave in 

accordance with the organisation’s information security requirements. Artifacts and 

creations could relate to employees participating in a security awareness courses 

(Schlienger & Teufel, 2003). To summarize, according to Schlienger and Teufel, 

information security culture focuses on three main areas: artifacts and creations; 

collective values, norms and knowledge; and basic assumptions and beliefs. 

 Martins and Eloff (2002a, 2002b) use the definitions of organisation culture and 

organisational behaviour to define information security culture. They see it as a set of 

information security characteristics valued by the organisation, such as integrity, 

confidentiality and availability of information. The authors also relate information 

security culture to the assumption about what behaviour is acceptable and therefore 

should be encouraged and what is not in relation to protecting information. (Martins & 

Eloff, 2002b, pp.2-3). The researchers’ emphasis is on the “assumption about which type 

of behaviour is accepted and encouraged in order to incorporate information security 

characteristics as the way in which things are done in an organisation” (Martins & Eloff, 

2002a, p.206)  

Moreover, Ngo and colleagues (2005) define information security culture as “how 

things are done (i.e. accepted behaviour and actions) by employees and the organisation 

as a whole, in relation to information security” (Ngo, Zhou, & Warren, 2005 p. 68). 

Furthermore, Malcomson (2009) asserts that “security culture is indicated in the 

assumptions, values, attitudes and beliefs, held by members of an organisation, and 

behaviours they perform, which could potentially impact on the security of that 

organisation, and that may, or may not, have an explicit, known, link to that 

impact”(p.361).  

Da Veiga and Eloff (2010) define information security culture as “attitudes, assumptions, 

beliefs, values and knowledge that employees/stakeholders use to interact with the 
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organisation's systems and procedures at any point in time. The interaction results in 

acceptable or unacceptable behaviour (i.e. incidents) evident in artifacts and creations 

that become part of the way things are done in the organisation to protect its information 

assets. This information security culture changes over time.” (p.26). This definition 

combines the key elements of other information security culture definitions such as 

attitudes, assumptions and beliefs; values and knowledge; artifacts and creations; 

behaviour and incidents; as well as including the concept of time. The reasoning behind 

that inclusion was that peoples’ perceptions change over time as they are exposed to 

various situations and gain life and work experience. As a result, employees who have 

worked in a company for a longer period can be more positive about the protection of 

information assets than those who just started working at that company.  

From the literature review of various definitions of information security culture it is 

evident that vast majority of researchers tend to use Schein’s model of organisational 

culture. A deviation from this trend was the study carried out by Ruighaver, Maynard 

and Chang (2007) whereby the authors criticized some researchers, stating that some of 

them failed to clarify was meant by the term “information security culture”. However, 

Ruighaver and colleagues did not provide their own definition of the term, instead, they 

suggested to utilise the framework of organisational culture by Detert et al (2000) for 

studying security culture in organisations.  

 

Information Security Culture Frameworks 

Information security culture framework can be used to establish an information 

security culture in an organisation. The framework presents the different components 

of information security culture and illustrates the interaction and influence between 

these components; and provides better understanding of information security culture 

(Da Veiga, 2008). 

To assist organisations in establishing an information security culture, researchers have 

proposed various conceptual models and frameworks. 

Among the documents selected for the final review, eighteen papers have presented a 

framework or model of information security culture.  
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Martins and Eloff 

Martins and Eloff (2002a) presented an information security culture model based on 

the concepts of organisational behaviour. They identified information security controls 

that can also be referred to as principles on the individual, group and organisational 

level of organisational behaviour and that could influence information security culture, 

for example, policy, awareness and change (Martins & Eloff, 2002a).  

The information security culture framework served as the theoretical base to ensure 

content validity of the information security culture assessment instrument that has 

been designed by the researchers, thereby aiding in producing valid results if an 

assessment was conducted. 

Martins and Eloff (2002a) defined nine theoretical components, namely: information 

security policy; benchmarking; risk analysis; budget; change management; trust; 

awareness and ethical conduct. These components were then plotted on the 

organisational behaviour model of Robbins (2001) to identify which components 

influence information security culture on the organisational, group and individual level. 

However, the information security culture framework presented by Martins and Eloff 

(2002a) did not consider organisational culture in order to understand the output of the 

framework when implementing it in an organisation; for example, it is unclear how the 

culture would be visible in artifacts and how employee attitudes could be influenced. 

Chia, Maynard and Ruighaver 

Chia, Maynard and Ruighaver (2002) created a model that can be used to explore the 

security culture and evaluate its quality in organisations. This model was built on 

framework proposed by Detert, Schroeder and Mauriel (2000) on the values that make 

up an effective Total Quality Management (TQM) culture. The researchers (Chia et al., 

2002) applied the TQM values determined by Detert et al (2000) to security culture, 

organising it into eight cultural dimensions. The researchers related information 

security to these eight principles, based on a number of case studies performed at 

organisations. 

The first dimension, the basis of truth and rationality, is concerned with various beliefs 

that employees hold in terms of what is considered a good security and how 

effectiveness of security is measured, as compared to the policies the organisation 
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maintains about security. The second dimension, the nature of time and time horizon, 

focuses on whether long-term and short-term security goals are important. Motivation, 

the third dimension, addresses how employees are motivated to put security into 

practice. The fourth dimension is stability versus change, innovation, and personal 

growth that focuses on how much the culture embraces change. The fifth dimension is 

orientation to work, task, and co-workers, concerned with how responsible employees 

feel for security and the impact that security initiatives have on employees. The sixth 

dimension, isolation versus collaboration, deals with the notion that every employee 

should be involved in some way in creation of security policies and maintaining security 

in the organisation. The following dimension, control, coordination, and responsibility, 

addresses the alignment of security and organisational goals and the direction in which 

directives flow. The final dimension is orientation and focus, which is concerned with 

keeping a balance between external factors and internal needs of security in an 

organisation (e.g. taking care of organisational security needs, and at the same time, 

maintaining a minimum level of security to cope with changes in the environment and 

unforeseen threats). 

The authors argue that the belief that security is of the utmost importance should be 

reinforced by increasing the participation that associates have in making security 

decisions. Chia, Ruighaver, and Maynard (2002) can be credited for their mention of 

long-term thinking and embracing change; and they highlighted valuing information 

security. The case studies conducted by the above research team help to ensure the 

practicality of their research perspective. However, their research did not provide a 

solution on how to improve the quality of information security culture across the 

organisation. Unfortunately, this perspective has not yet been applied in an organisation 

to establish whether it is effective in cultivating an information security culture. 

Schlienger and Teufel 

Schlienger and Teufel (2003) presented a model for managing the information security 

culture in an organisation based on the theory of internal marketing. The researchers 

state that managing information security culture is a never-ending process of 

evaluation, change or maintenance. The proposed model consists of five main phases: 

pre-evaluation, strategic planning, operative planning, implementation and post-

evaluation.  
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The evaluation process includes identifying the main gap between the security policy 

and the perception of the employees; and identifying the areas that need improvements. 

The strategic planning starts with setting clear objectives for the development of an 

appropriate security culture that can be defined, for example, by the security policy. The 

next step would be to segment members of an organisation into different groups and to 

implement special measures for each group. Next phase is the operative planning that 

includes internal communication, management buy-in, and the security awareness and 

training program. The implementation phase is separated into four different stages: 

management commitment, internal communication, know-how transfer and 

commitment of the employees. However, the model is still in the need of further 

practical application in order to test the implementation of the proposed model; and 

whether it can change or maintain an appropriate security culture. 

Zakaria and Gani 

Zakaria and Gani (2003) developed a conceptual information security culture checklist 

that could be used as a guide for the managers in developing an information security 

culture in the organisations. The checklist can also serve to raise employees’ awareness 

on how to handle information in a secure manner. The authors (Zakaria & Gani, 2003) 

refer to the checklist as conceptual, as it is not exhaustive in terms of information 

security, which is constantly changing with new ideas emerging; hence, the checklist 

will constantly have to be updated and adapted to suit the current situation.  

The checklist is based on the three cultural levels of Schein (1985) named as follows: 

surface manifestation (based on the artifacts and creations level of Schein); values 

(based on the value level of Schein); and basic assumption level (based on the basic 

assumption level of Schein). Within each of these three levels various elements are 

defined (e.g. on the surface manifestation level - artifacts, norms, courses and language). 

A factor of interest in information security is then defined for each such element. For 

example, visual personnel security (a staff uniform) may be a factor of interest for an 

artifact, while information security awareness and training may be a factor of interest 

for courses element (Zakaria & Gani, 2003, p.368). In total, twenty-six elements and 

information security factors of interest had been defined. 

Zakaria and Gani's research demonstrates an integration between organisational 

culture and information security, which can serve to enhance information security in an 
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organisation. The proposed checklist provides a good base for understanding what 

exactly has to be considered while developing an information security culture. However, 

organisational behaviour had not been incorporated into the checklist, which could be 

useful in order to understand how the behaviour of employees can be influenced.  

Ngo, Zhou and Warren 

Ngo, Zhou and Warren (2005) discussed the transition process towards organisational 

change and proposed a conceptual transition model for information security culture 

change in small and medium enterprises. The proposed model, based on transition 

process framework by Bridges (2003), indicates that successful transition of 

information security culture goes through three phases:  

 Ending: At this phase, management shall persuade people to end the past and 

move on. Communication is an essential part at this stage to help people to 

change how they behave or react in a new and different manner; 

 Neutral Zone: This phase is the most complex and confusing in the transition 

process, where managers should define the new requirements and guide their 

employees in the right direction. Employees must adjust to these requirements 

and start to take action to meet the requirements. During this phase new 

requirements need to be defined, temporary solutions and communication 

channels established, and creativity and learning enhanced; 

 New Beginning: This phase is concerned with the beginning of information 

security change that requires managers to be ready to reinforce and commit to 

the new status quo; and employees to begin accepting and embracing it. 

These three phases shall not be considered as separate stages with clear boundaries. 

During the three phases of transition, individuals go through different stages of 

psychological experiences.  

The model differentiates between two types of change players, namely, leaders and 

followers, where leaders' role is to oversee and manage the transition process and the 

followers’ role is to adapt and accept the transition. Authors claim that understanding 

how employees deal with personal change by going through these phases can provide a 

strong reference for managers in relation to how to change can be led and managed. The 
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researchers discussed a number of change management skills that facilitate the change, 

namely, top management support, learning, focus groups and workshops, redefining 

new requirements, establishing temporary solutions that allow for measurement and 

benchmarking, and communication. 

The main contribution of Ngo et al.’s research is that they provided academic 

researchers and practicing managers with an understanding of the transition process 

towards achieving information security culture change within SMEs. However, as 

authors state, the proposed model still requires validation of its applicability in 

organisational settings, thus the suitability of the model is not certain. 

Van Niekerk and Von Solms 

Van Niekerk and Von Solms (2005) defined a framework for culture change. The 

framework considers outcomes-based education, organisational learning and corporate 

culture to address the knowledge and attitude of employees with regard to information 

security. Their focus was on using educational principles that contribute towards the 

establishment of an information security culture.  The reasoning behind this framework 

is that employees with adequate knowledge but a wrong attitude towards information 

security as well as the ones with an acceptable attitude but lacking in knowledge will 

not be handling information assets in the secure manner. Thus, employees need to be 

educated. The researchers selected outcomes-based education as a means to address 

knowledge and attitude in a holistic manner to positively influence the information 

security culture in an organisation. 

Van Niekerk and Von Solms (2006, 2010) used the organisational culture levels of 

Schein to compile a framework to improve understanding of information security 

culture. The original model (Schein, 1985) consists of three organisational culture 

levels, namely artifacts, values and assumptions; while Van Niekerk and Von Solms 

(2006) have added knowledge as a fourth level. They relate these four levels to levels of 

security, where a minimum baseline is used to compare the different culture levels as 

described below: 

 Neutral and Stable: The artifacts, values, assumptions and knowledge levels are 

on the desired level and do not exceed or fall short of the minimum baseline. The 

culture is therefore stable and predictable. 
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 Insecure and Mostly Stable: The values and assumptions meet the required 

baseline. However, the employees do not have an acceptable level of information 

security knowledge. Therefore, artifacts might not be in place. 

 Insecure and Unstable: In this scenario employees lack knowledge and do not 

have the desired beliefs and values. Assumptions are also below the minimum 

baseline, resulting in an unstable culture. 

 Secure and Unstable: Values and knowledge are adequate. However, employees 

might not have the desired beliefs and assumptions. This could have the effect 

that the culture is more secure than the minimum acceptable baseline. 

For an ideal security culture, all four underlying levels should be stronger than the 

minimum acceptable baseline, and those should also be perfectly aligned in relation to 

each other. The model also indicated that management demands and employees' 

participation are strongly interrelated. 

Change is a valuable contribution to the research perspectives on information security 

culture. It is important to understand that an information security culture is not passive, 

but can actively be influenced through education and training.  

However, the research perspective held by Van Niekerk and Von Solms does not 

incorporate organisational behaviour tiers in either of the proposed frameworks. In 

addition, the proposed model (Van Niekerk & Von Solms, 2006, 2010) can only serve as 

a very vague guidance for those willing to manage an information security culture. In 

order for this model to become useful as a cultural management tool additional research 

would be required. 

 

Chang and Lin 

The framework presented by Chang and Lin (2007) examined the relationship between 

organisational culture and information security management (ISM) to quantify the 

impacts of organisational culture attributes/traits on the effectiveness of implementing 

ISM. The organisational culture traits include flexibility-oriented attributes such as 

cooperativeness and innovativeness; and control-oriented attributes such as 

consistency, and effectiveness. The impact was measured empirically, by administering 
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questionnaires, using regression analysis. The researchers found that effectiveness and 

consistency had strong effect on the ISM principles of confidentiality, integrity, 

availability and accountability, while cooperativeness was negatively related to 

confidentiality.  

The main contribution of the research by Chang and Lin is providing a better 

understanding of the relationships between various organisational culture attributes 

and the effectiveness of ISM implementation, which can provide a better picture of how 

to make information security initiatives succeed. 

Since the research was carried out in Taiwan, further investigation of the proposed 

model should be performed in other countries in order to confirm the findings before 

adopting its general implications. 

Dojkovski, Lichtenstein and Warren 

Australian researchers Dojkovski, Lichtenstein and Warren (2007, 2010) presented a 

framework for fostering an information security culture in small and medium 

enterprises (SMEs). During the first phase of their work, the researchers designed a 

framework based on a literature review. As part of the second phase, a focus group 

study was conducted to enhance the framework. Questions were also designed to be 

used in the third phase to confirm the framework. The third phase involved a case study 

that was conducted in an engineering SME and in two IT service provider SMEs. The 

researchers asked the SME employees questions relating to management and 

behaviour, electronic learning, individual and organisational learning, and ethical, 

national and organisational culture. 

The authors identified three external influences that could affect the information 

security culture in an organisation: 

1. National and ethical culture: The national culture could influence the information 

security culture of its organisations. Since the national culture and ethical 

standards of nations and even organisations differ, different nations and 

organisations must aim to work together in order to promote a positive 

information security culture. 

2. Government initiatives: Governments could assist in establishing an information 

security culture in SMEs by disseminating awareness materials and drafting 
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sample security risk scenarios. Expanding on the research of Martins and Eloff 

(2002), Dojkovski, Lichtenstein and Warren (2007) also suggested that 

government could play a role in providing information security benchmarking 

information in the SME environment. 

3. Vendors: Vendors could help to establish a culture of information security 

awareness as well as trustworthiness in SMEs, as they supply and sometimes 

maintain hardware and software of the organisations. 

Furthermore, authors identified a number of organisational influences and initiatives 

that also play a role in developing an information security culture including leadership 

and governance by the management to model the expected employees’ behaviour; 

organisational culture that has great influence on the information security culture; 

managerial aspects such as controls identified by Martins and Eloff (2002), namely 

policies and procedures, risk analysis, budget considerations, incident management 

procedures and resource management; individual and organisational learning including 

e-learning, training and education. Moreover, an organisation must implement actions 

to raise staff awareness of information security, as well as regularly reviewing and 

evaluating the information security procedures and measures implemented by 

organisations. Furthermore, internal and external initiatives must be deployed to 

establish desirable behaviour in terms of responsibility, integrity, trust and ethicality. 

The authors suggested that Australian SMEs lack management support for information 

security due to insufficient awareness of its importance and recommended that 

management should be educated about the potential strategic role of information 

technology and information security. 

A main contribution by Dojkovski, Lichtenstein and Warren is that they highlighted the 

fact that there are various principles or influences that should be considered in order to 

develop information security culture and that these principles have influence on one 

another as well as on the information security culture. 

Since the proposed framework has been developed for the SME environment, it may not 

be applicable to larger organisations. In addition, the concepts of organisational culture 

and behaviour as they exist in the information security culture domain were not 

considered in this framework.  
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Da Veiga and Eloff 

Da Veiga and Eloff (2007, 2010) have proposed a framework to cultivate an information 

security culture within an organisation. In their framework, the researchers have listed 

a number of information security components (27 in total) that organisations should 

implement to help in addressing human, process and technical threats that would 

hamper the establishment of an acceptable information security culture within the 

organisation. The set of information security components are then grouped into seven 

categories implemented by the organisation on the individual, group or organisational 

tier of information security behaviour. 

The individual tier relates to individuals in the organisation who display characteristics 

that may influence their behaviour at work. Components that influence the individual 

tier: employee awareness; ethical conduct; privacy; change management. 

The group tier focuses on the behaviour of people in groups and on the ways in which 

these groups function. Components that influence the group tier: program organisation; 

monitoring and audit; compliance; trust; education and training; asset management; 

system development; incident management; technical operations; physical and 

environmental; business continuity management; change management. The 

components categorised on the group tier mainly influence people as a group in the 

organisation. 

The organisational tier relates to formal structures implemented by the organisation 

that influence employee attitudes and have an impact on their behaviour. Components 

that influence the organisational tier: sponsorship; strategy; governance; risk 

management; return on investment (ROI); legal and regulatory; policies, procedures; 

standards; guidelines; certification; best practice; change management. These 

components have an effect on how the organisation operates and manages information 

security. 

Change management is categorised on the organisational, group and individual tier as 

any component that is implemented or changed on any of the tiers would result in 

change that needs to be managed appropriately. The components can move between 

tiers and differ from one organisation to the next. An information security culture in the 
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form of artifacts, values and assumptions develops for each component on each of the 

three information security behaviour tiers. 

The main contribution of Da Veiga and Eloff’s work is that they developed a framework 

that provides a comprehensive understanding of what information security culture 

comprises of. The proposed framework considered all the components required for 

information security culture, namely information security, organisational culture and 

organisational behaviour and illustrated the influence between them; and it served as 

the foundation for the design of a valid instrument to assess information security 

culture. 

Alnatheer and Nelson 

Alnatheer and Nelson (2009) proposed a conceptual framework for understanding 

information security culture and its practices in the Saudi Arabian settings. Their 

research focused on exploring the influence of information security management (ISM) 

factors and cultural factors towards the implementation and the adoption of security 

culture. The aim of the framework was to investigate whether security culture has 

emerged into practices in Saudi Arabian organisations. Following the literature review, 

the authors identified a range of issues and factors that influence information security 

culture which were then classified into four themes, namely: corporate citizenship; legal 

regulatory environment; corporate governance and cultural factors. The theme of 

corporate citizenship is concerned with how employees gain an understanding of 

appropriate information security culture and practice through awareness and training 

programs. Legal regulatory environment theme includes information security 

management standardisation and best practices; and information security policy. The 

third theme, corporate governance, includes factors and issues related to top 

management support for ISM, information security compliance, and information 

security risk analysis.  The final theme includes issues related to adopting an 

information security culture that are related to aspects of national and/or 

organisational culture. 

The researchers suggested that security culture was affected by the organisational 

culture, which, in turn, was affected by the national culture. However, the matter of how 

these cultural factors could be used had only be briefly discussed. The proposed 
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framework had not been applied in organisations as of yet; however, the authors are 

planning their future work in this area. 

Lim, Chang, Maynard and Ahmad 

Lim, Chang, Maynard and Ahmad (2009) proposed a framework that assists 

organisations in determining to what extent the desired information security culture is 

embedded into the organisation culture and exploring the nature of relationship 

between them. This framework derived from literature review combined with cultural 

views by Fitzgerald (2007) and Detert et al. (2000) eight dimensions organisational 

culture framework. The framework captures three types of relationships between 

organisational culture and information security culture (ISC): ISC is not part of 

organisational culture, ISC is a subculture of organisational culture, and ISC is 

completely embedded into organisational culture. The first type of relationship is where 

members of an organisation are not involved (or involved at the minimum level) with 

security implementation; they have very little knowledge about information security 

and do not feel responsible for the security problems. This is the situation where the 

information security activity is only taken care by the IT department. Second type of the 

proposed relationship describes the situation where certain value of information 

security has been accepted by some very particular organisational groups, such as 

accounting department or human resource department. In the third type of relationship 

between organisational culture and ISC is the situation where all members of an 

organisation accept the values that ISC will enable allowing organisations to make 

better decisions in information security.  

The authors (2009) state that organisations that may have a medium to high security 

risk profile (relationship type 1 and 2) need to embed the information security culture 

into the organisation in order to influence employee security behaviours and actions.  

The main contribution of Lim et al. work is that they highlighted the nature of 

relationship between organisational culture and information security culture; and 

developed a framework that offers suggestions for organisations moving to the desired 

level of ISC to influence employees’ related security actions and behaviours in 

protecting organisational informational assets. However, the proposed framework had 

been applied on a very small scale within two organisations; thus, further empirical 

research is required in order to validate the usefulness of this framework. 
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Alfawaz, Nelson and Mohannak  

Alfawaz, Nelson and Mohannak (2010) presented a conceptual framework for 

classifying and organising the characteristics of organisational subjects involved in the 

information security practices, by identifying how knowledge, skills and individual 

preferences work to influence individual and group practices with respect to 

information security management. In their work, the researchers focused on the 

influence of national and organisational culture on employees’ attitudes, beliefs, and 

behaviour. The authors identified four modes of individual security behaviour:  

 Not Knowing-Not Doing: The situation where the employees are not aware of the 

existence of organisational information security policies (Not Knowing) and 

therefore they don’t behave in an expected secure manner (Not Doing); 

 Not Knowing-Doing: The employees are not aware about the information security 

rules and requirements, but, nevertheless, exhibit secure behaviour (e.g. by 

consulting the colleagues or supervisors before performing certain actions); 

 Knowing-Not Doing: Employees know about the rules of secure behaviour and 

possess required knowledge and skills, but ignore or violate those rules; and  

 Knowing-Doing: The employees have the necessary knowledge and skills; they 

are aware of the security rules and follow those.  

Employee's behaviour may change from one mode to another, depending on their 

organisational role, the state of technology development, and the status and availability 

of security training.  The authors found that while individual knowledge and skills are 

important, presence of those alone are not enough to assure a positive contribution 

towards information security culture reliant on employee behaviours. Personal set of 

beliefs, or personal culture, plays a major role in influencing people’s attitude towards 

their security behaviour. Hence, understanding their underling beliefs is crucial in the 

process of behavioural change. The influence of technology, social environment, 

regulation and self-interest all contribute to employees’ security-related behaviours.  

The contribution of Alfawaz et al’s work is that the authors classified individual 

information security behaviours into distinct information security modes that can be 

used as a basis for evaluating individuals’ security behaviour and the adequateness of 

existing security measures. The main strength of this framework is that it takes into 

account the complexity of human behaviour and their corresponding actions. However, 
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further investigation is required to provide better insights of the approach used by the 

above research team. 

Okere, van Niekerk and Carroll 

Okere, van Niekerk and Carroll (2012) presented a conceptual framework for 

information security culture change. The proposed framework consists of eight steps: 

1. Top management support and commitment: Management is required to 

understand the current state of information security culture as well as why 

change is needed; 

2. Define the specific business problem: This step involves the assessment of current 

state of culture, definition of preferred culture state in the future, and analysis of 

the gap between the current and desired states. 

3. Develop strategic action plan: This step entails the following: identifying actions 

and behaviour needed to be encouraged or prevented in order to achieve desired 

security culture; evaluating employees’ readiness for change; educating the 

employees in relation to culture change to avoid resistance; motivating the 

employees; generating social support by involving the ones affected by change 

and identifying the leaders to act as role models to influence others; providing 

information to increase employees understanding and commitment to change on 

a regular basis; 

4. Create a cultural fit: This goal is aimed at ensuring that the introduced changes 

last; and it can be achieved through providing education and training; and using 

appraisal and reward systems; 

5. Develop and choose a change leader team: This step is required to facilitate 

change with the leaders being committed, competent and having a common 

purpose; 

6. Create small wins: Change can be achieved by succeeding in small tasks; this will 

motivate employees towards the desired culture change; 

7. Identify metrics, measures and milestones: Identifying measures for success, 

metrics of its main indicators and milestones to track progress of change is 

important. As the change process progresses it may be required to reassess the 

current state according to results provided from tracking the change progress; 
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8. Feedback and review: Since organisational needs and external and internal 

environment changes all the time, it is necessary to periodically review and 

refine security culture management process. The feedback and review can 

trigger reassessment of the current information security culture state to ensure 

that it is managed continuously and the security needs of the organisation are 

met. 

The proposed framework is an adaption of an Outcomes Based Framework for Culture 

Change by Van Niekerk and von Solms (2005); and it was presented to demonstrate that 

assessment plays an important role in the information security culture change process. 

Empirical research had not been conducted to confirm the validity of the framework. 

Alhogail and Mirza 

Alhogail and Mirza (2014) proposed a conceptual framework to guide and support the 

transition in information security culture change in the organisations. The researchers 

state that establishing information security culture in organisations may include 

transformation of the ways employees interact with the information assets, which may 

be challenged with resistance to change. Thereby, change management skills can assist 

in smooth adaptation to the new culture of information security.  

Alhogail and Mirza (2014) performed a review of available change management models 

used in information security management and identified most common change 

management principles; combined those into an information security culture change 

management guideline, which resulted in proposing an information security culture 

change framework. This framework consists of several tasks: establishing management 

support; assessing the current culture state, defining new state, identifying the changes 

and outlining the steps required to achieve the desired new state; selecting the change 

agent; ensuring that necessary resources are available; communicating and selling the 

changes as well as opening channels for feedback and review; establishing focus groups 

and workshops; motivating and empowering the employees; providing employees with 

necessary education and training; involving employees in decision making process to 

increase their commitment; identifying small wins, measures and milestones to track 

the success of change process. 
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The main contribution of Alhogail and Mirza (2014) is that they highlighted the need for 

incorporating change management principles in order to build a sound information 

security culture; and provided a comprehensive guideline and framework to support 

organisations in facilitating a successful information security culture change. The 

authors’ plan is to apply the suggested framework to a number of case studies to 

confirm that it can provide value to the strategies of implementing  

 

Information Security Culture Assessment Approaches 

 

In order to minimise risks to information assets organisations need to ensure that an 

information security culture is introduced through education, training and awareness. 

To determine whether the information security is at an acceptable level, it needs to be 

measured by using an information security culture assessment instrument. The results 

from an assessment can be then used to highlight the areas in need for improvement in 

order to protect information assets (Da Veiga, Martins, & Eloff, 2007). 

The literature review indicated that there are only three research projects that provide 

an empirical research assessment instruments along with description of a process that 

can be used to assess information security culture, namely Martins and Eloff (2002b); 

Schlienger and Teufel (2005); and Da Veiga and Eloff (2010). 

Martins and Eloff (2002b) used an assessment approach consisting of an audit process 

and including an information security culture questionnaire for the assessment of 

information security culture in an organisation. Schlienger & Teufel (2005) used an 

information security culture management process incorporating a combination of 

methods for the assessment and management of information security culture in an 

organisation. Da Veiga and Eloff (2010) utilised an ISC assessment process through a 

survey including development of a questionnaire as an assessment instrument. 

  

Assessment Approach by Martins and Eloff (2002b) 

To determine whether information security culture is at an acceptable level in an 

organisation, the researchers proposed an assessment approach consisting of an audit 
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process. The assessment approach aims to determine employees' perceptions, attitudes, 

opinions and actions towards information security. From the analysis of the information 

gathered throughout the audit, organisations can address information security culture 

issues at the organisational, group and individual levels. The audit process consists of 

four phases: 

 Phase 1: Development of the assessment instrument (questionnaire). The first 

phase outlines how to compile an information security culture questionnaire by 

considering the objective of the questionnaire and key issues of ISC in drafting 

the individual questions (e.g. not using jargon). Da Veiga, Martins and Eloff 

(2007) validated the proposed information security culture questionnaire by 

conducting an information security culture assessment in a financial 

organisation and using the data to perform a factor and reliability analysis. 

 Phase 2: A survey process that utilizes the questionnaire developed at phase one 

to assess the organisation's information security culture; which entails the steps 

used to determine the sample population, the distribution and collection of the 

questionnaires and the completion of the survey. The researchers proposed this 

assessment to be a continuous process in order to promote information security 

culture in an organisation by implementing and addressing the interpretations 

and recommendations from phase 4; 

 

 Phase 3: This phase refers to the statistical analysis of the survey results 

obtained from phase two that gives a quantitative indication of the status of 

information security culture in the organisation.  

 Phase 4: This phase refers to interpretations of data analysed during phase three. 

As a result, recommendations are made in order to address the identified areas 

of concern.  

The survey process proposed by Martins and Eloff (2002b) focuses on the researchers' 

perspective to conduct an assessment of information security culture and not 

specifically of the organisation. However, management could still use the process as 

guidance when conducting an information security culture assessment.  
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Assessment Approach by Schlienger and Teufel (2005) 

According to the researchers, information security culture needs to be maintained and 

modified continuously to ensure that it meets the organisation's targets. This 

continuous process of analysis and change is referred to as the information security 

culture management process; and it involves four stages: diagnosis, planning, 

implementation and evaluation: 

 Diagnosis: This stage analyses the existing information security culture and 

identifies any problems. This stage starts with a pre-evaluation of the 

information security culture in the organisation in order to identify problems. 

According to the researchers, there are two aspects of analysing information 

security culture: what to analyse (the assessment items); and how to analyse 

(the assessment methods). The assessment items may include information 

security documents such as information security policy of an organisation. The 

researchers used a combination of methods to assess information security 

culture. A questionnaire was developed to determine the perceptions and 

attitudes of employees (true values), the perceptions and attitudes of the 

organisation (official values), and what the employees think should be the best 

solution for each question. Unstructured interviews were conducted with the 

chief security officer and a technician responsible for security to get an overview 

of the information security; to interpret the results of questionnaires and discuss 

the results in terms of quality of received answers. Objective observation was 

also performed as part of assessing artifacts by comparing the respondent's 

answers with their behaviour. 

 Planning: This stage involves strategic and operative planning. Strategic planning 

is concerned with defining the clear targets or objectives for the development of 

information security culture (e.g. the information security policy); and 

identifying the market segments like employees, information technology staff 

and managers to segment the data for comparison. The operative planning 

involves internal communication in terms of awareness programs, training, 

education and management buy-in in order to promote the security awareness of 

employees and managers. 

 Implementation: This stage refers to management commitment, communication 

with employees, providing education and training for employees to ensure their 
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commitment. During this stage, detailed activities, responsibilities, resources, 

schedules and the budget need to be defined. 

 Evaluation: This stage provides information regarding the efficiency and 

effectiveness of the implemented actions, which can help to improve the 

implemented actions and define necessary follow-ups. 

Schlienger and Teufel (2005) provided a comprehensive approach that can help 

organisations to assess their information security culture and to address the areas 

identified for development by the assessment. It is structured and practical and can be 

used to guide the management of an organisation, as they are required to conduct an 

information security culture assessment and follow up their findings with action plans. 

 

Assessment Approach by Da Veiga and Eloff (2010) 

Da Veiga and Eloff (2010) used the proposed information security culture framework 

(discussed earlier) to develop an instrument for assessing the information security 

culture in an organisation. The researchers defined a process for conducting an 

information security culture assessment in an organisation that consists of five steps: 

 Information security culture assessment planning and preparation: This step 

includes the following actions: involving the stakeholders; developing an 

information security culture assessment instrument; validation of information 

security culture framework; determining population and sample size; conducting 

a pilot study; and selecting an appropriate assessment technology (for example, 

a survey software, Survey Tracker, can be used to distribute, capture and 

conduct survey analysis); 

 Information security culture assessment administration: The following step is 

concerned with distributing the questionnaires to the target population and 

obtaining the completed questionnaires back for analysis purposes. During this 

process a survey and its objectives are communicated to employees; the 

information security culture questionnaires are distributed in a preferred way 

(e.g. electronically or paper-based); and responses are tracked and monitored to 

ensure that a statistically representative response is obtained; 
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 Information security culture assessment data analysis: This step involves 

conducting a statistical analysis (for example, frequency distribution or standard 

deviation); determining validity of a questionnaire through the statistical 

analysis of its results (e.g. by utilising the technique of structural equation 

modelling); and making sure the questionnaire used is reliable; 

 Information security culture assessment report writing and feedback: The results 

and findings of the survey must be summarised in a report. Ideally, two reports 

should be produced, one for managers and the other one for participant 

employees; 

 Implement information security culture assessment action plans: As a result of 

information security culture assessment, actions plans for developing specific 

areas are identified that may include communicating information security 

concepts to employees, to explain the information security policy; or providing 

training and awareness programmes. These action plans could be incorporated 

into the organisation's information security awareness programme. Certain 

revisions to the current information security awareness programme, induction 

training and communication material might need to be made. The progress of 

actions’ implementation will need to be monitored. Over time, changes will start 

to emerge as employees' understanding of their roles towards information 

security improves, new recruits are trained efficiently to protect information 

assets and effective communication methods are used to convey information 

security messages. Eventually, the information security culture will also start to 

change. A following information security culture assessment can be conducted to 

determine whether the action plans were effective and had the desired effect on 

the information security culture. The results of the first and second assessment 

can then be compared for further insight. New action plans can again be 

identified and the cycle will continue. 

Da Veiga and Eloff (2010) proposed an information security culture assessment process  

that can provide management with the steps to conduct an information security culture 

assessment, as well as the steps to validate the assessment instrument. This assessment 

instrument can be used in organisations to measure the prevailing information security 

culture. The results of the assessment can help the organisations to identify areas of 
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development in terms of the information security culture, take corrective action and 

achieve the desired level of information security culture. However, the ISC assessment 

process can be further improved by including qualitative research methods, such as 

interviews and observations. 
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 Discussion  

Information Security Culture Definition 

The literature review identified six definitions of information security culture. It was 

determined that authors of each definition related the concept of information security 

culture to Schein’s model of organisational culture whereby organisational culture is 

stated to exist at three levels: artifacts, espoused values and shared tacit assumptions. 

During analysis of available ISC definitions, several common elements describing this 

concept by each research team were identified, namely assumptions; attitudes; beliefs; 

artifacts and creations; knowledge; values; behaviour; incidents; and time.  

According to Information Security Forum (2000), ISC refers to the shared values and 

beliefs that organisational members have about information security. Interaction 

between the members and the organisation’s information assets results in certain 

behaviour and incidents.   

Martins and Eloff (2002a, 2002b) stated that ISC arises from the assumptions about 

what behaviour and characteristics are encouraged to be acceptable, which results in 

the manner people behave in relation to information security in the organisation. 

For Schlienger and Teufel (2003), ISC has three focus areas: basic assumptions and 

beliefs; artifacts and creations; and collective norms, values and knowledge. 

According to Ngo et al. (2005), ISC relates to accepted actions and behaviour of 

employees in regards to information security. 

Malcomson (2009) defined ISC to emerge from employees’ assumptions, attitudes, 

values, beliefs and behaviour, which can affect the information security of an 

organisation.  

Finally, Da Veiga and Eloff (2010) proposed that ISC changes over time and it is about 

employees’ assumptions, attitudes, beliefs, values and knowledge. Employees’ 

interaction with organisational assets results in certain behaviour that becomes evident 

in form of artifacts and creations.  

Artifacts were not explicitly mentioned in ISC definitions by Information Security Forum 

(2000), Martins and Eloff (2002a, 2002b), Ngo et al. (2005) and Malcomson (2009); 
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however, according to Schein (1999), artifacts refer to visible behaviour in organisation; 

and all of the above authors did include behaviour as part of their ISC description. 

Similarly, since beliefs are viewed as part of shared tacit assumptions, it can be assumed 

that the ISF (2000) considered this element (assumptions) as part of their ISC 

definition. 

Knowledge as part of ISC was considered only by Schlienger and Teufel (2003) and Da 

Veiga and Eloff (2010), which may be explained by the fact that other researchers 

adapted Schein’s model of organisational culture, which did not incorporate level of 

knowledge (introduced by van Neikerk and von Solms in 2006). Despite this fact, 

Schlienger and Teufel (2003) considered knowledge as being one of the focus areas of 

ISC.  

Employees’ behaviour was considered in each definition apart from the one by 

Schlienger and Teufel (2003). Although, it is worth mentioning that in their later work 

Schlienger and Teufel (2005) addressed behaviour during development of an 

assessment tool; also, artifacts (that refer to behaviour) were considered by Schlienger 

and Teufel (2003) in their definition of ISC.  

Employees’ attitudes were used to describe the concept of ISC only in recent years by 

Malcomson (2009) and Da Veiga and Eloff (2010). 

Incidents have been considered in each definition whether directly or indirectly (e.g. in 

some cases it could be assumed that incidents can be viewed as part of unacceptable 

behaviour). Values being a part of ISC description, have been mentioned in every 

definition apart from the one offered by Ngo et al (2005). In general, the definition by 

Ngo et al. (2005) provides a very brief summary of Martins and Eloff’s and Schlienger 

and Teufel’s perspectives of ISC concept. 

In terms of the nine elements selected for analysis of ISC definitions the ones presented 

by Schlienger and Teufel (2003) and Malcomson (2009) consider majority of those 

elements. However, until the definition presented in 2010 by Da Veiga and Eloff, no 

other research team has considered the fact that ISC can change over time.  

Notably, Da Veiga and Eloff (2010) incorporated all elements used to describe the 

concept of ISC by other five research teams, adding the concept of time to ISC definition. 
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Therefore, it is an assertion of this paper that, to date, the definition by Da Veiga and 

Eloff (2010) presents the most complete and comprehensive explanation of the 

information security culture concept. 

 

Information Security Culture Frameworks 

According to Da Veiga (2008), an ISC framework presents the different components of 

information security culture and illustrates the interaction and influence between these 

components; and provides better understanding of information security culture. An ISC 

framework can be utilised in order to establish information security culture in an 

organisation. 

Among the documents selected for the final review, eighteen papers have presented a 

framework or model of information security culture. 

Martins and Eloff (2002a) developed an ISC model that could be used to establish and 

assess ISC in organisations.                                                                                                               

The researchers based the proposed model on Concepts of Organisational Behaviour by 

Robbins (2001).                      

Case study using interviews was utilised by the authors to apply the model in an 

organisation. Da Veiga, Martins and Eloff also performed a validation of this model by 

conducting a survey using questionnaire in 2007. 

Chia, Maynard and Ruighaver (2002) created a model that can be used to explore the 

information security culture and evaluate its quality in organisations. The main focus of 

the model was to understand and develop ISC within an organisation.                

This model was based on framework proposed by Detert, Schroeder and Mauriel (2000) 

on the values that make up an effective Total Quality Management (TQM) culture.       

Case studies using interviews were carried out by the researchers to ensure the 

practicality of their research perspective. 

Schlienger and Teufel (2003) presented a model for managing the information 

security culture in an organisation.  

The researchers based their model on Organisational Culture Framework by Schein 

(1985). 
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In 2005 the same authors applied and validated the proposed model by conducting 

survey, questionnaires, interviews and observation. 

Zakaria and Gani (2003) developed an information security culture checklist, the 

rationale behind which was to assist the managers in developing an information 

security culture in the organisations; as well as aiding at raising employees’ awareness 

on how to handle information in a secure manner. 

The proposed checklist was based on Organisational Culture Framework by Schein 

(1985). 

No methods were conducted by the authors to validate the checklist in the 

organisational settings, the researchers refered to the checklist as being conceptual, as 

it was not exhaustive in terms of information security, which is constantly changing 

with new ideas emerging. 

 

Ngo, Zhou and Warren (2005) proposed a transition model for information security 

culture change in small and medium enterprises. The researchers focused on 

understanding the transition process achieving information security culture change 

within SMEs. 

The proposed model was based on transition process framework by Bridges (2003). 

The transition model was validated in 2009 by Ngo, Zhou, Chonka and Singh by utilising 

informal interviews, observations, document analysis, questionnaire and follow-up 

semi-structured interviews. 

 

In 2005 Van Niekerk and Von Solms presented a framework for information secuiry 

culture change. The framework was based on Organisational Learning Theory by Schein 

(1999); Outcome Based Education Framework by Spady (1994); Transformative 

Change Management Process by Woodall (1996). The researchers focused on applying 

outcomes-based education, organisational learning and corporate culture to address the 

knowledge and attitude of employees to positively influence the information security 

culture in an organisation. 

Van Niekerk and Von Solms (2006, 2010) proposed a framework to improve 

understanding of information security culture.  
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The framework was based on Organisational Culture Framework by Schein (1985) that 

defined three organisational culture levels, namely artifacts, values and assumptions; 

while Van Niekerk and Von Solms (2006) have added knowledge as a fourth level.  

The authors presented conceptual frameworks aiming at providing a better 

understanding of ISC, therefore no methodology was used to validate the proposed 

models. 

 

The framework presented by Chang and Lin (2007) examined the relationship 

between organisational culture and information security management (ISM) to quantify 

the impacts of organisational culture attributes on the effectiveness of implementing 

ISM. 

The proposed framework was based on a literature review of the research carried out in 

the field of information security management and organisational culture.  

Survey using a questionnaire was conducted by the authors to apply the framework in 

an organisation. 

 

Dojkovski, Lichtenstein and Warren (2007, 2010) presented a framework for 

fostering an information security culture in small and medium enterprises (SMEs). 

Literature review on ISC in SMEs and potential influences on ISC served as basis for the 

proposed framework.  

Exploratory and confirmatory focus groups and case studies using semi-structured 

interviews were conducted in a number of Australian SMEs to apply the framework. 

 

Da Veiga and Eloff (2007, 2010) have proposed a framework to cultivate an 

information security culture within an organisation. The rationale behind the 

framework was to cultivate and assess IC in an organisation. 

ISO 17799 (2005); PROTECT by Eloff and Eloff (2005); the Capability Maturity Model by 

McCarthy and Campbell (2001); the Information Security Architecture (ISA) by Tudor 

(2000); and Organisational Culture Framework by Schein (1985) served as basis for the 

framework proposed by the researchers. 

In 2010 the framework was validated by conducting a survey using a questionnaire. 

 



  

50 
 

Alnatheer and Nelson (2009) proposed a framework for understanding information 

security culture and its practices in the Saudi Arabian settings. Their research focused 

on exploring the influence of information security management (ISM) factors and 

cultural factors towards the implementation of ISC. 

The authors carried out a literature review on organisational culture and factors that 

influence ISC as a basis for the framework, which was proposed. 

At the time, the researchers presented their framework as conceptual, however, there 

was a plan to conduct a survey and interviews to validate the proposed framework, 

according to the authors. 

 

Lim, Chang, Maynard and Ahmad (2009) proposed a framework that could assists 

organisations in determining to what extent the desired information security culture is 

embedded into the organisation culture. The main focus of the research team was to 

explore the nature of relationship between ISC and organisational culture.  

This framework derived from literature review combined with cultural views by 

Fitzgerald (2007) and Framework of Organisational Culture by Detert et al. (2000).  

In 2010 Lim, Ahmad, Chang and Maynard conducted a case study using semi-structured 

interviews to validate the framework proposed in 2009. 

 

Alfawaz, Nelson and Mohannak (2010) presented a conceptual framework focusing 

on classifying and organising employees’ behaviour towards ISC and information 

security management. 

Literature review on factors influencing security behaviour; Theory of Reasoned Action 

(TRA) by Fishbein and Ajzen (1975); Theory of Planned Behaviour (TPB)  by Ajzen 

(1985) served the authors as a basis for the proposed framework. 

Exploratory case studies using interviews were carried out to apply the framework in 

an organisational settings. 

 

In 2012 Okere, van Niekerk and Carroll presented a conceptual framework for 

information security culture change. 

The framework was based on Outcomes Based Framework for Culture Change by Van 

Niekerk and Von Solms (2005). 
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To date the proposed model remains conceptual and the authors did not indicate 

whether there was a plan to validate it in the future.  

 

Alhogail and Mirza (2014) proposed a conceptual framework to guide and support the 

transition in information security culture change in the organisations.   

Literature review on change management approaches in information security served as 

basis for developing the presented framework.   

At this stage, the framework remains conceptual, however, the authors plan to conduct 

a case study in the future to validate their work. 

 

Analysis of the origin of presented frameworks indicated that a popular method in 

studying ISC within organisations has been an employment of organisational culture 

models, Schein's model of organisational culture being the most predominant, followed 

by Framework of Organisational Culture by Detert et al (2000). It is worth noting that in 

developing their framework, Detert et al (2000) synthesised the general dimensions of 

organisational culture from several organisational culture researches, including 

Schein’s (1999) work on Organisational Culture and Leadership.  

The past few years (2007-2014) revealed a tendency of the researchers to conduct a 

literature review in order to choose the basis upon which to develop an ISC framework.    

 

Analysis of rationale of the frameworks chosen for the review revealed that most 

proposed frameworks focused on understanding, establishing and developing ISC in 

organisations where, in the majority of cases, the origin of the framework was based on 

Organisational Culture Framework presented by Schein (1985). 

Three papers focused on developing a framework of ISC in small and medium 

enterprises (SMEs). A relationship between ISC and information security management 

was also explored in two of the presented frameworks.  ISC change management 

process was addressed in four works that presented a framework to incorporate change 

management principles in information security. There seems to be an emerging trend of 

addressing the issue of ISC change in the last few years. 

 

Analysis of the methods used to apply and validate the proposed frameworks indicated 

that half of the research teams presented only a conceptual model or framework of ISC, 
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two of which were applied in organisations at a later stage. Out of remaining seven 

conceptual frameworks, only two are being planned to be validated in the future 

research. 

Different methodologies have been used to apply the proposed frameworks to indicate 

their applicability in organisational settings. The most popular choice was a case study 

using interviews, followed by survey utilising a questionnaire. Two research teams also 

used observations; and the other two used focus groups for data collection. Three out of 

eighteen teams utilised more than one methodology while the other seven preferred to 

apply only one methodology. 

 

Information Security Culture Assessment Approaches 

The literature review identified only three assessment approaches that describe a 

process for the assessment of information security culture in an organisation, namely 

Martins and Eloff (2002b), Schlienger and Teufel (2005); and Da Veiga and Eloff (2010). 

Martins and Eloff (2002b) utilised an audit approach by developing a questionnaire for 

assessing ISC in an organisation. Schlienger and Teufel (2005) used an ISC management 

process incorporating a combination of methods for the assessment and management of 

information security culture. Da Veiga and Eloff (2010) used a survey process for 

measuring behaviour, attitudes and the perceptions of employees that constitute ISC by 

developing an ISC assessment instrument (questionnaire).  

According to Van Niekerk and von Solms (2005) assessment of information security 

culture should be performed on all four levels of ISC, namely artefacts, exposed values, 

shared tacit assumptions and information security knowledge. 

Martins and Eloff (2002b) focused on assessing perceptions, attitudes and behaviour 

(that can be referred to as shared tacit assumptions) of employees. Security knowledge 

was also assessed by the authors but not comprehensively, as stated by Da Veiga and 

Eloff (2007) who conducted a survey to validate the questionnaire proposed by Martins 

and Eloff (2002b). 

Schlienger and Teufel (2005) assessed artifacts by means of document analysis, 

interviews and observation. Document analysis, interviews and questionnaire were 

used to assess espoused values, while shared tacit assumptions were assessed by using 
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a questionnaire. However, information security knowledge was not addressed in the 

assessment process by the above research team. 

The assessment approaches by each of the two aforementioned research teams 

addressed assessment of shared tacit assumptions; however, neither approach covered 

the assessment of all four levels of information security culture, while Da Veiga and Eloff 

(2010) assessed all levels of information security culture by utilising a questionnaire. 

The processes for conducting an information security culture assessment proposed by 

Schlienger and Teufel (2005) and Martins and Eloff (2002b) did not describe how to 

ensure the validity and reliability of the questionnaires that were used. Da Veiga and 

Eloff (2010) incorporated such steps under the preparation of the questionnaire and the 

statistical analysis of its results. The reasoning behind inclusion of those steps was that 

it could help to ensure that the organisation is in fact measuring information security 

culture and not concepts relating to it, which could skew the results and lead to 

inaccurate management decisions. 

In developing their assessment instrument, Da Veiga and Eloff (2010), combined 

perspectives of Martins and Eloff (2002b); and Schlienger and Teufel (2005), which 

resulted in a comprehensive ISC assessment process that provides management with 

the steps to conduct an information security culture assessment, as well as the steps to 

validate the assessment instrument. However, since this assessment process 

incorporates only qualitative research method, it may be beneficial to expand with 

incorporation of a qualitative research perspective by considering interviews, 

observation and document analysis. 
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Conclusion  

 

The main objective of this thesis was to review and analyse existing research in the 

period 2002-2014 related to information security culture by conducting a systematic 

literature review. The aim of the study was to identify available definitions of 

information security culture, frameworks developed in order to understand, cultivate 

and change information security culture, as well as overviewing and analysing 

information security culture assessment processes and instruments presented in the 

literature. The review was carried out by adopting a literature review approach 

proposed by Okoli and Schabram (2010); and all the requirements of a systematic 

literature review were fulfilled. In total, 22 papers were identified during the search of 

relevant documents published during the indicated period. 

The thesis attempted to answer the following research questions: 

1. What is meant by the term of information security culture and what definitions are 

available on this topic? 

The review identified six definitions of information security culture. In each definition 

information security culture was related to the model of organisational culture offered 

by Schein in one way or another. By comparing key elements mentioned in every 

definitions it was determined that the most comprehensive and compete explanation of 

information security culture was presented by Da Veiga and Eloff (2010) who defined it 

as “attitudes, assumptions, beliefs, values and knowledge that employees/stakeholders use 

to interact with the organisation's systems and procedures at any point in time. The 

interaction results in acceptable or unacceptable behaviour (i.e. incidents) evident in 

artifacts and creations that become part of the way things are done in the organisation to 

protect its information assets. This information security culture changes over time.” 

2. What frameworks and models have been proposed to explain the concept of 

information security culture? 

Eighteen papers presenting a framework or a model of information security culture 

were identified during the review. Information security culture had been studied using 

various concepts and models of organisational theory, with the model of organisational 
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culture by Schein being a popular trend. Nine out of eighteen research teams presented 

a conceptual framework of information security culture, where two of those 

frameworks were applied in organisational settings in the later research. Two of the 

remaining frameworks are planned to be validated in the future research, as their 

authors stated.  

Different methodologies have been used to apply the proposed frameworks to evaluate 

the applicability with conducting case studies using interviews being a common choice. 

A number of researchers focused on information security culture change management 

process; information security culture in small and medium enterprises was also 

addressed. Most research studies in developing an information security culture 

framework focused on understanding the concept of ISC and how it can be established 

in the organisations; and there is an emerging trend of addressing ISC change by the 

researchers in the past few years.  

3. What information security culture assessment processes and instruments are 

available? 

The literature review indicated that there are only three research projects that provide 

an empirical research assessment instruments along with description of a process that 

can be used to assess information security culture. 

Martins and Eloff (2002b) used an assessment approach consisting of an audit process 

and including an information security culture questionnaire for the assessment of 

information security culture in an organisation. Schlienger & Teufel (2005) used an 

information security culture management process incorporating a combination of 

methods (both qualitative and quantitative) for the assessment and management of 

information security culture in an organisation. Da Veiga and Eloff (2010) utilised an 

ISC assessment process through a survey including development of a questionnaire as 

an assessment instrument; the steps to validate that assessment instrument were also 

included in the assessment process. An overview of the current assessment approaches 

was provided in the discussion section of this paper. 

The assessment approaches by Martins and Eloff, and Schlienger & Teufel did not cover 

all four levels of information security culture, namely artifacts, shared tacit 
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assumptions, espoused values and knowledge; mainly focusing on assessment of shared 

tacit assumptions. Whereas Da Veiga and Eloff (2010) considered all four 

aforementioned levels in assessing the information security culture. 

The assessment approach proposed by Da Veiga and Eloff can therefore be considered 

as the most comprehensive one as it combines the implementation steps presented by 

Schlienger & Teufel (2005); and the research perspective of Martins and Eloff (2002b). 

 

The findings of this review indicated that only three out of the eighteen research studies 

presenting a framework of information security culture provided a validated 

information security culture assessment instrument. Other information security culture 

researchers provided constructs to develop a security culture framework but did not 

propose an assessment instrument to measure information security culture. Five 

research teams provided a definition of information security culture as well as 

presenting a framework to understand the concept. Out of those five, three studies have 

presented a definition, a framework, an ISC assessment process, and a validated 

instrument for its assessment. Two of those three studies have been carried out by the 

same researchers; and published within the same year (Martins and Eloff, 2002a, 

2002b). 

 

Based on the literature review results, it is the opinion of the author of this study that 

the most significant research in the field of information security culture to date is the 

one carried out by Da Veiga and Eloff (2010). In their work, the researchers provided a 

comprehensive definition of information security culture; developed a comprehensive 

information security culture framework that facilitates the understanding of 

information security culture and shows how employee behaviour on various tiers could 

be directed through the governance of information security components in the 

organisation. When assessing information security culture it is necessary to use an 

assessment instrument that is based on a theoretical framework of information security 

culture that enhances the content validity of the assessment instrument and ensures 

that the researcher does in fact assess information security culture. Such an assessment 
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instrument as well as an ISC assessment process was also presented and validated by 

the authors. 

Limitations 

Regardless of the fact that this literature review attempted to be as systematic as 

possible, there were some limitations. In particular, since this literature review was 

carried out by one author, there exists a chance that the produced results may not be as 

comprehensive as those would be if this study was undertaken by several researchers. 

The literature was selected, and the data extracted from those studies based on one 

individual’s judgement, which could affect the outcome of the review. In order to 

mitigate a possible bias most of the steps of the systematic literature review process 

were performed at least twice.  

Another limitation refers to the fact that the studies considered during the review 

process were limited to the literature that was published in English; and only the 

documents with the full text available online were considered, thus some possible 

valuable studies have not been included in the review.  

Next limitation issue related to the time constraints applied to the completion of the 

thesis (other underlying issues also contributed to reducing the time available). 

Following the literature review in a systematic manner proved to be quite time 

consuming, thus a wider timeframe allocated for its conduction and/or a greater 

number of the researchers performing the review would resulted in identifying a 

greater number of papers.  

Future Work 

Some future work direction have been identified as a result of the systematic review 

that can be summarised as follows: 

 Since the area of information security culture remains largely unexplored and 

still not well understood, more investigation is required on how to establish and 

maintain a sound security culture in organisations.  

 More empirical research is needed to apply the existing conceptual frameworks.  

 Different methodologies shall be applied to those frameworks and models that 

have already been validated by utilising one methodological approach.  



  

58 
 

 Additional research can be carried out to address other aspects of information 

security culture (e.g. focusing on directing and changing employees’ security 

behaviour) and the factors that have impact on ISC.  

 Further systematic literature reviews can be undertaken by other researchers or 

research teams in relation to different aspects of information security to indicate 

the future research needed in that area. 
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Appendix A Summary of the articles for the data extraction phase 
Table A-1 Summary for articles the data extraction phase 

No 
 

Title Author(s) Publication 
date 

Publication 
type 

Purpose 
/Context 

Explanation 
/ definition 

of ISC 

Framework 
/method 

Assessment 
approach 

1 Information 
Security Culture - 
A preliminary 
investigation 

Information 
Security 
Forum 

2000 Report Presenting a 
definition of 
ISC 

Y N N 

2 Understanding 
organizational 
security culture 

Chia, P. A., 
Maynard, S. 
B., & 
Ruighaver, A. 
B. 

2002 Journal 
article 

Developing an 
ISC research 
model to 
understand ISC 

N Y N 

3 Information 
security culture 

Martins, A., & 
Eloff, J. 

2002 Book 
chapter 

Discussing the 
concept of ISC 
and developing 
an assessment 
approach to 
implement and 
improve such a 
culture 

Y Y Y 

4 Assessing 
Information 
Security Culture 
 
 

Martins, A., & 
Eloff, J. 

2002 Conference 
paper 

Discussing an 
ISC assessment 
approach 

Y Y Y 
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No 
 

Title Author(s) Publication 
date 

Publication 
type 

Purpose 
/Context 

Explanation 
/ definition 

of ISC 

Framework 
/method 

Assessment 
approach 

5 Information 
security culture-
from analysis to 
change 

Schlienger, T., 
& Teufel, S. 

2003 Journal 
article 

Developing a 
management 
model for 
creating, 
changing and 
maintaining ISC 

Y Y N 

6 A conceptual 
checklist of 
information 
security culture 

Zakaria, O., & 
Gani, A. 

2003 Book section Presenting a 
conceptual 
checklist of ISC 
to relate ISC 
with an 
organisational 
culture model 

N Y N 

7 Understanding 
Transition 
towards 
Information 
Security Culture 
Change. 

Ngo, L., Zhou, 
W., & Warren, 
M. 

2005 Conference 
paper 

Discussing 
transition 
process 
towards 
achieving ISC 
change within 
SMEs 

Y Y N 

8 Tool supported 
management of 
information 
security culture 

Schlienger, T., 
& Teufel, S. 

2005 Book section Developing an 
ISC 
management 
process to 
assess ISC 
 

N N Y 
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No 
 

Title Author(s) Publication 
date 

Publication 
type 

Purpose 
/Context 

Explanation 
/ definition 

of ISC 

Framework 
/method 

Assessment 
approach 

9 A holistic 
framework for 
the fostering of 
an information 
security sub-
culture in 
organizations 

Van Niekerk, 
J., & von 
Solms, R. 

2005 Conference 
paper 

Presenting a 
holistic 
framework for 
fostering ISC 

N Y N 

10 Understanding 
Information 
Security Culture: 
A Conceptual 
Framework 

Van Niekerk, 
J., & von 
Solms, R. 

2006 Conference 
paper 

Providing a 
conceptual 
framework to 
understand and 
establish ISC 
 
 

N Y N 

11 Exploring 
organizational 
culture for 
information 
security 
management 

Chang, S. E., & 
Lin, C. S. 

2007 Journal 
article 

Presenting a 
model to 
understand the 
relationship 
between 
organisational 
culture and 
information 
security 
management 
 
 
 

N Y N 
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No 
 

Title Author(s) Publication 
date 

Publication 
type 

Purpose 
/Context 

Explanation 
/ definition 

of ISC 

Framework 
/method 

Assessment 
approach 

12 An Information 
Security 
Governance 
Framework 

Da Veiga, A., & 
Eloff, J. H. P. 

2007 Journal 
article 

Proposing an 
information 
security 
governance 
framework 
considering 
variable 
components 
related to IS 
 

N Y N 

13 Fostering 
information 
security culture 
in small and 
medium size 
enterprises 

Dojkovski, S., 
Lichtenstein, 
S., & Warren, 
M. 

2007 Journal 
article 

Presenting a 
framework to 
foster ISC in 
SMEs 

N Y N 

14 A Proposed 
Framework for 
Understanding 
Information 
Security Culture 
and Practices in 
the Saudi Context 
 
 
 
 

Alnatheer, M., 
& Nelson, K. 

2009 Journal 
article 

Proposing a 
framework to 
understand ISC 

N Y N 
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No 
 

Title Author(s) Publication 
date 

Publication 
type 

Purpose 
/Context 

Explanation 
/ definition 

of ISC 

Framework 
/method 

Assessment 
approach 

15 Exploring the 
Relationship 
between 
Organizational 
Culture and 
Information 
Security Culture 

Lim, J. S., 
Chang, S., 
Maynard, S., & 
Ahmad, A. 

2009 Conference 
paper 

Presenting a 
framework to 
evaluate the 
relationship 
between 
organisational 
culture and ISC 

N Y N 

16 What is security 
culture? Does it 
differ in content 
from general 
organisational 
culture? 

Malcolmson, J. 2009 Conference 
paper 

Providing a 
definition of 
ISC 

Y N N 

17 Information 
security culture: 
a behaviour 
compliance 
conceptual 
framework 

Alfawaz, S., 
Nelson, K., & 
Mohannak, K. 

2010 Conference 
paper 

Presenting a 
conceptual 
framework for 
classifying 
individual 
behaviour 
towards IS 

N Y N 

18 A framework and 
assessment 
instrument for 
information 
security culture 

Da Veiga, A., & 
Eloff, J. H. 

2010 Journal 
article 

Providing a 
framework for 
cultivation of 
ISC and ISC 
assessment 
instrument 
 

Y Y Y 
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No 
 

Title Author(s) Publication 
date 

Publication 
type 

Purpose 
/Context 

Explanation 
/ definition 

of ISC 

Framework 
/method 

Assessment 
approach 

19 Enabling 
information 
security culture: 
influences and 
challenges for 
Australian SMEs 

Dojkovski, S., 
Lichtenstein, 
S., & Warren, 
M. 

2010 Conference 
paper 

Presenting a 
framework for 
enabling ISC in 
SMEs 

N Y N 

20 
 

Information 
security culture: 
A management 
perspective 

Van Niekerk, 
J. F., & Von 
Solms, R. 

2010 Journal 
article 

Presenting a 
conceptual 
model of ISC 

N Y N 

21 Assessing 
information 
security culture: 
A critical analysis 
of current 
approaches 

Okere, I., van 
Niekerk, J., & 
Carroll, M. 

2012 Conference 
paper 

Outlining a 
framework for 
understanding 
of change 
process 
towards ISC 

N Y N 

22 A framework of 
information 
security culture 
change 

Alhogail, A., & 
Mirza, A. 

2014 Journal 
article 

Presenting a 
framework to 
understand 
transition 
process towards 
ISC change 

N Y N 
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Appendix B A comparison of key elements of ISC definitions 
 

Table B-1 A comparison of key elements of information security culture definitions 
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Attitudes  N N N N Y Y 
Beliefs  Y N Y N Y Y 
Artifacts 
and 
creations 

N N Y N N Y 

Values Y Y Y N Y Y 
Knowledge N N Y N N Y 
Behaviour Y Y N Y Y Y 
Incidents Y Could be part 

of 
unacceptable 
behaviour 

Could be 
part of 
artifacts 

Could be part 
of 
unacceptable 
behaviour 

Could be part 
of 
unacceptable 
behaviour 

Y 

Time  N N N N N Y 
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Appendix C Summary of ISC frameworks presented in 2002-2014 
Table C-1 Summary of ISC frameworks presented in 2002-2014 

No Researchers Rationale Origin Validation method 
1 Martins and Eloff (2002a) To establish and assess 

information security 
culture (ISC) 

Organisational Culture 
Framework by Schein 
(1985); 
Concepts of 
Organisational Behaviour 
by Robbins (2001);  

Case study using 
interviews; also 
validated by Da Veiga et 
al. (2007) by conducting 
a survey using a 
questionnaire  

2 Chia, Maynard and Ruighaver (2002) To understand and 
develop ISC within 
organisations 

Framework of 
Organisational Culture 
by Detert, Schroeder and 
Mauriel (2000) 

Case studies using 
interviews 

3 Schlienger and Teufel (2003) To manage ISC Organisational Culture 
Framework by Schein 
(1985) 

Survey, questionnaire, 
interviews, observation  

4 Zakaria and Gani (2003) To understand and 
develop ISC 

Organisational Culture 
Framework by Schein 
(1985) 

None, conceptual model 

5 Ngo, Zhou and Warren (2005) To understand transition 
process towards 
achieving information 
security culture change 
within small and medium 
enterprises (SMEs) 
 

Transition Process 
Framework by Bridges 
(2003) 

Validated by Ngo, Zhou, 
Chonka and Singh (2009) 
by utilising informal 
interviews, observations,  
document analysis, 
questionnaire and 
follow-up semi-
structured interviews 
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No Researchers Rationale Origin Validation method 
6 Van Niekerk and Von Solms (2005) To foster and change ISC Organisational Learning 

Theory by Schein (1999); 
Outcome Based 
Education Framework by 
Spady (1994); 
Transformative Change 
Management Process by 
Woodall (1996) 

None, the authors 
presented a conceptual 
model for better 
understanding of ISC 

7,8 Van Niekerk and Von Solms (2006, 2010) To understand and 
establish ISC 

Organisational Culture 
Framework by Schein 
(1985) 

None, the authors 
presented a conceptual 
model for better 
understanding of ISC 

9 Chang and Lin (2007) To understand the 
relationship between 
organisational culture 
and information security 
management (ISM) 

Literature review on 
information security 
management and 
organisational culture 

Survey using a 
questionnaire 

10, 
11 

Dojkovski, Lichtenstein and Warren (2007, 
2010) 
 
 
 
 
 
 
 
 
 
 

To foster ISC in SMEs Literature review on ISC 
in SMEs and potential 
influences on ISC 

Exploratory and 
confirmatory focus 
groups and case studies 
using semi-structured 
interviews 
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No Researchers Rationale Origin Validation method 
12 
 
 
 
 
 
 
13 

Da Veiga and Eloff (2007)  
 
 
 
 
 
 
Da Veiga and Eloff (2010) 

To construct a  
comprehensive 
Information Security 
Governance  
Framework. 
 
 
 
 
To cultivate and assess 
ISC 

ISO 17799  
(2005); PROTECT by 
Eloff and Eloff (2005); 
the Capability  
Maturity Model by 
McCarthy and Campbell 
(2001);  
the Information Security 
Architecture (ISA) by 
Tudor  
(2000) 
 
Organisational Culture 
Framework by Schein 
(1985), Information 
Security Governance 
Framework 

Validated by Da Veiga 
and Eloff (2010) by 
conducting a survey 
using a questionnaire  
 
 
 
 
 
 
 

14 Alnatheer and Nelson (2009) 
 
 
 
 
 
 
 
 
 
 
 

To understand ISC Literature review on 
organisational culture, 
ISC and factors that 
influence ISC 

None, the authors 
presented a conceptual 
framework. There is a 
plan to conduct a survey 
and interviews to 
validate the proposed 
framework 
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No Researchers Rationale Origin Validation method 
15 Lim, Chang, Maynard and Ahmad (2009) To evaluate the 

relationship between 
organisational culture 
and ISC 

Literature review on 
organisational culture 
and ISC; Framework of 
Organisational Culture 
by Detert, Schroeder and 
Mauriel (2000); cultural 
views by Fitzgerald 
(2007) 

Validated by (Lim, 
Ahmad, Chang and 
Maynard (2010) by 
conducting a case study 
using semi-structured 
interviews 

16 Alfawaz, Nelson and Mohannak (2010) To organise and classify 
individual behaviours 
towards information 
security 

Literature review on 
factors influencing 
security behaviour; 
Theory of Reasoned 
Action (TRA) by Fishbein 
and Ajzen (1975); 
Theory of Planned 
Behaviour (TPB)  by 
Ajzen 
(1985)  
 

Exploratory case studies 
using interviews 

17 Okere, van Niekerk and Carroll (2012) To understand change 
process towards ISC 

Outcomes Based 
Framework For Culture 
Change by Van Niekerk 
and Von Solms (2005) 

A conceptual model 

18 Alhogail and Mirza (2014) To change ISC Literature review on 
change management 
approaches in 
information security;  

A conceptual framework, 
the authors plan to 
conduct a case study in 
the future 
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Figure C-1 Origins of the proposed information security frameworks 
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Table C-2 Summary of the methodologies used to validate a proposed framework 

Methodology Percentage of total 

papers 

Number of papers that 

utilised a particular 

methodology 

Case study using interviews 33% 6 

Survey and questionnaire 22% 4 

Focus groups 11% 2 

Observations 11% 2 

Have used more than one 

methodology 

17% 3 

Have used only one 

methodology 

39% 7 
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Appendix D Assessment methods of four levels of information 

security culture 
 

Table D-1 Assessment methods of four levels of information security culture 

Level of ISC Assessment 
method 

Martins and 
Eloff (2002b) 

Schlienger 
and Teufel 

(2005) 

Da Veiga and 
Eloff (2010) 

 
 

Artifacts 

 
Questionnaire 

 
Not assessed 

Questionnaire 
distributed to 
employees at 
all levels 

Questionnaire 
distributed to 
employees at 
all levels 

Interviews None Interviews 
with CSO 

None 

Document 
analysis 

None Analysis of IS 
policy 

None 

Observation None Audit None 
 

Espoused 
values 

Questionnaire Not assessed 
directly  

Questionnaire 
distributed to 
employees at 
all levels 

Questionnaire 
distributed to 
employees at 
all levels 

Interviews None Interviews 
with CSO 

None 

Document 
analysis 

None Analysis of IS 
policy 

None 

Shared tacit 
assumptions 

Questionnaire Questionnaire 
distributed to 
employees at 
all levels 

Questionnaire 
distributed to 
employees at 
all levels 

Questionnaire 
distributed to 
employees at 
all levels 

Interviews None Interviews 
with CSO 

None 

Information 
security 

knowledge 

 
Questionnaire 

A number of 
knowledge 
questions 

 
Not assessed 

Questionnaire 
distributed to 
employees at 
all levels 

 


