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Abstract 

Information Security and Microeconomics are at first view two separate disciplines. 

But as Ross Anderson at the University of Cambridge first showed, the two can work 

seamlessly together to improve the protection of digital data.  

In this thesis the work of Anderson and his colleagues on encountering information 

security not with a mere technical approach but from a microeconomics perspective 

will be reviewed and analyzed. It will be revealed that information asymmetries, 

externalities, moral hazard effects and lack of proper incentive strategies can heavily 

affect information security.  

Having this as a basis, information security will be extended to the notion of the 

public good and it will be showed that information security almost always is about the 

public and not the private. The problems of enforcing the security in information will 

be examined and a way of managing information security as a public commodity will 

be proposed having at its epicentre the idea of uniformity.  

Finally, two case studies in information security will be deployed and analyzed 

according to the theory of microeconomics and it will be shown that flaws in the 

security and usability of IT systems can be anticipated if the role of microeconomics 

in information security is acknowledged ex ante. 
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1 Introduction 

Information Security (or InfoSec) is about protecting data at rest or data circulating 

the myriads of the Internet connections from none authorized access. The principal 

goal is to protect the critical information, which is a fundamental asset of every entity, 

either an organization, a firm, or an individual operating in any industry sector.  

The “Glossary of Key Information Security Terms” provided by the National Institute 

of Standards and Technology (NIST) of the U.S. Department of Commerce defines 

Information Security as “The protection of information and information systems from 

unauthorized access, use, disclosure, disruption, modification, or destruction in order 

to provide confidentiality, integrity, and availability”
1.  

But Information Security is now considered to be more than a mere technological 

discipline providing protection and security; it is also about having the power to enter 

and segment markets, acquire customers, attract complementary developers, and 

differentiate products (Anderson, 2001). Everything about InfoSec is a power play. 

What is more, the perception of security a product or a system boasts can be a more 

decisive factor than the actual security it really offers when it comes to convincing 

customers to buy it (Anderson et al. 2007, p7). Hence, the microeconomics theory 

emerged as the tool to examine and explain how information security and its 

stakeholders operate.  

The theory of microeconomics was established by the famous Scottish philosopher 

Adam Smith in the 18th century. Smith was particularly interested in the activities that 

occur between two parts executing a transaction when in a market and he studied how 

people behave in such circumstances and how other factors are shaped, like the prices 

of land, labour, and capital. He made the famous “invisible hand” assumption, where 

he sustained the argument that when people promote their own interest they are, 

without actually realizing it, promoting the interest of the society as well. Today, 

microeconomics study the behaviour of individuals and businesses in a market and 

how the law of supply and demand manifests itself.  

                                                           
1
 Glossary of Key Information Security Terms [WWW] Available from: 

http://nvlpubs.nist.gov/nistpubs/ir/2013/NIST.IR.7298r2.pdf [accessed 5-2-2015]. 
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The need to introduce microeconomics into the field of IT systems and computer 

security stemmed from the need of scholars to be able to explain the behaviour and 

the decisions of the actors engaged in the implementation and usage of the 

information security products and services, much like transacting in a free market.  

Professor Ross Anderson and his associates at the Computer Laboratory of the 

University of Cambridge have produced a significant amount of work regarding the 

economics of information security and they have actually set the foundations of the 

specific discipline. By analyzing their findings and conclusions, a collection of 

interesting facts and truths about information security and the economics that 

underpin its manifestations can be compiled.  

At about the same time Anderson’s first paper “Why Information Security is Hard – 

an Economic Perspective” was published another paper by Lawrence Gordon and 

Martin Loeb was released, entitled “The Economics of Information Security 

investment”. Both papers examined the economics of information security but from a 

different perspective; Anderson’s work focused on examining the perverse economic 

incentives that prevail in the InfoSec world, while Gordon & Loeb examined how to 

refine the actual cost of information security. The work of Gordon & Loeb set a 

framework regarding what is the optimal spending of monetary resources in order to 

protect a given piece of information from a security breach and it made two important 

suggestions: first, that a firm should not focus on protecting its most vulnerable 

information since it might require a high investment for protection, but rather pay 

attention to midrange vulnerabilities (Gordon & Loeb 2002, p.440). Second, the 

amount spent should only be a small fraction of the expected loss due to the security 

breach (Gordon & Loeb 2002, p.440).   

Later on, the three researchers decided to cooperate and along with some other 

scholars organized and held the first Workshop on Economics and Information 

Security (WEIS) at Berkeley in 2002. WEIS is since then held annually in different 

universities around the world attracting scientists and researchers with interest in 

economic aspects of information and computer security, like liability, security 

metrics, cyber insurance, security investment and more. Gordon & Loeb describe the 

genesis of WEIS and provide more information in their paper of 2006 “Economic 

aspects of information security: An emerging field of research”.  
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The bond between information security and the theory of microeconomics has now 

gained a wide acceptance by the academia and the stakeholders of InfoSec. In fact, in 

2007 Ross Anderson and his colleagues were assigned by the European Union the 

task to examine the electronic communications held in the member states of the Union 

and come up with ideas and suggestions on how to redress failures and vulnerabilities.   

2 Research question 

The research question of this thesis is formulated as follows: 

What is the effect of the microeconomics theory on the implementation of information 

security of IT systems and how in turn the enforced security affects usability? 

3 Microeconomic terms – a glossary 

Externalities: economists define externalities as the instances where the actions of an 

entity or an individual cause economic consequences on others. Externalities (also 

described as “spillover effects”) can be positive or negative, and when a negative 

externality occurs there is no compensation for the part that endures the consequences 

of the externality. A well-known example of a negative externality is pollution.  For 

instance, a plant producing cement may cause pollution in a territory. The existence of 

the plant has a negative effect on the value and consequently on the price of the 

properties in the territory, since people will not be eager to buy estates and houses 

near the plant and hence the prices plummet; so the existence of the cement plant has 

a negative effect outside the cement market, in this case the estate market which is 

affected by an external factor. What is more, the relevant cost imposed on the people 

living nearby is not reflected in the cement price which remains unaffected. Negative 

externalities are considered to be market failures because the level of production of a 

product is higher than what the society requires. The plant owner could decide to 

lower the output of the plant in order to lessen the repercussions on people but 

normally this is not the case and the owner does not take into account the cost 

incurred on others. In other words, the social cost is bigger than the private cost.  

The Internet itself swarms with externalities, both positive and negative. A user 

connected to the Internet can be careless and install a program which contaminates 

her system with a virus. Next her computer gets compromised, and then her system 
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can be used as part of a botnet to launch a distributed denial-of-service attack on an 

organization’s IT infrastructure, e.g. a server of a local municipality serving e-

government applications. This way the operation of the server is unfavorably affected 

by a factor outside its ‘market’, the actions of an Internet user, and the reckless user 

will  most likely not carry any liability for the damage caused. A positive externality 

can exist when the actions of a user have a sound effect on other users. For example, a 

user installing a good antimalware program indirectly helps other users stay relatively 

safe because she makes her machine difficult for malware to intrude and propagate. 

Asymmetric (or imperfect) information:  Most typical economic textbooks consider 

markets as ideal systems where economic transactions are performed and where 

perfect competition exists and sellers and producers have complete information about 

a product. But many economists and researchers agree that information in a market is 

often imperfect; this has an effect on customers and may be the reason for legislative 

intervention by the government (Schwartz & Wilde, 1979; Stiglitz, 1989; Easley et 

al., 2002; Lewis, 2011). Consumers have limited information and knowledge about 

products or services they buy. In accordance, sellers have limited information about 

what consumers want. What dominates therefore the market is the phenomenon of 

imperfect information of the sellers and buyers, which can lead to the well-known 

effect of a market failure. Asymmetric information can cause a misallocation of 

resources, like for example a buyer paying too much for a second-class product or a 

company producing too many products that consumers will not want to buy.  

The focus on asymmetric information is largely attributed to economist Joseph 

Stiglitz, who along with George Akerlof and Michael Spence shared the Nobel prize 

in 2001 for their work on the effects of asymmetric information in markets. Stiglitz 

examined in particular the insurance market where many cases of imperfect 

information occur and may cause unexpected distortions in the market.   

The consequences of asymmetric information can occur before (ex-ante) the 

transaction and are deemed as ‘adverse selection’ or after (ex-post) the transaction and 

are then deemed as the ‘moral hazard’ effect. 
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Principal – agent: the principal – agent model describes every situation where the 

principal assigns a duty to the agent and this relationship contains the concept of 

asymmetric information within. The principal has a vested interest in the output of a 

system and renders the agent responsible for controlling the system. This binary 

relationship can be found in many cases of an assignor and an assignee, like when a 

house owner hires a technician to fix the plumbing installation or when the board of a 

firm assigns the CEO the duty of the day-to-day management of the firm.  

The key point in any principal-agent case is the information that the agent may 

possess but the principal may lack and consequently he has no control over the agent. 

The plumber may apply sloppy techniques but the house owner has no information or 

knowledge to assess it properly, and the CEO may use creative accounting techniques 

to hide from the members of the board that the financial status of the firm is not 

promising. To avoid such uncomfortable situations, the principal provides a proper 

motive to the agent to perform the task in a way to promote the principal’s interests, 

usually by agreeing on the terms of a contract.   

A typical instance of the agent’s motivation is the stock option strategy applied by 

many companies worldwide, where the executives acquire company stocks and this 

way they are motivated to be more productive and pursue the company’s prosperity 

since this will lead to their prosperity also. 

Adverse selection: this type of negative selection occurs before a transaction because 

of the asymmetry in information between the two parts of the transaction and leads to 

a market failure. In essence, adverse selection is every case where the less informed 

part in a transaction makes a wrong decision about who to transact with. A typical 

example of an adverse selection is in the insurance market, where the buyer of the 

insurance may keep some health problems secret from the seller and hence be able to 

get a lower premium than what she would normally have. In this case, the insurer 

makes an adverse selection by choosing to insure the specific person due to the 

asymmetry in information. Similarly, a mobile phone seller may hold back 

information about the operating glitches of a certain model and hence drive a potential 

buyer to make the adverse selection of buying it.  

Moral hazard:  it manifests itself after a transaction has been completed and can 

equally drive to a market failure. In the insurance market, the insured person can 
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begin to act recklessly because she knows that in the case of an accident the insurance 

company will cover the cost of treatment. This will result in insurance companies 

paying more in health claims, and to compensate for such practices the companies 

usually charge an initial cost that their customers have to pay on their own with the 

companies then covering the rest of the medical expenses. 

Theory of incentives:  Adam Smith acknowledged the importance of incentives back 

in the 18th century when he studied the relationships between landlords and land 

workers and recognized that the landlords had all the bargaining power and provided 

almost null incentives to the land workers to be more productive and work harder to 

improve the yield (Braido, 2003).  

The central idea of the theory of incentives is that a reward can be given to somebody 

after a desired action has occurred. Incentives theory also stipulates that this certain 

action should occur again and identifies that such a behaviour should contain a 

positive meaning to the bearer. The reward can be tangible or intangible but it should 

be feasible and achievable in both cases; an unreachable reward would only have a 

minor effect on the workers performance. For example, an employee working harder 

than before can earn a raise (tangible reward), or feel like her efforts are 

acknowledged and honoured by her colleagues (intangible reward). Then the 

employee will want to repeat the specific behaviour that earned her the raise or the 

recognition for her efforts. A key concept in the theory of incentives is ‘positive 

reinforcement’, which is the practice of continuously motivating a person to repeat the 

desired action by granting a reward for the action. The concept of reinforcements has 

been conceived by psychologist B.F. Skinner, and it is the process which strengthens 

or weakens a certain behaviour by the consequence that follows it (Berridge 2000, 

p.223).  

Today, incentives are considered to be an elementary concept in the microeconomics 

theory (Olson 1984; Laffont & Martimort 2002; Tian 2003) and the theory of 

incentives has gained great attention as it is used to describe and justify the decisions 

people make in a market when responding to stimulus.    

Utility maximization: it is the act of making choices to maximize utility. In 

microeconomics it is the perpetual quest for achieving better investment and spending 

financial resources productively to gain maximum profit or return.  
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4 Literature review 

4.1 Defining and collecting the literature body 

The relevant literature is comprised of:  

a) The work of the researchers at the Computer Laboratory of the University of 

Cambridge on the economics of security.  

b) Papers, academic studies, and other scientific publications pertaining to 

information security, information security economics, and usability, located by 

using a keyword search in scientific libraries such as ‘information security 

economics’ or ‘information security and usability’. 

c) Books pertaining to information security economics and usability of 

computers and IT systems. 

The papers and other publications were retrieved from scientific libraries and 

repositories, like Science Direct, Elsevier, Springer, and Wiley. 

The papers of the Computer Laboratory of Cambridge University that are reviewed 

for the sake of this thesis are: 

• “Why information security is hard – an economic perspective”, by Ross  

Anderson (2001) 

• “The economics of Information Security”, by Ross Anderson and Tyler Moore 

(2006) 

• “Security Economics and the Internal Market”, study commissioned by 

ENISA and prepared by Ross Anderson et al. (2008)  

• “Economics and Internet Security: a survey of recent analytical, empirical and 

behavioral research”, by Ross Anderson and Tyler Moore (2011) 
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4.2  Analysis of the literature 

4.2.1 Deconstructing the ‘Why Information Security is Hard – an Economic 

Perspective” paper 

Professor Ross Anderson at the University of Cambridge Computer Laboratory with 

his seminal paper of 2001 “Why Information Security is Hard – an Economic 

Perspective”, presents a different viewpoint of the security of information systems and 

the factors that affect it. He introduces the innovative idea that problems and failures 

of information security applications can be explained by using the microeconomics 

theory. In other words, he moves away from the strict technical aspect of information 

security by claiming that “information insecurity is at least as much due to perverse 

incentives” (Anderson 2001, p.1). The central idea is that information security failures 

do not only occur because of the technical incapacities of engineers and inaccurate 

security design of implementers, but equally important are the personal characteristics 

and behaviours of these people and the decisions they make much to their self-interest 

and to satisfy their need for utility maximization. Anderson supports his theory by 

using microeconomic terms like asymmetric information and the theory of incentives 

to explain why in several cases the applied information security was improperly 

implemented or breached. His point of view in brief is that people in such 

circumstances behave like when in a market, and their acts and decisions can be 

explained by applying the theory of microeconomics.  

He sets off by explaining why banks in the USA protect their systems better and more 

effectively than banks in Britain, Norway and the Netherlands, even though they 

spend less money on security than their European counterparts (Anderson 2001, p.1). 

The key point is who is liable whenever a case of fraud occurs. In the USA, if a 

customer claims that an ATM transaction pertaining to his or her account is false, the 

bank has to prove that he or she is mistaken or maybe lying or else accept the liability 

for the transaction. On the other hand, in the aforementioned European countries the 

burden is on the customer to prove to the bank that the transaction was indeed false. 

But of course such an allegation is extremely difficult for the customer to prove, so 

the banks rested assured that almost no customer would ever win such a confrontation 

with a bank. Consequently, they became reckless and spent money on security which 

had only a minimal effect on really protecting them.  
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This is an indicative example of the moral hazard effect on the InfoSec world, much 

similar to the insurance market world where the insured person behaves carelessly; 

after realizing that legislation was in their favour, the banks in the three European 

countries adopted an improper posture and behaved carelessly resting assured that the 

imposed  law would save them from every such dispute with a customer. 

The legislator in the US case, either on purpose or by accident, had provided the right 

motive for the bank institutes to pay attention to their security systems; such a motive 

was absent in the case of the European countries. The net result was that the US banks 

spent less on security but were better protected, and the banks of the three European 

countries spent more but without achieving good protection because security was 

neglectfully applied and hence suffered extensively from ATM fraud.  

Still in both cases, the people involved in the implementation of information security 

(the ‘security actors’) acted to their own self-interest and utility maximization: in the 

USA the bank systems should be well protected so that fraud that could render the 

banks liable to compensations would be unlikely to happen, and the security actors 

were very cautious and efficient in applying security measures otherwise their job 

would be on the line. On the contrary, in the three European countries the bank 

systems were not properly protected since the banks would almost never be liable for 

a falsified transaction, so there was no need for the security actors to strive to have a 

better level of security since the chance of being charged of inefficiency was minimal.  

Professor Anderson presents a detailed analysis of ATM fraud in a previous paper of 

1994 entitled “Why Cryptosystems Fail”, where he extensively accounts the reasons 

that lead to fraud and examines cases of fraud from a perspective other than purely 

technical.  

Returning to the “Why Information Security is Hard” transcript, the author continues 

by examining a case of a distributed denial-of-service attack on various high-profile 

web sites. He comments that due to the failure of a proper incentive being present, 

computer owners spend money to buy antivirus software to protect their systems but 

they are reluctant to spend anything in order to prevent their machines from being 

used by hostiles to attack someone else. He then refers to information economics 

researcher Hal Varian, who proposed that in such cases the network operators should 

be liable for the attacks who should in turn force their customers (the computer users 
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that use their network) to install appropriate software to prevent their machines being 

used by others; otherwise they would be terminated from using the network.    

Another interesting point made in Anderson’s paper is that the security of hardware or 

software products can be deliberately weak at first, in order to attract complementary 

suppliers (Anderson 2001, p.3). Complex mechanisms of advanced information 

security would deter complementary vendors from rushing to produce a 

supplementary product for a new software platform, so by keeping security low the 

product can save the platform vendors from extra labour and also appeal to 

complementary suppliers. Then and after the platform has secured its place in the 

market, security is patched to the desired level.  

Still, the potential customers may have already suffered casualties from the poor 

initial degree of information security. This can be further extended to the fact that the 

more complementary products exist for a system, the more this system appeals to 

customers. For instance, back in the 1990s the battle for the computer market between 

machines running on Windows and the Apple’s Macs was at its climax; many 

computer users preferred the windows-based computers because third-party 

applications were in abundance for the Windows OS but not for the Mac OS. The 

same is true today, with the majority of mobile phone users turning to Android or iOS 

devices because there are many more applications available compared to Windows or 

other operating system devices.  

The above struggle to offer more and more complementary products and applications 

can also make the customers stay attached to the specific product or platform; if they 

try to move to another product or platform they will suffer a substantial loss of their 

initial investment, given the time and the cost required to replace all the accessorial 

products with new ones.  

So the initial preposition to implement loose security mechanisms in order to attract 

complementary manufacturers can lead to acquiring more customers too, but with the 

cost of their systems being vulnerable. But then, no hardware or software vendor will 

ever advise its customers to avoid buying their products because they can be easy 

targets for hostiles. This asymmetric information situation clearly illustrates that the 

forces that shape information security lie far away from the pure technical perception 

of things. 
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Further on, Anderson explains the effect of asymmetric information in the IT industry 

by making use of Akerlof’s ‘market for lemons’ theory: apart from the fruit itself, any 

bad investment is called a ‘lemon’ and in the automotive industry a ‘lemon’ is a 

defective car. Akerlof showed that when there are good and bad used cars for sale, 

then a market failure can occur due to asymmetric information. The seller knows 

which cars are good and which are the lemons, but the buyer cannot make such a 

distinction because he or she has no such knowledge available. If the good cars cost 

$1,000 and the bad cars cost $500, then how much will a buyer be willing to pay for a 

car given that he or she cannot tell the difference in quality? A median price of $750 

is unlikely to occur, because no seller will sell a good car for that price and no buyer 

will buy the cheaper car (a lemon) for a price higher than $500. And since buyers will 

not be able to discern if the thousand dollars they are asked to pay is for a good car or 

a lemon, then they will go for the cheaper product (the lemon). In this way, good cars 

are driven out of the market and only bad cars are sold.  

There is some criticism on Akerlof’s theory, in that a professional car dealer would 

not want to trick his customers or he would be out of work; but then an individual 

selling his or her car can hold back information about the car from a potential buyer 

since it will be only once that he or she sells a car to the specific buyer. Of course, a 

potential buyer can have a used car tested by a mechanic before deciding to buy it, but 

Akerlof’s theory was able to explain why so many market failures occur.  

The “market for lemons” example can seamlessly explain why there are many bad 

software and hardware products and IT systems in the market and why actually 

insecure information security products can drive the real secure products out of the 

market. Hence, the behaviours of the security actors and their adverse selections have 

a negative effect on the enforcement of the information security.  

This whole scheme has created the need for quality products to ‘signal’ to consumers 

in order to communicate their superiority over other inferior products. This can be 

achieved by standardizing a product, or by conforming to various certifications and 

quality tests performed by an acknowledged independent authority.      

Another adverse effect of the microeconomics theory as Professor Anderson denotes 

is the choices some security managers make when they buy security equipment; they 

prefer to buy equipment from prestigious suppliers even if they know that it is 
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defective or of inferior quality compared to other manufacturers. This way, they 

minimize the chances of losing their job if something goes wrong and in advance this 

kind of practice is accepted as rational by the lawyers of the firm. As the author 

argues, the incentive of granting stock options to the managers is not enough to solve 

the problem. 

Anderson concludes with the remark that information security is a politicized matter 

rather than a matter of rational risk management and states that information security is 

about segmenting markets, raising barriers to trading, and differentiating products. 

Finally, he sends out an invitation to policy makers, engineers, lawyers, and 

economists to find common ground on the specific matter.  

 

4.2.2  Concepts and outcomes from “The Economics of Information Security” 

paper 

In this paper, Ross Anderson and Tyler Moore recount some of the matters already 

analyzed in Anderson’s “Why information security is hard” transcript and expand 

their observations by extensively examining security as an externality. In this thesis, 

externalities will be analyzed when reviewing their next paper “Economics and 

Internet Security: a Survey of Recent Analytical, Empirical and Behavioral 

Research”.  

The researchers trace a paradox in the software industry, where far too many 

vulnerabilities exist in software platforms and products in the first place and they 

testify that if software companies wanted really secure products they would have 

succeeded in providing them right at the start (Anderson & Moore 2006, p.611).  

But the reality is different than the above hypothesis: software companies have little 

incentive to make secure products as soon as they hit the market and prefer to keep 

security low. Making something not so secure in its first version and adding more 

security in later versions is considered to be a perfectly rational behaviour. This can 

happen in order to save spending much time in creating great security and hence be 

able to enter the market fast and even dominate it, or to add security features in later 

versions of the products and get credit from the customers for securing their 

investment (Anderson & Moore 2006, p.611).     
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Another reason Anderson and Moore assert for making insecure software products is 

the market for lemons effect: the product vendors and their potential customers have 

no same level of information about the products, where the vendors may know that 

they are selling the best product in the market in terms of security but the potential 

buyers have no such knowledge and no tangible proof to believe them; so they will 

most likely go for a ‘lemon’ product of lower price and render their systems prone to 

attacks due to poor security thus creating a security failure. This information 

asymmetry is the reason for many market failures and also for security failures as 

established herein.  

Conclusively, the researchers ascribe the multiple occurrences of vulnerabilities in 

software products to the effect of security economics on producers and vendors. 

The researchers then examine the practice of vulnerability disclosure as an act from a 

twofold viewpoint: whether it is socially admissible and improves security and 

whether it is a good incentive for vendors to fix bugs in later releases of their 

products. They report the findings of other scholars like Rescorla (2005), who claimed 

that exposing vulnerabilities frequently is not desirable because security patches and 

security advisories can incur more exploits on users. They also observe the findings of 

Ozment and Schechter (2006), who found that for the core FreeBSD operating system 

the rate of finding unique vulnerabilities has decreased over a 6-year period, meaning 

that disclosing vulnerabilities can help to improve security.  

Anderson and Moore concur that vulnerability disclosure of software products has a 

positive effect on security. Other researchers have also examined vulnerability 

disclosure with much the same results, like Nizovtsev and Thursby (2005) who used a 

game-theoretic approach to analyze the practices of vulnerabilities disclosure and 

propelled the idea that public disclosure is not irresponsible practice and additionally 

it can be constructive for the social welfare since users know where the weak point of 

their systems is. Böhme (2006) endorses the idea that information sharing like 

disclosing vulnerabilities is socially beneficial. 

Anderson and Moore then sustain the notion that vulnerability disclosure is indeed a 

good incentive for software producers to fix bugs in consequent versions of their 

products. They refer to the work of Arora et.al. (2004), who conducted an empirical 

research and showed that exposing vulnerabilities publicly urges vendors to respond 
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instantly and correct the bugs, but this also increases the frequency of attacks which 

then extenuate over time. 

The above seems to be widely accepted by scholars. Day et.al. (2009) analyzed the 

threats lurking on web pages and concluded that in the absence of threat disclosure 

webmasters and hosting providers have no incentive to secure their websites or 

provide secure services. Arora et.al. (2010) found that software vendors act more 

responsively when a severe vulnerability is made public and vulnerability disclosure 

accelerates the patch release by the vendors to fix the defect. However, they raise an 

eyebrow over the quality of the patch and accept that a later patch could be more 

efficient.    

4.2.3  Concepts and outcomes from “Security economics and the Internal 

Market” 

In 2007, Ross Anderson and his colleagues Rainer Böhme, Richard Clayton and Tyler 

Moore won a contract with ENISA, the European Network and Information Security 

Agency of the European Union (EU). The scope of the contract was to examine 

security failures in electronic communications within the EU member states by 

applying the principles of the microeconomics theory and the knowledge they had 

acquired since then and make recommendations for better and safer communications.  

The researchers compiled a report entitled “Security Economics and the Internal 

Market” which is available on the webpage of the ENISA organization at 

https://www.enisa.europa.eu/publications/archive/economics-sec and it contains 

fifteen recommendations for improvement. The recommendations are: 

1. The EU should introduce a comprehensive security-breach notification law. 

2. The European Commission (or the European Central Bank) should regulate to 

ensure the publication of robust loss statistics for electronic crime. 

3. ENISA should collect and publish data about the quantity of spam and other 

bad traffic emitted by European ISPs. 

4. The EU should introduce a statutory scale of damages against ISPs that do not 

report promptly to requests for the removal of compromised machines, 

coupled with a right for users to have disconnected machines reconnected if 

they assume full liability. 
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5. The EU should develop and enforce standards for network-connected 

equipment to be secure by default. 

6. The EU should adopt a combination of early responsible vulnerability 

disclosure and vendor liability for unpatched software to speed the patch-

development cycle. 

7. Security patches should be offered for free, and should be kept separate from 

feature updates. 

8.  The EU should harmonize procedures in all member states for the resolution 

of disputes between customers and payment service providers over electronic 

transactions. 

9. The EU should prepare a proposal for a Directive establishing coherent regime 

of proportionate and effective sanctions against abusive online marketers. 

10. ENISA should conduct coordinated research with other affected stakeholders 

and the European Commission, to study what changes are needed to 

consumer-protection law as commerce moves online. 

11. ENISA should advise the competition authorities whenever diversity has 

security applications. EXPLAIN FROM THE PAPER. 

12. ENISA should sponsor research to better understand the effects of Internet 

exchange point (IXP) failures. ENISA should also work with telecoms 

regulators to insist on best practice in IXP peering resilience.   

13. The European Commission should put immediate pressure on the 15 EU 

member states that have yet to ratify the Council of Europe Convention on 

Cybercrime.  

14. An EU-wide body should be established charged with facilitating international 

co-operation on cybercrime, using NATO as a model. 

15. ENISA should champion the interests of the information security sector within 

the European Commission to ensure that regulations introduced for other 

purposes do not inadvertently harm security researchers and firms. 
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The recommendations vary from regulatory measures the EU should adopt to 

transparency regarding cybercrime and security breaches, and to research and advise 

ENISA should conduct.  The researchers also suggest building a global collaboration 

on fighting cybercrime with an EU body at its epicenter.  

These 15 recommendations will be further analyzed in the data analysis section of this 

thesis. 

 

4.2.4  Concepts and outcomes from “Economics and Internet Security: a Survey 

of Recent Analytical, Empirical and Behavioral Research”  

In this paper of 2011, Anderson & Moore continue with the economics of information 

security and further establish the need for policymakers and security actors to turn to 

economic analysis for better coping with the demands of their work.  

They report many cases in the field of information security that the concepts of the 

microeconomics theory occur, like misaligned incentives, asymmetric information, 

moral hazard, and externalities.  

Banks constantly urge their customers to start banking online. This at first glance 

seems beneficial for both sides, since the banks save in operating costs and their 

customers save in time and simplicity. But online banking can suffer from online 

fraud and this can have an impact on the banks but mostly and foremost on the 

customers who can suffer a money loss. As the researchers point out, this is a case 

where the person responsible for protecting a system is not the same as the person 

who endures the consequences if the protection is broken, so it is prone to fail due to a 

motive lack. And as other researchers have noted, the banks exploited the trend of 

banking online to their avail, by silently shifting the responsibility of performing a 

transaction from the banking institutes to their customers hence rendering them liable 

for the transaction (Bohm , 2000). 

Asymmetric information is also considered a significant problem in this paper, as they 

have also stressed in their previous work. It refers to cases of a transaction where one 

part cannot verify or test what the other part claims, because it has less information 

about a specific matter. This can lead to a market failure and in the InfoSec world to a 

security failure. The authors provide an example, where in March 2009 the Chief 
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Security Officer of AT&T testified to the US Congress Committee on Commerce, 

Science and Transportation that the annual illicit profit of cybercriminals is over $1 

trillion2. This figure is obviously unrealistic since it is equal to almost 7% of the GDP 

of the USA and it is bigger than the profit of the whole IT industry (Moore & 

Anderson 2011, p.2). However, the CSO cited the FBI as his source and the 

Committee did not rush to verify it or simply did not have the means to verify it.  

The CSO exaggerated about the challenges his company had to confront to gain 

sympathy and actually forced the Committee to focus on cyber-security, carving that 

way a profitable path for the viability of his company. The example does not imply 

that the InfoSec services offered by AT&T are of inferior quality compared to the 

antagonists, but in many cases a quality security product can be ignored due to 

asymmetric information and then a security failure can occur. 

The asymmetric information phenomenon works both ways: it can provide a plausible 

argument for overestimating a threat as depicted above or equally underestimating it. 

As Moore & Anderson comment, banks and other organizations may be reluctant to 

reveal security breaches in order to avoid damaging their reputation and perhaps 

causing their stock market price to plummet. But this may create a security failure, 

because then security institutes and security actors have less information at their 

disposal to cope with security threats. 

Externalities are revisited by the researchers in this paper, particularly the network 

externalities and the externalities of insecurity. They stress the fact that the larger a 

network is, the more valuable to its users becomes. Network externalities, as defined 

by economists, occur in these cases where a user of a product has an unconscious 

effect on the value of the product (Liebowitz & Margolis, 1994). The term ‘network’ 

has been selected in order to emphasize the effect dimensions of the user’s choices. 

For example, mobile phones appeal more to new comers if they can talk to many 

others and the same is true for the Internet itself. Equivalently, the more members the 

community of users of a specific software platform has, the more users want to 

                                                           
2
 Statement of Edward Amoroso, senior Vice President & Chief Security Officer, AT&T Inc. before the 

United States Senate Committee on Commerce, Science and Transportation [WWW] Available from: 

http://www.commerce.senate.gov/public/?a=Files.Serve&File_id=e8d018c6-bf5f-4ea6-9ecc-

a990c4b954c4 [accessed 16-2-2015]. 
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become members of the same community. This notion can explain why Windows, 

iTunes, or Facebook became dominant in their field (Moore & Anderson 2011, p.3). 

Insecurity externalities can happen when the security a user utilizes falls short to 

protect other users and can have a negative impact on them. For example, a computer 

that is neglectfully protected can be compromised and used as part of a botnet to 

initiate attacks on other users or organizations on the web. In such cases, the damage 

for the compromised computer is usually less than the damage incurred to the 

computers or systems that become the targets and the owner of the compromised 

computer does not take on responsibility for the attacks. Or maybe a local Wi-Fi 

network is protected with a badly selected password for its encryption key and an 

attacker can easily penetrate it and intrude in machines existing on the same network.    

The researchers then discuss some key problem areas of research in the field of 

information security economics, which are: 

• Modelling attack and defence 

• Breaches of personal information 

• Malware and botnets 

• Payment system security 

For each area, they present the contribution of others on the specific subject separated 

in three thematic groups, namely analytical research, empirical research, and 

behavioural research. Then they conclude with a ‘research and policy agenda’ for 

each problem area to present trends and voids for further research.   

Finally, they foresee that security economics will be applied in more IT systems in the 

future, like smart grids and social networks in order for their stakeholders to have the 

proper incentives.   

It is obvious that the banking sector is a crucial field where information security is of 

utmost importance and Anderson and his colleagues deal with it in almost all their 

papers. Even in his first work of 1994 “Why Cryptosystems Fail” on security, 

Anderson discovered an uncommon truth: that bankers in the UK use security systems 

that they do not understand and their persistency not to accept the complaints of their 
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customers when falsified transactions occur can have negative effects on the banks by 

making the customers to lose their confidence in the banks and cause new legislation 

to come into effect (Anderson 1994, p.222). 

Anderson and Moore then point out that every information security risk analysis must 

first consider the incentives of the stakeholders involved (Anderson & Moore, 2011).  
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5 Data collection and analysis  

5.1 First level analysis 

5.1.1  Derivative concepts from the literature review 

There are several conclusions about information security that can be derived from the 

literature review presented below in a form of raw information for better apprehension 

and conceptualization, and categorized according to the underpinning 

microeconomics term or concept in table 1. 

CONCLUSION 1: security failures occur because of misaligned incentives and 

asymmetric information and externalities. 

CONCLUSION 2:  a moral hazard effect in the banking sector, where banks enforce 

strict or loose security on ATMs depending on who is liable for a faulty transaction 

and hence carries the burden. 

CONCLUSION 3: security actors want to satisfy their self-interest and utility 

maximization. 

CONCLUSION 4: Lack of proper incentives can lead to security failure. 

CONCLUSION 5:  information security is deliberately weak at first  

CONCLUSION 6: Weak initial security -> more complementary products -> more 
customers. 

CONCLUSION 7: bad security products drive away good security products because 
of the asymmetry in information between manufacturers and customers. 

CONCLUSION 8: security managers tend to buy products from well-known vendors 
even if they know they are defective – a principal-agent case. 

CONCLUSION 9: too many security vulnerabilities in software products exist right 
from the start. 

CONCLUSION 10: misaligned incentives of vendors and consumers: consumers need 
security but vendors prefer to have light security at first.  

CONCLUSION 11: Information asymmetry causes vendors to produce insecure 
products – a lack of incentive. 

CONCLUSION 12: vulnerability disclosure policy is a good incentive which can 
create better security.  

CONCLUSION 13: legislation for security breaches to become common knowledge 
is required. 
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CONCLUSION 14: standardize information security. 

CONCLUSION 15: give incentive to vendors to provide security patches fast by 
rendering them liable for security breaches. 

CONCLUSION 16: “responsible disclosure” is the best approach – explain it. 

CONCLUSION 17: apply similar procedures to dispute resolution.  

CONCLUSION 18: criminalize abusive firms; criminalize spyware installation 
without full consent and easy uninstallation.  

CONCLUSION 19: homogenous products can suffer severe cascading security 
failures – diversity is important. 

CONCLUSION 20: security failure is more likely to happen if the person responsible 
for security is not the same as the one who suffers – incentives not aligned. 

CONCLUSION 21: liability dumping on customers  

CONCLUSION 22: Asymmetric information can cause security failures.  

CONCLUSION 23: asymmetric information (or information hiding) can lead to 
threats not mitigated. 

 

 Conclusions Relevant microeconomic 

term or concept 

1 Security failures occur because of asymmetric information 

and externalities 

Asymmetric information 

Externalities 

 

2 Major players in information security like the banking 

sector can face a moral hazard dilemma with adverse 

effects on their customers 

Moral hazard 

3 Security actors act to their self-interest and utility  

maximization 

Utility maximization 

4 Lack of proper incentives can lead to security failures Incentive theory 

5 Information Security can be deliberately weak by vendors 

to attract more customers and more complementary 

vendors 

Incentive theory 

6 Bad products in terms of information security can drive 

good products out of the market 

Asymmetric information 

7 Security managers tend to buy products from well-known 

vendors  even if they know they are defective 

Asymmetric Information 

Principal - agent 

8 Too many security vulnerabilities in software products exist 

right from the start 

Incentive theory 

9 Consumers need security but vendors prefer to have light 

security at first – incentives not aligned. 

Incentive theory 

10 Vendors produce insecure products because consumers are 

not able to discern between a secure and a not secure 

solution 

Asymmetric information 
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11 Responsible vulnerability disclosure policy can lead to 

better security 

Incentive theory 

12 Legislative action is needed for information security 

vulnerabilities to become common knowledge 

Incentive theory 

13 Conforming to certain standards can create a solid bases 

for information security   

Incentive theory 

14 Enforce liability rules for vendors and make them create 

security patches fast 

Incentive theory 

15 Create a responsible disclosure policy Incentive theory 

16 Resolve disputes in information security with similar 

applicable rules  

n/a 

17 Introduce legislation to criminalize abusive firms and 

unsolicited spyware 

Incentive theory 

18 Diversity is preferable than homogeneity in information 

security 

n/a 

19 Security failures occur because of misaligned incentives 

between information security stakeholders and information 

security keepers 

Incentive theory 

20 Lack of information about breaches in information security 

will lead to threats not mitigated thus widening the 

repercussions on users 

Asymmetric information 

Externalities 

 

Table 1:  Information Security effects attributed to microeconomic concepts 

 

The role of the microeconomics theory in information security is obvious and 

ultimately important.  

Asymmetric information by default creates security failures, because security actors 

do not possess the right information to mitigate threats. Also this lack of information 

enables a new security threat to proliferate unhindered, because the information that 

security actors acquire when dealing with the threat is not transmitted automatically or 

even fast enough to other actors to help prevent the threat from expanding.  

The asymmetry of information between security managers and their bosses brings 

security managers in front of a dilemma whether to buy products from well-known 

vendors even if they know they are defective to justify possible cases of malfunction, 

since their supervisors refrain from knowing it. It also makes security product vendors 

to produce relatively insecure products because buyers are not able to separate a really 

secure product from a mediocre one. Furthermore, this inability of the consumers to 

discern a good security product drives the good ones out of the market, because 
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consumers will not pay a premium price for a good product since they do not 

understand what they are paying for.  

The theory of incentives seamlessly explains cases of security failures, because the 

incentives of those who protect information security and those who suffer when it 

fails are not aligned. It also causes the vendors of security products to supply weak 

security at first to appeal to manufacturers of complementary products and to be more 

user-friendly, but making this way more vulnerable security products. Furthermore, 

new security products carry many vulnerabilities on purpose because time is precious 

and it is important to enter the market quickly; then vendors get credit from their 

customers for adding security features later on. For one thing, vendors and their 

customers do not share the same incentives when it comes to information security. 

Incentive theory can be used as leverage in the form of legislation, standardization 

and responsible disclosure policy to heal the hard conditions that arise in the InfoSec 

world.  

The concept of utility maximization causes security actors to behave towards 

achieving their own utility maximization than the utility maximization of the 

organization or company they work for (the individual good clashes with the 

collective good). 

The moral hazard effect causes a major player in InfoSec like banks to face a 

dilemma: depending to whether banks or their customers are liable for a security 

failure in a transaction, banks can be aware and enforce strict security in ATMs, or be 

reckless and have faulty security to save time and money. 

It is also obvious that information security is not only about security. Instead, it is also 

about dominating markets and manipulating consumers, establishing proper motives 

for vendors and buyers, making choices according to the notion of personal utility 

maximization, and acting in ways to better satisfy the self-interest rather than the 

interest of the majority or even the public.  

There is an imminent striking adverse outcome of the review: that contrary to the 

common belief, hardware and software products that consumers pay well to buy are 

not always equipped with the best possible security. Instead, security features can be 

deliberately degraded to serve other purposes, like appealing to supplementary 
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vendors. Or this can be the result of the asymmetry in information between makers 

and buyers, because buyers are not able to distinguish the best products from the 

mediocre ones so makers have no interest in spending resources on providing top 

level security. In both cases, consumers do not get what they believe they get. 

But beyond this, it is apparent that information security is present almost everywhere 

in the global online community, either in the acts of the individual Internet users or in 

the online operations of public and private organizations and companies. And while 

more and more people and enterprises start to get online, they all by default enter the 

realm of information security. According to the World Bank, most of the citizens of 

the western developed world have access to internet services. The rates are extremely 

high for countries like Austria (80.6% per 100 people), Canada (85.8%), the USA 

(84.2%), Sweden (94.8%), Iceland (96.5%), or France (81.9%). Other countries like 

Puerto Rico, Argentina, or Romania, are trying to pick up the pace with internet users 

climbing up to 73.9%, 59.9%, and 49.8% per 100 people respectively (The World 

Bank, data of 2013)3.  

The above indicate that information security is a product (or a good) which concerns 

millions or even billions of people worldwide.  

This can possibly explain why some countries and public authorities have rushed to 

embrace information security and declare it to be a public good. For instance, the 

European Union through ENISA, the European Network and Information Security 

Agency, considers information security to pertain to a public good4. But this can 

become a trap for governments and public administrations, because if information 

security is a public good then citizens can claim that the public provides information 

security to be used by every citizen seamlessly and at a flat rate or at no cost at all, as 

is the case with all other public goods.  

Furthermore, every developed nation-state nowadays bases its critical infrastructures 

and operations on the web, and adopting a strong information security policy is 

crucial for its sovereignty and the prosperity of its citizens. Having grasped the 

                                                           
3
 The World Bank, Internet Users (per 100 people), [WWW] Available from: 

http://data.worldbank.org/indicator/IT.NET.USER.P2 [accessed 19-3-2015]. 
4
 ENISA, “Economics of Security: facing the challenges”, report of 2012, [WWW] Available from: 

http://www.enisa.europa.eu/activities/risk-management/files/EoS%20Final%20report [accessed 6-4-

2015].  
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severity of the situation, the US Obama administration takes it a step further by 

referring to “sovereign responsibility”, “territorial jurisdiction” and “norms of 

responsible behavior” of nation-states, trying to carve the way to an international 

regime that will render nations responsible for cyber attacks emanating from their 

facilities and infrastructures. The Obama administration also calls for the public and 

private sectors of the nation to work together through partnerships and protect their 

critical data, involving this way all stakeholders in the common venture of keeping 

information really secure and thus alleviating the responsibility of the country to 

provide security by itself.5     

 

5.2 Second level analysis 

5.2.1 Information Security as a public commodity 

Given the amount of people using the Internet and the amount of information that is 

electronically communicated or digitally stored, it was expected that information 

security would be viewed from a new and non-technical perspective: that of the public 

utility or public good. Various scholars support the idea that information security can 

be considered to be a public good.  

Bauer and van Eeten (2009b, p.717) claim that information security benefits all 

participants in the information and communications technology ecosystem, so it bears 

the characteristics of a public good.  

Professor Anderson himself recounts the work of Hal Varian who analyzed DDoS 

attacks to conclude that these were cases of an incentive failure, and then Anderson 

connects this with the ‘tragedy of the commons’ notion, underlying this way the fact 

that information security strongly resembles a public commodity (Anderson 2001, 

p.2).  

The ENISA report of 2012 entitled “Economics of Security: Facing the Challenges” 

suggests that the Internet itself is a public good and that the security of ICT 

(Information and Communications Technology) has strong characteristics of a public 

good as well (p.16).  

                                                           
5
 See the “Cyberspace Policy Review” of 2009, p.iv, and the “International Strategy for Cyberspace” of 

2011, p.8., both publications available at the White House web page:  https://www.whitehouse.gov/  

[accessed 7-4-2015] 
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Other researchers believe that information security is rather a semi-public good than a 

pure public good. For example Powell (2005), who starts with the notion of 

information security and then focuses on the so called ‘cybersecurity’, argues that it 

cannot be a pure public good because then the private sector would not spend so many 

resources and effort on providing security and would wait for the state to provide it 

instead (p.9). 

There are also scholars who make use of the strict definition economists give to the 

term ‘public good’ to determine whether information security is a public commodity 

or not, with some concluding that it is indeed a public good (Mulligan & Schneider, 

2011) and others suggesting that it is not (Rosenzweig, 2011).  The typical definition 

of a public good or a public commodity purports that public goods are “non-rivalrous” 

in consumption and “non-excludable”: if one can consume them then all can consume 

them with the same benefit, and in advance no individual can be excluded from 

consuming them. There are no other goods or products that can be used as substitutes 

and public goods do not decay in any way; they are always available for everyone to 

use. The classic example of a public good is the national defence of a country: it 

exists and provides protection for every habitant and no one can be left out. Also the 

police services, the public parks, and the street lights are also considered to be public 

goods.  

Finally, other researchers point out that while information security cannot be deemed 

a public good, the information itself (the knowledge) is a public good because it can 

be used by anyone and in any quantity (Coyne & Leeson 2005; Kobayashi 2006). 

Public goods traditionally demonstrate a tension for under-provision, diminishing that 

way the social welfare (Zodrow & Mieszkowski 1986; Stiglitz 1999; Kaul 2012). 

Also, a public good can cloak a free-rider situation. For example, the local authorities 

of a city ought to provide street lights to its citizens, and street lights are built and 

maintained by the municipal budget. So a citizen who fails to pay his or her share of 

municipal levy free rides on the citizens that do pay, since he or she can still make use 

of the street lights unmolested.  

So the view that information security pertains to the concept of a public good should 

not be tarken without consideration. 
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However, the scope of this thesis is not to precisely define whether information 

security is a public good, a semi-public good, or a private good. Undoubtedly, 

information security is a special type of a commodity that bears several of the 

characteristics of public goods: it can be used by all users and benefits all users on a 

shared network without exclusions; it can be under-provided by firms and vendors 

that need flabby security at first to make their products more attractive to customers 

and suppliers of complementary products; it can be under-consumed by users who are 

not convinced that it is necessary for them to use it.  Further on, it also exhibits some 

traits of private goods as it can be excludable if people need to pay to buy security by 

acquiring an antivirus application or a firewall device. It also demonstrates a strong 

tendency to affect others through the mechanism of externalities as already described 

in the literature review.   

There are instances where information security obviously invokes a ‘common value’, 

like when customers transact online or via ATMs with their banks, or when citizens 

use the online services offered by the government. But this ‘common value’ of 

information security exists even when it is not so apparent: a standalone user who 

uses her computer merely for leisure purposes or a big accounting firm which handles 

the financial profiles of its customers seem to act solely on their own when it comes to 

information security: the standalone user may use an expensive antivirus program to 

keep her system safe, and in turn the firm may use state-of-the-art hardware and 

software to keep the personal data and the financial profiles of its customers safe. 

They both stick to the CIA dogma of information security and seem independent and 

sovereign in their own kingdom. However, their individual security behaviour can 

have profound effects on others through the mechanism of externalities: although her 

system is relatively secured, the standalone user can be reckless and forward an email 

containing an infectious attachment to all the contacts in her address book, this way 

unintentionally initializing an attack. Her system could stay unharmed if she omits to 

open the attachment or her antivirus program is efficient enough to prevent the worm 

from attacking her system, but it can do nothing for other systems that will be infected 

and hence suffer the consequences of the reckless behaviour of the standalone user. 

Similarly, a hole in the security policy of the firm can lead to a security breach thus 

having the customers’ personal and financial data leaked, with malicious users getting 

hold of the data and using them to their avail.  
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It is now apparent that a standalone user or a private company are not lone entities in 

the online world as they can appear to the layman, but they are rather actors who get 

to play their role in the common act performing in the Internet community. It is also 

clear that no matter the situation and no matter how information security manifests 

itself, it almost always concerns the public and not the private.  

It is then expected that information security adheres to the “tragedy of the commons” 

or else known as the “commons dilemma” notion, which is the situation where the 

self-interest prevails that of the common interest when exploiting a common resource, 

and leads to the degradation of the resource and consequently to the minimization of 

the individual utility of using the resource.  

 

5.2.2 The analogy with the ‘tragedy of the commons’ notion 

As described earlier, Professor Anderson has identified such a situation in the InfoSec 

world when he commented on the work of Hal Varian on DDoS attacks and 

concluded that it was a “tragedy of the commons” case (Anderson, 2001). Individual 

users tend to only spend money on locally operating antivirus applications and have 

no motive to invest in protecting their machines from being compromised. So their 

systems are vulnerable and hence can be easily compromised and used to launch an 

attack against third parties.   

Herley and Florencio (2009) examine phishing practices of malicious users and 

support the idea that phishing is a classic example of the “commons dilemma”, where 

each phisher wants to gain more and gradually the resource (the targeted users) is 

depleted.  

Ecologist Garrett Hardin first introduced the concept of the “tragedy of the commons” 

back in 1968 by using cattle that graze on the grass in a pasture as an example: 

herdsmen want their cattle to eat as much grass as possible and they are happy to add 

one more animal in the field. This seems rational to them since this way they increase 

their utility, but on the other hand they cut out other herdsmen from enjoying the same 

benefit for their herds since the grass is not regenerated fast enough to cater for all the 

cattle. Hence, the depletion of the common resource (the grass) is unavoidable. And 

while the tragedy of overgrazing is shouldered by all herdsmen, the gain of each 
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additional animal on the pasture is collected only by its owner. Hardin’s aim at the 

time was to alert people of the limited resources the planet has to offer to humanity 

given the exponential increase of population, but with his simple illustration of the 

problem he was able to ignite a huge debate over the common commodities and how 

they should be managed. 

In accordance to the above, information security can be considered a common 

resource and individual users, private firms, governments, and public or national 

organizations are entities that make use of it. From the time they get to know about it 

and understand that they can gain from using it, they want to use it as much as 

possible: a citizen will use his or her brand new tablet to apply for a driving license 

using the public key infrastructure already provided by the government thus 

benefiting from the existing security; a company will hire an ISP to store data in the 

cloud, having to pay for the storage services but benefiting from the security the ISP 

offers to all its clients. This is also a case where a price differentiation can occur 

depending on the amount of security the customer wants, but the norm is that security 

is flat for all clients. 

It is now a matter of preserving the information security as a common asset or driving 

it to extinction by lacking the proper motive mechanisms to retain it and by letting the 

self-interest prevail the common interest. The difference from the original “tragedy of 

the commons” scenario is that the cattle were only consuming portions of the 

common good (the grass), while in the case of information security all its users, either 

organizations or individuals, can add up to the common good by utilizing secure 

systems and responsible behaviour or reversely contribute to its degradation by failing 

to realize the unforeseen results of their reckless behaviour and by not enforcing 

sound security strategies. It is not then expected that information security as a 

common good and a common resource will eventually perish like the grassland, but it 

will deteriorate and be under-provided and users will not be able to gain the same 

utility from using it.       
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6 Managing Information Security 

6.1 Focus on the target 

Managing the commons is hard, since people know what is good for them but it is 

difficult to know what the collective good is for the whole internet community. As 

information security is now considered to pertain to a public commodity, nobody 

knows what is good for the whole online community in terms of security. 

Nevertheless, to avoid circumstances of tragedies a type of management or regulation 

seems necessary for information security. 

Garret Hardin proposed that turning a portion of the common (or public) commodities 

to private can be part of the solution, but a total privatization of public goods is not 

desirable. He also considered administrative law as a solution to the problem of the 

commons management (Hardin, 1968).  

Anderson and his colleagues suggest that regulation in the form of legislation and 

standardization along with the proper incentives strategy can provide a solid ground 

for information security to prosper (Anderson, 2008). 

But maybe the solution lies in treating the initial causes of the problem, like 

asymmetric information, externalities, and the application of the theory of incentives. 

It is always preferable to tackle a problem at its roots than fighting its different 

manifestations and an intervention at the heart of the situation can be crucial. As table 

1 shows, these are the main reasons for failures in information security and if they are 

properly treated then failures can be reduced.    

A strategy of two pylons is required in order to harness the effects of the 

microeconomics theory on information security: the first pylon will tackle the 

instances of asymmetric information and externalities and the second pylon will 

establish the proper incentive strategy for stakeholders of information security.  

There are cases where plans have been devised to enforce publicizing details about 

information security threats and breaches, like the approach of the Australian 

Communication and Media authority (ACMA) with its Internet Security Initiative to 
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bring together 140 IPSs (as of June 2015) to exchange information about botnets6. But 

to heal asymmetric information and the other paraphernalia of internet security it is 

imperative to establish a rule of uniformity. 

 

6.2  A call for uniformity in information security  

Uniformity in information security means that specific strategies and policies will 

apply at a global level, regulating how all entities will proceed should they are 

confronted with a security violation. Anderson and his colleagues have identified the 

problem by proposing that the European Union should harmonize the procedures for 

dispute resolution over electronic transactions (Anderson et al., 2008). 

In accordance to the newly coined term net neutrality which envisages that all users 

are equal in terms of access and speed when using the web and has gained strong 

support worldwide, security uniformity denotes that every aspect of an information 

security situation should be treated equally whenever and wherever it manifests itself 

no matter who is affected or who is responsible for coping with it. Security uniformity 

is not about maintaining specific security standards, but rather about setting the 

framework of actions to be followed should a violation in information security 

emerges. After all, trying to regulate security by adopting certain technical standards 

will most likely prove to be futile because new threats emerge very quickly and the 

techniques used can outsmart the existing counter measures (Bauer & van Eeten 

2009a, p.24).       

Information security uniformity will smooth the asymmetries in information that 

currently plague the InfoSec world by specifying that every entity encountered in a 

security breach situation reveals the details of the event to become common ground 

and in addition mitigate the threat or breach.  

At a minimum, a security uniformity doctrine should govern the following aspects of 

information security breaches: 

                                                           
6
 Australian Internet Security Initiative (AISI) [WWW] Available from: 

http://www.acma.gov.au/Industry/Internet/e-Security/Australian-Internet-Security-

Initiative/australian-internet-security-initiative [accessed 19-6-2015] 
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• Disclosure policy including time frames for revealing information about the 

technicalities of the threat or breach 

• Possible affected parts or stakeholders of the event 

• Information about the enforced counter measures or the remedy of the 

security violation 

An objection to the above scheme is that businesses and companies will be reluctant 

to publish data about cases of their IT systems being compromised, because this 

would discredit their reputation to their customers and the public. Indeed, Acquisti  

(2006) found that privacy breaches revelations usually have a negative impact on the 

stock price of a company. Goel and Shawky (2009) estimated that the market value of 

a firm is negatively affected by 1% after an information security breach has been 

announced. However, this is not always the case. Campbell et al. (2003) conducted a 

research in stock market companies and found little evidence of an overall negative 

reaction when companies where publicly revealing information security breaches, and 

only when confidential information was compromised the reaction was significant. 

Gordon et al. (2010, p.568) stated that voluntary disclosures by firms about 

information security incidents signal to the markets that the firms are actively engaged 

in spotting and mitigating security threats and breaches and this should increase their 

stock market value. They also propose that such a practice would make firms appeal 

more to customers.  

Such a policy can help companies to step-by-step improve their security when it 

comes to information since being obliged to reveal security breaches means that they 

will also move towards eliminating the breach. And while this usually calls for 

resources in money and effort to be spent, ultimately companies will be able to better 

secure their systems and attract more customers by transmitting a sense of safety to 

them as explained above.      

Uniformity in information security will also lessen the unpleasant effects of negative 

externalities because if the relevant data of a security breach are disclosed and a 

remedy is enforced then the possible externality consequences can be avoided. If a 

credit card issuer publicizes details about a security breach situation, banks and their 

customers will possess the right information that will make them to stop transacting 
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with the specific credit card thus alleviating the danger posed by the externality 

incurred by the card issuing body. Similarly, a notification of a security breach 

concerning the servers of an ISP will make a law firm to postpone sending emails 

with confidential information to its customers even if data is encrypted to prevent it 

from leaking.         

6.3   The Incentives Strategy 

Equally important to uniformity is the incentives strategy that will be enforced in the 

case of information security. The strategy should not only include the legislative 

ground for disclosing information security violations and the administrative sanctions 

for not adhering to the body of laws, but should also provide the proper motivation for 

all stakeholders to conform to the requirements of the law. In other words, penalizing 

non-compliance is important, but a punishment should not be the only motivation; the 

theory of incentives presupposes a reward for completing a task and in the case of 

information security this can make a difference. 

A comprehensive strategy of incentives for information security would be: 

• Implement a security breach disclosure policy 

• Introduce legislation for information security breach disclosure 

• Include administrative sanctions for non-compliance 

• Introduce a rewarding system for compliance 

The reward for a compliant business can be intangible, by acquiring credit among its 

industry partners and customers given that an appropriate culture is cultivated among 

all stakeholders. It can also be tangible, by inserting a factor of “Information Security 

Legislation Compliance” in all security assessments of the compliant business or even 

introducing a tax deduction policy. However, the reward should be granted after 

complete examination of the case by the authorities. 

A moral hazard scenario of businesses trying to take advantage of the reward system 

and rush to disclose information security breaches or even create artificial breaches on 

their own is unlikely to happen because of the risk of damaging their reputation if 

many security violations occur and the scrutiny the business will undergo from the 

authorities. It is a matter of balancing all the stakes together. 



 

A complete view of the proposed strategy of managing information security 

is depicted below: 
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Swiss National Bank. If these institutes were assigned the duty to achieve security 

uniformity amongst their members (the commercial and investment banks and other 

financial institutions), it would probably be far easier to accomplish the task than 

having it introduced by each government through legislative acts. This way, the global 

banking sector would exhibit uniformity in information security.  

Accordingly, the Chambers of Commerce around the globe would be the proper 

means to introduce the security uniformity obligation to their members. Google, 

Microsoft, IBM, Lockheed Martin and many more companies in the States are all 

members of the U.S. Chamber of Commerce and the chamber can be used as the 

authority to call its members to conform to uniformity. The same is true for myriads 

of companies and firms all over the world. Whenever a central agency or authority 

can be used, this is the way to go. But of course, where legislation is convenient or 

required then it should be used to apply uniformity; an act that would commit the 

public authorities of a country to adhere to the notion of information security 

uniformity would most likely pass with no pain.  

Using the strategy described, a uniformity of information security can be achieved at a 

great degree.  
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7 Case studies 

7.1 The public services of Canada online authentication system 

To demonstrate the security and the usability of IT systems from the microeconomics 

perspective, an examination of the authentication system of the public services of 

Canada will be performed. It will be revealed that the concepts of microeconomics 

can shed light to aspects that were not evident before and explain flaws in the process 

of securing the users who want to enjoy online public services. 

There are in total three points of entry for Canadian citizens and businesses in order to 

use the online services offered by the state: 

i. Canada’s main portal www.canada.ca 

ii. The ‘Service Canada’ portal 
http://www.servicecanada.gc.ca/eng/home.shtml   

iii. The website of each separate department or government agency  

 

Furthermore, Canadians need to select a method for signing in online between two 

currently offered options: 

i. By using a’ Sign-In Partner’ 

ii. By creating and using a GCKey user ID and password 

 

The Sign-In Partners are financial institutions that have teamed up with SecureKey 

Technologies, a private software company which offers login and encryption services 

for the government of Canada. SecureKey has developed a so-called Bring Your Own 

Credential (BYOC) mechanism to allow citizens to use their usernames and 

passwords or card numbers they normally use with their banks in order to login and 

receive public services online. For example, a customer of ScotiaBank can type in 

their ‘Scotiacard’ number and their password, and a customer of Tangerine Bank can 

type in their client number, debit card number, or username. A citizen who accesses a 

government webpage and selects to use a Sign-In partner will be redirected to the 

bank’s website to enter his or her credentials, with the government webpage or the 

SecureKey service collecting no personal information or passwords. Then and after 
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the validation has been completed the citizen will return to the government webpage 

to start interacting with it. 

 

Figure 2: Sign-In partners for accessing online public services in Canada 

 

The Sign-In Partner mechanism incorporates a Triple Blind Policy, by not allowing 

the online public service to know which bank the customer has used to login, not 

allowing the bank to know which service the customer is using, and finally by not 

allowing SecureKey to know who the user is as it collects no personal data or 

passwords. 

Alternatively, Canadians can follow a more typical procedure and register with the 

GCKey service in order to define a user ID and password of a required minimum 

length and containing special characters that will be used as the credentials to identify 

themselves to the departments offering online public services. 

After having signed in, a citizen needs to enrol with each government agency or 

department that he or she wishes to receive services from by providing some sort of 

personal information, and enrolling with one department does not save them from 

enrolling with another. The reason for this, as explained in the official ‘Service 

Canada’ webpage7, is that each government service has different requirements about 

                                                           
7
 Service Canada webpage, [WWW] Available from: 

http://www.servicecanada.gc.ca/eng/online/mysca_credential_faq.shtml [accessed 30 May 2015] 
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personal information identification and in advance the Privacy Act of Canada 

prohibits public authorities to share their users’ individual information.  

So, the citizens of Canada are required to perform the following minimum steps to 

start interacting online with their government: 

 

 

Figure 3: Canada public services initiate online interaction   

As user-friendly as the above scheme seems for the average user by offering two 

alternatives for logging in, it has met strong criticism for the lack of usability it 

actually boasts. Specifically, in 2013 the Office of the General Auditor of Canada 

conducted an assessment of the online services of the state of Canada commenting on 

various matters that arise from the online authentication functionality described 

above. While the Auditor Office report found the mechanism of either the GCKey or 

the Sign-In Partner to comply with the government security standards, it also found 

that it was frustrating for citizens to use8.  

The Auditor Office deployed a case of a Canadian army veteran accessing 

government services and illustrated that he or she would need to take several steps to 

interact with online public services, as depicted below: 

                                                           
8
 2013 Fall Report of the Auditor General of Canada [WWW] Available from http://www.oag-

bvg.gc.ca/internet/English/parl_oag_201311_02_e_38796.html#hd5i [accessed 31-5- 2015]. 
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Figure 4: Steps for a veteran to interact online (Source: Office of the General Auditor of Canada 

assessment of access to online services) 

 

The veteran needs to engage with three different public departments and their 

websites in order to manage his or her benefits and taxes. With each one of them he or 

she is required to acquire login credentials or use some existing online banking 

username and password scheme or debit card number to login, register for an account 

by providing  proof for his or her identity and then be able to receive online services. 

What is more, with two of the three departments there is an additional delay having to 

wait for some days for a personal access code to arrive by land mail.  
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For example, to apply for pension online the veteran should first visit the 

www.servicecanada.gc.ca website, select a login option between using a Sign-In 

Partner or setting up a GCKey user ID and password, then register with the Human 

Resources and Skills Development Canada service by providing his Social Insurance 

Number, date of birth, mother’s maiden name, and Employment Insurance access 

code. The he has to wait for five to ten days to receive his personal access code by 

land mail. After these steps are completed, he can start interacting online and manage 

his pension plan. 

The Auditor Office suggests that work should be done towards making available to 

individuals and businesses a simpler authentication and enrolment process for 

transacting online with the government. 

  

7.1.1 The shortcomings of the authentication scheme  

7.1.1.1 Externalities 

It seems that Canadians need to undergo a rather uncomfortable procedure in order to 

initiate an online transaction with their government. Moreover, by offering the choice 

to citizens to sign in using their banks’ credentials, the implementers of the process 

have unconsciously introduced an additional risk since banking institutions are often 

targeted by attackers who want to intercept the usernames and passwords or the cards’ 

numbers of their customers. By stealing the customers’ credentials from the banks’ 

repositories along with some additional personal data of the customers, malicious 

users can steal money from bank accounts or charge a credit card and at the same time 

impersonate lawful citizens and perform online transactions with a public agency or 

department to their avail.  

So the fact that the bank credentials of people are highly appreciated and hunted by 

malicious users brings not only the banks under threat but Canada’s public online 

services as well. Also, the fact that the bank credentials are the pass for the online 

government services can theoretically create more risk for the bank itself; citizens 

now use their credentials not only for logging in the bank but for logging in online 

services as well, hence using the credentials more often which can statistically lead to 

having them lost or stolen. For instance, someone who wants to do an online 

transaction with a government department may write down his credentials on a piece 
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of paper for simplicity, forgetting that they can also be used by someone else to draw 

money from the bank if the paper is misplaced especially with Canadian banks which 

do not favour two-factor authentication practices.   

Apparently, the seemingly user-friendly sign-in process that Canada offers to its 

citizens with two alternatives to login creates a dangerous negative externality for the 

public sector; by acquiring citizens’ banking credentials malicious users can 

unfavourably affect the relationship of the citizens with the government. The 

externality is created outside of the citizen-government ‘market’ with negative 

spillover effects, as depicted in the figure below: 

 

 

Figure 5: A bank externality affecting the citizen-government transaction 

 

Furthermore, regardless that SecureKey does not collect and store any usernames or 

passwords that people use to sign in, the mere fact that bank credentials are used also 

elsewhere than the banks alone can create negative externalities for the banks if the 

credentials are lost or stolen. 

7.1.1.2 Misaligned incentives 

Additionally, a fundamental principle regarding information security that Ross 

Anderson has established in his papers and was presented previously in this thesis is 

violated. The principle stipulates that a security failure is more likely to happen if the 

person responsible for security is not the same as the one who suffers, because their 

incentives are not aligned. In the case of Canada examined herein, banks happen to 
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safe keep credentials that Canadians use to login and transact online with government 

organizations since they use the same credentials either with the bank or with the 

government and it is to the interest of both the banks and the public sector that these 

credentials remain confidential. However, this apparent alignment of incentives for 

security is deceptive: the security of the credentials is provided and attended by the 

bank and a data leak occurring at a bank’s IT systems will have the information 

security team to quickly mitigate the threat and contain any damage, but they will 

actually not care if a malicious user uses the intercepted information to transact with 

the government or use it for devious purposes outside the bank’s territory. In other 

words, the bank’s security team will do whatever possible to repel an attack and 

secure the customers’ credentials and this is beneficial for both the bank and the 

public sector. But if a breach eventually occurs, then the team will work on preventing 

any damage at the bank since a disorder at a government website will not make them 

suffer in any way. 

 

7.1.1.3 Asymmetric Information 

Canada’s online public services exhibit cases of information asymmetries when it 

comes to authenticating and enrolling the users. Situations of asymmetric or imperfect 

information occur during a transaction when one part knows more than the other part 

of the transaction and may lead to a failure. In the case analyzed herein, information 

asymmetry exists in the initial communication between citizens and the government 

and among government departments and can lead to a failure of citizens 

authenticating and enrolling themselves to an online government service.  

The fragmentation of the online services offered by the public agencies and 

departments of Canada along with a misconception of the requirements of the Privacy 

Act has led to the information asymmetries observed herein. Due to the fact that 

almost every public agency has its own separate portal or website for online services, 

citizens seeking online services are obliged to comply with the procedures that every 

agency considers necessary. They need to complete the authentication steps and then 

provide some personal identifying information in order to enrol with the service, with 

the personal information required being different for each public agency or 

department. Furthermore, information exchange about citizens using online services is 
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actually non-existent between government agencies and departments, theoretically 

due to the limitations of the country’s Privacy Act. 

But as the report of the Auditor Office underlines, the Privacy Act does not in any 

way prohibits information sharing but rather establishes how government institutions 

should collect, use, and disclose personal information of individuals: “…This Act is 

not meant to hinder information sharing, but rather to ensure effective protection and 

management by departments of personal information provided”
9
. 

 

7.1.1.4 Suggestions for improvement 

By reinterpreting the requirements of the Privacy Act and by enabling public agencies 

to securely exchange information, asymmetries of the online public services of 

Canada can be effectively reduced.  

Uniformity is again an important factor, since if the government agencies agree on a 

common framework and the same requirements of authenticating and validating the 

users then the Canadians will be able to experience a smoother and more convenient 

online interaction with the public sector.  

Having in mind the principal-agent model infused with the uniformity concept, 

another step towards simplicity and usability would be to create a unique portal for all 

public services offered online by the government of Canada. Then the principal (the 

citizen) would assign the agent (the public agency) the duty of authenticating them. 

The whole process of signing in and performing authenticating procedures would now 

be changed from a one-to-many to a one-to-one relationship. This way, a citizen 

would simply have to login and then connect to the department he or she wishes to 

receive services from. In this case, the GCKey and Sign-In Partner validating scheme 

would be more meaningful and effective, since the authentication would still need to 

take place each time the citizen logs in but it would allow access to all online services 

available. Also the enrolment process would be required only once during the first 

login; due to the rectifications in information asymmetries between departments as 

described above all government departments would share a ‘digital certificate’, a 

                                                           
9
 2013 Fall Report of the Auditor General of Canada, chapter 2 [WWW] Available from: 

http://www.oag-bvg.gc.ca/internet/English/parl_oag_201311_02_e_38796.html#hd5i [accessed 3-6- 

2015] 
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piece of information pertaining to each user logging in and this information would be 

constantly available from this point forth.      

Schematically and to illustrate improvements in asymmetric information effects, the 

interaction for Canadians citizens with their government is depicted below before and 

after the suggestions made: 

 

 

Figure 6: one-to-many relationship of citizens with online government 

 

Figure 7: one-to-one relationship of citizens with online government 
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It is now evident that microeconomics have a profound effect on IT systems and that 

an analysis of the whole framework of the online services of the government of 

Canada by applying microeconomic concepts can show the way to minimizing risks 

and reducing effort for the government and most importantly for the citizens. 

It is also true that thinking in microeconomic terms right from the beginning of 

implementing an IT system can give better results when it comes to the system’s 

information security utilization and can help to soften the stiff effects of the 

requirements of authenticating and validating the users on the usability of the system. 

In the case of Canada’s online public services the externalities, the misaligned 

incentives, and the asymmetries in information would have been traced from the start 

and presumably would have lead to a more user-friendly and efficient authentication 

scheme. 
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7.2 The USA Office of Personnel Management hack 

A massive data breach was revealed in April 2015 when the Office of Personnel 

Management (OPM) in the USA was hacked resulting in the leak of the personal data 

of approximately 4.2 million US public servants, as Donna Seymour, the CIO of OPM 

admitted in front of an open hearing10. According to the news that surfaced in the 

media the attack had begun months earlier and it was only disclosed last April. 

It is always difficult to examine and interpret the information about security failures 

because the entities that undergo the breach do not usually make public more 

information than it is required by the relevant legislation or by the demands of the 

affected parts. Hence the actual breach mechanism is almost never disclosed. 

In the case of the Office of Personnel Management breach, it is not clear how the 

compromise was achieved. What is certain is that the personal data of more than 4 

million government employees were stolen, including social security numbers, home 

addresses, military records, medical records, payroll data, and more. In a later 

advancement, is was revealed that the attackers had also acquired the so-called SF-86 

forms, which are used to conduct background checks for employees seeking security 

clearances and contain confidential information about the employees and their 

families and also their interactions with foreigners.  

But despite the obscure information regarding the specific breach, a security audit 

performed on OPM by the US Office of the Inspector General in 2014 had shed light 

on the existing security measures at OPM and the circumstances that lead to the 

breach11. The audit may not reveal the exact reason or weakness that made the breach 

feasible but it can point to the right direction when trying to discover the real causes 

of the breach and lead to required amendments to the information security systems 

and practices. Again by applying the microeconomic terms and concepts a better view 

of the problem will appear.  

                                                           
10

FED agency blames giant hack on ‘neglected’ security system [WWW] Available from: 

http://wtop.com/tech/2015/06/cybertheft-of-personnel-info-rips-hole-in-espionage-defenses/ 

[accessed 18-6-2015] 
11

 U.S. Office of Personnel Management - Office of the Inspector General:  Final Audit Report, 

available at https://www.opm.gov/our-inspector-general/reports/2014/federal-information-security-

management-act-audit-fy-2014-4a-ci-00-14-016.pdf [accessed 10-6-2015]. 
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7.2.1 The findings 

The Inspector General Office had already raised concerns over the governance of 

information security at OPM since 2007 and this lack of IT policies and procedures 

was characterized as a “material weakness”. In 2009, the concerns were expanded to 

include the absence of a centralized security management structure within OPM. 

Finally in the 2014 audit, the above concerns were degraded to a “significant 

deficiency” due to steps taken to create a centralized Information System Security 

Officer (ISSO) security structure and implement a centralized System Development 

LifeCycle (SDLC) methodology.      

The audit report of 2014 conducted by the Office of the Inspector General contains 

several findings pertaining to the concepts of microeconomics which are presented 

below, along with events that violate other principles of information security 

established in the literature review part of this thesis. 

The audit found that as was accustomed at OPM, information security was managed 

by Designated Security Offices (DSOs) who were charged with monitoring 

information security along with their regular duties and were not any type of IT 

professionals at all. 

The audit report also found that circumstances of information asymmetries and lack of 

incentives to provide solid security were present before the breach.  

The report recognized that there were no incentives to force the OPM officials to 

implement the Authorization procedures as required, hence leaving several IT systems 

without a proper Authorization for operation, which among others would allow the 

OPM managers to understand and accept the risks deriving from the systems 

operation. The findings of the audit report are summarized in the following table. 

 Audit report findings Problem description Audit report proposal Possible outcome 

1 Information security at OPM 

was assigned to Designated 

Security Offices (DSOs) who 

were charged with monitoring 

information security along 

with their regular duties and 

were not any type of IT 

professionals at all. 

 

Security failure is more 

likely to happen if the 

person responsible for 

security is not the same 

as the one who suffers. 

OPM implements a 

centralized 

information security 

governance structure. 

(In 2014 OPM hired 4 

Information System 

Security Officers 

(ISSOs) and is planning 

Principle will be 

satisfied and 

information security 

will be enhanced  
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to hire 10 more). 

2 The Enterprise Network 

Security Operations Center 

(ENSOC) did not receive data 

from all OPM systems to 

support the OPM’s security 

incident prevention program 

Asymmetric information 

occurring in the OPM 

systems – ENSOC 

transaction 

Expand the capabilities 

of ENSOC to receive 

information on 

security incidents from 

all OPM systems 

Information 

asymmetries will 

perish 

3 Authorization
12

 of several 

OPM IT systems has been 

delayed  

There are no incentives 

set to ensure timely 

Authorization 

Introduce 

administrative 

sanctions for not 

completing 

Authorization 

procedures on time 

A proper incentive 

scheme will be in 

place and 

Authorizations will 

be completed as 

expected 

4 The tool OPM owns to 

automatically detect and 

report potential security 

incidents does not collect 

relevant data 

Asymmetric information 

occurring in the OPM 

systems – security tool 

transaction 

Configure the tool to 

collect relevant and 

meaningful data 

Information 

asymmetries will 

perish 

5 Information security 

agreements between OPM 

and information systems 

operated by contractors had 

expired 

A principal-agent case 

with no agreement 

(contract) to motivate 

the agent 

Make all agreements 

with contractor valid – 

reintroduce motives. 

Promote the 

interest of the 

principal (the OPM). 

6 Remote access to OPM 

systems does not terminate 

after a given time of inactivity 

as required by the legislation. 

According to OCIO the 

outside vendor is 

unwilling to provide the 

proper patch – an 

externality imposed on 

the OPM-remote users 

‘market’ 

Configure the VPN 

servers to terminate 

the session after 

inactivity 

The externality will 

be dismissed or 

diminished 

Table 2: audit report findings on the US Office of Personnel Management 

 

The above may simply look as oversights or the result of technological incompetence, 

but viewed from a microeconomic perspective they can provide invaluable insights of 

the security matters at OPM.  

Instead of examining and making operational each part or separate device of the IT 

systems, another approach can be used by identifying instances of information 

asymmetries, possible externalities, moral hazard effects, or proper incentives being 

in place. In advance, this type of categorization can reveal threats that were not 
                                                           
12

 Authorization is a comprehensive assessment that attests that the security controls of a system 

meet the security requirements. The operation of the system and the potential risks incorporated is 

then accredited by a managerial decision.   



49 

 

obvious before. In the OPM case, by recording all the cases were information needs to 

be exchanged or delivered, asymmetries will be tracked down and corrected. 

By examining all the relationships with outsiders, contractors, other agencies, or the 

citizens, possible negative externalities can be isolated and be monitored. 

By scrutinizing the OPM managerial practices and the legislation requirements a 

potential scheme of incentives can be structured to motivate the employees perform as 

expected; then an appeal can be made to the legislators to change the legislation 

accordingly. 

7.2.2 Externalities 

The most important part in the OPM data leak case is this of externalities and it seems 

that an externality occurring within a government security organization may have 

allowed the breach to happen. 

The OPM network lies behind EINSTEIN, a security program developed by the 

National Security Agency and other security bodies of the United States. The program 

was first deployed in 2005 as an optional measure for government agencies against 

cyber threats.  

In its initial version, EINSTEIN-1 was intended to track and record network data 

flows in order to detect anomalies. Then it was upgraded to EINSTEIN-2 to also 

detect intrusion attempts using signature-based and anomaly-based intrusion detection 

techniques, with the signatures and indicators for intrusion being provided by the 

National Security Agency and the Department of Homeland Security. It was 

EINSTEIN-2 that was made obligatory for US public agencies to enforce if they were 

to use the web. Today, the newest version EINSTEIN-3 incorporates in addition 

intrusion prevention capabilities which allow it to automatically respond to an attack 

(Kuehn, 2014).   

At the time of the security breach however, OPM was using the EINSTEIN-2 

protection system. EINSTEIN-3 was delayed due to technical difficulties in 

materializing the specialized government technology that would give EINSTEIN-3 its 

unique functionality. The delay was attributed by the US Government Accountability 
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Office to the Department of Homeland Security which was responsible for its 

development13.   

EINSTEIN-3 would implement deep packet inspection techniques instead of 

examining the packet headers only. As a result of the delay, the US government 

decided to deploy a degraded version of the program which was called EINSTEIN-3 

Accelerated14.  

According to a 2009 overview of the Comprehensive National Cybersecurity 

Initiative (CNCI), the purpose for implementing EINSTEIN-3 was to “identify and 

characterize malicious network traffic to enhance cyber security analysis, situational 

awareness, and security response. It will have the ability to automatically detect and 

respond appropriately to cyber threats before harm is done, providing an intrusion 

prevention system supporting dynamic defense. EINSTEIN 3 will assist DHS US-

CERT in defending, protecting and reducing vulnerabilities on Federal Executive 

Branch networks and systems."
15  

But EINSTEIN-3 Accelerated was missing this artificial intelligence characteristic 

that its elder sibling would allegedly demonstrate and still relied on identifying known 

information security threats. In other words, because the government agency or 

contractors that were assigned the task of building EINSTEIN-3 were having 

unsurpassed difficulties to perform as required possibly due to the complexity of the 

venture, the government turned to ready-made solutions and appointed the 

CenturyLink private telecom company to provide the required systems.  

 

7.2.3 The outcome 

Despite the redundancy of information and the inaccuracies flooding the media, it 

seems that the attack on OPM was a zero-day vulnerability exploitation with 

                                                           
13

 Government Accountability Office, “Information Security – Concerted Effort Needed to Consolidate 

and Secure Internet Connections at Federal Agencies” [WWW] Available from: 

http://www.gao.gov/assets/310/301876.pdf [accessed 10-6-2015] 
14

 Dept. of Homeland Security, Office of Inspector General, Implementation Status of Einstein 3 

Accelerated [WWW] Available from: https://www.oig.dhs.gov/assets/Mgmt/2014/OIG_14-

52_Mar14.pdf [accessed 11-6-2015] 
15

 The White House “The Comprehensive National Cybersecurity Initiative” [WWW] Available from: 

https://www.whitehouse.gov/sites/default/files/cybersecurity.pdf [accessed 11-6-2015]  
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malicious code being injected into OPM’s IT systems utilizing a phishing attack16. 

And while OPM officials have said that the breach was discovered during an update 

of the OPM’s information security systems, according to the Wall Street Journal the 

breach was discovered while a private company was demonstrating its network 

forensic application to OPM and ran a diagnostics test on the OPM’s IT systems to 

discover malicious code embedded in the systems17. 

What is more, EINSTEIN-3 has the additional functionality of an intrusion-prevention 

system (IPS) and would automatically stop the malicious activity, for instance by 

dropping the traffic (Bellovin et al., 2011). So perhaps EINSTEIN-3 in its full 

deployment could have been able to track the attack and repel it, if it operated as 

expected. As a result, an externality imposed on the OPM – government employees 

‘market’ originating from the government itself (the Dept. of Homeland Security) 

may have been the reason for the security breach to be feasible. 

Still, even if the data leak at OPM was prevented by either version of the EINSTEIN 

programs, this does not mean that creating a perimeter around sensitive digital 

information is the proper solution.  

Apart from the possible moral hazard effect this can incur by letting security officers 

to believe that their systems are secured and potential threats will be repelled, just 

throwing money at the problem is inefficient. 

A more comprehensive approach is required which includes that employees should 

understand security policies and how to respond to challenges, for instance to a 

phishing attack. It also includes the enforcement of more prominent techniques like 

encrypting and segregating the most sensitive data like the social security numbers, or 

the medical records of the people to isolate any attacks and block data reading if 

stolen. It is more a matter of examining alternatives of what to do with your data and 

how to handle them than merely building a fortress around them. 

 

                                                           
16

 Arstechnica, “Why the ‘biggest government hack ever’ got past the feds” [WWW] Available from:  

http://arstechnica.com/security/2015/06/why-the-biggest-government-hack-ever-got-past-opm-dhs-

and-nsa/ [accessed 13-6-2015] 
17

 WIRED magazine, “Why the OPM breach is such a security and privacy debacle” [WWW] Available 

from: http://www.wired.com/2015/06/opm-breach-security-privacy-debacle/ [accessed 13-6-2015] 
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8 Conclusions and discussion 

The purpose of this thesis was to examine whether failures and lack of usability of 

information security implementations can be examined and explained by using the 

concepts of the theory of microeconomics. Economists established microeconomics to 

describe operations in a market by analyzing the behaviour of the sides participating 

in a transaction - the actors. Concepts like asymmetric information, externalities, 

incentives, utility maximization, moral hazard and adverse selection, play a key role 

in microeconomics and adequately explain the acts and decisions of the actors and 

justify why market failures occur. Engineers interconnected information security and 

microeconomics to present a scheme where the latter can help examine the former and 

explain why security failures occur. 

By reviewing and analyzing papers and publications about the mingle of information 

security and microeconomics several conclusions were derived that help to understand 

how the individual behaviour of the security actors affects information security.  

This thesis further showed that no matter the user or the IT system implementation, 

information security almost always concerns the public and not the private. 

Furthermore, information security pertains to the notion of a public good and in this 

sense it abides to the “tragedy of the commons” scenario bearing the risk to be 

underprovided to users due to overexploitation which may lead to abuse and ill-

treatment. Politicians and regulators need to embed the role information security plays 

in today’s world and handle it as a commodity that has to be constantly available.  

Managing the commons is hard and in the case of information security a uniformity 

factor needs to be imported in order to diminish the discrepancies in treating 

information security incidents and establish a common framework in the IT world. 

Uniformity is not meant to specify similar technical measures but rather similar 

procedures when coping with information security matters to help lessen the negative 

repercussions of information asymmetries and externalities. In advance, an incentive 

scheme will provide the proper motivation for all stakeholders of information security 

to act accordingly.   

The research question of this thesis was examined thoroughly not only theoretically, 

but also practically. It offered the opportunity to examine two live implementations of 

information security and identify possible security and usability issues. In both case 
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studies it was illustrated that microeconomics are important in examining how the 

security and usability of IT systems can be improved to serve the needs of all 

stakeholders.  

The net result is that the use of microeconomics can shed light to many aspects of 

information security and provide justification for how and why IT systems are 

implemented in terms of security, user authentication, and usability. But above all, it 

is now evident that scientific fields that were before seen as strict technological 

subjects are better viewed under a more human perspective and when it comes to 

science and engineering the temperament of people is equally important to 

technological capacities.   
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