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ABSTRACT

Social  Engineering,  which  is  the  act  of  deceiving  people  to  gain  access  to  their

personal data, has been gaining lots of attention in recent times amongst researchers

and practitioners. As a consensus, IT organizations have started to manage this risk

with  regards  to  their  sensitive  and  core  corporate  property via  security  tools  and

processes. 

Social  engineering  attacks  are  more  challenging to  manage since  they depend on

human  behavior  and  involve  taking  advantage  of  vulnerable  employees  and

businesses today. 

The understanding of the psychological concepts and frameworks set out by social

engineers enable us tackle the menace. It must be tackled utilizing a combination of

technology solutions and user awareness to help protect corporate information. 

This  research  provides  a  review  and  Meta  -  analysis  for  representation  of  these

studied result of identified research works. We reflected on Psychological conceptual

frameworks  and  concepts  applied  in  Social  Engineering  attacks  and  conducts  a

paradigmatic analysis of eight researchers' work to identify the different concepts and

approaches that these researchers conducted their research on. We also outline the

different methodologies that aid the researchers to accomplish their work and detailed

paradigmatic  analysis  of  these  eight  researchers  is  contrasted.  The  Meta-Analysis

enables  us  to  identify patterns  amongst  the study results  and shows disagreement

amongst  them.  The  final  research  output  help  researchers  (readers)  to  understand

social engineering aspect in psychological perspective and create measures to defend

against these attacks. This provides a better premise for an empirical study into the

area of research as well.
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1 INTRODUCTION

Nowadays, organizations agree that information is their core property as an asset, if

they are to survive in their business. It’s a threat assembly line: someone develops a

bug, someone else writes a malware and another person designs a social engineering

component,  and  a  collaboration  of  malicious  actors  (Cisco,  2013).  Therefore,

information security should be considered as an essential subject for any organization

to continue to be in business. If information security is not given priority concern,

especially  in  the  current  environment  with  the  threat  of  terrorism looming in  the

background every day, even a small gap in security can bring an organization down

(Gulati, 2003).

From various perspectives, social engineering is one of the methods that can be used

by intruders (hackers) to breach the information security defense mechanism of an

organization.  Based  on  the  attack  type  which  is  used  by  attackers,  all  social

engineering  attempts  can  be  classified  into  two main  categories:  (1)  computer  or

technology-based deception; and (2) human-based deception (Gulati, 2003). However,

both of these attacks are executed with regard to a unique target - individual (human

being).

To  defend  against  social  engineering  attacks,  organizations  may  purchase  and

distribute the best security technologies and individuals may be trained to follow all

security awareness. However, both organizations and individuals are still vulnerable

since even the best security mechanism is still created and executed by human beings

and human factors involve the effect of these mechanisms as much as possible. If a

formal systematic description of social  engineering is  made, such that it  describes

some conceptualization of objects in the area of interest we can have the intends of

understanding. Where the study describes the different objects identified embedded in
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the structure of data and the relationships between those object categories. Then a real

representation can be made of this social engineering phenomenon on the reality of

the world.

Again  piles  of  research  exist  on  the  mode  of  operation  of  this  phenomenon,  but

further clarification is needed to divulge doubt. It’s of this great importance that time

is  apportioned  to  comb  through  the  various  academic  achievements  selected  to

conduct  some  kind  of  Meta-analysis  to  summarize  the  understanding  of  the

phenomenon. This exercise affords us the opportunity to gather and summarize such

research to a more concise understanding to aid the development of countermeasures.

According  to  Cisco’s  (2013)  report,  such  analysis  combines  experts'  research  of

intelligences which cuts across global threats trends based on real world data, and

provides  insight  and analysis  that  helps  businesses,  governments  to  improve their

security posturing for the future. 

1.1 Problem Statement and Motivation

Social engineering attacks are a challenge for organizations which pay attention on

protecting  information  assets.  Since  they  depend  on  human  behavior  for  their

operations and this involve taking advantage of vulnerable employees (Dimensional

Research, 2011). According to statistics which was published by (RSA, 2011) many

businesses have already suffered from social engineering attacks. 43% of companies

(totaling  853  companies  answered  the  global  survey)  indicated  they  have  been

attacked.  In  addition,  41%  of  the  companies  were  not  aware  but  could  not  say

definitively if there has been an attempt on them. Only 16% of companies confirmed

they have not been a target of social engineering attack. On cost, the typical cost of

each attack was assessed.  From RSA (2011),  almost  half  of the companies (48%)

reported a per-incident  cost of more than $25,000 and in larger organizations  this

number can be improved to $100,000 (30%). 
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Although most  organizations  have applied defense measures in  both technological

measures  (mail  filter,  biometric  security  application,  etc)  and  non-technology

measures (policy, awareness training, etc) for their system and individuals security.

The assumption of psychology as the basis for social engineering attacks need to be

examined, since the practitioner of Information security considers social engineering

from  a  psychological  point-of-view  and  point  out  this  picture  of  psychological

components  of  the  attack  (Granger,  2001;  Evans,  2009).  Many  psychological

conceptual  frameworks  and  concepts  are  applied  for  social  engineering.  These

frameworks and concepts provide a good entry point for researchers to understand

deeply how psychological factors involve in social engineering enhances the practice.

To alter someone's way of thinking you must understand the way they think and in

what  modes  they  think  (Hadnagy,  2011).  We  intend  to  provide  a  common

understanding  on  SE  to  information  Security  practitioners  and  academic  authors

because  of  the  several  interpretations  and  viewpoint  elaborated.  Meta-analysis  is

made  to  identify  the  patterns  amongst  the  studied  result  of  researchers  and  the

different interpretations from an elementary assumption based on their psychological

view points. The study further discuss their methodologies and compare between the

concept,  methods,  and the  interpretation/approach.  It  does  show the  disagreement

amongst them. 

1.2 Research Objective

To  review  and  Meta-analyze  psychological  conceptual  frameworks  and  concepts

applied in social engineering phenomenon.

Specific objectives:

1. Summarizing the kinds of psychological conceptual frameworks and Concepts

that is applied for social engineering.

2. To make a Meta - analysis on the various authors selected research work.

3. Identifying the similarities and differences between the different SE Concepts
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and frameworks.

1.3 Research Question

To achieve these objectives more effectively,  the following research questions are

created:

1. What  psychological  conceptual  frameworks  and  concepts  have  been

applied to execute social engineering attack?

To answer this question, literature is collected from text books and published journals.

Such as information which describes these psychological frameworks and concepts to

help researchers to understand the phenomenon of SE attack.

2. What are the paradigmatic assumptions (ontological, epistemological and

methodological) associated with the collected researchers' findings?

To answer this question, meta – analysis is applied to analyze data which are collected

from the first research question.

3. What  are  the  similarities  and  differences  between  the  different

psychological conceptual frameworks and concepts?

To answer this  question,  researchers need to have understanding for each selected

psychological  frameworks  and  concepts  and  summarize  findings.  Based  on  this

understanding the comparison can be made.

1.4 Research Scope and Limitation

The  research  intends  to  review  and  Meta-analyze  psychological  conceptual

frameworks and concepts involved in social engineering. By so doing we look at the

systematic  description  of  the  phenomenon  to  describe  the  various  components

associated with it. The study also focuses on the interrelationship of the component

and how they play their role to accomplish their attack. We again aim at making a

comparison of the reviewed psychological frameworks and concept identified by the

selected literatures.
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The limitation associated with this research is that, our work only concerned the two

approaches such as positivist and anti-positivist and we admit the third position which

is the critical approach but our work does not consider or make positivist for the third

approach. A paradigmatic framework is use for this Meta-analysis which clearly grant

a common understanding of SE phenomenon. 

1.5 Structure of Thesis

The thesis is divided into seven chapters. The first chapter is written to present the

problem  and  motivation  of  this  research.  The  detailed  research  objective  and

questions are also presented in this chapter as well. Chapter two is used to introduce

concepts and definitions which relates to this research. In chapter three, the theoretical

framework  which  supports  the  process  of  analysis  is  introduced.  Chapter  four

introduces the methodology for the whole research process from data collection to the

data analysis. In chapter five, all collected psychological frameworks and concepts of

the researchers are described for our readers to have an overview and understanding

of SE. Chapter six is used to present the result of Meta-analysis based on collected

data.  In  chapter  seven,  a  discussion  is  presented  which  includes  similarity  and

difference between researcher's papers based on the result of Meta-analysis. Finally,

the last chapter contains conclusion of this research. The purpose of further research is

discussed in chapter eight as well.
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2 THEORETICAL BACKGROUND

This chapter is used to present and discuss theoretical background relating to research

and the necessary term definitions for readers. The initial expression and review of the

topic is written in here as well.

Many psychological conceptual frameworks have been applied to execute a successful

social engineering attack. Gulati (2003) summarized seven psychological behavioral

vulnerabilities which are targeted by attackers: (1) Trust. (2) The desire to be 'helpful',

(3) the wish to get something for nothing. (4) Curiosity, (5) Fear of the unknown, or

of  losing  something,  (6)  Ignorance,(7)  Carelessness.  In  addition,  neurolinguistic

programming (NLP) is used by social engineers to study the structure of how humans

think and experience the world (Hadnagy, 2011). When we have gathered data and

identifying  these  frameworks,  at  stage  we  have  first  impression  of  psychological

factors engage for social engineering and a further in-depth understanding curved out.

After collecting targeted literature, A Meta-analyzes is made on it and a comparison

based  on  similarity  and  difference  conducted.  The  purpose  of  this  step  can  be

presented as categorizing and identifying criteria for a depth understanding. 

2.1 Social Engineering

There is no new happening under the sun. Social Engineering has been with human

endeavours through the different livelihoods. This can be applied in various field of

life  from politics to  governance,  economics,  and marketing,  then also information

security the area of much emphasis. Whereas ‘Social Engineering could be good in

some areas it can be also bad when use maliciously. This study highlights vulnerable

aspect of social engineering to security considerations of information.
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Kevin Mitnick (2011), a successful former social engineer, defines the term of social

engineering as following:

Social Engineering uses influence and persuasion to deceive people by convincing

them that the social engineer is someone he/she is not, or by manipulation. As a result,

the social engineer is able to take advantage of people to obtain information with or

without the use of technology.

In general, social engineering can be defined as the practice of acquiring information

through technical and non-technical means (Manske, 2000). Regarding organizations,

social engineering attacks should not only be noticed by security administrators but

also by every staff from customer service to core manager, because these attacks are

the  act  of  breaking  corporate  security  by  manipulating  employees  into  divulging

confidential  information (Dimensional Research,  2011).  From attacker's  viewpoint,

basically, Social engineering attacks scam and game that pit their knowledge and wits

against others in order to gain passwords, key-cards and basic information regarding

organization and its  technology (Manske,  2000). It  is  also the art  of using human

behavior to breakthrough security without the participant “victim” even realizing they

have been manipulated (Gulati,  2003).  Social  Engineering  is  a  technique  used by

computer  hackers  based  on  getting  people  to  unknowingly  assist  the  hacker  in

successfully accomplishing his/her attack (Charles & Lively, 2003). 

In their report on effective user privacy education Social Engineering is a technique

used by hackers or other attackers to gain access to information technology systems

by getting the needed information (for example, a username and password) from a

person rather than breaking into the system through electronic or algorithmic hacking

method. Such attacks can occur on both a physical and psychological level. 

Physical or Psychological

The  physical  setting  for  these  attacks,  occurs  where  a  victim feels  secure  at  the

workplace, on phone, drop items in the trash, and even on-line. Psychology is often

7



used to create a rush or officious ambiance that helps the social engineer to cajole

information  about  accessing  the  system  from  an  employee  (Orgill  et  al,  2005).

According to Granger (2001), social engineering attacks takes place on two levels:

The physical and the psychological, the physical setting shows where the hacker can

simply walk into a work place, like in the movie, and pretend to be a maintenance

worker  or  consultant  who has  access  to  the organization.  Then the  intruder  struts

through the office until he or she finds a few passwords lying around and emerges

from the building with ample information to exploit the network from home later that

night. Another technique to gain authentication information is to just stand and watch

an  obvious  employee  enter  in  his\her  password.  For  psychological,  a  person  can

change  his\her  facial  expression  to  show  sadness  or  otherwise  to  influence  an

attendent.

Why the Study of Social Engineering?

Organizations,  business  and  society  are  revolving  and  as  part  of  its  change,

information play a major role to the development. The different definition broadens

our view point on the subject applied in the various fields of practices. The critical

views held by these researcher should be given a consideration and help resolve the

concern discovered. Considering the impact of SE on organization, especially in the

current environment with threat and terrorisms looming every now and then, a little

chance  leaked  creates  a  standing  for  the  organization  to  go  down.  The  financial

implications could be so much to the organization or individual so that, insurers are

now covering loses arising from some kinds security breaches (Gulati, 2003). Also

there  is  the  account  of  cost  of  lost  reputations  and  goodwill,  which  can  erode

company’s base in the long run. In cases where malicious person can get access to

credit cards information that an on-line vendor obtains from a customer. Once the

customer finds out their credit card information is compromised, they will not want to

do any more business with the vendor, as they will consider that site to be unsecured.

Or they could initiate law suit against the company and that will affect the reputation
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of the company and turn away the clientèle (Gulati, 2003). More so the enormous

growth  and  usage  of  social  networking,  the  invasion  of  privacy  and  malicious

practices  of  these  social  engineers’ for  phishing  and  gathering  information  from

victims  are  concerns  of  Information  Security.  Furthermore  the  technology

improvement  arising  with  the  functionality  of  the  advent  cybercrimes  or  fraud

surfacing has moved to a new higher level and the information security measure must

improve (RSA, 2011). Meanwhile most victims are held to a notion that propels them

to  leak  information  during  this  art,  which  is  victims  are  made  to  think  giving

information to the attackers will benefit them the victims (Charles & Lively, 2003).

Evidently the art Social Engineering upset victims, where organizations or individuals

are tricked to compromise their privacy and expensive information leached from them

(Jagatic et al, 2007).

From all  sources  which  we have  read  for  this  research,  we can  agree  that  social

engineering is generally a hacker's clever manipulation of natural human tendency to

trust (Granger, 2001, p.2). Therefore, to research social engineering traits and provide

effective solution, human being should be the main research target and psychological

factors should be considered as worthy source.

2.2 Attacks and Targets 

According  to  Granger  (2001),  the  goals  of  social  engineering  are  as  hacking  in

general: to gain unauthorized access to systems or information in order to commit

fraud, network intrusion, industrial espionage, identity theft, or simple to disrupt the

system  or  network.  Typical  targets  include  telephone  companies  and  answering

services,  big-name  corporation  and  financial  institution,  military  and  government

agencies and hospitals. The internet boom contributes to these industrial attacks in

start-up as well,  but an attack generally focuses on larger entities. Granger further

explains finding good; real-life example of social engineer attack is difficult. Target
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organizations either do not want to admit they have been victimized (after all, to admit

a fundamental security breach is not only embarrassing, it may be damaging to the

organizations reputation) and attacks are not documented for records whether there

has been attack or not. 
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3 THEORETICAL FRAMEWORK

This chapter is written to present the theoretical framework which supports the data

analysis process of the research.

3.1 Introduction

In  general,  conceptual  framework  can  be  defined  as  network,  or  “a  plane”,  of

interlinked  concepts  that  together  provide  a  comprehensive  understanding  of  a

phenomenon  or  phenomena  (Jabareen,  2009).  For  scientific  process,  conceptual

framework is  making sense in  research to  outline  possible  course of  action or  to

present a preferred approach to an idea or thought. Jabareen (2009) summarized 7

features to identify a conceptual framework as following:

a) Conceptual framework is a construct in which each concept plays an integral role.

b) Conceptual framework provides an interpretative approach to social reality. 

c) Rather  than  offering  a  theoretical  explanation,  as  do  quantitative  models,

conceptual frameworks provide understanding.

d) Conceptual  framework  provides  not  knowledge  of  “hard  facts”  but  “soft

interpretation of intentions”. 

e) Conceptual frameworks are indeterminist in nature and therefore do not enable us

to predict an outcome. 

f) Conceptual frameworks can be developed and constructed through a process of

qualitative analysis. 

g) The sources of data consist of many discipline-oriented theories that become the

empirical data of the conceptual framework analysis. 

In  this  research,  the  research  target  is  determined  for  psychological  conceptual

framework which means using psychological factor/principle into social engineering

framework.  From previous  study,  some psychology based framework and concept
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which have been applied to social engineering process by attackers can be realised

from SE literatures. For instance, neurolinguistic programming (NLP) is created as a

framework to  study the structure of how humans think and experience the world.

Many of  social  engineers  use  the  principles  of  NLP to  study how to  use  voice,

language, and choice of words to guide people down the path they want (Hadnagy,

2011).  In  addition,  NLP can be applied to  another  framework of  interrogation  by

attackers  as  well.  By  identifying  and  analyzing  these  psychological  conceptual

frameworks,  this  research  tries  to  make  sense  to  understand  social  engineering

phenomenon from human being's point of view based on psychology.

According to Guba and Lincoln's description (1994), conceptual frameworks possess

ontological,  epistemological,  and  methodological  assumptions,  and  each  concept

within  a  conceptual  framework  plays  an  ontological  or  epistemological  role.  The

ontological assumptions relate to knowledge of the “way things are,” “the nature of

reality,” “real” existence, and “real” action. 

The theory enabled us to conduct a quality research and acknowledge the interrelation

between  the  theory  and  the  research.  The  framework  chosen  was  on  the  earlier

analyses,  which broke the grounds for deeper understanding for philosophical and

conceptual  issues  in  ISD  (Information  Systems  Development).  Our  framework

therefore is based on Iivari et al (1998) paradigmatic framework. Iivari, Hirscheim,

and Klein (1998) conducted a paradigmatic analyses based on ontology, epistemology,

methodology and ethics. The rationale for the selection is to enable us contrast and

analyze the eight different selected authors researches identified. We also do this to

demonstrate the different paradigms held by this reviewed papers. It is on this premise

that, we also organize our studies by three questions such as: What is the nature of

social  engineering (Ontology)?  What  is  the  human knowledge and how can it  be

obtained (Epistemology)? And what were these preferred research methods used for

gathering the knowledge (Methodology). Then we proceed to do a Meta-analysis and
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representing the selected authors based the frame work.

3.2 Ontology

These types of questions help to explain the form and nature of reality and as what is

there to be known. For example if “SOMETHING” is assumed, then what can be

known  about  it  will  be  “how  this  “SOMETHING”  really  is”  or  “how  this

“SOMETHING” really works” The questions relating to the existence and actions of

this “SOMETHING” should thus be admissible (Guba and Lincoln, 1998). Ontology

is concerned with the structure and properties of what is assumed to exist, thus the

basic  building  blocks  that  make  up the  phenomenon  or  object  to  be  investigated

(Iivari,  Hirscheim,  &  Klein,  1998).  We  focused  on  nature  of  Psychological

concept/framework and Social engineering.

By our  stand,  we investigate  the  psychological  conceptual  frameworks  applied  in

social  engineering based on paradigmatic analytical approach of Iivari,  Hirscheim,

and Klein (1998).

We  collect  data  from  inquiries  such  as  what  is  there  to  be  known  about  social

engineering (meaning)? How is the Psychological framework and concept views held

or applied in SE (procedure/mode of operation)? What are the constituent? Is there

any relationship between the objects involved and where is the focus on? Is there any

interrelation  between the  psychological  frameworks and concepts?  The concept  is

applied directly which is  “face to  face”  or  indirectly which  means the  concept  is

applied via a device to human. 

The study focuses and infer it findings based on the above building blocks, role of the

individual,  organization  and  society,  and  thus  make  use  of  scientific  contribution

available and relevant to this studies. 
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3.3 Epistemology

This is concerned with what human knowledge is and how it can be it acquired. That

is assumption of the nature of knowledge and the proper method of inquiry (Iivari,

Hirscheim, & Klein, 1998). We are concerned with scientific knowledge and the kind

that supports psychological concept applied for social engineering. It must show the

position of the research approach or stand of the academic knowledge, positivism or

anti-positivism distinctions of epistemology made by Burrell and Morgan (as cited by

Iivari et al, 1998). The positivist seeks to explain and predict what happens in the

social  world by searching for regularities,  causal relationships between constituent

elements, whereas the anti- positivism maintains that the social world can only be

understood from the view point of the individuals who are directly involved in the

activity which are to be studied (Iivari, Hirscheim, & Klein, 1998). Trying to show

whether knowledge identified from insider (anti-positivism) or outsider (positivism).

3.5 Methodology

This  question  is  concerned with,  what  preferred  procedures/research  methods  and

tools used to study and acquire the knowledge on SE by authors’. The context here is

concentrated on the methods/ procedures that made the researcher to understand the

operations of social engineer and to well explain their view of these activities.
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4 RESEARCH METHODOLOGY

This chapter is written to describe the selected method which is used in this research

and  explanation  of  why this  method/approach  is  suitable  to  achieve  the  research

objectives. The following sections which include the approach of data collection and

techniques used for data analysis and so on are presented in this chapter as well.

Research is  a  systematic  and methodical  process of  inquiry and investigation that

increases knowledge and/or solves particular problem (Sekaran, 2009). To achieve the

target and finish the research process within a correct framework, selecting suitable

research methodology to support the research is important for researchers and plays

core role to influence the contribution of the research. According to Walliman (2010)'s

definition,  research method represent the tools of the trade,  and provide you with

ways  to  collect,  sort  and  analyze  information  so  that  you  can  come  to  some

conclusions. The following table (Table 1) summarizes the research strategy which

includes research objective,  scope and methodology,  etc.  The detail  explanation is

presented in upcoming chapters.

Title Description

Research Objective: Review and Meta-analysis of Psychological Conceptual Frameworks and

Concepts Applied for Social Engineering Phenomenon

Type of Research: Qualitative Research

Research Method: Literature Review

Research Scope: Basing on published sources, the research only focus on psychological

concept and framework in social engineering

Data Collection: Published books/papers/journals (Google Scholar, LTU Database)

Data Analysis: Paradigmatic Analysis

Table 1: Summary of Research Strategy
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4.1 Qualitative Research

Regarding the  objectives  of  this  research,  qualitative  research  methodology is  the

most  appropriate  method  to  achieve  the  research  objectives.  From  the  previous

chapter,  the  research  objectives  are  presented  as  Summarizing  psychological

conceptual frameworks and concepts applying to social engineering and comparing

similarities/differences  between  these  frameworks  and  concepts.  To  finish  these

targets and get good conclusion, the researcher need to earn knowledge in depth about

the phenomenon of social engineering, theoretical factors applied during the social

engineering process and good understanding for how these frameworks and concepts

works to attain the social engineering target. In addition, the scope of this research is

defined to base on non-empirical data. Therefore, qualitative method can be used in

this research since it mainly focuses on a deeper understanding of the phenomenon

and can aid us to gather data to investigate the nature of reality of SE and make a

Meta-analysis based on the data.

Comparing  with  quantitative  research,  qualitative  research  employs  different

philosophical  assumptions,  strategies  of  inquiry  and  methods  of  data  collection,

analysis and interpretation (Creswell, 2009). In addition, qualitative research covers a

very  broad  range  of  philosophical  underpinnings  and  methodological  approaches

(Seers, 2010). To support research questions which are presented before effectively,

qualitative  research  refers  to  the  meanings,  concepts,  definitions,  characteristics,

metaphors, symbols and description of things (Berg, 2007). 

Depending  on  these  characteristics,  qualitative  method  is  detected  to  be  suitable

enough for this research and supports to contribute the final result. Considering the

particularity of research topic, it  is difficult for us now to earn empirical data and

gather knowledge directly from both social engineers and victim’s fields. In addition,

non-empirical data relating on psychological factors applying to social engineering or

used  by  social  engineers  is  easier  to  gain  and  identify  from  existing  sources  or
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previous  research,  since  there  are  many researchers  such  as  Hadnagy (2011)  and

Cialdini (2009), etc focusing on this subject and providing many useful interpretations

and interesting methods already in their research. Therefore, this research is defined to

follow non-empirical (theoretical) process to study SE phenomenon to understand,

summarize and contrast the different interpretations of psychological frameworks and

concepts based on our analysis.

4.2 Systematic Literature Review

To answer research questions, the research technique of literature review is selected

for this purpose. In general, reviews of research literatures are conducted for a variety

of  purposes  which  includes  providing  a  theoretical  background  for  subsequent

research, learning the breadth of research on a topic of interest or answering practical

questions by understanding what existing research has to say on the matter (Okoli &

Schabram, 2010). According to Fink's definition (2005), a rigorous literature review

must be systematic in following a methodological approach, explicit in explaining the

procedures by which it was conducted, comprehensive in its scope of including all

relevant  material  and  hence  reproducible  by  others  who  would  follow  the  same

approach in reviewing the topic.

As a qualitative research technique, literature review plays an important role during

the  process  of  research  from background  review  to  research  conclusion  building

especially for graduate theses. According to Kwan's description (2006), the outline of

the  literature  review  in  a  student  thesis  is  similar  to  that  in  a  regular  published

research  article  and there  have  been  repeated  waves  of  advocates  calling  for  the

explicit distinction between student authors and experienced writers as well as more

formal  educational  programs  for  doctoral  authors  (Boote  & Beile,  2005;  Huttner,

2008; Maxwell, 2006; Rempel & Davidson, 2008). In addition, Hart (1999) presents

four purposes for the literature review in a thesis: (1) it synthesizes the understanding
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a student has on their  particular subject matter; (2) it stands as a testament to the

student's rigorous research dedication; (3) it justifies future research (including the

thesis itself); (4) It welcomes the student into scholarly tradition and etiquette.

Literature reviews can and are conducted with varying standards of rigor,  ranging

from little more than an annotated bibliography to scientifically rigorous syntheses of

a body of primary research (Okoli & Schabram, 2010). According to Fink's (2005)

definition, systematic literature review (SLR) is a systematic, explicit, comprehensive

and reproducible  method for  identifying,  evaluating,  and synthesizing the  existing

body  of  completed  and  recorded  work  produced  by  researchers,  scholars  and

practitioners. The study would not suffice to merely compile a simple collection or

summary of other articles but must be an element of analytical criticism (Hart, 1999).

As an academic piece, the review cannot simply regurgitate the subject matter, but

contributes to the work in its dual approach of synthesizing the available material and

offering a scholarly critique of theory (Kekäle, Weerd-Nederholf, Cervai, & Borelli,

2009).

To apply systematic literature review in practice, Okoli and Schabram (2010) present

a guide to conduct. The picture below (Figure 1) shows the directly overview of this

approach:
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Figure 1: Systematic guide to literature review development (Okoli & Schabram,

2010)

In SLR approach, the whole research strategy is divided into four main processes

(Planning, Selection, Extraction and Execution). Based on these processes, a further

eight steps is defined which includes: (1) Purpose of the literature review; (2) Protocol

and  training;  (3)  Searching  for  the  literature;  (4)  Practical  screen;  (5)  Quality

appraisal; (6) Data extraction; (7) Synthesis of studies; (8) Writing the review.

From beginning, the first step of conducting a literature review is to clearly define the

purpose of the review (Okoli & Schabram, 2010). The target and scope of review
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should be defined in this  step regarding research question.  When the purpose and

scope of SLR is clear, another important step which is recommended by Kitchenham

et al (2007) should be done to develop a protocol in advance of actually conducting

the  study,  and that  protocol  be externally  validated  to  verify its  rigor.  The initial

protocol  can  only  be  called  a  draft  until  after  training  is  completed  (Okoli  &

Schabram, 2010) and is an absolutely crucial step in the process of conducting and

reporting a high-quality literature review to define whether the review will be narrow

or  broad (Petticrew & Roberts,  2006).  Training  is  another  step  in  developing the

protocol to execute the review at a consistent level  of quality (Fink,  2005).  After

searching literature, practical screen should be conducted as next step to decide which

studies should even be considered for the review (Fink, 2005). The importance of this

step is that the reviewer must explicitly decide and explain on what criteria article

judgment will be done (Okoli & Schabram, 2010). To that extent ,the reviewer must

make  several  critical  decisions  about  what  kind  of  work  should  be  included  or

excluded (Sterne, Egger, & Smith, 2001). Once all potentially eligible articles have

been collected, the next step is to examine the articles more closely to assess their

quality  (Okoli  &  Schabram,  2010).  Based  on  Fink's  (2005)  definition,  quality

appraisal serves two purposes: (1) To eliminate articles that do not meet the standard

established by the reviewer; (2) To provide scoring of the methodological quality of

the articles included in the study. Moving to next step, data extraction represents a

crucial phase in the systematic review procedure. Information will be systematically

taken from each article to serve as the raw material for the synthesis stage (Okoli &

Schabram, 2010). The step of synthesis of studies aggregate, discusses, organize and

compare findings from previous steps. As with the quality appraisal, the prodeures

involved in this step depend on whether the studies to be sysnthesize are quantitative,

qualitative or contain elements of both (Okoli  & Schabram, 2010). Regarding this

research, qualitative synthesis of qualitative studies is chosen. From Levy and Ellis's

(2006) opinion, synthesis of qualitative literature can be broken into a concrete set of

steps: (a) Knowing and understanding literature;  (b) Breaking literature down to a
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cognitive or construct levels; (c) Applying, Analyzing; (d) Synthesizing and finally

evaluating.  To  achieve  this  target,  We  synthesis  data  from an  author-centric  to  a

paradigmatic framework based analysis and all provided information is analyzed in

order to best evaluate the data. Finally, all of findings are be reported, summarized

and  discussed.  The  most  important  goal  in  practice  of  our  researches  report  and

finding stage is to gather sufficient data from the literature review and make a Meta-

analysis of the scholars.

4.5 Data Collection

According  to  SLR  (Systematic  Literature  Review)  definition,  before  the  data

collecting,  the  purpose  and  scope  of  literature  should  be  determined.  Regarding

research objective and research questions in this research, the purpose of review is

based  on  what  psychological  frameworks  and  concepts  are  mentioned  in  social

engineering  in  existing  literature.  The  searching  criteria  are  based  on  following

scopes:

1. Literature which presents social engineering.

2. Literature which focus on psychological factors applying to social engineering.

3. Literature  which  mentions  psychological  frameworks  and  concepts  involving

social engineering.

As  mentioned  before,  Google  Scholar  and  LTU  Library  Database  are  primary

searching engine for data collecting. The following table (Table 2) shows the initial

result of relevant sources from different engineering basing on search criteria.

Criteria \ Engineering Google Scholar LTU Database
Social engineering framework 2,240,000 141,738

Psychological factor, SE 736,000 33,556
Psychological concept, SE Framework 238,000 21,612

Table 2: Initial Searching result
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However, because of the lack and limitation of selected searching engine, the quality

of data has to be judged by researcher during the step of quality appraisal and data

extraction  of  SLR  process.  Although  there  are  about  2  millions  related  sources

displayed,  only  few  sources  exactly  mentioning  clearly  searching  criteria  in  the

content. On the process of quality appraisal and extraction, literatures are determined

based  on  the  following  terms:  (i)  research  paper  in  recent  30  years;  (ii)

Academic/Scientific source; (iii) Clearly presenting/studying on SE and psychology.

Finally, the following sources (Table 3) are identified to fulfill the criteria of research

and are dealt with for data analysis.

Researcher’s Reviews
EMC (2011) Two Psychological Perspectives

Charles & Lively
(2003)

Four Psychological Vectors

Cialdini (2009) Six Automatic Weapons of Influence
Hadnagy (2011) Psychological Framework of SE

Gulati (2003) Gulati’s Four Psychological Concepts of SE
Chuvakin &

Gothstain (2001)
Enhancing SE by NLP Framework

Rusch (2002 Six Psychological Concepts applied for Persuasion
Dilts (1998) Mind Analysis of Data

Table 3: Selected Sources for Analysis

4.6 Data Analysis

According to Bogdan and Biklen’s (1982) description, data analysis is said to involve

working  with  the  data,  organizing  it,  breaking  the  data  into  manageable  units,

synthesizing it, searching for patterns, discovering what is important, what is to be

learnt, and deciding what the researcher wants to tell others. In this case, the data

analysis process is based on systematic literature review which is guided by Okoli and

Schabram (2010). According to SLR framework, data analysis is executed during the

step of analysis  findings  and the step of  writing review.  On the stage of analysis
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findings, a completely and polished synthesis of information should be available, and

writing  the  review step  should  be  a  straightforward  process  (Okoli  & Schabram,

2010). In this research, the analysis evolved from the inquiry made in the theoretical

framework. Data gathered as a result of questions posed gave ideas on understanding

the reality of the intended result by the objective of the research. The study poses

questions of ontological assumptions and the extract or result used for contrasting the

concepts,  methods  to  identified  dimension  and  properties  for  the  analysis.  This

inquiry targets the basics of the psychological frameworks and concepts engaged in

social engineering. The relevance of the scientific academic data reviewed is to enable

us  do  paradigmatic  analysis  by  reflecting  on  (ontology  questions,  epistemology

assumptions and methodology). We then made our judgments on comparisons for the

differences and similarities base on the dimension and properties of our interest.

Firstly, the data is interpreted from the author centric approach and followed by a

paradigmatic analysis based on ontology:

i. What is social engineering (meaning)? 

ii. What are the constituents and roles involved (characteristics)?

iii. How is the psychological conceptual frameworks and concepts views held in

social engineering applied (procedures / mode of operations)? 

iv. Is there any relationship between the object and who the research is focus on?

v. How interrelated are the frameworks and concepts applied on the target?

Secondly, the step of epistemological analysis is based on these assumptions below:

Trying to show whether knowledge is identified from anti-positivism (insiders’ 

views) or positivism (outsiders’ views).

Finally,  the  methodological  analysis  step  is  based  on the  questions  such  as  what

preferred procedures/research methods and tools are used to understudy and acquire

the  knowledge  on  SE  by  researchers’.  The  context  here  concerns  the

methods/procedures that made the researchers’ to understand the operations of the
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social engineer and to well explain their stand point of the activities.
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5 DESCRIPTION OF COLLECTED PSYCHOLOGICAL

CONCEPTUAL FRAMEWORKS AND CONCEPTS

This chapter is created to present the result of research finding and the paradigmatic

analysis based on every researcher’s result.

5.1 Six Automatic Weapons of Influence by Cialdini

Cialdini in his book “Influence: The Psychology of Persuasion” (2009) by example

explains persuasion as identifying and using the weakness or vulnerabilities of others

to your benefit by soliciting their conscience. The issues addressed in his concepts are

referred as “weapon of automatic influence” and theses are expatiated below.

5.1.1 Reciprocation

The rule of reciprocity, a psychology which is identified for influencing people who

receives favor and response to a request made to them. The principle is successful

base on the receiver’s uninvited debt to the exploiter. Besides, this phenomenon also

works in other for which is concession. This is where the reject-then retreat technique

is practice suppose you intended to make some small request you first induce highly

or larger request and when that is rejected you then you make the small one which is

mostly accepted. It’s so when the technique is structured skillfully and the second

request is valued over the next one. It’s seen as a concession to the larger one.

5.1.2 Commitment & Consistency 

Consistency  by  Cialdini  is  a  constitution  of  a  highly  potent  weapon  of  Social

Influence and often causing us to act in ways that are clearly contrary to our own best

of interest. This offer short cut through the density of modern life. Once we make our
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mind about an issue, stubborn constituency allows us a very appealing luxury. We do

not think hard about the issue anymore. We do not weigh the pros and cons or make

any further tough decisions. Instead all we do when confronted with the issue is to

turn on our constituency tape. We know just what to believe say or do. Commitment is

therefore the force used to activate this formidable human traits consistency. If we can

get you to make a commitment (that is, to take a stand, to go on record), you will have

set  the  stage  for  your  automatic  and  ill  considered  consistency  with  that  earlier

commitment. Once a stand is taken, there is a natural tendency to behave in ways that

are stubbornly consistent with that stand. According to Howard’s research (as cited in

Cialdini,  2009),  when a worm and friendly commitment is  solicited from a target

(how are you this evening) the response waited for, before proceeding with a rival

exploitable  public  commitment  from its  target.  It’s  twice  as  much  a  commitment

technique  even  though  it  seems  to  them  inconsequential  reply  but  it  superficial

question.

5.1.3 Social Proof

Social proof is a way by which we determine what is correct, to find out what other

people think is correct. The Principle applies especially to the way we decide what

constitute correct behavior. Usually, when a lot of people are doing something, it is

the right thing to do. The researcher cites a case where a lone individual emergency

situation ask for help from by standers and their response was negative since they turn

to respond to the social reaction of their other bystanders say a large number. But in

the case of one bystander the response was positive.

5.1.4 Liking

By  Cialdini  (2009),  liking  means  providing  comfortable  feelings  to  a  target.  It

categorized into three patterns:

1. Physical Attractiveness: It is a click of positive response to attractive people

26



and also refers to as the “Halo effect”. One positive characteristics of a person

dominates the way the person is viewed by others.

2. Similarity:  This is where people have the tendency to help people who are

similar to them whether the similarity is in the area of opinion, personality

traits, background or life style. Therefore people who seek to gain compliance

can accomplish that purpose by appearing similar to us in any way of this wide

variety of ways.

3. Compliment:  This  is  the  positive  estimation  received  from  others;  the

information that someone fancies us can be a bewitchingly effective device for

producing return liking and willing compliance.

5.1.5 Authority

Authority is the tendency of people to believe value and accept power from expert or

leaders. It is a form of obedience to a social certain. Consequently we are trained from

birth  that  obedience  to  proper  authority  is  right  and  disobedience  is  wrong.  For

example, several kinds of symbols can reliably trigger our compliance in obedience of

the genuine substance of authority.  They are extensively employed by compliance

professionals who are short on substances. Artist for example drapes themselves with

the  title,  clothes  and  trappings  of  authority.  By  this  they  increase  their  act  of

compliance.  They use these three types  of symbols (title,  cloth and trappings) for

deceiving their targets.

Title - adapting a status otherwise counterfeit.

Cloth  -  Faking  the  cloak  of  authority;  adopting  the  hospital  white,  Army green,

Priestly black or police blue that the situation requires for maximum advantage.

Trapping - Style and experience cloths carrying aura of status and position as do such

as jewelry and cars.
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5.1.6 Scarcity

The principle of scarcity is where the opportunities seem more valuable to us when

their availability is limited.  The idea of potential  loss plays a large role in human

decision making. People seem to be more motivated by thought of losing something

rather than by the thought of gaining something of equal value. Example is where

home owners  told  how much  money they could  lose  from management  situation

rather  than  how  much  money  they  make  from  management  situation  of  their

investment. Basing on the literature, each of the principle compliments the each other.

For  instance concession  as  part  of  the  reciprocation  can be used can  be used for

improving the possibility of getting commitment. In addition, liking principle in the

basis improve reciprocation, commitment and social Proof.

5.2 Psychological Framework of SE by Hadnagy

After reviewing definitions of the following researchers defines social engineering as

the act of manipulating a person to take an action that may not be in the “target” best

interest. It may include obtaining information, gaining access, or getting target to take

certain action for example “doctors, psychologist and therapist often uses elements”.

He consider social engineering to “manipulate” their patient to take actions that are

good for them, where as a con man uses the element of social engineering to convince

his  target  to  take  actions  that  leads  to  loss  for  them.  Hadnagy (2011)  outlines  a

framework to study the mindset and how human thinks while operating with skill

obtained in psychology to practice social engineering. After studying his framework a

pictorial diagram of the framework is presented below.
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Figure 2: Hadnagy’s Social Engineering Framework

5.2.1 Information Gathering

To identify the interested area of an individual or group of people, serves as to initiate

a connection to befriend or acquaintance and through that one penetrate the mindset

or the security walls of their prey. Example tools such as Backtrack distribution an

open source is use to collect information, this is the foundation and gathering the bits

of  information  divulge  company  details,  personal  details  example  hobbies

(Psychology) which criminals captures ‘to begin their practice. 

5.2.2 Elicitation

Elicitation  serves  as  an  effective  model  to  get  someone  to  be  interested  in  you

instantly, make people be intone with your thought and desires. This technique and

skill makes people’s views towards you very accommodating and non judgmental and

feel at ease with you. For example volunteering Information is a good concept of
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offering information in a conversation compels the targets to reply with equally useful

information. Another is assuming knowledge manipulation tool is that of assuming

knowledge, when someone has knowledge in an area it is acceptable to discuss with

them.

5.2.3 Pretexting

Pretexting is becoming all that is in the imagined person; not just playing the role but

adopting the nature of the imagine role.  To persuade a targeted victims to release

information or to perform an action. Defined as act of creating an invented scenario to

persuade a targeted victim to release information or perform some action. Example

practice dialects or expressions, proficiency in dialects with different people is a skill

that is helpful in this practice.

5.2.4 Mindtricks

The technique is tested and put through the pace of social engineering environment,

for example the topic of micro-expression based on a research from a world renowned

psychologist Dr. Paul Ekman (as cited in Hadnagy, 2011), developed a technique used

for reading the facial expression that can literally change the way law enforcement,

governments, doctors and everyday people interact with others, Also Nuerolinguistic

programming changes people’s thought, patterns and the power of words. The finding

portrays the psychological concept used.

5.2.5 Influence

Influence and persuasion are much like art that is backed up by science, Influence and

the art of persuasion is the process of getting someone else to want to do, react, think

or  believe  in  the  ways  you  want  them to.  The  paper  further  elaborates  on  three

psychological  principles which are adopted by social  engineers.  To show how the
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psychological certain of the mind is used as techniques he explains how people take in

information and processes it by emotions, psychology and physical representation of

the process.

1. Mode of thinking:

You must understand people thinking to be able to alter it. That seems a first step in

social engineering. By first figuring out the targets dominant mode of thinking and

confirming it in a subtle ways’ you can unlock the doors of the target’s mind and help

him/her to actually feel at ease when telling you even intimate details. We discover

from the paper what he explains as the three modes on thinking is derived from the

five senses of a human beings. Hadnagy (2011) says although we have five senses

mode of thinking is associated is associated with the following:

A. Sight or Visual Thinker: The majority of this people usually remember how

something looks like. They remember the scene clearly, the color, the texture,

the brightness or darkness.

B. Hearing or An Auditory: This people learn better from what they hear and can

retain for more from being told things than being shown things.

C. Feelings  or  Kinesthetic  Thinker:  They  are  concern  with  feelings.  They

remember  how an  event  mode  them to  feel  the  warmth  of  the  room,  the

beautiful breeze on their skin, how the movie made them jump out of their seat

with fear. The mode of thinking basing on senses is used in a case by the

author to explain how the social engineer can identify the comfort  zone of

their target and improve the effect of their attacks.

2. Micro-Expressions (ME):

This is the idea of facial expression. Micro-expressions are those expressions which

are  not  easily controlled  and occurs  in  reaction to  emotions.  An emotion  triggers

certain muscular reactions in a face and these reactions causes certain expressions to

appear. Discovered in the paper is a list of expressions that were linked to basic or

biological universal emotions. The expressions include: (a) Anger;  (b) Disgust;  (c)

Fear; (d) Joy; (e) Sadness; (f) Surprise; (g) Contempt which are shown in Figure 3 to
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10 respective.

Figure 3: Anger emotion (as cited in Hadnagy, 2011)

Figure 4: Contempt emotion (as cited in Hadnagy, 2011)

Figure 5: Disgust emotion (as cited in Hadnagy, 2011)

Figure 6: Fear emotion (as cited in Hadnagy, 2011)
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Figure 7: Joy emotion (as cited in Hadnagy, 2011)

Figure 8: Sadness emotion (as cited in Hadnagy, 2011)

Figure 9: Surprise emotion (as cited in Hadnagy, 2011)

There are two concept of which applying micro-expression. Firstly to cause emotions

and to detect deceit by causing emotions the social engineer maliciously deceive their

target to feel helpful to them showing emotions of sadness and expressing need for

help on their faces. Again by the second concept of detecting deceit, they detect the

facial expression of their target to decide how to launch an attack or continue their
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manipulation.

3. Neurolinquistic Programming (NLP):

The study of structure of how human thinks and experiences the world. The study

have  led  to  the  developing  of  models  used  to  quickly  and  effectively  changing

thoughts,  behaviors  and  beliefs  that  limits  people.  The  author  describes  NLP as

“codes”,  the  concept  of  NLP  from  early  researchers  “code”  concept  was  for

recognizing  the  use  of  language  patterns  to  influence  change.  This  method  was

developed  from the  gathering  of  the  data.  The  modern  code  focuses  on  the  key

concept of the states, conscious/unconscious relationships and perceptual filters, all

this pointing to the states of your mind and your perception of those mental states. For

example NLP can teach you how to use your voice, language and choice of words to

guide people down the path you want them. Also like voice in NLP you can inject

command into people just as to inject command into SQL database. How you say

things  is  where  your  injection  occurs.  NLP is  used  in  embedded  commands  to

influence targets to take certain actions by the swings in the tones for instance instead

of  an  upswing  you  pose  a  down  swing  don’t  you  “agree”?  In  addition  sentence

structure can also be used against target where the most important aim of the situation

is emphasized by the voice. The frame work show interrelation between the different

psychological principles figure out.

5.3 Enhancing SE by NLP Framework

Chuvankin and Gothstain (2001) do not directly define Social engineering but refers

to  Kevin  Mitnick’s  definition  and  cited  an  example  of  social  engineering.  Some

attackers  email  an  AOL (America  Online)  user  with  the  request  to  submit  their

usernames and password that were supposedly lost during the computer up and where

some hacker also getting the chip layout of the cellular phone via a simple call to

R&D department. The authors present forward that NLP is a powerful framework for
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persuasion  and  influence  that  expands  beyond  psychotherapy.  They  also  explain

further that people turn to have “halo effect” base on “chemistry” or “charisma” of

people  by  the  power  of  communication.  NLP contains  special  techniques  which

improves human communication. You start by building rapport: the state to feeling

strongly connected to another person and know the many natural similarities you both

posses. Basing on the interest of the rapport the other array NLP methods are used.

The paper cited Dr. Cialdini’s six principles of Influence as the array NLP following

after  the  rapport  building.  The authors  do not  point  out  the  interrelation  between

concepts but rather mentions that they are customized for each victims attack. The

authors focus on the voice code of NLP and sentence structure. This is constituent of

Meta programming which is those programs in our mind that controls our behavior

and describes another person’s subjective reality. To understand meta programming

you can think of “Human software” that consist of thinking patterns, belief concepts,

values, programs, etc. Below is the analogy:

Computer Hardware = Neurology-Physiology

Operative system = Meta Programs

Software = Thinking Patterns

Out Put Peripheral (monitor, Printer =Behavior (Habits, language etc.)

Another  technique of NLP to enhance persuasion is  “slight  of mouth “and it  is  a

command that changes the state of the mind of a victim the theory of SOM is that

every  external  behavior  stems  from  an  internal  state  within  a  person.  Another

application of NLP to enhance persuasion is when you customize your own state of

mind to create a solid foundation for social engineering.

5.4 Mind Analysis of Data by Dilts

The paper is consideration for investigation background in NLP a social psychological

technique adopted by Social  engineering.  Dilts  attempts to  clarify the relationship
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between eye movement and cognitive processes to indicate the access and the use of

particular  cognitive  process  to  indicate  the  access  and  use  of  the  particular

representational  systems.  His  work  is  in  relation  to  a  result  found  by  another

researcher who says people tend to look in the opposite direction of the part of their

brain they were using to complete a cognitive task. The result of his work proved

constant  or  validated  base  on  the  previous  hypothesis  gathered  from the  review.

Provided below is a diagram to describe the findings:

Figure 10: Basic NLP Eye Accessing Cues (Dilts, 1998)

According to the figure above, seven eye movement patterns were identified by a

school of researchers (as cited in Dilts, 1998):

Eyes  Up and Left:  Non-dominant  hemisphere visualization -  remembered imagery

(Vr).

Eyes Up and Right: Dominant hemisphere visualization - constructed imagery and

visual fantasy (Vc).

Eyes  Lateral  Left:  Non-dominant  hemisphere  auditory  processing  -  remembered

sounds, words, and "tape loops" (Ar) and tonal discrimination.

Eyes Lateral Right: Dominant hemisphere auditory processing - constructed sounds

and words (Ac).

Eyes Down and Left: Internal dialogue, or inner self-talk (Ad).
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Eyes Down and Right: Feelings, both tactile and visceral (K).

Eyes Straight Ahead, but Defocused or Dilated: Quick access of almost any sensory

information but usually visual.

5.5 Six Psychological Concepts applied for Persuasion by Rusch

The  discussion  accounts  on  the  history  of  Viruses  and  Worms  a  form  of  social

engineering  to  explain  how  they  operate.  The  author  also  mentions  that  social

engineering techniques have not been effectively analyzed for spreading the process.

But social psychology which is the scientific study of how people think and relate to

others  put  forward  some  principle  and  concepts  which  can  be  engaged  for  the

effective social interaction. This principles and concepts are the routes of persuasion

and  “mindlessness”.  By  his  explanation  the  central  route  of  persuasion  uses

systematic argument and sound reasoning to stimulate favorable response from target.

While Peripheral persuasion provides cues to make a trigger for target to accept any

request  without  much thinking.  Both of these routes  are  from same psychological

principle that human beings will like to make decision quick from mental shortcuts

and avoid thinking. This two psychological principles leads to a state of mind called

“mindlessness” where people easily make decision without thinking. He provides two

examples to prove the effect of the mindlessness when the request is enough logically

or easily to help the target picking short cuts. The target does not reason logically in

both instances and it proves the state of mindlessness. The researcher listed six other

psychological factors identified by other researchers to enhance persuasion online.

These factors are explained below.

5.5.1 Flow

According to Rusch’s description, flow is a state of mind where someone invests a

great energy and uses his/her skill to pursue a goal by immersing him/her self in some
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activity that they find absorbing. Flow is engaged when we surf the internet, though

our  senses  is  involved  it  is  minimal  of  the  physical  movement  and  extremely

repetitive. By this virtual mobility of the mouse the mind loses it reasoning a can

easily be influenced by clicking on a virus or worm introduce by a hacker.

5.5.2 Context Confusion

This is where people confuse the context controlling the behavior of another person

with  the  context  determining  their  own  behavior.  Example  is  people  assume  the

people they encounter online are as trusting and trust worthy as they are. That is the

reason why cases where the MyLife Virus, the “Cute.exe” Trojan, Reezak worm were

sent by malicious hacker to contact were successful by a statistical report (as cited in

Rusch, 2002).

5.5.3 Arousal, Repetition and Distraction

Arousal is being stimulated to respond to an action of excitement or otherwise sad.

While repetition is over emphasizing something to a level where producing an action

replica of the statement. Also distraction is you are attracted to turn your thought on

some argument of great interest. For example hackers use malicious codes of sexual

attraction, photographs of attractive women to capture the conscience of their victims.

5.5.4 Claim of Authority

This is where authority is use to induce is use people as a weapon of influence making

people to comply with the said authority. Example is where malicious email source

seems to come from say recipient banker, institution of higher reputes, Microsoft or

employers of the recipient; it’s of a higher tendency of compliance. 
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5.5.5 Confirmation Bias

This human trait is when one tests their beliefs, to “seek information that will verify

them before they seek disconfirming behavior”. Example is malicious hacker sends

emails or codes claiming their target to download the said picture, security patch or

delete virus on their desktops. The target does the action requested from them and by

the  result  reached  the  assures  themselves  of  the  intended  result  of  the  malicious

exploiter. The researcher shows the cohesion of the two psychological routes and the

six factors of psychology applied in the scenarios cited.

5.6 Four Psychological Vectors by Charles and Lively 

Charles and Lively (2003) defines social engineering as technique used by computer

hackers  based on getting  people  to  unknowingly assist  the  hacker  in  successfully

accomplishing his/her  attack.  They further  explain  how social  engineer  should  be

equated  to  actors  or  actresses  rather  than  computer  nerds.  They  observed  the

conscious and sub-consciousness of the personality types of others and themselves,

based on the body language and vocal cues (voice control, vocal indicators and group

dynamics) to execute attacks.

They perceive social engineering to be as much of an art rather than as a technical

skills.  While  there  are  more  common techniques,  the  difference  and execution  of

techniques are only limited to the attackers imagination. In addition, they consider the

psychological social engineering art on which the attacker prey into four vectors. As

attacker  progress  they  learn  how to  alter  these  feelings  in  themselves  and  others

simply changing their vocal cues and body languages. The following are the vectors

pinpointed.
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5.6.1 The Careless Attack Vector

The  careless  attack  vector  is  made  for  exploitable  due  to  the  indifference  of

implementing, using or enforcing proper defensive countermeasures. It is often the

first phase of a more complex overall attack. The attack escalates as the attacker’s

knowledge broadens about the target. Reconnaissance is often seen in these vectors.

One example is provided that dumpster diving is used by attacker searches through

the trash bins.

5.6.2 Comfort Zone Attack Vector

As a pinpointed psychological vector, comfort zone attack vector occurs where the

user in an environment where they feel comfortable in therefore reduces their level of

threat perception.  Typical  example of the comfort  zone is  a person’s office,  floor,

cafeteria etc. Gaining access to this vector usually requires exploiting one or more of

this attack vectors. Example is impersonation. 

5.6.3 Helpful Attack Vector

Helpful attack vector is used in premises where generally people try to be helpful to

others whom they do not even know. The example is direct approach piggybacking

where one pretend hold something heavy and the target opens the doors for them or

where they spot someone who has right access to unlocking a door and they pretend

to be following them closely and when the open the door they hold it for them. Direct

Approach impersonation is when one tries to gain access by calling an organization

and asking to be connected to the help-desk, by previous vector like dumpsters diving

the numbers were retrieved.

5.6.4 The Fear attack Vector

The fear attack vector most aggressive form of psychological attack, the foundation is

40



based on attacking the user in a way that the user is the one providing the attacker

with the information or access due to the fear, pressure anxiety and stressed injected

into them. These tactics  employ impersonation coupled with all  the other vectors.

Mostly pretends to be the most important person of the organization and technique of

persuasion reinforcing by fear. Example is impersonation and importance. The paper

does  not  clearly  identify  the  interrelation  between  these  vectors.  However  the

researchers mentions that one vector can be applied in an attack with another based on

the discretion of the attacker (note to indicate page).

5.7 Two Psychological Perspectives by EMC

According to EMC (2011), social engineering tactics tap into strong human emotions

such as fear, curiosity and even greed as motivation to bypass even the most iron clad

security measures and gain access to the system to steal identities, funds, Information

and cooperate/government Secrets. They expressed that social engineering tactics are

sophisticated and rooted in the fundamental of complex human psychology.

The paper presented four psychological concepts derived from two perspectives of

social engineering. 

A. Persuasion is such a pervasive component of society and it is easy on how

external  influences  affect  behavior.  In  consumer  market  and  television

commercials  on  which  products  to  purchase  persuasion  influences  the

decision. There are two routes of persuasion. A central route persuasion that is

persuasion from an argument or the content contained within a message. For

example  recipient  listens  and thinks  about  a  message  itself.  In  addition,  a

peripheral route Persuasion in contrast relies on superficial cues to persuade,

for instance the apparent credibility of the source (a television commercial

delivered by an actor in a doctor’s lab coat is an example) or a memorable tag-

line or phrase.
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B. Attitude and believe plays an equal role such as persuasion, this reveals trends

as to the psychological motivation behind a victim’s response.

The above concept enables Social engineers to pivot the following concepts: 

1. Fear and anxiety:

The attack attempts to crate fear or anxiety in victims by getting them to divulge their

personal details. For example by claiming there is something wrong with users banks

detail, credit cards, or retail cards victims get interested and clicks on the malicious

site or pop-ups.

2. Trust:

They hijack users account to send invitation phishing invites to an account holder’s

entire contacts list, post poisoned links to variety of malicious sites, abusing the trust

that friends normally share.

3. Human Interest:

This  invokes  an  emotional  reaction  because  they are  stories  people  can  relate  to.

Social Engineers use human interested stories to lure victims.

4. Rewards:

Criminals report a scam which target victims on multiple levels and with multiple

emotions. The targeted victims’ best interest and the message’s are urgent and evoke

fear and anxiety.

5.8 Gulati’s Four Psychological Concepts of SE

Gulati (2003) made study of social engineering in an organization to know the cost of

this malicious art to the organization and grasp what social engineering is. He defines

social  engineering  to  be  the  “art”  of  utilizing  human behavior  to  breach  security

without the participant (or victim) even realizing that they have been manipulated. He

classify  SE into  two  categories  the  computer  or  technology based  deception  and

human based deception. Gulati summarized seven natural human attributes engaged

for social engineering attacks. He also connected this natural attributes to computer
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techniques  used  during  social  engineering.  However  they  remain  psychological

attributes used during the Social Engineering attack. The following natural attributes

are  curved  by  the  social  engineer  into  concept  which  they  execute  during  their

engagement of practice. Example below show how these are applied:

1. Trust and Desire to Help are used in concept such as direct approach where

the attacker establishes contact base on base on any this attribute to launch

their attack. Technical expert, it’s where the attacker poses as technical staff or

expert to help targets with their technical difficulties or problems. The same

attribute can be conjured during concept such as voice of the authority, where

the attacker poses as an important person of the organization.

2. The Wish to get something for Nothing and Curiosity are attributes which

is put up during a Trojan horse technique. The target is deceived to believe by

opening some packet or email  they will  have some desired benefit such as

malicious emails, opening attachments from unknown senders.

3. Fear of the Unknown or of Losing something is another attribute which can

be set out in the pop-up windows technique where fear is injected into the

computer  user  with  a  windows  pop-up,  example  will  be  where  you  are

prompted you have a problem with your account, provide your password for

the correction to be made for you.

4. Carelessness and ignorance are set out in dumpsters diving technique, spy

and  eavesdropping  to  capture  information  from  the  target  without  them

knowing. Basing on the seven attribute are interrelated and can be executed on

a  target  in  one  same  attack.  From  the  review  the  approach  of  scientific

gathering of information is realized the research focus on the cost of Social

engineering in an organization.
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6 PARADIGMATIC ANALYSIS OF PSYCHOLOGICAL

CONCEPTUAL FRAMEWORKS AND CONCEPTS

This  chapter  is  used  to  present  the  result  of  Meta-analysis  which  focusing  on

ontology, epistemology and methodology between researcher’s papers.

6.1 Cialdidni’s Six Weapons of Influence

Ontology: By our  understanding Cialdini  did  not  clearly state  social  engineering;

however social engineering occurs in society involving attackers, victims, procedures

or mode of operation and concept applied for exploiting people. He focuses on the

victim’s psychological view of the attackers in a social setting. The attacker aims at

influencing a victim and takes advantage of a victim through impersonation within

physical setting. The victim is deceived through influence and exploitation. There is

also face to face interaction between attacker and a victim in the account.

For the procedure or mode of Operation,  we can summarize the process from the

cases provided by six automatic weapons of influence by Cialdini into three phases to

accomplish the desired goal of the attacker:

1. Establishing a contact with the victim.

2. Interacting with the Victim to create premise.

3. Exploitation phase.

The  concept  applied  here  is  human  psychology  of  influence  and  this  is  applied

directly, that is human to human.

Epistemology: A nature of knowledge gathered is ascribed to positivists’ perspective

where Cialdini observe a real case after  he has made some assumption.  Again he

observed and analyzed wide  different  real  cases  in  different  fields  to  support  his

assumption  from individual  to  general  reactions  to  conclude  and certify  these  six

weapons of influence concept. He studies why these psychological concepts succeed
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against  victims  in  events  of  exploitation.  For  example  to  proof  the  concept  of

reciprocation  (Cialdini,  2009)  provided  and  observed  several  cases  such  as  Hare

Krishna Society (p.35)  and a  giveaway sample product  from Amway Corporation

(p.41) to show and proof how influence is applied in real world. Furthermore we can

also  identify  anti  positivism  in  the  example  of  the  concept  Commitment  and

Consistency where the researcher participates in the real case to proof his assumption

(p.135). 

Methodology: Multiples  of  procedures  were  used  such  as  observation,  action

research and case study. 

6.2 Psychological Framework of SE by Hadnagy

Ontology: He  defines  social  engineering  from  Mitnick’s  definition  as  an  act  of

manipulating a person to take an action that may not be in the targets best interest. He

outlines  the  phases  of  embarking  on  a  social  engineering  attack  as  information

gathering, elicitation, pretexting, mind trick and influence. He considers the view of

the practitioner, how the attacker practices and reveals to the victim hints on social

engineering. This research center much on the attacker and the concepts they deploy

to deceive their targeted victims. He states and outlines that Social engineering attack

begins from gathering of Information to the Phase of Influencing the target to exploit

them  for  their  gains.  Hadnagy  outlines  a  psychological  framework  with  diverse

concepts for pursuing a target. These psychological concepts are used either directly

or indirectly to manipulate the victim. The concepts interrelate with each other. The

researcher integrates the different concepts to support in an attack.

Epistemology: This provides a way for the victim to know the attackers and how they

execute social engineering attack. The knowledge gathered emanates from the anti-

positivist  view  since  the  information  he  provides  is  a  collection  on  practical

experience and research oriented. He also expresses the practical involvement of the
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processes by practitioners. 

Methodology: The researcher uses literature review, practical experience and case

study  to  present  these  frame  work.  The  case  study  is  used  to  certify  the

interrelationship of the process.

6.3 Enhancing Social Engineering by NLP Framework

Ontology: Chuvankin and Gothstain (2001) did not define social engineering but also

refers  to  Mitnick’s  definition.  They  made  elaboration  from  the  attacker  and  the

victims’ point of view to show the reality of social engineering. They explain how

attackers  exploit  their  victims  for  information  which  they use  later  to  manipulate

them. The researchers explain how NLP is used in SE attack by attackers’ to exploit

victims. They did not provide an exact way of applying NLP but provided the concept

as an efficient aid for social engineering. It can be use directly and indirectly for an

attack.

Epistemology: Their work was reporting other researchers’ findings from the existing

situation of social engineering. They combine several descriptions of the SE domain

for the understanding of the study. That is how NLP can be used to enhance SE. The

knowledge is anti-positivist since information gathered is from practitioners whose

findings are forwarded by these researchers.

Methodology: The researcher conducted his work literature review.

6.4 Mind Analysis of Data by Dilts

Ontology: The researcher did not mention social engineering but he researched into

NLP a vital persuasion tool engaged for social engineering. The research explains the

relationship between eye movement and cognitive processes, and this psychotherapy
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has been represented as a system which attackers of SE adopt against their victims.

The  researcher  did  not  consider  the  activity  of  SE  but  his  explanation  of  this

psychotherapy is focused on the weakness identified in victims who fall prey to the

mind  tricks  of  attackers.  Eye  accessing  cues  and  the  cognitive  processes  are  the

concepts dwelled on as psychotherapy here and this is used directly on a target face to

face. The skill to identify the eye movement and cognitive processes is essential to

using it. 

Epistemology: The position depicts his agreement that, the mind connects with the

eyes in making decisions and continues the research begun by others. We consider his

works is  just  based on the initial  results  following systematic  ways to proof their

claim. He begins his research based on Richard Bandler and John Grinder (as cited in

Dilts, 1998) and the knowledge is of the positivist approach. The researcher continued

and studied this concept by observation and a case study to prove the findings and

arrive at his findings.

Methodology: The work was conducted through observation and a case study.

6.5 Six Psychological concepts Applied for Persuasion by Rusch

Ontology: Rusch accepts that there is the existence of SE and cited several examples

to  show their  occurrences.  He mentions  viruses  and worms used by the  attackers

against their victims. He further explain the worms and viruses or malicious codes

that are used to the advantage of the attackers desires against the victims. His research

reveals the weakness exhibited by the victim to experience these forms of attacks. His

six  psychological  concepts  are  applied  by  two  routes  of  persuasions  which  are

indirectly via internet. Depending on a particular target the concepts can be integrated

for the attacks.

Epistemology: He wants  to  understand which  kind  of  psychological  concept  can
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enhance the use of malicious codes in an SE attack. The researcher considers an effort

to gather this information to reach this unknown involving the different constituents.

This kind is an anti positivist because he outlines the six psychological stands use

against victims after the study. The research cites several examples of SE attack in the

social settings from surveys and literature reviews. He aims at explaining more details

on the occurrence of SE.

Methodology: The research is made by literature review with surveys.

6.6 Four Psychological Vectors by Charles and Lively

Ontology: Charles and Lively define SE as a technique used by computer hacker

based  on  getting  people  to  unknowingly  assist  the  hacker  in  successfully

accomplishing his/her attack. The concepts of psychological vectors are applied either

direct  or  indirect  as  a  means  to  accomplish  the  attackers’ goal.  The  researchers’

focuses  on  explaining  the  weaknesses  exhibited  by  the  victim  and  also  how  the

attacker succeeds in their attack, as a result of such weaknesses. The attackers exploit

victims by impersonation to achieve their malicious goals. Concept can be integrated

for the attack.

Epistemology: The researchers’ made an observation to understand SE and literature

review to know how to apply SE concepts. By their  stands several attention from

different agents were considered for detailed understanding. The broad knowledge

they gathered from participating and from other researchers’ brought about their four

psychological concepts. It is an anti-positivist approach.

Methodology: The research was conducted with literature review and observation.
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6.7 Two Psychological Perspective of EMC

Ontology: The researchers express SE as a tactics which is Sophisticated and rooted

in the fundamental of complex human psychology. They point out the weakness of the

victims which the attacks capitalize for their attacks. For example an attacker gains

advantage by having access to steal identities, funds, information of cooperates and

government  secrets  in  such  events.  They  outline  four  concepts  base  on  the  two

psychological  perspective:  Fear  and  Anxiety,  Trust,  Human  Interest  and  Reward.

These concepts are applied indirectly via internet. It does not show any relation of the

concept for an attack.

Epistemology: The researchers focus on how human psychology can be applied by

attackers in institutions in general. They delve deep in several reports with similar

objectives gathered from the different agents of the domain to analyze their findings.

We consider them to have a deep understanding out of their studies from the social

settings and their knowledge can be attributed to that of the anti-positivist.

Methodology: The knowledge was gathered based on an online statistical survey.

6.8 Gulati’s Four Psychological Concepts of SE

Ontology: The researcher describes a scenario, where persons act as attackers and

commit  malicious  act  against  other  persons  known  as  victims  which  results  in

disadvantage of the victims (organization) but gains for the attacker. Gains mean that

attacker exploit their victims to their advantage against victims will. Gulati define SE

as art of utilizing human behavior to breach security without the participant (victim)

even  realizing  that  they  have  been  manipulated.  He  focuses  on  interpreting  the

weakness of the victim as the drive which attackers thrives on to launch their attacks

for  their  benefits.  He  explains  four  concepts  developed  out  of  the  seven  human

weaknesses as:
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1. Trust and desire to help

2. The wish to get something for nothing and curiosity

3. Fear of the unknown or of losing something 

4. Careless and ignorance.

The concept are applied or engaged for SE either directly or indirectly and integrated

for an attack.

Epistemology: He  intended  to  know  the  cost  of  social  engineering  in  the

organization, assuming there was a cost and continued by a positivist approach and

made a literature review based on cases which had been reported. The assumption of

the researcher which stated there was a cost, guided his research to identify the human

psychological attributes which contributes to this cost of the organization.

 

Methodology: The research was organized by literature review based on reported

cases. 

6.9 Summary of Paradigmatic Analysis

The  following  table  (Table  4)  provides  the  summary  of  result  for  paradigmatic

analysis from above sections. The left column on this table presents every collected

psychological framework and concepts based on researcher. The row on the head of

table shows the elements from the paradigmatic framework such as assumptions of

ontology, epistemology and methodology. As a result, we found that all of researchers

have clear research scope and constituent (attacker oriented, victim oriented or both)

and  the  integral  approach  of  methodology  to  support  their  research.  However,  a

number of researchers did not present clear view about social engineering such as

Cialdini (2009) and Dilts (1998). In addition, Chuvankin & Gothstain (2001) did not

provide clear and exact way about how their concepts are applied in practice.
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Ontology
(View of SE)

Ontology
(constituent of SE)

Ontology
(procedure of SE)

Epistemology 
(Positivism or Anti-
positivism or Both)

Methodology

Six Automatic Weapons
of Influence by Cialdini

Do not define SE directly
but refer other

researcher’s description
and understanding

focusing on the victim’s
psychological view of the

attackers in a social
setting

The concept applied here
is human psychology of

influence and this is
applied directly, that is

human to human.

Positivism and Anti-
positivism

Observation, action
research and case study

Psychological
Framework of SE by

Hadnagy

Hadnagy defines social
engineering from

Mitnick’s definition as an
act of manipulating a

person to take an action
that may not be in the
targets best interest

Hadnagy considers the
view of the practitioner,
how the attacker practice
and reveals to the victim

hints on social
engineering

Psychological concepts
are used either directly or
indirectly to manipulate
the victim. The concepts

interrelate with each
other. The researcher

integrates the different
concepts to support in an

attack.

Anti-positivism

The researcher uses
literature review, practical
experience and case study

to present these frame
work. The case study is

used to certify the
interrelationship of the

process.

Enhancing SE by NLP
Framework

do not directly define
Social engineering but

refers to Mitnick’s
definition

They elaborate from the
attacker and the victims’
point of view to show the

reality of social
engineering.

They did not provide an
exact way of applying
NLP but provide the

concept as an efficient
aid for social

engineering. It can be use
direct and indirect for an

attack

Anti-positivism Literature review
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Ontology
(View of SE)

Ontology
(constituent of SE)

Ontology
(procedure of SE)

Epistemology 
(Positivism or Anti-
positivism or Both)

Methodology

Mind Analysis of Data

The researcher did not
mention social

engineering but he
researched into NLP a
vital persuasion tool
engaged for social

engineering.

Focusing on the
weakness identified in

victims who falls prey to
the mind tricks of

attackers

Eye accessing cues and
the cognitive processes

are the concepts dwelled
on as psychotherapy here
and this is used directly
on a target face to face

Positivism
The work was conducted
through observation and a

case study.

Six Psychological
Concepts applied for
Persuasion by Rusch

The author just relates
online attack by virus
and worms to SE and

agree SE is employed by
persuasion but does not

provide definition or
understanding of SE

directly

His research shows how
weak the victim

experiences these forms
of attack

His six psychological
concepts are applied by
two routes persuasion

and that is indirectly via
internet

Anti-positivism
The research is made by

literature review with
surveys

Four Psychological
Vectors by Charles and

Lively

They define SE as
technique used by

computer hacker based
on the getting people to
unknowingly assist the
hacker in successfully
accomplishing his/her

attack

The researchers’ focus on
explaining the weakness
of the victim and that is
to say how the attacker
success in their attack,
using the weakness of a

victim

The concepts of
Psychological vectors are

applied either direct or
indirect means to

accomplish the attackers’
goal.

Anti-positivism
The research was

conducted qualitatively
with literature review and

observation
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Ontology
(View of SE)

Ontology
(constituent of SE)

Ontology
(procedure of SE)

Epistemology 
(Positivism or Anti-
positivism or Both)

Methodology

Two Psychological
Perspectives by EMC

They express SE as a
tactics which is

Sophisticated and rooted
in the fundamental of

complex human
psychology.

They point out the
weakness of the victims

which the attacks
capitalize for their

attacks

The outline four concepts
base on the two
psychological

perspective. These
concept are applied is
applied indirectly via

internet.

Anti-positivism
The knowledge was
gathered based on an

online statistical survey

Gulati’s Four
Psychological Concepts

of SE

Gulati define SE as art of
utilizing human behavior

to breach security
without the participant
(victim) even realizing

that they have been
manipulated

Focusing on interpreting
the weakness of the

victim as the drive which
attackers thrives on to
launch their attacks for

their benefits

The concept are applied
or engaged for SE either
directly or indirectly and
integrated for an attack.

Positivism

The research was
organized by literature

review based on reported
cases.

Table 4: Summary of Paradigmatic Analysis
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7 DISCUSSION

The chapter discusses the analysis result which is based on paradigmatic assumptions

(ontological,  epistemological  and  methodological)  and  mainly  focus  on  the

similarities and differences over different researchers' approaches (Table 4).

From the findings of Ontological Analysis, first of all, there are six researchers who

provided  definition  of  SE  by themselves  or  at  least  referred  from other  research

(relating to  view of SE).  By this  way,  their  researches bring a  clear  viewpoint  to

readers  about  what  the  nature  of  social  engineering  is  to  them and what  is  their

particular aspect of interest. In addition, from the definition which they provide or

refer,  both  of  these  six  researchers  agree  that  social  engineering  play  a  role  to

influence and persuade a target. Based on this agreement, psychological frameworks

and  concepts  were  identified  and  summarized  by  researchers  and  most  of  them

actually can be interrelated over their  research approaches. For instance NLP as a

psychological  framework  was  studied  by  both  Hadnagy  and  Chuvankin  and

Gothstain.  On the other hand, two researchers only refer social engineering in their

particular  research  scope  (mind  analysis  for  Dilts  and  computer  virus/worm  for

Rusch) rather than provide or quote explicit definition of SE. Therefore, it is difficult

for readers to have an explicit overview between the psychological frameworks and

concepts which were presented by researchers and social engineering. In addition, the

quality of research in this particular social engineering field is decreased without clear

explanation and understanding of SE. Based on discussion above, we believe that a

clear viewpoint of SE help researchers to confirm the scope of research, to improve

the quality of their finding and to make readers understanding their approaches. 

Secondly,  after  comparing the result  of our analysis,  the figure below (Figure 11)

shows the contrasted result of the constituent between the researchers (Constituent of
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SE).  The black circle shows researchers who only focused on attackers orientations

to do their research. Hadnagy focused on presenting how psychological frameworks

and concepts are  applied by attacker  for SE. These attackers’ orientation provides

Information Security practitioners, targets or Victims the knowledge of understanding

how to develop counter measure to defend SE attacks from this attackers overview

since they are the major causal of SE. However without the victims orientation on

their  psychological  weakness  which  is  exploited  by  this  attackers,  an  advance

psychological  frameworks and concepts if  engaged by attacker  will  succeed in an

attack.

The red  circle  also  show researchers  who focused on the  victims’ orientation  for

achieving their result. We have identified five of such result from the study that will

aid  the  practitioners’ of  Information  Security,  victim to  notice  their  psychological

weakness. On the side of the victims, they notice why they are vulnerable to attackers.

By these results, awareness training (Psychological awareness, which is training the

mind to identify SE hints) can be developed as counter measures against attackers.

Again such orientation ignores the main causal of social engineering, which is the

“attacker”  and  will  not  have  comprehensive  knowledge  about  how  the  attacker

executes attacks.  

However,  there are  two intersection or  overlap from the two orientation indicated

views  form  the  results  analyzed.  These  serve  as  good  reflection  of  both  SE

constituents and how Psychological conceptual frameworks and concepts are engaged

in SE. Although these researchers consider both orientations, for example Charles and

Lively still  concentrates more on victims. It  will  be better  to create a balance for

which a well counter measure for social engineering can be created.
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Figure 11: Comparing of Constituent

Thirdly,  the column named  procedure of SE  in  Table 4 summarizes the different

procedures  which  are  presented  by  researchers  to  employ  their  psychological

frameworks and concepts in social engineering (Directly and in-Directly).  By direct

procedure, the target is more easily to be controlled and influenced by attacker since

the procedure is  executed face to  face and it  is  flexible for attacker  to  judge and

employ psychological frameworks and concepts during process. However, this kind of

procedure is highly dependent on the knowledge, skill even experience of attacker

himself/herself. Therefore, direct procedure can be claimed as a qualitative process

which is looking for the success rate of attack. Comparing with direct procedure, in-

direct  procedure  provides  a  fast  and  low  cost  way  for  employing  psychological

frameworks and concepts to attack in to broad targets. As we analyzed, researchers

who  study  in-direct  procedure  to  employ  their  psychological  frameworks  and

concepts in social engineering are mainly focusing on Internet.  By this procedure,

attackers can easily attack many targets at the same time. However, the disadvantage

of  this  procedure  is  apparent  as  well.  For  example,  only limited  frameworks  and

concepts can be applied in-directly. In addition, it is passive that attacker can only

executes  attack  without  any  management  during  the  process.  Therefore,  in-direct

procedure is more quantitative process which is looking for numbers efficiency of

attack than qualitative.
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Considering  of  Epistemological Analysis,  the  table  below  (Table  5)  shows  the

comparisons  of  epistemology  for  these  researchers.  The  study  contrasted  the

epistemology  of  this  researcher  from  the  context  of  the  (positivism  and  anti-

positivism).  After  the  analysis,  there  were  five  researchers  who were  of  the  anti-

positivist  approach  accepting  the  existence  of  SE in  society and  using  a  broader

investigative means to unravel the phenomenon but do not consider social engineering

as a systematic laid down role. The other two were of the positivist approach with the

view that SE exist but can be realize by following a systematic laid down guidance.

This  does  not  show  the  social  relationship  between  the  constituents  of  the  SE

phenomenon. However there is an exceptions who we did not make provision for in

the beginning of this research and that is Critical Approach; Cialdini considers both

the  systematic  laid  down  guidance  and  the  broader  participation  of  the  different

constituent involvement for investigating the SE phenomenon we think it is a better

approach to study the SE phenomenon. We also think from the approaches that SE is

of both Psychological Science and Computer Science but more of the psychological

science than the computer.

Positivism Anti-positivism

Cialdini (2009)
Dilts (1998)

Gulati (2003)

Cialdini (2009)
Hadnagy (2011)

Chuvankin & Gothstain (2001)
Rusch (2002)

Charles & Lively (2003)
EMC (2011)

Table 5: Comparing of Epistemology
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Another observation we made about methods/procedures (Methodological Analysis)

which aided the selected researchers to gather their findings was in relation to their

approaches (epistemology).

Firstly, Dilts and Gulati individually assumed the positivism approach to research into

the existence of SE and gathered their  findings. This category of researchers used

methods/procedures such as case study, observation and literature review based on

practical  cases  to  research  for  their  results.  But  from  their  positivist  approach

(outsiders), we gather after our analysis that they have not explored several possible

means to arrive at the understanding of the SE phenomenon than a systematic laid

down  role.  Methodologies  engaged  from  such  approach  do  not  give  a  holistic

understanding, since it does not consider the insiders view of every participating agent

of SE but should be studied as well for a better understanding.

Secondly, Rusch, EMC, Charles and Lively, Chuvankin and Gothstain, and Hadnagy,

used  methods/procedures  like  case  study,  literature  review,  survey,  practical

experience,  observation, online statistical survey for aiding their  research findings.

This category assumed the anti-positivism approach and though a broader view of the

insiders participating agents for understanding SE is possible, it also eliminates the

outsider views of the SE phenomenon but a holistic view of this aspect is needed as

well for a formidable understanding.

Thirdly,  Cialdini assumed an approach which is known as a Critical approach and

supported it with action research, case study and observation to solidify their result.

We consider the methods / procedures engaged with such assumed approach is the

best  position  for  such  study.  The  methods/procedures  engaged  with  the  above

mentioned approach considers both the insiders participating agents and the outsiders

to unravel the understanding of SE. 
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Based on above discussion relating to the analysis result under the three paradigmatic

assumptions, the following hints are summarized to improve the research approach in

social engineering as recommendation:

1. A clear  definition  and  understanding  of  social  engineering  is  necessary to

confirm the direction and to improve the quality of research.

2. Reviewing in both attackers and victim's orientation and making a balance

during the research approach.

3. Combining positivist and anti-positivist approach together is more suitable to

study social engineering phenomenon.

Finally, the paradigmatic framework used gives a broader view on the psychological

phenomenon which is considered in social engineering by the previous researchers.

The paradigmatic  approach (Meta-analysis  result)  highlights  detailed  views  of  the

element  of  these  frameworks.  These  elements  are:  ontology,  two  epistemological

views  and  several  methods  which  enable  the  researchers  to  achieve  their  goals.

Whereas the analyzed result  shows the different individuals views of the assumed

elements  of  our  paradigmatic  framework,  they  are  captured  together  by  the

paradigmatic  framework.  The  paradigmatic  framework  therefore  improves  the

approach to study social engineering.
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8 CONCLUSION

The focus of this study is on the cause of SE on issues of Information Security and

psychology as a catalyst to advance social engineering. To this end, we have presented

and  analyzed  findings  of  researchers  that  concern  the  psychological  conceptual

frameworks and concepts applied in SE. The study began on the premises that SE is

causing  lots  of  damage  to  individuals  and  organizations  and  the  current  counter

measures  has  not  proven efficiently enough.  While  the  related SE problem draws

some attention of the researchers, few of them have had the opportunity to analyze

and consider the role and perception of psychology engaged in the practice of this

phenomenon. 

There are three contributions made from our studies:

1. We summarized eight studied researchers results of psychological conceptual

frameworks and concepts applied in social engineering.

2. The study shows a meta-analysis structured from a paradigmatic framework

considering  the  context  of  ontology,  epistemology  and  methodology.  This

approach  is  suitable  for  investigating  the  psychological  conceptual

frameworks and concepts in SE phenomenon.

3. We also made a  paradigmatic  analysis  that  has  shown the  similarities  and

differences of the various researchers’ psychological conceptual frameworks

and concepts and the differences of the approaches of the researches.

We  remark  that  psychology  plays  a  major  role  in  the  execution  of  social

engineering.  In  addition social  engineering is  more psychological  science than

computer  science.  It  also  important  that  both  positivism  approach  and  anti-

positivism  be  combined  to  study  the  social  engineering  phenomenon.
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Furthermore,  both  attackers’  orientation  and  victims  orientation  should  be

combined for a balance to study social engineering more efficiently.

Because of the limitation of our paradigmatic framework, further studies should

be  made  considering  the  critical  approach  in  the  epistemology.  The  current

paradigmatic approach can be used to analyze an empirical data and combined to

the exiting result from non-empirical data to advance the study in the future .A

further  development  to  structure  the  summarized  psychological  conceptual

frameworks and concepts into an awareness and training programs for information

Security practitioners to defend social engineering attacks.
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