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                                                                                       ABSTRACT 

ABSTRACT 
 
In this study, we have discussed the security of mobile phone services against infor-
mation security threats with respect to developer’s perspective. The use of internet has 
increased on the mobile phones so the threat has also increased against the mobile 
phone and its services. On the other hand,   these services are being attacked by dif-
ferent malicious software, or attackers. In our study, we have used qualitative research 
approach with case study is being used as strategy. Data is collected with in-depth in-
terviews. After analyzing the within case study, cross case analysis is also conducted 
to provide the solid statement and provide a simple statement. Developer must know 
the potential threats and effects and what assert are on risk. This identification will 
give the awareness to the developer, which helps the developer to find the flaws in 
code, they must conduct some security testing, which can help to develop secure mo-
bile phone services and also secure the information security factor confidentiality, in-
tegrity and availability. 
 
Before reading this thesis, a person should have background knowledge in the field of 
telecommunication because some part of this thesis contains some technical terms re-
lated to this field.  
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1 INTRODUCTION 
First chapter of this thesis starts with the background of the topic, which describes the 
software methodology for the development of a mobile service and the threat. Then its 
follows by problem discussion, which leads to aim of the study and then the research 
question; after that we have described its delimitation and limitation, and in the end 
disposition of the thesis is described.  

1.1 Background 
 
Every day, we hear about the innovation of new applications /services for a mobile 
phone that facilitates users to perform routine work through mobile phone like paying 
utility bills, purchase online tickets, observing stock, weather reports and online TV. 
Users can also download a different kind of software, games and music etc.   
 
The innovation of mobile phone applications/services has speeded up due to the major 
influence of internet on telecommunication for last two decades. Especially, in mobile 
technologies revolutionary changes have been brought in the last few years. The 
growth of wireless applications have made possible for users to use their mobile 
phones more than a voice communicator. [1] This change occurs due to revolutionary 
changes in a telecommunication sector along with the latest mobile devices. These 
handsets are capable of supporting high technologies like internet etc.  According to 
LogicaCMG report, one-fifth world wide, mobile phone users are using their handsets 
for downloading different context like directions, weather reports, stock prices and 
other types of information. It’s also expected the graph will rise in next few years [2].  
A high-tech mobile phone also makes many services possible for users. It cannot only 
transmit a voice but also can offer high resolution LCD display with a high quality 
voice, text, audio, video services and provide connection for internet. Users can make 
calls, send messages (SMS, MMS etc), and get the content services (news, weather, 
sports scores, stock updates, games, music, e-mail and the browse web) [4]. The use 
of wireless industry has been increasing far the last two decades, and it’s still going 
up. The developments of new wireless standards are one of the reasons for new mo-
bile applications/services because through latest standard, it’s possible for network 
operators to offer new services with high data rate in the lower price. This cause is 
forcing the network operators to adapt to the latest technologies.   
 
In USA network operators are transferring their networks from AMPS (Advance Mo-
bile Phone Services) to TDMA (Time Division Multiple Access) and CDMA (Code 
Division Multiple Access) technology to provide more and better services to users. In 
the meantime,  GSM (in Europe and accepted world wide), opens up new data ser-
vices for users like email, browsing, downloading etc as well as high-quality voice 
services. [3] 
 
Internet and other advance applications/services possible on mobile phone due to the 
development, of latest mobile technologies along with latest mobile devices. It is easy 
for users that they can also use internet related services, just like they are using on the 
desktop computer. On mobile devices, it has some limitation due to the small mobile 
phone screen; limited memory and processing. In spite of all this users are getting 
these services on their devices.   
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In recent years, usages of mobile phone internet services have been increasing. The 
mobile internet services refer to mobile commerce activities incorporated with mobile 
telecommunication, mobile content, and entertainment services. In 2007 the mobile 
internet market reached on US$71 billion. Mobile messaging services include SMS 
and MMS, as well as Mobile e-mail is growing rapidly [5]. Accessing internet 
through mobile communication network GSM, GPRS has brought changes in busi-
ness as well as in working and living style. As compared to stationary internet, wire-
less internet offers access to data and information from anywhere, anytime through 
World Wide Web on a small mobile screen, which has increased the business oppor-
tunities. Many mobile applications have brought internet services to mobile devices. 
For example, in Japan; DoKoMo mobile internet provider has launched I-mode ser-
vices that provide broadband streaming of rich data into a mobile device. The report 
also shows that mobile internet users are higher in number, than that of stationary 
internet [6].  
 
Even though the mobile phone device has limitation to access internet services, but it 
has opened up new ways of communication. Users can communicate anywhere, any-
time through mobile device but this is impossible in a fixed network. Furthermore, 
business gets a new dimension due to 24-7 communication over mobile phone de-
vices.   
 
The most important mobile services that are used these days can be categorized into a 
voice and SMS messages, entertainment services (video, music, voice, ring tones, pic-
tures, dating, gaming etc), utility services (news, weather, bank connections, event 
calendar, parking payments, corporate application), public services (public authority 
communication, customer services) and mobile solution in conventional industry (re-
mote control, information gathering, monitoring) [9]. 
 
After describing, the mobile phone services that are available for mobile phones, we 
have drawn a picture that tells what kinds of services are available currently on mo-
bile phone devices. Most services can be accessed by user through ones mobile de-
vice, which are available on internet. At the start voice communication was the main 
idea behind cell phones but nowadays, cell phones are being used more than just a 
device for voice communication. The user can send and receive data, internet is re-
volving around cell phones and makes possible to access www, e-mail, browsing, m-
commerce, banking, live TV with high resolution, music. Furthermore, videos can be 
downloaded due to high bandwidth data rate and the user can buy tickets and make 
online payments through their mobile device. Entertainment services, information 
services, remote services, home security, car security and handling of household elec-
trical machinery all these above mentioned services are possible through a small, tiny 
cell phone. A development graph of mobile phone applications/services is increasing 
due to new wireless technology involvements that bring the internet along with the 
several above mentioned applications/services. Data communication also speeds up 
the business activities and e-commerce term has converted into m-commerce and m-
banking. Through communication of data and voice has become far easier, but still 
there are many security threats, some of these threats are due to networks, some are 
due to drawbacks in physical mobile devices, and some are due to the vulnerabilities 
in applications/services during development. The motivation behind this study is to 
address those problems that arise due to the vulnerabilities in mobile applica-
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tions/services during a development process, because this area still needs to be ex-
plored. 
 
Here we are going to discuss some software development methods because above 
mentioned mobile phone applications/services are being developed by some software 
development methods. 

1.1.1 Software Development Process 
 
Software is the computer program along with documentation. It can be developed for 
the particular customer or may be developed for a general market [10]. According to 
Pressman, Software is combinations of instructions (computer programs) when exe-
cuted provides desired features, function and performance. The data structures that 
enable the programs to adequately manipulate information and documents, also de-
scribe the operation and use of the programs. [11] Software engineering is the engi-
neering order that concerns all aspects of software production from beginning stages 
of system specification to maintaining the system that has gone into use [10]. A soft-
ware process involves the different activities like software specification, development, 
validation and evolution. After fulfilling the requirements of these above mentioned 
phases the final product is made. Same process is carried by developers during the 
development of mobile phone applications/services; first they identify user require-
ments then develop according to those requirements. In validation developers vali-
date, if these developed applications/services are functioning proper or not, their main 
focus is on its usability, and during testing, they find bugs that are related to its usabil-
ity or its functionality. In the evolution process, they launch new versions with newly 
added features. Mobile phone applications/services developers are following one or 
the combination of different software engineering models same as PC software devel-
opers, while during the process of development. It depends on projects and the user 
requirements. It also depends on different factors like budget and time factor, etc. De-
velopers keep all these factors in mind when they start a development process. In a 
software development process either it is for PC or for a mobile phone, users must be 
the main focus.   
 
Families of Agile development methods don’t support one specific lifecycle model 
but iteration is the key idea, communication and feedback with respect to user-centred 
approach. In agile development method users are the prime focus but this method is 
usually used for large projects. If it is being used for small projects definitely it will 
have affect on budget. It, mainly focused on users during development, this can also 
be achieved by using simple interaction design. In this development process, the user 
gets the focus. The final product comes out into reality after discussing user ideas, 
their experiences and suggestions. Prototyping and usability are the important parts of 
this process. Finally, we can conclude that this model is suitable for those products 
where the main focus is the user. [8]     

1.1.2 Information Security 
 
In a development process, there are different steps to complete different software de-
velopment methods, but whatever steps one takes or whatever development process 
one uses, users need applications/services with no vulnerabilities and one, which pro-
vides protection to information security characteristics (confidentiality, integrity, 
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availability). Mobile phone services are a kind of software, which are stored on a mo-
bile phone device and communication is made possible through the mobile networks. 
So information security gives protection to hardware, software and network with the 
help of products, people and procedure.   

1.2 Problem Discussion 
 
Business and communication through mobile have become crucial part in daily rou-
tine life. These days most services which are available on internet are also available 
on mobile devices. On the other hand, security issues are the major threats due to dy-
namic mobile environment. Due to this security threats user’s confidentiality, integrity 
and availability are on a stake. Here, we will discuss these attacks and also what kind 
of loss can occur due to these attacks. We will discuss these attacks with respect to 
end users, network providers, and services or content providers that help in elaborat-
ing the problem. 

1.2.1 End User Perspective  
 
Computer viruses are well known and are dangerous risk for corporate computer envi-
ronment. These malicious programs can steal the confidential user information, or the 
crashed email server etc. The potential threats like network worms, Trojan horses, 
Bacteria, Logic Bomb, Password catcher, Trapdoors and war can be harmful as well. 
The mobile phone fields are also affected by malicious programs because the modern 
mobiles are equipped with same as PCs; it has an operating system, text editor, 
spreadsheet editor and database processing. The cell phone users have also the facility 
to exchange executable files, and modern cell phones are also connected to internet. 
Mobile phones are facing the same threats that the PCs are facing. New wireless tech-
nologies have opened up the thrilling opportunities in a mobile e-commerce market 
like financial transactions and online purchasing with sensitive data transfer by using 
mobile phones. Thus; the security is the most important issues in such kind of ser-
vices. [45]  
 
On the other hand,   the malicious entities, and the threats that can exploit confidential 
user data like spoofing, information disclosure, proofing, profile linking, malware, 
information overloading (Denial-of-services, service selection dilemma), and configu-
ration complexity. Spoofing is a malicious entity or a person that successfully mas-
querade as another by giving wrong data or information and get all illegitimate advan-
tages. Attacker can steal user’s account information (username and password) and 
may use this information for purchase of digital contents. Moreover, user personal 
information like identity, credit cards information, physical location etc, can be dis-
closed with interaction to service provider or passive eavesdropper attack. Informa-
tion disclosure may effect on user privacy, identity theft, which can lead to the reason 
of losing money. Content distribution protection (CDP) like (watermarking, finger-
printing etc) and Digital Right Management (DRM) are being handled by the different 
content providers. CDP and DRM can illegally distribute user content information.[7] 
Without user’s knowledge, different kinds of spy software can run on their devices 
like spyware, Keystroke logger, Trojans etc. This Malware software can steal user’s 
information (passwords, credit card information) [21] [7].   
 



    

5 

    INTRODUCTION 

On, one hand the modern applications/services like mobile e-commerce, online pur-
chase and financial transaction are facilitating mobile phones users but on the other 
hand different kind of malicious software are stealing confidential user data that is 
becoming cause of the loss of money as well as denial-of-services. This is happening 
due to the vulnerabilities in developed application/services. So there is a need to pro-
tect these applications/services by attacker to remove vulnerabilities. In computer en-
vironment user mostly use antivirus, firewalls, patches etc but for mobile phone users 
such type of updates are not available and sometime these updates, patches are out of 
range. Viega specified that a radical change is continuously occurring due to the pro-
gress in internet and many new applications and services are being developed, which 
fulfil customers’ business needs like e-commerce to M-commerce etc. But the secu-
rity is the biggest issues while development of such type of the applications / services. 
MMS is popular messaging service, through this service; attackers attack on network 
as well as on mobile phone device that become the reason of loss of data and money 
etc. Attackers send MMS notification messages to those whose addresses are stored 
on malicious web server and mobile phone numbers are generated automatically. Af-
ter that this message is sent through SMS or WAP push. After sending MMS notifica-
tion message, the attacker waits for HTTP Request message at his web server which 
states its location. Since, many mobile phones are configured to download MMS mes-
sage automatically and make HTTP request to the attacker web server. HTTP contains 
profile and the IP addresses of the phones and file extension that mobile phone are 
able to execute. Then attackers send slightly different URL to other cell phones; make 
a hit list that contains the profile of the cellular device. The PDP (Packet Data Proto-
col) context gets activated when cell phone give response to MMS notification mes-
sage, that makes attacks easy and simple to execute even in the presence of NAT 
(Network Address Translation) and firewalls. [43] 
 
Huge number of advertisement can also come to users on their devices without their 
attention and some become the reason of attack on a physical mobile device [7]. 
These huge numbers of advertisements can be sent to user’s device, which could be 
both legitimate or bugs that become the reason to deny a user’s device to get the genu-
ine services. If these advertisements are the bugs then, these bugs can be the harmful 
both for the physical device as well as for the services; and the user is unable to get 
his legitimate services. There is also the possibility that attacker masquerades behind 
these bugs and take all services without paying anything. User’s data, like phone con-
tacts and user profile can be hacked as well.  
 
Network complexities also become the reason of attacks on mobile phone devices or 
applications/services. Before accessing services, users have to do appropriate configu-
ration or set up a service on their devices. It is a complex task for non-expert users. In 
case, if they configure wrong settings it can become a threat. For example, if users 
unselect virus protection on a device during the configuration setting, it can lead to 
disclosure of users’ information. Most of the users do not implement security parame-
ters properly on their devices, for example, they choose simple password that can be 
easily hacked by attackers. [7][8].   
 
Sometime they use an old version of software on their devices. Most updates and 
patches are not accessible by mobile phone users because most of the mobile phone 
users are not the expert like PC users. Antivirus and firewalls are not available for 
mobile phone devices. Besides these things; even networks and mobile devices do not 
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have any security that protects against attacks. If the attacker, are able to hack the 
networks then not only they can easily attack any physical device (mobile phone), but 
also the applications/services and information security characteristics like confidenti-
ality, integrity and availability are put at risk. In this study, we not only focus on the 
security of mobile phone applications/services during development but also on physi-
cal mobile devices. Though, network security is not the part of this study. Below we 
are going to discuss some attacks on network because this discussion enlightens the 
problem. Most security parameters are being installed on a network and the attacks 
show that networks are also not secured even; though antivirus, firewalls, and other 
security parameters are installed on them.     

1.2.2 Network Perspective  
 
Network threats usually are being divided into active and passive threats. In a passive 
threat unauthorized party gets access in a network, but it cannot make alteration. 
Eavesdropping and traffic analysis are example of passive attacks. While in active 
threats adversary can makes modification to a message, data stream, file, Masquerad-
ing, replay, message modification and Denial-of-services are examples of active 
threats [7] [16]. 
 
In eavesdropping, the attacker may monitor the transmission for message content at a 
network level and capture the information. For example, if a user wants to purchase a 
train ticket, or he wants to pay utility bills or he wants to access bank services through 
mobile phone devices, all the information can easily be observed and captured. It may 
also open the door to use this illegally. While in traffic analysis adversary analyze 
network traffic and observe a communication pattern in more intelligent and organ-
ized manner. Through the malicious entities, they try to capture user IP/MAC address 
that can expose its physical location. In that situation user privacy can be affected. In 
masquerading, adversary hides himself behind authorized user and gets all legitimate 
benefits. For example, a user gets the access on his mobile device to see a football or 
hockey match online or to access bank services. In man-in-middle situation attacker 
captures users’ information through malicious software and redirects the message and 
gain access of this service without paying anything. However,, on the other hand,   the 
authorized user is charged by the service provider. In replay attack, adversary moni-
tors network transmission, after capturing some valuable information. He retransmits 
a message as authorized user and attacker gets all services that are available for au-
thorized user without paying anything. In message modification adversary can delete, 
add, change or record the message. In Denial-of-services adversary flood network 
with many requests that server is unable to resolve, these requests and slow down. 
The server does not response until the problem is resolved. These attacks are showing 
that network is also not saved by the attacks. So, here is the need to improve the secu-
rity of mobile phone devices and as well as considering the information security char-
acteristics, confidentiality, integrity and availability while developing mobile phone 
applications/services. 

1.2.3 Service/Content Provider Perspective 
 
Mobile payment systems have many issues including legal and technical but still have 
not been adopted globally. Illegal content distribution is the major issue in ubiquitous 
mobile environments for digital content industries. [7] For example, user can share or 
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distribute content with their friends; this is directly a loss of revenue for content pro-
viders. When user communicates with service or content provider, their privacy must 
be respected but in case of illegal activity or wrong behaviour, they should be traced 
or blacklisted.   
 
Above discussion shows the different attacks on a mobile network, on service or con-
tent provider and on a user device due to the vulnerabilities in develop applica-
tions/services. All these attacks are directly or indirectly affecting the mobile applica-
tions / services. For example, if there is an attack on network, definitely attacker will 
try to hack the services, so that he may have some benefit of this hacked service. On 
the other hands, mobile phone services development is growing very fast and every-
thing from gamming to online banking and GPS navigation are available on mobile 
phones. In 2010, it is expected that total revenue will increase from $2.6 billion in 
2005 to $11.2 billion with online multiplayer games generating, and it would take 
20.5 percent of market share. [12] Therefore, here is also a need to find the vulner-
abilities while developing mobile phone applications/services because these vulner-
abilities become the reason of attacks on mobile phone applications/services and ex-
ploit user confidentiality. Mobile network security and device security are also impor-
tant areas and researchers have done a lot of work on these areas. Currently there are 
many publications, which are available but during development of mobile phone ap-
plications/services, developers are neglecting security and leave much vulnerability in 
development of mobile applications/service. It’s also found that developers are not 
holding a proper security test.    

1.2.4 Developer’s Perspective 
 
Software development for a mobile phone is a difficult task. It consumes more time 
than the traditional software development. The main issue rises when that software is 
being developed for the different hardware architecture and for different devices. In 
that situation developer needs to perform cross-development or cross testing. This 
also indicates development of software on non-native hardware platform and non-
native operating system and testing in emulator environment. Emulator speeds up the 
development process, but it has drawbacks because some developed application or 
services need to be checked on real devices. Further, emulate CPU may be slow or 
faster than real environment, and also it’s only the substitution of real environment. 
Diversity between different mobile phone devices are another considerable point for 
developers. Because, difference between hardware and in an operating system or 
some missing features of operating system need more attention for developers in de-
velopment of mobile phone software. [27] 
 
Mobile phone applications/services development is also complicated due to some spe-
cific demands and technical constraints depending on mobile phone size, weight, dis-
play size, data input mechanism, processing power, memory space, battery capability, 
and operating system. It also specifically demands that the characteristics of target 
device should be considered while application development. [42] 
 
Many developers do not know what the problem is and ignore left vulnerabilities 
while development of the software. These vulnerabilities become the reason of attack 
on software (applications / services) in spite of that the user has the best firewalls. As 
firewalls are also one kind of software, there can also be exploited remotely and let 
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people to access applications through firewall. Furthermore, same situation is happen-
ing with cryptography, 85% CERT security advisories could not be stopped by cryp-
tography. Software is the main root of a security problem in computer as well as in 
mobile phone application/services. If software misbehaves, it can cause a number of 
problems and attack can occur against the software reliability, availability, safety, and 
security. Malicious hackers do not create security holes, in developing software; they 
simply exploit vulnerabilities and security holes that exit in already developed appli-
cations/services. [46]  
 
Developers are not paying much attention to security while developing the software. 
They opine that security only include add-on features. They only pay attention when 
applications/services being developed are broken through by attackers; after that they 
rush and develop patches. Patches are not the solution because developers only create 
patches for the problem that they know but the attackers may find vulnerabilities, and 
they never share this security hole with developers. Usually patches are developed on 
a very short time due to the market pressure and so these patches often introduce new 
problems.  Patches and updates are commonly used by computer users but for the 
mobile phone user such as type of update and patches, mostly are not available. For 
the secure development, the better idea and security should be deigned and considered 
at the start of development. [46] 
 
Many development platforms are available for a mobile phone but 80% of current 
market is using Java 2 Micro Edition (J2ME) and developers are unable to perform 
security testing properly and sometime developers neglect the testing phase and 
launch beta version of the services. Sometimes developers give an argument “Hey, we 
wrote it. Why shouldn’t we trust it?” [12] According to George, most errors in pro-
gramming occur due to bad programming and design mistakes [14]. These program-
ming flaws have become the cause of different attacks. For example, buffer overflow, 
misplaced trust, race condition and poor number generators. Carlsson specified that, 
50% large attacks exploit due to buffer overflow, denial-of-services, remote access, 
file deletion or modification without user attention, encryption exploitation etc due to 
programming flaws in code [13]. Developers have to face a difficult challenge in the 
development process of mobile phone services. They have to think about the operat-
ing system on for which these services are going to be launched; even it’s not just 
about an operating system but also physical devices, memory size and network. [41] 
 
In above discussion, we have shown that what kind of problems developers are facing 
in the development process. It also shows that how developers are dependent in the 
process and the difficulties of the process. This could be one of the reasons along with 
lack of security awareness among the developers; that they left the vulnerabilities in 
the development process of mobile services, which leads the attackers to hack these 
services and exploit it on their behalf. 

1.3 Aim of the Study  
 
Aim of this study is to get better understanding about the security, how to improve it  
for mobile phone services against information security threats with respect to devel-
oper’s perspective. 
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1.4 Research Question  
 
How can developer improve the security in the process of developing mobile 
phone services? 

1.5 Delimitations and Limitations 
 
When we talk about security issues, we mean both the application software (mobile 
software) and the infrastructure on which this system is built. Application security is 
the software engineering problem; therefore, the designer and the developer take this 
very seriously and must develop the application which can stand firm against perspec-
tive attacks. [10] Our study will focus on the developers who are responsible for de-
veloping mobile phone services for the tele-operators and later these services are be-
ing used by end user. The purpose of this study is to increase the developer’s aware-
ness towards the security and give them training that changes theirs attitude regarding 
security activities. Furthermore, they will have to involve information security during 
the each stage of a service development process.  Here, we are not going to enhance 
the development process; but this study will give them the security awareness, how 
they can involve and consider information security during the whole process. There 
must be a balance between security & usability, that’s why, developers have to take 
care of all those aspects; during the development, which, they have been ignoring due 
to the lack of security awareness.  

1.6 Disposition of Thesis  
 
This thesis is divided into six chapters. In first chapter, we have introduced mobile 
phone services, development methods and information security. After that, we have 
problem discussion then aim of study, research question and delimitation and limita-
tion. In chapter two we have presented what work has been done previously and tried 
to match different attribute with our argumentation. In this chapter, we have discussed 
mobile phone services evolution from GSM, GPRS, to 3G, mobile software develop-
ment, developed mobile phone services, IS awareness, risk analysis and have dis-
cussed about a vulnerability model. Chapter 3 contains the theoretical framework. In 
Chapter 4, Methodology, the research purpose, research approach, research strategy, 
data collection methods and data analysis of the whole thesis is being discussed. In 
Chapter 5, Data Analysis, we have analyzed the collected data and on the bases of that 
analysis In Chapter 6, Conclusion and Finding, we have presented the conclusion that 
supports our research question. Appendix A contains the Questions of the Interview 
while Appendix B has Empirical Data; we have presented data which we have col-
lected through in depth interviews with different mobile software developing compa-
nies.  
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2 THEORY 
 
In this chapter, first we have discussed mobile services evolution from GSM to GPRS 
and 3G. Due to this evolution there are many mobile phone services which are being 
developed by using different development methods. After discussing these different 
software engineering methodologies we have discussed Mobile D; Approach for mo-
bile phone applications/services and also we have discussed mobile phone develop-
ment dependencies. What kind of factors developers should consider in development 
process and awareness for developers how they involve information security in devel-
opment process? Then we have stated Risk analysis. Through risk analysis we have 
identified potential attacks which are faced by mobile devices as well as the services, 
and confidentiality, integrity, availability where these factors are also on risk. Fur-
ther, in risk analysis we have found vulnerabilities that occur due to some program-
ming flaws which become the reason of attacks on services, and then we have dis-
cussed the methodology to discover vulnerability. 
 

2.1 Mobile Services Evolution from GSM to GPRS and 3G 
 
Here we have discussed the evolution of mobile phone services from GSM, to GPRS 
and 3G. The technology has brought new services and features for mobile phones. 
This is the starting point or first step towards unlimited mobile phone services devel-
opment. GSM has made possible digital voice communication and low data services. 
It uses circuit switching data connection for communication and provides good qual-
ity voice communication and SMS services that have achieved a great success. Higher 
data rate and packet switching connection reshape the mobility and these become the 
exciting feature of mobile communication. 
 
WAP (Wireless Application Protocol) is being defined as supporting applications over 
existing and future mobile system like GSM, GPRS, 3G and beyond. WAP supports 
various possible applications. It was mainly deployed and advertised to access internet 
on that device but especially, it is not designed for that. This factor causes poor per-
formance and negative user perception. WAP has initiated GPRS and provides many 
services for users. GPRS allows packet switching data connection that make possible 
to use air interface in more efficient manner. Packet switches allow application to 
share radio resources as it is allocated to the application only when it actually has 
something to transmit. This technology enables higher data rate. Then 3G mobile 
standard has been developed. It has taken important step in real-time multimedia ser-
vices along with enabling increased speed, increased flexibility. [17] 

2.2 Software Development for Mobile phone 
 
In this part we have discussed, what programming languages are being used by devel-
opers along with different technologies that are currently in use during development 
of different mobile phone applications/services. We have discussed about the limita-
tion of WAP, use of I-mode, and advantages/disadvantages of J2ME. We have dis-
cussed also, those languages which are supporting while development of mobile ap-
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plications/services. Further, we have discussed those factors which are being consid-
ered by developers during development process.  

2.2.1 Limitation of Wireless Application Protocol in Development 
 
WAP developed by the WAP forum for sending and reading internet content and 
messages on small wireless devices such as mobile phones. [18] It works overall on 
all major networks and all major operating systems. The famous wireless technology 
providers like Nokia, Ericsson, Motorola are supporting this protocol for their 2.5G 
and 3G networks as well as Microsoft is also supporting this.[40] Wireless Mark-up 
Language (WML) is the lighter version of Hypertext Mark-up Language (HTML). 
WAP provides the solution on internet standards like HTML, TCP, TLS, and TCP 
over the mobile networks. These standards cannot work on mobile environment be-
cause these standards need large amount of text data for sending. The pages are being 
developed by using HTML. Generally, HTML is unable to show content on the small 
mobile screen furthermore pager, navigation is also not easy task. Additionally, HTTP 
and TCP are not developed for mobility that’s why these protocols are unable to han-
dle intermittent coverage (discontinue), long latencies over limited bandwidth wire-
less networks. Wireless services using these protocols are slow, costly and difficult to 
use. WAP solves these entire problems and it makes possible easy, fast and cheap 
transmission over mobile phones. [18] 
 
Through the WAP, it became possible that mobile phones can run an internet and not 
get only voice services, but also get data services. The Wireless Application Protocol 
defines Micro Browser (that can be compared with standard internet browser), WML 
(Wireless Markup Language) is similar to java script. Wireless Telephony Applica-
tion (WTA), Content formats (business cards, content, events etc), and a layer tele-
communication stack.[19] The big disadvantage of WML was that developer has to 
create content independent of HTML or some translation process. [40] The examples 
of WAP application is Information retrieval on Internet: WAP made possible internet 
on mobile phone; WAP browser has some limitation as compare to ordinary internet 
browser. Also it has some restriction due to mobile phone size, limited memory, proc-
essing etc [19]. The service man application is possible due to WAP. For example 
through WAP enabled mobile phone; service man has direct access to inventory sys-
tem. It can check current situation in stock and inform to customers. In notification 
application, users are being notified by e-mail or voice messages. Through WAP Mo-
bile electronic commerce services have become possible like users can access pay-
ment services, bank transactions, purchasing tickets, or wagering systems. In teleph-
ony application: a user can get the services that handle call setup. For example user 
decides whether he wants to attend a call, hold on, reject the incoming call, forward it 
to another extension, and redirect it to mail box. [19] WAP 2.0 adopts existing web 
standards. The main goal of WAP 2.0 is to enhance user experience during expansion 
of wireless networks. It’s able to cope with rich content and cheaper bandwidth later 
on. WAP 2.0 allows developers to develop applications that have features like anima-
tions, streaming, and music download. Furthermore, it displays, colours, graphics and 
provides location specific content. It also allows synchronization with a remote desk-
top PC which reduces the development cost. In WAP 2.0, developers write content in 
XHTML, which supports CSS (Cascading Style Sheets), MMS, SMS, and WAP Push 
(which automatically deliver content to users. This useful service is for those users 
who are using online auction or trading). [40]  
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2.2.2 Use of I-mode in Mobile Application Development 
  
In 1999, NTT DoCoMo has introduced I-mode internet services. The users can access 
these services through I-mode, i.e. book tickets, check their bank balance, get the 
weather forecast, view train schedule and city maps.  Furthermore, users can send and 
receive e-mails to any internet address. I-mode services are an appealing business 
model for users because they can access internet through any I-mode compatible 
URL. Users only pay according to volume of data transmitted rather than total con-
nection time. Development language in I-mode is the cHTML (compact Hypertext 
Markup Language) which is smaller and slightly modified version of HTML. This is 
the best version for low bandwidth and limited client resources. In cHTML, JPEG 
images, tables, image maps, character fonts & styles, background colours & images, 
and frames are excluded. [40] 
 
The main disadvantage of cHTML, it is not supporting W3C standards. However 
cHTML is similar to HTML. That’s why, its easy to create and view these pages on 
internet explore. In the end of 2002, NTT DoCoMo had developed 3G handsets with 
dual browser capable of handling both cHTML and XHTML. This move not only sets 
an example for WAP migration, but also helps to prevent the isolation of existing 
cHTML developers and content. [ibid] 

2.2.3 Advantages of Java 2 Micro Edition in Mobile Applications Devel-
opment 
 
J2ME is the product of Sun Microsystems’s and a contribution in the field of wire-
less. J2ME is being designed for all kinds of consumer and embedded devices from 
phone to set-top boxes; which are also supporting wireless Java Virtual Machine. On 
the other side, XHTML and cHTML are mark-up languages which require browser 
software on the client device. J2ME provides complete application programming 
framework. It gives users control on interface and access to hardware platform with 
built-in secure networking capabilities and customizable input feature therefore, 
browser software is suitable for static contents and user’s interaction is being missed. 
[40] 
 
J2ME applies through MIDP (Mobile Information Device Profile Functionality) to 
wireless devices. The MIDP has CLDC (Connected Limited Device Configuration). 
CLDC is the Java runtime environment for mobile information devices. Developers 
create small application through MIDP like games, instant messaging, email, finical 
application, vendor application, etc. These applications are called Midlets. Through 
Midlets, developers can develop richer, more interactive, client experience applica-
tions/services; that are portable, downloadable, and robust. The disadvantage of 
Midlets, it consumes more memory space, storage and downloads processes which 
take more time. In spite of this, Java is suitable for mobile applications. [ibid] 

2.2.4 Weakness of J2ME (Java 2 Micro Edition) in Development 
  
Different platform exist for smart phones but 80% of current market is using J2ME 
(Java 2 Micro Edition). J2ME is providing java runtime environment for mobile 
phones, PDA, and other small device. J2ME smart phones generally have some soft-
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ware quality issues and developers cannot run sufficient testing for J2ME applications 
on different devices. The desktop users download patches and solve security prob-
lems. These patches are also available for mobile phone users but often these are out 
of range. Therefore, developers must consider viruses, worms, distributed Denial-of-
services attacks during development. Hackers can use the different methodologies like 
reverse engineering software tools for the study of source code and easily interfere 
with binary code. The gamming industry is facing this problem; hackers can easily 
crack license key and use these games illegally. Also hackers identify network proto-
col by using network sniffer and write their own malicious code. These malicious 
codes have ability to apply attack on services. So, developers should think all these 
aspect before developing but developers mostly give arguments “Hey, we wrote it. 
Why shouldn’t we trust it?” [12] In our opinion, this is a dangerous attitude.  
 
J2ME applications should be hold sufficient security testing before deploying on mo-
bile phone. Currently, it is not sufficient in wireless world. Furthermore, DRM (Digi-
tal Right Management) is not being handled properly in J2ME applications. For ex-
ample, at the time of purchase, most users want to try applications; this can become 
the reason for implementation of DRM. [28] 
J2ME configuration is based on, Java virtual machine features, Java programming 
language features, Java libraries and application programming interfaces (API) [12]. It 
has been observed that its security is also based on Java sandbox model. This sandbox 
is different from the conventional Java sandbox model [28].But, in case, due to some 
security attacks on this sandbox, which can become the reason of infected sandbox. It 
also can exploit the users’ confidential data like password etc. [16] 
 
Above discussion shows, the languages are being used during mobile phone applica-
tions/services development by developers; furthermore, we have discussed different 
kind of services which had been developed due to the different technologies. Now, we 
are going to discuss, those factors that are being considered by developers during de-
velopment process because without the consideration of these factors, it is hard to de-
velop secure mobile applications/services. 

2.2.5 Mobile Applications/services Development Dependencies: 
 
Developers are facing different kinds of technical challenges while developing mobile 
applications/services. These technical dependencies are, operating system, physical 
device, and network; without considering and satisfying these dependencies, mobile 
application development is a difficult task. For example, GPS applications require lo-
cation coordination, which is provided on device or mobile network while developing 
GPS application. That’s why; these applications are dependent on devices or net-
works. Similarly, an application which is being developed for mobile camera is de-
pendent on operating system of that particular mobile. [41] 



    

14 

               THEORY 

 
Figure 2.1 Mobile Content and Application Development Dependencies [41]. 

 
An application development platform is the set of different kind of APIs (Application 
Programming Interface). These APIs provide access to certain mobile device or on 
network functionality; which is being used by the application to perform function on 
device or on network. J2ME, BREW, and Flash are the primary application develop-
ment tools. J2ME is the open development platform standards while BREW and Flash 
are the propriety standards. Integrated Development Environments (IEDs) like 
AppForge, JBuilder, WebSphere, Visual Studio.NET and wireless software develop-
ment kits (e.g. Sun wireless toolkit, Openwave) cannot be confused with application 
development platform. [ibid] 
 
Developers are using application platform while developing application and these ap-
plication can be accessed on different, devices, O/S, networks etc. Those Developers 
who have experience in Java language they choose J2ME while those have C++ back-
ground, they choose Visual Studio environment for application designing. Application 
certificates are also considerable factor while developing mobile application; this cer-
tification solves interoperability problem, it also gives the knowledge, how applica-
tion will communicate across different devices, network and operating system. Fur-
thermore, it handles the security of mobile device, network; and ensures the proper 
functionality of application which depends on APIs.[41] 
 
Above discussion shows that, during development of mobile application there are sev-
eral things to be considered; like operating system, network, physical device etc. If 
developers neglect these factors during development process then the developed ap-
plications/services may not function properly. Operating system and networks are not 
the part of our study that’s why we have skipped these factors but in Risk analysis we 
have only shown some attacks which are being occurred due to specific operating sys-
tems. Furthermore, we have shown the losses that are being occurred due to these 
threats. Due to the study limitation we have not discussed the structure of operating 
system and the mobile network but while development these are the important factor 
for consideration. Without knowing the vulnerabilities it’s hard to develop secure ap-
plication/services. 
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2.3 Developed Mobile Service 
 
There will be more than two billion of mobile phone users at the end of 2008. This not 
only makes the voice communication as 'the important' but also the data services are 
being provided on mobile device; it is a strong and dominating revenue source. This 
makes the mobile services grow more rapidly which are introducing the more innova-
tive services in this field. Thus; mobile services have brought incredible changes in 
our routine works since the launch of GSM in 1992, on commercial level. [20] Mobile 
phone services are the main stimuli in mobile communication and their usage by the 
subscriber. That’s why subscribers needs become one of the most important aspects 
during development of services. These services which are being provided can be cate-
gorized into different sections like [17] 
 
1- Local Services 
2- Location Base Services 
3- Information Services 
4- Messaging Services 
5- E-Commerce, M-Commerce, Micro-payment 
6- Entertainment Services 
7- Remote Services 
8- User Profile management Services 
9- Multiplayer Services 
 
There are different local services available like, local emergency services, medical 
information, security (police), local logistic information (bars, restaurants, hotels, en-
tertainment places, and so forth). Local white and yellow pages, local news (with 
translation service if needed), local road and street maps or tourism guides, local 
transportation services (bus, train, and subway, with maps) can also be accessed. 
 
Location based services are not the standalone services. These services work with cor-
poration of other services. These services are already available since the birth of 2G. 
For example find a particular location in city. Several methods are used for these ser-
vices like Cell coverage based positioning, Observed time difference of arrival, Time 
of arrival, assisted global positioning system (GPS). 
 
Local services are being used by the different users like, the local authorities and net-
work operator. They can be used for public safety, lawful intercept, and emergence 
services. Network operators are using these services for, Location-based charging, 
Tracking services, Network traffic monitoring and statistics and Enhanced call routing 
(ECR). The application services providers can use these services for location based 
services and location based information like, Navigation, Sightseeing, Location-
dependent content broadcast, Yellow pages, Location-sensitive Internet, Network-
enhancing services, Meet-me service.[ibid] 
 
Information services are available after the WAP. 3G makes possible true multimedia 
services due to higher bandwidth and new standards while GSM provides simple in-
formation services like text and pictures. [17] 
 
Currently, SMS (Short Message Service), EMS (Enhanced Message Service), and 
MMS (Multimedia Message Service) are available in messaging services. Through 
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SMS users can get the different services like, person to person messaging with deliv-
ery confirmation. Users can get the information services by sending SMS, on ra-
dio/TV competition users can send SMS and can win a prize, object messaging and 
download (ring tones, simple pictures or animations etc). Basic EMS and enhanced or 
extended EMS both are the extension of SMS. Basic EMS allows richer media con-
tent, animations and melodies. Text now allows possible formatting black and white 
bitmap pictures and animations monophonic melodies. While enhanced or extended 
EMS add more functionality like Grayscale, color bitmap pictures and animations 
polyphonic melodies and vector graphics. Object compression is added for perform-
ance. MMS provides richer functionality compared to SMS and EMS. Through MMS 
person to person or person to machine messaging is possible with free from text, color 
imaging, graphics, photos, audio, and video; it also supports multimedia features. 
MMS has also made possible to exchange message with internet users. [ibid] Picture 
messages are the same as SMS but it has brought new dimensions. SMS can be de-
leted after reading as well as picture messages; but user like to keep or collect more 
pictures. Picture services are categorized into photo album, snapshot gallery, etc. 
Photo album services provide those users who customize it and provide a place on 
network server where user can build a photo album. While snapshot gallery is differ-
ent from photo album, it provides the ability to take the snapshot during incoming 
video stream and then collects into snapshot gallery. [17] 
 
Internet users are familiar with the E-Commerce and now the next step is mobile 
commerce. The system of payment might be tiresome as compared to the direct pay-
ment methods and needs further enhancement. [ibid] 
 
Entertainment includes the several services like TV programs, movies, and music. It 
also facilitates a user with games (adventures, puzzles, crosswords and quiz games). 
Other entertainment services like, Jokes, cartoon, quotes, horoscope, voting, gam-
bling, pictures, sound, video clips, advertisement are dealt and discounted.[ibid] 
 
The mobile users often ask where all those visualizing services are? So this question 
could be raised that do users have the awareness about the new services which are be-
ing developed. Tools could be used to inform the users about the new services or in-
crease the awareness by advertisement on a custom-made portal. When a user has the 
information about the available services then he or she can subscribe those services 
according to his or her interest. The service provider should inform the subscriber the 
full usage cost of those services. [ibid]  
 
In above portion, we have discussed the mobile phone services that are currently 
available on mobile phones. Not all these services are available but they are just the 
examples that now mobile services are going to explode in near future because every-
day, we hear of a new mobile service. Now, mobile devices are becoming more than a 
voice communicator. Below, we will discuss some software methodologies because 
mobile phone services are also one kind of software and being developed through 
software methodology. There are different software development methods like water-
fall, spiral model, rapid application development, and agile method. Also in this part 
we will discuss one model that is for mobile applications/services development based 
on agile method.  
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2.4 Software Development Methods 
 
Waterfall was the first model in software engineering and it is the base of the many 
lifecycles models which are being used for software development. Water fall method 
is based on linear model; its second step only starts if the first one has finished. For 
example, design can only begin if the requirement analysis has been completed. It has 
5 phases which start from requirement analysis to design, coding, testing and mainte-
nance. The main flaw in this method is that it’s not iterative but during development 
requirements are changed several times. So it’s not wise to sit down and wait for 
weeks or months for the design and implementation to complete. Further, waterfall 
model does not give a chance to review and evaluate from the user. [15] 
 
In 1998, Barry Boehm suggested spiral life cycle model for software development. It 
has two types risk analysis and prototyping. Also, this model adopts iterative frame-
work that allows ideas, progress, repeated checking and evaluation. Different life cy-
cle models and different activities can be included in iteration. Users’ involvements in 
this model are not necessary; but identification and control Risk need to be consid-
ered. According to Boehm, specifications and plans need to be considered in risk 
while developing system; rather than its functionality. [ibid] 
 
During the 1990, focus on user became the stronger drive; so it made a way for a new 
Rapid Applications Development (RAD) approach. It has been tried that user has cen-
tred view to reduce the risk which could be caused during the project’s development. 
There are five phases in RAD, project initiation, JAD workshops, Iterative design & 
built, engineering, then final test prototype, and last implementation review. [15] 
 
There are two key features in RAD project, 

� Time boxing; in this part, time is limited and some part of project must be de-
livered in specified period of time   

� JAD (Joint Application Development); workshops are being held where users 
and the developers sit together; and They have intense discussions to identify 
the requirements of the projects.[ibid] 

2.4.1 An Agile Approach for Mobile Application Development 
  
In telecommunication industry changes are occurring continuously. Due to every day 
changes in new mobile applications, many new applications/services have been intro-
duced with combination of e-commerce applications. These applications/services are 
being introduced due to the implementation of 3G technologies; like user and location 
specification, mobile advertising, location based services and mobile financial ser-
vices etc. [42] 
 
In past, the mobile phones have had closed environment; and its software was main-
tained/developed by the terminal manufactures. But now a days, Symbian operating 
system and Java technologies have brought open platform; and those have completely 
changed the development situation. Now days, anyone who has skills can develop 
mobile phone applications for mobile terminals. [ibid] 
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Agile software development is seen to be the solution for the mobile applications de-
velopment. But due to the characteristics of mobile phones, i.e. terminals, networking 
environments; it has put some constraints. That’s why; it needs to have a new ap-
proach for development of mobile phones. The Mobile D Approach has been devel-
oped on the basis of agile software development method. [ibid] 
 
Mobile-D approach is based on extreme programming (development practices), Crys-
tal methodologies (method scalability), and Rational Unified Process (life cycle cov-
erage). The aim of this approach is to deliver fully functional mobile applications in 
short time frames (less than 10 weeks); and it has been fully assessed against CMMI 
level 2 certification. [ibid] 
 
This approach divides project into five iteration setup, core, core2, stabilizing, and 
wrap up. Each phase consists of three different types of development days, i.e. plan-
ning day, working day and release day. If there are multiple development teams work-
ing on the project then integration days are also needed. There are nine principal ele-
ments which are included during this practice in different phases. These elements are  
 
1. Phasing and Pacing 
2. Architecture Line 
3. Mobile Test-Driven Development 
4. Continuous Integration 
5. Pair Programming 
6. Metrics 
7. Agile Software Process Improvement 
8. Off-Site Customer 
9. User-Centred Focus 
 
Most of these elements are well known in agile practice like architecture line. The ar-
chitecture line captures the architecture knowledge about patterns and solution; that is 
proved to be useful while working in the organization or same applications outside the 
organization. The typical software architecture is based on documentation with pre-
applies patterns; in Mobile-D approach these can be agilely utilized. The agile archi-
tecture line increases development growth rate with phasing and pacing in Mobile-D 
approach. [42] For the development of mobile applications it should be tested on ear-
lier stages like, product runs on multiple mobile platforms; it designs or it can im-
prove software changeability etc. This approach is test oriented; i.e. Mobile Test-
driven Development phase. Therefore, before implementing the product, automating 
unit testing and acceptance testing are being carried out by customers to checks its 
functionality. [ibid] 

2.4.2 Simple Interaction Design Lifecycle Model 
 
Waterfall lifecycle is the first model in software engineering. Before, waterfall there 
was not a single arranged approach for software development. So, this is being con-
sidered as a base for the lifecycle models which are being used today. The drawback 
in this model is its linear approach; because requirements change frequently in today's 
environment. As mentioned above, developers have to wait for the time to complete 
the design and implementation phase and come back to the requirement again to solve 
these problems. In today's environment, it’s necessary to have a flexible and iterative 
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lifecycle and for a simple interaction design lifecycle; model is chosen to meet mod-
ern development. [21] This model has four phases  
 
1- Identify needs/ establish requirement 
2- (Re) Design 
3- Build an interactive version 
4- Evaluation 

2.4.2.1 Establish Requirement 
There are two types of requirements identified by Sharp in software engineer-
ing which are functional and non-functional requirements. In functional re-
quirements analyst consider "what the system should do” and in non-
functional, what limitations are on the system and its design and development. 
Data gathering for requirement is very important to construct firm require-
ments; related and suitable data is required. There are three common tech-
niques of data gathering are being used i.e. interviews, questionnaires and ob-
servations. [ibid] 

2.4.2.2 Design and Build an interactive version 
When a word prototype is used one can imagine something like a scale model 
of a building or a bridge. In case of software; a prototype could be an outlined 
sketch on a paper, a picture or simple software with few basic functions. "A 
prototype is a limited representation of a design that allows users to interact 
with it and to explore its suitability."[21] 
 
There are two kinds of prototype; low fidelity and high fidelity prototyping. 
Both have different type of benefits, but the main intention of producing it, is 
to test quickly some of the features of the software application. When design 
goes through iterative cycle many times, then it has a confidence that it has all 
the requirements. All the things are iterated steps, prototyping and valuation 
should be merging to the final end product. [ibid] 
Transferring requirements and needs into a conceptual model is based on an 
interactive design. User requirements should be kept in mind while developing 
the conceptual model, keep an open mind and discuss ideas with stakeholder. 
Low fidelity prototyping; to have the quick feedbacks and iteration are the 
main features of conceptual design. [ibid] 

2.4.2.3 Evaluation 
There are three evaluation approaches described by Sharp each of these has 
distinct ways and values to evaluate.  
i)  Usability testing 
ii)  Field studies 
iii)  Analytical evaluation 
  
Experiments are being conducted in a controlled environment for the usability 
testing. The goal is to test the software being developed; it is suitable for the 
proposed user and completing the tasks within the time for which this software 
is being built.  
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Field study is used to know, how a product or prototype is taken by the user in 
the routine lives. This study could be spread over few minutes to several 
months. Analytical evaluation is conducted by the experts. [ibid] 

 
Mobile phone services are used through one or combination of above mentioned soft-
ware methodologies. The most suitable software methodology for mobile phones ser-
vices development, which mainly focuses on users and develops services with proper 
coordination with users. These developed mobile applications/services should be easy 
to learn, effective to use and provide enjoyable user experience; that’s why before de-
sign, it should be considered what good and bad design is? Other things are consider-
able for the good design as well; consider who are going to use this product and what 
kind of activities they can perform. User experience should be the central part of this 
methodology. It means how mobile applications/services will act while using that. It 
is also considerable that one cannot design a user experience, only designer can de-
sign for a user experience; similarly, one cannot design sensual experience, but 
through the design it can evoke. For example the designer makes a smooth, silky de-
sign for mobile phones and which can fit in the palm of hand at the time of held, when 
user touches, looks and interacts with it. It provokes user sensual experience and be-
comes the reason of its satisfaction. [ibid] 
 
So when developers are going to develop mobile phone services, defiantly it will be 
used by end users. If end user experience is not counted; then developed services will 
fail. That’s why, developers should consider this factor. The traditional software engi-
neering methodologies like waterfall, this model doesn’t give a chance to review and 
evaluate with the user; also this model is not iterative while in spiral model is itera-
tive. Although, flaws are removed but still users are not involved. Though, developer 
must choose a method in which end users are involved throughout the process. 
  
After discussing the different development methodologies we are going to discuss 
what information security triad demands and what things should be protected while 
developing mobile phone applications/services.  

2.5 Information Security 
 
The term information security explains the tasks of guarding information that is in the 
digital format. This digital information is manipulated by a microprocessor, while 
stored on magnetic or optical storage device and it is transmitted over a network [16].  
 
Data is stored on mobile phone or memory cards and communication is possible over 
the wireless network. Wireless networks are more open for risk as compared to fixed 
networks because in fixed network data comes from one source while in wireless mo-
bile networks, communication is possible with the collaboration of different mobile 
network like GSM, GPRS, and fixed networks. Furthermore, internet also communi-
cates with mobile networks, this shows that mobile communication is on great risk.  
 
The information security is examined through its three goals. Firstly, Information se-
curity ensures that protective measures are properly implemented. It doesn’t mean that 
information security completely prevents attacks or guarantees that a system is totally 
secure. But information security is the protection which creates defence against these 
attacks and prevents the collapse of the system when attack occurs. Secondly, IS pro-
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tects the information that has the high value to the people and to an organization; that 
value come from the characteristics of information. These characteristics must be pro-
tected by information security. [16] 
 
For the mobile phone applications/services development, developers should also con-
sider how they can create defence against their developed applications/services, as 
well as for the physical device. Some kinds of antivirus or firewalls should be prop-
erly implemented. In spite of all this there are still threats for attacks, but if security 
measure were being considered in the development process these attacks could be de-
creased to some extent. In development process confidentiality, integrity, and avail-
ability must be protected because these are information security characteristics. Con-
fidentiality ensures that only authorized parties (sender and receiver) can view the 
transmission while integrity ensures that the information is correct and no unauthor-
ized or malicious software has modified the data (insertion, deletion etc). If someone 
tries to make changes it should be detected. The third goal of information security 
shown in figure 2.2, what needs to be protected is shown in the centre of diagram, 
which is the ‘information’. We use this diagram according to our study, in the centre 
of diagram mobile phone applications/services are shown instead of information. 
These services are stored or run on mobile phone hardware. These services are also a 
kind of software, which gives the facility to users to communicate, transmit, or 
download different services through the mobile network. Our study is not covering 
the protection of mobile network but it has the concern when data or voice communi-
cates through the network, this communication must be secure. No malicious software 
interrupts this communication; in case of attack or malicious software tries to hack 
these services.  It must have the ability to protect itself (even if wireless networks 
(mobile networks) has or has not properly implemented security parameters). Further, 
these services have no vulnerability during development which could become the rea-
son of attacks. That’s why; information security protects Confidentiality, Integrity and 
availability of information. Finally, mobile phone applications/services, physical mo-
bile device and wireless networks security, through these layers products, people and 
the procedure, security can be achieved.  
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For the protection of mobile phone devices; there is a need to install some kind of 
anti-viruses, firewalls etc. If someone does not implement security parameters prop-
erly on ones mobile phone; information security characteristics are being compro-
mised. Attackers can get access to physical device and make some changes, like dele-
tion, insertion on important information as well as the services which are running on 
mobile phone device. Therefore, the attacks on physical devices or on networks are 
indirectly attacking the developed services. If the mobile phones applications/services 
are developed according to these parameters; it will improve the development of se-
cure mobile phone applications/services. Those people are considered as users who 
are going to use these applications/services and mobile phone device, they have 
knowledge, how to install and properly implement security parameters on mobile 
phone devices. Procedure is the last layer which represents; that developers have 
adopted appropriate methodology while developing mobile phone services. At the end 
they develop and deliver secure services that have no vulnerability. So developers 
should consider (potential threats, assets, vulnerabilities etc) and involve information 
security on earlier stages while developing mobile phone applications/services. But 
information security factors are being ignored during development process. Now we 
are going to discuss how developers can involve and consider information security 
factors at the start of development process. This awareness will help them to develop 
secure mobile applications/services.  

2.5.1 Information Security Awareness in Development Process  
 
Developers are carrying out different processes while developing mobile phone appli-
cations/services. The service development process has different phases. Each phase 
has it own defined goals and methods. This process tells developer how to develop 
special kind of services, how different users will communicate and how information 
will be transferred? Information security factors are being neglected mostly during 
development process, even if process is well defined. The reason behind this, are the 
changes occurring continuously during process and new threats which are attacking 
on the services through different ways. That’s why, developers should consider these 
changes and threats during each phase of process because process itself cannot protect 
from all threat. [47] 
Different phases are being carried out by developers during development process. The 
last two phases are service enhancing and services terminating. These are managerial 
decisions; either they want to enhance or terminate the service. In case of service en-
hancement developers carry out all the process (design to maintenance), and develop 
the services. [ibid] 
 
1- Generation of service ideas / concept 
2- Service deign  
3- Service implementation  
4- Service testing 
5- Service deployment 
6- Service maintenance 
7- Service enhancing 
8- Services terminating 

Figure 2.2 Information Security Triad [16]. 
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2.5.1.1 Generating of service ideas / concept 
      

A service idea can be often created by content producer, service distributor or 
by a service developer. These ideas can be captured from end-users, or from 
market requirement. So, it is the responsibility of developer to handle service 
quality and security matters. These issues should be considered at the begin-
ning level; but information security factors are being neglected in development 
process. [ibid]   
 
During this first phase, developer should identify main threats against new ap-
plications/services. Furthermore, important security solution of these threats 
and developers are their own assessment about these threats. Through risk 
management, it can help the developers to estimate at which phase or period of 
time the risk may become real. Finally, this idea goes to design phase. 

2.5.1.2 Design  
 

In design phase developer design the structure of the service. That’s why, im-
plementation of these services require suitable kind of technology that these 
services need; i.e. Bluetooth or camera etc. So its developers’ responsibility to 
choose and evaluate services enabler technology with respect to information 
security factors. [ibid] 
 
A service implementation requires programming called Software Develop-
ment Kit (SDK). Programming should be staged in advance to include re-
quirement, specification implementation, business plan, deployment and test-
ing concerning the service. Though, in design phase developers should include 
information security factors and information security testing. [47] 

2.5.1.3 Implementation  
 

In implementation; developer carefully evaluates and then selects appropriate 
way of implementation. Developer has to consider on which platform this mo-
bile service is going to be run; for example, on server or client side or it is a 
middleware service, or using on specific mobile device etc. Information secu-
rity is a new issue in implementation of mobile services because mobile net-
works and smart phones are supporting internet lately. That’s why before im-
plementation, a clear process should be defined and it’s to be made sure that 
this process is protecting information security factors. Special attention should 
be given to the tools that are going to be used, for example encryption, librar-
ies, protocol implementation, and user interface development environment. In 
case of attack on service, ready made solution should be available on server 
side. [ibid] 

2.5.1.4 Testing 
 

Test phase helps developers to understand better and see a developed mobile 
service in different aspects like usability, security etc. Therefore, both static 
and dynamic code analysis should be used; and also developer should focus 
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thoroughly on source code as well as compiled code. Test activity should be 
carried out during development process and if developed code or services 
misbehave it should be corrected at beginning level. Also developers should 
consider if there will be an attack on server side like denial-of-Service; then 
how this developed service will behave? Interface testing on developed mobile 
services are also important. It checks through the input of legal and wrong data 
(hacker testing). The external penetration testing services that break system 
into different parts, tries to find application faults. Regression testing is impor-
tant to find the flaws in code. [ibid] 

2.5.1.5 Deployment  
 

It is a good practice that developers think about how to handle information se-
curity threats at the beginning level of mobile phone services development. So 
before deployment developers should develop tools that handle information 
security threats like patch and service pack management. [ibid] 

2.5.1.6 Maintenance    

  
During development phase if developers carry out and implemented all secu-
rity parameters. It does not mean that developed mobile phone applica-
tions/services are fully secure. The full implementation of security parameters 
decrease security risk but there are still risks. So, in maintenance phase devel-
opers or services provider can remove vulnerability in developed services. 
First stage they should identify, where the problem is occurring, for example, 
vulnerability in mobile network, physical device, or in developed mobile 
phone applications/services, then identify attacks and what things are on risk 
due to these vulnerabilities. Then policies should be made and method how to 
secure these mobile services against these attacks, and how to secure vulner-
abilities etc. Also the already security parameters (patch management), poli-
cies should be updated. [47] 

 
Above discussion shows that how developers can involve information security factors 
in the development process now we are going to discuss the developer’s awareness 
training. How they should behave in pressure situation, if they left some vulnerability 
in development process that can become the reason of attack. Further, this awareness 
training helps to modify developer’s behaviour and attitude on a degree where they 
can perform all activities in a pressure situation as they are performing in normal 
situations.  

2.5.2 Information Security Awareness Training for Developers 
 
Due to the security threats it should be necessary to educate developers in information 
security matters. Developers’ behaviour is an important factor during development 
process. For example, in stress, uncertainty, anger, depression states they can not pay 
full attention during development process. For example, if there is some unusual at-
tack on developed applications/services during this attack if developer responses 
wrongly, this may become vulnerability and it can also become the reason of attack 
on developed applications/services. So this factor should be considered in developers’ 
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behaviour and be modified at that degree where they can carry out security activities 
as they carry out in their normal state. For achievement, of this purpose security 
awareness program should be designed in such a way that covers all those areas which 
help to modify developers’ attitude and behaviour. All these factors are shown in dia-
gram. This attitude system will explain how people behave in a particular situation.  
 
 

 
Figure 2.3 An Attitude System [48] 
 
Behaviour intentions: This refers to the developer’s intention to behave in a certain 
manner under certain conditions. 
Behaviour: This is the actual behaviour exhibited by the person in a given situation; 
not necessarily the same as they intended to behave in that situation. 
Cognitions: This refers to a person’s knowledge and belief of how one should behave 
in a given situation. 
Affective responses: These are the emotional or “gut feelings” reactions shown in any 
given situation. [48] 
 
Attitude is in the middle of this system that is related to all other factors. If there is a 
change is in any factor it will definitely make changes on others. This can completely 
change the attitude which is being required by developers as far as information secu-
rity concerned. Research in social psychology has shown there are several effective 
methods that can be applied to affect a person’s behaviour. These are the three meth-
ods   
 

1. Directly changing their behaviour (ignoring attitudes and knowledge) 
2. Using a change in behaviour to influence a person’s attitude; and 
3. Changing a person’s attitude through persuasion [48] 

 
By using different techniques it has been proven that person can behave in a certain 
way, without considering its attitude, knowledge, or emotional feeling on the subject. 
Those are general techniques that any organization can use to give security awareness 
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to their employees. We specifically, use some techniques to give awareness to devel-
opers, according to our study. 
 
In instrumental learning, Developers behaviour should be praised if their response is 
correct in a particular situation or in security awareness training; initially program 
starts with low standards that improve developer’s abilities which gradually increase 
as well. For example, in awareness training program, in front of a developer a vulner-
able code is being presented that can become the reason of attack on mobile phone 
applications/services. If developer corrects it properly then he should be praised and 
then gradually it should improve security standards in shape of complex vulnerable 
code. Every time when developers remove vulnerabilities in code these practices in-
crease their abilities. Through social learning developers’ observe how their col-
leagues react in a particular situation. When they face same situation unintentionally 
they react as their colleagues behaved. That’s why, before start of security awareness 
programs, it should be confirmed the presenter of this program is information security 
expert because developers are going to follow his rules. After that developers should 
implement all those expertise that they have been learnt in awareness training pro-
gram, in real situation. Also presenter should get assurance by developers they must 
implement all that they have learnt. [48] 
 
In above section we have discussed changes in behaviour without considering atti-
tudes; changes in developers’ attitudes can give better result and long term modifica-
tion in behaviour. These techniques can help to make change in developers’ attitude. 
Change in attitude also affect on developers’ behaviour. Developer should find reason 
why one is behaving in particular way in a given situation. If developer find reason, 
that can ultimately change his attitude. Role playing exercises in awareness program 
also affects on developers attitude. Developers that are present in awareness program 
convince them, better than program presenter and also find more effective reason why 
they are attending awareness program. This exercise untimely changes in behaviour 
and provides help to learn during awareness program. It is also possible through large 
inducement (money, threats, etc) it can also affect developers behaviour or attitude. 
So the aim of this awareness program is to make changes in developers’ attitude that 
will then ensure change in their behaviour. [ibid] 
 
In above discussion we try to use some tricky methods to change developers’ behav-
iour that ultimately change their attitude but now we are going to discuss how per-
suade directly change developers’ attitude which result in permanent change in behav-
iour. With the purpose of persuading developers, the following need should be 
achieved first. 
 
In order to persuade them listen to the message, because it’s also a reality that people 
tend to tune out of any message which does not agree with their belief. This is known 
as selective exposure. [ibid]  
 
In information security awareness program, developers should be forced to attend 
these education sessions and also ensure they expose necessary information during 
program. During awareness program it is necessary to get developers’ attention and 
they pay full concentration to a massage that supports their attitude. But if message is 
not according to developers’ belief they may not pay full attention. In order to capture 
developers’ attention during a presentation, the following should be reminded regu-
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larly that the information is useful and new. If they think about it carefully, the infor-
mation may not be as different from their beliefs as they think. [ibid] 
 
During training session medium of transmitting information to developers’ should be 
in a clear manner and developers’ should easily understand what information is being 
presented. It’s not enough to deliver a message in clear manner if developer under-
stand message clearly then next step developers individually accept message that ul-
timately change their attitude. [ibid] 
The message quality depends on the audience inspection if they cannot discredit the 
message then they should accept it. Audience uses their own knowledge for the com-
parison with presenter’s arguments. So, it is important that presenter prepares his or 
herself, according to audience arguments which help to change in audience attitude. 
The techniques and information, developers’ learn during awareness program it 
should be retain for a significant length of time. There are number of techniques 
which could help to ensure this. Repetition during session ensures to remember im-
portant facts. If two opposite arguments present in one after another and the decision 
must be made then the second argument tends to be more influential. [48] 
 
Now we have a risk analysis, which discusses about potential threats, vulnerabilities 
and their impacts. Through this, we are able to draw a picture, that what kind of 
threats / attacks mobile device, services are facing and what could be lost due to these 
threats like information security characteristics (confidentiality, integrity, availabil-
ity). In risk analysis, we find the vulnerabilities that are left in development of mobile 
phone applications/services.  

2.6 Risk Analysis 
 
"Risk is defined as the combination of the probability of occurrence of harm and the 
severity of that harm." These risks are further sub-divided into  

 
Risk = Threat * Vulnerability * Impact [22] 

 
According to Ciampa, risk analysis determines the threats. In our work we identify the 
threats that mobile phone applications/services are facing. Due to these threats what 
assets are on risk, further, we dig down what impact can occur due to these threats. At 
the end of risk analysis, we have found vulnerabilities, why these threats are occur-
ring. In that part we have discussed some software programming flaws which are 
leaving open door for attackers to attack on the developed applications/services.  
 

2.6.1 Threats Assessment  

2.6.1.1 Malware Basic  
 
Malware is a program or software that develops for malicious intention. The 
terms Infection vector and Infection payload helps to understand what actually 
malware can do. Infection vector represents which techniques will be used for 
malicious applications. For example file injection, file transportation, exploita-
tion  or boot sector corruption while infection payload represents the code that 
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perform malicious activities being run on the victim device; for example delet-
ing files, denying services, or logging strokes.[23]  
Viruses, Worms, and Trojan horses are the three main categories of malicious 
software. A virus comes in a hosting file on the user device e.g. executable 
file. If the user executes this file on his mobile phone then virus does all those 
malicious activities that have been programmed inside this file. Worms spread 
without user interaction, once started, it automatically searches infect able vic-
tims then attaches itself with this victim and performs illegal activities. Fur-
ther, worms some times drop other malware. Through these malware users’ 
mobile can be accessed remotely or can install Boot programs which operate 
remotely. Denial-of-services (DoS) attack is possible due to these malicious 
activities on effected user. A Trojan horse is a program that is disguised. For 
example, in order to win the prize user executes or installs application on his 
mobile phone; attackers are also using the techniques which place malware on 
end users’ mobile phone; like through popular games or an in file sharing tool. 
Several other techniques and communication interfaces are becoming the rea-
son of spreading these malwares and most common ways to infect smart 
phones are Bluetooth, Internet, MMS, Memory Card and USB. [23] 

 
 

 
Figure 2.4 Common Viruses, worm and Trojan horse Characteristics [23]. 

  
 In Fig 2.5, graph shows the malware for smart phones, the graph started 2004 
 and ended 2008. 

 
Figure 2.5 Malware for Smart & Mobile Phone [23]. 
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31 families of malware for mobile devices with 170 variants were recognized 
from June 2004 to august 2006, and mostly targeted to Symbian O/S but mali-
cious software also targeted to Windows and Java ME. [ibid] 
 
In Table 2.5, malicious software has shown which targets Symbian O/S de-
vices. File manipulation is mostly known activity of this malicious software. 
Different techniques are used for propagating. The simple ways are used to 
disguise for installation of files on a webpage or place on file sharing net-
works. Bluetooth and MMS are also used for replication. A new spyware is af-
fecting SymbianO/S, Windows Mobile or Blackberry devices. This spyware 
can read and then send sensitive information to remote server and store it after 
that it’s available for the buyer of that spyware. In addition affected devices 
are able to take commands via SMS messages; this can be possible through 
putting an SMS listener to the SMS inbox which analyze every incoming mes-
sage for command after extracting command it executes and perform those 
function which are specified in command. [23] 

 

 
Figure 2.6 Malicious Attacks on SymbianOS [23]. 

 
Through SDKs, it is much easier to develop mobile malware or spyware and 
most users have sensitive data on their handsets. In case of spreading this ma-
licious software, users’ integrity and confidentiality are open for risk. [ibid] 

2.6.1.2 Malicious software for mobile phone  
 

Below, we try to pin down some viruses, worms, Trojan horses, spyware etc 
which are affecting mobile phone devices. It is happening due to vulnerabili-
ties that remain in development process of mobile software or services. So be-
low we identify these viruses, worms, etc and what effects can occur if these 
illegal activities are not stopped. 

 
 Virus, worms, Trojan horses, spyware 
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The first mobile phone virus is widely known was the Cabir found in June 
2004. It runs on mobile phone platforms and also uses Bluetooth for replica-
tion. [24] This virus mainly aims at Symbian Operating system mobiles. It was 
created by the ValleZ (a member of group 29A). This group has the desire to 
become the famous in creating different types of malware. Cabir effects on 
user’s phone battery and CPU consumption (keeps busy to find other phones). 
[25] Cabir checks through Bluetooth; either other devices are in range or not if 
it finds any device in range it automatically establishes a connection to device 
through Bluetooth for communication and transmits infected Symbian OS In-
stallation System (SIS) file. If user executes the “.SIS” file Cabir installs on 
user device and it performs malicious activities.[23]  
 
Soon after, it is released to malware community; it has created quite a lot of 
different payload since then. After that, the next virus type is the worm 
(Lasco.a, introduced in the end of 2004) that has the ability to scan and infect 
“.SIS” files in Symbian operating system phones; also replication is possible 
through Bluetooth from one phone to the other phones. First mobile phone 
Trojan (Redbrowser.a) was found in the beginning of 2006 in Russia. It runs 
on top of J2ME platform which raised number of security threats against one 
billon mobile phone users. The user is tricked (way of social engineering) to 
install malware that continuously send SMS messages that billed 5USD per 
message by user’s account. The first mobile phone phishing attack 
(VBS/Eliles.a) became visible during 2006. Malicious applications were 
spread through the PC users in Nokia S60 phones. The virus itself sends e-
mail attachment to other PC user. When this e-mail attachment is opened it 
tricks SMS gateways to send text messages to mobile phone users and the mo-
bile phone numbers were randomly generated by two Spanish operators. These 
texts have a hyperlink which lead user to install malicious application after in-
stallation, it is tried to get hold of user’s confidential data. Mobispy was the 
first spyware in mobile phones which was discovered in 2006. Mobispy col-
lects user’s data like SMS; call logs and sends it to a network server over 
GPRS connection, on a network server purchaser has the account because 
Mobispy is the commercial application. FlexiSpy is another example of com-
mercially available spyware. In April 2007 McAfee Advert Labs predict up-
coming mobile malware will be spyware. The intention either eavesdrop 
phone user’s activity or trick the user to enter personal data to a spoofed online 
service. Through above mentioned mobile phone malware application eaves-
dropping and phishing attacks are possible even though attackers have not pro-
fessional mobile programming knowledge. Threats for mobile phone services 
are invisible for user; that is related to WLAN connectivity and MMS. They 
make use of public WLAN hotspot to access points and raise the security 
threat sniffing and man-in-middle attacks. [25]   

 

2.6.1.3 Threat for Physical Device 
  

In case of loss or theft of device, it can be used for illegal activities. It is pos-
sible that confidential data is stored on the memory stick or on hard disk which 
can be lost or damaged. The integrity can be compromised if someone installs 
some kind of spyware or physical bugs that can break the integrity. Denial-of- 
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Services is another attack for mobile phone device that renders a service which 
becomes the reason of unavailable services to its legitimate users. Availability 
can be affected through this attack. The Denial-of-services attacks for mobile 
phone device utilize the facts these devices are run on batteries. This attack 
becomes the reason that quickly drains the batteries of targeted devices and 
shuts down the targeted device. These attacks exploit the different functional-
ities of the device through sending complex instructions and keep busy with 
useless processing or activities. 
 
Through break in attack the attacker tries to get control on targeted device. It’s 
categorized into code injection and logic errors. Code injection occurs due to 
programming errors like buffer overflow or format string vulnerability while 
logic errors in programming gets more attacks because these errors are related 
to specific applications. Break in attacks, prepares the ground for other attacks 
like overcharging, data lost and identity theft. Viruses target the physical mo-
bile device as well as desktop computers. These viruses initially attack mobile 
device then spread on desktop computer through wireless connection. Such 
types of viruses can easily bypass security mechanism. The other types of mal-
ware could monitor user activities and send report to abuser daily, weekly or 
whenever user connect to internet using GPRS.  
 
Through overcharging attacks, it tries to charge extra fees to victim account 
and if possible then transfers extra fees or charges to attacker’s account. [27] 
Firewalls, and antivirus are protecting the mobile phones against viruses, 
worms, Trojan horses etc; but in case, if the user wants to access games on 
networks, these kinds of activities could be malware that can easily by pass 
firewalls and antivirus. So at that point mobile phone devices are highly 
threatened by those virus that bypass virus scanner or firewalls. [23]  

2.6.2 Effect of These Threats  
 
These mobile malware can affect services as well as mobile phone devices which be-
comes the reason of loss of confidential user’s data and money. The malware makes a 
phone unusable for services; users are unable to make or receive calls and send mes-
sages. Further, there are billable services like SMS and calls; these services immedi-
ately are available on attacker’s phone and bill is charged of these services through 
affected phone. The commercially available spyware like Mobispy tries to disclose 
user’s private data like messages, call logs, and even calls. Now days, mobile phones 
are being equipped with camera and GPS system, in case of mobile phones affected 
by mobile spyware more personal private data can be exploited. Through the phishing 
it’s possible to make money for attackers. Phishing through SMS or MMS message is 
easy to expose the user to spoof websites. Also, the limitations of mobile phone 
browser users don not have the opportunity to verify website’s authenticity. The spy-
ware and phishing attacks both attempt to steal user’s private data while their scope is 
different. Mobile spyware can steal information in the phone over the long period of 
time; whereas phishing attacks have a tendency to be one time attacks and steal user’s 
credentials from an online service. [25] Modern mobile phones have the functionality 
to surf internet, send/receiving emails, and download software. It poses many security 
issues and increases the number of malicious threats. Hackers can attack mobile net-
works by performing actions like spoofing, sniffing and spamming. “Timofonica” is 
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one kind of mobile virus that exploits the vulnerability on mobile devices. It has the 
ability to send text messages to random mobile phone numbers. Another worm found 
in Japan, when a user receives an email then it asks him to click on the enclosed hy-
perlink, when user clicks on that link, it automatically dials Japanese emergency ser-
vices number. Blue jacking and Bluesnarfing is the new type of hacking tricks that are 
being used by the hackers. [24] Bluejacking is sending unknown and unwanted mes-
sages to other users with Bluetooth enabled mobile phones or laptops. Bluejackers 
main intention is to exchange contact detail or electronic business cards. They can add 
new entry in phone contacts or write message and then send to other device through 
Bluetooth. Bluejacking can be a problem in case of sending obscene or threatening 
messages or images to send other users for advertisement [26] 
 
Bluesnarfing can make a theft to valuable data or information. They can be connected 
with user mobile phone via Bluetooth without the confirmation of user. Further, it can 
download users’ pictures, phonebook, and calendar and also the mobile phone serial 
number which can be used for illegal activities [ibid]. Junk mail or spams are also af-
fecting mobile phone users. Junk mail is not only flooding users’ mail accounts but 
also it can also send unwanted text or missed call messages. In a survey, it is shown, 
that the users who are getting services (ring tones and game downloading) mostly re-
ceive spam messages; 65% of them receive 5 spam messages in a week. Miss call 
marketing is also another type of spam, where users get miss call by spammer and 
when users return back this call; this call automatically dials premium number. And, it 
deducts amount from users’ account. Trojan applications are the new threat for mobile 
phones. Trojans, which are running on computer networks, use PCs to generate and 
transmit spam emails. It affects on the speed and performance of network but Trojan, 
for mobile phones, can become the reason of big financial loss. It’s not difficult to 
develop Trojan applications which sit inside the mobile phone applications/services; 
and this malicious software can send SMS or MMS messages; on cost of user. These 
messages can sent by randomly choose users or only send those, who are stored in the 
owner’s mobile phone contacts. Further, these Trojans can be developed with little 
programming efforts to send reverse message on billing number that generates reve-
nue for attackers. For example, an application that sends messages to users at the rate 
of 10/mintues to £1/message, user would cost £10/message and if this application runs 
10 minutes in a day it would cost £100/day, the mobile phone users who pay their 
bills at the end of month they can loss £3,000. On average, if these applications make 
targets of £30 or £40 in a month. This small amount can not be noticed and it can be 
paid by users without seeing bill details. Self-replicating mobile application can also 
be used for attacks; these viruses can be created from a Trojan. These viruses are be-
ing spread through social engineering tricks and through messages; these viruses in-
teract with mobile phone applications/services. For example, an advertisement, which 
are being offered to win “Apple laptop (although no-one ever actually wins). The cop-
ies of this message are being forwarded to all those number which are stored on mo-
bile phone’s local address book. It could be sent with an accompanying message 
which tells the receiver "I've just won a laptop after play this game on my phone, see 
if it works for you as well!” The user would receive this virus from a trusted number, 
and he would not be hesitant to install and run the malicious application, which can 
then send or receive premium rate messages, etc”. Same type of other attacks can also 
be developed for other illegal activities such as copying address books, which can fur-
ther send to attackers’ mobile phone, it can also delete or corrupt numbers from mo-
bile phone address book or it can block incoming calls. [24]  
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In threat assessment and after considering these effects, the picture shows that physi-
cal devices as well as information security characteristics are being comprised. Fur-
ther viruses, worms, Trojan horses, spyware malicious software are continuously be-
ing affected mobile phone device as well as its applications/services. When we talk 
about the attack on physical device it indirectly attacks on mobile phone’s applica-
tions/services because these applications/services are running on physical mobile 
phones. In case if mobile phones are being infected by malicious software. Definitely, 
applications/services will damage and be unavailable. Below we have discussed some 
threats to physical device. 

2.6.3 Vulnerability  
   
In this part, we write some programming flaws that can occur during software devel-
opment, like buffer overflow, misplaced trust, race condition etc, after that we will see 
what effect could happen due to these flaws.  

2.6.3.1 Flaws in Coding 
 

The four types of security flaws that are common in software development 
which are Buffer overflow, Misplaced trust, Race condition, and Poor random 
number generator. Buffer Overflow occurs, when the amount of data exceeds 
the size of buffer, 50% large exploit due to buffer overflow. It occurs when 
unsafe programming languages C and C++ are being used; because this lan-
guage cannot make bound checks on arrays or pointer reference. System 
crashes and denial-of-Services attacks are possible through buffer overflow. 
Further, remote shell access (attack) is also possible by overwriting the return 
address. By overwriting the return address, "software redirect to code injected 
machine and shell bound to a specific port." Through this shell, attacker can 
access the system and perform illegal activities. [28] Motorola V600 faces the 
problem due to buffer overflow. Attackers can also damage the system and 
find any track for intrusion through race condition flaw (In late 2003, 
Phenoelit hacker group find a vulnerability in Siemens S55 phone, a malicious 
code on the device can send SMS without authorization of users, this vulner-
ability occurs due to the race condition [ibid]). User’s confidentiality and in-
tegrity are being compromised and financial losses are also occurring due to 
this vulnerability. The second one is the most dangerous for example log file 
modification can be possible without detecting intrusion detection system 
(IDS). Encryption can break due to the poor random number generator. After 
encrypting data private information can easily be read by attackers. [13] 

2.6.3.2 Break in Attack  
 

Through break in attacks, an attacker tries to get full or partial control over the 
target. It can be categorized into two parts, code injection and the abuse of 
logical errors. Programming errors like buffer overflow or format string vul-
nerabilities can become the reason of code errors. While logical errors are 
more active and very specific to application or target. Due to the break in at-
tacks confidentiality, integrity, and availability can be affected but it depends 
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on the attackers’ goal because break in attack is being prepared the base for 
other attacks like overcharging, data lost and identity theft. [27] Flaws in pro-
gramming can be exploited by attacker or malicious websites for illegal activi-
ties; which can steal the user confidential data. Modern mobile devices have 
the ability to send and execute mobile codes. [29] Mobile code is the software 
that can execute automatically on user device like scripts (java script, VB 
script) [37]. WML Script uses for mobile services that equivalent of java 
script. Development through scripting language can pose the different security 
attacks like online application duplicity or email virus. Many online applica-
tions need usernames and passwords for authentication, attackers are using the 
WML script to send favourite user links on their mobile phones and demand 
username, password and then they can hack this private information. Also 
WAP provides the ability to purchase in real time like online music, movies, 
tickets etc.  Through wireless phone bills, or phone smart cards or online bank, 
the malicious script has the ability; that it can falsely increase charges or po-
tentially off-load money from smartcards or bank account. [29] 

 
In the Risk analysis we have identified threats that mobile phone devices as well as 
services are facing. Further, the affect of these threats and assets are being compro-
mised due to these threats. In addition, these threats are also becoming the reason for 
the financial losses. All this happens because during development of mobile phone 
applications/services, developers are not adopting specific methodology for security 
test for developed software. 
 
According to George, most errors in programming are occurring due to bad program-
ming and design mistakes [14]. Java developers are also not performing sufficient ac-
tivities for security testing which becomes the reason of security attacks [12]. Below, 
we have discussed a methodology that helps to explore the vulnerability in code and 
will help developer to hold a security test. After performing all activities which are 
described in this model, then not only security of mobile phone services can be im-
proved but also awareness for developers.  

2.7 Vulnerability methodology  

2.7.1 Software Vulnerability Testing Model   
 
The security analysis for software considers several aspects; it includes Operating sys-
tem security, network security, middleware security and application security. Further, 
these security matter address with respect to specific operating systems (e.g. Unix, 
Windows), network design (TCP/IP), or programming languages (e.g. C/C++, Java). 
[28] 
 
It is distinguished however those efforts in software security analysis, (i.e., develop-
ing techniques to assess security of software and to avoid security flaws) lies into: 
Vulnerability analysis, static code analysis, security testing, formal verification, and 
security evaluation standard methodologies. In vulnerability analysis, developers try 
to make the classification of security bugs which helps to develop tools that detect 
vulnerabilities in the software on the characteristics of different types of vulnerabili-
ties. The term vulnerability is also used for the analysis of software system to detect 
security flaws by using different techniques. 
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In Static code analysis, security-related errors assessed by using code inspection or 
automate using tools. The core idea behind to check coding errors that become the 
reason of security threats for software or checks the  unsafe function calls for example 
strcpy() function in C/C++ is vulnerable for  buffer overflows .[ibid] 
In security testing techniques, Property-based testing is mostly being used. It mainly 
focuses on the software and proves that this software is being satisfied after under test 
phase. Specific property is being extracted by specification. For example, the prop-
erty, user should authenticate before doing any action. For this purpose the software 
entity is responsible for authentication test. Also other techniques like fault injection 
and stress tests are investigated in order to have security test. Formal verification is 
also used for the verification of security property. Several standard methodologies are 
available that provide guideline for IT system security evaluator. The aim of these 
standards to implement security mechanism on the system and checks these security 
mechanism are correctly implemented. Here, we discuss a methodology that helps to 
developer to find the vulnerability during development of mobile phone applica-
tions/services. [ibid] 
 
This methodology has five phases  
Phase 1: Study of platform components. 
Phase 2: Reverse engineering. 
Phase 3: Static code analysis. 
Phase 4: Security testing. 
Phase 5: Risk analysis 
 
 
 

Figure 2.7 Methodology to Discover vulnerabilities [28] 
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Phase 1: The major software components should be identified. For example, in java 
the mandatory latest APIs components (Java Technology for the Wireless Industry 
(JTWI)), JSR 185 etc should be considered. This can be possible through the study of 
specification documents and study of related publications. [28].  
Phase 2: with the help of reverse engineering tools developer will have a total under-
standing of the concept of the design and the platform. This can be done through the 
code reading for comprehension and use of reverse engineering tools like rational rose 
etc. [ibid] 
Phase 3: To find the vulnerabilities in code, two methods are being used which are 
based on security code inspection and automatic security analysis. For the security 
code inspection ‘Checklist approach’ is being selected then two separate inspections 
are being carried out; one of them is being used for C language and other for Java. In 
automatic security analysis some tools are used, Jlint for Java, FlawFinder and ITS4 
for C separately. All the source files are being checked with these tools. [ibid] 
Phase 4: Test case design activities are being performed in phase 4, to find the more 
vulnerability by means of security testing. This design case includes list of weakness 
that have been discovered during code inspection and vulnerabilities which are pre-
sented in several papers. Further, "the security testing that is extracted from specifica-
tion documents according to property based testing principles." Then these test cases 
run on the different platforms like sun’s reference implementation, phone emulators, 
or on actual phones etc and each test case design is being attacked by specific attack 
on system. [28]. With respect to mobile phone applications/services the same tech-
nique can be adopted which help developers to find more vulnerability in developed 
mobile applications/services. Developers can code after that, when developer applies 
security test against these develop services which can give more security to these ser-
vices.  
 
Phase 5 To formulate the vulnerabilities from the last phase and asses the risk accord-
ing to the standard framework; in this methodology, MEHARI model is being used 
for risk. After this phase a practical and competent set of security is implemented for 
J2ME. [ibid]   
 
This model is especially for J2ME. Most applications/services for mobile phones are 
being developed through J2ME environment. Many development platforms are avail-
able for mobile phones which can be categorized by phone manufacturers, operating 
system and device capability, but nearly 80% market is captured by J2ME. As stated, 
J2ME is vastly used java runtime environment, especially suitable for Mobile phones, 
PDA and other hand held small devices. It is suitable for mobile device because these 
devices have limited memory and processing; further, profile are also targeted by 
screen type, input device and network connectivity. [12] J2ME support networking, 
this show that those applications/services which are developed in J2ME environment; 
these can send and receive data on a network. So, in this situation security is a big is-
sue in J2ME. [28] 
 
In last phase, Risk Analysis, MEHARI methodology is used to find the vulnerabili-
ties. Further, assets can be identified and make some suitable actions to protect them 
by this methodology. In systematic analysis of risk situation first, identify all potential 
risk situation, second, analyze the most critical of them, and third select the action to 
minimize the risk to a suitable level. The main goal of this risk analysis methodology 
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is to analysis and reduction of risk. As this study, it focuses on identify the assets, 
vulnerabilities and risk during development process of mobile phone applica-
tions/services. Further, in testing phase, the information security characteristics are 
being protected. 
 
After studying, different kinds of software methodologies like waterfall, spiral, agile 
mobile D Approach and interaction design life cycle etc, and we have discussed vul-
nerabilities, affects of these vulnerabilities, and losses are also been shown. Finally, 
we select a development methodology which mainly focuses on users (target groups), 
their requirements; and mobile phone applications/services should be developed with 
proper coordination and interaction with users. Software vulnerabilities testing model 
is being used for finding the vulnerabilities during development process, also, in mo-
bile phones. Further this methodology is help to carry out different security tests. This 
model is being used to find the vulnerabilities in operating system, in network, etc, 
but the main use of this model is to find the programming flaws and carrying the secu-
rity test through this model for mobile phone applications/services. This model has 
the five steps and in each step it carries different activities which give help to devel-
opers to find vulnerabilities in developed applications/services and finally come up 
with secure mobile phone applications/services.  
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3 THEORETICAL FRAMEWORK 
 
In this chapter, we have discussed four main factors (Software development methods, 
IS awareness in development process, Vulnerability methodology, Awareness train-
ing) to carry on our research. In the end of this chapter theoretical framework is pre-
sented in a diagram.  

3.1 Software Development Methods  
 
In the development process of mobile phone software or services one thing is totally 
different from computer software, which is the skill of a person who is using that 
software. Usually computer software is being used by a skilled person who has a defi-
nite knowledge about that software where as mobile software is being used by an or-
dinary person who may have very limited skill or understanding to use a mobile 
phone service. To keep this in mind mobile phone software development is a difficult 
job, but if developers keep these key things in mind while developing a service, they 
could end up an easy to use, effective, enjoyable and secure mobile service. 
 
Identifying the requirement, user must involve throughout  the process, for example, 
which target group is going to use these services; either, they are satisfied with the 
development, by showing them the prototyping of that service, prototype could be 
rough sketch on a paper or some feature of the software. Therefore, the use of proto-
typing in a development process has become very important. An interactive version 
includes easy to use, enjoyable experience and its effectiveness. Evaluation of a de-
velop service is carried out with different ways experiments are being conducted in 
controlled environment to test its usability. Some users are involved to test the service 
in real life or some experts are involved to test the service analytically.   
 

3.2 Information Security Awareness in Developing Process 
 
In a development process, there are different phases developers are carrying out. Each 
phase has its own goals and method that leads to developers how to develop a special 
kind of applications/services. Further, it is shown how information will transfer and 
users’ communicate. It is observed that information security factors are being ne-
glected in a development process even that a process is well defined. The reason be-
hind this negligence of mobile applications/services is being attacked through differ-
ent ways and changes are occurring continuously during a development process. This 
awareness equips the developers how to involve and consider information security 
threats and consider changes that continuously occur during a development process. 
In each phase, it gives awareness to developers regarding information security. 
 

3.3 Vulnerability Methodology 
 
In Risk analysis, we have identified most of the known threats to the mobile phone 
services and also have pointed out a methodology for developers to adopt and secure 
their developed software against the threats. If developers could able to find out the 
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vulnerability in software then they can handle the security of that software well. This 
vulnerability finding methodology has five phases. 

 
a) Study of platform components. 
b) Reverse engineering. 
c) Static code analysis. 
d) Security testing. 
e) Risk analysis. 

 
Tools like rational rose are helpful in reverse engineering and to achieve a compre-
hensive understanding code reading is helpful. After the understanding security code 
inspection and automatic security analysis, it’s useful to find the vulnerability in code. 
In security testing a developed service is being tested on different platforms like 
phone emulator, actual phone with designed test attack on the service to find more 
vulnerability. This will not only give the list of vulnerabilities in developed service 
but will also give more security and confidence to that service. A systematic analysis 
is used to find the risk situation first point out all the risk second identify the most sig-
nificant of them and third apply the action to reduce the risk or finish it.  

3.4 Information Security Awareness Training for Developers 
 
The Attitude System is being used to give awareness and enlighten importance of in-
formation security for developers. During development process developers’ behaviour 
plays a vital rule; if they behave or act in wrong way during pressure situations in a 
development process; definitely effect will occur on developed mobile phone applica-
tions/services. For example, if developers are in stress, anger, depression, uncertainty 
etc, then developers cannot pay full attention as they are paying in their normal states; 
during abnormal states, they can leave or ignore some security activities or process. 
So, through Attitude System developers’ behaviours and then attitude modify at that 
degree where they carry out security and all other activates as they are carrying in 
their normal states. By using three methods that have been discussed in theory chap-
ter, developers’ behaviour and then attitude can be changed. 
 

1. Directly change in behaviour (ignoring attitude and knowledge) 
2. Using a change in behaviour to influence a person’s attitude  
3. Changing a person’s attitude through persuasion  

 
 
 
 
 
 
 
 
 
 
 
 
 
Figure 3.1 Four factors for secure mobile phone service(Theoretical Framework) 

Vulnerability methodology 

Awareness in development 
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Secure Mobile Phone Ser-
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Theoretical Framework shows that there are four major factors, which contribute to 
achieve the aim of secure mobile services. This helps to make changes in developers’ 
attitude through I.S awareness training program and also make the developers to in-
volve IS during development process. Further, the vulnerability methodology helps to 
find flaws in services and secure it from attacks. All these factors are shown in dia-
gram 3.1. 
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4 METHODOLOGY 
In this chapter, methodology of the thesis is presented. This includes the Research 
purpose, Research approach, Research strategy, Sample selection method, Data col-
lection methods and Data Analysis Method. At the end, Reliability and validity issues 
are discussed to know the quality standard of the research.   

4.1 Research Purpose 
 
There are several ways to carry out the research. Yin has classified the research in 
term of their purpose into three different types, exploratory, descriptive and explana-
tory. [32] 
 
Exploratory research is carried out when a problem is not well-known, and a little 
knowledge is available about the topic. The point is to gather as much information as 
possible about the topic. In this research method, mainly "what" type of questions is 
covered. The goal is to develop significant hypotheses and proposals for further in-
quiry. In this study any of the five research strategies can be used. Interviews are the 
best technique suited to gather data in this kind of method. [ibid] 
 
Descriptive study is often time consuming research. The activities attached to the de-
scriptive research are complex and distracting, mainly the data collection which is not 
bias, tries to minimize the biasness as much as possible. In every case, it inspects a 
situation as it is. It neither involves changes or alterations of the situation under study 
or examination, nor planned to find out cause-and-effect relationship. The ultimate 
aim of the descriptive research is to solve the problem with the analysis of data which 
has been collected. In descriptive research survey research is used more frequently. 
[30] 
 
Explanatory research is the explanation of a phenomenon to specify a set of connect-
ing relations links about it. If these connecting links are correct, "then this could lead 
to major contributions". In explanatory research cause and effect relationship is dis-
cussed. How and why questions are rather explanatory and suitable for the use of case 
study, experiments and histories. [33] 
 
The purpose of the research was exploratory and explanatory. This study has not only 
explained the trends in which mobile services are being developed, but also the threats 
and cause which affect the security. Furthermore, it points out what could help us to 
improve the development process, these are the reasons to choose explanatory and 
exploratory study together.  

4.2 Research Approach 
 
The main difference between the two research approaches qualitative and quantitative 
is, first one describes events, persons without the use of numerical data, and second 
one is used for the analyses of the numerical data respectively. [34] 
 
Quantitative research, as the phrase suggests, is concerned with the collection and 
analysis of data in numeric form. Quantitative research is based directly on original 
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plans and results are more gladly examined and interpreted. The concerned data can 
be evaluated in term of numbers. [34] In quantitative research focus is on a particular 
aspect of behaviour. In this research approach we try to use number, to make better 
sense of the world. A quantitative study usually ends up on verification or contradic-
tion of the hypotheses that were being tested. [30] 
 
Keeping the research question in mind qualitative study is best suited to our research 
for the following reasons. 
 
As qualitative study can help define what is important. [34] First, the research focuses 
on phenomena that take places in normal situation. Second, study the phenomenon 
with its all difficulty. Qualitative researcher hardly tries to clarify or simplify the 
situation but pictures it, in the way it looks like. It is also believed that their may be 
more than one dimension of a real world situation. Qualitative research is used when 
the purpose is to explore the topic which is not well-known. Qualitative study can be 
helpful to decide what is important and what to study. In this study, researchers have 
done in-depth investigation. As the study goes on, researchers gain in-depth knowl-
edge of the topic and could ask the precise questions and precise hypotheses. In quali-
tative approach researchers ask open ended questions. [30] 
 
Qualitative research can be used particularly for one or more of the purposes among 
description, interpretation, verification, and evaluation. [ibid]  
  
 Description: Explains the nature of particular situation, systems, process,         
 relationships and people.  
 Interpretation: Researchers can get new look about a particular phenomenon, 
 develop new concept about the phenomenon and can explore the problems 
 within  the phenomenon. 

Verification: They allow testing of the certain theory, claims and assump-
tions. 

 Evaluation: They provide the knowledge for the researchers to evaluate the      
 effectiveness of the certain procedure or policy. 

4.3 Research Strategy 
 
There are five common qualitative research designs according to Leedy, these are 
Case study, Ethnography, Phenomenological study, Grounded theory study, Content 
Analysis. [30]  
 
In case study, we study a certain situation or program or a personal, in depth for a spe-
cific period of time. Case study is useful when we have a very little knowledge about 
a particular situation.[33] When researchers are looking for a single case to find a dis-
tinct and extraordinary quality to build the knowledge of a certain situation, then this 
type of case study is called single case study. Wherever, researchers are looking for a 
multiple cases to make a comparison, a theory, or suggest a simplified statement that 
are called multiple case studies. In case study data is often collected by interviews, 
observations, documents, past records and audiovisual materials (audiotapes, video-
tapes, photographs). Researchers spend time with real time situation observing the 
situation and have interaction with the people. [30] To summarize, the first and most 
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important condition to choose among the various research strategies; is to look at the 
type of research question which is going to be investigated.[32] Case study is suitable 
when research questions have "how" and "why”. It is important to specify the research 
question according to above criteria [33]. 
 
Therefore, this research study has been conducted by the case study strategy; in which 
we have conducted the interviews of the developers. 

4.4 Data Collection Method 
 
In a case study, data is often collected by observation, interviews, documents, past 
records, and audiovisual materials. [30] 
 
Commonly, data sources are of two types, primary source and secondary source of 
data. Primary source is gained by direct interaction to the real world, interviews and 
observations; these are the examples of primary source of data. Secondary source is 
published form of data like books, newspaper reports, and articles. [36] So the main 
source of primary information in case study is the interview [32]. Interviews are of 
different types. Face to face is the most common type, telephone surveys, mailed    
questionnaires and group interview are some examples of interviews [31]. There are 
three types of interview; structured, semi structured and unstructured interviews. In 
qualitative research interviews are semi structured, informal, friendly, and often open 
ended. In face to face interviews researchers can clarify the confusing answers and 
seek the person's reasoning. [30] 
 
Due to these reasoning, we have used the open ended questions so that respondents 
explain every thing clearly and freely. We have prepared the interview guide after the 
detail review of the literature from the Chapter 2. 

4.5 Sample Selection 
 
Qualitative researchers collect their data from many sources as mentioned above. We 
have selected interviews as particular source. Interview is our sample, and the process 
of selecting them is called sampling. Convenience sampling is the sampling, in which 
people or companies that are readily available are chosen. [30] So we have chosen the 
companies to take part in our study available for us, in Lulea. Our supervisor Lars 
Furberg has played a big role; he not only gave us the name of the companies in Luleå 
but also helped us to make the appointments for the interviews. We also phoned many 
companies for the interviews, not only in Lulea but also to the other cities of Sweden 
but with a little success.    

4.6 Data Analysis 
 
There are three strategies described by Yin for the data analysis which are, relying on 
theoretical propositions, thinking about rival explanations and developing a case de-
scription. [32]  
 
According to Yin first strategy is relying on theoretical propositions, which is the 
most chosen one. In this, one pursues the theoretical proposition which leads to one’s 
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case study. The main points and the plans of the case study most probably are based 
on such propositions, which in return reveal a set of research questions, reviews of the 
literature, and new hypotheses or propositions. Second strategy is thinking about rival 
explanations. This strategy, tries to define and test rival explanations. It can be con-
nected to the first one. The last one is developing a case description. This strategy is 
used very rarely as compare to the first two one but, its only used when it’s difficult to 
make any choice between the first two strategies. [ibid]  
 
In case study, data analysis can also be done in the following steps. [30] 
  
 Organization of details about the case: The definite facts are arranged in    
 logical order. 
 Categorization of data: Gather the data into meaningful groups and arrange 
 them in categories. 
 Interpretation of single instances: A single instance of data or group of data 
 is to study to know about a specific meaning or the relation to the case. 
 Identification of patterns: The data and their meaning are closely examined 
 to identify the patterns that describe the case in more meaningful manner. 

Synthesis and generalizations: A general sketch is made; result is drawn 
that will suggest further than the specific case (studied case). [ibid] 

 
In our study, we have had a lot of data but we have chosen only the relevant data ac-
cording to the factors described in the theory chapter (Software Development Meth-
ods, Testing Method, Information Security Importance/Awareness, and Information 
Security Triad). We have ignored the irrelevant data as it was of no use. We have ar-
ranged the data into the similar or relevant groups, like development method, testing 
method, information security awareness and information security triad. Because, the 
data related to software development process can be analyzed with the help of differ-
ent respondent's responses. In the light of above mentioned attributes, our aim is to 
improve the security, first we have compared the data collected from each respondent 
with relevant theory (Chapter 2) and then we have compared it with each respondent. 

4.7 Validity & Reliability 
 
Validity is the strength of qualitative research, but this is used to propose shaping 
whether the findings and conclusions are accurate from the stance of the researcher 
[35]. So we can say to check the quality of the research study validity and reliability 
use as a test [33].  
 
First thing in validity is to use the multiple source of evidence; this approach is rele-
vant during data collection. Second method is to establish a chain of evidences. The 
third is the “draft case study is reviewed by key informant”. [33] The purpose of reli-
ability is to reduce the mistakes and biases in a study. As data is collected with the 
multiple sources, so it provides multiple angles of the same phenomenon and multiple 
source of evidence is rated higher in quality as compared to the single source of in-
formation so the result of our finding is more valid. [33] [35] 
 
In validation it is also important that findings of study are generalizable or not. To 
achieve this, three different companies are chosen for the interviews. Also we have 
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used more than one source for data collection; interviews and documentations in order 
to complement each another. Data was collected with in-depth interviews. Questions 
in the interview were open ended. More over, we had informed the interviewees prior 
to the interviews and also sent them a short description about our study so that they 
feel relaxed at the time of interviews and reply the questions with confidence. Three 
different software companies were interviewed to achieve the higher degree of valid-
ity. 
 
Reliability, is how reliable and accurate the method to collect the data. If this research 
is done by a later investigator with the same method and procedure, later one should 
come across with the same results. The goal of reliability is to reduce the errors and 
biases in a study. [32] 
 
As we have recorded all the interviews on our mobile phone and during the interviews 
we have taken the notes also. Then we transferred them into the written form after 
consulting the notes and listening the recorded interviews, several times so that we 
transform the exact words which were being spoken; to achieve the higher degree of 
reliability. During the interviews we didn’t interrupt the interviewees so that they 
would use their own words rather than we put the words in their mouth, because this 
could create a misleading situation. In the interview guide questions were made clear 
and also a hint was given to the interviewees about the questions so that he could un-
derstand the questions well and reply with confidence. Same interview guide was 
used for the three respondents. So all these factors make this study a reliable. 
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5 DATA ANALYSIS                                                   
In this chapter, the Empirical data has been analyzed and compared to the theory 
which is presented in theory chapter. First, within case analysis, has been conducted 
for three cases and then cross-case analysis has been made to compare all the three 
cases. 
 
After the interviews and the theory reviews, we have come up with some relevant data 
which we had arranged into similar groups like software development method, testing 
method, Information Security importance and awareness, physical device importance, 
Information security Triad. These variables which we have chosen are directly related 
to theoretical framework.   

5.1 Case One: Respondent A 
 
To improve the security while developing mobile phone applications/services we have 
extracted attributes from our theory that can help to improve the security when devel-
oper is going to develop mobile phone services or applications. We consider four im-
portant attributes, Software Development Method, Testing Method, Physical Mobile 
phone device and consider the importance of security in a development process and 
developer awareness and training, in order to satisfy Information Security factors 
Confidentiality, Integrity, and Availability.   

5.1.1 Software Development Method 
 
There are different development models, which are playing important role in devel-
opment of software. In order to explore which main factors developers consider in 
mobile phone services or applications. For example, in Software development meth-
ods (Chapter 2), it is mentioned that prototyping is a good technique, and it makes the 
developer’s work easier. 
 
From the response of respondent A, we get that user requirement is one of the main 
factor for them but also in development target platform has its importance, because 
sometimes this helps them to choose a specific software development process. As pro-
totyping and the usability is being used by them. This shows that whatever software 
development method they use; they have some important factors in mind while devel-
opment, which are user requirement, prototyping, usability test and interactive design 
to make the user interested in the services.         

5.1.2 Testing Method 
 
Compared to Respondent A’s remarks with Vulnerability methodology (Chapter 2), 
he mentions that there is no specific model or technique being used to find the soft-
ware vulnerability but emulator is used.   
 
Software emulator cannot check the security of software, but only checks that the de-
veloped services/applications are running properly. Where as JavaNetBeans and Java 
exception handing only helpful in coding flaws but these techniques only find some 
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syntax errors, not the security and the flaws in logic. There is no security test for the 
developed service. In this case, the developed applications are open for risk.   
 
This shows that developers are adopting some phases of this methodology to find the 
vulnerabilities but not whole method, to find the comprehensive way to find the flaws 
in the software. Due to this reason security wise these developed applications/services 
are not safe. 

5.1.3 IS Importance and Awareness (Developer) 
 
After comparing with Risk Analysis and IS Awareness/Importance in the Develop-
ment process (Chapter 2), Respondent A’s response shows that their focus is on us-
ability, and less on security issues. Developers have less awareness of IS importance 
in a development process and also developers’ attitude is not security conscious. Bill-
able services like SMS, calls can be damaged due to these security attacks. Viruses, 
worms, Trojan horses, spyware, spam, can become monsters because this malicious 
software sit inside the mobile and sends itself through these mobile services. For ex-
ample, one could receive a bill of 3000 SEK in the end of the month due to this un-
wanted software sitting in one’s mobile phone. This shows that information security is 
being neglected by respondent A during the process of development of mobile phone 
software. Due to the lack of security awareness, developer’s attitude towards security 
and neglecting IS in developing process physical device has threats. 

5.1.3.1 Physical Device Protection 
 

In response to Threat for a Physical device (Chapter 2) Respondent A men-
tions that specific mobile phone devices and specific operating system like 
Symbian O/S has specific threats. So developer should have the awareness (IS 
Awareness / Importance in Development process) about all these threats while 
developing mobile phone applications/services.   

 
These facts show that specific mobile phones and operating system are facing 
some problems. In this regard developer must have the knowledge about all 
these things but Respondent A, mentions that at the time of development he 
does not consider security, the other things considerable are targeted platform 
and usability. All these facts lead us that developers are not developing secure 
applications because of this; mobile phone devices are open for risk.   

 
In above discussion, it shows that developer has a little bit knowhow about an 
operating system and physical mobile phone device and very fewer awareness 
of the threats to mobile phones. The operating system and mobile device have 
the specific threats but these factors are not being considered during the devel-
opment process. In case, if there is any flaw in developed applications/ ser-
vices it can also directly affect and become the reason of damaging a physical 
device.   

5.1.4 Information Security Triad (C.I.A) 
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Respondent A have an idea about confidentiality, and they save this factor by cryptog-
raphy, which means that data communication between sender and receiver through 
cryptography would be safer. While integrity is being compromised because there is 
no specific code inside the developed applications/services, which checks when unau-
thorized or malicious software attack can occur. Where as Respondent A is not han-
dling availability correctly because if user changes ones mobile then one has to con-
tact the service provider to use the service again. In this case user only has access to 
the service on a specific device. The ubiquitous term that is being used for mobile 
phone communication can be compromised in this case.   

5.2 Case Two: Respondent B 

5.2.1 Software Development Method 
    
For the exploration what specific software development method, tools and techniques 
(Chapter 2) which developers are using while developing mobile phone applica-
tions/services. Respondent B’s response show that customer requirements as well as 
the market trend (can be considering as potential customer) is important because 
without consideration these factors, the developed services cannot be accepted by us-
ers. 
 
Respondent B’s response leads us that developers are not using any specific model 
but the main points in their development process are user requirements, prototyping, 
user friendly design, and expert evaluate the service for its usability.     

5.2.2 Testing Method 
 
Compare to Respondent B’s remarks with Vulnerability methodology (Chapter 2) 
common principle to secure mobile phone services like secure password, hash pass-
word, strong encryption etc, but these things can be broken easily by attackers. 
 
Unit testing, system integration test, regression test, performance and stability test, all 
these tests, only checks code errors (syntax error), these are not specifically used for 
finding vulnerability in software. Here Respondent B, put all the responsibility on 
their customers (tele-operators). They just handle the problems that can occur in code 
by using a different code level test; but security is not considered at this level of de-
velopment of mobile phone services. In software development no virus checking ac-
tivity is being performed. They don’t use any reverse engineering tools or any test at-
tack to check the software security vulnerability, this means they launch the services 
without sufficient testing. Respondent B is not sure about the flaws in coding, and the 
statement, `he knows what the problem is` creating contradiction because if Respon-
dent B, knows what the problem is then why he is not adopting a proper methodology 
to find the vulnerabilities in the developed software. 

5.2.3 IS Importance and Awareness (Developer) 
 
After comparing with Risk Analysis and IS Awareness / Importance in a process De-
velopment process (Chapter 2),Respondent B, has no specific idea about a mobile vi-
rus, worms, Trojan horses but has a little idea about Bluetooth's virus.  
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That’s why, developer should think all the threats, vulnerabilities, attacks that can oc-
cur before developing a mobile service and also developers’ attitude should be secu-
rity conscious. But, developers have no idea about this malicious software so these 
effects could happen in shape of finical loss and the information security triad can be 
compromised. Security issues are given the first priority in development of mobile 
phone service. If there is a security breach in software it could be devastation. It can 
exploit user confidential data and user’s integrity compromised. They mention that for 
mobile phone services security comes first and then the usability. While developers 
only think that security is important but in a development process, they are not adopt-
ing any strategy for handling these security matters. 
 
Developers are only thinking that security matters are important. They hear about this 
malicious software like virus, worms, Trojans, attack through Bluetooth etc, but they 
have no idea about these threats and what effects can occur due to these security at-
tacks. For the security importance, there is a need to provide proper awareness and 
training that can change developers’ attitude towards these important issues, then, 
these security matters will get importance for developers.       

5.2.3.1 Physical Device  
 

In response to Threat for a Physical device (Chapter 2) Respondent B, does 
not know about virus checking against a physical device. This shows devel-
oper should know about these threats and must develop all applica-
tions/services in the light of these threats this means developer should have the 
awareness (IS Awareness/Importance in Development process) about all these 
attacks and threats while developing mobile phone applications/services.   
 
This shows that application or services are not being developed with all those 
facts in mind so mobile phones are open for risk. Even though Respondent B, 
is developing these services for tele-operators after deploying these service 
end user will use these on mobile phone devices if these services develop 
without considering physical mobile device it definitely open for risk.   

5.2.4 Information security Triad (C.I.A) 
 
Respondent B, response shows that they have a little idea about confidentiality and 
integrity factors towards the use of mobile phone services, and they try to secure it 
with a valid certificate and signature. However, there is no specific code being put 
inside the developed applications/services that provide the protection against threats. 
Illegal content organization distribution can be managed because a specific phone 
number is using that service, not the other one which has that service by unfair means. 
This shows that they are not handling this factor properly. 

5.3 Case Three: Respondent C 

5.3.1 Software Development Method 
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For the exploration what specific software development method, tools and techniques 
(Chapter 2) developer are using while developing mobile phone application or ser-
vices. Respondent C’s response show that customer requirements as well as the mar-
ket requirements are important because without consideration these factors, the de-
velop services cannot be accepted by users. 
 
Respondent C’s response leads us that developers are not using any specific model 
but the main points in their development process are user requirements, prototyping, 
user friendly design, and service are being evaluated in real time by some selected 
customers for its usability.   

5.3.2 Testing Method 
 
Compare to Respondent C’s remarks with Vulnerability methodology (Chapter 2) 
shows that they only want to satisfy their tele-operators customer’s requirements, but 
they use no specific security test to test their services.  
Respondent C, response shows that they only analyze the code written by a program-
mer. They have a little idea about a reverse engineering tool but over all there is no 
specific testing methodology, which is being used for testing.   

5.3.3 IS Importance and Awareness (Developer) 
 
After comparing with Risk Analysis and IS Awareness / Importance in the Develop-
ment process (Chapter 2), Respondent C has the same approach as of Respondent B 
that “Our developed services are secure”. They have no idea about denial-of-services 
due to buffer overflow and other coding flaws. This shows that neither, they have se-
curity awareness in their attitude nor information security has any importance for 
them. Further Respondent C, mentions that Java is being used for development of 
mobile phone service in their software company. In Chapter 2 we have mentioned that 
the 80% of current market is using Java 2 Micro Edition (J2ME) and developer are 
unable to perform security testing properly and sometime developers neglect testing 
phase and lunch beta version of the services.  
 
Respondent C is not thinking that security is important for their product. It is due to 
that reason because Respondent C has no idea and has unconscious security attitude 
about what virus, worms and Trojans horse can do. That is why Respondent C, thinks 
that security is not important. This is carried out only because lack of IS importance 
and awareness in the mind of developers. 

5.3.3.1 Physical Device Protection 
 

In response to Threat for a Physical device (Chapter 2) Respondent C, does 
not know about virus checking against a physical device. This shows devel-
oper should know about these threats and must develop all applica-
tions/services in the light of these threats; this means developer should have 
the awareness (IS Awareness/Importance in Development process) about all 
these attacks and threats while developing mobile phone applications/services.     
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This shows that applications/services are not being developed with all those 
acts in mind so mobile phones are open for risk.   

5.3.4 Information security Triad (C.I.A) 
 
Respondent C, response shows that they have a little idea about these three factors, 
but they put all the responsibility on their customers, the operators or service provider 
as they have no code to check or block the intrusion in services. This means integrity 
is being compromised here. Most of the security matters they leave it on their custom-
ers (tele-operators and service providers) so this means they are not doing their part of 
work properly. So in the light of these facts we can say that information security triad 
Confidentiality, Integrity and availability is being compromised. 
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5.4 Cross Case Analysis  
 
Cross analysis has done on the bases of within case analysis; we show the similarities 
and differences that we have found after comparing three interviews. After that we 
have shown these difference and similarities in tabular forms that have made the pic-
ture clearer. 
 

5.4.1 Software Development Method  
 
Mobile phone services are being developed through one or combination of traditional 
software methodologies. Developers have focused on user’ requirements, prototyping, 
and they try to develop interactive mobile applications/services that are easy to learn, 
effective to use and provide enjoyable user experience. For the testing developers are 
using evolution techniques.  
 
Table 4-1 Software Development Process 

 

5.4.2 Testing Method  
 
All Respondents A, B and C have mentioned that no specific model is being adopted 
that can check vulnerabilities in developing mobile phone services with respect to se-
curity and consider that due to these vulnerabilities or flaws many attacks can occur. 
Above discussion is showing that currently developers are not adopting specific 
methodology that held the sufficient test.  
 
Respondent A and C show no knowledge for reverse engineering tools but Respon-
dent B has some knowledge about reverse engineering tools, but they are not using in 
their software company. Although, developers are using some tools for coding flaw 
but at the time of response, they just show that there is no need for these tools when 
we write the code, its error free, but this approach can create serious problem. It can 
leave many flaws in developed applications/services and can become the reason of 
attacks in future. 
 
All respondents’ show that they are testing developed services but regardless of, if its 
functioning properly or not, but they are not holding any specific security test for mo-
bile phone services. 
 

 
Respondents 

Identifying 
needs/ establish 
requirements  

Re-
Design 
(proto-
typing) 

Building 
and  In-
terac-
tive  

Evaluation  

A Yes, (user) Yes Yes Yes, (Usability ) 
B Yes, (user & 

market ) 
Yes  Yes Yes, (Analytical evolution, 

field study) 
C Yes, (user & 

market) 
Yes  Yes  Yes, (Usability , field 

study) 
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So without completing the security test phase, it is impossible to make secure mobile 
phone services against the threats. It is not reliable statement by developers that we 
are developing secure service without holding any security test. Now, developers need 
to adopt a model that helps to find vulnerabilities in code, then hold some security 
testing and after that consider what assets are on risk due to these threats.  
 
 Table 4-2 Methodology to Discover Vulnerabilities 

 

5.4.3 IS Importance and Awareness (Developer) 
 
Respondent A, B, and C have no broad idea, and they have no security conscious atti-
tude about mobile phone viruses, worms and Trojan horses and what can affect or 
happen in case of attack on applications/services. Respondent B heard about these vi-
ruses like Bluetooth attacking etc; but only hearing is not good enough and at the time 
of developing mobile phone services, developers are not considering that these viruses 
could be lethal for applications/services. Respondent B and C are sure that their appli-
cations/services are not being affected by any malicious software. It is just due to the 
unawareness, and they are underestimating these viruses, worms, etc. While Figure 
2.5 shows that 31 families of malware for mobile devices with 170 variants were rec-
ognized in June 2004 to august 2006 and in Jan 2008, they already had reached ap-
proximately 300. So these figures show that security is important for mobile phone 
services.  
 
Developers have a very little awareness regarding these threats and attacks. They 
must know what kind of viruses, worms, Trojan horses, spyware can attack on a de-
vice as well as on developed applications/services. After knowing all these facts secu-
rity will become an important issue in their development process of mobile phone ap-
plications/services. At present, our Respondents A and B only thinks that security is 
an important issue while Respondent C does not think that security is an important 
issue in their development process. Furthermore, Respondent C has no idea about 
coding flaws like buffer overflow etc.   
 

Methodology to Discover Vulnerabilities  
Respondents Any 

model for 
testing 

System 
Components 
study 

Reverse 
Engineering 
(Rational 
Rose etc) 

Static Code 
Analysis 
(Flaw 
Finder, 
ITS4, Jlint) 

Security 
Testing 

Risk 
Analysis 
(MEHARI) 

A Absolutely 
no 

Yes No idea Yes (Java 
Net Bean, 
exception 
handling   

No  No 

B Absolutely 
no 

Yes (mobile 
network) 

No idea  Yes, (JUnit) No  No  

C Absolutely 
no 

Yes, (mobile 
phone limita-
tion) 

No No  Yes (Man-
ual check-
ing )  

No 
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Security is not important according to Respondent C while Respondent A mentions 
that he is focusing more on usability and less on security during developing process of 
these applications/services. However, the contrasting statement by Respondent B that 
security is an important issue, and they give first priority to secure the developed ser-
vice in their software company. On the other hand, Respondent B has a little idea 
about malicious software and has no strategy to hold a specific security test.  Yet Re-
spondent B is describing that first priority is security and then usability. In fact, above 
discussion is showing that Respondent B is not giving first preference to security in a 
development process. So the proper awareness for developers about threats, attacks 
etc, must be necessary to make them think that security is very important in the devel-
opment process of mobile phone applications/services. This could be only possible if 
they have training to handle these kinds of situation. After getting the awareness and 
training developers will involve information security in a development process, and 
they develop secure mobile services.  

5.4.3.1 Physical device  
 

Respondent A knows about a specific mobile operating system and specific 
mobile phones have the specific threats, but he cannot give any example about 
what kind of attack are being occurred on a specific mobile phone or on a spe-
cific operating system.  However, he does not specify these threats, and he 
does not give any attention to these during the development process. Respon-
dent B thinks that windows based mobile phones and open platform operating 
system can face more security threats. So developer should keep these threats 
in mind while in development but Respondent B, also does not consider these 
things. According to respondent C, mobile operating system and specific mo-
bile phone are considerable, but he is not considering these things. Further re-
spondents A, B and C have no idea about antivirus software in mobile phones. 

 
Table 4-3 Security Awareness 
 

5.4.4 Information Security Triad (C.I.A) 
 
Respondent A, B and C mention that confidentiality, integrity and availability factors 
are not being handled properly, though cryptography (Respondent A), by valid certifi-
cate and signature (Respondent B) are some ways to handle confidentiality and integ-

Security Importance / Awareness  Physical device  
Respondents IS Importance in 

developing process 
Security con-
sciousness 
(virus, 
worms etc)   

Specific 
threat 
or at-
tack for 
device 

Specific 
threat or at-
tack on oper-
ating system 

Antivirus 
for mobile 
phones  

A No, (Usability is im-
portant ) 

No broad idea No broad 
idea 

Yes Little idea  

B No, (security is cus-
tomer responsibility ) 

No broad idea No broad 
idea  

Yes Not idea  

C No, (Usability is im-
portant ) 

No broad idea Yes  No idea  Absolutely 
no 
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rity factors. On the other hand, Respondent B is not fully satisfied. Respondent A, B 
and C have mentioned that there is no specific code inside developed applica-
tions/services, which gives protection against threats and attacks. Respondent C puts 
all the responsibility to their customers (tele-operator) that confidentiality and integ-
rity factor should be handled by them. The logic which they have mentioned, that 
their customers never demand or give requirements, that’s why; these factors are not 
properly handled during development of application/services. Illegal content distribu-
tion can be stopped by using mobile phone number.  
 
So, above discussion shows that developers are not properly saving this information 
security triad  and these factors are not being considered while development of appli-
cations/services. Confidentiality, integrity should be saved and applications/services 
should be available only to authorize users otherwise it generates finical loss. 
 
Table 4-4 Information Security Triad 

 

Information Security Triad  
Respondents Confidentiality  Integrity Availability 
A Yes (through cryp-

tography) 
Not handling Not handling 

B Not handling Not handling Not handling 
C Not handling Not handling Not handling 
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6 CONCLUSION 
 
In this chapter research question will be answered based on the data collected in in-
terviews and analysis of that data. Further, implication of the study for the developer 
will be stated. 
 
R.Q: How can developer improve the security in the process of developing mo-
bile phone services? 
 
The aim of this study is to get better understanding about how to develop secure mo-
bile phone services against information security threats with respect to developer’s 
perspective.   
 
End user and their requirements are the main focus in development method; data 
analysis shows that developers are successfully focusing on this factor. However, re-
search indicates that developers have a little security awareness; moreover, they have 
less security conscious attitude during the development process. The current status of 
a development process is that developers have all their focus on usability and less on 
security. Therefore, a secure mobile phone services can be developed with the balance 
of security and usability.  
 
One other problem is developers’ attitude towards security; data analysis shows that 
developers have less awareness that what harms can happen due to these less secure 
mobile phone services. Further, it has been shown that services are being launched 
without security testing, so information security triad, confidentiality, integrity, and 
availability are being compromised as well as the physical mobile phone devices are 
open for risk. The proposed awareness training program (I.S awareness training pro-
gram) not only gives awareness to developers to handle security matters in a devel-
opment process but also gives them a security conscious attitude. This will make them 
test (vulnerability methodology) a service before launching. When services are tested 
through vulnerability methodology then we finally conclude that not only confidenti-
ality, integrity and availability will get protected along with the physical device.  This 
will improve the security in development process.  

6.1 Implication for Developers  
 
During this research work, we have found that development of mobile phone applica-
tion and services is a difficult task. Several factors should be considered while devel-
oping mobile phone applications or services; here we have discussed the important 
factors.  
 
In the start of development, a method should be selected because this method not only 
helps to develop services within time period, but also in making budget and fulfil the 
customers’ requirements.   
Developer’s awareness about different type of viruses, Trojan horses, spy wares, 
drawbacks of different mobile phone operating systems and the vulnerabilities in 
physical devices will help to estimate what things are on risk and what kind of loss 
can occur due to these breaches. Developers’ attitude can also be changed through IS 
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awareness training and so that the developer becomes security conscious in develop-
ment process.   
 
After getting the awareness training as mentioned in Theory developers will definitely 
consider these vulnerabilities and develop mobile applications/services on secure 
lines. This factor can help to improve the security of services and also when develop-
ers have the awareness, security conscious attitude, and involve IS factors in devel-
opment process, then security gets first priority.     
 
While development of mobile phone applications/services no specific security test is 
being performed. Developers have main focus on usability testing, and its functional-
ity, but they are not using any methodology for finding the vulnerabilities in codes. So 
from the start of development they should involve IS factors. Before lunching the ap-
plications/services security test should be held along with usability test to attempt to 
find the vulnerabilities in code and secure these breaches that can become the reason 
of serious attack on applications/services.   
 
Attack on a physical device indirectly attack on applications/services. The developers 
should also keep this factor in mind, while development and put some code inside the 
developed applications/services that give the protection while any attack on physical 
devices. Through anti-virus software the vulnerability can be secured but mobile 
phone users neither install, such type of software nor the updates/patches and also 
these updates and patches are not available for mobile users.   
 
Therefore, here is a need to give proper awareness training to the developer and make 
them realize the seriousness of the situation on security matter during the develop-
ment process, so developer must adopt appropriate methodology that finds vulner-
abilities in developed applications/services. They also must hold security testing. The 
physical device is also important because all developed services are being accessed 
through physical device if it is not properly protected or if there is no special thing in 
develop applications/services against attacks it will not only damage the physical de-
vice but also have effect on applications/services. 

6.2 Future Research  
 
In this research, security threats in development of mobile phone applications/services 
have the main focus. Due to the study limitation security of the mobile operating sys-
tem as well as mobile network security is not being explored. Future research can ex-
plore on these lines.  
 
Mobile-commerce industry is also rapidly growing and most e-commerce services are 
being delivered to customers through their mobile device. Security is big issues for 
these services so future research could focus on m-commerce applications/services 
while development.   
 
In backward areas, like in third world countries where hospitals are not accessible, 
future research can be held to develop such applications/services on mobile phones or 
handheld devices where a patient can get primary health services/consultancy on a 
mobile phone from a doctor. 
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APPENDIX A:   INTERVIEW GUIDE 
 
Q1: Do you think there is any different approach to develop mobile software (ser-
vices) and computer software? 
 
Q2: Do you use different development approaches for different software develop-
ments, or same for every software. Name the frequently used approaches? (Waterfall, 
RAD, etc) 
 
Q3: Do you use any special development tool for the mobile software developments? 
(SDK, IED) 
 
Q4: What is the first phase (starting point) of software development? (Requirements / 
needs?) 
 
Q5: Do you use prototypes in your developments process? How much prototyping is 
helpful in your development process? 
 
Q6: While developing a service for mobile do you have user requirements in your 
mind? 
 
Q7: How do you evaluate the developed service?  (Usability, field study, analytical 
analysis) 
 
Q8: how much you consider information security importance in developing of mobile 
software's (services)? 
 
Q9: After the development of a software or service do you carry out the security test-
ing? (In which way do you test a security of mobile phone services?) 
 
Q10: What kind of security threats mobile services or software could face? Name 
some identified or known threats? 
 
Q11: Do you use any specific or previously design testing tool to identify the software 
vulnerabilities? (Code inspection (chick list)) 
 
Q12: Do you think automatic security analysis tool (Like flaw finder, ITS4, Jlint etc) 
helpful to discover the vulnerabilities of the software? 
 
Q13: Do you use any tool that give you concept of service design & platform where 
applications/services are going to deploy (any reverse engineering tool like rational 
rose) etc? 
 
Q14: Do you apply any test attacks to check the security of your developed software?  
 
Q15: Is there any kind of standard which you have to meet while developing the mo-
bile services software. (Security & usability standards) 
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Q16:  Malicious software (worms, Trojan horse, spyware) are continuously affecting 
services. Do you have awareness and attitude (security conscious) to handle these ma-
licious software?  
 
Q17: Are you satisfied regarding security matter for your developed application / ser-
vices?  
 
Q18: What is your priority while development, usability or security?  
 
Q19: Do you think specific mobile phones / Operating systems have specific threats? 
 
Q20: Is Operating system matters in developing mobile services? 
 
Q21: Is there any antivirus or firewall to check the traffic on mobile.   
 
Confidentiality ensures that only authorized parties (sender and receiver) can 
view the transmission  
Q22: While in development do you consider confidentiality factor is important?  
 
While Integrity ensures that the information is correct and no unauthorized or 
malicious s/w modifies the data (insertion, deletion etc).  
Q23: Do you put any code inside the developed application that checks when unau-
thorized or malicious software attack? 
 
Availability: System or services available immediately to authorized parties.  
Q24: How do you handle Illegal content distribution?  
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APPENDIX B:  EMPIRICAL DATA 
In this Appendix B, empirical data is presented which is collected by in-depth inter-
views with the developers. First, there is an introduction of the respondents and then 
summery of interviews are listed. 

Case One: Respondent A 
Introduction 
Our respondent A has a 5 years working experience in development of software, and 
worked in an E.U. project of SMART system for the mobile phone development.   

Summary  
 
Respondent A replies about development method that are especially for the develop-
ment of mobile phone services, that there is no specific model is being used for mo-
bile phone services “but he personally prefer to use Rapid Application development 
method. Some time he gets the instruction to use specific model then he uses the rec-
ommended model otherwise he considers other things like target platform”. Target 
platform means if the application is going to develop in J2ME then it is considerable 
thing either platform will support or not and which version of CDLC or MIDI and 
then this application is using any special API for example multimedia, recording, au-
dio, video, image capture mobile media, in that case he has to consider target plat-
form, otherwise application or service will not work properly.  
 
According to respondent user requirements are also important because without 
achieving these requirements develop product cannot have a success. Starting point of 
any software should keep in mind and he starts to develop application for mobile by 
looking at the requirement either these can be achieved or not on the specific plat-
form. The respondent is using JavaNetBean as the development tool further he tells 
that prototyping in software development is good approach it makes the work easy for 
development. In response to the evaluation of mobile phone applications/services de-
veloper tells that he looks several things like this application useable for internet con-
nection, how users react after using this software and use this develop application eas-
ily. 
 
In response to testing of develop application or services respondent A specifies that 
there is no specific test that he conducts, only the Emulator use to check that the de-
velop services or application are running properly.  
 
When being asked for any specific design tool or standard that checks the software 
vulnerability in the response of this he tells that, some time he gets instruction to com-
pare this application according to some specific standards, but not always, there is no 
special thing that carry out the test we only use emulator for testing. There is no such 
model that finds vulnerability in developed application or services and JavaNetBeans 
is being used by the developer for coding flaw. Further he tells that at the time of de-
velopment application or services, developer should construct applications/services in 
right way, some time logic errors occurs or some others it can be catch through java 
exception handing through exception handling developer normally secure application 
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code in a way and exception handling catch the errors that is helpful to find coding 
flaws in code. 
 
When being asked about the test attacks in the response of the question he says after 
development of an application he never applies any test attack to check the security, 
because when he develops application he only checks either this application is per-
forming its full functionality or not. He thinks that he never heard any other developer 
perform such type of attacking on his develop software. 
       
In response of importance of security while developing mobile phone services or ap-
plication he only specifies that security is only important at user level. He tells that 
security issues for a new application can occur if you are going to access some special 
features of the mobile phone like if you access some device micro phone or camera or 
one is going to connect to internet this security check in develop application, certifi-
cate by a special certification, you have to authenticate your application It has certifi-
cate, it must be signed by third party, this application is not harmful. In case of, any 
software hasn’t signed then it depends on a user, because if user accepts then it could 
be harmful. If this application has no certificate, it will show on the user mobile de-
vice that this application is not coming from reliable source that’s why either user 
wants to accept this or not. Software which is not coming through signed certificate 
this can effect on user mobile hardware, software, camera etc. According to him secu-
rity only depends on special kind of certificate that attach with application. At the 
time of developing applications or services he says focus is on usability and less on 
security issues.  
 
According to Respondent A, there are anti viruses that can provide protection against 
the mobile phone threats. Also Respondent A, mentions that specific mobile phone 
devices and specific operating system like Symbian O/S have specific threats, so de-
veloper should know about all these threats while developing mobile phone applica-
tions/services but Respondent A, mentions that at the time of developing he does not 
consider security, the other things considerable like target platform and usability. 
   
Respondent A says that if user sends SMS confidentiality factor consider and try to 
secure the data communication between sender and receiver through cryptography 
there is no specific code inside the develop application or service that checks when 
authorize or malicious software attack occur and illegal content distribution can stop 
by using mobile serial number or phone number while developing application or ser-
vice. 

Case Two: Respondent B 
Introduction 
Mobilaris is a leading supplier of software solutions for mobile location based ser-
vices. By bridging the complexity of network infrastructure with the demand for cost 
effective service development Mobilaris' solution allows mobile operators to create, 
deploy and control mobile Internet services in a fast and innovative way. Mobilaris 
has two offices one is in Stockholm and other one is in Lulea, Sodra Kungsgatan 5, 
we held face to face interview in Luleå offices with developers.  
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Summary 
 
Respondent B, mentions that there is no specific development model for the mobile 
phone services but it depends on the customer demand and need for the specific pro-
ject. We often use the traditional waterfall method but with a bit iteration. The other 
things according to Respondent B considerable are GSM, 3G network and mobile 
phone itself. Because in GSM and 3G network traffic can listen by attacker so, you 
have to make sure that when you send the sensitive things it should be encrypted in 
better way. Mobile phones are also open for risk according to Respondent B, mobile 
phone can easily access and it’s easy to get private information or such private things. 
User can avoid this threat to set password on the device. 
 
Respondent B, mentions that ‘IDEA’ is the product of Jetbrain is using in their soft-
ware company as the software development tool. This tool is not using for designing 
purpose while implementing and project handling is covered in this tool. For the soft-
ware design there are rational rose. One developer, in interview responses that he pre-
fers to work in ‘IDEA’ because it is more flexible and the new version has lot of fea-
tures.  
 
Respondent B, mentions that there are different things that can initiate for software 
development process but the most important is the customer requirements and we see 
that what the requirement is in market after that if we add some new feature in the 
product and give to our customer. According to Respondent B, prototyping are also 
useful in mobile phone applications/services development process. Some time simple 
prototype is being used for implementation of the services and testing out this services 
if that application is useable or not? So, prototyping is good technique for develop-
ment process.  
 
Respondent B, mentions that for the evolution of mobile phone services the most con-
siderable things are, what customers need by this services that is going to develop. In 
this light first, changing occurs in development within the software company because 
every one gives his suggestions and what should new feature be added, after including 
all these changes, software deliver to customers. Normally company has tele-operator 
as their customers so they introduce this service to limited number of customers, these 
customers give their feedback, and after making all the changing they lunch the ser-
vice. 
 
Respondent B mentions that they are not using any specific security testing, they are 
just design it and think that it’s secure. He further mentions that common principal to 
use for security of mobile services like secure password, hash password, strong en-
cryption etc. But these things could be broken by attacker. 
 
Respondent B, mentions that software testing start with unit testing for this purpose 
JUnit is using in the company, small parts of the big product is being tested after that 
system integration test, regression test and also performance and stability testing oc-
cur for mobile phone services. According to Respondent B, this testing only checks 
code error not specifically uses to find vulnerability in software. For the security mat-
ter our customers (tele-operators) handle this matter. We just develop mobile phone 
services according to our customer needs.  
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In the response of any test attack apply for checking the software, Respondent B, 
mentions that we know what the problem is, but we don’t use any tool for this pur-
pose. Respondent B, mentions that while developing a services we keenly observe the 
code and try to secure the code like buffer overflow, stack overflow. 
 
Respondent B, mentions that for the worms, Trojan horse, spyware etc we only rely 
on mobile phone manufacture. It’s their responsibility that they make secure browser 
because developers don’t try to secure the browser and while software development, 
no virus checking activities perform. Also he mentions that we hear about reverse en-
gineering tools but we don’t use for own software development process. 
 
Respondent B, mentions that security is important for mobile phone services. For the 
mobile phone services viruses, worms, Respondent B, mentions only hears about it, 
but not specific idea about these things, he has a little idea about Bluetooth virus, mo-
bile phone browser etc but not too broad idea of these viruses for mobile services or 
applications.  
 
Respondent B, mentions that we are satisfied about the security matter regarding our 
develop services, we never hear about the security breach regarding privacy issues, or 
access to private information etc. further he mentions that no one, ever hacked our 
services.  
 
Respondent B, mentions that security issues give the first priority while developing 
mobile phone service. If there is security breach in software it would be devastation. It 
can exploit user confidential data and user’s integrity compromised. Further he men-
tions for mobile phone services security is first and then we consider usability. 
 
Respondent B mentions that he doesn’t know virus checking on physical device by 
virus checking software because we are developing services that directly deploy on 
physical device we are developing services for service side. Also Respondent B, men-
tions that windows operating system and open platform operating system can face 
more security threats in that case security is important and developer should have the 
awareness while developing services. So Window’s based mobile like PDA would be 
the most exposed to threats. Because Respondent B, mentions that we are developing 
services on server side that’s why security is the responsibility of tele-operators.  
  
Respondent B mentions that user confidentiality can make secure, by using valid cer-
tificate and signature in the service. While integrity can also be secure through valid 
certificate but Respondent B, mentions that, there is not specific code put inside the 
develop application / service that provide the protection against threats. Respondent 
B, mentions regarding illegal content organization it’s easy to stop, because specific 
service is being provided on a specific phone number.  

Case Three: Respondent C   
Introduction  
Mobizoft was founded in 2005 with the vision of giving mobile users worldwide an 
easier way to access information over the Internet with the richest, full-featured ex-
perience possible, regardless of device. Mobizoft has become the leading software 
provider for the northern Europe market of technology for developing and delivering 
rich media content optimized in real-time for all mobile devices. Through content de-
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livery network partners, Mobizoft C4M is offered to over 1,000 content providers. 
Mobizoft have two offices head office is in Luleå and other office is in Stockholm. 
We held face to face interview with the developers in head office Luleå that is located 
in Aurorum Science Park. 

Summary  
   
Respondent C, mentions that there is no specific model using for mobile phone ser-
vices normally mix traditional model and some kind of waterfall are using in our 
software company. He also mentions that mobile phone device has limited memory, 
less processing and small screen these things are also considerable while developing 
mobile phone services. For the development tool Respondent C, mentions that nor-
mally we are using Java NetBeans development tool open source java based but it is 
not specific. If developer wants to use another tool he can use that also. In our soft-
ware company there is no restriction to develop mobile phone service using specific 
model.  
 
In the response of, what is the first phase of software development for mobile phone 
services, Respondent C, mentions that it was just idea, we wonder how to do it, after 
thinking we start enter code. Respondent C further mentions that we are developing 
server side services not for client side that users use directly and we have customer 
(tele-operators) and our two big partners they have big environment. Our customer 
provides us requirements and we try to fulfill their requirements. While developing 
mobile phone services Respondent C, mentions that we have user’s requirement as 
well market requirement in our mind but most important are the users requirement. 
 
Respondent C, mentions that prototyping is being used when we are going to develop 
something new or new functionality we develop basic prototype and just see either It 
is working or not. For the evaluation of mobile phone services Respondent C, men-
tions that usability and field study are being used, initially develop services is being 
checked within company after that our partners check this product and then we deliver 
this product to our customer. 
   
Respondent C, mentions that security test is not specifically perform on develop ser-
vices, only the test we do our customer give a list of requirement which we need to 
fulfill for example redundancy, maintenance but we don't perform specific security 
test but we try to secure our APIs. Respondent C, also mentions that we check code 
inside the company for example one developer, develops service after that other de-
veloper checks this code then we have some performance checks on by using the 
"Gmeter" tool further he mentions that our partners check this develop service, and in 
response of using automatic security analysis tool like flaw finder, ITS4 etc Respon-
dent C, mentions that absolutely not, we never did and also we don’t using any re-
verse engineering tool right now. 
 
Respondent C, mentions that we apply some manual test check on our develop ser-
vices for example developer write the code and try to destroy our API but there is not 
specific tool is using for this purpose and I don’t think there is any standard being us-
ed for our product. 
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In response to malicious software’s which are effecting mobile phone services Re-
spondent C, mentions that we don’t think about it because this product is adopting and 
supporting mobile web pages and its not on client side, nothing to do with SMS, 
MMS etc all these thing handles on server side. But when we put the question, in case 
if server is being attacked and there is flaw in code it can be exploited user confiden-
tial data then Respondent C, mentions that our product install on web server and the 
first thing we do, it detect the end user, either end user are using the mobile device or 
PC, if there is PC then this service activate PC website if it is mobile site then this 
service activate mobile website, when the mobile website rendering on device that 
time some request against our APIs, for example the images, dynamic fonts, in case 
there are some kind of worms or Trojans against this web server, the only thing Re-
spondent C, mentions that, there are lot of logs for same kind of request and every re-
quest have just passing through this statistic that can show in case of illegal activity 
also Respondent C, mentions that, he is not security professional at the end he men-
tioned that we don’t think about security matters. Respondent C mentions that java 
base language is using for developing mobile phone service in their software com-
pany, and Respondent C is not being satisfied about security matter regarding develop 
application/ service. In response of what’s your priority while developing mobile 
phone services usability or security Respondent C, mentions, usability is important 
but currently security is not important. Respondent C, doesn’t think any serious attack 
can happen against their develop application / services. Respondent C, mentions while 
writing the code, no specifically coding flaw like buffer overflow, and race condition 
in his mind only think our API should secure.  
 
In response of, is there any antivirus or firewall to check the traffic on mobile phone 
Respondent C, mentions that as I know, absolutely no. Also Respondent C, mentions 
that specific mobile phone devices have the specific threats like Bluetooth in case 
internet is suffering through mobile device then the same threat, attack that ordinary 
PC are facing. So Bluetooth should not open all the time, regarding operating system 
Respondent C, mentions that he is not the expert of operating system that’s not clear 
about O/S. Further Respondent C, mentions that develop mobile phone services 
should detect all kind of operating system for example what is the specific with Sym-
bian O/S, windows O/S and Respondent C, and mentions, they are developing java 
base software, its not considerable thing in that. 
 
Respondent C, mentions that confidentiality factor is not handing because our cus-
tomers do not send this requirement but operator can do, they can detect phone num-
ber and with the phone number you can do anything while integrity factor is handling 
according to Respondent C, whenever we see too many requests from same kind of 
source then we can assume that something wrong with that request but Respondent C, 
mentions that we cannot stop or block such kind of requests. This thing only can be 
done by content or service providers. In response of Illegal content distribution Re-
spondent C, mentions that we don’t have that kind of customers. We never think 
about it while developing mobile phone services. 

 




