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Introduction 

The main objective of the IEC 61850 standard for power 

utility automation communication is to “provide a 

framework to achieve interoperability between the 

Intelligent Electronic Devices supplied from different 

suppliers” [1].  

Many users expect conformance tested devices to be 

“plug and play” with no interoperability issues. Present 

experience however shows that conformance testing 

only reduces the number of interoperability issues and 

additional measures are needed to ensure cooperation 

of multi-vendor devices.  

This article is about key issues involved with creating a 

test facility for interoperability testing of IEC 61850 

devices and systems involving different vendors. A 

testing strategy to ensure interoperability is presented. 

Challenges of IEC 61850 implementation  

The IEC 61850 standard is one of the more complete 

and extensive electrical standards. Successful inter-

operation of devices require strict obedience to the 

standards multiple protocols, data model and 

configuration descriptions. To allow use of future 

advances in communication technology the IEC 61850 

protocol family uses multiple underlying communication 

protocols, which are described in different subsets of 

documents. The IEC 61850 standard also provides 

great flexibility with many extension rules that are 

demanding to handle and validate. To ensure 

interoperability in such an environment has proven to 

be challenging. 

Experience from both IEC 61850 and other protocols 

show that different development teams may create 

conformant but non-interoperable devices. The 

consequences of non-conformance or different 

interpretations of the standard can be revealed through 

interoperability tests. Such tests aim to decrease the 

engineering and commissioning troubles and can also 

allow utilities greater harmonization of IEC 61850 

solutions provided by different vendors. 

How interoperability issues arise 

With interoperability we mean the ability of two or more 

Intelligent Electronic Devices (IEDs) from different 

vendors, to exchange information and use that  

 

 

 

information for correct execution of specified functions. 

This interoperability also includes the tools used for 

system and device engineering [2].  

There are many reasons why interoperability arises. 

Apart from ambiguities in the standard or direct errors in 

the implementation, interoperability also arises from 

multiple alternatives contained in the standard. For 

example some vendors use structuring of data sets that 

are allowed but whose reception is not supported by 

other devices. Another example is that some products 

only support unbuffered reporting which precludes 

communication to others using just the buffered type.  

Given the complexity of IEC 61850 there are many 

obstacles also when developers implement the same 

functionality or during the configuration of an IEC 61850 

system. The process to detect a problem, establish its 

source, and then ensure a resolution is timely. The risks 

of project delays can however be reduced with a few 

basic interoperability tests at an early project. 

Situation today: Few multivendor stations and 

limited spread of engineering know-how 

Of the estimated one thousand IEC 61850 systems built 

to date the large majority have been turn-key stations 

from one vendor with maximum one IED from another 

supplier as back-up protection. True interoperability 

stations have been characterized by a large extent of 

R&D activities and required extensive support from 

manufacturer’s key experts. These projects have in 

many cases suffered considerable delays often having 

to wait for release of both firmware and tool upgrades in 

order to fix the encountered interoperability troubles.  

Users trying to employ IEC 61850 devices, clients and 

tools from multiple vendors have often found 

themselves involved in deep technical discussions 

about the interpretation of the standard and how they 

should be resolved. End users should not have to 

become experts of IEC 61850 in order to reap its main 

promised advantage: the interoperability between 

devices from different vendors. 

To manage the implementation and high performance 

requirements of IEC 61850 major vendors have built up 

system verification centres. These centres can 

consisting of a hundred IEDs in up to 30 bays and may 

include some competitor devices. Using these systems 

the vendors have obtained the required know-how to 

efficiently create large systems without introducing 

unnecessary latencies that jeopardize overall system 
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functionality. Such knowledge is however not readily 

available today for an independent system integrator or 

utility who wish to keep control of the engineering and 

configuration process.  

There are today 14 manufacturers with conformance 

tested IEDs. Our experience is that it would today be 

very challenging to integrate them all for more than a 

rudimental trade fair exhibition. Careful product 

selection and what we call Interoperability Assurance 

Testing (IAT) is a must within a foreseeable future.  

Without mitigation of the present challenges 

encountered with multi-vendor applications the standard 

with its complexity and reputed large training demand, 

may contribute to reduced competition with only a few 

major vendors and integrators with the required 

resources.  

Conformance testing is not enough  

The IEC 61850 standard defines what should be tested 

to verify conformance. The Utility Communications 

Architecture (UCA) International User group then 

defines how to perform the tests in their test procedures 

that all accredited test facilities are to follow.  

The tests defined in part 10 of the standard involve 

communication from a Device Under Test (DUT) to a 

test system. The following areas are covered: 

 Inspection of the documentation and version 

control of the device (According to IEC 61850-4); 

 Test of device configuration file against 

standardized syntax (According to IEC 61850-6); 

 Test of device configuration file against the device 

related object model (IEC 61850-7-3 and 7-4); 

 Test of communication stack implementation (IEC 

61850-8-1 and 9-2); 

 Test of implemented ACSI services against their 

definition (in IEC 61850-7-2); 

 Test of device specific extensions according to 

rules given by the IEC 61850 series in general. 

The defined test cases are mainly concerned with 

verifying the services of the Abstract communication 

service interface (ACSI) model. Part 10 also defines the 

performance tests for communication latency and time 

synchronization. These tests are however not fully 

covered by conformance testing as explained below. 

The IEC 61850 standard today only supports time 

synchronization with SNTP. No time accuracy 

requirements are defined by this protocol whos 

millisecond resolution is insufficient for measurement of 

time-critical peer-to-peer communication.  

The performance tests on require an estimate of the 

devices’ input and output processing time. It is also 

difficult to define a test process that will apply uniformly 

to all possible hardware and software configurations. To 

add to the complexiy the performance goals defined in 

IEC 61850 part 5 are somewhat vaguely defined and 

provide litle guidance on this matter. For this reason 

UCA has excluded performance test (such as testing 

time-critical GOOSE messages for input-to-output 

latency) [3]. A situation has arisen where devices often 

have considerably longer transfer times than the 

stipulated 3 ms for control and protection trip signals 

within a transmission bay (P2/3 performance class 

according to 61850-5). What the effects are on the 

overall system functionality must be investigated on an 

application to application basis. 

UCA International user group has also decided to 

exclude substation-wide tests from test procedures as 

they require so many variants. Such system tests tend 

to be project specific and can fall under the category of 

acceptance testing rather than conformance testing.  

Verifying device conformance is thus a basic requirment 

insufficient on its own to ensure correct functionality of 

an IEC 61850 system. To achieve interoperability 

additional methods must be taken. Our proposal 

outlined in this paper is to include Interoperability 

Assurance Testing (IAT) that aims to decrase the risk of 

delays do to incompatibilities during project execution. 

Especially when applying IEC 61850 for time critical 

peer-to-peer communication the user must ensure the 

capability of IEDs and switches to interoperate correctly 

and sufficiently fast. This cannot be ensured solely 

through single device testing. A true interoperability also 

requires the efficient exchange of data between various 

vendor specific and independent tools.  

Interoperability testing 

Today a small number of independent test institutes like 

STRI are emerging. These companies offer 

interoperability or system-wide tests for IEC 61850. The 

STRI Independent Interoperability Laboratory for IEC 

61850 consists of multifunctional IEDs from three 

manufacturers and includes about 100 functions in total 

which can model a typical substation including incoming 

line, busbar, transformer and outgoing feeders. Many of 

the functions can be distributed in different IEDs. This 

makes it possible to configure real applications and to 

study interlocking, blocking and any other time critical 

automation functions.  

Facilities include network switch and router that allow 

us to modulate IT-security solutions and remote 

connection interfaces. Multiple tools to configure and 

analyze the system are included. STRI uses a Omicron 

CMC 256plus to test GOOSE communication as well as 

traditional voltages and currents. This may even include 

simulated or recorded faults to verify sequences. IED 

Scout is used for analyzing the GOOSE communication 

and model validation. We have also found the message 
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simulation useful during our testing and configuration 

work.  

The test setup is outlined in Figure 1. The system is 

mounted in a 19” rack enabling on-site testing or 

training, see Figure 2. We have agreement with two 

vendors to supply IEC 61850-9-2 interfaces upon 

commercial release and will incorporate SCADA 

client(s) in the near future. 

 

Figure 1 Schematic overview of STRI Independent 
Interoperability Laboratory for IEC 61850 

 

Creation of interoperability test cases  

STRI is in currently creating a number of standard test 

cases for what we call Interoperability Assurance 

Testing (IAT). The aim is to run a subset of 

conformance tests defined by IEC 61850-10 and UCA 

International user group that can be applied to a 

system. Most test cases in IEC 61850-10 are however 

of simple stimuli-response type. Although their 

performance can be affected by the overall network 

load the test cases involve little interaction with 

surrounding system components and there is modest 

reward for retesting in the full scale system. 

The execution of the performance tests covered in 

61850-10 - but not included in UCA International user 

group test procedures - are vital to ensure correct 

operation of systems with multi-vendor IEDs. STRI 

works closely with manufacturers to develop device 

specific configuration methods to ensure the most 

favourable integration of their products. 

Some system wide testing is anticipated on a project to 

project basis. To ensure the correct and timely 

execution of a large distributed substation automation 

system among IEDs of multiple vendors is a large task. 

For efficiciency automated test procedures and 

methods to reuse engineering configuration is required. 

The intention of Interoperability Assurance Testing is 

not to perform complete system testing. Instead it 

should be part of a wider test procedure as described 

later in this paper. IAT tests can however verify 

standard applications, save time and money as well as 

ensuring maximum quality and reliability. 

Importance of a reference system 

Comprehensive interoperability testing of all possible 

IEC 61850 products and tools is not feasible. There are 

so many possible combinations and permutations that 

one could not design a generic test system to cover 

them all ahead of time. Therefore the goals of the 

testing must be kept realistic. To enable sufficient test 

coverage and applicability for the given installation 

there are basically two possibilities. 

 Testing on a project to project basis  

 Creation of a reference system.  

The reference system should incorporate the protection 

and automation philosofy used by the utility. The utilities 

commonly used products are included as well as 

possiblilities to simulate remote station communication 

to used historians, disturbance retrieval and network 

control systems.  

The creation of a reference system will inevitably incur 

some additional intitial costs compared to project 

specific testing. Once created, the refernce system will 

however make it easier for a utility to maintain a level of 

harmonization between various substations that are 

ordered from different OEMs.  

The reference system can also be used during pre-

qualification and enable type registration of approved 

devices without requirng high technological competence 

in-house. 

Finally a reference system can be made available to a 

supplier who wishes to demonstrate their products’ 

ability to comply with utility requirements. The SCL 

description of the reference system is then distrbuted to 

the manufacturer whos engineers prepare their devices 

to interact with the system. Interopability can this way 

Figure 2 Mounting of STRI 
Independent 
Interoperability 
Laboratory for 
IEC 61850 
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be demonstrated with insignificant cost, in time and 

resources, to the potential customer. 

Even with IEDs from only one vendor it is a good 

investment to ensure interoperability with devices from 

major manufacturers in order to secure extension 

possibilities and, later, retrofits to the station. While the 

lifetime of a substation is typically 20 to 40 years the 

lifetime of the substation automation system is likely to 

be shorter [4]. Utilities must therefore plan for updating, 

extending, testing and maintaining the substation 

automation system and its communication system, over 

the lifetime of the substation. With a reference system 

containing the products most commonly used by a utility 

a proposed extension or modification can be evaluated. 

STRI has formulated a project towards the Swedish 

Transmission and Distribution industry to create such a 

reference system comprising a typical Scandinavian 

transformer station within the STRI Independent 

Interoperability Laboratory for IEC 61850. 

Steps to ensure interoperability 

Interoperability Assurance Tests should be seen as an 

integral part of the overall test strategy for an IEC 

61850 system. The steps to ensure a truly open, 

functional and interoperable system with products from 

multiple vendors are outlined in Figure 3.  

 System and Performance 
testing at FAT and SAT 

 

 Interoperability Assurance 
Testing (IAT) 

 

 
Careful specification 

 

Use of conformance tested 
devices 

 

Figure 3 Steps to achieving IEC 61850 compliant multi-  
 vendor substation 

 

The first step involves a careful study of available 

devices and current state-of-the-art. Selection of 

conformance tested devices is the next step. This may 

also be accompanied by type registration or 

prequalification.  

 

Next the specification should be carefully worked 

through to avoid known interoperability issues and 

address the “local” issues not covered by the standard. 

Finally, system and performance test should be planned 

and defined to complement the Factory Acceptance 

Test (FAT) and Site Acceptance Test (SAT).  

 

 

Interoperability is also about tools 

Many of the current interoperability issues reside at tool 

level. A separate tool interoperability test can be 

performed even before the IEDs are available. This will 

ensure that the engineering information required for 

configuration can be exchanged among the proposed 

IEDs and system configuration tools. Such tests are 

advantages also in the evaluation phase of a project. 

In the long term, interoperability should imply the use of 

third party tools during system configuration. Our aim is 

to use the STRI Independent Interoperability Laboratory 

to evaluate available third-party tools and support 

customers to establish an independent ownership 

process as outlined in Figure 4. 

 
Figure 4 Independent IEC 61850 configuration the "STRI way” 

Conclusion 

To ensure interoperability conformance testing is not 

sufficient. To obtain the intended benefits of IEC 61850 

utilities cannot merely rely on manufacturers’ assurance 

but must test their typical applications and adopt a 

strategy to ensure a degree of vendor independence.  

The challenge being faced by IEC 61850 

interoperability test facilities like STRI is to provide cost-

effective testing that fulfils customer expectations. 

Customers need to acknowledge this value, requiring 

proof of interoperability and sponsoring such tests. 
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